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Abstract
This study presents a new, multidisciplinary method to assess countries’ vulnerabilities to 
illicit financial flows (IFFs) in different economic channels. Acknowledging that money 
laundering involves legitimate financial channels and regulatory gaps, our approach com-
bines quantitative data on bilateral economic activities with a qualitative assessment 
of the regulatory frameworks of trade and investment partners. Using publicly available 
and contemporary data along with a legal analysis focused on the loopholes that can be 
exploited for IFFs, the proposed methodology addresses the limitations of current National 
Risk Assessments (NRAs) and offers an accessible and cost-effective approach that can 
be applied for anti-money laundering. We illustrate the effectiveness of our approach by 
analyzing IFF vulnerabilities in Nigerian inward foreign direct investment, Brazilian out-
ward portfolio investment, and Indonesian imports demonstrating its potential to refine and 
enhance National Risk Assessments.
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Introduction

Many years after the Financial Action Task Force (FATF) was created in 1989, global 
efforts against money laundering (ML) have resulted in a multilayered transnational legal 
order. Yet, there are few indications that ML has been reduced. This apparent lack of suc-
cess can be explained in different ways. The first is a lack of data and the absence of effec-
tive measurement methodologies in anti-money laundering (AML), a longstanding chal-
lenge in the literature (Cuéllar, 2003; Pieth and Aiolfi 2003; Carrington and Shams 2006; 
Levi and Reuter 2006; Levi et al., 2018). The second is insufficient ambition or implemen-
tation of policy responses. For instance, the FATF has not mandated central and public reg-
isters of beneficial ownership (Knobel, 2024). Relatedly, legal barriers between combating 
tax evasion and AML efforts still hinder progress. Information on individuals’ financial 
accounts shared internationally for tax purposes is often prohibited from being used for 
AML activities (Mathias and Wardzynski 2023; Meinzer, 2018). The third is the lack of 
focus on relevant activities and players by national supervisors, enforcement agencies, and 
international organizations. By ignoring empirical data on asset concentrations and finan-
cial transactions, resources and efforts may have been spread too thinly.

To address this deficiency and improve AML effectiveness, the merits of a risk-based 
approach have been increasingly emphasized alongside a rules-based approach (Unger, 
2007; Takáts, 2007; Unger & Van Waarden 2009; Dalla Pellegrina & Masciandaro 2009). 
While the FATF had previously accepted a risk-based approach, in 2013, it formally 
endorsed it, mandating countries to conduct the NRA as part of their non-binding guide-
lines (FATF, 2013). Since then, many countries have prepared NRAs.

We contribute to the emerging literature on NRAs by proposing a novel approach to 
assessing a country’s risks to ML and IFFs. Our data-driven, multidisciplinary, and scal-
able methodology addresses two main shortcomings identified in NRAs. First, the data 
used in NRAs often lacks reliability and transparency partly due to an over-reliance on sub-
jective expert opinions (Ferwerda & Kleemans, 2019). Second, NRAs are often published 
with considerable time lags and are conducted as one-off exercises whereas the dynamic 
nature of ML warrants prompt and ongoing risk monitoring (Levi et al., 2018).

Our methodology addresses these challenges with a two-pronged approach: It combines 
qualitative data on the financial secrecy of a country’s economic partners with quantitative 
data on bilateral trade and investment to assess the likelihood of IFFs occurring. Finan-
cial secrecy levels are determined through a comprehensive comparative legal analysis of 
regulatory frameworks in financial and trading partner countries. Both the legal data and 
observed cross-border economic flow data are transparently derived from freely accessible 
sources, ensuring that our method is cost-effective and scalable. Our approach acknowl-
edges that IFFs often mingle with legitimate cross-border flows and exploit regulatory 
loopholes in countries facilitating these flows.

By applying this approach to a sample of countries in the Global South, we demonstrate 
its effectiveness and address a gap in the literature that primarily focuses on the Global 
North. Comparing our multidisciplinary findings with published NRAs shows how our 
approach can replicate, solidify, and enrich the risks identified in existing NRAs.

The remainder of the paper is structured as follows. Chapter 2 reviews the existing lit-
erature on NRAs and identifies the research gap and our contribution. Chapter 3 introduces 
the data, methodology, and sample. Chapter 4 presents selected findings for the three sam-
ple countries. Chapter 5 analyses the respective NRAs considering these findings. Chap-
ter 6 concludes.



669Which Money to Follow?

Literature Review and Contribution

National Risk Assessments (NRA)

The FATF standards and peer reviews have become increasingly detailed and comprehen-
sive over time. Since 2012, Recommendation 1 calls on countries to assess risks and apply 
a risk-based approach. In 2013, the FATF elaborated on this recommendation through its 
guidance “National money laundering and terrorist financing risk assessment” (FATF, 
2013). The NRA aims at generating a common understanding of money laundering and 
terrorist financing (ML/TF) risks among relevant stakeholders, allowing risk prioritization 
and efficient allocation of resources. The FATF expects countries to develop AML action 
plans and policies and adopt measures based on their NRAs.

The NRA has formed a central part of the FATF risk-based approach since its 4th round 
of evaluations and is intended to be self-applied by each country before the FATF in situ 
data collection, involving multiple public and private agencies. While the FATF guidance 
outlines principles for assessing ML/TF risks at the country level, it does not mandate spe-
cific actions for fulfilling obligations under Recommendation 1 or other recommendations 
related to the risk-based approach (FATF, 2013, 5). The guidance also does not require 
NRAs to be publicly disclosed (FATF, 2013, 29, 30). Consequently, not all NRAs are 
accessible online and those that are vary widely in format (e.g. comprehensive reports ver-
sus executive summaries only) or none at all.

Related Literature

Several strands of literature are relevant to this study. The first examines existing NRAs 
and their shortcomings. Ferwerda and Kleemans (2019) critique Dutch NRAs for relying 
on qualitative assessments and expert opinions which can be subjective and potentially 
reinforce stereotypes. They suggest incorporating beneficial ownership (BO) opacity, using 
the Tax Justice Network’s Financial Secrecy Index as a measure of vulnerabilities. Simi-
larly, Riccardi et al. (2019) observe that the Italian NRA heavily relies on expert opinions 
that they consider a methodological weakness.

Levi et  al. (2018) highlight that NRAs from Japan, the US, and Singapore predomi-
nantly use data without providing a background based on expert surveys and lack sector- or 
product-specific risk categorization. In contrast, Canadian and British NRAs offer detailed 
assessments using both qualitative and quantitative data. The authors emphasize the impor-
tance of relying on transparent and valid data and caution against an exclusive reliance 
on quantitative data due to its lack of validity. They argue for systematically improving, 
categorising, and including qualitative data alongside enhanced quantitative data collection 
and analysis.

Ferwerda & Reuter (2019) critically analyse the Italian and Swiss NRAs, advocating for 
regular updates rather than treating them as one-off activities. They also highlight a sig-
nificant gap in the FATF’s risk assessment framework, noting the lack of a methodological 
approach for identifying threats and vulnerabilities. Similarly, Hopkins and Shelton (2019, 
67) identify methodological and conceptual challenges in the UK’s NRAs to those identi-
fied elsewhere, in particular regarding transparency, replicability, and verifiability.

In addition to the NRA-related studies, a second strand of literature focuses on AML risk 
measures. Questions regarding the assessment of IFF risk and the effective identification of 
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suspicious transactions have been explored in various disciplines. Scholars from economics 
(Chitimira & Munedzi 2022; Lebid & Veits 2020; de Koker, 2009; Ross & Hannan 2007) 
and criminology (Gill & Taylor 2004; Hopkins & Shelton 2019; Akartuna et  al., 2022; 
Savona et al., 2017) have identified proxies for IFF risk and proposed methods to integrate 
these indicators into a cohesive risk assessment framework. Meanwhile, studies from the 
field of computer science have examined data mining strategies and introduced algorithms 
to predict suspicious transactions using extensive data (Duhart & Hernández-Gress 2016; 
Singh & Best 2019; Wang & Yang 2007; Yu et al., 2022).

A third relevant strand of literature focuses on the idea that IFFs are enabled by defec-
tive normative architectures. In this vein, the ‘embezzlement test’ of Cardao-Pito (2022, 
2024) suggests simulating a hypothetical embezzlement intent to examine the weak spots 
of norms and standards facilitating IFF and related financial crimes.

Finally, our results can be interpreted within a network analysis framework. Specifically, 
the analysed bilateral financial flows can be viewed as ties of varying strengths while coun-
try-specific regulatory regimes function as node characteristics. This perspective allows our 
proposed risk measures to be linked to established network analysis concepts. Centrality 
measures such as degree, betweenness, and closeness centrality could be particularly useful 
for identifying which countries are most central in contributing to the network’s IFF risk 
across different types of flows (Borgatti & Everett, 2006; Freeman, 2002; see also Colladon 
and Remondi 2017; Gerbrands et al., 2022a, b). We refer to potential future directions for 
combining our approach with a (social) network analysis in the concluding chapter.

Research Gap and Contribution

The abovementioned academic literature reveals gaps that our work addresses. First, the 
literature focuses on countries of the Global North only, omitting Global South countries 
in the sample of reviewed NRAs. While the FATF counts 38 member countries, its recom-
mendations - including on NRAs - reach globally through its satellite bodies. To address 
this gap, we focus on three countries in the Global South even though our methodology can 
be applied equally to any country.

Second, much of the literature highlights the lack of systematic and transparent integra-
tion of valid qualitative and quantitative data in NRAs. We propose a multidisciplinary 
approach that transparently combines publicly available economic and legal data informed 
by insights and rationales derived from other disciplines such as international relations and 
political science, enabling full replicability and verification of the data used.

Third, we address the challenge of significant time lags in NRAs by providing a method 
that can assess risks in real time as soon as new statistical or transaction data becomes 
available.

Central to our work is identifying ML/FT-related risks in a comprehensive manner, 
aligning with international standards. Our multidisciplinary approach precisely and trans-
parently gauges countries’ vulnerabilities to IFFs, including ML/FT. We build upon aca-
demic research and mutual evaluation reports by incorporating relevant data from these 
sources in a model of geographic risk to IFFs that are rich in legal content and easy to 
comprehend. Our methodology extends beyond NRAs, offering a general assessment tool 
for ML/TF risks that could be equally applied to micro-data for risk assessment by obliged 
entities and enforcement agencies. Although our approach is one among other existing 
approaches, it can seamlessly integrate with current risk assessment strategies while offer-
ing several advantages over existing methods.
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First, our assessment relies on a close legal analysis of the jurisdiction in question, 
including an evaluation of potential ways to circumvent law. While existing indicators 
assess political will or progress in implementing relevant Anti-Money Laundering/Coun-
ter Financing of Terrorism (AML/CFT) measures, our secrecy score indicator measures 
the actual potential for ML or funds. An evaluation by the European Commission’s Joint 
Research Center (2018) has endorsed the indicator’s ability to assess such potential.

Second, our legal analysis-focused assessment can identify forward-looking IFF risk. 
While statistical analyses in economic papers1 can identify risk indicators associated with 
past fraudulent activities, they may struggle to identify risks linked to emerging schemes. 
In contrast, legal loopholes identified in our assessment are typically exploited for various 
fraudulent schemes posing a risk of both longstanding and emerging fraud. Our focus on 
the potential for IFFs helps identify previously overlooked problematic flows.

Third, by addressing the potential for IFF associated with a transaction, flow, or stock 
rather than correlating sender or recipient characteristics with fraudulent behaviour, our 
assessment avoids discrimination against specific individuals. Broadly used Know Your 
Customer (KYC) approaches may discriminate against certain groups in particular circum-
stances (Sciurba, 2018). We therefore complement KYC approaches with our assessment 
devoid of any discriminatory component, evaluating the action of senders of money flows 
rather than their personal features.

Fourth, compared to the “Blackbox” produced by data mining and machine learning 
tools, our approach has an intelligible economic interpretation. It is based on the estab-
lished knowledge that large transactions to jurisdictions where money can be easily hid-
den pose the highest IFF risk (Aldama-Navarrete, 2021; Boyer and Kempf 2020; Cobham 
et al., 2015; Houston et al., 2012). Our approach meets the conditions of an IFF risk assess-
ment established by Ross and Hannan (2007), including an active decision on the assessed 
risk and an explicit, quantifiable risk model.

Fifth, our approach requires no additional data from authorities, building on openly 
accessible data from the United Nations (UN), the International Monetary Fund (IMF), the 
FATF, the OECD, the Tax Justice Network, and many others.

Finally, unlike updates of NRAs or the rounds of evaluation of the FATF, our method 
leaves no time gap given that it can be applied with the information at hand with an update 
being possible every time new data is obtained instead of annually or any other pre-estab-
lished periodicity.

Data and Methodology

To estimate a country’s risk to IFFs, this study draws on three insights from the existent lit-
erature. First, we use the FATF’s risk analysis matrix, a combination of likelihood of a risk 
occurring and the significance of impact or damage if it materializes (FATF, 2013, 27).

Second, we build on existing knowledge about transactions used to conceal IFFs. We 
focus on three economic activities: (i) foreign direct investment (FDI) and (ii) foreign port-
folio investment, both of which represent asset classes that have been and can be used for 
ML schemes as documented extensively via case studies and in the corresponding litera-
ture (Cobham and Janský 2017); and (iii) trade where manipulations of price, quantity, 

1   For instance, the indicator assessed in Lebid and Veits (2020).
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and quality of trade goods can take the form of re-invoicing, same invoice mispricing, 
fake transactions, and transfer mispricing to facilitate IFF movement and trade-based ML 
schemes (Hanni & Podestá, 2016; Rampinini et al., 2023; FATF and Egmont Group, 2020; 
Abugre et  al., 2019, p. 30; Cobham et  al., 2021, p. 113; Fisman and Wei 2004; Morlin, 
2017).

Third, by acknowledging the role of secrecy in enabling ML/FT (FATF, 2013, 39–46), 
we hypothesize that the likelihood of an illicit component in any transaction increases with 
its level of financial secrecy (African Union Commission and United Nations Economic 
Commission for Africa 2015). The easier it is to conceal details in a transaction, the higher 
the probability of concealment occurring. Even though not all dealings with high-secrecy 
jurisdictions are illicit, this acknowledges that money launderers deliberately structure 
illicit activity into jurisdictions with a weak regulatory framework, i.e. use regulatory arbi-
trage (Aldama-Navarrete, 2021; Boyer and Kempf 2020; Cobham et  al., 2015; Houston 
et al., 2012). We use data on the nature of a country’s transactions and the secrecy of part-
ner jurisdictions involved in these transactions to estimate IFF risks across different chan-
nels with various partner countries.

Data

We use two main types of data sources. First, we use publicly available data on cross-bor-
der financial flows in each economic channel. We draw on the Coordinated Direct Invest-
ment Survey of the IMF for bilateral FDI flows and use the IMF’s Coordinated Portfolio 
Investment Survey to obtain bilateral data on portfolio investments. We obtain bilateral-
country-level trade data broken down by industry from the UN Comtrade Database. As not 
all countries are part of these surveys or are adequately covered in Comtrade, we fill data 
gaps by mirrored statistics, using information obtained by partner countries. For instance, 
due to the absence of portfolio investment data from Nigeria, we use data on outward port-
folio investments made by other countries in Nigeria to infer Nigeria’s inward portfolio 
investment and their reported inward portfolio investment from Nigeria to infer Nigeria’s 
outward portfolio investment. Certainly, the statistics used do not capture all IFFs since 
these are related to outlaw activities that are hard to detect.

Second, our analysis incorporates data on the legislative frameworks related to financial 
secrecy in partner jurisdictions. This data is derived from a combination of legal analyses, 
official reports, and quantitative datasets from various authoritative sources including the 
FATF, OECD, IMF, and IBFD. These inputs are transparently collated through the Secrecy 
Score comprised in the Financial Secrecy Index 2022 (Tax Justice Network, 2022) and 
provide a comprehensive and publicly verifiable database2 of each jurisdiction’s legal and 
regulatory environment regarding financial secrecy.

Methodology

Aligned with the two conceptual building blocks, we combine two types of measures: (i) a 
quantitative measure of the economic value of the financial flow of interest, and (ii) a quali-
tative measure of the opportunities that secrecy jurisdictions offer. This section explains 
their integration to calculate a risk measure for IFFs.

2  https://​fsi.​taxju​stice.​net/.

https://fsi.taxjustice.net/
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The economic channel encompasses categories of financial transactions that may con-
tain IFFs. Among the three economic activities identified as potential conduits for con-
cealing IFFs, six monetary flows are distinguished: inward and outward FDI, inward and 
outward portfolio investments, and imports and exports. These channels are defined as both 
bilateral and directional indicating that we monitor flows to and from our sample countries 
and their international counterparts. For each channel, we provide a detailed breakdown 
into subcategories.

The secrecy score assesses the opportunities available for individuals and companies to 
conceal their identity and activities thereby facilitating the evasion or undermining of laws 
and regulations in other jurisdictions. Rooted in a thorough legal analysis of each jurisdic-
tion, it evaluates the potential for circumventing official regulations. Thus, the score meas-
ures the extent to which a jurisdiction can be exploited for activities like ML or disguising 
funds, directly influencing the probability of a financial flow being illicit.

The Secrecy Score methodology and data of the Financial Secrecy Index have been 
updated, revised, and improved over a total of six editions since it was launched for the first 
time in 2009.3 Throughout the 15 years, the Index has been referenced by and in different 
academic journals and books, international organizations, national authorities, civil society 
organizations, and private sector indices.4

In its 2022 edition, the secrecy score comprises 20 equally weighted indicators grouped 
into four categories, as Table 1 shows. A score of 100 represents maximum secrecy and the 
highest risk for IFFs while a score of 0 denotes complete transparency and negligible risk. 
The methodology document provides full details (Tax Justice Network, 2022).

In this report, the following color coding is used to illustrate the secrecy scores. Blue 
represents a country with low financial secrecy risk and red a high-risk country: Fig. 1.

3   For a list of co-authors and researchers, see p2, in: Tax Justice Network, 2022.
4   E.g. Cobham et al., 2015; Savona et al., 2017; Janský et al., 2022. For full list see https://​fsi.​taxju​stice.​
net/​impact-​and-​resea​rch/; 23.8.2024.

Table 1   The 20 Financial secrecy indicators underpinning the secrecy score

Ownership Registration Legal Entity Transpar-
ency

Integrity of tax and 
financial regulation

International Standards 
and Cooperation

1 Banking secrecy 6 Public company 
ownership

11 Tax administration 
capacity

17 Anti-money laundering

2 Trusts and foundations 
register

7 Public company 
accounts

12 Consistent personal 
income tax

18 Automatic information 
exchange

3 Recorded company 
ownership

8 Country-by-country 
reporting

13 Avoids promoting 
tax evasion

19 Bilateral treaties

4 Other wealth ownership 9 Corporate tax 
disclosure

14 Tax court secrecy 20 International legal 
cooperation

5 Limited partnership 
transparency

10 Legal entity identi-
fier

15 Harmful structures

16 Public statistics

https://fsi.taxjustice.net/impact-and-research/
https://fsi.taxjustice.net/impact-and-research/
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We combine the economic channel’s value with the secrecy scores to assess the IFF 
risk. We do so by providing three metrics: Vulnerability, Exposure, and Contribution.

Vulnerability, in this context, indicates the degree to which a country is susceptible to 
IFFs within each specific channel. The vulnerability of country i in channel k is quantified 
by the weighted average secrecy score of all partner jurisdictions j ∈ J with whom coun-
try i has had economic relationships in channel k, indicating the risk of secrecy driven IFFs 
occurring in this channel. The weights are given by the size of the economic relationship, 
i.e. the value Xk of the stock or flow in channel k.

Vulnerability can then be compared across channels, countries, or over years. For 
instance, as reported in Table  2, Nigeria’s vulnerability in the inward FDI channel in 
2020 is higher at 62 compared to its vulnerability in inward foreign portfolio investment 
which is 59. This implies that, on average, the countries of origin for Nigeria’s FDI 
inflows have higher secrecy scores than the countries from which portfolio investments 
originate.

Vulnerability does not provide insights into the actual relevance of that channel for 
the country in question. For example, while Nigeria’s vulnerability in outward FDI is 
slightly higher at 63 compared to inward FDI at 62, the total value of IFFs through 
inward FDI is arguably more significant. This significance stems from the fact that the 
value of inward FDI equals 18% of Nigeria’s Gross Domestic Product (GDP) whereas 
the value of outward FDI constitutes only 4% of its GDP (in 2020). To account for the 
relevance of each channel for a country’s economy, we estimate a country’s exposure to 
each channel.

The exposure of a country to a specific channel is calculated by weighing the vulnera-
bility of that channel against its economic importance. The relevance of channel k to the 
economy of country i is gauged by the proportion of the stock or flow from channel k in 
relation to the GDP of country I ( 

∑

j∈ JXijk

GDPi

 ). Exposure of country i to channel k is defined as:

which can be rewritten as:

Vulnerabilityik =
�

j ∈ J

Xijk
∑

j∈ JXijk

∙ secrecy scorej

Exposureik = Vulnerabilityik ∙

∑

j∈ JXijk

GDPi

Exposureik =

∑

j∈ JXijk ∙ secrecy scorej

GDPi

Fig. 1   Secrecy risk color coding
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 The higher the exposure towards a specific channel, the greater share of the economy that 
is at risk of IFFs. For example, Nigeria’s exposure in inward FDI is markedly higher at 
11.0% in contrast to its exposure in outward FDI which stands at 2.5%. These percentages 
can be conceptualized as Nigeria hypothetically receiving FDI equivalent to 11.0% of its 
GDP from an entirely secretive country and making direct investments abroad equals 2.5% 
of its GDP in an entirely secretive country.

Beyond identifying economic channels posing a risk for IFFs, it is equally impor-
tant to determine economic partners contributing to this risk. To address this aspect, 
we introduce a third risk metric: the secrecy risk contribution. This metric helps iden-
tify and rank the specific countries or jurisdictions that add to the IFF risk within each 
channel.

The secrecy risk contribution represents the proportion of the total IFF risk that part-
ner country j contributes to country i in a specific channel k. We combine the secrecy riskj 
of partner country j with the bilateral transaction volume between country i and partner 
country j in channel k ( Xijk ) using a cubic root formula. This formula has the advantage 
of exploiting the variance in both the risk and the transaction components while avoid-
ing one of them dominating the other.5 The secrecy risk contribution is formulated as 
follows:

This metric serves as a key tool for risk assessment, guiding both operational and policy 
decisions and recommendations. For instance, in the context of inward FDI, it is estimated 
that the Cayman Islands contributes to 6.0% of Nigeria’s total secrecy risks associated with 
IFFs as reported in Table 3.

Sample

While our risk model can be applied to any jurisdiction with accessible data (self-reported 
or mirrored), we proceed demonstrating its effectiveness by selecting three countries as 
case studies. We concentrate on Global South regions - Africa, Asia, and Latin America - 
prioritizing nations with substantial populations to maximize the relevance and impact of 
our analysis. An essential prerequisite for inclusion in our study is the public availability of 
the country’s NRA. By applying these criteria of population size and NRA accessibility, 
we have identified Brazil, Indonesia, and Nigeria as our primary examples.

Next, we proceed selecting one of the three channels for each of these three countries. 
To illustrate the model’s versatility, we prioritise variance in the choice of channels so that 
all are covered. Table 2 gives an overview of the vulnerability and exposure of the three 
countries.

Contributionijk =

3

√

Xijk

∑

j∈ J
3

√

Xijk

∙ secrecy scorej
3

5   The choice of the cubic root aggregation formula is supported by the European Commission’s Joint 
Research Center’s statistical audit of the Tax Justice Network’s Financial Secrecy Score (Joint Research 
Center of the European Commission, 2018).
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Among the three countries, Indonesia emerges as the most vulnerable and exposed to 
the trade channel. Consequently, we will use Indonesia as the case study for analysing 
the trade channel, in particular imports due to their higher levels of vulnerability. Nigeria 
exhibits its highest levels of exposure in inward FDI which will be our focus. We select 
Brazil as a case study for the portfolio investment channel primarily due to its significant 
vulnerability and its highest levels of exposure among the other sample countries.

The analysis conducted in this study is based on data from the year 2020, aligning with 
the publication dates of 2021 and 2022 of the NRAs from the sample countries. Using data 
from 2020 ensures that our analysis accurately reflects the information available at the time 
that the NRAs were drafted, allowing for a meaningful comparison with our findings. The 
full underlying dataset and code are publicly available on GitHub.6

Country Level Findings

In this chapter, we present the results of our risk assessment for Nigeria, Brazil, and Indo-
nesia. We start each section with an overview of the vulnerability and exposure of each 
country to then delve into a detailed analysis of the risk contributors in one channel7.

7   All figures and tables introduced in this chapter reflect an estimation of IFF risk and not a real amount of 
illicit flows funnelled through any economic channel.

Table 2   Vulnerability and exposure across different channels

Foreign Direct Investment
Inward FDI Outward FDI
Vulnerability Exposure Volume

(in bn US$)
Vulnerability Exposure Volume

(in bn US$)
Brazil 61 25.3% 604.8 68 14.1% 299.6
Indonesia 65 16.4% 267.8 63 5.4% 90.8
Nigeria 62 11.0% 77.4 63 2.5% 17.2

Foreign Portfolio Investment
Inward FPI Outward FPI
Vulnerability Exposure Volume

(in bn US$)
Vulnerability Exposure Volume

(in bn US$)
Brazil 62 17.7% 413.8 64 2.2% 48.5
Indonesia 61 14.4% 247.3 67 1.5% 23.8
Nigeria 59 2.9% 21.4 63 0.2% 1.4

Trade
Imports Exports
Vulnerability Exposure Volume

(in bn US$)
Vulnerability Exposure Volume

(in bn US$)
Brazil 62 6.8% 160.2 63 9.1% 213.9
Indonesia 65 8.3% 138.6 64 10.3% 173.8
Nigeria 62 7.4% 52.5 64 5.4% 42.9

6   https://​github.​com/​Tax-​Justi​ce-​Netwo​rk/​grond​ona_​et_​al; 19.10.2024.

https://github.com/Tax-Justice-Network/grondona_et_al
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IFF Risks in Nigeria: Focusing on Inward FDI

Figure  2 gives an overview of Nigeria’s IFF risks across various economic channels. 
The left panel shows Nigeria’s vulnerability by presenting the volume-weighted average 
secrecy score of its trade and investment partners and comparing these scores to regional 
and global median values (represented by diamond and circle, respectively).

The yellow bars indicate a relatively low vulnerability in trade in comparison with the 
regional and global average, especially in exports where Nigeria transacts with less secre-
tive countries compared to other nations in the region and globally. While Nigeria exhibits 
a high vulnerability in outward investments (dark red and blue bars), the very low amounts 
invested abroad result in Nigeria’s low exposure in these two channels below the global 
median. Nigeria’s exposure is notably pronounced in inward FDI at 11% (light red bar), 
indicating that a substantial share of corporate investments into Nigeria originate from 
highly secretive countries. Next, we focus on these secrecy risks in inward FDI.

Foreign Direct Investment Channel: ML risks in inward FDI

FDI is an investment made by a firm or individual in one country into controlling busi-
ness interests located in another, typically in the form of establishing business operations 
or acquiring business assets, usually of 10% or more of a company’s shares. In our study, 
we differentiate between inward FDI referring to investments received by a country from 
abroad, and outward FDI representing investments made abroad by persons located in the 
country in focus.

Inward FDI can consist of and/or serve as a conduit for hiding IFFs, in particular when 
originating from jurisdictions with high levels of financial secrecy (see Chapter: Data and 
Methodology). These jurisdictions lack stringent regulatory frameworks on companies’ 
transparency making it easier to conceal the true origins and nature of funds. Complex 
corporate structures and the use of shell companies further obscure the origin and trail of 
funds. As a result, money from illicit sources can be laundered into the receiving country’s 
economy and integrated into the legitimate financial system under the guise of FDI.

Fig. 2   Nigeria’s vulnerability and exposure in different channels
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Figure 3 demonstrates Nigeria’s vulnerability to IFFs via inward and outward FDI seg-
mented into equity and debt investments. To differentiate by economic significance, chan-
nels that account for more than 5% of Nigeria’s GDP are marked with thicker bars. Inward 
FDI, both in form of debt and of equity, constitutes a substantial portion of Nigeria’s GDP. 
The bulk of inward FDI vulnerability arises from high-risk debt investments that have a 
vulnerability score of 63/100 but only represent 38% of total inward FDI (see Fig. 3).

Who is responsible for the high risk in Nigeria’s inward FDI exceeding the global medi-
ans for both equity and debt FDI? Fig. 4 presents the risk contributions from different part-
ner countries in a tree map. Arranged from the largest at the bottom left to the smallest at 
the top right, the size of each country’s box represents its contribution to Nigeria’s IFF risk 
in the inward FDI channel in 2020. The color of the box represents each trading partner’s 
secrecy risk (see Fig. 1).

Fig. 3   Nigeria’s vulnerability in the FDI channel

Fig. 4   Risk contribution of Nigeria’s FDI
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The most significant contributor to Nigeria’s FDI IFF risk is the Cayman Islands. With 
a volume of USD$5.9 billion of FDI in 2020 and a high secrecy score of 73/100, the Cay-
man Islands account for 6% of the total IFF risk faced by Nigeria in inward FDI as reported 
in Table 3. Additionally, other notable secrecy jurisdictions feature prominently among the 
top investors including the Netherlands, Bermuda, the United States, Mauritius, the Brit-
ish Virgin Islands (BVI), and the United Arab Emirates. When considering the ten largest 
contributors to this secrecy risk, they collectively account for a significant 45% of the risk. 
This concentration of risk among a few key contributors underscores the value of a targeted 
risk assessment approach.

Table 3   Top contributors to Nigeria’s IFF risk via inward FDI

Rank Partner
Secrecy Risk

Secrecy

1 Cayman Islands 6.0% 73

2 Netherlands 5.9% 65

3 Bermuda 5.3% 70

4 United States 5.0% 67

5 4.9% 70

6 4.2% 71

7 Bahamas 3.8% 75

8 UAE 3.4% 79

9 China 3.4% 66

10 Singapore 3.1% 67

45.1%
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IFF Risks in Brazil: Focusing on Outward Portfolio Investment

Figure 5 summarizes Brazil’s risks related to IFFs across economic channels. Brazil dis-
plays a heightened vulnerability in almost all channels when compared to both regional and 
global medians. Vulnerabilities are particularly acute for outward foreign portfolio invest-
ment and outward FDI with scores of 64/100 and 68/100, respectively.

When examining Brazil’s exposure, the significance of business dealings with secretive 
partners is especially evident in the realms of inward FDI and portfolio investments. These 
areas show that Brazil hypothetically receives completely secretive inward investments 
equivalent to 25% and 18% of its GDP, respectively, surpassing both global and regional 
medians. In the following, we focus on outward portfolio investment despite Brazil’s lower 
exposure in this channel to illustrate how outflows can also pose IFF risk, in particular in 
vulnerable sectors like Brazil’s outward portfolio investment.

Portfolio Investment Channel: ML Risks in Outward Portfolio Investment

Portfolio investment involves the purchase of securities and financial assets, such as stocks 
and bonds, in a foreign country. Unlike FDI that is characterized by a controlling interest 
in a foreign business, portfolio investment represents a passive investment in foreign assets 
without a direct control over the businesses. In our analysis, we distinguish between inward 
portfolio investment where foreign investors purchase securities within the country of 
interest and outward portfolio investments where domestic investors buy securities abroad.

Outward portfolio investments can be used to funnel IFFs, in particular in cases when 
they are directed to jurisdictions with weak regulatory oversight and high financial secrecy 
(see Chapter: Data and Methodology). Investors might use these investments to transfer large 
sums of money across borders discreetly, leveraging the complex and often opaque nature 
of international financial markets. These investments can be used to disguise the origins of 
funds, enabling ML.

Fig. 5   Brazil vulnerability and exposure in different channels
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Figure 6 reports vulnerabilities arising from debt and equity portfolio investment. Thicker 
bars in the figure indicate investments that account for more than 5% of Brazil’s GDP. While 
vulnerability in inward portfolio investments in Brazil arises from both equity and debt invest-
ments, vulnerability in outward portfolio investments is predominantly driven by the higher 
portion and high-risk level of outward equity investments. When scrutinizing potential IFF 
risks in outward investments, a logical starting point would consequently be an in-depth analy-
sis of foreign-held stocks with loans and bonds assigned a lower priority in the assessment. 8

We now focus on the main contributors to Brazil’s vulnerability in outward portfolio 
investments, particularly exploring potential destinations where Brazilians might hide 
illicit money (Fig. 7). The United States (U.S.) stands out as the top destination with invest-
ments from Brazilian citizens exceeding US$21 billion and a secrecy score of 67/100. The 

Fig. 6   Vulnerability in the portfolio investment channel

8   Note that the vulnerabilities associated with debt and equity portfolio investments depicted in this figure 
do not add up to the total vulnerability. A significant portion of portfolio investments in the raw data is cate-
gorized by their destination or source but not specifically as debt or equity. This also applies to the regional 
and global median values for equity and debt investments that should be interpreted with caution.

Fig. 7   Risk contribution of the destinations of Brazilian portfolio investments
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U.S.‘s significant role in Brazil’s IFF vulnerability is partly due to its lack of an automatic 
exchange of information (AEOI) relationship with Brazil under the Common Reporting 
Standard (CRS) which means Brazilian authorities lack crucial information on their resi-
dents’ investments in the U.S., hindering investigation and auditing efforts. Consequently, 
the U.S. represents more than 10% of Brazil’s secrecy risk in this regard. The U.S. is fol-
lowed by other secrecy jurisdictions like the Cayman Islands, Switzerland, Bahamas, and 
the British Virgin Islands that store considerable amounts of Brazilian money. Together, 
the top ten contributors of IFF risk in Brazil’s outward portfolio investment account for 
nearly half of all the risk as reported in Table 4.

Table 4   Top contributors to Brazil’s IFF risk via outward portfolio investments

Rank Partner
Contribu�on 

Secrecy Risk

Secrecy

Score

1. United States 10.1% 67

2. Cayman Islands 8.0% 73

3. Japan 5.3% 63

4. Switzerland 4.7% 70

5. Bahamas 4.4% 75

6. BVI 3.4% 71

7. Luxembourg 3.1% 55

8. South Korea 2.7% 64

9. Gibraltar 2.6% 67

10. Mexico 2.2% 53

Contribu�on top 10 46.6%
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IFF Risks in Indonesia: Focusing on Imports

Figure 8 turns to Indonesia’s IFF risks across economic channels. The analysis shows that 
Indonesia has a high vulnerability across all channels. Apart from outward FDI, its busi-
ness partners are generally located in more secretive countries compared to the regional 
and global median. The vulnerability scores vary with a low of 61 for inward portfolio 
investment — suggesting that foreign portfolio investors in Indonesia originate from mod-
erately secretive countries on average — to a high of 67 in outward portfolio investments 
indicating that Indonesians invest in foreign portfolios in highly secretive jurisdictions.

When it comes to Indonesia’s exposure, the percentages range from 1.5% for outward 
portfolio investment to 16% for inward FDI. This implies that Indonesian investors hypo-
thetically invest an amount equivalent to 1.5% of Indonesia’s GDP in entirely secretive 
countries while the country receives FDI from hypothetical completely secretive countries 
representing 16% of its GDP. Indonesia’s comparatively lower exposure across channels 
compared to its high vulnerability can be explained by the country’s lower degree of inte-
gration into the global economy compared to the global and regional median. As a conse-
quence, external flows and stocks have a relatively low impact on its total economic activ-
ity compared to other countries. Nevertheless, as the trade channel still represents a value 
of US$138.6bn (imports) and US$173.8bn (exports), the exposure to highly secretive 
trading partners is considerable and will therefore be further scrutinized in the following.

Trade Channel: ML Risks in Imports

When analyzing the risks of IFF through trade, it is important to understand how export 
and import activities can be manipulated for ML. Typically, these illicit activities involve 
manipulation of prices by over- or under-invoicing so that invoices do not reflect the trans-
action’s true value. This discrepancy allows money to move across borders undetected. 
Trade-based ML and related price manipulation strategies have been documented in sev-
eral studies (see Chapter: Data and Methodology). Contrasting with these approaches, our 
methodology alone does not identify specific instances of mis-invoicing nor does it provide 
legal evidence of IFFs in trade. Instead, it offers a metric for assessing risk by estimating 
the likelihood of IFFs occurring through trade. In conjunction with an NRA, authorities 
can utilize this risk measure as a starting point to further investigate sector- and partner-
specific vulnerabilities, enabling a more targeted and efficient allocation of resources.

Fig. 8   Indonesia’s vulnerability and exposure in different channels
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Figure 9 offers detailed insights into the vulnerabilities within Indonesia’s trade channel. 
Export and import sectors that account for more than 1.5% of Indonesia’s GDP are marked 
with a thicker bar.

In imports, the electronics, minerals, textile, and metals sectors are most vulnerable, 
sourcing products from highly secretive countries. The vulnerability scores for these sec-
tors considerably surpass both the regional and global medians. The relative vulnerability 
is highest for mineral imports. Turning to exports, the vehicle sector stands out as particu-
larly risky followed by the exports of metals and minerals, both of which have a higher 
exposure (over 1.5%/GDP) than vehicles (0.7%/GDP).

Having identified significant risks in specific sectors of traded goods, Fig. 10 provides 
an overview of the trading partners in imports that contribute to secrecy risks due to their 

Fig. 10   Risk contribution of Indonesia’s imports

Fig. 9   Indonesia’s vulnerability in the trade channel, by sector of traded goods
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inadequate financial secrecy regulations. For Indonesia’s import channels, China emerges 
as the largest trading partner with imports exceeding US$41 billion. With a secrecy risk 
score of 66/100, China significantly contributes to Indonesia’s overall secrecy risk in 
imports, accounting for 5.8% as depicted in Table 5. Other notable contributors are Viet-
nam and Singapore. Collectively, the top ten contributors to Indonesia’s secrecy risk in 
the import channel account for more than a third of the overall IFF risk in imports.

Table 5   Top contributors to Indonesia’s IFF risk in imports

Rank Partner
Secrecy Risk

Secrecy 

Score

1 China 5.8% 66

2 Vietnam 4.4% 81

3 Singapore 4.2% 67

4 Thailand 3.8% 70

5 United States 3.4% 67

6 United Arab Emirates 3.3% 79

7 Malaysia 3.2% 66

8 Japan 3.0% 63

9 South Korea 2.8% 64

10 Saudi Arabia 2.5% 69

36.3%
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While Fig. 10 and Table 5 present our analyses for aggregate imports, our methodology 
is versatile and can be applied to specific subcategories of traded goods as well. For exam-
ple, we could conduct a similar analysis and visualization for the risks Indonesia faces in the 
imports and exports of specific goods, offering a more nuanced view on the specific risks 
within imports and exports. We illustrate such a detailed analysis for textile and metal imports 
– the channels that Indonesia is particularly vulnerable to – in the Annex: Figs. 11 and 12.

How our Analysis can Inform Existing NRAs

In this chapter, we summarize key aspects of our selected NRAs that relate to the risks 
of ML from/to overseas and compare them with our channel-specific findings of Chapter: 
Country level findings. In general, while the analyzed NRAs identify economic channels 
and partners posing IFF risks, they lack systematic and extensive evaluations of these risks 
across different economic channels and partners.

Nigeria

Nigeria’s NRA corresponds to year 2022 and was done considering data from 2019 to 2021 
(Nigeria NRA Forum 2022). The NRA relies on the use of unidentified experts to validate the risk 
ratings in all economic sectors and stresses the fact that corruption is endemic and systemic across 
all those sectors which enables other illicit conduct. It illustrates that “[m]ore than 100 powerful 
individuals were exposed as having used anonymous companies to buy properties with a total 
worth of £350 million in the United Kingdom alone. Secretive dealings among Nigeria’s power-
holders were previously reported as part of the Panama papers and FinCEN Files.” (2022, 18).

While the NRA states that most of the activities connected to ML are domestic, there are 
several indications that inward FDI and transactions with “tax havens” are susceptible to ML. 
The report includes both “Transactions involving Tax havens” and “Round-tripping or circu-
lar transactions for which funds are reinvested into the original jurisdiction after being depos-
ited in a foreign entity (often in a tax haven with no record keeping requirements)” as two out 
of five trends in suspicious transaction reporting (STR) in 2021 (2022, 52). Elsewhere, the 
report cites various tax incentives offered for the purpose of attracting foreign investments, 
underlining the possibly lenient tax and regulatory environment available to and ensuing ML 
risk in inward FDI (2022, 51). However, the report dispenses with any further analysis of 
the volumes or jurisdictions of those “tax haven” or “round-tripping” cases. In contrast, our 
analysis incorporates a legal analysis to derive opportunities to escape recordkeeping require-
ments in any jurisdiction rather than relying on any necessarily subjective tax haven listing 
and ranks any of Nigeria’s investment partner countries by that risk and by volume.

Nigeria’s NRA also acknowledges that legitimate businesses can be used as a vehicle for 
IFFs. The NRA reports legal trade transactions as a mechanism for concealing IFF such as 
those arising from the illicit wildlife trade analysed as part of environmental crimes (2022, 
43). The use of shell companies to obscure payments and the integration of illicit proceeds 
with legitimate businesses are also recognized as key factors contributing to the low num-
ber or absence of STRs related to this sector. More details are not given about the type of 
trade or legitimate businesses used for IFFs. Our vulnerability analysis can provide granular 
vulnerability in every commercial channel, evidencing the likelihood of mingling IFFs with 
legitimate business transactions and the share of its economy at risk of cross-border IFFs.
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While Nigeria’s NRA did not include an analysis of foreign geographic risk, it does 
list the neighbouring countries of the Benin Republic, Niger, Cameroun, Gabon, and 
Equatorial Guinea in relation to smuggling of cars, drugs, rice, second hand clothes, 
frozen foods and petroleum products, and fauna and flora. Moreover, the NRA qualifies 
the business sector of payment service providers as high risk and highlights the large 
market share in this sector controlled by foreign parent companies from the United 
Kingdom., the U.S., Ireland, Cayman Island, and Mauritius, among others (2022, 77). 
However, the report does not provide a consistent basis for assessing the risks among 
these providers. Our secrecy scores can inform a ranking of the risks among the indi-
vidual providers in this high-risk business sector, enabling more targeted supervision.

Brazil

In the case of Brazil, the most recent NRA is from 2021 (Banco Central do Brasil, 
2021). The main ML national threats identified in Brazil’s 2021 NRA are: corruption, 
drug trafficking, organized crime syndicate, financial crimes, and tax evasion.

Brazil’s NRA draws several links between cross-border economic activities and IFF 
risks. It identifies the mixing of large companies’ licit and illicit funds, the use of complex 
legal arrangements and multiple accounts in the country and abroad as well as offshore 
companies headquartered in “tax havens” as risks in all cases. Regarding drug trafficking, 
the NRA observes that financial resources obtained from trafficking are remitted abroad, 
and organized crime syndicates are found to use gold and virtual assets to send funds over-
seas. Brazil’s 2021 NRA also mentions the use of figureheads in imports, shell companies 
in relation to tax evasion and capital flight, and ML/TF. ML through the illegal extraction 
and sale of precious metals is one of the typologies in relation to terrorist financing.

The NRA also links the countries responsible for such risks: Argentina and Para-
guay are mentioned in relation to smuggling through the Tri-Border Area; Uruguay, 
Paraguay, and Argentina in relation to organized crime syndicates; Paraguay and 
Bolivia in activities involving the trafficking of illicit commodities; and Colombia, 
Peru, and Bolivia in narcotics issues. Brazil’s NRA mentions the growing use of vir-
tual assets to evade financial institutions’ AML/CFT procedures and controls with Par-
aguay being the only risky jurisdiction referred to in relation to this threat.

Brazil’s NRA uses a survey-based method to assess vulnerabilities per regulated sector. 
While banks, investment funds, and payment service providers are assessed as medium 
risks, the securities sector has been assessed as low risk. The NRA’s discussion of the secu-
rities sector concentrates mainly on domestic markets and investments (2021, 55, 60–61). 
ML risks stemming from difficulties in identifying ultimate beneficial ownership in the 
case of non-resident investors have been explicitly mentioned but not discussed further.

 This assessment in Brazil’s NRA contrasts with our vulnerability analysis of Brazil’s 
portfolio investments that exhibit a high vulnerability. Our analysis finds that vulnerability 
in inward portfolio investment in Brazil arises from both equity and debt investments. As 
hypothesized in Sect. "IFF Risks in Brazil: Focusing on Outward Portfolio Investment", 
Brazil receives completely secretive inward portfolio investments equivalent to 18% of 
its GDP. Moreover, the NRA omits outward portfolio investments which is a point we 
highlight in our analysis as a risk for IFFs and ML stemming from tax evasion. The vul-
nerability in outward portfolio investment is predominantly driven by the higher portion 
and high-risk level of outward equity investments with the U.S. representing Brazil’s top 
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contributor to its secrecy risk. Additionally, the NRA does not address the lack of col-
laboration from major contributors to Brazil’s IFF risks in outward portfolio investments.

Indonesia

Indonesia’s NRA transparently presents a detailed methodology that integrates both 
quantitative datasets and qualitative expert review and survey-based methodologies to 
assess risks holistically, including geographic risks (Indonesian Financial Transaction 
Reports and Analysis and Center, 2021, 9–31). The sections of relevance for compari-
son with our approach refer to outward and inward risks. Indonesia’s NRA considers 
inward risks as those relating to predicate crimes committed abroad but with local ML. 
ML from such crimes could be placed, layered, and integrated through diverse types 
of transactions including exports (over-invoicing) or imports (under-invoicing), inward 
movement to investment funds in Indonesia, and inward FDI. Conversely, outward 
risks relate to predicate crimes committed in Indonesia where ML occurs abroad.

Based on its 2021 NRA, the business sectors where the NRA identifies the highest 
inward ML risk are industry and distribution followed by export/import, public trans-
portation, mining, retail trade, consultants, agriculture, real estate, electricity, travel 
bureau, construction, forestry and wood cutting, fisheries, restaurants, and hotels. 
Regarding outward ML risk, the two main predicate crime types identified are corrup-
tion related to bribery and state losses in the natural resources sector, procurement of 
goods and services, and narcotics transactions conducted through corporations in the 
precious metals trade, money changer companies, and those in the export-import sector.

One common finding in the NRA and our vulnerability analysis (Sect. "IFF Risks 
in Indonesia: Focusing on Imports") is the high level of vulnerability of Indonesia’s 
import/export sector (2021, 325, 326). Indonesia’s 2021 NRA also refers to the partner 
countries that bear the highest responsibility for Indonesia’s IFF risk, albeit not focused 
exclusively on trade. The NRA assesses vulnerability per country of origin/destination 
using the Basel AML Index by Country for the year 2020. The top ten countries repre-
senting the highest risk per Indonesia’s NRA overlap – among others – with those iden-
tified by our approach are Malaysia, Singapore, the United Arab Emirates, and the U.S.

The 2021 NRA cites investigations of alleged criminal acts of corruption in textile 
imports (2021, 133) as well as a narcotics court case linked to “a company engaged in the 
export and import of precious metals” and another court case related to illegally imported 
ethyl alcohol drinks (2021, 275). In our vulnerability analysis, the textile, electronics, 
mineral and metal imports were identified as particularly vulnerable. However, our vul-
nerability analysis provides additional nuance, quantification, and comparability regard-
ing which types of traded goods are more exposed to IFFs and the differentiated levels of 
exposure posed by imports and exports, complementing the work done in the NRA.

Conclusion

The effectiveness of the transnational legal order on the AML is in doubt and among 
the latest efforts for improving its performance feature NRAs. The FATF’s guidance on 
NRAs provides only a rough orientation for conducting risk assessment at the country 
level, resulting in a wide range of methodologies employed and questions raised in the 
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literature about the NRA’s transparency of methods and data used, their validity of find-
ings and reliance on subjective expert opinions, and their timeliness.

These observations made about NRAs from the Global North are consistent with our 
findings in Chapter: How our analysis can inform existing NRAs. In our review of the 
NRAs’ treatment of inward and outward risks from three countries in the Global South, 
we find overlapping analytical dimensions, reliance on expert opinions, variance and 
complexity in approaches, or an absence of systematic analyses of foreign geographic 
risks.

Our proposed method to transparently and consistently integrate quantitative and 
qualitative data for assessing any country’s external geographic risks for ML/IFF can 
address these identified shortcomings. We have provided a geographic risk assess-
ment for one channel in three different countries. That approach has yielded novel and 
more nuanced insights into geographic risks beyond those identified in the published 
NRAs while showing broad consistency with areas of risk identified in NRAs.

Among the advantages of our approach are the following: (i) it is based on reliable 
and transparent data from publicly available data sources on cross-border financial flows 
and from legislative frameworks on financial secrecy; (ii) it yields nuanced results spe-
cific to economic channels, allowing prioritization across trade, FDI, and foreign portfolio 
investments commonly used to conceal IFFs; (iii) it allows a prompt risk monitoring con-
sidering that the risk measurement can be updated immediately every time more data is 
obtained; and (iv) it is not resource intense nor exclusively focused on the Global North 
but can be applied by any country. This allows to both protect each country more effec-
tively from IFFs and to uncover the jurisdictions that overall facilitate more illegal activi-
ties globally.

A limitation of our approach consists in that it only allows the assessment of risks in 
cross-border aspects of ML driven by secrecy, but not of risks stemming from other aspects 
than secrecy nor from purely domestic criminal or ML activities. Therefore, NRAs should 
address these gaps through adequate methodologies and provision of case studies. Our spe-
cific contribution could serve as a baseline of risk assessment that prevents some big fish 
slipping through the AML net.

By embedding our approach in the transnational legal order along with the current 
measures to fight ML/FT, the global effort against IFFs could be strengthened. We envi-
sion three main future avenues for further research and development of our approach. 
The first is adding other bilateral datasets like banking deposits. These would make 
our approach capture about 80–90% of all worldwide cross-border ML volumes simply 
because the entire universe of cross-border economic transactions would be included 
except for trade in services and crypto transfers. But even these two would be cov-
ered indirectly through bank accounts used to pay for or credit services and to transfer 
crypto into fiat currency at the end of a crypto transaction chain. Second, by applying 
our approach to micro-data such as STR, tax returns, custom data, or banking transfers, 
the efficiency of compliance and audit activities could be improved. Beyond the static 
approach used here, this should also include an investigation over time to track how vul-
nerabilities and exposures have evolved and to identify emerging risks. Third, we suggest 
exploring the potential for expanding our approach with other relevant methodologies, 
in particular with a (social) network analysis or agent-based simulation models9 to better 
understand IFF dynamics, the role of networks, and the effect of policies over time.

9   See for example Gerbrands et al. for an agent-based simulation that suggests bilateral responsive regula-
tion to increase tax compliance (Gerbrands et al., 2022a).
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Appendix

Fig. 12   Risk contribution of Indonesia’s textile imports

Fig. 11   Risk contribution of Indonesia’s metal imports
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