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Abstract 

In a fast-moving business environment open to global competition and with the proliferation 

of new technology, risk management is fundamental to doing business, especially considering 

the dynamic nature of the environment in which organisations now exist. Organisations are 

subject to constant change and therefore require the capabilities to quickly and successfully 

respond to aggressive competitors and navigate volatile markets. Risk management as a tool 

that supports organisations in their decision making is fundamental to the delivery of value-

adding products, solutions and services through effective identification, assessment, 

monitoring and reporting of risks that may affect an organisationôs ability to meet both their 

strategic and business objectives.  

 

The challenge faced by the risk management function operating in a dynamic and rapidly 

changing organisational environment is the capability to continuously innovate, evolve and 

transform its risk management processes to meet the needs of the organisation. Strong 

dynamic capabilities such as sensing, seizing, manage and transform are therefore required to 

foster agility and resilience within the risk management practices, supported by a foundation 

of risk management principles that promote business facilitation. In todayôs dynamic 

organisational environment, to prevent or reduce the likelihood of undesirable events from 

occurring or to decrease the severity of the consequences should an event occur, a dynamic 

risk management framework and principles should ideally be established. A dynamic risk 

management framework and principles enables an organisation to continuously sense and 

respond to risks (opportunity and threats), continuously transforming the risk management 

function to meet the dynamic risk management nature of the organisation. 

 

In this research a dynamic risk management framework has been developed considering the 

agility attributes (responsiveness, speed, potential and flexibility) as well as the dynamic 

capabilities (sense, seize, manage and transform). Dynamic risk management principles 

(integrate, internal and external context, business facilitation and inclusive) as the foundation 

of the framework have been defined; having a fundamental impact on the establishment of a 

dynamic risk management framework and processes within an organisation. The dynamic 

risk management framework developed enables an organisation to map the risk management 

processes (identify, assess, evaluate, monitor and report) to the organisationôs dynamic 

capabilities and agility attributes that may assist in conducting dynamic risk management. 



Framework for dynamic risk management in responsive organisations 

Page | v  

 

The framework also assists in identifying characteristics of dynamic capabilities and factors 

influencing agility in the risk management process applied. Lastly, the dynamic risk 

management framework can be used to assess organisationôs maturity in conducting dynamic 

risk management and understand the organisationôs risk identification and mitigation 

capabilities by considering both dynamic capabilities and agility attributes.  
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PART 1: Introduction and Background 

Chapter 1: Introduction  

1.1. Introduction  

 

Globalization and technology advancements have disrupted the organisational landscape 

influencing how people live, think and interact. In a time of extraordinary economy and 

market disturbances as well as changing market conditions, organisations are faced with the 

challenge of being competitive and having to meet customer requirements (Sarah, Gale, 

Bakker, & Steinberg, 2012). Organisational flexibility is defined in terms of an organisationôs 

response to change, as well as the ability to sense environmental change and respond readily 

(Overby, Bharadwaj, & Sambamurthy, 2006). Therefore, organisations are increasingly 

required to be fast moving, rapidly creating new products through the use of different 

exponential, agile and lean technologies and methods (Burba, 2015); possessing the 

capabilities to respond to aggressive competitors, quickly navigate volatile markets and 

successfully penetrate various markets (Burba, 2015). In order to create such an adaptable 

and flexible organisation, organisations are required to review their management processes, 

organisational roles and responsibilities, supporting technologies as well as decision making 

processes; as this is a matter of necessity if organisations want to survive in a changing world 

(Coulson-Thomas, 1990). 

 

Organisational environments change and because of the uncertainty of the environment in 

which they operate, these changes may have an impact on the organisationôs decision making 

processes (Knight, 2012). The reliance on risk management practices to aid in this decision 

making process is therefore vital (Blanco, Hinrichs, & Robert, 2014) , taking into account the 

effect of uncertainty on achieving the organisationôs objectives (ISO, 2009).  

 

1.2. Background 

 

Risk management forms part of an organisationôs decision making processes (ISO, 2009); 

contributing to an organisation experiencing exceptional growth. Risk management is defined 

in ISO 31000 (2009) as the identification, assessment, and prioritization of risks executed by 

https://en.wikipedia.org/wiki/Risk
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applying a logical, systematic and methodical approach of risk assessment. Risk management 

as a decision making tool should be aligned to the organisation with specific focus on the 

organisationôs processes, so as to assist in the active and effective management of risk across 

the business (ISO, 2009). 

The ability of an organisation to be responsive to changing conditions requires that it 

addresses uncertainty which may be generated through innovative initiatives and market 

change (Teece, Peteraf, & Leih, 2016). With the emergence of dynamic, rapidly growing and 

responsive organisations such as exponential organisations (ExO), virtual organisations (VO) 

and agile organisations, the challenge now faced by the risk management function is the 

question of linearity, where risk management processes are planned methodically and 

systematically applied. Agility within organisations is not easily attained due to organisation-

wide functions and processes still functioning and operating in a linear manner (Holbeche, 

2018; Mabey, C., Salaman, G., Storey, 2001). Current risk management practices are not 

sufficient as they cater for linear, segmented and hierarchical organisational structures. 

Traditionally risk management has always followed a more linear approach to the 

identification, assessing, managing and monitoring of risks (IEEE, 2001), providing drawn-

out projections of emerging risks and tracking currents risks within the control environment 

of a stretched period of time.  

The Committee of Sponsoring Organisations of the Treadway Commission (COSO) and the 

ISO31000 are well known risk frameworks that have been developed for the management of 

risks. COSO was updated in 2017 to the Enterprise Risk Management - Integrated 

Framework - COSO. The changes are said to address the need for organisations to improve 

their approach to managing risk so as to meet the demands of an evolving business 

environment. With the adoption of COSO, organisations are said to be able to understand 

how risk may impact the outcome of the business strategy and objectives.  

ISO31000 is currently best practice for risk management frameworks, incorporates best 

practice from COSO (Fraser & Simkins, 2010) and provides a generic guideline for risk 

management, without the intention of imposing uniformity of risk management practices. 

ISO 31000 includes a detailed list of the suggested principles for risk management and has an 

open system model to fit multiple needs and context. Therefore ISO 31000 can be used as a 

reference when developing a dynamic risk management framework. Both COSO and ISO 

update discuss the important influences that culture and biases carry in decision making and 
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risk management practices, but no guideline is given on how organisations operating in 

dynamic and changing environments can implement risk management. 

 

(Walczak & Kuchta, 2013) say that adequate risk management capabilities are needed when 

operating in an environment of uncertainty and risk management is the product of both agility 

and capability. From the way in which organisations are run, it can be perceived that risk 

today is easier than ever to manage because of the ability to transfer or contract risk away 

through risk-sharing arrangements, yet organisational agility needs to be part of the risk 

management systems and structures so that risk management procedures and protocols can be 

introduced to help manage the unknown. 

Nyfjord & Kajko-Mattsson (2008) attempts to solve  the problem by suggesting the 

integration of the risk management processes with the agile development processes. The 

integrated model developed provides a useful reference model, making risk management 

explicit on an organisational-wide level. The model does not however provide guidance on 

how risk management was conducted, and it was in conflict with several agile principles thus 

compromising agility. The integration model provided for how to conduct integration of risk 

management and agile process without providing the guidelines on how to actually conduct 

risk management in an agile environment. Therefore, in this research a dynamic risk 

management framework is developed and applied with the foundation of dynamic risk 

management principles so as to identify the elements that will guide a responsive 

organisation to apply more dynamic risk management principles in a dynamic environment 

 

1.3. Problem Statement and Purpose of Study 

 

Responsive organisations such as exponential organisations (ExO), virtual organisations 

(VO) and agile organisations are designed, structured and operate differently from traditional 

organisations. Dynamic, exponential and disruptive thinking have been introduced in these 

organisational environments with the goal of delivering exponential growth. Unfortunately, 

much of this thinking has been introduced in linear organisational environments where 

organisational functions such as risk management still operate (Ismail, Malone, & van Geest, 

2014). 
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Dynamic capabilities as defined by Teece (2007) include sensing, seizing, and the 

management of threats and transformation, and are much needed capabilities to meet the risk 

management demand of organisations existing in dynamic environments (Nair, 

Rustambekov, Mcshane, & Fainshmidt, 2013); 

¶ Sensing (and shaping) opportunities and threats is to identify and shape opportunities, 

by organisations constantly scanning, searching and exploring across technologies and 

markets.  

¶ Seizing opportunities is when a new technological or market opportunity is sensed, it 

is exploited through new products, processes or services; and  

¶ Managing threats and reconfiguration, which is key to sustaining profitable growth 

and the ability to recombine and to reconfigure assets and organisational structures as 

the enterprise grows and as markets and technologies change. 

 

How an organisation is structured and operates informs the organisationôs risk management 

practices hence in order to perform effective risk management, constant alignment should 

exist between the organisation and risk function. Organisations with a highly developed 

culture of agility are able to quickly respond to market conditions, be it threats or 

opportunities; hence the importance of culture when referring to agility as this may impact on 

the ways of work within an organisation (Burba, 2015). Furthermore, adequate risk 

management capabilities are needed when operating in an environment of uncertainty 

(Walczak et al., 2013) as risk management is the product of both agility and capability. The 

following observations have been highlighted regarding risk management in both traditional 

and dynamic environments: 

¶ In a conventional sense, the current systematic and linear risk management approach 

applied  (Nyfjord & Kajko-Mattsson, 2007b) is in line with the organisational 

structure of the traditional organisation which is linear in nature (Mabey, Salaman & 

Storey, 2001)  

¶ The ecosystem of responsive organisations is that of being dynamic, responsive, fast- 

moving and non-linear (Boehm & Turner 2003a), hence risk management in a 

dynamic, rapidly growing and responsive organisation must be differently defined and 

executed; 

¶ Risk management in responsive organisations can be difficult and ineffective 

therefore the alignment of an organisationôs risk management programme with the 
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organisation is key as risk management and will yield a competitive advantage 

(Wang, Barney, & Reuer, 2003); 

¶ Responsive organisations need to ensure that their risk management practice has well 

defined sensing capabilities that will allow the organisation to identify, analyse and 

measure risks as well as identify emerging opportunities (Nair et al., 2013). This will 

allow an organisation to respond to the dynamic environment surrounding it (Nair et 

al., 2013); 

¶ Dynamic risk management as a consideration for organisations that have emerged or 

transcended to becoming more responsive to the market and economy, possessing risk 

expertise that constitute dynamic capabilities critical for organisations operating in 

turbulent environments (Helfat, Finkelstein, & Mitchell, 2007); and  

¶ The integrated model by Nyfjord & Kajko-Mattsson (2008) can be regarded as useful 

for anybody interested in comparing an organisationôs risk management practise. 

However, without providing guidelines on how to actually conduct agile risk 

management, its utility was considered limited. As a result it was suggested that the 

integrated model should be extended with guidelines on how to conduct agile risk 

management.  

In the light of the above, a dynamic risk management framework and principles should be 

developed to guide responsive organisations towards implementing essential components for 

managing risk, as well as integrating risk management programmes within organisations that 

may have dynamic capabilities (Helfat & Winter, 2011). The purpose of this study is to 

develop a framework with the elements that will guide an organisation to apply more 

dynamic risk management principles in a dynamic environment.  

 

1.4. Research Objectives 

 

In order for organisations to respond to change, they need to have the ability to make changes 

whenever challenges emerge (Ganguly, Nilchiani, & Farr, 2009). Organisational functions 

such as risk management therefore need to acknowledge that following a systematic, 

methodical and linear risk approach in a dynamic environment, may not enable organisations 

to effectively use risk management in their decision making processes (Burba, 2015). The 

practicality of agility within risk management has to be considered from a guidance and 
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implementation perspective therefore this research aims to develop a dynamic risk 

management framework that will guide a responsive organisation to apply more dynamic risk 

management principles in a dynamic environment, guiding organisations that are traditional, 

virtual, exponential as well as agile.  

 

The dynamic capabilities framework (DCF) is used as a guiding theory that may assist in the 

development of a dynamic risk management framework and principles(Nair et al., 2013). 

(Teece et al. 2016), states that organisations with superior dynamic capabilities are more 

knowledgeable and aware of when to sacrifice efficiency for agility and because of that are 

able to obtain more favourable agility/efficiency trade-offs. The same thinking can be applied 

within risk management function in terms of how risk management is conducted. Identifying 

the dynamic capabilities to conduct effective risk management makes the risk fraternity more 

aware of when to sacrifice agility (speed of response or risk velocity) and / or resiliency 

(resource appropriately deployed) (Davis & Lukomnik, 2010) through the  use of a dynamic 

risk management framework.  

1.5. Research Question 

 

Based on the research objectives this research aims to develop a dynamic risk management 

framework that will guide a responsive organisation to apply more dynamic risk management 

principles in a dynamic environment.  

 

The main question (MQ) to be answered in this research is: 

MQ:  What are the elements of a framework that will guide a responsive organisation to apply 

more dynamic risk management principles in a dynamic environment?  

The following sub-research questions (SQ) will assist to answer the main research: 

¶ SQ1 - What constitutes a traditional risk management framework? 

¶ SQ2 - What are the guiding principles that organisations use in risk decisions? 

¶ SQ3 -What constitutes risk management in dynamic environments? 

 

The design and implementation of dynamic risk management frameworks will need to 

consider the complexity of the environment in which an organisation operates, providing 

guidelines on implementation that are essential for a dynamic environment.  
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1.6. Research Strategy 

 

This research is designed in order to address the research questions presented.  

Main Research Question:  

What are the elements of a framework that will guide a responsive organisation to apply more 

dynamic risk management principles in a dynamic environment?  

 

The philosophy chosen for this research is that of interpretivism as this will  allow the 

research to look at how the research participants view dynamic risk management (Bahari, 

2010). Having adopted an interpretivist view, a survey as research strategy was chosen due to 

the fact that it allows for large amounts of data to be collected from organisations over a short 

period of time. In addition to that a survey can be used in various ways such as questionnaires 

and interviews. In this research study the research participants will provide a view of how 

they perceive their risk management function (individually) through their own work 

experience in the organisational structure (traditional, agile, virtual, exponential and digital) 

in which they work. Then an understanding of existing risk management frameworks, process 

and principles will be gained through the meaning and values assigned to it of the research 

participants; taking into account the different perspectives of professionals in different 

organizational structure. A rich understanding of dynamic risk management would be 

obtained by looking at how the risk management function and risk practitioners engage 

organisations that operate within a dynamic environment.  

 

The purpose of this study is to develop a dynamic risk management framework and principles 

that will identify the elements that will guide a responsive organisation to apply more 

dynamic risk management principles in a dynamic environment. An overview of the thesis is 

presented in (figure 1-1) consists of five phases, namely the literature review, design and 

development, proof of concept, integration and contribution. The detailed research design and 

methodology is further discussed in chapter 3.  
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Thesis overview 

Phase 1
 (Literature review)

Phase 2 
(Design and develop)

Phase 3
 (Evaluation)

Phase 4
 (Integration )

Phase 5
(Contribution)

List of 
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structures that has 
emerged, compiled 

from literature 

In comparison 
to the 

conventional / 
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organisation 

Looked at this 

Analysis of the 
current risk 

management 
framework, 

principles and 
practices in 

organisations  

The 
understanding 
of responsive 
organisations 

This informed 

This lead to

This lead to 

The design of the 
questionnaires 
for the web-
survey and 
interviews 

This informed 

Survey 
Monkey

Then used 

Survey of large 
group first 

To conduct

Results 

Then obtained 

Literature 
review 

Integrate with

Definition of risk 
management and 

existing frameworks, 
practices and principles 
as defined in literature 

and best practice 

Version 1 of 
Draft 

framework, 
principles and 

approach 

Develop 

Identified senior 
management or 
executive group 

for interview 

Conducted 
interviews 

Evaluation of 
framework 

Then

Final version of 
framework, 

principles and 
approach 

Then

Enrich version 1 
framework, 

principles and 
approach  with 

interview 
results 

Develop

Dynamic Risk 
Management 
Framework, 

principles and 
approach 

 

Figure 1-1: Overview of thesis 
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As depicted in figure 1-1 the research consists of five phases.  

¶ Phase 1 - Literature review. This phase entailed the review of existing literature on 

organisations such as agile, virtual, exponential and conventional. It looks at the 

organisation and its way of working and also considers the risk management in the 

context of these organisations.  

¶ Phase 2 - Design and develop. During this phase research questionnaires for both the 

online questionnaire and semi-structured interviews were developed. These were based 

on the literature review that had been done in phase 1 of the study. For the online 

questionnaire the questionnaires were uploaded on a data collection tool and the survey 

was sent out to the identified population.  

¶ Phase 3 - Evaluation. During this phase results collected during phase 2 (design and 

develop) of the study was evaluated together with the information gathered from the 

literature review phase (phase 1) to produce the initial (version 1) dynamic risk 

management framework and principles.  

¶ Phase 4 - Integration. In this phase the version 1 framework developed in phase 3 was 

evaluated with selected research participants of executive and senior management. This 

was done by conducting semi-structured interviews as well as presenting the framework 

for input. 

¶ Phase 5 - Contribution. The input gathered during the semi-structured interviews of the 

integration phase as well as the interview results were used during this phase as input for 

the final version of the dynamic risk management framework and principles. 

 

The design phases, particularly phase 2 and phase 4, were done with a population from 

responsive organisations, including agile, digital, virtual, exponential and traditional 

organisations. 
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1.7. Outline of the Study  

 

The study consists of five parts with seven chapters and two appendices as shown in figure 1-

2. 
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Chapter 1: 

Introduction 

Chapter 2: 

Literature Review 

Chapter 3: 

Research Methodology 

Chapter 4: 

Data Analysis

Chapter 6:

 Evaluation Interview and Revised 

framework

Chapter 5:

Integration of Findings 

Chapter 7

Contribution

Appendix A: 

Online Survey 

Appendix B: 

Dynamic Capabilities Framework  

Chapter 8

Conclusion

 

 

Figure 1-2: Research Outline 

 

Part 1 provides an introduction to the study. It includes the introduction and background to 

the study, the problem statement and purpose of the study while the research objective and 

research questions are stated. The first chapter introduces the study and gives a view of the 

research design applied in the study as well as the rationale and contribution of the study.  
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Part 2 is the literature review and research approach two of the study and is made up of two 

chapters namely chapter 2 and 3. Chapter 2 is the literature review focused on understanding 

existing risk management practices and frameworks, traditional organisational structures and 

agile, virtual and exponential organisations structures. In addition to that chapter 2 looks at 

the dynamic capabilities approach in the context of organisational agility and more 

specifically the risk management functionôs ability to continuously evolve and transform. In 

chapter 3 the research philosophy, approach and strategy is discussed as well as the research 

design and methodology applied within the study.  

 

Part 3 consists of two chapters namely data analysis and integration of findings. Chapter 4 

data analysis includes the analysis of data and reporting of the summary of findings. Chapter 

5 contains the integration of findings and the presentation of the initial dynamic risk 

management framework and principles.  

 

Part 4 consists of chapter 6 which describes the evaluation and contribution. In this chapter 

the initial framework and principles are evaluated and includes the interview results used to 

enrich the initial dynamic risk management framework and principles.  

 

Part 5 consists of chapter 7 and chapter 8. Chapter 7 discusses the research contribution of 

the study from a theoretical and practical perspective and chapter 8 provides the conclusion 

of the study.  

 

Part 6: For the entire study there are two appendices namely: 

- Appendix A containing the online questionnaires, and  

- Appendix B consisting of the Dynamic Capabilities Framework. 

 

 

 

PART 2: Literature Review and Research Approach  

Chapter 2: Literature Review  
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2.1. Introduction  

 

The purpose of this chapter is to provide an introduction to the main concepts relevant to this 

research by gaining an understanding of what literature exists or says regarding responsive 

organisational structures, risk management and the dynamic capabilities approach so as to 

answer the main research question. 

 

Main Research Question:  

What are the elements of a framework that will guide a responsive organisation to apply 

more dynamic risk management principles in a dynamic environment?  

 

Figure 2-1 presents the outline of chapter 2, consisting of six sections. Section 2.2 looks at 

risk management principles, framework, processes and risk culture. Section 2.3 looks at 

organisational structures those being conventional / traditional organisations and their risk 

management practices, agile organisations (AO) starting off by looking at agility in the 

domain of software development and continues to expand on agile values and principles 

aligned to risk management, virtual organisations (VO) studying how they are structured and 

work then ends with virtual organisations in the context of risk management, then exponential 

organisation (ExO) are unpacked looking at exponential versus linear in the context of risk 

management. To conclude this section a summary of the organisational structures is 

presented. Section 2.4 introduces the concept of organisational agility and looks at the 

dynamic capabilities framework and what is meant by responsive organisations. Section 2.5 

presents the challenges of risk management considering responsive organisations. Section 2.6 

provides a conclusion to the chapter.  
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Part 2: Literature review and  Research Approach 

Chapter 2 Outline: Literature Review 

 Section 2.1.

 Introduction 

Section 2.2.

Risk Managment

Section 2.3.

 OrganisationAl Structures

Section 2.4.

Organisational Agility

Section 2.6.

Conclusion

Section 2.3.1.: Conventional / Traditional 

Organisations 

Section 2.3.5. Organisational Structure 

Summary

Section 2.4.1. The concept of agility

Section 2.4.2. Dynamic capabilities and 

agility

Section 2.3.2.: Agile Organisations

Section 2.3.3. Virtual Organisations 

Section 2.3.4. Exponential Organisations  

Section 2.4.3. Responsive organisations ï 

Organisational agility and dynamic 

capability 

Section 2.5.

Challenges of risk 

management considering 

responsive organisations 

Section 2.2.2: Risk Management Principles 

Section 2.2.1: Risk Management Framework

Section 2.2.3 : Risk Management Process 

Section 2.2.4 : Risk Culture 

Section 2.5.2: Risk Culture 

Section 2.5.1: Risk Assessment

Section 2.5.3 : Dynamic capabilities in risk 

management  

Section 2.5.4 : Gap in current research  

 

Figure 2-1: Overview of chapter 2 
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2.2. Risk Management 

 

Risk management has become an increasingly important business driver of strategic decisions 

(ISO, 2009). Stakeholders both external and internal to the organisation have become much 

more concerned about risk (Nair et al., 2013) understanding that adequate risk management 

capabilities are needed when operating in an environment of uncertainty (Walczak & Kuchta, 

2013)  

 

Organisations of all forms, types and sizes face a range of risks that can affect the 

achievement of the organisationôs objectives. These organisational objectives can relate to a 

range of organisational activities, such as strategic initiatives, operations and processes; 

reflected in terms of strategic, operational, financial and reputational outcomes and impacts. 

All activities within an organisation involve risk management, so risk management aids in 

decision making by taking into account uncertainties that may impact on or stop the business 

from reaching or achieving its objectives by assessing the need for a specific action (ISO, 

2009). An enterprise- wide approach to risk management is therefore implemented, enabling 

an organisation to consider the potential impact of all types of risks on all processes, 

activities, stakeholders, products and services. The global financial crisis in 2008 

demonstrated the importance of adequate risk management (Nair et al., 2013). Since that 

time, new risk management standards have been published, including the international 

standard, ISO 31000 óRisk Management ï Principles and Guidelinesô (2009). This guide 

draws together these developments to provide a structured approach to implementing 

Enterprise Risk Management (ERM) with intended benefits of risk management for all types 

of organisations. Before an organisation engages in selecting the most effective strategy or 

decision an organisation needs to understand the risks being taken when seeking to achieve 

these objectives: assessing the organisations exposure, risk profile, financial position and 

acceptable risk and reward trade-off. For the ERM to be effective, it must be directly 

connected to company strategy and designed to recognize events that could have impact on 

company performance as defined by its strategic objectives. An ERM program is designed to 

provide assurance that a company achieves its strategic objectives so strategy and risk 

management should be aligned (Sara Soltanizadeh, Abdul Rasid, Mottaghi Golshan, & Wan 

Ismail, 2016). A successful enterprise risk management (ERM) initiative can affect the 

likelihood and consequences of risks materializing, as well as deliver benefits related to better 

informed strategic decisions, successful delivery of change and increased operational 
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efficiency. Other benefits include: reduced cost of capital, more accurate financial reporting, 

competitive advantage, improved perception of the organisation and better marketplace 

presence and enhance informed decision making ability ( Soltanizadeh et al., 2016)  

 

2.2.1. Risk Management Frameworks  

2.2.1.1. Committee of Sponsoring Organisations of the Treadway Commission (COSO) 

Enterprise Risk Management Framework 

 

The Committee of Sponsoring Organisations of the Treadway Commission (COSO) 

published an Enterprise Risk Management (ERM) standard in 2004 (Moody, 2011). The 

COSO ERM cube is familiar to risk management practitioners and it provides a framework 

for undertaking ERM. It has gained considerable influence because it is linked to the 

Sarbanes-Oxley requirements for companies listed in the United States (Moody, 2011). 

 

In 2017 an update to the Enterprise Risk Management - Integrated Framework - COSO was 

released. These changes address the need for organisations to improve their approach to 

managing risk so as to meet the demands of an evolving business environment and it 

highlights the importance of considering risk in both the strategy-setting process and in 

driving performance, depicted in figure 2-2.  

 

Figure 2-2: COSO Enterprise Risk Management Framework ï 2017 



Framework for dynamic risk management in responsive organisations 

Page | 16  

 

The framework is a set of principles organised into five interrelated components these being: 

1. Governance and Culture. Governance sets the organisationôs tone, reinforcing the 

importance of, and establishing oversight responsibilities for, enterprise risk management. 

Culture pertains to ethical values, desired behaviours, and understanding of risk in the entity. 

2. Strategy and Objective-Setting. Enterprise risk management, strategy, and objective setting 

work together in the strategic planning process. A risk appetite is established and aligned 

with strategy; business objectives put strategy into practice while serving as a basis for 

identifying, assessing, and responding to risk. 

3. Performance. Risks that may impact the achievement of strategy and business objectives 

need to be identified and assessed. Risks are prioritized by severity in the context of risk 

appetite. The organisation then selects risk responses and takes a portfolio view of the 

amount of risk it has assumed. The results of this process are reported to key risk 

stakeholders.  

4. Review and Revision. By reviewing entity performance, an organisation can consider how 

well the enterprise risk management components are functioning over time and determine 

what revisions are needed.  

5. Information, Communication, and Reporting. Enterprise risk management requires a 

continual process of obtaining and sharing necessary information, from both internal and 

external sources, which flow up, down and across the organisation. 

The five components described defined the COSO framework and are supported by a set of 

20 principles (figure 2-2). These principles cover areas from governance to the monitoring 

component; they are said to be manageable in size and can be applied in different ways for 

different organisations regardless of size, type, or sector. What can be delivered through the 

adherence to these principles is the ability to provide the management and the board with a 

reasonable expectation that the organisation understands and strives to manage the risks 

associated with its strategy and business objectives. 
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2.2.1.2. Risk Management principles and guide ISO 31000 

 

The Risk Management principles and guide ISO 31000 was published in 2009 as an 

internationally approved standard for the implementation of risk management principles 

(ISO, 2009). In 2018 a new version ISO 31000:2018 was published said to provide a clearer, 

shorter and more concise guide that will help organisations use risk management principles to 

improve planning and make better decisions. This second edition (ISO31000:2018) replaces 

the first edition (ISO 31000:2009) which has been technically revised (figure 2-3). The main 

changes compared to the previous edition are (International Standards Organisation, 2018):  

¶ The review of the principles of risk management;  

¶ The highlighting of the leadership by top management and the integration of risk 

management, starting with the governance of the organisation; 

¶ The emphasis on the iterative nature of risk management, noting that new experiences, 

knowledge and analysis can lead to a revision of process elements, actions and controls at 

each stage of the process; and  

¶ The streamlining of the content with greater focus on sustaining an open systems model 

to fit multiple needs and contexts. (Fox, 2018; International Standards Organisation, 

2018). 

 

Risk Management Principles and Guidelines ISO31000 provides a generic guideline and  is 

not intended to impose uniformity of risk (Fraser & Simkins, 2010). The design and 

implementation of risk management is therefore dependent on the varying needs of a specific 

organisation; its particular objectives, context, structure, products, services, projects, 

operational processes and specific practices employed (International Standards Organisation, 

2018; ISO, 2009) . 
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Figure 2-3  Risk Management Principles and Guideline ï ISO31000:2018(International 

Standards Organisation, 2018) 

 

This research places more emphasis on ISO 31000 as it is an international standard and many 

organisations have international operations. ISO is currently regarded as best practice for risk 

management frameworks and incorporates best practice from COSO (Fraser & Simkins, 

2010). In addition to that the standard has an open system model to fit multiple needs and 

context, therefore ISO 31000 can be used as a reference when developing a dynamic risk 

management framework.  

 

ISO 31000 includes a detailed list of the suggested principles for risk management. These 

have been identified as:  

¶ Integrated - Risk management is an integral part of all organisational activities; 

¶ Structured and comprehensive - A structured and comprehensive approach to risk 

management contributes to consistent and comparable results;  

¶ Customized - The risk management framework and process are customized and 

proportionate to the organisationôs external and internal context related to its 

objectives; 
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¶ Inclusive - Appropriate and timely involvement of stakeholders enables consideration 

of their knowledge, views and perceptions. This results in improved awareness and 

informed risk management;  

¶ Dynamic - Risks can emerge, change or disappear as an organisationôs external and 

internal context changes. Risk management anticipates, detects, acknowledges and 

responds to those changes and events in an appropriate and timely manner; 

¶ Best available information - The inputs to risk management are based on historical 

and current information, as well as on future expectations. Risk management 

explicitly takes into account any limitations and uncertainties associated with such 

information and expectations. Information should be timely, clear and available to 

relevant stakeholders; 

¶ Human and cultural - Human behaviour and culture significantly influence all aspects 

of risk management at each level and stage; and  

¶ Continual improvement - Risk management is continually improved through learning 

and experience.  

 

ISO 31000 states that risk management is a process that is underpinned by a set of principles 

that need to be supported by a structure that is appropriate to the organisation and its external 

environment or context (International Standards Organisation, 2018; ISO, 2009). 

 

2.2.2. Risk Management Principles 

 

The main principle of risk management is that it delivers value to the organisation (Hopkin, 

2012). In other words, risk management activities adopted by the organisation should be 

designed to achieve the best possible outcome and reduce volatility or uncertainty of 

outcomes. The approach of risk management in an organisation is framed around the purpose 

of the risk management within the organisation (Hopkin, 2012). The set of risk management 

principles therefore sets out the foundation for a successful approach to effective risk 

management. In order for an organisation to understand the characteristics of risk 

management and what it is to deliver on, risk management practices would then operate on a 

set of principles.  

A good set of risk management principles is the foundation to a successful approach to risk 

management in an organisation. Risk management principles define the essential features of 
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risk management, describing what risk management should be in practice but it also includes 

information on what risk management should do or deliver. It is therefore useful to 

differentiate between i) the characteristics of risk management and ii) what it should be 

delivering when adopting or developing a risk management framework (Hopkin, 2012) 

 

2.2.3 Risk Management Process  

 

The risk management process should be an integral part of management and decision making, 

integrated into the structure, operations and processes of the organisation. The risk 

management process should be applied at strategic, operational, programme or project level, 

so as to achieve the objectives of the organisation (International Standards Organisation, 

2018). The risk management process should be customised to suit the context of an 

organisation both internally and externally (Nair et al., 2013).  

 

The risk management process is a systematic process that involves activities of 

communicating and consulting, establishing the context; and assessing, treating, monitoring, 

reviewing, recording and reporting of  risk (International Standards Organisation, 2018). 

Essentially explained the risk assessment involves the process of: 

¶ Step 1 ï Scope, context and criteria. The purpose of this step is to gain an understanding 

of the internal and external context of the organisation, understanding the environment in 

which the organisation operates as well as apprehending the key business processes 

within the organisation. This process allows an organisation to understand its relationship 

with the environment in which it operates so that the boundaries or manner in which risk 

is dealt with are clear and relevant to the organisational and strategic context. 

¶ Step 2 ï Risk assessment. This process entails: 

- Identification of risks. This step involves identifying what can go wrong as well as the 

impact (consequence) the risk may have. In addition to that this process allows for the 

nature and complexity of the risks to be understood taking into account the events that 

might create, enhance, prevent, degrade, accelerate or delay the achievement of 

objectives.  

- Analysis of risks. The risk analysis step involves analysing the impact and likelihood of a 

risk while also deciding which risk factors will potentially have the greatest effect and 

should, therefore, receive priority regarding how the risk will be managed. The level of 



Framework for dynamic risk management in responsive organisations 

Page | 21  

 

risk is analysed by combining estimates of likelihood (table 2-1) and impact (table 2-2), 

to determine the priority level of the risk (Figure 2-4).  

- Evaluation of risk. This involves comparing the level of risk found during the analysis 

process with previously established risk criteria, and deciding whether risks can be 

accepted. If the risk falls into the low or acceptable categories, they may be accepted 

with minimal further treatment (step 4). These risks should be monitored and 

periodically reviewed to ensure that they remain acceptable. If risks do not fall into the 

low or acceptable category, they should be treated using one or more of the treatment 

options considered in step 4. 

  Impact (Consequences) 

  1 2 3 4 5 

  Insignificant Negligible Moderate Extensive Significant 

L
ik

e
lih

o
o

d 

E 5 

Almost 

certain 

6 7 8 9 10 

D 4 

Likely 

5 6 7 8 9 

C 3 

Possible 

4 5 6 7 8 

B 2 

Unlikely 

3 4 5 6 7 

A 1 

Rare 

2 3 4 5 6 

Very 

High(VH) 

Immediate action required by the Executive with detailed planning, 

allocation of resources and regular monitoring 

High(H) High risk, senior management attention needed 

Medium(M) Management responsibility must be specified  

Low(L) Monitor and manage by routine procedures  

Very low(VL) Managed by routine procedures  

 

Figure 2-4: Risk Matrix (Julian, 2011)  
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Table 2-1:ï Likelihood Scale 

 

Rating 
LIKELIHOOD 

The potential for problems to occur in a year 

E ALMOST CERTAIN: will probably occur, could occur several times per year 

D LIKELY: high probability, likely to arise once per year 

C POSSIBLE: reasonable likelihood that it may arise over a five-year period 

B UNLIKELY: plausible, could occur over a five to ten year period 

A RARE: very unlikely but not impossible, unlikely over a ten year period 

 

Table 2-2: ï Impact Scale 

 

Ratin

g 

POTENTIAL IMPACT 

In terms of the objectives of the club 

5 SIGNIFICANT:  most objectives may not be achieved, or several severely 

affected 

4 EXTENSIVE:  most objectives threatened, or one severely affected 

3 MODERATE:  some objectives affected, considerable effort to rectify  

2 NEGLIGIBLE: easily remedied, with some effort the objectives can be 

achieved  

1 INSIGNIFICANT:  very small impact, rectified by normal processes 

 

¶ Step 3 ï Risk treatment. This involves identifying the range of options for treating the 

risk, evaluating those options, preparing the risk treatment plans and implementing those 

plans. It is about considering the options for treatment and selecting the most appropriate 

method to achieve the desired outcome. The treatment option may be the acceptance of a 

risk, the avoidance of a risk, the transfer of a risk or the reduction of a risk. Whichever 

treatment option selected, should the risk have a high rating, a careful consideration of 

the necessary organisational policies, procedures and strategies to treat the risk needs to 

be made.  

¶ Step 4 ï Monitoring and review. As with communication and consultation in ISO31000, 

monitoring and reviewing are an ongoing part of risk management. The purpose of 
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monitoring and reviewing is to improve and/or ensure that processes are adequately 

designed, implemented as intended and that the process delivers on the intended 

outcomes (International Standards Organisation, 2018). Monitoring and reviewing 

include planning, gathering and analysing information, recording results and providing 

feedback. The results of the monitoring and reviewing should therefore be incorporated 

throughout the risk management process.  

¶ Step 5 ï Recording and reporting. The risk management process and its outcomes should 

be documented and reported through the appropriate channels and audience using the 

appropriate artefacts. The purpose of reporting and recording is to ensure that the risk 

activities and outcomes are communicated across the organisation, providing 

information for decision making (International Standards Organisation, 2018).  

2.2.4. Risk Culture 

 

Building the risk culture of an organisation is often overlooked and presumed to create risk 

awareness. This is more likely to make employees of the organisation more risk averse, 

which is not the appropriate risk posture for an organisation (Shinkman & Herd, 2014). How 

risk is managed, perceived and treated is largely a cultural aspect within an organisation. 

What organisations should be striving for is getting each person within the organisation 

thinking as a risk manager, driving a culture of appropriate risk taking (Shinkman & Herd, 

2014).  

An organisationôs risk appetite is accessed by the organisationôs attitude towards risk as well 

as its risk tolerance levels. The organisationôs risk appetite informs the level of change and 

innovation that an organisation is willing to take on. Inherently, in an agile organisation, risk 

attitude may be defined as risk seeking, being comfortable with inherent variability or 

uncertainty and having a desire to increase the risk exposure where appropriately priced. The 

risk tolerance of an agile organisation would therefore inherently be defined as being 

moderate, where the level of exposure to each risk type is expressed. 

Perception of risk (good or bad) determines how much risk (positive risk - opportunity) an 

organisation is willing to take. In addition to that the culture of the organisation may also set 

the tone for the level of risk that it is willing to undertake.  
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2.3. Organisational Structures  

 

2.3.1. Conventional / Traditional Organisations: 

 

The nature and importance of organisation structures and the underpinning design principles 

are not well understood and yet they play a key role in organisational performance 

(McMillan, 2002).  

 

Mabey, Salaman &  Storey (2001) describe the structure of an organisation as the pattern of 

relationships between roles in an organisation and its different parts. Structure enables 

managers to plan, direct, organise and control the activities of the organisation (Mabey., 

Salaman., & Storey, 2001). Handy (1993) points out that it is a long held assumption that 

organisations need to follow a hierarchical command structure for them to work. Fayol 

(2016), the beginning of the 20th century, advocated an organisational structure that was 

centralised, functionally specialised and hierarchical, in which everything had a specific 

place. Management is viewed as being all about planning, organising, forecasting, co-

ordinating and controlling (Fayol, 2016). To foresee and provide entails examining the future 

and drawing up the plan of action. To organise entails building up the dual structure, material 

and human, of the undertaking. To command entails maintaining activity among the 

personnel. To co-ordinate entails binding together, unifying and harmonizing all activity and 

effort. To control entails seeing that everything occurs in conformity with established rule 

and expressed command. Management is neither a privilege nor a particular responsibility of 

the head or senior members of the business; it is an activity spread, like all other activities, 

between head and members of the business therefore management should not be confused 

with government (Fayol, 2016).  

The basic organisational structure of many large organisations in the 20th century was 

founded on linear, segmented, hierarchical design principles as stated in figure 2-5. 
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Figure 2-5: Traditional Organisational Chart / Structure (adapted from Weinshall, 1971, in 

Handy, 1993) 

 

During the mid-20th century organisations created large corporate structures. This was done 

across many industries and sectors (Mabey, Salaman, & Storey, 2001). The management of 

these organisations required a complex multi-layered structure with many sub-divisions. 

Mabey, Salaman & Storey (2001) write that tall physical structures were constructed with 20- 

plus levels between the chief executives and the shop floor operative, creating hierarchies of 

command and control of employees. Managerial control of employees at all the multiple 

levels was based on a blend of direct command and budgetary responsibility.  

 

Less traditional organisations have now merged and because of the need to respond to the 

market and customer needs, traditional organisational systems are under strain. As a result 

traditional organisations are struggling to keep up with their customers. Workers caught 

between unhappy customers and uninspiring leaders are becoming disengaged. Executives 

are caught between discontented investors and disruptive competitors and the entire 

organisation is struggling to integrate disruptive technology with legacy solutions to find a 

path forward. People working for traditional organisations are striving for a better work 

experience and a better world for themselves and their communities and are looking to new 

ambitious organisations to shape their collective future. 
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2.3.2. Agile Organisations (AO) 

2.3.2.1. Agile in the Domain of Software Development (ASD) 

 

Agil ity is a concept that came into existence and gained attention in the space of software 

development due to the perceived rigid, systematic, methodical, process and plan-driven 

approach that has been followed by the waterfall model which do not allow for much 

flexibility in terms of the planning, development, testing and implementation of systems and 

thus result in a ñbig bangò approach when it comes to the implementation of a product 

(Moran, 2014).  

 

Agile software development (ASD) emerged in the late 1990s to address the uncertainty of 

customer requirements, technology evolution, and changing business environments. ASD 

approaches rejected the highly-formalized thinking of the time in favour of dynamic, user-

centric methods characterized by short development cycle iterations, continuous releases, 

rapidly evolving requirements, dynamic underlying data, and reflection (Fowler & 

Highsmith, 2001; Schwaber & Beedle, 2001). Influenced by the school of iterative 

development and incremental delivery (Moran, 2014); in comparison with more traditional 

development methods that follow a more linear process (where each phase is commenced 

only when the previous phase is complete i.e. analysis, design, test and implementation), 

ASD therefore develops and delivers solutions in an iterative and incremental manner. 

ASD encourages the uncovering of better ways of developing software because while there is 

value in having processes, tools, comprehensive documentation and followed plans there is 

much greater value placed on agility. Therefore four core values have been defined within the 

agile manifesto (Beck, Beedle, Bennekum, & Cockburn, 2001; Fowler & Highsmith, 2001) 

namely: 

 

1. The value of individuals and interactions over processes, enforcing continuous 

interaction by individuals rather than extensive use of processes and tools; 

2. The value of working software over documentation, learning from past experiences 

rather than concentrating on comprehensive documents that may be more geared to 

governance processes; 

3. The value of customer collaboration over contract negotiation, ensuring that there is 

customer collaboration during the development process; and  
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4. The value of adapting to change over following a plan, being flexible in order to 

respond to change. 

 

Equally important to the four ASD values are the 12 principles defined within the Agile 

manifesto (Beck et al., 2001) that emphasize: 

1. Continuous delivery, satisfying the customer through prompt delivery of valuable 

software; 

2. An attitude of embracing change by welcoming changing requirements even late in 

the development cycle. Harnessing change for competitive advantage; 

3. Frequent delivery of functional components;  

4. Daily interaction with business stakeholders throughout the project; 

5. Empowerment of individuals through trust and support, building solutions around 

motivated individuals who know they are trusted to deliver the required solutions; 

6. Conveying information in a more efficient and effective manner through direct 

communication (face-to-face conversations); 

7. Measurement of progress through functional software; 

8. Sustainability whereby the sponsor, developer and users maintain a constant pace 

indefinitely;   

9. Continuous excellence of design, with a focus on technical excellence; 

10. Simplicity through minimalism;  

11. Self-organisation of teams; and 

12.  Team reflection at regular intervals in order to become more effective.   

 

These 12 principles (Beck et al., 2001) speak to the way in which the work is done, the 

behaviour to be adopted, the attitude as well as the discipline required in agile software 

development which is often underestimated (Boehm & Turner, 2003a). 

 

Referring to the 12 principles and the 4 core values of ASD, ASD not only impacts on how 

solutions are developed and delivered to the business, but also impacts the organisation from 

a culture and values perspective, posing a question as to whether the organisational values 

and principles are aligned to the new ways of working (NWoW) brought about by ASD. In 

addition to that, the behavioural aspect of people when considering ASD is also important to 

consider because this triggers concerns about how people take on accountability and 
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responsibility, their ability and comfort with engagement, their perception of change, level of 

transparency and their response to quality and deliverables (Fowler & Highsmith, 2001). 

 

2.3.2.2. Agile Systems Developmentôs Holistic Impact on Organisations 

 

The Agile Manifesto expresses the view that interaction between project teams and the 

business should work towards producing software in a flexible manner that is open to change, 

transparent in nature and allows for learning. Thus, learning and communication are key 

factors of ASD, prompting the continuous engagement between stakeholders (Fowler & 

Highsmith, 2001). ASD promotes the idea that project uncertainty should be embraced by a 

business and a balance between planning and control as well as with execution and feedback 

need to be reached (Moran, 2014). Based on the flexible and interactive nature of ASD , 

project teams are therefore required to interact at a much greater scale with the business, 

(Boehm & Turner, 2003b) and for that reason they have a great responsibility in delivering 

what the business wants hence the need for discipline and transparency in the ways of work.  

ASD has an impact on the responsiveness of an organisation; it drives the needs of the 

customer through agile processes. As a result traditional organisations that have adopted such 

a product development process gain more organisational agility because of their increase 

responsiveness to market needs (Boehm & Turner, 2003b).  

 

2.3.2.3. Agile Values and Principles Aligned to Risk Management 

 

The term "agile" can be thought of as a descriptor of both quickness and responsiveness when 

faced with internal and external events or stimuli. Although many enterprises understand the 

need to be quick and responsive in a global economy and in a market that is constantly 

changing, many are not structured to do so (Ambrose & Morello, 2004). Agile processes 

harness change, so as to allow for agility that may have an impact on customer competitive 

advantage. Rather than resisting change, agile approaches strive to accommodate change in 

an easy and efficient manner while being aware of the consequences (Fowler & Highsmith, 

2001). For that reason, risk management becomes a vital practice within agile organisations, 

being robust and flexible to harness this and partnering with business and project 

management in an attempt to prevent threats that may impact on objectives of the 
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organisation as well as identifying opportunities that would assist business in meeting the 

customer needs (Nyfjord & Kajko-Mattsson, 2007a) . 

Referring specifically to the four ASD values:  

 

¶ Value 1. The value of individuals and interactions over processes, enforcing 

continuous interaction by individuals rather than extensive use of processes and tools. 

Agile teams are generally small, comprising of individuals that can engage in several 

types of work namely: analysis, development and testing. This allows for quick response 

to change and ease of maintenance of systems developed in response to customer needs. 

ASD team structure is regarded as ñorganic and flexibleò rather than ñmechanistic, 

bureaucratic and formalizedò (Nerur, Mahapatra, & Mangalaraj, 2005).  

¶ Value 2. The value of working software over documentation, learning from past 

experiences rather than concentrating on comprehensive documents that may be more 

geared to governance processes; 

Spending less time documenting tasks and features so as to aid in the speedy delivery of 

working software (Fowler & Highsmith, 2001). What is not clear is whether 

communication methods help the ASD team make decisions when there is less 

documentation on which to rely.  

 

¶ Value 3: The value of customer collaboration over contract negotiation, ensuring that 

there is customer collaboration during the development process. 

The project managerôs role as a decision-maker is greatly reduced to being more of a  

facilitator or coordinator (Nerur et al., 2005) who works with the customer and the team. 

Customer interaction is vital to facilitate agile development in obtaining input from a 

customer perspective, which is in contrast with the pre-agile or traditional approaches e.g. 

waterfall. The level of customer engagement is higher than that of the more plan-driven 

approaches. The team makes most decisions, creating a ñpluralist decision making 

environmentò (Nerur et al., 2005) due to the diverse backgrounds, attitudes, goals, and 

cognitive dispositions of the team members, including the customer (Highsmith, 2003; 

Highsmith & Cockburn, 2001).  

¶ Value 4. Adapting to change over following a plan, being flexible to respond to 

change. 
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The fourth value expresses the need for adapting to change over following a plan and 

being flexible in order to respond to change. This would means that the iterative, 

incremental nature of ASD with frequent product releases enables teams to adapt and 

respond quickly (Dybå & Dingsøyr, 2008). 

 

For organisations that have adopted ASD, the successful implementation of such a 

methodology requires executives and top managers to be able to sense key development 

trends in order to respond to the changing environment in such a way that that they are able to 

lead the organisation in the path that is forward-looking but open to learning. As a result 

organisations with a highly developed culture of agility are more able to quickly respond to 

market conditions, be it threats or opportunities (Burba, 2015). Agility fundamentally affects 

decision making (Henderson-Sellers & Serour, 2005) thus impacting on how risk is managed. 

Quick and relevant decision making, being a factor that management has to consider while 

operating in uncertain environments, requires that risk management practices are in line with 

such needs so as to identify threats and opportunities that may impact the decision making 

process.  

 

Agile models claim to be risk-driven, having risk-mitigation mechanisms built within agile 

methodologies with the intension of reducing project risk however it is questionable whether 

the risk management practices are sufficient or whether explicit risk management is required 

so as to drive risk management within the organisation as well as the impact of change 

(Walczak & Kuchta, 2013).The scarcity of explicit risk management practices in agile 

development practices is a concern as the level of risk management applied in agile 

development is not sufficient for the organisationôs enterprise risk management needs 

(Walczak & Kuchta, 2013).  

 

The perception of risks in agile organisation and organisations that intend on becoming agile 

needs to be aligned to the principles of agile. With that said an agile organisationôs attitude or 

perception of risk may be less adverse. Nyfjord (2008) in his research outlines a model which 

integrates risk management and agile development (figure 2-6), first examining the agile 

processes from a risk management perspective so as to identify the risk management aspects 

that are absent in the agile model (Nyfjord, 2008).  
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Figure 2-6: Integrated model by Nyfjord (2008)  

The integrated model (figure 2-6) as defined by Nyfjord (2008) looks at the management of 

all risks identified in the agile development lifecycle on an organisation-wide perspective. As 

depicted in Figure 2-6, the agile process covers three main development phases:  Product 

Vision Planning, Product Roadmap and Release Planning, and Implementation. In each 

process a complete risk management process is performed namely: risk planning, risk 

identification, risk analysis, risk monitoring and control, risk sign-off and risk post-mortem 

analysis (Nyfjord, 2008). Risks not fully managed or mitigated within a single phase are 

transferred to the next phase, and/or get reported to an organisational function called Risk 

Management Forum (RMF). This transfer is represented by the double-edged arrows between 

the three agile development phases and the box representing the RMF on the left-hand side of 

Figure 2-6. The Risk Management Forumôs main function is to coordinate risk management 

across the organisation and it manages any risks that cannot be managed within a certain 

development phase.  

Nyfjord(2008) states that the integrated model was considered to fulfil its purpose as a 

reference model. The integrated model is regarded as useful for organisations interested in 

comparing their risk management practice with their agile processes. The integrated modelôs 

utility is considered as limited by Nyfjord (2008) as it does not prove guidelines on how to 

actually conduct agile risk management. As a result it was suggested that the integrated 

model should be extended with guidelines on how to conduct agile risk management (Nyfjord 

& Kajko-Mattsson, 2008).  
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2.3.3. Virtual Organisations (VOs) 

2.3.3.1. Virtual Organisationsô (VOs) Make-up 

 

In todayôs world, organisations are required to operate in a global marketplace with the 

abilities to become efficient in meeting the needs of the customer and maintain competitive 

advantage. This need gave rise to the range of organisation strategies in terms of corporate 

transformation which includes downsizing and re-engineering, and, in turn, the concepts of 

the Virtual Organisations (VO) where each of the components within the company are built 

around expertise and specialist knowledge (Franks, 1998).  

 

The advancement of information communication technology (ICT), the need for 

organisational agility, the evolution of the Internet and the increasing demand for high 

productivity to meet customer demands has motivated different organisations to come 

together and explore business opportunities (Nami, 2008). The cooperation and collaboration 

of these organisations is supported by computer networks. The Internet and related 

technologies are used as a means of communication and collaboration. This would entail 

having virtual teams with various areas or structures in the organisation existing through 

information technology which supports work and communication (Lipnack & Stamps, 1997).  

The components that make up a virtual organisation: individual employees, teams, 

departments, units or firms are geographically distributed, functionally or culturally diverse, 

electronically linked and connected via lateral relationships. These attributes enable the 

organisation to dynamically modify business processes to meet market demands, to 

coordinate via formal and informal contracts, to define the boundaries of the firm differently 

over time or for different customers or constituencies, and to re-arrange relationships among 

components as needed. Virtual organisations (VO) do not represent the traditional firmôs 

attributes, but can be considered as a different organisational form and are characterized by: 

¶ Highly dynamic processes; 

¶ Contractual relationships among entities;  

¶ Edgeless, permeable boundaries; and 

¶ Reconfigurable structures (Desanctis & Monge, 1998). 
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The term virtual organisation implies that an innovative relationship exists between 

organisations that have partnered to form a VO (Nami, 2008). These organisations are 

supported by the use of technology and therefore fit  a globalization profile. In this type of 

organisation, the VOôs costs, skills, and access to global markets are shared, contributing to 

(Pedersen & Nagengast, 2008):  

¶ Excellence, where each partner brings core competence; 

¶ Technology, as the partnership is based on electronic contracts and the informational 

networks;  

¶ Opportunity, facilitating market opportunities; and  

¶  Trust as this type of organisational structure makes each organisation far more reliant 

on the other, creating no fixed boundaries between the organisations.  

The major distinction between virtual and other organisations, particularly traditional 

organisations is that VOs are electronically driven, led and structured beyond the boundaries 

of conventional organisations. These boundaries may have been set by geographical 

boundaries, a lack of diversity in skills and knowledge (human capital) as well as the 

advancement in technology. VOôs are more likely to be adaptable to change, flexible to 

change situations or circumstances and responsive to quick changing market and market 

conditions. Consequently VOs have three key features namely: 

¶ Limited physical facilities / structure (Pedersen & Nagengast, 2008); 

¶ Reliance on high-technology communications networks to allow for remote 

communication (Pedersen & Nagengast, 2008); and  

¶ Effective knowledge management (Franks, 1998).  

 

Having explored the features of a VO, several operational factors have been identified. These 

factors include human capital, communication, cultural, interpersonal, technological and 

economic conditions. 

¶ Human Capital. The principle of óóhuman capitalôô is now a widely applied concept 

in todayôs business environment and many companies recognize human capital as a 

decisive factor in their success (Luthans, Luthans, & Luthans, 2004). Work design is 

a critical concern for managers because it bears directly on performance. How a 



Framework for dynamic risk management in responsive organisations 

Page | 34  

 

company arranges work has a direct bearing on productivity, quality, cost, profits and 

customer satisfaction. Virtual teams are a construct of different team members who 

are based at different locations. Virtual teams within VOs operate beyond the 

limitations of time, distance, organisation size and technologies because 

telecommunication technology can allow team members to communicate with one 

another via computer conferencing systems, Internet-based virtual meeting systems 

and electronic meeting systems (Lu, 2015). Virtual teams can therefore have an 

infinite number of participants through the use of technology because network 

technology and groupware enable the sharing of information across participants. 

Virtual organisations are able to effectively mobilize a large number of employees 

through the assembly of virtual teams and anonymity is a major element of such an 

organisation (Pedersen & Nagengast, 2008). This means that interaction can be 

designed to conceal the identities of those involved in the virtual team and even to 

conceal the existence of the team itself, significantly reducing the limitations and the 

problems of the traditional team. A traditional team may be more vulnerable to 

security problems as it is often based on face-to-face meetings (Pedersen & 

Nagengast, 2008) 

¶ Communication. Communication is crucial to the success of a VO because 

communication provides VOs with the ability of being efficient and is fundamental to 

the organisationôs survival. Virtual organisations imply various autonomous and 

international workers, which also indicate challenges such as different time zones and 

language barriers. The collaboration between associates might also become 

complicated as this organisation typically has a limited amount of face-to-face 

interaction. Thus, an absence of multiple communication approaches can be observed 

in virtual organisations (Lee, 2013).   

¶ Culture. Culture constitutes an essential element in any organisation of any type. Yet, 

virtual organisations have to be even more vigilant about this notion as they imply a 

shared leadership between the team which is composed of self-reliant workers from 

all around the world. Virtual organisations must find a way to overcome cultural 

differences, which involve dissimilar approaches to working (such as time and 

deadlines) and living (punctuality for instance), in other words, distinctive 

philosophies. Thus, virtual organisation must exercise respect for differences among 

the team (Lee, 2013)  
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¶ Interpersonal. Managing VOs successfully requires a valuable communication and 

cooperation strategy among the team. Perceptions between partners might be quite 

dissimilar and could lead to conflicts concerning the management of the virtual 

organisation. Thus, it is more than necessary that associates build a solid relationship 

despite the distance obstacle (Lee, 2013). Trust is also a crucial matter as a shared 

leadership among co-workers consequently implies the loss of control of certain 

functions entrusted to other associates (Byrne, 1993). 

¶ Technological. Virtual organisations are completely dependent on technology as they 

are entirely internet-based. It is more than necessary for the individuals involved in a 

partnership to possess similar technological tools to its associates. Security and data 

protection also constitute a significant challenge as all the information regarding 

virtual organisations are transmitted and gathered digitally (Lee, 2013). A continuous 

control and evaluation of the technology utilized should be done by virtual 

organisations in order to prevent being outdated and losing opportunities.  

¶ Economical. Virtual organisation involves considerable costs due to high reliance on 

technology as well as the performance and availability requirements of the 

organisation in addition to that between the setup and equipment costs and the 

maintenance costs, the bill can escalate quickly. It also constitutes a challenge to 

measure, evaluate and track the work done within the different departments in the 

virtual infrastructure. This might lead to partners missing deadlines, the necessity to 

rework and therefore a loss of efficiency and profit (Lee, 2013) 

Taking these factors into consideration, the benefits of VO for both the organisation as well 

as the employee can be seen or experienced in terms of the organisationôs ability to compete 

and accordingly maintain their competitive advantage within the market place.  

 

2.3.3.2. VOsô Organisation and Working  

Virtual organisations come in many shapes and sizes and there is no typical structure that 

defines a VO; each VO is a unique construct 

From the research of Stough, Eom & Buckenmyer (2000) the following characteristics of a 

virtual team are defined: 
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¶ Transcendence. Virtual teams can transcend time, distance, organisation, size and 

technologies because telecommunications technology can allow team members to 

communicate with one another via computer conferencing systems, Internet-based 

virtual meeting systems and electronic meeting systems. 

¶  Infinity. Virtual teams can have an infinite number of participants. Network 

technology and groupware enable the participants from anywhere in the world to 

share information in a data server. Infinity enables virtual organisations to effectively 

mobilize a large number of employees to assemble virtual teams.  

¶ Anonymity. A virtual team enables its members to keep their participation anonymous. 

It can be designed to conceal the identities of those involved in the virtual team and 

even to conceal the existence of the team itself. These characteristics can significantly 

reduce the limitations and the problems of the traditional team. A traditional team 

may be more vulnerable to security problems, as it is often based on face-to-face 

meetings. 

Although members of VOs connect and interact virtually and are not co-located, the success 

of VOs is in the shared determination and interdependent business processes that are 

designed to achieve shared business objectives. Thus it is important that VOs create a 

common value chain among the distinct entities of the VO (Benjamin & Wigand, 1995; 

Rayport & Sviokla, 1995), as well as the business processes supported by distributed 

information technology. Employees within VOs allow for more independency working, 

where individuals can work in a manner that is satisfactory to them. Therefore, the degree of 

dissatisfaction and stress or even pressure experienced in conventional organisations can be 

far less in VOs.  

 

In summary, virtual Organisations (VO) offer great advantages in terms of flexibility if 

successfully applied. The collapse of VOs can be enormous if consideration is not given to 

the reality of the environment, time, conditions and circumstances in which organisations 

operate.  

2.3.3.3. VO in the Context of Risk Management  

 

The integrated and coordinated approach towards knowledge, technology and relationship 

management is essential to VOs (Walters, 2000). Virtual organisations are in most instances 
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good at identifying their own core competencies, deciding where in the value-chain these are 

to be most cost-effectively deployed, and complementing these with partnership 

opportunities, which is regarded as being one of the key success factors. From a process 

perspective, to ensure continuous efficiency and delivery the VOs are required to 

continuously consider business processes that will enhance their level of efficiency.  

 

From an organisational structure and design perspective, despite the advantages for VO (both 

organisation and employee), it can be quite challenging to those familiar with a conventional 

work group to lead as a virtual organisation. Thus, large risks are associated with the 

challenge of working virtually as this new organisational structure implies several issues. 

Considering the reliance this type of organisation has on technology, this perception may be 

that challenges only come from the technology management. As much as information 

technology offers an efficient and largely beneficial platform, when looking at virtual 

organisations the following critical success factors need to be considered (Vakola & Wilson, 

2004): 

¶ Time and location - where the key characteristics of a virtual organisation rely on the 

concept of anytime, anyplace and anywhere;  

¶ Levels of involvement - where the company may be working entirely on a virtual 

basis, depicting a high degree of involvement; and  

¶ Technological advances - where new technology developments such as wireless, 

internet and multi-media applications, groupware, intelligent software agents and 

database systems, create new and flexible ways of working as well as a high level of 

information sharing.  

VO's may be characterized by several of the same factors that determine a traditional 

organisation's risk profile but due to the inherent nature of VO, the risk management 

processes applied in such an environment need to be dynamic so as to cater for how it is 

structured.  

VO's are distributed, networked organisations with fluid and shared business processes, so 

risk in the VO can migrate between organisational members, making risk identification and 

mitigation difficult (Grabowski & Roberts, 2006). How risk management processes are 

implemented within a VO may therefore be fundamentally different from a traditional 

organisation, requiring a much more dynamic risk management approach. Risk management 

https://en.wikipedia.org/wiki/Technology_management
https://en.wikipedia.org/wiki/Information_technology
https://en.wikipedia.org/wiki/Computing_platform
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in VOs should therefore take into consideration the characteristics focused on the nature of 

VOs as well as their functioning, these being the geographical distribution, organisational 

structuring and design, the communication processes, trust and the organisational culture.  

 

2.3.4. Exponential Organisations (ExO) 

2.3.4.1. Exponential Organisationsô (ExO) Make-up 

 

In todayôs new world, an organisationôs size, age, reputation or current sales may not be 

determining factors as to whether an organisation will continue to exist. Exponential 

organisation (ExO) exists, creating an environment where one can build organisations that are 

sufficiently scalable, fast-moving and smart, enjoying the success of exponential growth and 

success to a degree that has never existed before or even considered as being possible, 

especially when considering the minimal resources and time that are at the disposal of the 

organisation (Ismail, Malone, & van Geest, 2014). 

 

We have now entered an era wherein start-up organisations are being developed which, 

within short periods, grow and become large organisations, growing and moving at light 

speed and attracting a large share of the market. Conventional organisations, having been in 

existence for many decades, struggle with the fast growth and dynamic nature of these light 

speed organisations and many, not having transitioned into an ExO are now be faced with the 

challenge of maintaining their competitive advantage. Start-up organisations are now 

capturing the market and have become recognisable competition to larger more traditional 

organisations. The lifespan of organisations is now becoming shorter and the large traditional 

organisations are now forced to compete with the upcoming start-up organisations that do not 

have the legacy issues that they are experiencing. This therefore poses a challenge to the 

larger and more traditional organisations in that they are now forced to move into a 

transformational space, transforming to become more agile, flexible and responsive to change 

like exponential organisations. 

 

A new breed of organisations has now emerged, harnessing the power of exponential 

technologies, from groupware and data mining to synthetic biology and robotics (Ismail, 

Malone, & van Geest, 2014).The success of these ExOs is associated with the level of 

productivity and the speed at which they respond to market needs, as the market needs or 
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requirements have increased from what they were previously. Human productivity steered by 

good human resource practices has been identified as essential to business performance 

(Bhalla & Giri, 2014) and performance by employees has always been  essential to business 

performance (Huselid, Academy, & Jun, 1995). Now the productivity of organisations is not 

determined by the number of people and the time they spend on delivering a task, it is more 

about the type of technology used as well as the capital expense deployed by the organisation.  

 

To grow exponentially and span across the globe, twice the output is required to access and 

reach global markets as well as to potentially dominate the industry or sector in which an 

organisation operates. With that said, conventional organisations are often too internally 

focused and have often lost touch and are probably not as finely tuned to spot rapidly 

approaching technological or competitive threat.  

 

ExOs extend themselves outside their organisational boundaries by leveraging or accessing 

people, assets and platforms to maximize flexibility, speed, agility and learning. These 

organisations are extremely robust, precise and properly tuned to process all the inputs and as 

a result produce exponential outputs. With that said ExOs have distinctly different internal 

operations, encompassing everything from their business philosophies to how employees 

interact with one another, how they measure their performance, and even their attitudes 

toward risk (Ismail, Malone, & van Geest, 2014).  

 

The internal operations of an ExO are supported by various processes and activities  (Ismail, 

Malone, & van Geest, 2014): 

¶ Interfaces that are used to filter and match processes by which ExOs bridge external 

factors. In many cases these processes start out manual and gradually become 

automated around the edges. As these processes evolve and become more powerful, 

they feed into the organisationôs dashboard using data as a key source; 

¶ Dashboards. Given the huge amounts of data from customers and employees, ExOs 

need to measure and manage the organisation, real-time by using adaptable 

dashboards with all essential company and employee metrics and making it accessible 

to everyone in the organisation. 

¶ Using Lean principles to develop and implement product. 
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¶ Autonomy. This is described by self-organizing, multi-disciplinary teams operating 

with decentralized authority. The company hires talented, innovative self-starters who 

decide which projects they wish to join. Employees are also encouraged to start new 

projects, so long as they fit the companyôs MTP (Ismail, Malone, & Geest, 2014); and 

¶ Creating a work place that caters for digitization.  

In a conventional organisation, strategies are drafted and defined for a period of three to five 

years but in an ExO such conduct is frowned-upon and is even said to be a suicidal practice 

for an ExO. This is because it is believed that long-term strategies may simply send the 

organisation hurtling in the wrong direction. These strategies at times may present an 

inaccurate picture of what lies ahead, even if it is in the right direction (Ismail, Malone, & 

van Geest, 2014).  

Ismail (2014) states that an ExO is one whose impact (or output) is disproportionally large, at 

least 10x larger compared to its peers because of the use of new resources and capabilities. 

ExOs are built upon information technologies that take what was once physical in nature and 

dematerialize it into the digital, based on world-wide demand. 

 

2.3.4.2. Exponential vs. Linear in the Context of Risk Management: 

 

Regardless of how the landscape of organisations is changing in terms of form, structure, 

management and communication, many organisations today still manage and measure 

themselves on a linear scale. That is in terms of the amount of work it takes to complete a 

task and the resources required; yet the advancement of technology and accessibility of such 

technology changes this line through automation, mass production, robotics and even 

virtualization. This therefore means that traditional or conventional ways of building products 

or developing solutions have fundamentally changed and are not in adherence to the linear 

measures used. The unfortunate aspect of the linear measure is that it is still widely used, 

particularly by the much established and mature organisations yet it has long been abandoned 

in the world as new technologies have advanced (Burnes, 2017) .  

The challenge that exists today when considering organisation agility is that organisations are 

viewed as non-linear systems, which then presents a problem regarding predictability 

(Millett, 1998). Linear processes are seen and used across large organisations yet external 

factors influencing organisations such as technology and market indicators are not on a linear, 
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more predictable path (Burnes, 2017). Organisations do not achieve success though because 

of their ability to predict and create planned strategies. They achieve success because of their 

ability to constantly realign with the environment (Millett, 1998). The linear process remains 

pervasive across the world economy; in software development processes the waterfall 

approach is considered to be linear while new development methods like Agile Software 

Development (ASD) have emerged and collapsed some of the steps. Many organisations are 

now adopting agile methodologies in organisations that still manage and measure using linear 

methods. Products developed using ASD are still released and deployed in a linear manner 

therefore linear product development remains the predominant way in which solutions are 

introduced to the market.  

 

If organisations are complex systems, management and change take on a new dimension 

suggesting that, while it might be fruitful to see organisations as non-linear systems, to do so 

will require a fundamental shift in the role of management (Burnes, 2017). The challenge is 

mainly that because organisations think linearly, their operations are linear, and their 

performance and success measures are still linear. Most organisations see the world through a 

linear lens, which then means that when presented with an opportunity the approach followed 

to exploit these opportunities is linear so organisations tend to easily forfeit their competitive 

positioning (Ismail, Malone, & Geest, 2014) (Olmedo, 2010). In instances where these 

opportunities were exploited, they are measured in a linear manner. This may be the reason 

why organisations that are not exponential in nature are overtaken by the burgeoning 

dynamic organisations which are disruptive in nature. On the opposite spectrum exist 

conventional organisations that are linear and rarely disrupt their own products or services let 

alone the sector, industry or market because they do not have the tools, the attitude or the 

perspective to do so (Ismail, Malone, & Geest, 2014). 

 

Looking at technology in terms of advancement and use, it has had a major impact on 

organisations and has introduced enormous disruption in the business world. The changes in 

the world as well as how organisations should be designed or structured or even the level of 

growth to be expected is rapidly becoming obsolete. Consequently organisations need to 

continuously refresh their knowledge and use of technologies as well as their organisational 

capabilities. Understanding an organisationôs landscape is now becoming a very challenging 

task. What has always made traditional companies highly efficient at expansion and growth is 

that as long as market conditions remain unchanged, they had an opportunity to plan for the 
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future over a longer time. In the same breath this has made these organisations extremely 

vulnerable to disruption. Today the key issue is that we live in an exponential world, which 

means that whatever understanding one may have had or still has of the world and how it 

operates has fundamentally changed (Ismail, Malone, & van Geest, 2014).  

 

From a risk perspective, this shift will, of course, be quite challenging in terms of risk 

management as risk management has always followed a more linear approach to the 

identification, assessing, managing and monitoring of risks (Boehm & Turner, 2005). 

Providing drawn-out projections of emerging risks within 18-24 months, tracking current 

risks and planning the improvement of the current controlled environment of an extended 

period of time adds to these challenges.  

 

2.3.5. Organisational Structure Summary 

 

In the 21st century, fewer traditional organisational forms began to emerge. Mabey, Salaman 

& Storey (2001) write of the emergence of a new paradigm for organisational form which 

seeks to replace the rigid and cumbersome nature of traditional form. Ashkenas (1995) 

presents the change in paradigm for organisational success, summarising the success factors 

of both old and new organisational designs as described by Ashkenas, this is depicted in 

Table 2-3.  

 

Table 2-3: Design principles for Organisational Success (Ashkenas, 1995) 

Old success factors New success factors 

Size Speed 

Role clarity Flexibility 

Specialisation Integration 

Control Innovation 

 

This therefore means that organisations designed and focused more on size, role clarity, 

specialisation and level of control (Ashkenas, 1995) are increasingly incapable of thriving or 

even surviving in the new world. The design of the organisations not only impacted the way 

in which reporting and management is done within an organisation but has had a fundamental 
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impact on the ways of work across an organisation, which in turn may have a direct impact 

on the success of the organisation.  

 

The development of new technology influenced the design of early business and the way they 

were expected to function (McMillan, 2002). This is still true in todayôs times as the 

advancement in technology is shifting the way in which organisations operate within 

themselves as well as with their external environment. The shift in organisational design 

principles from old to new recognises speed, flexibility, integration and innovation as key 

success factors, all characteristics of responsive organisations These should be designed to 

thrive in less predictable environments; by balancing profit with purpose, hierarchies with 

networks, control with empowerment, planning with experimentation and privacy with 

transparency. Creating non-linear structures would be in support of non-hierarchical 

principles and assure the attainment of new success (McMillan, 2002). 
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Table 2-4 summarizes the organisational structures discussed in this section providing the definition of these organisations along with the 

success factors identified by Ashkenas (1995) for new organisational designs.  

 

Table 2-4. Summary of organisational structures  

Organisatio

nal 

Structures  

Reference Definition Nature of 

organisations   

Organisational Principles for Success 

(Ashkenas, 1995) 

Linear vs. non-linear 

systems (Millett, 

1998) 

Innovation Flexibility  Integratio

n 

Speed  

Traditional / 

Conventional  

(Mabey,  

Salaman, & 

Storey, 2001) 

Traditional organisation with a 

structure that has a leader and 

multiple layers of subordinates 

or divisions 

Linear     

Agile  (Fowler & 

Highsmith, 

2001) 

Agile organisation that is quick 

in responding to changes in the 

marketplace or environment as 

well as the emergence of new 

competitors 

Non-linear X X X X 

Virtual (Pedersen & 

Nagengast, 

2008)  

Virtual organisation with virtual 

teams that is located throughout 

the country or the world 

requiring information technology 

to support their work and 

communication. 

Non-Linear X X X X 

Exponential  (Ismail, 

Malone, & van 

Geest, 2014) 

Exponential organisation that 

has a larger growth (at least 10 

times larger) compared to its 

peers because of they make use 

of new organisational techniques 

that leverage exponential 

technologies. 

Non-Linear X X X X 
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2.4. Organisational Agility   

2.4.1. The Concept of agility 

 

Agility is a complex concept and has been analysed across economics, strategic management, 

operations management and information technology/information systems disciplines, 

building from the literature on flexibility in economics (Seethamraju, 2006). The concept was 

initially developed by a group of researchers  in order to describe the practices that should be 

observed and considered as vital aspects of the manufacturing process (Nagel & Dove, 1991). 

These authors argued that organisations must adapt to the changing business environment and 

needs such as speed, flexibility, responsiveness and infrastructure with a manufacturing 

system that is capable of quickly shifting among product models and/or between product 

lines (Seethamraju, 2006).  

 

The concept of adapting to unforeseen changes has led to the evolution of one of the latest 

concepts in business strategies and is referred to as the concept of agility (Ganguly et al., 

2009). Agility has become a key business driver for all organisations is and a crucial factor in 

an organisationôs ability to survive and thrive in uncertain and turbulent markets (Dove, 

2001). The term óagileô is commonly used to describe organisations that are able to adapt to 

and perform well in rapidly changing environments (Dove, 2001). In a similar way Teece and 

others (2016) refer to agility as the capacity of an organisation to efficiently and effectively 

redeploy or redirect its resources so as to create and protect its organisational value.  

 

Taking a strategic management perspective, researchers (Sambamurthy, Bharadwaj, & 

Grover, 2003) defined business agility as the capability of firms to manage their internal 

operations and interactions with their ecosystems of external partners and networks. They 

identified three types of agility; namely, customer agility, partnership agility and operational 

agility. Customer and partnership agility deal with the agility of the firm in managing 

relationships with customers and partners while operational agility is defined as the ability of 

the firm to redesign existing processes rapidly and to create new processes in a timely fashion 

in order to be able to take advantage of dynamic market conditions. Agility  therefore also 

builds upon other concepts in management theory that pertain to firm success in turbulent 

environments, including dynamic capabilities (Teece, Pisano, & Shuen, 1997).  
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2.4.2. Dynamic Capabilities and Agility  

 

Faced with an ever-changing marketplace, organisations are required to act fast, creating 

organisational agility that allows for the implementation of solutions in a quick and iterative 

manner yet still applying solid foundation that safeguards the organisation from recklessness. 

In todayôs competitive environment is it more effective for an organisation to be accepting of 

and positively responding to change than attempting to prevent it. The environment under 

which organisations function is so volatile that each organisation should have the capability 

to plan for a disaster or unpredictable events than to remain stagnant in existing practices 

(Fowler & Highsmith, 2001). Organisations across sectors are striving for agility to penetrate 

their markets faster with products and solutions that are innovative and responsive to market 

demands (Ellonen, Wikström, & Jantunen, 2009). To achieve agility, organisations need to be 

able to transform themselves particularly when working in uncertainty while learning and 

adjusting needs to become a capability set that an organisation possesses (Teece et al., 2016). 

This therefore makes it imperative for organisations to develop and maintain mechanisms that 

will allow them to be more responsive yet be in a position to proactively and timeously 

identify risks that may impact on the organisationôs goals.  

 

2.4.2.1. The Dynamic Capabilities Framework (DCF): 

 

In a fast-moving business environment open to global competition, organisations with a 

competitive advantage have been organisations that demonstrate timely responsiveness, 

flexible product innovation (Ellonen et al., 2009), along with the management capability to 

effectively coordinate and redeploy internal and external competencies (Teece & Pisano, 

1994). This source of competitive advantage is referred to by Teece (1994) as ódynamic 

capabilitiesô. It emphasizes two aspects: firstly, the shifting character of the environment and 

secondly, the key role of strategic management in appropriately adapting, integrating, and re-

configuring internal and external organisational skills, resources, and functional 

competencies towards the changing environment. The dynamic capabilities approach 

provides a framework that highlights organisational and strategic competencies that can be 

used by the organisation to create competitive positioning that can be developed into a long 

term competitive advantage (Teece, 2007). The dynamic capabilities (Figure 2-7) can be 

separated into three main components of capabilities;  namely, (1) to sense and shape 
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opportunities and threats, (2) to seize opportunities and (3) to maintain competitiveness 

through enhancing, combining, protecting, and, when necessary, reconfiguring the business 

enterpriseôs intangible and tangible assets (Teece, 2007).  
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Figure 2-7:  Foundations of dynamic capabilities and business performance (Teece, 2007) 
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The dynamic capabilities framework aims to explain the sources of enterprise-level 

competitive advantage over time, allowing the organisations to compete in perfectly 

competitive markets. The element of dynamic capabilities that involves shaping (and not just 

adapting to) the environment is dynamic in nature, these being the ability to sense 

opportunities, seize opportunities and manage threats and transformation discussed in the 

next sections (Teece, 2007).  

 

¶ Sensing (and shaping) opportunities and threats (figure 2-8): 

To identify and shape opportunities, organisations must constantly scan, search, and explore 

across technologies and markets. This activity involves investing in research activity and 

analysing customer needs as well as current technological possibilities. In order to build 

sensing capabilities, organisations need to understand the hidden demand, the structural 

evolution of industries and markets, and supplier and competitor responses. Opportunities 

emerge for all organisations therefore organisations must have the capability to interpret new 

events and developments, know which technologies to pursue, and which market segments to 

target. 

 

 

 

Figure 2-8: Elements for ósensingô market and technology opportunities (Teece, 2007) 
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¶ Seizing opportunities (figure 2-9): 

Once a new technological or market opportunity is sensed, it can be exploited through new 

products, processes, or services. This may require the organisation to invest in product 

development, innovative activities as well as commercialization activity that will introduce 

the new product or service to the market.  

 

 

Figure 2-9: Elements for óseizingô market and technology opportunities(Teece, 2007)  

 

¶ Managing threats and reconfiguration (figure 2-10): 

A key to sustaining profitable growth is the ability to recombine and to reconfigure assets and 

organisational structures as the enterprise grows, and as markets and technologies change. 

Reconfiguration is needed to maintain evolutionary fitness and, if necessary, to try and 

escape unfavourable path dependencies. In summary, continuous reconfiguration results in 

operational efficiency which can then result in organisational success. 
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Figure 2-10: Elements of ómanaging threats and reconfiguringô (Teece, 2007) 

 

2.4.3. Responsive Organisation - Organisational Agility and Dynamic Capabilities 

 

For organisations to thrive in an uncertain business world, they are required to quickly adapt 

to changes by possessing dynamic capabilities such as sensing, seizing, threat management 

and reconfiguration. Organisations are discovering that the best ways of doing this are by 

aggressively reshaping the culture of the organisation and business practices to cater for 

(Sarah et al., 2012): 

¶ More collaborative and robust risk management; 

¶ Increased use of iterative practices;  

¶ Rigorous change management to better adapt to changing market conditions (Sarah et 

al., 2012) 

To aggressively reshape themselves, organisations need to have the agility attributes to do so. 

As defined by Yusuf (1999), agility is an organisationôs ability to thrive in an environment of 

continuous and often unanticipated changes (Yusuf et al., 1999). Therefore culture and 

organisational structures that provide for flexibility are needed in an environment that is 

continuously changing (Burba, 2015).Table 2-5 summarizes the various definitions of agility 

along with the essential characteristics embedded within those definitions. This summary has 

been adopted from Ganguly and others(2009), looking at the agility definitions and essential 

characteristics when defining organisational agility. 
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Table 2-5. Summary of the various definitions of agility, adapted from Ganguly and others (2009) 

Reference Definition Speed / 

Time 

Cost Responsiveness Flexibility  Quality  Customer 

needs 

(Goldman, 

Nagel, & Preiss, 

1995) 

Capability of an organisation to operate profitably in 

an competitive environment comprised of continually 

changing customer habits 

  X X  X 

(Kumar & 

Motwani, 1995) 

Ability to accelerate the activities on critical path and 

étime-based competitiveness 

X  X   X 

(Fliedner & 

Vokurka, 1997) 

Ability to market successfully low-cost, high- 

quality products with short lead times and in varying 

volumes that provide enhanced value to customers 

through customization 

X X   X X 

(Yusuf et al., 

1999) 

A successful exploration of competitive bases (speed, 

flexibility, innovation proactivity, quality and 

profitability) through the integration of reconfigurable 

resources and knowledge management to provide 

customer driven products and services in a fast 

changing market environment 

X X X X X X 

(Dove, 1999, 

2001) 

Ability of an organisation to respond efficiently and 

effectively to both proactive and reactive needs and 

opportunities on the face of an unpredictable and 

uncertain environment 

X X X X X X 

(Menor, Roth, & 

Mason, 2001) 

óóThe ability of a firm to excel simultaneously on 

operations capabilities of quality, delivery, flexibility 

and cost in a coordinated fashionôô 

X X  X X  

(Sambamurthy et 

al., 2003) 

Ability of a firm to redesign their existing processes 

rapidly and create new processes in a timely fashion 

in order to be able to take advantage and thrive of the 

unpredictable and highly dynamic market conditions 

X  X X  X 

(Raschke, David, 

David, & Carey, 

2005) 

óóAbility of a firm to dynamically modify and/ or 

reconfigure individual business processes to 

accommodate required and potential needs of the 

firmô 

X  X X  X 

(Ashrafi et al., 

2005) 

óóAn organisationôs ability to sense environmental 

changes and respond effectively and efficiently to that 

changeôô 

X  X   X 
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While most of these definitions of agility cover the essential characteristics of time, flexibility 

of the system and responsiveness, the definitions by Yusuf et al. (1999) and Dove (1999, 

2001) take into account all the essential attributes of agility . 

 

Most of the definitions in table 2-5 have speed, responsiveness and customer need as 

essential agility attributes. In the work done by Overby (2006), the sensing dynamic 

capability and responsive agility attributes are presented in a quadrant framework (fig. 2-11), 

exploring the different combinations of sensing and responding capabilities that organisations 

may possess. 

 

Figure 2-11: Framework of different combinations of sensing and responding capabilities 

(Overby et al., 2006) 

 

Quadrant I  - high sensing, high responding. Organisations in this quadrant have high 

sensing and high responsive capabilities. The sensing capabilities are supported by R&D, 

market intelligence while IT, legal, and government relations activities and the strong 
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responding capabilities are supported by product development, systems development, and 

resource utilization skills. Exponential organisations, virtual organisations and agile 

organisations are an example of such organisations (Overby et al., 2006).  

 

Quadrant II  - high sensing, low responding. Organisations in this quadrant might be able 

to sense environmental change relevant to their business, thus possessing high sensing 

capabilities but fail to respond to it in an agile manner (low responding). Most traditional 

organisations are examples of such organisations. Where unnecessary bureaucracy may slow 

down strategic decisions, too specialized roles may slow decision making at an operational 

level (Nerur et al., 2005). Over analysis - óanalysis paralyses - may slow down the strategic 

decision making process, causing organisations to fail to act on emerging opportunities. Risk 

aversion may also cause firms to pass on an opportunity even when responding to it would be 

beneficial. Lastly, poorly integrated processes may slow down product development and 

systems development activities, causing organisations to miss opportunities (Overby et al., 

2006).  

 

Quadrant III  - low sensing, high responding. Organisations in this quadrant have strong 

responding capabilities (high responding) but are unable to sense the correct opportunities to 

pursue (low sensing). This is seen in many traditional organisations, where this lack of a 

sensing capability is due to several factors. These may include poor information flow within 

the organisation, data quality, and non-integrated systems. In addition to that the over-

reliance on outsourced providers in areas such as IT, legal, auditing, R&D, government 

relations or market intelligence makes it difficult for the organisations to build the right 

sensing capabilities so as to respond to environmental change. In addition, poor or absent 

dynamic risk management capabilities may assist in their decision making processes.  

 

Quadrant IV  - low sensing, low responding. Organisations in this quadrant lack not only 

the ability to sense environmental change but also the ability to respond readily. The 

deficiencies related to sensing and responding discussed with respect to quadrants II and III 

apply to quadrant IV. An example of such an organisation is Kodak, which declared 

bankruptcy in 2012 after having invented and then rejected the digital camera. At the same 

time that Kodak was closing its doors, the startup Instagram (three years in business) and 

with just thirteen employees was bought by Facebook for $1 billion. Ironically, this happened 
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while Kodak still owned the patent for digital photography (Ismail, Malone, & van Geest, 

2014). 

With respect to the definitions of organisational agility in combination with what has been 

defined by Overby (2006), responsive organisations can be referred to as organisations falling 

within quadrant I and II possessing high response capabilities. These high response 

capabilities allow these organisations to seize opportunities within the environment in which 

they operate. Traditional organisations can be placed in quadrants III and IV with low 

response capabilities, which can be seen in the inability to maintain market share and to 

penetrate emerging markets.  

 

The ability to respond to changes within the environment as a responsive organisation, 

requires an organisation to be able to sense, seize and manage threats and 

opportunities(Teece, 2007). This therefore means that responsive organisations need to sense, 

seize and manage threats and opportunities, having well-defined dynamic capabilities and 

agility attributes in other functions of the organisations such as risk management. This will 

allow an organisation to timeously sense and respond to opportunities and threats as the 

environment changes(Teece et al., 2016).  

 

Risk management principles, frameworks and process are implemented in an organisation as 

part of the decision making processes both in managing threats and exploiting opportunities 

(ISO, 2009). Organisations with a highly developed culture of agility are more able to quickly 

respond to market conditions, be it threats or opportunities (Burba, 2015). With that said due 

to organisational environment change and uncertainty, organisations must identify risks 

sooner, adapt to change quickly in order to deliver value products, solutions and services to 

their market. To make the most of risk management efforts and to benefit from this practice, 

responsive organisations need to ensure that their risk management practice has well defined 

dynamic capabilities (sense, seize, manage and transform) that will allow the organisation to 

identify, analyze and measure risks as well as identify emerging opportunities (Nair et al., 

2013). 
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2.5. Challenges of the Risk Management Process Considering Responsive Organisations  

 

2.5.1. Risk Assessment 

 

Risk management is fundamental to doing business especially considering the dynamic 

nature of the environment in which the organisation exists (Walczak, Kuchta, & 

Development, 2013). Effective risk management prevents the likelihood that undesirable 

problems may occur, or it decreases the severity of their consequences (impact), should they 

occur.  

 

Key to risk management is the risk measures that are used to assess the risk exposure. Risk 

management has traditionally been performed by understanding the organisationôs risk 

exposure through risk measures (impact and likelihood) and determining the negative effect 

(consequences) if a risk is not evaluated or monitored in terms of its risk exposure (Figure 2-

11). Hussey (1978) describes the matrix as a two-dimensional aid to decision making and 

Cook (2008) described the matrix as a tool or technique that can be used for assigning a level 

of risk to the outcomes of an event. The risk matrix is designed as a 5X5 matrix with 

likelihood (vertical positions on matrix) and impact ( horizontal positions on matrix) (Julian, 

2011).  

 

With that said certain aspects of the risk management standards have been criticised for not 

having an improved method for calculating risks (using impact and likelihood as a risk 

measure). The twin pillars of risk management defined as probability and impact look at what 

the odds are of an event happening as well as the damage or the benefit it would deliver if it 

were to happen. This measure is a two-dimensional analysis (impact and likelihood) and is 

derived within a risk matrix (Davis & Lukomnik, 2010). Based on the many criticisms of the 

risk measures, risk-management practitioners and experts have come to question the 

completeness of the two-dimensional measure being used, recommending the consideration 

of ñrisk velocityò thus having a three-dimensional measure to ascertain risk (Davis & 

Lukomnik, 2010).  

Agility has become a key business driver for all organisations  and is a crucial factor for an 

organisationôs ability to survive and thrive in uncertain and turbulent markets (Dove, 2001). 

The term óagileô is commonly used to describe organisations that are able to adapt to and 
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perform well in rapidly changing environments (Dove, 2001). In a similar way Teece and 

others (2016) refer to agility as the capacity of an organisation to efficiently and effectively 

redeploy or redirect its resources so as to create and protect its organisational value. From a 

risk management perspective, Davis & Lukomnik (2010) define risk velocity as how quickly 

an organisation responds from the initial identification of a risk to the point when it 

materializes. The statement that the effectiveness of risk management is dependent on both 

agility and resiliency can be expressed as a simple formula:  

ü Agility =  Speed of response /Risk velocity 

And similarly resiliency can be expressed as: 

ü Resiliency = Resource appropriately deployed / Potential Risk Impact 

Therefore, risk management would be the product of both agility and capability, expressed 

as: 

ü  Risk Management effectiveness = Agility X Resiliency (Davis & Lukomnik, 2010) 

The speed at which an organisation can respond to the impact possibly introduced by a risk 

using available resources would therefore determine risk velocity. This would be defined as 

the third dimension to consider as a measure of risk hence including impact, likelihood and 

velocity.  

Risks have positive effects (opportunity) as well as negative effects (consequences). Positive 

effects are opportunities within the organisation, manifesting in many forms such as 

operational issues (the need to cater for customer demands) as well as strategic issues 

(implementing initiatives that would grow the business segment, maintaining its competitive 

advantage). With that said, understanding an organisationôs risk profile is essential because 

the consequences of a risk can impact the organisationôs economic performance, professional 

reputation as well as its regulatory and legal stand point. So the rate at which a risk can 

manifest and the impact that it may have, can be seen as a measure that needs to be 

considered when measuring risk (Davis & Lukomnik, 2010). Risk management is not only 

about the identification of risk but risk management should ensure that the organisation has 

an appropriate response to risks which impact the organisation and avoids inappropriate risk 

actions that may result in ineffective and inefficient risk response. 
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2.5.2. Risk Culture 

 

Building the risk culture of an organisation is often overlooked and regarded as creating risk 

awareness. This is more likely to make employees of the organisation more risk averse, 

which is not the appropriate risk posture for an organisation (Shinkman & Herd, 2014). How 

risk is managed, perceived and treated is largely a cultural aspect within an organisation 

What organisations should be striving for is getting each person within the organisation 

thinking as a risk manager, driving a culture of appropriate risk taking (Shinkman & Herd, 

2014).  

An organisationôs risk appetite is accessed by the organisationôs attitude towards risk as well 

as its risk tolerance levels. The organisationôs risk appetite informs the level of change and 

innovation which an organisation is willing to take on and inherently, in an agile 

organisation, risk attitude may be defined as risk seeking, being comfortable with inherent 

variability or uncertainty and desiring an increase in risk exposure where appropriately 

priced. The risk tolerance of an agile organisation would therefore inherently be defined as 

being moderate, risk tolerance expressing the level of exposure to each risk type that the 

organisation is prepared to tolerate (i.e. retain), net of risk management processes, procedures 

and strategies. 

Perception of risk (good or bad) determines how much risk (positive risk - opportunity) an 

organisation is willing to take. In addition to that the culture of the organisation may also set 

the tone for the level of risk that is willing to undertaken.  

 

2.5.3. Dynamic Capabilities in Risk Management  

 

The risk fraternityôs ability to continuously evolve and transform itself is one of its most 

critical capabilities in todayôs business environment. Risk management will need to change 

and adapt to the future to consistently provide the benefits outlined in the framework that has 

been adopted by the organisation. With the right focus by both the organisation and the risk 

fraternity, the benefits derived from risk management will support business performance and 

provide organisations with confidence in their ability to handle the uncertainties of the future. 

Several studies have noted that the ability to innovate and transform is vital for the ecosystem 
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in which we operate. This is even true of the risk community that exists within organisations 

that are now operating under dynamic, and rapid changing environmental and business 

conditions. Firstly, risk management has been defined as an integral part of the organisational 

process, contributing to the demonstrable achievement of objectives as well as the 

improvement of the organisationôs operations and process. In addition to that, risk 

management is also seen as a key part of decision making, helping decision makers to make 

informed decisions. Secondly, risk management principles should set out to describe what 

risk management activities should be and what they should achieve distinguishing between 

the characteristics of risk management and what it should be delivering. The risk 

management principles as defined (ISO, 2009) stipulate the need to be dynamic, iterative and 

responsive yet in the same breath define the risk management processes as being planned, 

systematic and methodical. This may imply that the principles of diversity, iteration and 

change are overshadowed by aspects that are defined as systematic, structured and timely. 

With these principles in mind, the risk management community may need to develop risk 

management principles that guide the process of risk management in the different kinds of 

organisations in which risk may exist. Thirdly, in todayôs economic landscape, organisations 

(virtual, traditional, agile, and digital) will continue to face volatility, complexity, and 

ambiguity. Risk management therefore has an important role to play regarding how an 

organisation manages and prospers through these times of uncertainty and in dynamic 

environments. Regardless of the type and size of the organisation, they are still impacted by 

change so the strategy adopted needs to be true to what the organisation wants to achieve. 

Risk management should therefore be aligned to the organisational strategy staying true to 

the organisationôs mission.  

Fourthly, risk management practices are planned, systematic and methodical. This poses the 

challenge of being able to timeously identify, respond and mitigate risks such that 

organisations operating in dynamic, rapidly changing and non-linear environments may reap 

the benefits of risk management. In dynamic environments risk management practices may 

be required to be dynamic, radical and innovative, proportionate to the level of risk 

management within the organisation. This may result in a disruption within the risk fraternity 

where the dynamic capabilities (sensing, seizing, manage and transform) of the risk practices 

are considered together with the agility attributes of the organisation. Considering the 

dynamic capabilities framework (DCF) risk management needs to:  
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¶ Sense. This involves building dynamic capabilities with risk management and being able 

to sense capabilities that are focused on new, improved developments or even radical 

facelifts of risk practices. These need to be embraced, as opposed to forcing an 

implementation of risk frameworks onto responsive organisations.  

¶ Seize. This involves being able to structure and design so as to seize opportunities 

through the possession of the means by which to address opportunities. It involves 

maintaining and improving the risk competency within a specific context then investing 

in technology and skills that will achieve industry or organisational acceptance.  

¶ Managing threats / transformation. This involves implementing risk management 

principles that inform continuous alignment (and realignment) with organisational 

operations and processes, and embedding this behaviour in risk management practices.  

 

Dynamic capabilities advocate that, in organisations of deep uncertainty such rapid economic 

changes, management must lead the organisation in sensing, seizing, and transforming the 

organisation, marrying the right risk management capabilities and tools with the 

organisationôs strategy and agility (Walczak et al., 2013). The dynamic capabilities 

framework can therefore help guide managers with respect to when and how to manage risks 

when operating in conditions of uncertainty. The framework can help in assembling the 

elements needed to decide when to invest in risk management tools that will allow for 

dynamic risk management, catering for the level of agility within the organisation (Walczak 

et al., 2013).  

2.5.4. Gap in Current Research: 

 

Risk management as a key tool in decision making should be aligned to the organisation with 

specific focus on the organisationôs processes, so as to assist in the active and effective 

management of risk across the business (ISO, 2009). 

The Committee of Sponsoring Organisations of the Treadway Commission (COSO) and the 

ISO31000 are well known risk frameworks that have been developed for the management of 

risks. COSO has gained much recognition and influence because of its link to the Sarbanes-

Oxley requirements for companies listed in the United States (Moody, 2011) and was updated 

in 2017 to the Enterprise Risk Management - Integrated Framework - COSO. These changes 

are said to address the need for organisations to improve their approach to managing risk so 
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as to meet the demands of an evolving business environment and it highlights the importance 

of considering risk in both the strategy-setting process and in driving performance. The 

framework is a set of principles organised into five components: governance and culture; 

strategy and objective-setting; performance; review and revision; and information, 

communication, and reporting. What is delivered through the adherence to these principles is 

the ability to provide management and the board with a reasonable expectation that the 

organisation understands and strives to manage the risks associated with its strategy and 

business objectives. What cannot be attained from using the COSO framework is the ability 

to assess the organisation dynamic risk management capabilities and attributes so as to ensure 

that the risk function and processes are continuously transforming and reconstructed to 

address the needs of a changing environment. 

 

ISO3100 is currently regarded as best practice for risk management frameworks and 

incorporates best practice from COSO (Fraser & Simkins, 2010). ISO3100 provides a generic 

guideline and it is not intended to impose uniformity of risk (Fraser & Simkins, 2010). The 

design and implementation of risk management is therefore dependent on the varying needs 

of a specific organisation, its particular objectives, context, structure, products, services, 

projects, the operational processes and specific practices employed (International Standards 

Organisation, 2018; ISO, 2009). ISO 31000 includes a detailed list of the suggested principles 

for risk management and has an open system model to fit multiple needs and context, 

therefore ISO 31000 can be used as a reference when developing a dynamic risk management 

framework. ISO 31000 as a best practice for risk management frameworks does not assess 

the dynamic capabilities and the agility attributes required for dynamic risk management. 

 

Despite the fact that risk management is of crucial importance for software project success, 

very few models have been found that explicitly integrate risk management with agile 

development processes. Nyfjord & Kajko-Mattsson (2008) developed an integrated model 

that would integrate agile and risk management, as these areas represent different types of 

processes. Based on the findings of the research done by Nyfjord & Kajko-Mattsson (2008) 

the integrated model can be used as a reference model by all organisations that have adopted 

an agile software development approach, in comparing their development approach with their 

risk management practice. The integrated model has been found by Nyfjord & Kajko-

Mattsson (2008) to have limited utility as it did not provide guidelines on how to actually 
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conduct agile risk management. As a result, Nyfjord & Kajko-Mattsson (2008) suggested that 

the integrated model should be extended with guidelines on how to conduct agile risk 

management. Based on the research results, Nyfjord & Kajko-Mattsson draw three main 

conclusions: (1) it is a valid solution for addressing the current lack of risk management in 

agile development, however only in certain projects and organisations, (2) the model needs to 

be further elaborated in terms of the guidance it provides, and (3) it needs be further 

investigated in terms of its applicability in practice. 

This research therefore has the objective to develop a framework with the elements that will 

guide an organisation to apply more dynamic risk management principles in a dynamic 

environment.  

 

2.6. Conclusion 

 

Risk management is an important decision making process within a business and has become 

an increasingly important business driver for strategic decisions. A successful risk 

management programme should be proportionate to the level of risk in the organisation in 

relation to the size, nature and complexity of the organisation. Organisations operating in 

todayôs dynamic and rapidly changing environment are designed to sense and anticipate 

business changes and reconfigure themselves for changes within the environment in which 

they operate. So organisations should align their risk management practices to the 

organisational structure, being responsive to changing circumstances and embedding them 

into routine activities. This approach will enable a risk management initiative to deliver 

outputs of increased organisational performance (Soltanizadeh et al., 2016) including 

compliance with applicable governance requirements, assurance to stakeholders regarding the 

management of risk and improved decision making. The outputs from successful risk 

management include compliance, assurance and enhanced decision making. Traditional risk 

management practices are planned, systematic and methodical, thus posing the challenge of 

being able to timeously identify, assess, evaluate, monitor and report risks. In dynamic 

environments risk management practices may be required to be dynamic, radical and 

innovative, proportionate to the level of risk management within the organisation. Dynamic 

capabilities (sensing, seizing, managing and transforming) can therefore assist in managing 

risks when operating in conditions of uncertainty.  
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Chapter 3: Research Methodology 

3.1. Introduction  

 

The purpose of this chapter is to provide the background to the philosophical stances of the 

research and present an overview of the research approach, the research strategy chosen, the 

main research question, the data collection and the analysis process for this research. The 

chapter concludes with an overview of how this research study was conducted and how the 

research design was applied with reference to both the online pilot and the survey. The last 

section of this chapter covers the ethics and anonymity of the study. 

A chapter overview is depicted in Figure 3-1, providing an outline of chapter 3. 
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Part 2: Theoretical Overview

Chapter 3: Research Methodology 

 Section 3.1.

 Introduction 

Section 3.2.

Philosophical Perspective  

Section 3.3.

Research Approach 

Section 3.4.

Research Strategy 
Section 3.5.1.: Research design

Section 3.5.2. : Research objective 

and main question  

Section 3.5.3.:Research paradigm

Section 3.5.4.:Research Strategy 

Section 3.5.

Research design and methodology applied in 

the study

Section 3.6.

Ethics and anonymity 

Section 3.7.

Conclusion 

Section 3.5.5. Data Collection and 

research partcipnats 

 

Figure 3-1: Overview of chapter 3  
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3.2. Philosophical Perspective  

 

Understanding and choosing a philosophy is an important step in planning and carrying out 

research. Choices of ontology, epistemology and axiology still influence the practice of 

research and need to be considered as this is the philosophical fabric on which the research is 

based (Saunders et al., 2012). Table 3-1 provides a summary of the ontological, 

epistemological and axiological worldview as well as methodological information and data 

collection in a post positivist, interpretivist, transformative and pragmatic context.  

¶ Ontological assumptions are concerned with the nature of reality. They relate to our 

perception of reality and how this influences our behaviour as people (Phillimore & 

Goodson, 2004);  

¶ Epistemology is the theory of knowledge and addresses facts by asking what the 

acceptable knowledge is; asking questions regarding what the justified true belief is. This 

philosophy is most commonly used in scientific research as it searches for facts and 

information that can be proved without doubt rather than changeable situations and 

opinions (Norris, 2005); and  

¶  Axiology allows researchers to understand and recognise the role their values and 

opinion play in research as opposed to eliminating or trying to balance its influence. 

Further to these assumptions, Creswell et al (2011) add methodological and data collection 

assumptions. Table 3.1 below summarises these assumptions. 
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 Table 3-1: Research paradigms and philosophical assumptions (Creswell et al., 2011) 

 Philosophical Assumption 

Ontology Epistemology Axiology Methodology  Data 

collection 

tool 

R
e

s
e

a
rc

h
 P

a
ra

d
ig

m 

Positivist/ 

Postpositivist 

Singular 

reality 

Rejects or fail 

to reject 

hypotheses 

Distant 

Impartial 

Objective  

Unbiased 

Objective  

Deductive 

Test prior 

theory 

Experiments 

Quasi-

experiments 

Test 

Scales 

Interpretivist/ 

Constructivist 

Multiple 

realities  

Illustrate 

different 

perspectives  

Close 

Subjective  

Observer 

Biased  

Contextual 

understandi

ng 

Inductive  

Build up  to 

pattern, 

theories and 

interpretations   

Interviews  

Observations  

Document 

reviews  

Visual data 

analysis 

Transformative Multifaceted 

Recognises 

power  

Collaborative  

Political 

Suspicious 

Builds trust  

Honour 

participant 

view point 

Based on 

human 

rights and 

social 

justice  

Contextual 

understandi

ng 

Advocacy 

Participatory 

Cyclical 

reviews of 

results   

Diverse 

range of 

tools  

Pragmatic Singular 

reality 

Multiple 

reality 

Test 

hypotheses 

Practical Biased  

Unbiased  

Combining 

(qualitative 

and 

quantitative ) 

Mix Methods  

Tools from 

positivist 

and 

interpretivist 

 

In consideration of Table 3-1, paradigm represents a set of shared assumptions or ways of 

thinking about some aspects of the world (Oates, 2007). It also informs the thought process 

behind how the research is to be conducted as well as how the knowledge is to be gained or 

created. Research, whether qualitative or quantitative, is based on assumptions about what 

constitutes valid research as well as the appropriate research methods to be applied. It is 

important to know what these research assumptions are in order to conduct research. Creswell 

(2007, 2009) categorised the research paradigms based on the underlying research ontology 

and epistemology, that is assumptions about knowledge and how it can be obtained. These 

are the categories of research paradigms namely :(1) positivist, (2) interpretive and (3) 

transformative and (4) pragmatic (Table 3-1) 

¶ Post-positivist (and positivist) paradigm. Positivism is sometimes referred to as scientific 

method or science research and reflects a deterministic philosophy where causes 
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probably determine effects or outcomes (Creswell et al., 2011). Post-positivists work 

from the assumption that any piece of research is influenced by a number of well-

developed theories (Cook & Campbell, 1979). Positivists and postpositivist research is 

most commonly aligned with quantitative methods of data collection and 

analysis(Mackenzie & Knipe, 2006). 

¶ Interpretivist/constructivist paradigm. The interpretivist/constructivist researcher tends to 

rely upon the research participantsô views of the study and recognises the impact their 

own background and experiences will have on the study (Creswell et al., 2011). 

Constructivists do not generally begin with a theory as do postpositivists. The researcher 

starts with the participantôs view  and builds ñupò to patterns, theories, and 

interpretations (Creswell et al., 2011). Quantitative data may be utilised in a way which 

supports or expands upon qualitative data.  

¶ Transformative paradigm. Transformative researchers are multi-faceted, and their views 

are based on different social and cultural positions. The researcher actively involves 

participants and is collaborative. They build trust and honour participantsô standpoints 

(Creswell et al., 2011).Transformative researchers may utilise qualitative and 

quantitative data collection and analysis methods in the same way as the 

interpretivist/constructive researcher. A mixed methods approach provides the 

transformative researcher structure for the development of portraits of the social world 

through the use of multiple perspectives and lenses.  

¶ Pragmatic Paradigm. Pragmatism is not committed to any one system of philosophy or 

reality (Creswell et al., 2011).  Pragmatist researchers test hypotheses and provide 

multiple perspectives. The researcher collects data by ñwhat worksò to address research 

questions focused on the 'what' and 'how' of the research problem. Mixed-methods 

researchers align themselves with the pragmatic (Creswell et al., 2011). It may be said, 

however, that mixed methods could be used with any paradigm. 

 

The research paradigm adopted contains important assumptions about the way in which the 

researcher will understand, conduct and investigate because it is the choice of paradigm that 

sets down the intent, motivation and expectations for the research (Mackenzie & Knipe, 

2006). That means that the philosophies adopted influence the practical considerations for the 

research being conducted as they provide guidance and structure. Selecting a paradigm as a 

first step within research is important because, should this not be done, there will be no basis 
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for the choices that may follow regarding methodology, methods, and the design of the 

research (Mackenzie & Knipe, 2006). The research paradigm and research question, 

determine which research data collection and analysis methods (qualitative/quantitative or 

mixed) will be most appropriate for a study. In this way researchers apply the data collection 

and analysis methods most appropriate for a particular research study. It is also possible for 

any and all paradigms to employ mixed methods rather than being restricted to any one 

method, however this may potentially diminish and unnecessarily limit the depth and richness 

of a research project (Mackenzie & Knipe, 2006).  

 

3.3. Research Approach 

 

Research can be defined as research designs that are plans for a research study, and they may 

include philosophical assumptions, strategies and research methods (Creswell, 2009). The 

type of research strategy adopted is not just informed by how the study will be conducted but 

also by the inquiry that will be undertaken in the study, the methods to be applied and the 

approach to be followed (Creswell, 2009). The various approaches of inquiry and methods 

are presented in table 3-2 for qualitative, quantitative and mixed methods.  

 

¶ Qualitative is a means of exploring and understanding the meaning individuals or 

groups ascribe to a social or human problem. The process of research involves: 

emerging questions and procedures, data typically collected in the participantôs 

setting, data analysis inductively building from particulars to general themes, and the 

researcher making interpretation of the meaning of collected data (Creswell, 2009).  

¶ Quantitative is a means of testing objective theories by examining the relationship 

among variables. These variables can be measured, typically on instruments, so that 

numbered data can be analysed using statistical procedures (Creswell, 2009). 

¶ Mixed Methods; with the development and perceptive legitimacy of both qualitative 

and quantitative research in the social and human science (Morgan, 2007). Mixed 

methods, employing the combination of qualitative and quantitative and has gained in 

popularity. The concept of mixing different methods originated in 1959 when 

Campbell and Fiske used multimethod to study validity of psychological traits 

(Johnson & Gray, 2018). They then encouraged others to employ their multimethod 
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matrix to examine multiple approaches to data collection (Bryman, 2011; Creswell, 

Shope, Clark, & Green, 2006; Johnson, Onwuegbuzie, & Turner, 2007; Tashakkori & 

Creswell, 2007). This prompted the mix of field methods, such as observation and 

interview (qualitative) with traditional surveys (quantitative), recognising that all 

methods have limitations. In the Sage Handbook of Mixed Methods in Social & 

Behavioural research (2018), it is stated that mixed methods is pluralistic; accepts 

multiple kinds of knowledge; views both order and change as an important part of 

reality and accepts that some domains are more lawful than others. Triangulation data 

source as a means of seeking convergence across qualitative and quantitative methods 

was born (Bryman, 2011). Triangulation is the use of more than one approach to 

investigate a research question in order to enhance confidence in the findings derived.  

 

Table 3-2 Qualitative, quantitative and mixed methods strategy of inquiry and methods, 

adopted from (Creswell, 2009) 

 

 Quantitative  Qualitative  Mixed Methods  

Strategy 

of inquiry 

Å Experimental design 

Å Non experimental 

design such as surveys 

Å Narrative research 

Å Phenomenology 

Å Ethnographies 

Å Ground theory studies 

Å Case Study 

Å Sequential 

Å Concurrent 

Å Transformative 

Methods Å Pre-determined  

Å Instrument based 

questions  

Å Performance data, 

attitude data, 

observational data and 

census data 

Å Statistical analysis 

Å Statistical 

interpretation 

Å Survey  

Å  Emerging methods  

Å Open-ended questions  

Å Interview data, 

observation data, 

documentation data and 

audio-visual data 

Å Text and image 

analysis 

Å Themes , pattern 

interpretation 

Å Focused groups  

 

Å Both pre-

determined and 

emerging methods  

Å Both open and 

closed ended 

questions 

Å Multiple forms of 

data drawing on all 

possibilities 

Å Statistical and text 

analysis 

Å Across databases 

interpretation 
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The need for clarity of the research paradigm, strategy of inquiry and methods of research 

raises important questions regarding the design of a research project; whether it is 

quantitative, qualitative or mixed methods (Creswell, 2009), as depicted in table 3-2.  

In summary: 

¶ Quantitative is adopted mainly by a post positivist/positivist, following an 

experimental strategy of inquiry and a pre-and post-test measure of attitudes. The 

research tests a theory by specifying the hypothesis and collects data on an instrument 

that measures attitudes and the information is analysed through statistical procedures 

and hypothesis testing.  

¶ Qualitative is adopted based on a constructivist/interpretivist worldview, following an 

ethnographic design, open interviewing and observation of behaviour. The researcher 

establishes meaning from the views of the participants. This would mean that in 

qualitative studies, the research may identify a group and study or observe behaviour 

through patterns over time. Data is collected through observation, and engagement.  

¶ Mixed methods research is adopted based on a pragmatic worldview, using both 

qualitative and quantitative means of collection. The research assembles diverse types 

of data that will enable a researcher to best understand the research problem.  

 

3.4. Research Strategy 

 

For the three research approaches (quantitative, qualitative and mixed), there are different 

research strategies that can be used for data collection. The survey as a research strategy is 

mostly associated with the philosophical paradigm of positivism, since it seeks patterns and 

generalisation. Surveys can be used in various ways but generally refers to the selection of a 

large sample of participants from a pre-determined population which would be a population 

of interest (Kelley, Clark, Brown, & Sitzia, 2003). Using survey as a research strategy allows 

for a wide and inclusive coverage of research participants, resulting in a research study that is 

more representative of a wider population.  
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,  

Figure 3-2: Research Methods / Strategies (De Villiers, 2005) 

As depicted in figure 3-2, surveys can be done by conducting interviews or through the 

development of a questionnaire. Interviews can be done either face-to-face or telephonically 

and questionnaires can be paper or web based. Observations and experiments can be 

conducted to collect either quantitative, qualitative or a mixture of the two methods. Figure 3-

2 shows a view of research methods situated on a Positivist and Interpretivist axis, providing 

attention to the qualitative and quantitative methods as well as the overlap that exists with 

methods such as surveys (questionnaire and interview) (De Villiers, 2005). 

 

3.5. Research Design and Methodology Applied in this Study 

 

This section provides detail on the research design and methodology applied in this study 

providing: an overview of the research objectives and main research question, the research 

design, research strategy as well as the data collection and analysis process for this research. 

 

For the purposes of this study and the research questions defined, this section aims to provide 

an overview of the research design application.  

 

3.5.1. Research Design 

 

This section of the chapter describes how the research was conducted in order to address the 

problem statement. The researcher of this study considered how the research would be 

conducted through a five-phase process as depicted in figure 3-3. 
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The purpose of this study is to develop a dynamic risk management framework and principles 

to guide organisations as to how risk management can be conducted in a dynamic risk 

environment. This was done by first conducting an online questionnaire in a large population 

with both open-ended and closed questions. The results of the online questionnaire together 

with the literature were then used to develop the initial risk framework.  This framework was 

then evaluated through an interview process with a selected group of individuals resulting in 

an enriched final version of the framework.  
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Thesis overview 

Phase 1
 (Literature review)

Phase 2 
(Design and develop)

Phase 3
 (Proof of concept evaluation)

Phase 4
 (Integration )

Phase 5
(Contribution)

List of 
Organisational 

structures that has 
emerged, compiled 

from literature 

In comparison 
to the 

conventional / 
traditional 

organisation 

Looked at this 

Analysis of the 
current risk 

management 
framework, 

principles and 
practices in 

organisations  

The 
understanding 
of responsive 
organisations 

This informed 

This lead to

This lead to 

The design of the 
questionnaires 
for the web-
survey and 
interviews 

This informed 

Survey 
Monkey

Then used 

Survey of large 
group first 

To conduct

Results 

Then obtained 

Literature 
review 

Integrate with

Definition of risk 
management and 

existing frameworks, 
practices and principles 
as defined in literature 

and best practice 

Version 1 of 
Draft 

framework, 
principles and 

approach 

Develop 

Identified senior 
management or 
executive group 

for interview 

Conducted 
interviews 

Evaluation of 
framework 

Then

Final version of 
framework, 

principles and 
approach 

Then

Enrich version 1 
framework, 

principles and 
approach  with 

interview 
results 

Develop

Dynamic Risk 
Management 
Framework, 

principles and 
approach 

 

Figure 3-3: Research phases in the study 










































































































































































































































































































































































