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Abstract

In afastmoving business environment open to global competitiorvatidthe proliferation

of new technologyrisk management is fundamental to doing busiressecially considering

the dynamic nature of the environment which organisations novexist. Organisatons are

subject toconstantchange andhereforerequirethe capabilities to quickly and successfully

respond to aggressive competitors aasligatevolatile markets.Risk management as a tool

that supports organisatiois thar decisionmakingis fundamental tahe delivery of value

adding products, solutions and servicdwough effective identifcation assegsent

monitoring and reporting of risks that maffectan or gani sati onds abil it

strategic and business objectives.

The challenge faced by the riskanagement function operating andynamic and rapidly
changing organisational environment is ttapability to continuously innovate, evolve and
transform is risk management processes meet the needs of the organisati@irong
dynamic capabilitiesuch asensing, seizing, manage and transfarmthereforeequired to
fosteragility and resilience within the risk management practices, supportadduyndation
of risk management principlethat promote businessfacilitation. I n todayods d
organisational environment prevent or reduce the likelihood of undesirable evéwois
occurring or to decrease the severity of the consequences stmoaltenioccur, a dynamic
risk management framework and principisould ideally e establishd. A dynamic risk
management framework and principles enable®rganisationto continuouslysense and
respond to risks (opportunity and threats)ntinuouslytransforming the risk management

function to meet thdynamic riskmanagement nature tife organisation.

In this research a dynamic risk management framework has been developed considering the
agility attributes(responsiveness, speed, potential and flexibikiy)well as the dynamic
capabilities (sense, seize, managad transform) Dynamic risk management principles
(integrate, internal and external context, business facilitation and inclussvije foundation

of the franework have been definedaving a fundamental impact on the establishment of a
dynamic risk mangement framework and processes within an organisafiba.dynamic

risk management framewodevelopedenables amrganisation tanap tre risk management
processeqidentify, assess, evaluate, monitor and repad)the organisatiofs dynamic

capabilities and agility attributes that may assist in conducting dynamic risk management
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The framework also assists in identifyinlgaracteristics of dynamic capabilitiaadfactors

influencing agility in the risk management procesapplied. Lastly, the dynamic risk
management framework can be usedsges®rganisatiod maturity in conducting dynamic
risk managementand understand theo r g a n is gigkt idewtification and mitigation
capabilites byconsidering both dynamic capabilitiesdeagility attributes.
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PART 1: Introduction and Background

Chapter 1: Introduction

1.1.Introduction

Globalization and technology advancements have disrupted the organisational landscape
influencing how people live, think and interact. In a time of extraordinary economy and
market disturbances as well as changing market conditions, organisations are faced with the
challenge of being competitive and having to meet customer requirelf@arsh, Gale,
Bakker, & Steinberg, 2012prganisationaflexibility is defined interms chnor gani s at i on
response to change, as well as the ability to sense environmental chdrrgeond readily
(Overby, Bharadwaj, & Sambamurthy, 2008)herefore, organisations are increasingly
required to be fast moving, rapidly creating new products through the use of different
exponential, agile and lean technologies and meth@isba, 2015) possessing the
capabilities to respond to aggressive competitors, quickly navigate leofasirkets and
successfully penetrate various mark@sirba, 2015) In order to create such an adaptable

and flexible organisation, organisations are required to review their management processes,
organisational roles and responsiel§ supporting technolags as well as decision aking
processes; as this is a matter of necessity if organisations want to survive in a changing world
(CoulsonThomas, 1990)

Organisational environments change and becafigbe uncertainty of the environmeint
whichtheyoperate t hese changes may have anmakingpact o
processegKnight, 2012) The reliance o risk management practices to aid in this decision

making process is therefore vif@lanco, Hinrichs, & Robert, 2014Yaking into accountthe

effect ofuncertainty on achievinthe organisatio@s objectiveg1SO, 2009)

1.2.Background

Risk managment forms part of an organisat@rdecision making process (ISO, 2009);
contributing to an organisation experiencing exceptional grdditk management isefined
in ISO 31000(2009)as the identification, assessment, and prioritizations&s executed by
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applying a logicalsystemati@and methodicahpproachof risk assessmeriRisk management

as a decisio making tool should be aligned to the organisation with specific focus on the
organi sationds processes, SO as to assist
the business (ISO, 2009)

The ability of an organisationotbe responsive to changing conditions requires that it
addresses uncertainty which may be generated through innovative initiatives and market
changg(Teece, Peteraf, & Leih, 2018)ith the emergence of dynamic, rapidly growing and
responsive organisations such as exponential organisations (ExO), virtual organisations (VO)
and agile organisations, the challenge now faced by them&kagemenfunction is the
guestion of linearity, Were risk management processes are planned methodically and
systematicallyapplied.Agility within organisations is not easily attained due to organisation
wide functions and processes still functioning and operating in a Imaaner(Holbeche,

2018; Mabey, C., Salaman, G., Storey, 20@yrrent risk management practices are not
sufficient as they cater for linear, segmented aietarchical organisational structures
Traditionally risk management has always followed a more linear approach to the
identification, assessing, managing and monitoring of HKSE, 2001) providing drawn

out projections of emerging risks and tracking currents mgisn the control environment

of a stretched period of time.

The Gmmittee of Sponsoring Organisations of the Treadway Commission (COSO) and the
ISO31000 are well known risk frameworks that have been developed for the management of
risks. COSO was updated in 2017 to the Enterprise Risk Managemaregrated
Framework- COSO. Thechanges are said to addréiss need for organisations to improve
their approach to managing risk so as to meet the demands of an evolving business
environment With the adoption of COSQorganisations are said to be ableuttderstand

how risk mayimpactthe outcome of the business strategy and objectives.

ISO310®@ is currently best practice for risk management framewarksorporates best
practice from COS(Fraser & Simkins, 2010and providesa generic guidelindor risk
managementwithout theintertion of imposng uniformity of risk management practices.

ISO 31000 includes a detailed list of the suggested principles for risk management and has an
open system model to fit multiple needs and confBxerefore ISO 31000 can be used as a
reference when developing ardymic risk management framewomoth COSO and ISO

update discuss the important influences that culture and biases carry in deakiog and
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risk management practicebut no guideline is given on how organisations operating in

dynamic and changing emenments can implement risk management

(Walczak & Kuchta, 20133ay tha adequate risk management capabilities are needed when
operating in an environment of uncertainty and risk management is the product of both agility
and capability From he way in which organisations are runcén beperceived that risk
today is easier than ever to manage because dhility to transfer orcontract risk away
through risk-sharing arrangementyet agansational agility neesd to be part of the risk
managemergystems and structures so that risk manaant procedures and protocols can be

introduced to help manage the unknown.

Nyfijord & Kajko-Mattsson (2008) attemptsto solve the problem bywuggestig the
integration of the risk management processes with the agile development protasses.
integrated model developed provides a useful reference model, making risk mamagem
explicit on an organisationalide level. The model does not however provgdance on

how risk management was condugctadd itwasin conflict with several agile principles thus
compromising agility. The integration model provided for how to conduct integration of risk
management and agile process without providing the guetebn how to actually conduct

risk management in an agile environment. Therefore, in this reseamynamic risk
management framework is developed and applied with the foundation of dynamic risk
management principles so as to identify tekements that Wi guide a responsive

organisation to apply more dynamic risk management principles in a dynamic environment

1.3.Problem Statement and Purpose of Study

Responsiveorganisations such as exponential organisations (ExO), virtual organisations
(VO) and agile aganisations are designestructured and operate differently from traditional
organisationsDynamic, exponential and disruptive thinking have been introduced $e the
organisational environments withe goal of deliveringexponential growthUnfortunately,

much of this thinking has been introduced in linear organisational environments where
organisational functions such as risk management still opgsatail, Malone, & van Geest,
2014)
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Dynamic capabilities as defined byeece (2007) include sensing, seizing, and the
management of threats and transformation, and are much resguigdllitiesto meet the risk
mana@ment demand of organisations existing in dynamic environméhiair,
Rustambekov, Mcshane, & Fainshmidt, 2013)

1 Sensing (and shaping) opportunities and thnsats identify and shape opportunities,
by organisations constantly scanning, searching and exploring across technologies and
markets

1 Seizing opportunitiess when a new technological or market opportunity is sensed, it
is exploited through new products, processes or services; and

1 Managing threats and reconfiguratiamhich is key to sustaining profitable growth
and the ability to recombine and to reconfgyassets and organisational structures as

the enterprise grows and as markets and technologies change.

How an organisation is structured and operates informs the organisatgknmanagement
practices hencén orderto perform effective risk managemegbnstant aligment should

exist between the organisation and risk functi@mganisations with a highly developed
culture of agility are able to quickly respond to market conditions, be it threats or
opportunities; hence the importance of culture whéegrnieg to agility as this may impact on

the ways of work within an organisatio(Burba, 2015) Furthermore, adequate risk
management capabilities are needed when operating in an environment of uncertainty
(Walczak et al., 20133srisk management is the product of both agility and capabilie
following observations haveeen highlighted regairth risk management iboth traditional
anddynamicenvironments

1 In a conventional sense, the current systematic and linear risk masraigagpproach
applied (Nyfjord & Kajko-Mattsson, 2007b)s in line with the organisational
structure of the traditional organisation which is linear in refMabey, Salaman &
Storey, 2001)

1 The ecosystem aksponsiveorganisations is that of being dynamic, responsive; fast
moving and nodinear (Boehm & Turner 2003a)hencerisk management in a
dynamic, rapidly gowing and responsive organisation must be differently defined and
executed,;

1 Risk management in responsive organisations can be difficult and ineffective

thereforet he al i gnment of an organisationos
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organisation is key asisk management and will yield a competitive advantage
(Wang, Barney, & Reuer, 20Q3)

1 Responsive organisations need to ensure that their risk management practice has well
definedsensing capabilities that will allow the organisation to identify, asagnd
measure risks as well as identify emerging opportuniiesr et al., 2013)This will
allow an organisation to respond to the dynamic environment surroumdgir et
al., 2013)

1 Dynamic risk management as a consideration for orghars that have emerged or
transcended to becoming more responsive to the market and economy, possessing risk
expertise that constitute dynamic capabilities critical for organisations operating in
turbulent environmentelfat, Finkelstein, & Mitchell, 2007)and

1 The integrated model by Nyfjord & Kajkilattsson(2008)can be regardeasuseful
for anybody interested in comparing an organis@iomsk management prasi
However, without providing guidelines on how to actuatlgnduct agile risk
management, its utility was considered limitdd. a resultit was suggested that the
integrated modeshould beextended with guidelines on how to conduct agile risk

management.

In the light of the above,a dynamic risk management framework and principles should be
developedo guide responsive organisations towards implementing essential components for
managing risk, as well as integrating risk management programmes within organisations that
may have dynamic capabilitigglelfat & Winter, 2011) The purpose of this study is to
develop a frameworkwith the elements thatvill guide an organisation to apply more

dynamic risk management principles in a dynaemeironment

1.4.ResearchObjectives

In order for organisations t@spond to changéhey need to have tlability to make changes
whenever challenges emer{@anguly, Nilchiani, & Farr, 2009)Organisationafunctions
such as risk managemetierefore need to acknowledge that following a systematic,
methodical and linear risk approach in a dynamic environmesny notenable organisations
to effectively userisk managemenin their decision making process@urba, 2015) The

practicality of agility withinrisk management has to be considered from a guidance and
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implementation perspectiveéherefore this research aims to develop a dynamic risk
managemenframeworkthat will guide a responsive organisation to apply more dynamic risk
management proples in a dynamic environmerguiding organisationshat aretraditional,
virtual, exponentiahs well as agile

The dynamic capabilities framework (DCiB)usedas a guidingheory that may assist in the
development of a dynamic risk management framework and prin@ialieset al., 2013)
(Teece et al. 2016)states that organisations with superior dynamic capabilities are more
knowledgeable and aware of when to sacrifice efficiency for agility and because of that are
able to obtain more favourable agility/efficiency tramfts. The same thking can be applied
within risk management function in terms of how risk management is conduméegdifying
thedynamic capabilitieso conduct effective risk managememakes therisk fraternity more

aware of when to sacrificagility (speed of resporsor risk velocity) and / or resiliency
(resource appropriately deploygdavis & Lukomnik, 2010through the use of a dynamic

risk management framewark

1.5.ResearchQuestion

Based on theesearch objectivethis researclaims to develop a dynamic risk management
frameworkthat will guide a responsive organisation to apply more dynamic risk management

principles in a dynamic enwinment.

The main questio(MQ) to be answered in this research is:
MQ: What are the elements of a framework that will guide a responsive organisation to apply
more dynamic risk management principles in a dynamic environment?
The following subresearch questiorfSQ)will assist to answer the main research:
1 SQ1- What constitutea traditional risk management framework?
1 SQ2- What are the guiding principles that organisations use in risk decisions?

1 SQ3-What constituterisk management in dynamic environments?

The design and implementation of dynamic risk management frameworks will need to
consider the complexity of the environment in which an organisation opepatesding

guidelines on implementation that are essgidr a dynamic environment.
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1.6.ResearchStrategy

This research is designed in order to additessesearch questions presented.
Main Research Question:
What are the elements of a framework that will g@desponsive organisation to apply more

dynamic risk management principles in a dynamic environment?

The philosophy chosen for this research is thaintérpretivisn as this vill allow the
research to look at how the research participants view dynamic risk manad&alesiti,
2010) Having adopted an interpretivist vieasurvey as research strategy was chosen due to
the fact that it allows for large amosmif data to be collgted from organisations over a short
period of time. In addition to thatsurvey can be used in various ways such as questionnaires
and interviews. In this research study the research participants will provide a view of how
they perceive their risk managent function (individually) through their own work
experience in the organisational struct(traditional, agile, virtual, exponential and digital)

in which they work Then an understanding of existing risk managerfranteworks, process
and principles will begained througtthe meaning and valuessigned to ibf the research
participants;taking into account the different perspectives of professionals iereif
organizational structure. Aich understanding of dwmic risk managemenivould be
obtained bylooking at how the riskmanagement functiomand risk practitionersenga@

organisations that operate within yndmic environment

The purpose of this studyte develop a dynamic risk management framework and principles
that will identify the elements that will guide a responsive organisation to apply more
dynamic risk management principles in a dynamic environmdgnbverview of the thesis is
presented in(figure 1-1) consists of five phasgsamely the literature review, design and
development, proof of concept, integration and contribufitve detailed research design and

methalology is further discussed in chapger
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Figurel-1: Overview of hesis
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As depicted in figure -1 the researchonsiss of five phases.

T

Phase 1- Literature review This phase entailed the review of existing literature on
organisations such as agile, virtual, exponential and conventitindoks at the
organisation and its way of workingnd also considerthe risk management in the
context of these organisations.

Phase 2- Design and developDuring this phase research questionnaires for both the
online questionnaireand semistructured interviews were developed. These were based
on the literature review that had been done in phase 1 of the study. For the online
gusstionnairethe questionnaires were uploaded on a data collection tool and the survey
was sent out to the identified population.

Phase 3 Evaluation During this phase results collected during phase 2 (design and
develop) of the study was evaluatexjetter with the information gathered from the
literature review phase (phase 1) to produce the initial (version 1) dynamic risk
management framewodnd principles

Phase 4 Integration In this phase the version 1 framework developed in phase 3 was
evaluatd with selectedesearch participantsf executive and senior management. This
was done by conducting sestructured interviews as well as presenting the framework
for input.

Phase 5 Contribution The input gathexd during the semstructurel interviewsof the
integration phase as well as the interview resuéiseeused during this phase as inpoit

the final version of the dhyamic risk management framework gthciples
The design phasgparticularly phase 2 and phasewkre done with gopulation from

responsive organisations, includiragile, digital, virtual, exponential and traditional

organisations.
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1.7.0utline of the Study

The study consists of five parts wgkvenchaptes and wo appendices as shown in figute
2.

Outline of study
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Figure 12: Research Qutline

Part 1 providesan introductiorto the study. It includeghe introductionand backgroundb
the study the problemstatementnd purpose of the studyhile theresearch objective and
researchguestionsare statedThe first chapterintroduces the study and gives a view of the

research design applied in the study as well as the ratiandlcontribution of the study.
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Part 2 is theliterature review and researapproachwo of the study and is made up of two
chaptes nanely chapter2 and 3.Chapter2 is the literature review focused on understanding
existing risk management practices and frameworks, traditional organisational structures and
agile, virtual andexponential organisatiorstructuresin addition to thatchapter2 looks at

the dynamic capabilities approach in the context of organisational agility and more
specifically the riskmanagement functi@nability to cantinuously evolve and transforrin
chapter3 theresearch philosophyproach and strategyg discussea@s well as the research
design and methodology applied within the study.

Part 3 consists oftwo chaptes hamely data analysis and integration of findirgjsapter4
data analysigncludesthe analysis of data and reporting of the summary of findi@bapter
5 containsthe integration of findings and the presentation of the initial dynamic risk

management framework and principles.

Part 4 consiss of chapter6 which describeghe evaluation and contribution. In thchapter
the initial framework and principlesre evaluated and includes tierview resultsused to
enrich the initial dynamic risknanagement framework and principles.

Part 5 consists of chaptef andchapter8. Chapter7 discusses the research contributadn

the studyfrom a theoretical and practical perspectarel chapter8 provides theconclusion
of the study.

Part 6: For the entirestudy there arevo appendicesamely:

- Appendix Acontainingthe onlinequestionnairesand

- AppendixB consisting othe Dynamic Capabilities Framework.

PART 2: Literature Review and Research Approach

Chapter 2: Literature Review
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2.1. Introduction

The purpose of thishapteris to provide an introductioto the main concepts relevant to this
research by gaining an understanding of what literaduigts orsaysregardingresponsive
organisational structuresisk managemenand thedynamic capabilities approacéo as to

answer the main research question.

Main Research Question:
What are the elements offeameworkthat will guide aresponsive organisatioto apply

moredynamic risk management principlesa dynamic environment?

Figure 21 presentshe outline ofchapter2, consistig of 9x sectiors. Section2.2 looks at
risk managment principles, framework, processes and risk cultBeetion2.3 looks at
organisational structurethose beingconventional / traditional organisations andirthiésk
management practiceagile organisatios (AO) stating off by looking at agity in the
domain of software development andntinues to expand oagile values and principles
aligned to risk managemenirtual organisations (VO3$tudyinghow they are structured and
work then endwith virtual organisations in the context of risk managenteethexponential
organisation (ExOpnre unpacked lookingt exponential versus linear in the context of risk
management.To conclude his section a summaryof the organisational structures is
presented.Section 2.4 introduces the concept of organisatiomajility and looks at the
dynamic capabilities framework anehat is meant byesponsive organisationSection2.5
presents the challenges of risk management considering responsive organiSatbon2.6
providesa conclusioro the chapter

Page [L2



Framework for dynamidsk management in responsive organisations

Part 2: Literature review and Research Approach

Chapter 2 Outline: Literature Review
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\ 4
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2.2. Risk Management

Risk management has become an increasingly important business driver of strategic decisions
(ISO, 2009) Stakehtders both external and internal to the organisation have become much
more concerned about rigklair et al., 2013understanding that adequate risk management
capabilities are needed when operating in an environment of unce(isatzak & Kuchta,

2013)

Organisations of all forms, types and sizes face a range of risks that can affect the
achievement of the organisat@srobjectives. These organisational objectives can relate to a
range of organisational activities, such as stjiat initiatives, operations and processes;
reflected in terms of strategic, operational, financial and reputational outcomes and impacts.
All activities within an organisation involve risk managemesatyisk management asdn
decision making by takingito account uncertainties that may impacr stop the business

from reaching or achievings objectivesby assessing the need for a specific acti@O,

2009) An enterprisewide approach to risk management is therefore implemeetedbling

an organisation to consider the potential impact of all types of risks on all processes,
activities, stakeholders, products and services. The global financial crisis in 2008
demonstrated the importance of adequate risk managdidaimtet al., 2013) Since that

time, new risk management standards have been published, including the international
standar d, | SM&na@einén® BrinciplBsi andGuide | 1 112609)6This guide

draws together these developments to provide a structured approach to implementing
EnterpriseRisk Management (ERM) with intended benefits of risk management for all types
of organisationsBefore anorgangation engages iselecting the most effective strategy or
decisionan aganisation neegito understand the risks being taken when seeking to achieve
theseobjectives assessinghe organisations exposure, risk profile, financial position and
acceptable risk and reward traok. For the ERM to be effective, it must be directly
connected to company strategy atebigned to recognize events that could have impact on
company performancas defined by its strategic objectives. An ERM progradesgnedo

provide assurancehat a company achieves its strategic objectisesstrategy and risk
management should be alignggara Soltanizadeh, Abdul Rasid, Mottaghi Golshan, & Wan
Ismail, 2016) A successful enterprise risk management (ERM) initiative can affect the
likelihood and consequencesrisks materializing, as well as deliver benefits related to better

informed strategic decisions, successful delivery of change and increased operational
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efficiency.Other benefits includeeduced cosbf capital, more accurate financial reporting,
conpetitive advantage, improved perception of the organisation and better marketplace

presence and enhance informed decision making ap#itjtanizadeh edl., 2016)

2.2.1. Risk Management Frameworks

2.2.1.1. Committee of Sponsoring Organisations of the Treadway Commisgi@SO)
Enterprise Risk Managemerfframework

The Committee of Sponsoring Organisations of the Treadway Commission (COSO)
published an Enterprise Risk Management (ERM) standard in @a64dy, 2011) The
COSO ERM cube igamiliar to risk management practitioners and it provides a framework
for undertaking ERM. It has gaideconsiderable influence because it is linked to the

Sarbane€xley requirements for companies listed in the United S{Mesdy, 2011)

In 2017 an update to the Enterprise Risk Managembriegrated Framework COSO was
released. These changes address the needrdanisdions to improve their approach to
managing risk so as to meet the demands of an evolving business environment and it
highlights the importance of considering risk in both the strasegiyng process and in
driving performance, depicted figure 2-2.

STRATEGY BUSINESS : IMPLEMENTATION ENHANCED

DEVELOPMENT OBJECTIVE & PERFORMANCE VALUE

FORMULATION

-\

Governance .3 Strategy & Performance Review Information,
__J & Culture 1. Objective-Setting & Revision Communication,

& Reporting

1. Exercises Board Risk 6. Analyzes Business 10. Identifies Risk 15. Assesses Substantial 18. Leverages Information
Oversight Context 11. Assesses Severity Change and Technology

2. Establishes Operating 7. Defines Risk Appetite of Risk 16. Reviews Risk and 19. Communicates Risk
Structures 8. Evaluates Alternative 12. Prioritizes Risks Performance Information

3. Defines Desired Culture Strategies 13. Implements Risk 17. Pursues Improvement 20. Reports on Risk,

4. Demonstrates 9. Formulates Business Responses in Enterprise Risk Culture, and
Commitment Objectives 14. Develops Portfolio Management Performance
to Core Values View

5. Attracts, Develops,
and Retains Capable
Individuals

Figure 22: COSO Enterprise Risk Management Framevio?K17
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The framework is a set of principles organised into five interrelated components these being:

1. Governance and CultureGovernance sets the orgsmit i on 6 s tone, rein
importance of, ath establishing oversight responsibilities for, enterprise risk management.
Culture pertains to ethical values, desired behasicand understanding of risk in the entity.

2. Strategyand ObjectiveSetting Enterprise risk management, strategy, and objesgtténg

work together in the strategmanning process. A risk appetite is established and aligned

with strategy; business objectives put strategy into practice while serving as a basis for

identifying, assessing, and responding to risk.

3. PerformanceRisks that may impact the achievement of strategy and business objectives
need to be identified and assessed. Risks are prioritized by severity in the context of risk
appetite. The orgasation then selds risk responses and takes a portfolio view of the

amount of risk it has assumed. The results of this process are reported to key risk

stakeholders.

4. Review and RevisioBy reviewing entity performance, an orgsation can consider how
well the enterprise risk management composeate functioning over time argetermine

what revisions are needed.

5. Information, Communication, and Reportikgnterprise risk management requires a
continual process of obtaining and sharing necessary informétiampoth internal and

external sources, which flow up, down and across the ajanm.

The five components described defined the COSO frameamutiare supported by a set of
20 principles(figure 22). These principles covaareasfrom governance téhe monitoring
componentthey aresaid to bemanageable in size and can be applied in different ways for
different orgarsations regardless of size, type, or sectdhat can be delivered through the
adherencdo these principless the ability toprovidethe management and the board with a
reasonable expectation that the orgaimdon understands and strives to manage the risks

associated with its strategy and business objectives.
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2.2.1.2. Risk Management principles and guide ISO 31000

The Risk Management principles and guide ISO 31000 was published in 2009 as an
internationally approvedstandard for the implementation of risk management principles
(ISO, 2009) In 2018 a new version ISO 31000:2048spublished said to provideclearer,
shorter and more concise guide that will halganisations use risk management principles to
improve planning and make better decisiohsis second edition (ISO31000:2018) replaces

the first edition (ISO 31000:2009) which has béechnically evised (figure 23). The main

changes compared to the previous editionlaternational Standards Orgaai®n, 2018)

1 The review of the principles of risk management

1 The highlighting of the leadership by top management and the integration of risk
management, starting with the governance of the csataon;

1 The emphasis on the iterative nature of msnagement, noting that new experiences,
knowledge and analysis can lead to a revision of process elements, actions and controls at
each stage of the process; and

1 The streamlining of the content with greater focus on sustaining an open systems model
to fit multiple needs and context@-ox, 2018; International Standards Organisation,
2018)

RiskManagemenPrinciples andGuidelines ISO310@ provides a generic guideline and is

not intended to impose uniformity of risfFraser & Simkins, 2010)The design and
implementation of risk management is therefore dependent on the varying needs of a specific
organgation; its particular objectives, context, structure, products, services, projects
operational processes and specific practices emplggetnational Standards Organisation,
2018; 1SO, 2009)
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Figure 23 Risk Managemer®rinciples andGuidelinei 1SO31000:2018nternational
Standards Organisation, 2018)

This research places more emphasis on ISO 31000 as it is an international standard and many
organisations have international operations. I1SO is curresgigrded abest practice for risk
management frameworks and incorporates best practice from GB@&€er & Simkins,

2010) In addition to that the standard has an open system model to fit multiple needs and
context, therefore ISO 31000 can be used as a reference when devalapingmicrisk
management framework.

ISO 31000 includes a detailed list of the suggested principles for risk managdmess
have been identified as:

Integrated- Risk management is an integral part of all orgational activities;
Structured andcomprehensive A structured and comprehensive approach to risk
management contributes to consistent and comparable yresults

1 Customized- The risk management framework and process are customized and

proportionate to the orgaait i on & s e x t elrcordekt relateddto itsnt er n;
objectives;
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=

Inclusive- Appropriate and timely involvement of stakeholders enatdesideration

of their knowledge, views and perceptiofiis results in improved awareness and

informed risk management;

1 Dynamic- Risks can emery change or disappear as an orgaitii on6s ext ern
internal context changes. Risk management anticipates, detects, acknowledges and
responds to those changes and events in an appropriate and timely; manner

1 Best available information The inputs to isk management are based on historical
and current information, as well as on future expectations. Risk management
explicitly takes into account any limitations and uncertainties associated with such
information and expectations. Information should be lgmelear and available to
relevant stakeholders

1 Human and culturat Human behaviour and culture significantly influence all aspects
of risk management at each level and stage

1 Continual improvement Risk management is continually improved throlggrning

and experience

ISO 31000 states that risk management is a process that is underpinned by a set of principles
that need to be supported by a structure that is appropriate to the organisation and its external

environment or conteXtnternational Standards Organisation, 2018; 1ISO, 2009)

2.2.2. Risk Managemeifrinciples

The main principle of risk management is that it delivers value to the organi@dtpkin,

2012) In other wordsrisk management activities adopted by the organisationlgHme
designed to achieve the best possible outcome and reduce volatility or uncertainty of
outcomes. The approach of risk management in an organisation is framed around the purpose
of the risk management within the organisatiblopkin, 2012) The set of risk management
principles therefore sets out the foundatimm a successful approach to effective risk
management. In order for an organisation to understand the characteristics of risk
management and what it is to deliver on, risk management practices would then operate on a

set of principles.

A good set of risk nraagement principles is the foundation to a successful approach to risk

management in an organisation. Risk management principles define the essential features of
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risk management, describing what risk management should be in practice but it alssinclude
information on what risk management should do or delivieris therefore useful to
differentiate between i) the characteristics of risk management and ii) what it should be

delivering when adoptingr developing a risk management framew(iopkin, 2012)

2.2.3 Risk Management Process

The risk management process should be an integral part of management and megisign
integrated into the structure, operations gmwcesses of the orgaation. The risk
management process should be applied at strategic, operational, programme or project level,
so as to achieve the objectives of the organisdfioternational Standards Organisation,
2018) The risk management process should be customised to suit the context of an
organisation both internally and externgNair et al., 2013)

The risk management process is a systematic process that svabtiwities of
communicating and consulting, establishing the contend assessg, treating, monitoring,
reviewing, recording and reporting of rigkaternational Standards Organisatidz018)
Essentiallyexplained the risk assessment involves the process of:

1 Step 1i Scope, context and criteriihe purpose of this step is to gain an understanding
of the internal and external context of the organisatinderstanding thenvironment in
which the organisation operates well asapprehendinghe key business processes
within the organisation. This process allows an organisation to understand its relationship
with the environment in which it operates so that the boundariegoner in which risk
is dealt withareclear and relevant to the organisatioaadl strategic context.

1 Step 2i Risk assessment. This process entails:

- Identification of risks This step involves identifying what can go wrong as well as the
impact (consegence) the risk may have. In addition to that this process allows for the
nature and complexity of the risks to be understood taking into account the events that
might create, enhance, prevent, degrade, accelerate or delay the achievement of
objectives.

- Analysis of risls. The risk analysis step involves analysing the impact and likelihood of a
risk while also eciding which risk factors will potentially have the greatest effect and

should, therefore, receive prioritggardinghow the risk will be managedhe level of
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risk is analysed by combiningtesates of likelihood (table-2) and impact (table-2),
to determine the priogtlevel of the risk (Figure-2).

- Evaluation of risk This nvolves comparing the level of risk found during the analysis
process with previously established risk criteria, and deciding whether risks can be
accepted. If the risk falls into the low or acceptable categories, they may be accepted
with minimal further treatment (step 4). These risks should be monitored and
periodically reviewed to ensuthatthey remain acceptable. If risks do not fall into the

low or acceptable category, they should be treated using one or more of the treatment
options considered irtep 4.

Impact (Consequences)
1 2 3 4 5
Insignificant Negligible Moderate Extensive Significant
5 S

Almost
certain

Possible

°

o

o
=
©
=
3

2

Unlikely

1

High(H) High risk, senior management attention needed
Medium(M) Management responsibility must be specified
Low(L) Monitor and manage by routine procedures
Very low(VL) | Managed by routine procedures

Figure 24: Risk Matrix (Julian, 2011)
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Table 21:i Likelihood Scale

LIKELIHOOD
Rating

The potential foproblems to occur in a year

ALMOST CERTAIN: will probably occur, could occur several times per

LIKELY: high probability, likely to arise once per year

POSSIBLE: reasonable likelihood that it may arise over ayesar period

UNLIKELY: plausible, could occur over a five to ten year period

> m O O m

RARE: very unlikely but not impossible, unlikely over a ten year period

Table 22: 1 ImpactScale

Ratin POTENTIAL IMPACT

In terms of the objectives of the club

5 SIGNIFICANT: most objectivemay not be achieved, or several severel)
affected

4 EXTENSIVE: most objectives threatened, or one severely affected

3 MODERATE: some objectives affected, considerable effort to rectify

2 NEGLIGIBLE: easily remedied, with some effort the objectives can be
achieved

1 INSIGNIFICANT: very small impact, rectified by normal processes

1 Step 3i Risk treatmentThis nvolves identifying the range of options for treating the
risk, evaluating those options, preparing the risk treatment plans and implementing those
plans. It is about considering the options for treatment and selecting the most appropriate
method to achiexthe desired outcome. The treatment option may be the acceptance of a
risk, the avoidance of a risk, the transfer of a risk or the reduction of a risk. Whichever
treatment option selectedhould tle risk hae a high ratinga careful consideration of
the necessary organisational policies, procedures and strategies to treat the risk needs to
be made.

1 Step 4i Monitoring and reviewAs with communication and consultation in 1ISO31000,

monitoring and revieuwg are an ongoing part of risk management. The purpose of
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monitoring and reviewg is to improve antbr ensure that processes are adequately
designed, implemented as intended and that the process delivers on the intended
outcomes (International Standards Organisation, 2018)onitoring and reviewng

include planning, gathering and analysing information, recoroksglts and providing
feedback. The results of the monitoring and reingvehould therefore be incorporated
throughout the risk management process.

1 Step 51 Recording and reporting he risk management process and its outcomes should
be documented andperted through the appropriate channels and audience using the
appropriate artefacts. The purpose of reporting and recording is to ensure that the risk
activities and outcomes are communicated across the organisation, providing

information for decision makg (International Standards Organisation, 2018)

2.2.4. Risk Culture

Building the risk culture of almrganisation is often overlooked aptesumed to creatésk
awareness. This is more likely to keaemployees of the organisation more risk averse,
which is not the appropriate risk posture for an organis#8bmkman& Herd, 2014) How

risk is managed, perceived and treated is largely a cultural aspect within arsadrgani
What organisations should be striving for is getting each person within the organisation
thinking asa risk manager, driving a culture of appropriate risk taki@Bginkman& Herd,

2014)

An organgationd risk appetite is accessed by the org@tion® attitude towards risk as well

as its risk tolerance levels. The orgationts risk appetite informs the level of change and
innovationthatan organgation is willing to tale on Inherentlyin an agile orgasation, risk
attitude may be defined as risk seeking, being comfortable with inherent variability or
uncertaintyandhaving adesie to increase the risk exposure where appropriately priced. The
risk tolerance of amgile orgamsation would therefore inherently be defined as being

moderatewherethe level of exposure to each risk typexpressed

Perception of risk (good or bad) determines how much risk (positive opportunity) an
organsation is willing to t&e. In addition to that the culture of the orgation may also set

the tone for the level of risk thdtis willing to undertake.
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2.3.0rganisational Structures

2.3.1. Conventiondl Traditional Organisations:

The nature and importance of organisation structures and the underpinning design principles
are not well understood and yet they play a key role in organisational performance
(McMillan, 2002)

Mabey, Salaman &Storey(2001)describe the structure of an organisation as the pattern of
relationships between roles in an organisation and its different parts. Structure enables
managers to plan, direct, organise and control the activities of the organ{hésdioesy.,

Salaman & Storey, 2001)Handy(1993)points out that it is long held assumption that
organisations need to follow a hierarchical command structutbdarto work. Fayol

(2016) the beginning of the 20th centyadvocatd an organisational structure that was
centralised, functionally specialised and hierarchical, in wéigrything had a specific

place. Management is viewed as being all about planning, organising, forecasting, co
ordinating and controllingFayol, 2016) To foresee and providmtailsexamining the future
and drawing up the plan of action. To orgam@sgailsbuilding up the dual structure, material
and human, of the undertaking. To commanthilsmaintaining activity among the

personnel. To cordinateentailsbinding together, unifying and harmonizing all activity and
effort. To controlentailsseeing that everyting occurs in conformity with established rule

and expressed command. Management is neither a privilege nor a particular responsibility of
the head or senior members of the business; it is an activity spread, like all other activities,
between head and méers of the busineskereforemanagement should not be confused

with governmen({Fayol, 2016)

The basic organisational structure of many large organisations in the 20th century was

founded on linear, segmented, hierarchical desigtiptes as stated iigure 2-5.
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Chief Executive
I I I I I
S Personnel Manufacturing Rnance Sles Rk
Development
[ I I
AreaA AreaB AreaX AeaY AreaZ

Figure 25: Traditional Organisational Chart / Structure (adapted from Weinshall, 1971, in
Handy, 1993)

During the mid20th century organisations creat@rge corporate structureshis was done
across many industries and sect@vbey, Salaman& Storey, 2001) The management of
these organisationsequired a complex muitayered structure with many suwlivisions.
Mabey, Sadman &Storey(2001)write that tall physical structures werenstructedvith 20-

plus levels between the chief executives and the shop floor operative, creating hiecdrchies
command and control of employees. Managerial control of employees at all the multiple

levels was based ablendof direct command and budgetary responsibility.

Less traditional organisations have now merged and because of the need to respond to the
market and customer needsaditional organisational systems are under strama result
traditional organisations ardrsggling to keep up with their customers. Workers caught
between unhappy customers and uninspiring leaders are becoming disefgegedives

are caught between discontented investors and disruptive competitors and the entire
organisation is struggling to integrate disruptive technology with legacyiswuo find a

path forward.People working for traditional organisations areivitig for a better work
experience and a better world for themselves and their communities and are looking to new

ambitious orgarsations to shaptheir collective future.
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2.3.2 Agile Organisations (AO)

2.3.2.1. Agile in theDomain of Software Development (ASD)

Agility is a concept that came into existence and gained attention in the space of software
development due to the perceived rigid, systematic, methodical, process asttiy@an
approach that has been followed by the waterfall med@ch do not allow for much
flexibility in terms of the planning, development, testing and implementation of syatains
thus result in a fAbig bango approach when
(Moran, 2014)

Agile software development (ASD) emerged in the late 1990s to address the uncertainty of
customer requirements, technology evolution, and changing business environments. ASD
approaches rejected the higtitymalized thinking of the time ifavour of dynamic, user
centric methods characterized by short development cycle iterations, continuous ,releases
rapidly evolving requirements, dynamic underlying data, and reflec{ieowler &
Highsmith, 2001; Schwaber & Beedle, 2001hfluenced by the school of iterative
development and incremental deliy (Moran, 2014) in comparison with more traditional
development methods that follow a more linear process (where eachipltasemenced

only when the previous phase is complete i.e. analysis, dasginand implementation),

ASD therefore develops and delivers solutionsiiiterative and incremental manner.

ASD encourages the uncovering of better ways of developing software because while there is
value in having processes, tools, comprehensiverdentation and followed plans there is
much greater value plagen agility. Therefore four core values have been defined within the
agile manifestqBeck, Beedle, Bennekum, & Cockburn, 2001; Fowler & Highsmith, 2001)

namely:

1. The value of individuals and interactions over processes, enforcing continuous
interaction by individuals rather than extensive use of processes and tools;

2. Thevalue of working software over documentation, learning from past experiences
rather than concentrating on comprehensive documents that may be more geared to
governance processes;

3. The value of customer collaboration over contract negotiation, ensurinthénatis

customer collaboration during the development process; and
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The valueof adapting to change over following a plan, being flexiileorder to

respond to change.

Equally important to the four ASD values are the 12 principles defined withir\gile

manifesto(Beck et al., 2001that emphasize:

1.

Continuous delivery, satisfying the customer through prompt delivery of valuable
software;
An attitude of embracing change by welcoming changing requirements even late in

the development cycle. Harnessing change farp=titive advantage;

3. Frequent delivery of functional components;

4. Daily interaction with business stakeholders throughout the project;

5. Empowermentof individuals through trust and support, building solutions around

motivated individualsvho know they arertustedto deliver the required solutions;
Conveying information in a more efficient and effective manner through direct

communication (facéo-face conversations);

7. Measurement of progress through functional software

9.

Sustainability whereby the sponsor, dmper and users maintain a constant pace
indefinitely;

Continuous excellence of desigwth a focus ortechnical excellence;

10. Simplicity through minimalism

11. Selforganisation of teams; and

12. Team reflection at regular intervaisorder tobecone more effective.

These 12 principlegBeck et al.,, 2001ppeakto the way in whichthe work is done, the

behaviour to be adopted, the attitude as well as the discipline required in agile software

development Wwich isoften underestimate@oehm & Turner, 20083.

Referring to the 12 principles and the 4 core values of ASD, ASD not only impahbtsion

solutions are developed and delivered to the business, but alsostmgactganisation from

a culture and values perspectip®sing a questioas towhether the organisational values

and principles are aligned to the new ways of working (NWoW) brought about by ASD. In

addition to that, the behavioural aspect of people vdomsidering ASD is also important to

consider because thigiggers concerns aboutow people take on accountability and
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responsibility, their ability and comfowith engagementheir perception of change, level of

transparency and their response toligagand deliverablegFowler & Highsmith, 2001)

2.3.2.2 Agile Systems Developmeénts oliddic Impact onOrganisations

The Agile Manifesto expresses the view that interaction between project teams and the
business should work towards producing software in a flexible manner that is open to change,
transparent in nature and allows for learnifigus learning and communication are key
factors of ASD, prompting the continuous engagement between stakeh@dedsr &
Highsmith, 2001) ASD promots the idea that project uncertainty should be embraced by a
business and balance between planning and control as well as with execution and feedback
need to be reachegdloran, 2014) Based on the flexible and interactive nature of ASD |,
project tears are therefore required tinteract at a much greater scale with the business,
(Boehm & Tuner, 2008) and for that reason they have a great responsibility in delivering

what the business wants hence the need for discipline and transparency in the ways of work.

ASD has an impact on the responsiveness of an organisation; it drives theohelees
customer through agile processas.a resultraditional organisations that have adopted such
a product development process gain more organisational agility because of their increase

responsiveness to market ne@@eehm & Turner, 2003.

2.3.2.3 Agile Values andPrinciples Aligned toRisk Management

The term "agile" can be thought of as a descriptor of both quickmelssesponsiveness when

faced with internal and external events or stimuli. Although many enterprises understand the
need to be quick and responsive in a global economy and in a market that is constantly
changing, many are not structured to do(Ambrose & Morello, 2004)Agile processes
harness changeo as to allow for agility that may have an impactoostomer competitive
advantage. Rather than resisting change, agile approaches strive to accommodate change in
an easy and efficient manner while being aware ottmsequence@-owler & Highsmith,

2001) For that reason, risk management becomes a vital practice within agile organisations,
being robust and flexible to harness thasd partnering with business and project

management in an attempt to prevent threats that may impact on objectives of the
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organisation as well as identifying opportunities that would assist business in meeting the
customer needd\yfjord & Kajko-Mattsson, 2007a)
Referring specifically to the four ASD values:

1 Value 1 The value of individuals and interactions over processes, enforcing
continuous interaction by individuals rather than extensive use of processes and tools.

Agile teams are generally small, comprising of individuals that can engage in several

types of worknamely: analysis, development and testing. This allows for quick response

to change and ease of maintenance of systems developed in response to customer needs.

ASD team structure is regarded as HAorgani

bureaucrati@a n d f o r (Merdr,iMahapatta, & Mangalaraj, 2005)

1 Value 2 The value of working software over documentation, learning from past
experiences rather than concentrating on comprehensive documents that may be more
geared to governance processes;

Spending less time documenting tasks and features so as to aid ieelg dplivery of

working software (Fowler & Highsmith, 2001) What is not clear is whether

communication methods help the ASD team make decisions when there is less

documentation on wbh to rely.

1 Value 3: The value of customer collaboration over contract negotiation, ensuring that
there is customer collaboration during the development process.
The project ma n a g-nakérss greaily reducadsto leingdneie iofsai 0 n
facilitator or coordinatofNerur et al., 2005\vho works with the customer and the team.
Customer interaction is vital ttacilitate agile developmenin obtaining input from a
customer perspective, which is in contrast with theggiée or traditional approachesy.
waterfall. The level of customer engagement is higher than that of the morelnplan
approachesThe team makes most decisions, creattng A pl ur al makihg deci s
envi r o(Nema ettalo, 20054ue to the diverse backgrounds, attitudes, goals, and
cognitive dispositions of the team membengluding the customefHighsmith, 2003;
Highsmith & Cockburn, 2001)
1 Value 4 Adapting to change over following a plan, being flexible to respond to

change.
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The fourth value expresses the ndéedadapting to chage over following a plarand

being flexible in order to respond to changerhis would means that the iterative,
incremental nature of ASD with frequent product releases enables teams to adapt and
respond quickly¥Dyba & Dingsayr, 2008)

For organisations thahave adopted ASD, the successful implementation of such a
methodology requires executives and top managers to be able to sense key development
trendsin orderto respond to the changing environment in such a way that that they are able to
lead the organisen in the path that is forwatdoking but open to learningAs a result
organisatios with a highly developed culture of agility are more able to quickly respond to
market conditions, be it threats or opportuni(Barba, 2015)Agility fundamentally affects
decision makingHendersorSellers & Serour, 2008hus impacting on how risk is managed.
Quick and relevant decisiamaking being a factor that management has to consider while
operating in uncertain environmentsquires that risk management practiaesin line with

such needs so as to identify tht® and opportunities that may impact the decision making
process.

Agile models claim to be risdlriven having riskmitigation mechanisms built within agile
methodologies with the intension of reducing project risk howevsrgtiestionablevhether
therisk management practisare sufficient owhetherexplicit risk managemens required

so as to drive risk management within the organisation as well as the iofpetange
(Walczak & Kuchta, 2013)he scarcity of explicit risk management practices in agile
development practices is a concern as the level of risk management applied in agile
development is not sufficient for the organisafforenterprise risk management needs
(Walczak & Kuchta, 2013)

The perception of risks in agile organisation and organisations that imeretaning agile

needs to be aligned to the principles of agile. With thataag&dg i | e or ganiosat i on:¢
perceptiorof risk may be less adverse. Nyfjdi2D08)in his research outlines a modehich

integraes risk management and agile development (figw®),2first examining the agile

processes from a rigkanagement perspective so as to identify the risk management aspects

that are absent in the agile mo{é¥/fjord, 2008)
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Figure 26: Integrated model by Nyfjor(2008)

The integrated model (figure-B) as defined by Nyfjor¢2008)looks at the management of

all risks identified in the agile development lifecycle on an organisatida perspetive. As
depicted in Figure -B, the agile process covers three main development phdesluct

Vision Planning, Product Roadmap and Release Planning, and Implementation. In each
process a complete risk management process is performed namely: risingylarsk
identification, risk analysis, risk monitoring and control, risk sifinand risk postmortem
analysis(Nyfjord, 2008) Risks not fully managed or ngated within a single phase are
transferred to the next phase, and/or get reported to an organisational function called Risk
Management Forum (RMF). This transfer is represented by the deddésl arrows between

the three agile development phases andbtixerepresenting the RMF dhe lefthand side of

Figure 26. The Risk Management For uvemskssanagament f unc
across the organisation and it manages any risks that cannot be managed within a certain

development phase.

Nyfjord(2008) states that the integrated model was considered to fulfil its purpose as a
reference model. The integrated model is regaaaaseful for organisations interested
comparing their risk management practice wit
utility is consideredaslimited by Nyfjord (2008)as it does not prove guidelines on how to

actually conduct agile risk managemeAt a resultit was suggested that the integrated
modelshould beaxtended with guidelines on how to conduct agile risk managdiNghord

& Kajko-Mattsson, 2008)
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2.3.3 Virtual Organisations (VOSs)

2.3.3.1 Virtual Organisation®(VOs)Make-up

| n t od a yodganisatiams aredrequired to operate in a global marketplace with the
abilities to become efficient in meeting the needs of the customer and maintain competitive
advantage. This need gave rise to the range of organisation strategies in terms of corporate
transformation which includes downsizing aneergineering, and, in turn, the concepts of

the Virtual Organisations (VO) where each of the components within the corapaioyilt

around expertise and specialist knowleffganks, 1998)

The advancement of information communication technology (ICT), the need for
organisational agility, the evolution of tHaternet and the increasing demand for high
productivity to meet customer demands has motivated different organisations to come
togethe and explore business opportunit{®s&ami, 2008) The cooperation and collaboration

of these organisations is supported by computer netwdrke. Internet and related
techndogies are used as a means of communication and collaboratiewould entail
having virtual teams with various areas or structures in the organisation existing through

information technologyvhich supportsvork and communicatio(Lipnack & Stamps, 1997)

The components that make up a virtual organisatiomglividual employees, teams,
departments, units or firms are geographically distributed, functionally or culturally diverse,
electronically linked and connecteda lateral relationships. These attributes enable the
organisation to dynamically modify business processes to meet market demands, to
coordinate via formal and informal contracts, to define the boundaries of the firm differently

over time or for differencustomers or constituencies, and t@arange relationships among
components as needed.i r t u al organi sations (VO) do not

attributes, but can be considered as a different organisational form and are characterized by:

Highly dynamic processes;
Contractual relationships among entities;

1
1
1 Edgeless, permeable boundaries; and
1

Reconfigurable structurgBesanctis &onge, 1998)
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The term virtual organisation implies that an innovative relationship sexistween
organisations that have partnered to form a {ami, 2008) These organisations are
supported by the use of technoloayd therefordit a globalizationprofile. In this type of
organi sati on, the VOGs cost s, skill s, and a
(Pedersen & Nagengast, 2008)

Excellence, where each partner begre competence;

Technology, as the partnership is based on electronic contracts and the informational
networks;

Opportunity facilitating market opportunities; and

Trust as this type of organisational structure makes each organisation far more reliant

ontheother, creating nfixed boundaries between the organisations.

The major distinction between virtual and other orgaioss, particularly traditional
organisations is that VOs are electronically drived,ded structured beyond the boundaries

of conventional organisations. These boundamesy have been set by geographical
boundaries,a lack of diversity in skills and knowledge (human capital) as well as the
advancement in technology. VOO6s are more |
change situations or circumstances and responsive to quick changing market and market

conditiors. ConsequentlyOs have three key features namely

Limited physical facilities / structur@edersen & Nagengast, 2008)
Reliance on higliechnology communications networks tallow for remote
communicatior(Pedersen & Nagengast, 2008nd

1 Effective knowledge managemdfiranks, 1998)

Having explored the features of a VO, several operational factors have been identified. These
factors include human capital, communication, cudtiurinterpersonal, technolaml and

economicconditions

1 Human CapitalThe principle of O066human capital 6:¢
in todayds business environment and many
decisive factor in their succeflsuthans, Luthans, & Luthans, 2004)/ork design is

a critical concern for managers because it bears directly on performance. How a
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company arranges work has a direct bearing on productivity, quality, cost, prafits
customer satisfaction. Virtual teams are a construct of different team members who
are based at different locations. Virtual teams within VOs operate beyond the
limitations of time, distance, organisation size and technologies because
telecommunicatio technology can allow team members to communicate with one
another via computer conferencing systems, Intdsaséd virtual meeting systems
and electronic meeting systenlisu, 2015) Virtual teams can therefore have an
infinite number of participants through the use of technology because network
technoloy and groupware enable the sharing of information across participants.
Virtual organisations are able to effectively mobilize a large number of employees
through the assembly of virtual teams and anonymity is a major element of such an
organisation(Pedersen & Nagengast, 2008)his means that interaction can be
designed to conceal the identities of those involved in the virtual team and even to
conceal the existence of the tedself, sgnificantly reducing the limitations and the
problems of the traditional team. A traditional team may be more vulnerable to
security problems as it is often based on fmefce meetings(Pedersen &
Nagengast, 2008)

Communication Communication is crucial to the success of a VO because

communication provideVOs with the ability of being efficient and fsindamentato

the organisationbds ou mply vaaols. autdnemous uaad Or ¢

international workers, which alsndicatechallenges such as different time zones and
language barriers. The collaboration between associates might balsome
complicated as thisrganisationtypically has a limited amount of faceto-face
interaction. Thus, mabsencef multiple communication approaches can be observed
in virtual organisationféLee, 2013)

Culture Culture constitutes an essential element in any organisation of any type. Yet,
virtual organisations have to be even more vigilant about this notion as they imply a
shared leadership between the team which is composed -oélgait workers from

all arond the world. Virtual organisations must find a way to overcome cultural
differences, which involve dissimilar approachis working (such as time and
deadlines) and living (punctuality for instance), in other words, distinctive
philosophies. Thus, virtualrganisation must exese respect for differences among

the tean(Lee, 2013)
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Interpersonal ManagingVOs successfully requires a valuable communication and
cooperationstrategyamong the team. Perceptions between partners might be quite
dissimilar and could lead toonflicts concerning the management of the virtual
organisation. Thus, it is more than necessary that associates build a solid relationship
despite the distance obsta¢leee, 2013) Trust is also a crucial matter as a shared
leadership among eworkers consequently impk the loss of control focertain
functions entrusted to other associdi@gne, 1993)

Technologica Virtual organisations are completely dependamtechrology as they

are entirely internebased. It is more than necessary for the individuals involved in a
partnership to possess similar technological ttml$s associates. Security and data
protection also constitute a significant challenge as all thernretion regarding
virtual organisations are transmitted and gathered digifbég, 2013) A continuous
control and evaluation of the technology utilized should be done by virtual
organisations in order to prevent being outdated and losing opportunities.

Economical Virtual organisation involves considerable costs due to high reliamce o
technology as well as the performance and availability requirementshe
organisationin addition to that étween the setup and equipment costs and the
maintenance costs, the bilarc escalatequickly. It also constitutes a challenge to
measure, evaluate and track the work done within the different departimehts
virtual infrastructure. This might lead to partners missing deadlines, the necessity to

rework andhereforea loss of efficiency and profifLee, 2013)

Taking these factors into consideratitime benefits of VO for both the organisation as well

as the employee can be seen or experienced in tere ofganisatiofs ability to compete

and accordinglynaintain their compeive advantage within the market place.

2.3.3.2 VOsbOrganisation andWorking

Virtual organisations come in many shapes and sizes and there is no typical structure that

defines a VQeach VO is a unigue construct

From the research of Stough, EomB&ickenmyer(2000)the following characteristics of a

virtual team are defined:
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1 TranscendenceVirtual teams can transcend timastence, orgasation size and
technologies because telecommunicaitechnology can allow team members to
communicate with one another via computer conferencing systems, Idiasset
virtual meeting systems and electronic meeting systems.

1 Infinity. Virtual teams can have an infinite number of participants. Network
technology and groupware enable the participants from anywhere in the world to
share information in a data server. Infinity enables virtuganisations to effectively
mobilize a large amber of employees to assemble virtual teams.

1 Anonymity A virtual team enables its members to keep their participation anonymous.
It can be designed to conceal the identities of those involved in the virtual team and
even to conceal the existence of tkam itself. These characteristics can significantly
reduce the limitations and the problems of the traditional team. A traditional team
may be more vulnerable to security problems, as it is often based otoface

meetings.

Although members of VOs caect and interact virtually and are notlocated, the success

of VOs is in the shared determination and interdependent business processes that are
designed to achieve shared business objectives. Thus it is important that VOs create a
common value chainnaong the distinct entities of the V@enjamin & Wigand, 1995;
Rayport & Sviokla, 1995)as well as the business pro@sssupported by distributed
information technology. BEployees within VOs allow for moréndependeay working,

where individuals can work in a manner that is satisfactory to them. Thetddegreeof
dissatisfaction and stress or even pressure experienced in conventional organisations can be

far less in VOs.

In summary, virtual Organisations (VO) offer great advantages in terms of flexibility if
successfully applied. The collapse of ¥€an be earmous if consideration is not given to
the reality of the environment, timeonditions and circumstanc&s which organisations

operate.

2.3.3.3.VO in the Context of Risk Management

The integrated and coordinated approach towards knowledge, techrasidgrelationship
management is essential to V(¥alters, 200Q)Virtual organisatiosaare in most instances
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good at identifying their own core competencies, deciding where in the-clzdire these are

to be most costffectively deployed, and complementing these with partnership
opportunities,which is regardedas being one of the key success factors. From a process
perspective, to ensure continuous efficiency and delivery the VOs angrec to

continuously consider business processes that will enhance their level of efficiency.

From an organisational structure and design perspective, despite the advantages for VO (both
organisation and employee), it can be quite challenging to thoskar with a conventional
work group to lead as a virtual organisation. Thus, large risksasseciatedwith the
challenge of working virtually as this new organisational structure implies several issues.
Considering the reliance this type of organ@athas on technology, this perception may be
that challenges only come from thiechnology managemenfs much as riformation
technology offers an efficient and largely beneficiglatform, when looking at virtual
organisations th following critical success factors need to be consid@raélola & Wilson,
2004)
1 Time and location where the key characteristics of a virtual organisation rely on the
concept ofanytime, anyplace and anywhere;
1 Levels of involvement wherethe company may be working entirely on a virtual
basis, depicting a high degree of involvement; and
1 Technological advances where new technology developmerssch as wireless,
internet and mlti-media applications, groupware, intelligent software agents and
database systems, create new and flexible ways of working as well as a high level of

information sharing.

VO's may be characterized by several of the same factors that determine anahditi
organisation's risk profile but due to the inherent nature of VO, the risk management
processes applied in such an environment need to be dynamic so as to cater for how it is

structurel.

VO's are distributed, networked organisations with fluid and shared business prosesses,
risk in the VO can migrate between organisational members, making risk identification and
mitigation difficult (Grabowski & Roberts, 2006)How risk management processes are
implemented within a VO may therefore be fundamentally different fieo traditional

organisation, requiring a much more dynamic risk management approach. Risk management
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in VOs should therefortake intoconsideation the characteristics focused on the nature of
VOs as well as their functioninghese being the geograpHhidadstribution, organisational

structuring and design, the communication processes, trust and the organisational culture.

2.3.4 ExponentiaDrganisations (ExO)

2.3.4.1 Exponential Organisation8(ExO) Make-up

I n todayobds new wosizé, ége, reputation orgcarmrent sates may ma be
determining factors as to whether an organisation will continue to exist. Exponential
organisation (ExO) exists, creating an environment where one can build organisations that are
sufficiently scalable, fasmoving and smart, enjoying the success of exponential growth and
success to a degree that has never existed before orcewmsitlered adeing possible
especially wherconsidering the minimal resources and time that are at the disposal of the

organisamn (Ismail, Malone, & van Geest, 2014)

We have now entered an era whierstartup organisations are being develop&dich,

within short periodsgrow and become largerganisations growing and moving atight
speedand attracting #éargeshare of the market. Conventional organisations, having been in
existence for many decadestruggle with the fast growth and dynamic nature of thigbe
speedorganisations and mangot having transitioned into an ExO are now be faced with the
challenge of maintaining their competitive advantage. -Bfartorganisations are now
capturing the market and have become recognisable competition to larger more traditional
organisations. Thifespan of organisations is now becoming shorter and the large traditional
organisations are now forced to compete with the upcomingugiartganisations that do not
have the legacy issues that they are experiencing. This therefore poses a chaltbege to
larger and more traditional organisations in that they are now forced to move into a
transformationaspace transforming to beomemore agile, flexible and responsive to change

like exponential organisations.

A new breed of organisations has now egee, harnessing the power of exponential
technologies, from groupware and data mining to synthetic biology and roKistieail,
Malone, & van Geest, 2014he success othese Ex@ is associated witlthe level of

productivity and the speed athich they respond to market needs, as the market needs or
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requirements have increased from wihaty werepreviously. Human productivity steered by
good human resource practices heen identified as essential to business performance
(Bhalla & Giri, 2014)and performance by employees has always been essential to business
performancgHuselid, Academy, & Jun, 1995)\ow the productivity of organisations is not
determined by theumberof people and the time they spend offivieing a task, it is more

about the type of technology used as well as the capital expense ddpfidlgecrganisation.

To grow exponentially and span across the globe, twice the output is required to access and
reach global markets as well as to mbily dominate the industry or sector which an
organisation operatedVith that saig conventional organisations are often too internally
focused andhave often lost touch and are probably not fagly tunedto spot rapidly

approaching technological competitive threat.

ExOs extend themselves outside their organisational boundaries by leveraging or accessing
people, assets and platforms to maximize flexibility, speed, agility and learning. These
organisations are extremely robust, precise andeplppuned to process all the inpaiisd as

a resultprodue@ exponential outputsWith that said Ex® have distinctly different internal
operations encompassing everything from their business philosophies to how employees
interact with one another, how they measure their performance, and even their attitudes

toward risk(lsmail, Malone, & anGeest, 2014)

The internal operations @n ExO are supported by various processes and actiyisesail,
Malone, &vanGeest, 2014)

1 Interfaces that are used to filter and match processes by which ExOs bridge external
factors In many caseshese processes start out manuatl agradually become
automated around the edges. As these processes evolve and become more powerful,
they feed into the organisationbés dashboa

1 DashboardsGiven the huge amounts of data from customers and employees, ExOs
need © measure and manage the organisation,-tieal by using adaptable
dashboarsglwith all essential company and employee metrics and making it accessible
to everyone in the organisation

1 Using Lean principles to develop and implement praduct
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1 Autonomy This is described by selbrganizing, multidisciplinary teams operating
with decentralized authority. The company hires talented, innovativetaetérs who
decide which projects they wish to joiBmployeesare also encouraged to start new
projects,solongs t hey f it t(lsmail Mdome & Gegst 23014Mid P

1 Creating a work place that caters for digitization.

In a conventional organisation, strategies are drafted and defined for a period of three to five
yearsbutin an ExO sucltonductis frownedupon and is even said to be acsial practice

for an ExO.This is because it is believed that lelegm strategies magimply send the
organisationhurtling in the wrong direction Thesestrategies at tinemay present an
inaccurate picture of what lies ahead, eifeih is in the right directionlsmail, Malone, &
vanGeest, 2014)

Ismail (2014)states thabn ExO is one whose impact (or output) is disproportionally large, at
least 10x larger compared to its peers because of the use of new resources and capabilities.
ExOs are built upon information technologies that take what was once physical in nature and

dematerialize it into the digitabasedon world-wide demand

2.3.4.2 Exponential vs. Linear in theContext ofRisk Management:

Regardless of how the landscape of organisatisrmhanging in terms of form, structure,
management and communicatiomany organisations today still manage and measure
themselves om linear scale. That is in terms of the amount of wibrtakes to comgte a
taskandthe resources required; yet the advancement of technology and accessibility of such
technology changes this line through automation, mass production, robotics and even
virtualization. This therefore means that traditional or conventionas afayuilding products

or developing solutions ke fundamentally changed arade not in adherence to the linear
measures used. The unfortunaspectof the linear measure is that it is still widely used,
particularly by the much established and matugaoisations yet it has long been abandoned

in the worldasnew technologiebaveadvancd (Burnes, 2017)

The challenge that exists today when considering organisation agility is that organisations are
viewed as noilinear systems, which then presents a problemarding predictabilily

(Millett, 1998) Linear processs are seen and used across large organisations yet external
factors influencing orgasations such as technology and market indicators are not on a linear,
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more predictable patfBurnes, 2017)Organisations do not achieve success though because

of their ability to predict and create planned strategies. They achieve success because of their
ability to constantly realigwith the environmenfMillett, 1998). The Inear process remains
pervasive across the world econgmyg software development processt®e waterfall
approach is considered to be linear while new development methods like Agile Software
Development (ASDhaveemerged and collapsed some of the steps. Many organisations are
now adopting agile methodologiesarganisations that still manage and measaieglinear
methods. Products developed using ASD are still released and deployed in a linear manner
thereforelinear product development remains the predominant way in which solutions are

introduced tahe market.

If organisations are complex systems, management and change take on a new dimension
suggestinghat, while it might be fruitful to see organisations as +ioear systems, to do so

will require a fundamental shift in the role of managen{Buoirnes, 2017)The challenge is

mainly that because organisations think linearly, their operations are linear, and their
performance and success measures are still linear. Most organisations see the world through a
linear lens, which then means that when presented with an opportunity thadpfaitowed

to exploit these opportunities is linesw organisations tend to easily forfeit their competitive
positioning (Ismail, Malone, & Geest, 2014)0OIlmedo, 201Q) In instanceswhere these
opportunities were exploited, they are measured in a linear manner. This may be the reason
why organisations that are not exponential in nature are overtaken blgutbeoning
dynamic organisations which are disruptive in nature. On the dppepectrum exist
conventional organisations that are linaadrarely disrupt their own products or services let
alone the sector, industry or market because they do not have the tools, the attitude or the

perspective to do desmail, Malone, & Geest, 2014)

Looking at technology in termsf @advancement and usé& has had a major impact on
organisations and has introduced enormous disruption in the businessTerichanges

the world as well as how organisations should be designed or structured or even the level of
growth to be expecteis rapidly beconmg obsolete Consequentlyorganisations need to
continuously refresh their knowledge and use of technologies as well as their organisational
capabilities.Understanding an organisatinandscape is now beming a very challenging
task.What has always made traditional companies highly efficient at expansion and growth is

that as long as market conditions remain unchanteg had an opportunity to plan for the
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future over a longer time. In the same breidils has made these organisations extremely
vulnerable to disruption. Today the key issue is that we live in an exponential world, which
means that whatever understanding one may have had or stdf tflee world and how it
operates has fundamentally olgad (Ismail, Malone, & anGeest, 2014)

From a risk perspective, this shift will, of course, be quite challenginggrms ofrisk
management as risk management has always followed a more linear approach to the
identification, assessg, managing and monitoring of riskBoehm & Turner, 2005)
Providing drawpout projections of emerging risks within -28 months tracking current
risks and planning the improvement of the current cdetta@nvironment of a extended

period of timeadds to these challenges

2.3.5. Organisational Structure Summary

In the 21st centuryfewer traditional organisational forms began to emehlabey, Salaman

& Storey(2001) write of the emergence of a new paradigm for organisational form which
seeks to replace the rigid and cumbersome nature of traditional form. Ashi&9ag
presents the change in pdigm for organisational success, summarising the success factors
of both old and new organisational designs as described by Ashkenas, this is depicted in
Table 23.

Table 23: Design principles for Organisational Succgsshkenas, 1995)

Old success factors New success factors
Size Speed
Role clarity Flexibility
Specialisation Integration
Control Innovation

This therefore means that organisations designed and focused more on size, role clarity,
specialisation and level of contri@dl\shkenas, 1995reincreasinglyincapable of thriving or
even surviving in the new world. Tlgesign of the organisations not only impacted the way

in which reporting and management is done within an organisation but has had a fundamental
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impact on the ways of work across an organisatigrich in turn may have a direct impact

on the success of the organisation.

The development of new technology influenced the design of early business and the way they
were expected to functioMcMillan, 2002) T hi s i's still true in
advancement in technology is shifting the way in which organisations operate within
themselves as well as with their external environment. The shift in organisational design
principles from old to new recognisepegd, flexibility, integration and innovation as key
success factors, all characteristics of responsive organisafioese should beedigned to

thrive in less predictable environments; by balancing profit with purpose, hierarchies with
networks, controlwith empowerment, planning with experimentation and privacy with
transparency. Creating ndnear structures would be in support of raerarchical

principlesandassureahe attainment of new succegsscMillan, 2002)
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success factors identified Byshkenag1995)for new organisational designs.

Table 24. Summary of organisational structures

Organisatio Reference Definition Nature of Organisational Principles for Success
nal organisations (Ashkenas, 1995)
Structures Linear vs.non-linear | Innovation | Flexibility | Integratio | Speed
systemg(Millett, n
1998)
Traditional / | (Mabey, Traditional organisation with a | Linear
Conventional| Salaman, & structure that has a leader and
Storey, 2001) | multiple layers of subordinates
or divisions
Agile (Fowler & Agile organisation that is quick | Non-linear X X X X
Highsmith, in responding to changes in the
2001) marketplace or environment as
well as the emergence of new
competitors
Virtual (Pedersen & | Virtual organisation with virtual | Non-Linear X X X X
Nagengast, teams that is located throughoy
2008) the country or the world
requiring information technolog
to support their work and
communication.
Exponential | (Ismail, Exponential organisation that | Non-Linear X X X X
Malone, &van | has a larger growth (at least 10
Geest, 2014) | times larger) compared to its
peers because of they make us
of new orgarsational technique
that leverage exponential
technologies.
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2.4. Organisational Agility
24.1. TheConcept of agility

Agility is a complex concept and has been analysed aeoms®mics, strategic management,
operations management and information technology/information systems disc¢iplines
building from the literature on flexibility in economi¢Seethamraju, 2006The concept was
initially developed by a group of researcheénsorder to describe the practices that should be
observed and consideras vital aspects of the manufacturing pro¢hisgel & Dove, 1991)

These authorargued thabrganisationsnust adapt to the changing business environment and
needs such as speed, flexibility, responsiverassinfrastructure with amanufacturing
system that is capable of quickly shifting among product models and/or between product
lines(Seethamraju, 2006)

The concept of adapting to unforeseen changes has led to the evolution of one of the latest
concepts in business strategies and is referred to as the concept of(@gifiguly et al.,

2009) Agility has become a key business driver for all organisai®asd a crucial facton

an organisatios ability to survive and thrive in uncertain and turbulent marketse,

2001) The t ercommbéndygsed te describe organisatitimat are able to adapt to

and perform well in rapidly changing environmefi®ve, 2001) In a similar way Teexand
others(2016)refer to agility astie capacity of an orgasaition to efficiently and effectively

redeploy or redirect its resources ado create and protect its organisational value.

Taking a strategic management perspectikesearcherdSambamurthy, Bharadwaj, &
Grover, 2003)defined business agility as the capability of firtasmana@ their internal
operations and interactions with their ecosystems of external partners and networks. They
identified three types of agilifynamely customer agility, partnership agility and oggonal

agility. Customer and partnership agility deal with the agility of the firm in managing
relationships with customers and partners while operational agility is defined as the ability of
the firm to redesign existing processes rapidly and to cneateprocesses in a timely fashion

in order to be able to take advantage of dynamic market condifAgiigy therefore also

builds upon other concepts in management theory that pertain to firm success in turbulent

environments, including dynamic capatids (Teece, Pisano, & Shuen, 1997)
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2.4.2. DynamicCapabilities andhgility

Faced with an everthanging marketplace, organisations are required tdaatt creating
organisational agility that allows for the implementation of solutions in a quick and iterative
manneryet still applying solid foundation that safeguards trgaoisation from recklessness.

I n todayds competi ti wteefer anvorgansationdorbe acecegtofgi t mor
and positively responding to change than attempting to prevent it. The environment under
which organisations function is so volatile that each organisation should have the capability
to plan for a disaster or predictable events ¢h to remain stagnant iexisting practices
(Fowler & Highsmith, 2001)Organisations across sectors are striving for agility to penetrate
their markets fastawith products and solutions that are innovative and respeto market
demandgEllonen, Wikstrom, & Jantunen, 2009)o achieveagility, organisations need to be

able to transform themselvgmrticulaty when working in uncertaintyhile learning and
adjusting needs to become a capability set that an organipassassefleece et al., 2016)

This therefore makes it imperative for organisations to develop and mamgahanisrathat

will allow them to be more responsive yet be in a position to proactively and timeously

identify risks that may i mpact on the organi

2.4.2.1. The Dynamic Capabilities Framework (DCF):

In a fastmoving business environmewopen to global competition, organisations with a
competitive advantage have been organisations that demonstrate timely responsiveness,
flexible product innovatior{Ellonen et al., 2009)along with the management capability to
effectively coordinateand redeploy internal and external competen¢Teece & Pisano,

1994) This source of competitive adviage is referred to by Tee¢g#994)as6 dy na mi c
c a p a b iltlemphasiesswi aspectsfirstly, the shifting character of the environmand
secondl, thekey role of strategic management in appropriately adaptiegrating, and re
configuring internal and external orgsational skills, resources, and functional
competenes toward the changing environmentThe dynamic capabilities approach
provides a frameworkhat highlights organisational and strategiompetenies that can be

used by the organisation to create competitive positioning that can be developed into a long
term competitive advantagdeece, 2007)The dynamic capabilities Figure 27) can be

separated into three main componeafscapabilities namely (1) to nse and shape
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opportunities and threats, (2) seize opportunities and (3) to maintain competitiveness
through enhancing, combiningrotecting, and, when necessary, reconfiguring the business

enterpriseds int aflfeecebd0®) and tangi ble assets
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Figure 27. Foundations of dynamic capabilities and business perfornfareee, 2007)

Page 48



Framework for dynamidsk management in responsive organisations

The dynamic capabilities frameworkims to explainthe sources of enterprisevel
competitive advantage over time, allowing the organisations to compete in perfectly
competitivemarkets.The element ofdynamic capabilities that involves shaping (and not just
adapting to) the environment is dynamic in unaf these beinghe ability to sense
opportunities, seize opportunities and manage threats and transformiattassed in the

nextsectiors (Teece, 2007)

1 Sensing (and shaping) opportunities and threatffigure 2-8):

To identify and shape opportunities, organisations must constantly scan, search, and explore
across technologies and markets. This activity involves investing in research atigity
analysingcustomer needs as well as current technological possibilities. In ordmrildo
sensingcapabilities, organisations need to understand the hidden demand, the structural
evolution of industries and markets, and supplier and competitor responses. Opesrtunit
emergefor all organisationshereforeorganisations must have the capability to interpret new

events and developments, know which technologies to pursue, and which market segments to

target.
Processes to Direct Fl;r;)\?glfnsperrs\;ﬁll?r?
Int?\lrgal ?&Dhnﬂggsi:ged Exogenous Science and
' . Technology.
Analytical Systems (and echnology
Individual Capacities) to
Learn and to Sense, Filter,
Shape, and Calibrate
Opportunities. -
Processes to Tap pporiinfies Processes to Identify
Supplier and Target Market Segments,
Complementor Changing Customer
Innovation. Needs, and Customer
Innovation.
Figure2-8: Elements for O0sensingé (heecek?280f) and
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1 Seizing opportunities(figure 2-9):

Once a newechrological or markebpportunity is sensedt can be exploited throughew
products, processes, or servicékis may require the organisation to inveéstproduct
development, innovative activities as well @smmercialization activityhat will introduce

the new product aservice to the market.

Delineating the Customer Solution and
the Business Model

Selecting the Technology and Product
Architecture;

Designing Revenue Architectures;
Selecting Target Customers;
Designing Mechanisms to Captura
Value.

Selecting Decision-Making Protocols

Recognizing Inflexion Points and
Complementarities;

Avoiding Decision Errors and
Anticannibalization Proclivities.

Enterprise Structures,
Procedures, Designs and
Incentives for Seizing
Opportunities

Selecting Enterprise Boundaries to
Manage Complements and “Control”
Platiorms

Calibrating Asset Specificity;
Controlling Bottleneck Assets;
Assessing Appropriability,
Recognizing, Managing, and
Capturing Cospecialization
Economies.

Building Loyalty and Commitment

Demonstrating Leadership;
Effectively Communicating;
Recognizing Non-Economic Factors,
Values, and Culture.

Figure 29: El ements f

or

0sei zingb (TMece,ROOF) and tech

1 Managing threats and reconfiguration(figure 2-10):

A key to sustaimg profitable growth is the ability to recombine and to reconfigure assets and
organisational structures as the enterprise grows, and as markets and technologies change.
Reconfiguration is needed to maintain evolutionary fithess and, if necessary, to try and
escape unfavourable path dependenciesummary continuous reconfiguratioresults in

operational efficiencyhich can then result in organisational success
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Daceniralization and Mear
Decomposability Cospecialization
Adopting Loosaly Coupled Structuras: Managing Strategic Fit So That
Embracing Opan Innovation; Asset Combinations Are Value
Devaloping Integration and Enhancing.

Coordination Skills. y
Continuous Alignment and

|Pealu:|nr'19nt of Specific Tanmbl@.

\ and Intangible Asssts.  /
S -
Govemance Trme—— Knowladge Management

Learning;

Knowledge Transfer;

Know-how Intagration;

Achiaving Know-how and Intallactual
Property Protection.

Achiaving Incentive Alignmant;
Minimizing Agancy lssues;
Chacking Strategic Malfeazance;
Blocking Rent Dissipation.

Figure 210: Elements of O6dmanagi (epcet2B07)eat s and r ec

24.3. Responsive OrganisatierOrganisationaAgility and DynamicCapabilities

For organisations to thrive in an uncertain business world, they are requgetkly adapt
to changedy possessing dynamic capabilities such as sensing, sdiziegtmanageent
and reconfiguation Organisations are discovering that the best wafydoing thisare by
aggressively reshaping the culture of the organisation and business practices to cater for
(Sarah et al., 2012)

1 More collaborative and robust risk management;

1 Increased use of iterative practices

1 Rigorous change managemémtetter adapt to changing market conditi®arah et

al., 2012)

To aggressively reshapleemselvesprganisations need to have the agility attributes to do so.
As defined by Yusuf1999)agi | ity i s an organisationfdés abi
continuous and often unanticipated chan@éasuf et al., 1999) Therefore culture and
organisational structures that provide for flexibilaye needed in an environment that is
continuously changin@Burba, 2015)lable2-5 summarizes the various fi@tions of agility
along with the essential characteristics embedded within those definittiessummary has
been adopted from Ganguly and otli2@®9) looking at the agility definitions anekssential

characteristics when defining organisational agility.
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Table2-5. Summary ofhe various definitions of agility, agdted from Gangquly and othef2009)

Reference Definition Speed/ | Cost | Responsiveness Flexibility | Quality | Customer
Time needs

(Goldman, Capability of an orgasation to operate profitably in X X X
Nagel, & Preiss, | an competitive environment comprised of continua
1995) changing customer habits
(Kumar & Ability to accelerate thactivities on critical path and X X
Motwani, 1995) | é t i -wesed competitiveness
(Fliedner & Ability to market successfully lowost, high X X X
Vokurka, 1997) | quality products withlsort lead times and in varying

volumes that provide enhanced value to customers

through customization
(Yusuf et al., A successful exploration of competitive bases (spe X X X X X
1999) flexibility, innovation proactivity, quality and

profitability) through the integration of recfigurable

resources and knowledge management to provide

customer driven products and services in a fast

changing market environment
(Dove, 1999, Ability of an organgation to respond efficiently and X X X X X
2001) effectively to both proactive and reactive neadd

opportunities on the face of an unpredictable and

uncertain environment
(Menor, Roth, & | 6 6 T h e  aalfirm toiexcel sintulkaneously on X X X
Mason, 2001) operations capabilities of quality, delivery, flexibility

and cost in a coordinat
(Sambamurthy e] Ability of a firm to redesign their existingrocesses X X X
al., 2003) rapidly and ceate new processes in a timely fashio

in order to be able to take advantage and thrive of

unpredictable and highly dynamic market conditior
(Raschke, David| 6 6 A b i | firmttydynarhically modify andér X X X
David, & Carey, | reconfigure individual business processes to
2005) accommodate required and potential needs of the

firmd
(Ashrafi et al., 66 Argankat i on6s a lenvironnmental t X X
2005) changes and respond effectively and efficiently to { Page b2
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While most of these definitiorsf agility cover the essential characteristics of time, flexibility
of the systemand responsiveness, the definitions usuf et al.(1999) and Dove(1999,

2001)take into accourall the essentiadttributesof agility .

Most of the definitims in @ble 25 have speed, responsiveness and customer need as
essentialagility attributes.In the work done by Overby2006) the sensingdynamic
capabilityandresponsiveagility attributes are presentedhia quadrant framework (fig-21),

exploring thedifferent combinations of sensing and responding capabilities that organisations
may possess

LS\ H Quadrantll L DH | LA H Quadrant!  LE_ 2 H

Sensing Responding Sensing Responding
Low sensing capability / High responding High sensing capability / High responding
capability capability

Stylized Firm Profile: Well-developed
capabilities in R&D, IT, government
relations, market intelligence, etc. allow
the firm to detect environmental change
caused by new technologies, legal /
regulatory change, etc. Strong strategic

Stylized Firm Profile: Flexible strategic and
operating capabilities permit the firm to
rapidly retool existing products, change
production volumes, customize service

offerings, etc. However, the firm misses

= emerging opportunities because it is unable . o X
= . and operating capabilities allow the firm
5 to sense relevant environmental change. ) L )
= to seize opportunities in a timely manner.
g
[4]
o
£
=)
§ | LS DN\H Quadrantlv LA Ny | L/ VK Quadrantll /S Ny
E Sensing Responding Sensing Responding
= Low sensing capability / Low responding High sensing capability / Low responding
capability capability
Stylized Firm Profile: The firm lacks both St"’“z‘?d Fim Pf‘?fl"ez Well-developed
the ability to sense relevant environmental sensmglcapabllltles allow the flrlm tol
change and the ability to respond to it detect environmental change and identify

emerging opportunities. However, the
firm is unable to respond to these
opportunities because it cannot adjust
strategy, reconfigure production, mobilize
the appropriate resources, etc.

readily.

Sensing capability

Figure 211: Framework of different combinations of sensing and responding capabilities
(Overby et al., 2006)

Quadrant | - high sensing, high respondingOrganisations in this quadrant hakigh
sensing and higihesponsive capabilities. The sensing capabilities are supported by R&D,

market intelligencewhile IT, legal, and government relations activities and the strong
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responding capabilitieare supported by product development, systems development, and
resource utilization skills. Exponential organisations, virtual organisations and agile

organisations are an example of such organisafowerby et al., 2006)

Quadrant Il - high sensing, low respondingOrganisations in this quadramtight be able
to sense environmental change relevant to their busitless possessing high sensing
capabilitiesbut fail to respond to it in an agile manner (low respondiMyst traditional
organisations are examples ofch organisations. Wherenecessary bureaucraeyay slow
down strategic decisi@ntoo specialized rolemay slow decision making at an operational
level (Nerur @ al., 2005) Over analysis @nalysisparalyses may sow down the strategic
decisionmaking process, causimgganisationgo fail to act on emerging opportunities. Risk
aversion maylsocause firms to pass on an opportunity even when respondingaald be
beneficial. Lastly, poorly integrated processes may slow down product development and
systems devepment activities, causing organisatidnsmiss opportunitiegOverby et al.,
2006)

Quadrant Il - low sensing, high respondingOrganisations in this quadrant have strong
responding capabilities (high responding) but are unable to sense the correct opportunities to
pursue (low sensing)lhis is seen in many traditionarganisationswhere his lack of a
sensing capabilitys due to several factors. @semayinclude poor information flow within

the organisation, data qualitgnd nonintegrated systems. In addition to that the ever
reliance on outsourced providers areas such as IT, legaudiing, R&D, government
relations or market intelligencenakesit difficult for the organisations to build the right
sensing capabilities so as to respond to environmental chengedition poor orabsent

dynamicrisk management capabilities may assi their decisiormaking processes.

Quadrant IV - low sensing, low respondingOrganisations in this quadrant lack not only

the ability to sense environmental change but also the ability to respond readily. The
deficiencies related to sensing and responding discussed with respect to quadrants Il and Il
apply to quadrant IV. An exar® of such an organisationis Kodak, which declared
bankruptcy in 2012 after having invented and then rejected the digital camera. At the same
time that Kodak was closing its doors, the startup Instagram (three years in business) and
with just thirteen empyees was bought by Facebook for $1 billion. Ironically, this happened
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while Kodak still owned the patent for digital photograghgmail, Malone, &van Geest,
2014)

With respect tahe definitions of organisational agility in combination with what has been
defined by Overby2006) responsiverganisations can be referred tooaganisationsalling
within quadrant]l and Il possessing high response capabiliti€sese high respore
capabilities allowthese organisatiorts seize opportunitiegithin the environmenin which
they operateTraditional organisations can be placed in quadréihtand IV with low
response capabilitiesyhich can be seein the inability to maintain market share and to

penetrate emerging markets.

The ability to respond to changes wiiththe environments a responsiveorgangation,
requires an organisation to be able to sense, seize and manage threats and
opportunitie§Teece, 2007)This therefore means that responsive organisations nsetse,
seize and manage threats and opportunitiesing well-defined dynamic capabilitiesand
agility attributes inother functions of theorganisations such as risk managemdihis will
allow an organisation to timeously sense and responopfmrtunities and threats the

environment changéBeece et al., 2016)

Risk management principles, frameworks and proeessnplementedn an organisatioas

part of thedecision makingorocessedoth in managing threats and exploiting opportunities
(ISO, 2009) Organisations with a highly developed culture of agility areenadnle to quickly
respond to market conditions, be it threats or opportur{iiegba, 2015) With that saiddue

to organisationalenvironment change and uncertainty, organisations must identify risks
sooner, adapt to change quicktyorder todeliver value products, solutions and services to
their maket. To make the most of risk management efforts afmbn@fit from this practice,
responsive organisations netecensure that their risk management practice has well defined
dynamiccapabilities (sense, seize, manage and transfaimj will allow the organisation to
identify, analyzeand measure risks as well as identify emerging opporturfilas etal.,
2013)
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2.5. Challenges of theRisk ManagementProcessConsidering ResponsiveOrganisations

2.5.1. Risk Assessment

Risk management is fundamental to doing business especially considerinyntéraic
nature of the environment in which therganisation exist (Walczak, Kuchta, &
Development, 2013)Effective risk management prevents the likelihood that undesirable
problemsmay occur, or it decreases the severity of their consequences (impact), should they

OcCcur.

Key to risk management is the risk measures that are used to assess the risk exposure. Risk
management has traditionally been performed by understandingrda@isatiods risk
exposure through risk measures (impact and likelihaod)determining the negative effect
(consequences) if a risk is not evaluavednonitored in terms of its risk exposure (Figure 2

11). Hussey1978) describes the matrix as a tanensional aid to decision making and
Cook(2008)describedhe matrix as a tool or technique that can be used for assigning a level

of risk to the outcomes of an event. The risk matrix is designed as a 5X5 matrix with
likelihood (vertical positions on matrix) and impact ( horizontal positions on mafkan,

2011)

With that said certain aspects of the risk managemendat@s have been cetsedfor not

having an improved method for calculating risks (using impact and likelihood as a risk
measure). The twin pillars of risk management defined as probability and impact look at what
the odds are of an event happening as agthe damage or the benefit it wodkiver if it

were to happen. This measure is a-tumensional analysis (impact and likelihood) and is
derived within a risk matriDavis & Lukomnik, 2010)Based on the many criticisof the

risk measures, risknanagement practitioners and experts have come to question the
completeness of the twdimensional measure being used, recommending the consideration
of Aroccikt yvoe | t h u s -dimensidnal gneasure tadcertairgisk (Davis &
Lukomnik, 2010)

Agility has become a key business driver for all organisationsisamatrucial factor foan
organisatios ability to survive and thrive in uncertain and turbulent marketsve, 2001)

The term d6agiled is commonly wused to descri
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perform well in rapidly changing environmen@®ove, 2001) In a similar way Teece and
others(2016)refer to agility as the capacity of an orgsation to efficiently and effectively
redeploy or redirect its resources so as to create and protect its organisational value. From a
risk management perspecti@avis & Lukomnik (2010)define risk velocity as how quickly
an organisation resposdrom the initial identification of a risk to the point whet
materializes.The statementhat the effectiveness of risk management is dependent on both
agility and resiliencyxan beexpressed as a simple formula:

U Agility = Speed of response /Risk velocity

And similarly resiliency can be expressed as:
U Resiliency =Resource appropriately deployed / Potential Risk Impact

Therefore risk management would be the product of both agility and capability, expressed
as:

U Risk Management effectivenesg\gility X Resiliency(Davis & Lukomnik, 2010)

The speed at which an orgsation can respond to the impact possibly introduced by a risk
using available resources would therefore determine risk veldgity would be defined as
the third dimension to consider as a measure of risk hieotedingimpact, likelihood and

velocity.

Risks have positive effexfopportunity) as well asegative effect§consequences). Positive
effects are opportunities within the orgsation, manifesting in many forms such as
operational issues (the need to cater fost@mmer demands) as well as strategic issues
(implementing initiatives that would grow the business segment, maintaining its competitive
advantage). With that said, understandingoaganisatiols risk profile is essential because
the consequences of a rislan impact therganisatiods economic performance, professional
reputationas well as itgegulatory and legal stand poir8o the rate at which a risk can
manifest and the impact that it may have, can be seen as a measure that needs to be
consideredvhen measuring riskDavis & Lukomnik, 2010) Risk management is not only
about the identificatiomf risk but risk management should ensure that the caj#@on has

an appropriate response to riskdich impact the orgasation andavoids inappropriate risk

actions that may result in ineffective and inefficient risk response.
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2.5.2. Risk Culture

Building the risk culture of an organisation is often overlookedragdrdedas creating risk
awareness. This is more likely to keaemployees of the organisation more risk averse,
which is not the appropriate risk posture for an organisg8bmkman& Herd, 2014) How

risk is managed, perceived and treated is largely a cultural aspect within arsairgani
What organisations should be striving for is getting each penstinin the organisation
thinking asa risk manager, driving a culture of appropriate risk taki@ginkmané& Herd,
2014)

An organisationods r i ®rganisapogsaittitide tewardsriskaas wed s s e d
as its risk tolerance levels. Tloeganisatiods risk appetite informs the level of change and
innovation which an orgarsation is willing to take on and inherentlyn an agile
organgation, risk attitude maybe defined as risk seeking, being comfortable with inherent
variability or uncertaintyand desiring an increasein risk exposure where appropriately

priced. The risk tolerance of an agile orgation would therefore inherently be defined as

being moderaterisk tolerance expressing the level of exposure to each risk type that the
organgation is prepared to tolerate (i.e. retain), net of risk management processes, procedures

and strategies.

Perception of risk (good or bad) determines how much risk (pegitk - opportunity) an
organsation is willing to take. In addition to that the culture of the orgion may also set
the tone for the level of risk that is willing to undertaken.

2.5.3. DynamicCapabilities inRisk Management

The risk fraternityds abil i titselfid ane of ilsmmost nu o u s
critical capabilities in todayds business e
and adapt to the future to consistently provide the benefits outlined in the framework that has
been adopted by the organisation. With the rfghtis by both the organisation and the risk
fraternity, the benefits derived from risk management will support business performance and
provide organisations with confidence in their ability to handle the uncertainties of the future.

Several studies haveted that the ability to innovate and transform is vital for the ecosystem
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in which we @erate This is even truef the risk community thagxistswithin organisations

that are now operating under dynamic, and rapid changing environmental and business
conditions. Firstly, risk management has been defined as an integral pae afganisational
process, contributing to the demonstrable achievement of objectives as well as the
improvement of the organisatiods operations and process. In addition to thak r
management is also seen as a key part of decision making, helping decision makers to make
informed decisionsSecondly risk management principles should set out to describe what
risk management activities should be and whay should achievelistinguishing between

the characteristics of risk management and what it should be deliverhmy risk
management principles as definggO, 2009)stipulate the need to be dynamic, iterative and
responsive yet in the same breath define the risk managemensga®aes being planned,
systematic and methodical. This may imply that the prinsipfediversity, iteratbon and
changeare overshadowed bwspectghat are defined as systematic, structured and timely.
With these principlesn mind, the risk management gonunity may need to develop risk
management principles that guide the process of risk management in the different kinds of
organisationsn which risk may existThirdly,i n t odayds econosaions | and:
(virtual, traditional, agile, and digital) will continue to face volatility, complexity, and
ambiguity. Risk management therefore has an important role torpt@rdinghow an
organsation manages and prospers through these times of uncertaintin ahghamic
environments. Regardless of the type and size of the organisation, they are still impacted by
changeso the strategy adopted needs to be true to what the organisation wants to achieve.
Risk management should therefore be aligned to the or¢janslastrategy taying true to

the organisatiofs mission.

Fourthly, risk management practices are planned, systematic and methodisaloses the
challenge of being able to timeously identify, respond and mitigate risks such that
organisations opetiag in dynamic, rapidly changing and nbnear environments may reap

the benefits of risk management. In dynamic environments risk management practices may
be required to be dynamic, radical and innovative, proportionate to the level of risk
management whin the organisationThis may esult in a disruption within the risk fraternity
where the dynamic capabilitiésensing, seizing, manage and transfoofhe risk practices
areconsidered together with the agility attributes of the organisation. Coingjdiee

dynamic capabilities framework (DCF) risk management siged
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1 SenseThis involves hilding dynamic capabilities with risk managemantbeing able
to sense capabilities that are focused on new, improved developments or even radical
facelifts d risk practices Theseneed to be embrace@s opposed tdorcing an
implemenéation of risk frameworknto responsive organisations.

1 Seize This involves leing able to structure and desigo as to seiz@pportunities
through the possession of theeansby which to address opportunitiedt involves
maintaining and improving the risk competency within a specific context then investing
in technology and skills that will achieve industry or organisational acceptance.

1 Managing threats / transformatio This involves mplementing risk management
principles that inform continuous alignment (and realignment) with organisational

operations and processasd embedding this behaviour in risk management practices.

Dynamic capabilities advocate that, irganisations of deep uncertainty such rapid economic
changes, management must lead the osgon in sensing, seizing, and transforming the
organisation, marrying the right risk management capabilites and tools with the
organisatios strategy and agiyit (Walczak et al.,, 2013) The dynamic capabilities
framework can therefore help guide managers with respect to when and how to manage risks
when operating in conditions of uncertainfjhe framework can help in assembling the
elements needed to decide when to invest in risk management tools that will allow for
dynamic risk management, catey for the level of agility within the organisatidiValczak

et al., 2013)

2.5.4.Gap inCurrentResearch

Risk management as a key tool in decision making should be aligned to the organisation with
specific focus on the organi sati orefflestvepr oces

management of risk across the business (ISO, 2009).

The Committee of Sponsoring Organisations of the Treadway Commission (COSO) and the
ISO31000 are well known risk frameworks that have been developed for the management of
risks. COSO hagainedmuch recognition and influence because of its link to the Sarbanes
Oxley requirements for companies listed in the United States (Moody, a0ddgas updated

in 2017 to the Enterprise Risk Managemehttegrated FrameworkCOSO. These changes

are saida address the need for organisations to improve their approach to managing risk so
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as to meet the demands of an evolving business environment and it highlights the importance
of considering risk in both the strateggtting process and in driving perforrsan The
framework is a set of principles organised into five components: governance and culture;
strategy and objectiveetting; performance; review and revision; and information,
communication, and reporting. What is delivered through the adherenceeqptieciples is

the ability to provide management and the board with a reasonable expectation that the
organgation understands and strives to manage the risks associated wittatégysand
business objectives. Nt cannot be attained from using the S&Dframework is the ability

to assess the organisation dynamic risk managéecapabilities and attributes as to ensure

that the risk function and processes are continuously transforming and reconstructed to

address the nesdf achanging environment.

ISO3100 is currentlyregarded asbest practice for risk management frameworks and
incorporates best practice from COSO (Fraser & Simkins, 2010). ISO3100 provides a generic
guideline and it is not intended to impose uniformity of risk (Fraser & Simkirl))20 he

design and implementation of risk management is therefore dependent on the varying needs
of a specific orgasation, its particular objectives, context, structure, products, services,
projects, the operational processes and specific practicesyadplinternational Standards
Organisation, 2018; ISO, 2009). ISO 31000 includes a detailed list of the suggested principles
for risk managemenénd has an open system model to fit multiple needs and context,
therefore 1ISO 31000 can be used as a refenehea developing a dynamic risk management
framework. ISO 3100@sa best practice for risk management frameworks does not assess

the dynamic capabilities and the agility attributes required for dynamic risk management.

Despite the fact thatgk management is of crucial portance for software project success,
very few models have been found that explicitly integrate risk managewith agile
development pragssesNyfjord & Kajko-Mattsson(2008) developed an integrated model
that would integrategile and risk managemerds these areagpresent different types of
processesBased on the findirgjof the research done by Nyfjord & Kapddattson (2008)
the integrated mode&lan be used as a reference mdmedll organisations that have adopted
an agile software development approactcamparingtheir development approach witteir
risk management practic8.he integrated model has been found by Nyfjord & Kajko

Mattsson(2008)to hawe limited utility asit did not provide guidelines on how to actually
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conduct agile risk managemenss a resultNyfjord & Kajko-Mattsson(2008)suggeted that
the integrated modethould be extendedwith guidelines on how to conduct agile risk
managementBased on theaesearch results, Nyfjord & KajkMattssondraw three main
conclusions(1) it is a valid solution for addressing the current lack sk management in
agile development, however only in certainjpcts and orgasations, (2 the model needs to
be further elaborated in terms tie guidance it provides, and)(& needs be further

investigated in terms of its applicability in practice.

This research therefore has the objective to dewvelfspmeworkwith the elements thatill
guide an organisation to apply more dynamic risk management principles in a dynamic

environment

2.6.Conclusion

Risk management is an important decision makirggess within a business and has become

an increasingly important business driver for strategic decisions. A successful risk
management programme should be proportionate to the level of risk argéesation in
relationto the size, nature and complgxof the organisationOrgansations operating in
todayods dynamic and r aapeiddsigyed to Ilsemse gandnagticipata v i r o
business changeand reconfigure themselves for changeshin the environmenin which

they operate.So organisations should align their risk management practices to the
organisational structuydeing responsive to changing circumstances and ermgetliem

into routine activities. This approach will enable a risk management initiative to deliver
outputs of increased organisational performan®oltanizadeh et al., 2016jcluding
compliance with applicable governance requirements, assurance to stakeholders regarding the
management of risk and improved decision making. ®b#guts from successful risk
management inctle compliance, assurance and enhanced decisadamng. Traditional sk
management practices arerptad, systematic and methodidhlus wsingthe challenge of

being able to timeously identifyassess, evaluate, monitor and report risksdynamic
environments risk management practices may be required to be dynamic, radical and
innovative, proportionate to the level of risk management within the organisation. Dynamic
capabilities (sensg, seiazng, managng and transfornmg) can therefore assist imanaging

risks when operating in conditions of uncertainty.
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Chapter 3: Research Methodology

3.1.Introduction

The purpose of thishapteris to providethe background to the philosophical stanceshaf
researclandpresent an overview of the reseasagproach, the researslrategychosen, the
main research questipthe data collection anthe analysis process for this researdine
chapterconcludes withan overview of how this research study was conduateihow the
researcldesign was appliedith reference tdoth the online pilot andthe survey. The last

sectionof this chaptercovers the ethics and anonymity of the study.

A chapteroverview is depicted in Figure B providing an outline afhapter3.
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Part 2: Theoretical Overview

Chapter 3: Research Methodol ogy

Section 3.1.
Introduction

Section 3.2.
Philosophical Perspective

Section 3.3.
Research Approach

Section 3.4.
Research Strategy

Section 3.5.
Research design and methodology applied in
the study

A 4

Section 3.5.1.: Research design

Section 3.6.
Ethics and anonymity

Section 3.7.
Conclusion

Figure 31: Overview ofchapter3

| Section 3.5.2. : Research objective
" and main question

Section 3.5.3.:Research paradigm

Section 3.5.4.:Research Strategy

Section 3.5.5. Data Collection and
research partcipnats
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3.2. Philosophical Perspective

Understanding and choosing a philosophy is an important step in planning and carrying out
research.Choicesof ontology, epistemology and axiology still influence the practice of
research and need be considered as this is the philosophical fabric on which the research is
based (Sawnders et al., 2012) Table 31 provides a summary of the ontoloai,
epistemological and axiological worldvieas well as methodologicatformationand data

collectionin apost positivist, interpretivist, transformative and pragmeaiatext

1 Ontologicalassumptions areoncerned with the nature of realifyheyrelate toour
perception of reality and how this influences our behaviour as p@emlémore &
Goodson, 2004)

1 Epistemology is the theory of knowledgend addresss facts by asking what the
acceptable knowledge is; asking questimgardingwhat the justified true belieé. This
philosophy is most commonly used in scientific research as it searches for facts and
information that can be proved without doubt rather than changeable situations and
opinions(Norris, 2005) and

1 Axiology allows researcherto understand and recognise the role their values and

opinion play in research as opposed to eliminating or trgirigalancets influence

Further tothese assumptions, Creswell ef{2011)add methodological andath collection

assumptions. Table 3.1 below summaribese assumptions.
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Table 31: Research paradigms and philosophical assumgi@neswell etal., 2011)

Philosophical Assumption

Ontology Epistemology| Axiology Methodology | Data
collection
tool

Positivist/ Singular Distant Unbiased | Deductive Experiments
Postpositivist | reality Impartial Objective | Test prior Quast
Rejects or fail | Objective theory experiments
to reject Test
hypotheses Scales
Interpretivist/ | Multiple Close Biased Inductive Interviews
Constructivist | realities Subjective Contextual | Build up to Observations
[llustrate Observer understandi| pattern, Document
different ng theories and | reviews
g, perspectives interpretations Visual data
g analysis
5 | Transformative| Multifaceted | Collaborative| Based on | Participatory | Diverse
o Recognises | Political human Cyclical range of
§ power Suspicious | rights and | reviews of tools
& Builds trust | social results
a Honour justice
@ participant Contextual
view point understandi
ng
Advocacy
Pragmatic Singular Practical Biased Combining Tools from
reality Unbiased | (qualitative positivist

Multiple and and

reality quantitative ) | interpretivist

Test Mix Methods

hypotheses

In consideration of Table-B, paradignrepresenta set of shared assumptions or ways of
thinking about some aspectstboe world (Oates, 2007)It also informs the thought process
behindhow the research is to be conducted as well as how the knowledge is to be gained or

created.Researchwhether qualitative or quantitatives based on assumptioadoutwhat

constitutes valid research as well as the appropriate research methlmelsapplied. It is

important to know what these research assumptions are in order to conduct research. Creswell

(2007, 2009)categorisd the research paradignbssed on the underlying reseaatology

and epistemology, that is assumptions about knowledge and how it can be obtained. These

are the categories aksearch paradigmsanely (1) positivist, (2) interpretive and (3)

transformative and (4) pragmatitable 31)

9 Postpositivist (and positivist) paradigrRositivism is sometimes referred to as scientific

method or science research and reflects a deterministic philosophy where causes
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probably determine effects or outcon{€seswell et al., 2011 Postpositivists work
from the assumption that any piece of research is influenced by a number-of well
developed theorig€Cook& Campbell, 1979)Positivists and postpositivist research is
most commonly aligned with quantitative methods of data collection and
analysigMackenzie & Knipe, 2006)

1 Interpretivist/constructivist paradignithe interpretivist/constructivist researcher tends to
rely upon the research participatgews of the study and recognises the impact their
own background and experiences will have on thdygiCreswell et al., 2011)
Constructivists do not generally begin with a theorg@postpositivistsTheresearcher
starts withtheparticipanés view awdl buildshup o6 t o patterns, theori
interpretationgCreswell et al., 2011Quantitative data may be utilised in a way which
supports or expands upon qualitative data.

1 Transformative paradigniransformative researchers are mdtteted andtheir views
arebased on different social and cultural positions. The researchezlpativolves
participants and is collaborative. They build trust and honour particgsatglpoing
(Creswell et al., 201I)ransformative researchers mdyise qualitative and
guantitative data collection and analysis methods in the sayas the
interpretivist/constructive research@rmixed methods approach provides the
transformative researcher structure for the development of portraits of thevgmtaal
through the use of multiple perspectives and lenses.

1 Pragmatic ParadignfPragmatism is not committed to any one system of philosophy or
reality (Creswell et al., 2011)Pragmatist researchers test hypotheses and provide
mul tiple perspectives. The researcher <col |l
guestios focused on the ‘what' and 'how' of the research problem. Miettods
researchers align themselves with the pragnf&tieswell et al., 2011)t may be sal,

however, that mixed methods could be used with any paradigm

The research paradigm adopted contains important assumptions about the way in which the
researcher will understand, conduct and investigate because it is the choice of paradigm that
sets downthe intent, motivation and expectations for the reseéistdckenzie & Knipe,

2006) That means that the philosophies adopted influence thegatacmonsiderations for the
research being conducted as they provide guidance and structure. Selecting a paradigm as a

first step within research is important becawsb®uld this not be dontherewill be no basis
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for the choices that may followegardng methodology, methods, and the design of the
research(Mackenzie & Knipe, 2006) The research paradigm and research question,
determine whichresearch data collection and analysis methods (qualitative/quantitative or
mixed)will be most appropriate for a study. In this way researchers apply the data collection
and analysis methods most appropriate for a particular research study. It is alsie pass

any and all paradigms to employ mixed methods rather than being restricted to any one
method however thignay potentially diminish and unnecessarily limit the depth and richness
of a research proje@Mackenzie & Knipe, 2006)

3.3. ResearchApproach

Research can be defined as research designs that are plans for a research study, and they may
include philosophical assumptions, strategies and research mé@madsvell,2009) The

type of research strategy adopted is not justrméd by how the study will be conducted but

also by the inquiry that will be undertaken in the study, the methods to be applied and the
approach to be followe@Creswell,2009) The variousapproache®f inquiry and methods

are praented in table-2 for qualitative, quantitative and mixed methods.

1 Qualitative is a means of exploring and understanding the meaning individuals or
groups ascribe to a social or human problem. The process of research involves
emerging questions andgc edur e s, data typically <col
setting, data analysis inductively building from particulars to general themes, and the
researcher making interpretation of the meaning of collected @egawell,2009)

1 Quantitative is a means of testing objective theories by examining the relationship
among variables. These variables can be measured, typically on instruments, so that
numbered data can be analysed using statistical procd@uessvell,2009)

1 Mixed Methods; with the development and perceptive legitimacy of both qualitative
and quantitative research in the social and human sci@hosyan, 2007) Mixed
methods, employing the combination of qualitative and quantitatidéasgainedin
popularity. The concept of mixing different methods originated in 1959 when
Campbell and Fiske used multimethod to study validity of psychological traits

(Johnson & Gray, 2018)Ihey then ermuraged others to employ their multimethod
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matrix to examine multiple approaches to data collecfignyman, 2011;Creswell,
She, Clark, & Green, 20068ohnson, Onwuegbuzie, & Turner, 2007; Tashakkori &
Creswell, 2007) This prompted the mix of field methods, such as observation and
interview (qualitative) with tratlonal surveys (quantitative), recognising that all
methods have limitations. In the Sage Handbook of Mixed Methods in Social &
Behavioural researcfR018) it is stated that mixed methods is pluralistic; acgept
multiple kinds of knowledgeviews both order and change as an important part of
reality and acceptthat some domains are more lawful thaimeos. Triangulation data
source as a mean$ seeking convergence across qualitative and quantitative methods
was born(Bryman, 2011) Triangulationis the use of more than ong@moach to

investigate a research question in order to enhance confidence in the findings derived.

Table 32 Qualitative, quantitative and mixed methods strategy of inquiry and methods,
adopted from{Creswell, 2009)

Quantitative Qualitative Mixed Methods
Strategy | A Experimental design | A Narrative research A Sequential
of inquiry | A Non experimental A Phenomenology A Concurrent
design such as survey A Ethnographies A Transformative
A Ground theory studies
A Case Study
Methods | A Predetermined A Emerging methods A Both pre
A Instrument based A Openended questions determined and
questions A Interview data, emerging methods
A Performance data, observation data, A Both open and
attitude data, documentation data an closed ended
observational data an|  audiovisual data guestions
census data A Text and image A Multiple forms of
A Statistical analysis analysis datadrawing on all
A Statistical A Themes , pattern possibilities
interpretation interpretation A Statistical and text
A Survey A Focused groups analysis
A Across databases
interpretation
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The need for larity of the research paradigm, strategy of inquiry and methods of research

raises important questisnregarding the design of a researcproject wheher it is

guantitative, qualitative or mixed metha@reswell, 2009)as depicted in table 3

In summary:

1 Quantitative is adopted mainly by a post positivist/positivist, following an
experimental strategy of ingqy and a preand postest measure of attitudes. The
research tests a theory by specifying the hypothesis and collects data on an instrument
that measures attitudes and the information is analysed through statistical procedures
and hypothesis testing.

1 Qualitativeis adoptedbased ora constructivist/interpretivist worldview, following an
ethnographic design, open interviewing and observation of behaviour. The researcher
establishes meaning from the views of the participants. This would mean that in
gualitative studies the research may identify a group and stadgbserve behaviour
through patterns over time. Data is collected through observation, and engagement.

1 Mixed methodsresearch isadopted bsed on goragmatic worldview, using both
gualitative ad quantitativemeans otollection The researchssemblesliverse types

of data that will enable a researcher to best understand the research problem.

3.4. ResearchStrategy

For the three research approaches (quantitative, qualitative and mixed), there are different

resarch strategies that can bsedfor data collectionThe survey as a research strategy is

mostly associated with the philosophical paradigm of positivisnegsinseeks patterns and

generalisation. Surveys can be used in various ways but generally refers to the selection of a

large sample of participants from a joletermined population which would be a population

of interest(Kelley, Clark, Brown & Sitzia, 2003) Using survey as a research strategy allows

for a wide and inclusive coverage of research participants, resulting in a research study that is

more representative of a wider population.
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Figure 32: Research Methods / Strateqi{& Villiers, 2005)

As depicted in figure -2, urveys can be done by conducting interviews oough the
development of a questionnaitaterviews can be done e@thfaceto-face or telephonically

and qiestionnaires can be paper or web based. Observations and experiments can be
conducted to collect either quantitative, qualitative or a mixture of the two mefigdee 3

2 shows a view of research methods situated on a Positivisht@ngdretivist axisproviding
attention to the qualitative and quantitative methods as well as the overlap that exists with

methods such as surveys (questionnaire and interyizsvYilliers, 2005)

3.5 ResearchDesign andM ethodologyApplied in this Study

This sectionprovides detail on the research desayd methodology applied in this study
providing: an overview of the research objectives and main research question, the research

design, research strategy well as the data collection and analpsecess for this research.

For the purposeof this study and the research questions defitieslsectionaimsto provide

an overview of the research design application.

3.5.1. Researclibesign
This sectionof the chapterdescribes how the research was conducted in order to address the
problem statement. The researcher of this stoolysiderednow the research ould be

conductedhroughafive-phaseprocessasdepicted in figure 3.
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The purpose of this study is to devebbdynamic risk management framework and principles
to guide organisationss tohow risk management can be conducin a dynamic risk
environment. This was done by first conducting an orduestionnairen a large population
with both operendedand cbsed questions. The resultf the onlinequestionnairg¢ogether
with theliterature vwerethen used to develop the initial risk frameworkhis frameworkvas
then evaluated through an interview process with a selected group of indiviekidisng in

anenriched final version of the framework.
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Thesis overview

Phasel
(Literature reviewy

Phase2
(Design and develgp

Phase3
(Proof of concept evaluatign

Phase4
(Integration)

Phases
(Contribution

Figure 33: Research phases in the study
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