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The Internet of Things (IoT) is the creation of a large network of interconnected devices that can

communicate wirelessly to enable innovation across multiple fields. These thousands of devices require

wireless technologies with sufficient communication capability whilst taking their unique requirements

such as low power consumption into account. A newly developed wireless technology is the Long

Range Wide Area Network (LoRaWAN) protocol and the performance of LoRaWANs is the focus of

this work.

Literature revealed that existing performance evaluations were mainly performed over short time

periods and with only a few nodes. Additionally, communication was only evaluated over short

distances in urban areas and long distance evaluations were mainly performed in rural environments.

A research gap, therefore, existed for the evaluation of this technology over long and short distances

and over long time periods in an urban environment.

The contributions of this research can be laid out as three objectives. The first was to determine how

effective a LoRaWAN would be for nodes at larger distances (> 1.5km) from a gateway in an urban

environment. The second was to determine how the Adaptive Data Rate (ADR) scheme impacts the



performance of a LoRaWAN. The final objective was to determine the impact of other LoRaWAN

parameters on the performance of a LoRaWAN.

A LoRaWAN testbed was constructed consisting of 18 nodes and one gateway, and several experiments

were performed. Each node was sent configuration commands remotely and each experiment was

executed until every node sent 1000 packets. Packet delivery in the form of the Packet Delivery Ratio

(PDR) was chosen as the performance metric to be used and this was calculated from the ratio of sent

versus received packets.

The first objective was to examine LoRaWAN performance from the perspective of long range nodes.

This was answered by examining the data from 5 nodes, located at distances between 1.98 km and

5.19 km from the gateway. The results show that a LoRaWAN should only be used if a PDR of

between 60 % and 80 % is acceptable for long range nodes. Furthermore, there can be significant

differences in the PDRs between nodes and these differences can become bigger over long distances.

The data revealed that all aspects, but especially the ADR scheme, should be considered for long range

nodes.

The LoRaWAN protocol’s ADR scheme was the focus of the second research contribution. This

scheme aims to optimise network throughput by adjusting the transmission settings of individual nodes

in the network. When the ADR scheme was enabled, the PDR was consistently worse for all three

groups (the 18 nodes were divided into three groups based on distance). An examination of the data

revealed that, out of 5 possible data rates, the scheme dominantly assigned either the slowest or the

fastest data rate. The slower data rates allow for greater range, but the scheme algorithm did not assign

these rates to nodes at longer distances, and as a result their performance suffered. The data also

revealed that the data rate assignments oscillated between choices, forcing nodes to switch between

rates very frequently.

The last research contribution was to determine the impact of other LoRaWAN parameters on the

performance of a LoRaWAN. There are numerous parameters and combinations, and thus only the

impact of payload length, link checks and waiting time on the PDR were examined and these were

found to be not significant. The evaluation of enabling acknowledgements did reveal a significant

improvement to the PDR, but whilst this feature works well in small networks (such as the testbed), it

would be detrimental in large networks. LoRaWAN gateways can either be in receiving or transmitting



mode and gateways are unable to receive packets when transmitting acknowledgements, therefore

resulting in an increase in missed packets for a gateway in a large and congested network.

The use of the permanent outdoor LoRaWAN testbed revealed that additional research needs to be

done on the algorithms used in the specific ADR scheme tested to improve throughput efficiency.

The testbed should be expanded to a multi-gateway configuration to more closely approximate the

applications for IoT networks.
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CHAPTER 1 INTRODUCTION

1.1 PROBLEM STATEMENT

1.1.1 Context of the problem

The Internet of Things (IoT) aims to improve several aspects of society through the wide scale

deployment of low-cost and always-connected devices. By deploying these smart devices, sectors such

as agriculture, manufacturing and logistics can operate at higher efficiency levels whilst saving costs

[1]. The IoT consists of various types of devices ranging from consumer devices (e.g., a smart watch)

to devices monitoring critical infrastructure. The large scale deployment of IoT devices requires new

wireless technologies which can support them.

Out of the broader IoT domain, this study will focus on a type of wireless network referred to as a

Low-power Wide Area Network (LPWAN). These networks facilitate Machine-to-Machine (M2M)

communication and are typically focused on providing connectivity for sensor networks in which low

power consumption is critical. These networks must be highly scalable, provide wide coverage and

minimise gateway and end device cost [1].

New competitors such as Weightless, Random Phase Multiple Access (RPMA), DASH7, NB-Fi,

SigFox and Long Range Wide Area Network (LoRaWAN) all strive for market share in the LPWAN

domain. These new technologies have different benefits and drawbacks and a clear understanding

of these differences is vital to enable selecting the appropriate technology for each use case. These

networks can be studied using analytic models, simulators or testbeds [2]. As this is a new technology,

analytic models and simulators are being developed, but permanent testbeds are not as prominent

yet.
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1.1.2 Research gap

Additional research into the limitations, capabilities and optimal use cases for LoRaWANs is required.

These can be evaluated through the construction of testbeds. Temporary evaluations in which research-

ers drive to several points in a city and briefly record performance are common. Existing researchers

have dominantly used one or no gateways and a few nodes in their research. Furthermore, all of

the tests were conducted over very brief time periods (hours). More comprehensive performance

evaluations using larger testbeds are required to better understand the role of LoRaWAN in the bigger

LPWAN domain.

Additionally, the research found in the literature survey had most, if not all, of their nodes in a close

proximity to the gateway (less than 1 km) or, alternatively, examined long ranges but in rural settings.

The performance of nodes at greater distances in urban environments have not been fully examined,

especially over long time periods.

1.2 RESEARCH OBJECTIVE AND QUESTIONS

The main objective of the proposed research is to create an external (outdoor) testbed consisting of

multiple Long Range (LoRa) devices spread over a large distance, thereby forming a more realistic

LoRaWAN. This will allow for a deeper study of the capabilities and limitations of LoRa and

LoRaWANs. This testbed will be used to evaluate several metrics to better understand LoRaWANs

and reveal issues or strengths that influence the protocol’s suitability for IoT use cases. Furthermore,

tests can be run over extended periods of time (days).

This work aims to solve the following research questions.

• How effective is a LoRaWAN for nodes at larger distances (> 1.5km) from a gateway in an urban

environment?

• How does the Adaptive Data Rate (ADR) scheme impact the performance of a LoRaWAN?

• What are the impact of other LoRaWAN parameters on the performance of a LoRaWAN?

Department of Electrical, Electronic and Computer Engineering
University of Pretoria
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1.3 APPROACH

The first step that was taken in this study was an in-depth background review of the literature on LoRa

and LoRaWANs. After this step, and in partnership with the Council for Scientific and Industrial

Research (CSIR), a LoRaWAN testbed was created consisting of developed sensor nodes and LoRa

gateways. The CSIR was responsible for the hardware elements in the custom LoRa sensor node and

the CSIR campus served as the main deployment area for the testbed.

After the hardware had been developed, manufactured and tested, the firmware for the node and a control

and management platform for the testbed were developed. Once the entire testbed was functional,

multiple evaluations were performed on the network examining aspects such as the impact of varying

packet size, sending interval and the ADR scheme on network performance. After the analysis of these

evaluations, the insight regarding the capabilities of LoRaWANs was documented.

1.4 RESEARCH GOALS

The primary research goal was to evaluate the LoRaWAN protocol through a performance evaluation

of an outdoor LoRaWAN.

1.5 RESEARCH CONTRIBUTION

This evaluation will enable a deeper understanding of the performance that can be expected from an

outdoor urban LoRaWAN. A part of the work will focus on the performance of long range nodes,

an area that the current literature has not yet fully addressed. Furthermore, the work will enable the

identification of possible research gaps and future directions that could be addressed to improve the

performance of LoRaWANs.

1.6 RESEARCH OUTPUTS

This work has resulted in a conference paper titled "LoRa and LoRaWAN testbeds: A review" which

was presented and published as part of IEEE AFRICON 2017.

Department of Electrical, Electronic and Computer Engineering
University of Pretoria
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A journal article is currently being planned titled "Evaluating LoRaWAN using a permanent outdoor

testbed". The contents will focus on the performance impact of the LoRaWAN parameters examined

with an emphasis on the ADR scheme. The target journal is IEEE Sensors.

Another research output was the outdoor LoRaWAN. This testbed can be used to evaluate the current

version of the LoRaWAN protocol, but can also be used in the future to evaluate new versions of the

protocol once released. Researchers are working on improvements to the LoRaWAN protocol and can

be evaluated once these has been released to the community. The constructed testbed will also allow

other Wireless Sensor Network (WSN) related research topics to be evaluated in addition to the use of

simulations.

1.7 DISSERTATION OVERVIEW

Chapter 2 contains a literature study exploring several aspects of a LoRaWAN as well as existing

evaluations of this technology. Chapter 3 details the layout of the testbed and how the various parts of

testbed were constructed, before describing the experimental methodology that was followed. Chapter

4 contains the results obtained from each experiment followed by initial discussions on each result. A

discussion of the research questions based on the experimental work is presented in Chapter 5. Chapter

6 concludes this dissertation by summarising the work done, before addressing each research question

and, finally, presenting suggestions for future work.

Department of Electrical, Electronic and Computer Engineering
University of Pretoria
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CHAPTER 2 LITERATURE STUDY

2.1 CHAPTER OBJECTIVES

This chapter contains the findings of a literature study performed on research regarding LoRaWANs.

Context is provided describing why this technology was created, before the technology and the standard

developed by the LoRa Alliance are explained. This is followed by a discussion on how performance

can be evaluated in these networks before the literature relevant to each of the three research questions

is presented.

2.2 CONTEXT

The IoT aims to connect devices through the use of M2M communication, allowing devices to exchange

information and enabling the automation of tasks [3]. There has been considerable growth in the

volume of devices and the revenue potential of the IoT industry, with predictions that the amount of

IoT devices will soon exceed the number of consumer electronics currently connected to the Internet

[2]. A key reason for this high level of growth is that there are many application areas in which the IoT

can be applied. Figure 2.1 shows the various areas in which IoT application can be beneficial.

These vast numbers of devices have unique requirements such as low cost, low energy consumption

and wide coverage, which have resulted in new communication technologies being developed for the

IoT. As a result, several LPWAN technologies have been developed with competitors battling it out for

market share.
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Figure 2.1. Different IoT application scenarios. Taken from [2], © 2016 IEEE.

The big players in this sector, namely Sigfox, Weightless, LoRaWAN, RPMA and NB-IoT, have all

taken different approaches to address common problems such as scalability, security, firmware updates,

geo-location, licensing and power consumption [2]. A comparison between these technologies can be

found in [2]. These are all complex issues and, thus, the IoT devices themselves are no longer simple

devices, as they require complicated networking stacks with some using embedded operating systems

[4].

2.3 THE LORAWAN PROTOCOL

This work set out to conduct a performance evaluation of the LoRaWAN protocol and will thus focus

on the literature discussing this technology. A quick note on terminology: a LoRaWAN is a wireless

network using the LoRaWAN standard which was developed by the LoRa Alliance to communicate.

LoRa is the transmission technology serving as the physical layer for these networks and was developed

by Semtech and remains proprietary. Figure 2.2, showcases the LoRaWAN stack and its three layers:

Application, LoRaWAN MAC and the LoRa physical layer.

Department of Electrical, Electronic and Computer Engineering
University of Pretoria
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Figure 2.2. The LoRaWAN stack. Taken from [5], © 2017 IEEE.

Whilst the physical layer is closed, the LoRaWAN standard is open and is under active development by

commercial and industrial partners [2]. The LoRa Alliance released the first version of the LoRaWAN

specification in July 2015. Version 1.1 of the specification, reference [6] of this document, was released

in October 2017 and can be downloaded from https://lora-alliance.org/.

2.3.1 LoRa

LoRa is a physical layer specification and uses Chirp Spread Spectrum (CSS) modulation and Forward

Error Correction (FEC) to mitigate interference. This combination enables long transmission ranges as

transmissions down to 19.5 dB below the noise floor can be decoded successfully [7]. LoRa operates

in either the 433, 868 or the 915 MHz Industrial, Scientific and Medical (ISM) bands [7]. As the use

of these bands differs across the world, the LoRaWAN specification has different regional parameters

(defined in [8]) and thus the performance is region-specific. South Africa follows the European regional

parameters and allows for operation in the 868 MHz band.

LoRa and Sigfox both occupy the 863-870 MHz ISM band and also share this band with several

other devices such as alarm systems and RFID tags [9]. The ambient interference present in 5 typical

urban locations on the frequencies of interest for LoRa and Sigfox was examined in [10]. These

measurements showed significant activity in the 868 MHz ISM band and a 22-33 % probability of

interfering signals above -105 dBm in two of the areas.

Department of Electrical, Electronic and Computer Engineering
University of Pretoria
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Whilst LoRa is a propriety modulation, a LoRa radio can be sourced from different manufacturers [11].

There are four configuration parameters that can be adjusted: Spreading Factor (SF), Bandwidth (BW),

carrier frequency and coding rate. The LoRa modulation’s chip rate is equal to the bandwidth, i.e.

125 000 chips per second if a bandwidth of 125 kHZ is used [12]. The spreading factor is the ratio

between the symbol rate and chip rate and the choice of spreading factor between SF6 up to SF12

provides a trade-off between range and throughput. A higher spreading factor increases the number of

chips per symbol, and this decreases the SNR required for demodulation but increases a transmission’s

duration [13]. Lower spreading factors increase the transmission rate, allowing for more data to be

transmitted before the ISM band’s duty cycle limits are reached [7, 14]. A key feature of LoRa is

that communication on different SFs are orthogonal to each other allowing a gateway to receive them

simultaneously. This orthogonality is widely considered to be perfect, but analysis has shown that the

symbols are not perfectly orthogonal and that packet loss can occur if the interference power is strong

enough [15, 16].

There are three BW options but only two, namely 125 kHz and 250 kHz, are allowed in South Africa.

The higher option, 250 kHz, enables higher data rates and is exclusively used alongside SF7 whilst

125 kHz is utilized alongside SF7 to SF12 (SF7 can thus be used together with two options) [12]. The

carrier frequency specifies which centre frequency must be used. In the LoRaWAN standard, another

option, namely Data Rate (DR) is specified, which is merely a way to specify a combination of SF and

BW as one option. In South Africa, there are seven options, namely DR0 to DR7, with DR0 referring

to the slowest SF and BW combination (SF12 and 125 kHz) and DR6 referring to the fastest option

(SF7 and 250 kHz). The seventh option (DR7) refers to Frequency Shift Keying (FSK) modulation

and is rarely used.

The coding rate specifies which FEC rate should be used to counteract bursts of interference, with

higher coding rates allowing additional error correction, which increases a transmission’s duration

(air time) but offers more protection [12]. LoRa has four coding rates namely 4
5 , 4

6 , 4
7 and 4

8 . LoRa

packets have two possible formats namely explicit and implicit. The explicit packet format includes

a header, whilst the implicit mode removes the header in order to reduce the transmission time. The

header specifies the length of the payload in bytes, the FEC code rate used and if the optional 16 bit

Cyclic Redundancy Check (CRC) is present. In the implicit format the header is excluded and these

three options must be manually configured at both ends [13]. The header of a LoRa packet will always

be transmitted with the maximum code ( 4
8 ) and the data payload with the coding rate specified in the

Department of Electrical, Electronic and Computer Engineering
University of Pretoria
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header.

All of these settings have an impact on performance, with an additional discovered influence being

temperature and humidity, which has a potential impact on LoRa’s reliability and therefore should be

taken into account [17].

Whilst a LoRaWAN will always use LoRa as its PHY layer, the reverse is not the case. The LoRa

PHY layer can be used on its own, with a different MAC layer entirely or simply a modified version

of the LoRaWAN protocol. This freedom allows for the creation of device-to-device connections

[18, 19, 20, 21] or multi-hop networks [7, 22, 23, 24, 25] as well as other modifications. With these

modifications, care should be taken to ensure that security threats are not created in the process [26].

There is also a popular industrial LPWAN offering, namely Symphony Link by Linked Labs, that uses

LoRa for the physical layer and a custom MAC layer.

LoRa’s effectiveness at low power long range communication has attracted the interest of drone

researchers which are experimenting with adding LoRaWAN gateways to drones. This allows for

ground sensors, with limited energy storage capabilities, to efficiently transmit their data via regular

flybys of LoRaWAN equipped drones [27, 28].

2.4 LORAWAN

The LoRaWAN standard uses LoRa as a base and adds additional features required by an LPWAN

technology. The standard specifies a star of stars topology in which devices directly communicate

with one or more gateways as shown in Figure 2.3. These gateways in turn communicate, possibly

over the Internet, with the network server. The network server is responsible for administrative tasks,

such as dropping duplicates if a device’s message was received by multiple gateways, and will forward

messages to the correct application server [29].

The standard defines three device classes, namely A, B or C. All LoRa vendors must implement class

A, the most power efficient of the three as devices are unreachable for most of the time. After a Class

A device has sent a transmission to the gateway, it opens two short downlink receive windows during
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Figure 2.3. LoRaWAN architecture.

which the gateway may transmit data to the device. This is demonstrated in Figure 2.4 and any downlink

communication outside of these windows will only be sent after the device’s next transmission.

Figure 2.4. Receive slot timing for class A devices. Taken from [14], © 2017 IEEE.

Class B is a modification of class A and adds periodic receive windows, whilst class C keeps a

receive window open at all times. Class A devices are very energy efficient but are also the hardest to

communicate with as their transceivers would be in sleep mode until a packet must be sent [14]. Other
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than ensuring duty cycle limits are adhered to, devices may transmit a packet at any time as LoRaWAN

follows the ALOHA scheme.

LPWAN requirements such as acknowledgements, firmware updates, localisation, roaming and security

are all addressed in the LoRaWAN standard [2, 30]. Acknowledgements are possible but discouraged

as a gateway cannot be in the transmission and receiving modes simultaneously. The standard ensures

security with separate AES-128 device, network and application encryption keys [31]. Enhanced

security protocols have been proposed to improve the security of LoRaWANs and to ensure end-to-

end security [32]. The standard is still under active development to improve the solutions to these

requirements. A key LoRaWAN feature is the ADR scheme. This scheme aims to maximise battery

life and throughput by adjusting the data rate and RF output for every device in a LoRaWAN [6].

This has an additional benefit of increasing network capacity, as messages sent with different SFs are

orthogonal and can thus be received simultaneously.

2.5 CONSIDERATIONS WHEN EXAMINING PERFORMANCE

A vital consideration when choosing between LPWAN technologies is performance. Any advantage

that low deployment costs offer will quickly be eroded if the technology’s coverage and throughput

capabilities forces you to deploy more devices than a competing technology. Additionally, any business

attempting an IoT deployment will prefer a single technology capable of handling both their outdoor

and indoor connectivity needs [33]. Finally, some use cases such as asset tracking or equipment

monitoring, require that nodes maintain connectivity even when mobile. It is important that all of these

items are considered in addition to the traditional performance metrics of packet delivery, throughput,

battery life and signal strength.

Performance evaluations can take place is several forms; they can be simulation based, emulator based

or experiments performed either in a lab or in the field. Furthermore, experiments can be temporary

and only investigate one performance metric, or permanent installations examining several metrics.

Different evaluations are required to examine the performance of indoor versus outdoor and moving

versus stationary nodes.

Simulators, emulators and experimental work all have a role to play when conducting performance
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evaluations. Simulators avoid the delay of first building a testbed and are highly configurable, but

may provide overly promising results due to not fully capturing the limitations of firmware running on

actual components [34, 35]. Emulators fill the gap between simulators and experiments, but they also

cannot fully capture the radio frequency environment of a deployed testbed [34]. Testbeds are costly,

take time to build and are not as configurable as simulations, yet they remain a popular and accurate

method for evaluating wireless networks [34, 35].

Simulators for LoRaWANs have been developed, with popular simulator being LoRaSim [29, 36],

with extensions added in [37, 38, 39]. Ns-3 is another popular WSN simulator and ns-3 modules

have also been developed for this platform [14]. The simulators have been used to examine the ADR

scheme [37, 5, 40], network capacity [14] or interference [36]. Mathematical evaluations are also

used to provide insights into energy consumption [41], network capacity [42, 43, 44], scalability

[45, 46, 47, 48] and throughput [49, 50, 51].

Packet delivery remains a popular evaluation metric, either in the form of examining an individual

node’s Packet Delivery Ratio (PDR), its inverse Packet Error Ratio (PER), or by examining the network

as a whole with Data Extraction Rate (DER) to capture overall network behaviour. When computing

the packet loss, care must be taken to ensure sufficient data points are being used. For example, in [52],

the packet error is calculated for several zones. Zone A’s calculation has a PER of 63.26 % (756/1195)

whilst zone D has a PER of 20.34 % (24/118). However, there is an order of magnitude difference

in the number of packets used to calculate zone A’s PER versus zone D. If 1 more packet had been

dropped, this would influence the PER with 0.087 % in zone A versus a change of 0.85 % in zone

D.

2.6 PERFORMANCE EVALUATIONS

LoRaWAN is a popular research area with new work on various topics being produced. An earlier

version of this chapter was published as a conference paper (see [53]) in which Table 2.1 appeared.

Since this table was published, LoRaWAN research has increased in popularity, adding many additional

data, so much so that producing a new version of this table would have been a lengthy exercise. From

the initial survey shown in this table the wide variation in system parameters used in the various

performance evaluations was already evident. Additionally, not all required information is supplied in

Department of Electrical, Electronic and Computer Engineering
University of Pretoria

12



CHAPTER 2 LITERATURE STUDY

Table 2.1. Testbeds found in literature. Modified from [53], © 2017 IEEE.

Ref.
Gate-

ways
Nodes

Tx power

(dBm)
SF

BW

(kHz)

ISM

band

(MHz)

RSSI/

SNR

meas-

ured?

Distances

covered (km)

Payload

(bytes)

How was reliability

measured?

[54] 1 1 20 12 125 - Yes 7 floors large RSSI values

[55] 3 2 14 varied - 868 Yes 2.2 seq. number Record ACKs

[7] 0 6 17 varied varied - - 0.342 varied Packet reception rate

[56] 1 1 - varied - - - 2 - SF needed for coverage

[33] 1 1 14 varied 125 868 Yes 0.5 m to 60 m varied
Number of lost packets

and packet error

[57] 1 1 - 10 250 868 Yes 0.276 to 8.52 10, 50 and 100 PER

[58] 0 7 - - - 915 Yes 0.5 to 2.7 26 % valid packets received

[59] 1 1 14 12 125 868 Yes 15
seq. number,

status
% packets lost.

[60] 1 1 14 12 125 868 - 65 m to 195 m - % received packets

[61] 0 2 3 varied - 2450 -
9.75 outdoor,

30 m indoor
21 % valid packets

[62] 1 1 2/14 several 125 - Yes
3.4 outdoor,

100 m indoor
1, 25, 51

% packets received and

avg. throughput (bytes/s)

the published research which complicates comparisons. Finally, even the metric with which reliability

was measured differed between researchers.

The abundance of literature led to the choice to discuss only the work that is directly relevant to the

research questions. It is common for a paper to discuss several focus areas with varying depth, thus

some papers will be discussed under multiple research questions.

2.6.1 Performance of nodes at larger distances

By design, a LoRaWAN can support communication over considerable distances and does not require

line of sight between the gateway and a node. In rural or line of sight conditions, a properly mounted

LoRaWAN gateway can cover much larger distances than a gateway deployed in an urban environment.
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The impact of line of sight was presented in [59], and a PDR of 62 % was achieved via a boat for line

of sight distances of between 15-30 km. This was much higher than the PDR of 26 % achieved for car

tests of distances between 10-15 km in Oulu, Finland. This dramatic decrease was in part caused by

the fact that the packets were sent whilst mobile. Follow-up research found that, when speeds of 40

km/h are exceeded the communication performance worsens due to the Doppler effect [63, 64].

A LoRaWAN is certainly a strong candidate for rural or flat areas as shown in [57]. A gateway was

placed on a building close to a river and performance measurements all along the river showed a 100

% PDR for distances up to 7.5 km when a payload of 10 bytes was used.

When performance evaluations were conducted in urban, suburban and rural environments, coverage

was achieved for around 6 km in urban and suburban areas with over 18 km achieved in the rural

scenario [64]. Their urban evaluation, which enabled acknowledgements, showed a PDR of 100 % for

DR0 to DR5 for distances below 3 km, although over how many packets this was calculated was not

specified. Even at distances between 5 km and 6 km, a 100 % PDR achieved when DR0 was used,

with the other data rates resulting in PDRs of between 30 % and 50 %.

A LoRaWAN’s coverage was examined in Paris in which nodes were placed in locations ranging from

650 m to 3.4 km away from a gateway situated in a house [62]. One hundred packets were sent in each

test, and when SF12 was examined, a PDR of 100 % was achieved for 650 m and 1.4 km, nearly 100%

at 2.3 km, around 90 % at 2.8 km and just below 40 % at 3.4 km. Alongside SF12, SF7 and SF9 were

also tested at these distances and especially SF7 showed a significantly worse PDR, quickly dropping

from around 80 % at 650 m to 50 % at 2.3 km before remaining 0 % for further distances.

Antenna choice is especially important for long range nodes as demonstrated in [65], where an internal

antenna limited connectivity to only 600 m in Melbourne’s Central Business District (CBD). It should

be noted that, as this was conducted in Australia, other regional parameters were used which also

impacted transmissions.
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2.6.2 Performance impact of the ADR scheme

The ADR scheme is defined in the LoRaWAN standard and specifies how a gateway can use

LinkADRReq messages to specify new transmission settings to devices. The scheme will adjust

a device’s DR, Transmit (Tx) power, repetition rate (number of times to repeat a frame) and list of

allowed channels. The default repetition rate is to only send a frame once and a device will reply to a

LinkADRReq request with a LinkADRAns command to confirm each requested change [6, 66]. The

scheme has a mechanism to compensate for too high data rate assignments, and a node will adjust its

data rate lower if its periodic connectivity checks fail to receive a response from a gateway [66]. The

specification does not stipulate how the network server should calculate the optimum data rate and

transmit power for each device; this is left to the device manufacturer or developer [12]. With this

freedom, the standard’s goal of optimising the network to use the fastest data rates available can be

changed to instead optimise for congestion or PDR and not only for throughput.

To ensure scalability, one suggested approach is that congestion be estimated by examining the net-

work’s throughput, RSSI and number of connections at a gateway before nodes are sent LinkADRReq

messages [67]. Fair Adaptive Data Rate (FADR) uses RSSI values in its calculations when determ-

ining SF and Tx power assignments. Additionally, it assigns SFs to groups of 50 nodes, which were

created by ordering the nodes based on RSSI [37]. Another approach increases the ADR algorithm’s

complexity by suggesting additions such as adjusting data rates before incrementing Tx power, the

averaging of SNR history and accounting for hysteresis [66]. A contention-aware ADR approach is

proposed in [40], which tracks the number of nodes per SF and aims to increase the number of devices

using low SFs in order to maximise the network’s throughput.

Two algorithms are proposed in [5], which aim to maximise network throughput and the data extraction

rate, a measure similar to PDR but which focuses on the network as a whole instead of on individual

node performances. An expansion on this work is presented in [68], in which two new schemes

are proposed to improve performance. The first scheme, EXPLoRa-KM, targets the SF allocation

of overcrowded areas whilst the second, EXPLoRA-TS, aims to equalise traffic loads between SF

channels.

The ADR scheme, as implemented in the Things Network, was evaluated using OMNeT++ in [69].

Simulations found that whilst the ADR scheme is effective in stable channel conditions, performance
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suffers when used with highly variable channels. A solution, named ADR+ was developed and

outperformed the standard scheme in highly variables channel conditions. A second proposed ADR

scheme, which takes device locations into account are also presented. This scheme is especially helpful

in densely populated areas as the current ADR scheme assigns SFs based on SNR values, which could

be very similar for dense nodes. As a result, all nodes in the area would be assigned the same SF and

thus the orthogonality features of LoRa are not taken advantage of.

Additionally, experiments found that the ADR scheme needs to configure transmission parameters by

talking the whole network into account. As an example, in dense networks with a lot of nodes, assigning

the fastest data rate to all nodes is not beneficial as it will increase the chance of collisions.

A scheme optimised for the PER experienced by long range nodes is proposed in [70]. An improvement

of nearly 50 % was achieved for these nodes with the overall network seeing an improvement of 42 %.

The improvement is achieved by taking into account the insights gathered from deriving the optimum

spreading factor distribution for LoRaWAN’s 5 discrete power levels.

2.6.3 Performance impact of other LoRaWAN parameters

A LoRaWAN’s performance is not only influenced by aspects such as communication range or the

ADR scheme, but also by factors stemming from the use case: packet size, sending interval and the

use of acknowledgements. Additionally, as the testbed uses Multitech mDots, an additional parameter,

namely link checks, can also have an influence. Link checks are a mechanism provided by Multitech’s

mDot library that allows a node to periodically test if it is still connected to a gateway. This mechanism

is similar to the one used by the ADR scheme but merely informs the user application that the link

connectivity tests failed. This link check mechanism appears to be unique to Multitech’s offering as no

performance evaluations of this feature were found in the existing literature.

When the impact of 2 different packet sizes on the PDR was examined in [64], it was found that a

definitive PDR improvement was attained for shorter packet lengths. The improvement is not consistent

with results varying from less than 2 % to more than 20 % depending on the data rates used and

the scenario (urban, suburban or rural). When different packet sizes were examined in a more open

setting (next to a river) in [57], similar results were achieved for a payload of 10 or 100 bytes but
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payloads of 50 bytes performed significantly worse. As part of an experiment on average throughput

per spreading factor, payload sizes of 1, 25 and 51 bytes were tested in [62]. The distance from the

gateway is unknown but the results, created using 100 packets per test, showed that lower spreading

factors resulted in higher throughput. Long distance nodes would use the highest spreading factor,

and their results for SF12 showed that decreasing the payload from 51 bytes to 25 bytes resulted in

a throughput decrease from 0.38 bytes/s to 0.26 bytes/s. The researchers note that the LoRaWAN

standard was not designed for high throughput, but rather to support a large number of devices.

The default behaviour in a LoRaWAN is to send all packets as unconfirmed frames, but support is

provided for confirmed frames for which the receiving party will transmit an acknowledgement. An

end device may transmit an acknowledgement immediately following a message from the gateway or

defer the acknowledgement to be sent alongside its next data message [6]. When acknowledgements

were requested by nodes in an evaluation of a three gateway LoRaWAN, it was noted that in 2.5 %

of cases the data arrived but the device did not receive an acknowledgement and this could result in

unnecessary retries [55].

To investigate the impact of downlink traffic in which acknowledgements materially influence perform-

ance, the popular LoRaSim simulator was extended into LoRaWANSim [39]. When several scenarios

were evaluated, it was found that, as network size increases, a gateway will reach its duty cycle limits

when attempting to transmit all of the required acknowledgements. Simulations also revealed that the

protocol assumes that failure to receive ACKs was as a result of using a too high data rate and did

not consider the possibility that the message was received but the gateway could not transmit an ACK

due to duty cycle restrictions. Additionally, as a gateway cannot transmit and receive simultaneously,

it will not receive a message when transmitting an acknowledgement, causing those messages to be

retransmitted [39]. The use of acknowledgements has a major impact on performance in large networks

and greatly reduce their capacity [39].

When acknowledgements were evaluated in a single gateway network, it was found that acknowledge-

ments only improved the PDR for a low number of devices (100, 500 and 1000) and only when data

was sent every 60 thousand seconds [14]. For a 100 device network, an improvement was also observed

for a 6 thousand second data sending interval, but in general, if the number of devices increased or the

sending interval decreased, the PDR was lower. In networks with two or four gateways, the PDR is

improved compared to a one gateway network as more acknowledgements can be sent as duty cycle
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restrictions apply per gateway and not per network [14].

The sending interval defines the time period between transmission, and this was evaluated using ns-3

using three time periods, namely 600 s, 6 000 s and 60 000 s [14]. These were compared against each

other for multiple numbers of end devices. For small networks of less than 500 nodes, the difference in

the PDR is small, but in a network of 5000 devices, the differences between 600 s and 6 000 s was

nearly 8 percentage points with a drop of nearly 23 percentage points between 6 000 s and 60 000 s

[14]. As the sending frequency and the number of devices increases, more and more packets arrive at

the gateway during an existing transmission, and if their SFs are the same, the packet is dropped.

2.7 CHAPTER SUMMARY

This chapter detailed the results of a literature review performed on the LoRaWAN literature. The

review starts by providing context on why LoRaWANs are needed by examining the IoT domain and

the various use cases which require a suitable M2M communication solution.

The LoRaWAN standard is still under active development by the LoRa Alliance and uses LoRa,

developed by Semtech, as the physical layer. Unlike other LPWAN solutions, the LoRaWAN standard

is open and is thus popular in the research community which contributes. LoRa uses a combination of

CSS modulation and FEC to provide the interference mitigation required for long range communication.

The LoRaWAN standard is built on top of LoRa and specifies a star of stars network topology and

three devices classes. A key LoRaWAN feature is the ADR scheme, which controls transmission

settings such as the data rate and transmit power of individual nodes in the network in order to optimise

throughput.

Performance evaluations of LoRaWAN can take the form of mathematical models, simulations or

experiments in either laboratory conditions or field deployments. The literature contained various

performance metrics such as PDR, PER, DER, throughput or energy. An earlier literature review

resulted in Table 2.1 and demonstrated that performance evaluations had a wide variety of settings,

thus complicating performance comparisons.

The findings of several research projects on the performance of long range LoRaWAN nodes were
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examined and the substantial impact of rural versus urban areas was identified. Rural evaluations

demonstrated coverage at distances longer than 15 km versus urban areas in which coverage varied

widely from less than 1 km to nearly 8 km. At longer ranges, the coverage differences between spread-

ing factors become more evident, with SF12 as the only suitable choice for long range nodes.

The ADR scheme is a popular topic in LoRaWAN research as this scheme’s operation has a large

impact on a network’s throughput, scalability and PDR. The current ADR scheme has the sole

objective of optimising network throughput, and therefore researchers have suggested other algorithms

aimed at optimising other performance aspects. The performance impact of other factors such as

packet size, sending interval, acknowledgements and link checks were also investigated. Whilst some

researchers found that smaller packet sizes improved the PDR, other experiments did not come to the

same conclusion. Packet sizes are an important part of raising a network’s throughput, but choosing

the correct spreading factor can also have a big impact on throughput.

In small networks of less than 500 devices, the impact of the sending interval on PDR is minimal, but

in larger networks, the increased frequency of packet collisions at the gateway results in a reduced PDR.

The Multitech mDot library allows link checks to be performed by nodes. The literature searched did

not yield examples of performance evaluations of this feature.

Communications in a LoRaWAN are normally performed using unconfirmed frames but the standard

does provide acknowledgement (confirmed frames) functionality. When nodes require acknowledge-

ments for their uplinks, a gateway must enter transmission mode to send an ACK, causing it to miss

incoming transmissions during this time. Through simulation, the impact of acknowledgements on

networks of various sizes was investigated. Enabling ACKs can improve the PDR for small networks

of less than 1000 nodes, but as the number of devices increases and the sending interval decreases, the

PDR drops dramatically. A LoRaWAN gateway must adhere to duty cycle limits and may therefore not

be able to transmit all ACKs that are requested. Adding more gateways helps to alleviate this problem

but the use of acknowledgements should be carefully managed in order to avoid congestion.

The insights gathered from the literature review were used during the development of an outdoor

LoRaWAN testbed in an urban environment. The development process is presented in the next

chapter.
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3.1 CHAPTER OVERVIEW

This chapter details the design and implementation of a LoRaWAN testbed. Design considerations and

a description of the testbed’s location will be followed by details on the various hardware and software

elements of the testbed. Finally, the experimental methodology is discussed.

3.2 DESIGN CONSIDERATIONS

The literature review in Chapter 2 revealed that there is a need to perform evaluations of the LoRaWAN

protocol using a permanently deployed network. By deploying nodes at fixed distances, one can

provide insights on the impact of range on performance, without requiring that node(s) be constantly

relocated. Additionally, permanently deploying multiple nodes allows for continuous simultaneous

data collection.

In order to deploy an outdoor LoRaWAN testbed successfully, several hardware and software require-

ments must be met. Nodes will require a rugged rain proof enclosure and a convenient way to keep the

batteries charged. A robust but configurable mounting system will allow nodes to be easily placed in

different environments. Finally, a visual indication (e.g., LEDs) that the node is working will make

maintenance easier.

On the software side, the testbed’s software should be robust and configurable. The software should

allow for experiments to be configured remotely as visiting each node to modify its configuration will

be time consuming. Another requirement is a monitoring system providing a visual indication of the
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testbed’s status and individual node performance. Finally, a form of data logging is required to capture

incoming packets and their meta-data during experiments.

Due to cost considerations, an initial testbed size of 20 nodes was set as a goal. This number will keep

costs low, whilst allowing for various distances from the gateway to be evaluated. As some nodes were

kept for testing and servicing purposes, the final testbed consists of 18 nodes.

3.3 TESTBED LOCATION

The testbed is geographically spread over 3 locations. The majority (13) of the nodes are dispersed

over the Pretoria campus of the CSIR. Two nodes are located nearly 2 km away at a residence and

three nodes were placed on rooftops approximately 5 km away at the University of Pretoria (UP). Two

nodes are located inside whilst the rest are outside. Figure 3.1 shows the testbed’s locations.

Figure 3.1. Map displaying location of nodes.

On the CSIR’s campus there are two LoRaWAN gateways, one owned by the CSIR and another by

Comsol 1. The CSIR’s gateway is dedicated for LoRaWAN based research and the Comsol gateway

services all of Comsol’s IoT clients in the area.
1A last-mile access provider (https://comsol.co.za/).
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The testbed is one of two LoRaWAN projects on the CSIR’s Pretoria campus. These two projects

connect to the same LoRaWAN network as they share the CSIR’s gateway. The second project,

monitoring water usage, consists of 34 nodes attached to water meters throughout the campus. Each

node sends measurements every 10 minutes and the ADR scheme is enabled. Out of the 34 nodes, one

does not connect to the CSIR’s gateway but instead connects to the Comsol gateway. Figure 3.2 shows

the Multitech LoRaWAN gateway used by the testbed. The gateway is located on the highest hill on

the campus but is not in Line of Sight (LOS) for most nodes due to buildings, terrain changes and plant

growth.

Figure 3.2. Gateway at the CSIR.
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The distance between the gateway and each node is shown in Table 3.1. The distances are approximates

as they were calculated by Google’s My Maps service during the creation of Figure 3.1. The nodes can

be grouped into three groups based on distance. The "Near" group consists of the 6 closest nodes, all

within 0.5 km of the gateway. The "Far" group consists of the next 7 nodes with distances between

0.54 km and 1.25 km. Finally, the "Furthest" group consists of 5 nodes with distances from 1.98 km

to 5.19 km. The groups differ in size as the groups were chosen to better investigate the impact of

distance on performance.

Table 3.1. Straight line distances between the 18 nodes and the gateway.

Node Distance (km) Location Group

e5-43 0.14 CSIR Near

eb-94 0.24 CSIR Near

eb-96 0.25 CSIR Near

e5-3f 0.28 CSIR Near

a6-59 0.30 CSIR (indoors) Near

e5-47 0.50 CSIR Near

eb-9a 0.54 CSIR Far

eb-98 0.60 CSIR Far

e5-45 0.66 CSIR Far

e5-48 0.91 CSIR Far

e5-46 0.97 CSIR Far

e5-44 1.22 CSIR Far

e5-4b 1.25 CSIR Far

e5-40 1.98 Residence (indoors) Furthest

eb-97 1.98 Residence Furthest

e5-4a 4.90 UP Furthest

eb-99 5.02 UP Furthest

e5-42 5.19 UP Furthest
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3.4 HARDWARE

In this section, the hardware components of the nodes are described. In the design, assembly and testing

of the nodes the author of this dissertation was only consulted with, as these were the responsibility of

a CSIR employee.

The LoRaWAN offerings of several manufacturers were considered before Multitech’s mDot module

was chosen as the basis for the testbed’s nodes. The main decision criteria was ease of development, on

both a hardware and software basis. The mDot is in a higher price class than some of its competitors,

but Multitech offers excellent technical documentation, firmware examples and support for their

products. Not only is the mDot LoRaWAN 1.0.2 compliant but firmware for the STM32F411RET

microprocessor can be written using the Arm Mbed platform. Using a certified LoRaWAN device was

key to ensuring that the performance of the LoRaWAN protocol can be accurately measured.

The mDots were ordered with already soldered headers and an SMA connector, allowing for easy

interfacing with the node’s Printed Circuit Board (PCB) and Multitech’s recommended 1/4 wavelength

whip antenna providing 3.0 dBi gain. Each mDot has a unique 64 bit end-device identifier (DevEUI)

assigned by the chip manufacturer.

A 3.7 V 1000 mAh Lithium Polymer rechargeable battery serves as the power source for each node.

This battery ensures the mDot’s low-dropout 3.3 V regulator is catered for. The battery is recharged by

a 60 x 140 mm 1 W 6V solar panel via a Linear Technologies LTC4070 battery charging IC.

A custom PCB was designed for the testbed and, in addition to the mDot and the LTC4070, a DS1621

temperature sensor and two LEDs were added. A female header provides a convenient interface

for serial communication with the mDot. The mDot slides into a header interface, allowing it to be

removed if needed. The assembled PCB can be seen in Figure 3.3.

The PCB and battery were placed inside an IP 67 rated enclosure and attached to an adjustable pole

mounting system. The solar panel was glued to the mounting system and its orientation can be adjusted

for maximum sun exposure. A deployed node is shown in Figure 3.4. Hardware schematics and a

block diagram are presented in Appendix A.
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Figure 3.3. The PCB developed for the testbed.

3.4.1 Gateway considerations

Several options were considered when a gateway was selected for the testbed. Gateways can be

purchased off the shelf from vendors such as Multitech, Kerlink or Cisco, or created by combining a

Raspberry Pi with, for example, the WiMOD iC880A LoRaWAN concentrator. Based on cost, cus-

tomer support and configurability, a Multitech MultiConnect Conduit running mLinux was purchased.

Multitech provides indoor and outdoor gateways; the outdoor gateways are the same product as the

indoor gateway, but are placed in an appropriate enclosure and can be powered using Power over

Ethernet (PoE). Indoor gateways use a Pulse Electronics W1063 3dBi antenna whilst the outdoor

gateway uses a L-com Global Connectivity HGV-906U 6 dBi antenna. It should be noted that this

testbed uses only one gateway due to their high costs. As only one gateway is used, the network server

runs locally on the gateway. In multiple gateway setups, a packet would be considered received by the

centralised network server if received by at least one gateway.
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