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Chapter 1- A conceptual background to the study

1.1 Background

With the growing involvement of children in armed conflicts and the subsequent
prosecution or trial, around the world and particularly in Africa, Sudan, Northern
Nigeria and Eastern Democratic Republic of Congo (DRC), to name a few," it is inviting
to investigate the adequacy and use of open-source intelligence (OSINT) in
prosecuting the use of child soldiers. Mugo writing in 2019, avows that children in
armed conflict fall under a special category of vulnerable witnesses, either due to their
personal characteristics or due to the circumstances of the crime and thus should
benefit from criminal proceedings that are tailored to the situation and vulnerabilities.?
These violations are widespread, but difficult to document due to the various physical
dangers, severe restrictions created by governments on independent monitoring, and
the need to protect potential witnesses.> These challenges create gaps in
accountability for holding those who conscript and enlist children into armed groups

criminally responsible.*

OSINT has become a transformative tool in conflict investigations.® OSINT can be
broadly defined as ‘information that any member of the public can observe, purchase
or request, without requiring special legal status or unauthorised access’.® OSINT
differs from traditional evidence-gathering processes in that it relies on legally
accessible and open materials, rather than covert operations or classified channels.’

' N Haupt ‘Keeping the spotlight on Africa’s child soldiers’ ISS Today 7 January 2025,
https://shorturl.at/eZ3J6 (accessed 10 August 2025).

2 RM Mugo ‘Application of the best interest principle to the criminal justice juvenile system: a review of
emerging case law’ (2019) Interdisciplinary Journal on the African Child 4.

3 J lvanova ‘War and children: the prosecution of child soldiers’ Durham Pro Bono Blog 1 May 2018,
https://shorturl.at/yQ0IQ (accessed 10 August 2025).

4 As above.

5 K Stavrou ‘Open-source digital evidence in international criminal cases: a way forward in ensuring
accountability for core crimes?’ Opinio Juris 26 January 2021, https://shorturl.at/Gv756 (accessed 25
May 2025).

6Y McDermott, A Koenig and D Murray ‘Open source information’s blind spot: human and machine in
international criminal investigations’ Journal of International Criminal Justice 19 (2021)
https://shorturl.at/urlkx (accessed 25 May 2025).

" A Koenig and others ‘New technologies and the investigation of international crimes: an introduction’
(2021) 19 Journal of International Criminal Justice 1.
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With digitalisation, the rise of open-source information (OSIF) about human rights
violations has increased, allowing human rights investigators to document compelling
evidence at human rights violation sites that may not be easily accessible.?
Developments in OSINT have enabled investigators and nonprofit organisations
(NGOs), such as Bellingcat and Amnesty International, to monitor and verify events
remotely, significantly increasing the scope of documenting human rights

infringements.®

OSINT has already been utilised in several high-profile cases at the Special Court of
Sierra Leone (SCSL) and the International Criminal Court (ICC) involving the use of
child soldiers.’® In the ICC, for instance, the Lubanga case utilised open-source
materials, including online reports and video footage, which contributed to building the
prosecution’s case.!" Similarly, the United Nations (UN) fact-finding missions, such as
those conducted in Sudan, have incorporated the use of satellite imagery and social
media content to track recruitment patterns and movements of armed conflict in
conflict zones that are difficult to access.’”> OSINT provides the ability to gather
evidence in real time, without being physically present in the conflict, which makes it
particularly valuable for cases involving child soldiers where direct testimony is
harrowing and in-person investigations can place both the witnesses and investigators

at risk."?

1.2 Problem statement

Within the international criminal justice system, there are complex challenges when
prosecuting the use of child soldiers.' Under the Rome Statute, the recruitment and

8 As above.

% As above.

0 E White ‘Closing cases with open-source: facilitating the use of user-generated open-source evidence
in international criminal investigations through the creation of a standing investigative mechanism’
(2023) 37 Leiden Journal of International Law 232.

" A Cole ‘Pictures of atrocity: turning video footage into evidence of war crimes’ ReliefWeb 7 March
2012, https://reliefweb.int/report/world/pictures-atrocity-turning-video-footage-evidence-war-crimes
(accessed 10 August 2025).

12 United Nations Human Rights Council ‘Report of the independent international fact-finding mission
for the Sudan — UN Digital Library’, accessed 13 August 2025.

13'Y McDermott (n 6) 95.

4 E Lafayette ‘The prosecution of child soldiers: balancing accountability with justice’ (2013)
63 Syracuse Law Review 304.
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use of child soldiers is considered to be a war crime.' Under the Convention on the
Rights of the Child (CRC), the Optional Protocol on the Involvement of Children in
Armed Conflict (OPAC),"'® and the African Charter on the Rights and Welfare of the
Child (ACRWC), the prohibition on the use of child soldiers is viewed from a protective
perspective.'” For example, article 22 of the ACRWC calls on state parties to “...in
accordance with their obligations under international humanitarian law, protect the
civilian population in armed conflicts and shall take all feasible measures to ensure the

protection and care of children who are affected by armed conflicts’.8

The evidentiary basis, within the ICC, for prosecuting the use of child soldiers has
traditionally relied on in-person testimonies from former child soldiers.'® This in-person
oral testimony practice raises concerns despite protective measures, such as in-
camera hearings, voice distortion, or pseudonyms. The process of recounting
traumatic events can result in severe re-traumatisation of former child soldiers.?
Trauma research has shown that children are often more vulnerable to psychological
harm and are at higher risk of long-term mental health consequences when recounting
abuse or violence.?! These risks are amplified when testimony is given in adversarial

legal systems, which children may perceive as hostile or unsafe.??

Challenges relating to in-person child soldier testimony are not only psychological but
also security-related, as ongoing conflict, obstruction from the government or militia,
and poor infrastructure make it dangerous to bring a child witness to court.?®
Additionally, when a child witness does testify, there is a heightened risk of the child

witness and their family facing reprisal from community members or armed groups for

5 As above.

16 Optional Protocol to the Convention on the Rights of the Child on the involvement of children in armed
conflict GA Res 54/263 Annex | 54 UN GAOR Supp (No 49) 7 UN Doc A/54/49 Vol Ill (2000) entered
into force February 12 2002.

7 F Viljoen ‘Article 44: Communications’ in J Sloth Nielsen, E Fokala &amp; G Odongo (eds) The African
Charter on the Rights and Welfare of the Child: A Commentary (2024) 528.

'8 As above.

% C Jesseman ‘The protection and participation rights of the child soldier: an African global
perspectives’ (2001) 1 African Human Rights Law Journal 114.

20 As above.

21 K Stobbe ‘The mental health consequences of being a child soldier’ (2019) BJPsych International 32.
22 As above.

23 United Nations Office of the Special Representative of the Secretary-General for Children and Armed
Conflict

10
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cooperating with investigators.?* The difficulty in securing a child witness may delay
proceedings, compromise evidence or even result in the loss of testimony, which

undermines the pursuit of justice as well as the protection of the child’s rights.?®

OSINT is a potential tool that can reduce the dependence on direct child testimony.?®
However, despite international criminal proceedings having a growing reliance on
digital evidence, there is no clear, child-specific framework guiding its ethical use in
cases involving child soldiers. While the existing Berkley Protocol on Digital Open
Source Investigations outlines general standards for digital evidence gathering, it does
not address the unique vulnerabilities of child soldiers, including privacy, trauma and

consent concerns.

The lack of a child-specific framework leaves prosecutors, investigators and courts
navigating the ethical and legal grey area of whether or not to use OSIF.?” A balance
needs to be reached where the court can advance accountability while also protecting
the rights of a child witness from the harms of in-person testimony, re-traumatisation,
or the misuse of sensitive content.?® The lack of a harmonised approach raises the
question of how one can use OSINT in a manner that maintains both child protection
standards and evidentiary integrity. This mini-dissertation aims to focus on the ICC’s
handling of African child soldier cases to identify how OSINT can be used ethically to
strengthen prosecutions and safeguard children’s rights.

1.4 Research objectives

Main research objectives
To examine the ethical application of OSINT in the investigation and prosecution of
crimes involving the recruitment and use of child soldiers in the ICC with a view to

2 Jesseman (n 19) 144.

25 E Millet ‘Open source intelligence, armed conflict and the right to privacy and data protection’ 5
December 2025 https://blogs.icrc.org/law-and-policy/2023/12/05/deploying-osint-in-armed-conflict-
settings-law-ethics-theory-of-harm/ (accessed 12 August 2025).

26 A Koenig and others ‘Merging responsibilities: ethical considerations for securing consent in open-
source investigations of conflict-related sexual violence’ (2024) Berkley Human Rights Centre 3.

27 As above.

2 As above.

11
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identifying best practices that balance evidentiary value with the protection of

children’s rights.

Sub-research objectives

to determine the current methodologies employed in the ICC when obtaining
testimonies from child soldiers and what ethical, evidentiary and procedural
considerations shape these practices;

to consider how OSINT can be defined and applied, and what the human rights
implications are associated with its use in investigations and legal proceedings;
to understand how OSINT has been used in past cases to prosecute the use of
child soldiers and;

to provide recommendations that guarantee that OSINT is used ethically in
matters about the prosecution of child soldiers, while also addressing the

accountability gap.

1.5 Research questions

Main Question

How can OSINT be applied in the investigation and prosecution of crimes involving

child soldiers in a manner that upholds ethical standards and protects the rights of
child soldiers within the ICC?

Sub-Questions

What are the current methodologies employed in the ICC when obtaining
testimonies from child soldiers, and what ethical, evidentiary and procedural
considerations shape these practices?

What are the human rights implications and benefits associated with OSINT in
investigations and legal proceedings?

Has OSINT been used in the past in cases involving the prosecution of the use
of child soldiers?

What can be done to guarantee that OSINT is used ethically in matters about
the prosecution of child soldiers while also addressing the accountability gap?

12
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1.6 Literature review

Academic discourse is growing concerning OSINT, particularly in relation to war
crimes and crimes against humanity.?® However, research that specifically addresses
the ethical use of OSINT in the trial of the use of child soldiers within the ICC remains
limited. The literature that currently exists focuses OSINT’s technological capabilities
and evidentiary value in conflict investigations rather than the potential implications it
has on child soldier prosecutions. This dissertation, therefore, seeks to build upon the
current discourse by discussing, within the ICC’s legal framework, how OSINT can be

used within these sensitive cases.

1.6.2 The definition and scope of OSINT

OSINT is distinguishable from other forms of digital evidence as it involves taking
publicly available information and subsequently undergoing an analytical process.°
Currently, there is no single, unified definition of OSINT, either operationally or legally,
and the term often consists of ambiguous or contradictory prerequisites.®' Similarly,
there is no unified definition for terms related to OSINT, such as ‘open-source
information’ (OSIF), ‘open-source investigations,” or ‘open-source operations’.??
However, OSINT can be broadly defined as ‘publicly-available information that has
been discovered, analysed, and disseminated’.®?

A key distinction between OSINT and OSIF is that OSIF is simply the collection of
publicly available information®*. In contrast, OSINT undergoes a process of analysis
where information is discovered, analysed, distilled, and disseminated to a select
audience.?® This highlights that OSINT is not simply a data collection process, but also
a comprehensive operational cycle that processes, exploits, and reproduces the

data.3¢

29 RJ Hamilton ‘User-generated evidence’ (2018) 57 Columbia Journal of Transnational Law 1
https://ssrn.com/abstract=3124409 (accessed 25 May 2025).

30 As above.

31 Millet (n 25) 6-7.

32 As above.

33 As above.

34 As above.

35 Koenig and others (n 7) 2.

36 As above.

13
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OSINT is distinct from other forms of digital evidence. By definition, OSINT uses
publicly available information.3” This is in contrast to privately collected digital
evidence, such as finding records on the dark or deep web, which are not accessible
and indexed by search engines.® User-generated evidence (UGE) is related to OSINT
and involves evidence being recorded by ordinary citizens with the purpose and intent
to achieve accountability for legal wrongdoings.®*®* UGE has become a part of the
publicly available pool that OSINT leverages.*® However, OSINT deals with
information that already exists publicly, regardless of the creator’s intent.#' OSINT,
particularly user-generated content (UGC), refers to information posted by individuals
who are not trained as investigators and, as a result, may not adhere to established
standards in criminal investigation, raising concerns about bias, reliability, and
credibility.? This is in contrast to traditional methods of collecting evidence, which
involve a controlled environment and a strict chain of custody.** The Berkley Protocol
aims to establish legal and ethical norms for OSINT investigations, to enhance their

usefulness to courts.**

There is a divergence in the understanding of what ‘open-source’ means due to the
diverse range of users, including state intelligence, military actors, international courts,
and human rights groups.*® Each user has differing priorities, legal constraints and
financial constraints. Additionally, there is a disagreement over what information is
deemed publicly available, as well as the means of collection.*¢ For example, an NGO
with limited financial resources may consider a commercial subscription service to be

non-open-source due to the subscription fee.4’

37 Hamilton (n 29).

38 As above.

3% As above.

40 As above.

41 As above.

42 McDermott (n 6) 91.

43 C A Ochieng ‘Harnessing open source evidence to enhance accountability for human rights violations
in Kenya’ (2023) University of Pretoria Repository 331.
44 As above.

45 Millet (n 25) 2.

46 As above.

47 Millet (n 25) 1-2.

14
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There are several types of publicly available information that encompass OSINT.4®
Photography and geospatial data, including digital maps and satellite imagery, can be
used to map incidents of civilian harm, such as those in the Ukraine conflict, or to
identify locations, as seen in the ICC case of Al Mahdi.*® UGC, such as social media
content and mass content, includes images, videos and audio recordings from social
media platforms.5® Specialised journals, think tank studies and publicly available
conference proceedings also fall under OSINT’s scope.’’

1.6.3 OSINT and international criminal investigations

Hamilton (2018) notes that although there is no universally accepted definition of
OSINT, it can broadly be defined as ‘information gathered and analysed from publicly
available sources’.>? These available sources, otherwise known as OSIF, include
digital user-generated evidence (UGE), satellite imagery, and news reports.>3 The ICC
is not new to OSINT, and it has become an increasingly important tool for
investigations, particularly in circumstances where investigators cannot access the
crime scene due to political barriers or security risks.>* The ICC demonstrated the
potential of OSINT in the Prosecutor v. Thomas Lubanga Dyilo, where the court used
a combination of both OSINT and traditional evidence in the first prosecution of child
soldiers.®® ICC considered OSINT to be an important corroborative tool, despite it not

forming the majority of the prosecution’s evidentiary basis.%

Koenig (2021) advocates for the use of OSINT, outlining its benefits and specifically
noting its ability to capture and document crimes in real-time through social media and
journalism.®" In the Al-Werfalli case, for example, the ICC issued an arrest warrant
solely relying on digital evidence, utilising citizen media to advance international
justice.®® However, Ellena (2023) pointed out the potential risks that investigators face

48 Ochieng (n 43) 280.

49 As above.

50 As above.

51 As above.

52 As above.

53 As above.

54 As above.

55 Ochieng (n 43) 332.

56 As above.

57 Koenig and others (n 7).
58 Ochieng (n 43) 199-200.

15
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when undertaking OSINT, including concerns about the chain of custody,
authentication, and admissibility under the ICC’s evidentiary standards.>®

1.6.4 OSINT in prosecutions involving child soldiers

The prosecution of child soldier cases remains challenging due to age, witness
tampering and evidence verification.®® OSINT can be valuable as digital traces, such
as social media posts, satellite imagery, and propaganda photos, have been used to
identify the patterns of recruitment and location of child soldiers in inaccessible conflict
zones.?" UN fact-finding missions in the Democratic Republic of Congo (DRC) and
Sudan have provided the ICC with OSINT-based reports on the recruitment and
enlistment of child soldiers.®?

Article 69 of the Rome Statute outlines the ICC’s evidentiary framework, which needs
to balance the probative value of the evidence against its potential prejudice.®® Agar
(2017) notes that the use of OSINT heightens ethical concerns when children are
involved, as often the images that include minors are taken under distress or
coercion.®* Resultantly, admitting the pictures within the ICC may be difficult, as
consent was not given at the time the image was taken, resulting in potential
prejudice.®® Despite this, there is a paucity of scholarly works addressing how to
overcome the challenge of consent when admitting evidence containing images of

minors.

1.6.5 Ethical considerations in the context of the ICC

The literature highlights a central theme that OSINT needs to be aligned with
international standards and practices. The Berkeley Protocol on Digital Open-Source

% M Ellena ‘Integrating OSINT into the justice process’ 5 December 2023 https://shortenedurl
(accessed 10 August 2025).

60 As above.

61 Millet (n 25).

62United Nations ‘Sudan: UN fact-finding mission outlines extensive human rights violations,
international crimes, urges protection of civilian’ 9 September 2024 https://shortenedurl (accessed 10
August 2025).

63 Rome Statute of the International Criminal Court 17 July 1998 2187 UNTS 3.

64 K Agar ‘OSINT by crowdsourcing: a theoretical model for online child abuse investigations’
(2017) Research Gate 18.

85 As above.
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Investigations provides guidance on the secure and ethical collection, preservation
and analysis of online content.®® The Berkley Protocol states that it must align itself
with international human rights standards. Resultantly, OSINT should align with
articles 16 and 39 of the CRC, which protect against arbitrary interference with privacy
and require the rehabilitation of child soldiers, respectively.®”

Gillet and Fan (2025) caution the use of OSINT, stating that the opposing party will
have substantial grounds to object to the use of the OSINT if there are any potential
errors or biases arising from investigations.®® Additionally, the use of OSINT exposes
the child witness to the risk of secondary trauma and manipulation, which becomes
more prevalent in high-profile ICC cases.®® Furthermore, 365 and others (2017)
highlight that accountability and data protection concerns arise when OSINT analysts
contribute to ICC investigations as they operate outside the formal structures of the
Court.”

1.6.6 Existing guidelines and best practices for the ICC

The ICC does not yet have an OSINT-specific protocol; however, the existing policies
on digital evidence admissibility, witness protection, and victim participation provide
partial governance.”’ The United Nations (UN) has called for the Office of the
Prosecutor (OOTP) to develop frameworks dedicated to OSINT that protect and
respect the rule of law, human rights, including privacy, data protection and non-
discrimination.”® Privacy measures proposed for handling sensitive data involving
minors include metadata sanitisation, secure encrypted storage, and facial blurring.”

Additionally, the ICC has collaborated with NGOs and technology companies to

6 As above.

67 OHCHR and University of California, Berkeley Human Rights Centre, ‘The Berkeley Protocol on
digital open source investigations’ (2022).

58 M Gillet and W Fan ‘Expert evidence and digital open source information’ (2023) 21 Journal of
International Criminal Justice 663.

8 As above.

0 F Greenwood and others ‘The Signal Code’ (2017) Harvard Humanitarian Initiative 4.

" United Nations ‘Enhancing counter-terrorism early warning in central Asia through open-source
intelligence and artificial intelligence’ United Nations Counter-Terrorism Office 22 July 2025,
https://www.un.org/counterterrorism/zh/node/21519 (accessed 11 August 2025).

2 As above.

3 As above.
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enhance the verification process while also mitigating ethical risks.”* Global Rights
Compliance offers a means for verifying OSINT, as it has demonstrated a model for
civilian-expert collaboration that verifies OSINT —a model that could be utilised in the

ICC'’s child soldier cases.”

1.6.7 Gaps in the literature and conclusion

Upon review, there is limited research that explicitly addresses how OSINT can be
ethically used in prosecution, recruitment and the use of child soldiers. Most research
on OSINT in international criminal law focuses on the technological capabilities of
OSINT or the general ethical principles underlying it. However, the literature does not
provide recommendations for the legal, procedural, and child-protection realities of
ICC investigations and proceedings. Furthermore, there is little understanding of how
to integrate OSINT into the ICC’s investigative framework in a way that ensures the

privacy, dignity and security of minors.

To address this gap, this dissertation aims to analyse the ethical challenges of the use
of OSINT about child soldiers and propose context-specific recommendations for the
ICC. In doing so, it will contribute to both the practical efforts to strengthen
accountability for the use of child soldiers as well as add to the academic discourse
surrounding OSINT.

1.7 Methodology

This study employs a doctrinal research method.. A doctrinal research method
consists of analysing existing literature, qualitative and quantitative data concerning
how OSINT can be ethically implemented when prosecuting the use of child soldiers.
This method is necessary to realise the objectives of this research as it provides the
relevant information to understand the risks and benefits associated with the use of
OSINT in prosecuting child soldiers. Additionally, this method will be beneficial in

understanding the law and providing clear structures and definitions.

74 Global Rights Compliance ‘Building partnership for justice and accountability’ Global Rights
Compliance 2025, https://globalrightscompliance.org/about-us/ (accessed 12 August 2025).
S As above.
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This study is grounded in the intersection between international criminal and
international human rights law. Within the human rights perspective, emphasis is
placed on a child rights-based approach. This study is centred on the principles of
participation, evolving capacity, protection, and the best interests of the child, as
articulated in international human rights law. Transitional justice theory is used to
examine how OSINT can be used to navigate the dilemma between accountability and

reconciliation in post-conflict contexts.

1.8 Limitations of the study

The limitation of this study rests in its methodology. As this study is desktop-based, it
is challenging to determine how OSINT is practically used by online investigators in
instances involving children. This study may be limited by the ever-evolving nature of
digital platforms and technology, as the method of collecting evidence and the
frameworks of assessing ethical use can be affected. Additionally, this study only
addresses the moral concerns of the use of OSINT in prosecuting the use of child
soldiers. It therefore does not address children as perpetrators of other war crimes.
Finally, this research considers the current practices within the ICC; thus, the
application of this research may not be applicable in different forums.

1.9 Structure

This mini-dissertation comprises five chapters. The first chapter provides background
information and presents the problem statement, research questions, and a literature
review. Chapter two considers the current procedure for obtaining testimony from child
soldiers. Chapter three outlines the definition of OSINT, its framework, as well as the
human rights implications that may be incurred when prosecuting the use of child
soldiers. Chapter four consists of a case study on the past use of OSINT in the
prosecution of child soldiers. Finally, Chapter Five presents conclusions and
recommendations on how to utilise OSINT in a manner that can both bridge the
accountability gap while upholding the rights of the child.
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Chapter 2- The process for obtaining testimony from child soldiers

The testimony of child soldiers plays an important yet complex role in the
accountability process.”® The perspectives of the child soldiers are essential to
establish the truth about how the armed forces operated and the type of crimes
committed.”” However, the process of obtaining oral testimonies from child soldiers
raises concerns relating to ethics, child protection and procedure.” Child soldiers are
simultaneously the victim, witness and in some cases the perpetrator of the atrocities.
This status complicates their testimonies but also makes judicial and non-judicial
bodies wary of its use.”®

To establish where OSINT can be used to benefit child soldier testimonies, it is
imperative first to understand the current process for obtaining testimony from child
soldiers. This chapter is divided into three sections. First, this chapter outlines the
normative and legal frameworks governing child soldier testimony. Second, a
discussion is held on the practical challenges and emerging practices in obtaining
testimony for child soldier testimonies. Finally, the ethical considerations regarding
obtaining child soldier testimonies are outlined.

2.1 Normative and legal frameworks governing child soldier testimony

It is imperative that when the ICC deal with child soldiers, it takes into consideration
their unique vulnerabilities.?® The ICC is tasked with navigating the balance between
the child’s right to be heard and holding those most responsible accountable.?’
Numerous international and regional legal instruments guide the process for obtaining
testimony from child soldiers.®? These frameworks establish both the rights of the child

and the obligations of the ICC and states to safeguard their well-being.82 Central to all

6 H Beckmann-Hamzei ‘The child in ICC proceedings’ (2015) Intersentia 217.

" As above.

78) Nzelibe ‘The trouble with international criminal tribunals’ (2019) Northwestern University Pritzker
School of Law, Public Law and Legal Theory Series 19-17.

9 As above.

8 As above.

81 Beckmann-Hamzei (n 76) 219.

82 Nzelibe (n 78) 18.

8 Jesseman (n 19) 144.

20
© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

(om

of the frameworks is the recognition that children are entitled to special measures of
protection and the ability to exercise their right to participate in judicial proceedings.®

The CRC and the ACRWC establish the foundational principles for addressing
children’s rights.® Article 12(1) of the CRC and Article 4(2) of the ACRWC ensure that
the child can express their views freely in any matter concerning them.8 Additionally,
Article 3 of the CRC and Article 4 of the ACRWC mandate that the best interests of
the child principle is a primary consideration in all actions concerning the child by both
public and private bodies, including courts.®” This principle requires that safeguards
are put in place to shield the child from threats, re-traumatisation or other harm.

Complementing the CRC is the OPAC, which strengthens the protections for children
against the recruitment and use in hostilities.8 Even though the OPAC does not set
out evidentiary rules, it has impacted testimonial practices, as investigators cannot put
children in positions where they are re-victimised, even if it is in the interest of
accountability.®® The OPAC reinforces the idea that child soldiers are primarily the
victims of conflicts and are entitled to rehabilitation and reintegration.®’

The ICC has more concrete procedural safeguards for child soldiers within the Rome
Statute and its associated Rules of Procedure and Evidence (RPE), which provide for
more robust procedural safeguards.®? Article 68 of the Rome Statute obliges the Court
to take ‘appropriate measures to protect the safety, physical and psychological well-
being, dignity and privacy of victims and witnesses,” with special regard for children.®
This has led to the establishment of the Victims and Witnesses Unit (VWU), which

provides security arrangements, protective measures, counselling and assistance for

84 As above.

8 As above.

8 CRC art. 12(1): ACRWC art. 4(2).

87 Sloth-Neilson and others (n17).

8 As above.

8 Optional Protocol to the Convention on the Rights of the Child on the Involvement of Children in
Armed Conflict (n 16).

% As above.

91 K Bell ‘Use of child soldiers in armed conflicts’ (2008) Sabinet African Journals 12.
92 H Beckmann-Hamzei (n 76) 214.

% Rome Statute art. 68.
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witnesses and victims.®* The VWU is required to give ‘due regard to the particular
needs of children’ and may assign child-support persons with the agreement of the
parents or legal guardians.®®> The VWU is consulted when special measures for

children are being considered.%

Beyond binding treaties, there are soft law instruments, such as the Paris Principles
and Guidelines on Children Associated with Armed Forces or Armed Groups, which
play an influential role in shaping testimonial practices.®” The Paris Principles explicitly
discourage treating children as mere sources of evidence but instead prioritise the
child’s recovery, reintegration and protection from harm.®® The Paris Principles
emphasise informed consent, confidentiality, and the need to create a child-friendly
environment where children can participate freely in judicial proceedings.®® While not
legally binding, the Paris Principles carry significant normative weight and have been
endorsed by a wide range of international organisations, civil society actors and

states.%0

2.2 Practical challenges and emerging practices in obtaining testimony

Within ICC proceedings, numerous complex and practical challenges arise in
obtaining reliable eyewitness testimony from children.'®' The challenges, discussed
below, include physical security, psychological well-being, and cultural barriers and
linguistic difficulties, which often require a balance between children’s rights, the duty
to protect, and accountability.%?

94 D John and T MacArthur ‘First challenges: an examination of recent landmark developments at the
International Criminal Court’ (2009) International Bar Association 9.

% As above.

% As above.

97 UNICEF, ‘The Paris Principles: principles and guidelines on children associated with armed forces or
armed groups’ (2007).

% As above.

% As above.

190 As above.

101 Beckmann-Hamzei (n 76) 219.

192 Stobbe (n 21) 97.
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2.3.1 Security-related challenges

Children are often the principal victims of serious crimes that fall within the ICC’s
jurisdiction.'®® Children involved with armed groups may experience, witness, or be
forced to participate in torture and killings, which significantly impacts their physical
and mental health.'" Resultantly, the participation of child soldiers in judicial
proceedings entails significant security challenges, including the risk of bodily harm
and retaliation, the need for protective measures and logistical difficulties.®

Child soldiers testifying, within the ICC, can expose themselves to harmful media
exposure, punishment from their families and communities, as they risk being
banished, as well as direct reprisal from the perpetrators and their associates.'%® Fear
for their safety is often amplified in situations where the conflict is ongoing, as the child
soldier may be deterred or inhibited from testifying within their own countries due to
these security concerns.' Article 68 of the Rome Statute obliges the ICC to protect
the safety and physical and psychological well-being of the child witness and victim. %8
The unique vulnerability of child soldiers creates a higher ‘duty of care’ in comparison

to adults.10®

To mitigate the child soldiers’ risks and vulnerabilities, the ICC employs various
protective measures, including the use of pseudonyms, conducting proceedings in
camera or removing names from public records.’® Additionally, the VWU plays a
crucial role in facilitating protective measures, counselling and security
arrangements.'” These measures are tailored to the individual and take into
consideration contributing factors such as age, gender and nature of the crime,
especially in instances where it involves violence against a child.''? The protective

measures are aimed at shielding child soldiers from confrontation with the public and

103 Beckmann-Hamzei (n 76) 219.

104 As above.

195 As above.

196 Stobbe (n 21) 87.

197 As above.

%8 Rome Statute art. 68.

199 NS Awan ‘Balancing a child’s right to be heard with protective measures undertaken in “the best
interests of the child”: does the International Criminal Court get it right?’ (2015) 35 Children’s Legal
Rights Journal 103.

119 UNICEF (n 97) 113.

1 As above.

112 UNICEF (n 97) 133.
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the accused.''® While these measures are crucial, the International Bar Association
has argued that these measures are paradoxical as they infringe on the defendant’s
right to an open, transparent and public proceeding.'* To justify this limitation, the ICC
requires that the fears for the witnesses’ safety be objectively substantiated and well-
founded, and not merely a general expression of fear."

Security concerns can lead to prosecutions being decided not to call certain witnesses
who were initially included on their list.'"® Several complex logistical difficulties are
incurred when providing physical protection to child soldiers."”” One prominent
logistical challenge is to ensure that children from different warring factions are not
placed together to prevent further conflict.’® Additionally, there may be difficulty in
reintegrating child soldiers back into their communities if they are removed for the
purpose of protecting their safety."®

2.3.2 Psychological challenges and trauma-informed methods

Child soldiers are often affected by trauma and may suffer from Post-Traumatic Stress
Disorder (PTSD).'? Psychological distress may affect the child’s credibility in the
criminal proceedings, resulting in a dilemma between justice, accountability and child
protection.'! Psychological distress may involve the inability to remember the events
clearly or in chronological order, reliving the events through intrusive thoughts,
nightmares, flashbacks, or even result in the denial of any involvement.'?? Additionally,
psychologists have shown that children’s testimonies tend to be brief, and this may
result in the ICC drawing inferences. Consequently, child soldiers may not be able to

provide consistent, detailed accounts of the events.'>> When examining a child, there

13 As above.

14 John and MacArthur (n 94) 10.

115 As above.

118 As above.

"7 C Swanson and others ‘Expert workshop session: child witnesses: testimony, evidence, and witness
protection’ (2014) 43 Georgia Journal of International and Comparative Law.

18 As above.

119 As above.

120 Stobbe (n 21) 97.

121 As above.

122 D Reicherter and others ‘Implementation of trauma-informed best practices for international criminal
investigations conducted by the United Nations investigative team to promote accountability for crimes
committed’ (2022) 15 Psychological Injury and Law 88.

123 As above.
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is an emphasis on the need for careful questioning, and it has been suggested that
future research should develop new techniques to minimise gist-based testimonies
that the Court may distort.’?*

Secondary victimisation may be caused within the judicial system, as it is not created
by the crime itself but rather through the stressful nature of the investigations and trials
that arise from the crime.'?® The ICC is obliged under the Rome Statute to take
measures to prevent re-traumatisation.’® In response, trauma-informed techniques
have become the cornerstone for interviewing child witnesses.'?” One of the primary
methods for reducing re-victimisation is through minimising repeated interviews, which

results in a child not being interviewed more than necessary on harmful topics.'?®

Within the court, judges should also avoid asking questions that are beyond the child’s
developmental level, irrelevant, or upsetting. The ICC should not set unrealistic
expectations by expecting specific details, such as the time and place where the
crimes occurred.'?® Another technique that the ICC employs to avoid re-traumatisation
includes expeditious trials, which encourage the court to avoid unnecessary delays to
limit the child’s contact with the justice system.'3° Additionally, the courts prevent direct
contact between the child witness and the perpetrator at any point in the justice
process.'! Measures to facilitate this separation include videotaped interviews, one-
way screens, and the removal of the accused from the courtroom, as well as in-camera

sessions.13?

According to UNICEF, another significant adaptation involves implementing child-
centric procedures and environments.'3® This became prevalent in the SCSL, where

124 John and MacArthur (n 94) 10.

125 UNICEF (n 97) 113.

126 As above.

127 As above.

1283 Stepakoff and others ‘A trauma-informed approach to the protection and support of witnesses in
international tribunals: ten guiding principles’ (2017) 9 Journal of Human Rights Practice 268—286.

129 As above.

130 As above.

131 As above.

132 Swanson and others (n 117) 650.
133 UNICEF (n 97) 113.
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the court created a child-centric climate and interview settings furnished with toys,
child-friendly colours, and adjustable chairs.'*

2.3.3 Cultural and linguistic barriers and child-friendly adaptations

Linguistic and cultural challenges add an extra layer of complexity when obtaining
testimony from child soldiers. Within the ICC, there are challenges related to
interpretation, as proceedings often involve multiple languages.'®® Interpreters are
required by the Court to provide comprehensive and accurate interpretations, as the
Court will not accept simple summaries of the child’s testimonies. 3¢ Additionally,
investigators must consider the child’s linguistic skills when questioning them and are

required to adapt their language to communicate effectively with the child.'3”

The child soldiers’ cultural background can affect the child’s ability to provide and
participate in truthful testimony.'® Investigators must take into consideration the
cultural and religious contexts from which the child originated.’® For example, the
child soldier’s cultural background can include a hierarchical relationship between
children and adults, which makes it particularly difficult for the child witness to raise
allegations or testify against an adult.’° It is essential to seek cultural advice about
the customs and beliefs of the child’s culture to enable the child to communicate openly
about their experiences.”™ Some considerations include eye contact,

acknowledgement of homosexuality and the naming of intimate body parts.’2

The CRC, the Rome Statute, and the United Nations Guidelines on Justice in Matters
involving Child Victims and Witnesses of Crime provide a legal framework that
mandates a child-sensitive approach.® The ICC has adopted child-sensitive

134 As above.

35 As above.

136 As above.

37 As above.

138 | Benuto and J Casas ‘Cultural considerations’ (2016) Forensic Interviewing of Children 351.
139 As above.

140 As above.

41 As above.

42 As above.

143 Stobbe (n 21) 97.
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communication strategies that include the use of anatomically correct dolls and
pictures to facilitate children’s communication.' The use of storytelling, play therapy,
and drawings has been employed to help children articulate their traumatic
experiences in non-verbal or semi-verbal forms.'® Such approaches are valuable for

younger children or those with limited formal education. 6

2.3 Ethical considerations in current practices

There is a myriad of ethical dilemmas when obtaining testimony from child soldiers
that require a careful balance between the rights and welfare of the child and
accountability objectives.’#” One of the central moral issues is the principle of informed
consent.™® International legal frameworks emphasise that the testimony must be
voluntary; however, when a child has endured trauma and coercion, questions around
the child’s capacity become a concern.’® Within the ICC, a child victim is not
recognised as being legally competent to apply on their own behalf. In accordance
with Rule 85 of the RPE, children may face additional requirements, such as having a
legal guardian apply for participation.’® However, UNICEF has stated that the
requirement for guardian authorisation is ‘not compatible with the recognition of

children’s full right to express their views and concerns’.'s"

The protection of identity is equally crucial.’®® The primary rationale for identity
protection is for the prevention of harm by shielding individuals, especially vulnerable
children, from any damage or added trauma.’3 This includes preventing intimidation,

reprisal from perpetrators, re-traumatisation and embarrassment.'® The protection of

144 As above.

145 As above.

146 As above.

147 J Brodin and V Stancheva-Popkostadinova ‘Ethical considerations in child research in light of the
convention on the rights of the child’ (2009) 2 Journal of Global Change and Governance 20.

148 As above.

49 DM Amann ‘The policy on children of the ICC office of the prosecutor: toward greater accountability
for crimes against and affecting children’ (2019) 101 International Review of the Red Cross 540.

150 Beckmann-Hamzei (n 58) 214.

131 As above.

1523 Carsten ‘Damned if you do, damned if you don't: challenges and critiques of preliminary
examinations at the ICC’ (2017) 15 Journal of International Criminal Justice 413—434.

153 As above.

154 LG Minkova ‘Expressing what? The stigmatisation of the defendant and the ICC’s institutional
interests in the Ongwen case’ (2021) 34 Leiden Journal of International Law 223-245.

27
© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

éfi
<

a child’s dignity and privacy is of paramount importance, and it is essential to recognise
them as unique, valuable human beings with individual needs and interests.'® It is
imperative to safeguard information relating to the child’s involvement in the justice
process, including their identity and whereabouts.'*® Safeguarding a child’s private
information helps maintain their self-respect and fosters social reintegration.'’
Investigators must balance the need to limit interference with the child’s private life
with the requirement to maintain a high standard of evidence collection.'®®
Investigators must take protective measures while also enabling the child witness to
participate meaningfully in the proceedings.'®® Taking measures to reduce fear and
anxiety will allow for the adequate disclosure of accurate evidence and allow for the
testifying process to be a part of the child’s healing journey.'®°

Ultimately, a broader ethical tension exists between justice and restorative approaches
in legal proceedings, particularly when a child witness is involved.'®' The core
mandate of the ICC is to investigate and prosecute the most serious crimes of
international concern while also ensuring a fair trial for the alleged perpetrators.'®? The
ICC's focus on the punitive nature of justice has resulted in the Court prioritising the
rights of the accused adults over enabling meaningful participation of children.'®3 Due
to the ICC’s mandate, retributive justice and restorative goals often collide with fair trial
rights and child protection mandates.'®* For instance, the accused’s right to a fair and
open trial may be inhibited when protective measures for children are applied.%®

Another ethical challenge that is faced is that the pursuit of justice does not

inadvertently harm the child.'®® While a child may wish to tell their stories within a

155 As above.

156 As above.

157F Scharpf and others ‘Reducing physical and emotional violence by teachers using the intervention
interaction competencies with children — for teachers’ (2021) 21 BMC Public Health 44.

158 As above.

159 As above.

160 As above.

161 C Garbett ‘The International Criminal Court and restorative justice: victims, participation and the
processes of justice’ (2017) 5(2) Restorative Justice 198—220.

162 As above.

163 As above.

164 As above.

165 As above.

166 S Beresford ‘Child witnesses and the international criminal justice system: does the International
Criminal Court protect the most vulnerable?’ (2005) 3 Journal of International Criminal Justice 721-748.
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formal courtroom environment, it may lead to re-traumatisation or re-victimisation,
especially if the child is exposed to their alleged abuser.'®” Being exposed to these
harms could slow down the healing process, and, as a result, the Court must balance
the child's interests with the necessity for the child to present evidence in an admissible
manner that also protects their safety.'® The ICC, for this reason, enhance
accountability while also engaging ethically with child soldiers to prioritise their well-
being by employing child-sensitive, trauma-informed approaches.'®®

2.4 Conclusion

The process of obtaining testimony from child soldiers illustrates a tension between
demanding accountability and the need for the protection of the child’s rights and
interests. International and regional legal frameworks, such as the CRC, ACRWC,
OPAC, and the Rome Statute, articulate a clear obligation to prioritise the interests
and rehabilitation of the child. However, the implementation of these frameworks has
revealed significant gaps. The challenge is not merely in recognising the child as a
rights-holder, but also in ensuring that those rights are safeguarded when the child
participates in judicial proceedings.

The ICC has experimented with various strategies to strike a balance between
evidentiary needs and child welfare. However, challenges, such as the security
threats, cultural barriers, and the need for psychosocial support, require the Court to
engage with mechanisms that balance the child's needs while also keeping a high
evidentiary standard. The ICC has established trauma-informed practices and
technological adaptations, representing meaningful progress. However, these
adaptations remain unevenly applied and may be constrained due to contextual and
financial limitations. Ultimately, the ICC needs to recognise children as active agents
whose voices are valuable for truth-seeking, while also acknowledging the child’s
vulnerability. However, the ethical dilemmas remain unresolved, particularly around
informed consent, the tension between justice and restorative justice and re-

traumatisation.

67 As above.
68 As above.
69 As above.
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This chapter has shown that although progress has been made to codify and
implement safeguards, these mechanisms are not harmonised with the realities in
which child soldiers live. The identified gaps will be taken into consideration in the next
chapter, which examines both the risks and benefits of using OSINT in documenting
international crimes. Additionally, such innovations raise their own set of ethical and
human rights concerns that underscore the protection and dignity of child soldiers must

remain a guiding principle in any accountability process.
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Chapter 3- OSINT and its human rights considerations

OSINT is a rapidly evolving field that has played a crucial role in contemporary human
rights and international criminal law investigations.'® This chapter examines the
definition and application of OSINT, as well as the human rights implications
associated with its use. To achieve this, this chapter first discusses the meaning and
scope of OSINT. Second, a discussion is held on the legal framework for OSINT, as
well as its use as evidence in international criminal law. Third, it considers the human
rights benefits of conducting OSINT. This is followed by a discussion on the potential
human rights risks associated with OSINT. The chapter concludes by discussing
regional and African perspectives on OSINT, as well as child-specific considerations
that must be taken into account when utilising OSINT.

3.2 Current OSINT frameworks available and their use as evidence in

international criminal law

3.2.1 Current OSINT framework

Guidelines and ethical frameworks are imperative for managing OSINT, especially in
the collection, use, and dissemination of digital evidence in sensitive contexts. The
framework aims to improve authenticity, protect individuals’ rights and promote
accountability.’” The Berkley Protocol is a soft law instrument to provide universal,
comprehensive standards for open source investigations.'”? Additionally, it aims to
harmonise the methodologies and practices for digital evidence collection of core
crimes, ensuring reliability and accuracy, and decreasing the time of proceedings.'”?
The Berkeley Protocol addresses various aspects of the investigative process,
including preparation, planning, collection, verification, and analysis of evidence.'”

The Berkley Protocol offers concrete guidance and combines best practices.'” It

70McDermott and others (n 6); A Koenig and D Murray ‘Open source information’s blind spot: human
and machine bias in international criminal investigations’ (2021) 19 Journal of International Criminal
Justice 13.

71 A Irwin ‘Digital evidence opens doors to human rights probes’ (2019) SciDev.Net 62.

72 Ochieng (n 43) 60.

73 As above.

74 As above.

75 As above.
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emphasises the respect for the right to privacy and that if there is a violation, the
evidence must not be admitted into court proceedings.'”® However, the Berkley
Protocol has limitations in terms of its application to children, as it only references the

best interests of a child once but does not expand on what that could entail.’””

3.2.2 OSINT’s use as evidence in international criminal law

The admissibility of OSNT as evidence in the ICC is an evolving area, as judges
generally have discretion to admit relevant evidence that possesses probative
value.'”® One of the key aspects of admissibility includes the judicial discretion and
standards.'”® The ICC and other tribunals have flexible rules regarding the admission
of evidence, as international courts have adopted a compromise between common
law and civil law standards.'® User-generated content has been admitted as evidence
in both international criminal trials before the ICC and in domestic courts. 8

In the Thomas Lubanga case, the ICC for the first time engaged with video evidence
by recognising its value.'®? Resultantly, the court set a precedent for improving the
court’s capacity to interrogate digital evidence in its proceedings.'® In the Ahmad Al
Faqi Al Mahdi case, open-source information was significantly relied on by the ICC. 18
The Court took into consideration videos, photographs, and satellite images to
corroborate the alleged events.'® The ICC adopted the same view that the ICTY held:
that evidence was a piece of a larger puzzle, and as a result, set a low threshold for
admissibility, stating that ‘any relevant evidence which it deems to have probative

value’.186

76 As above.

77 Berkley Protocol (n 67).
78 Irwin (n 171)

7% Koenig (n 26) 5.

180 Ochieng (n 43) 63.
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182 Ochieng (n 43) 193-195.
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3.3 Human rights benefits of OSINT

The use of OSINT in human rights investigations offers significant advantages that
have altered the investigative and evidentiary landscape of international criminal law.
OSINT provides an alternative approach for documenting violations and building cases
in contexts where access to crime scenes is challenging due to safety concerns,
ongoing conflict, or political obstruction. OSINTs’ benefits can be grouped into four
main areas: enhanced fact-finding investigations, legal accountability and justice,
empowerment and protection of individuals and a broader societal impact.

3.3.1 Enhanced fact-finding and investigation

One of the most significant benefits of OSINT is its accessibility. Digital open-source
information and citizen media allow fact-finding missions and investigations to proceed
when physical access to the conflict site is restricted due to security, legal or political
obstacles.’® This remote access minimises the risks faced by witnesses by
eliminating the need for them to testify about certain events in person.’® OSINT
enables the immediate capture and preservation of evidence. Local users can capture
evidence immediately, preserving materials in situations where they may be lost or
destroyed.'® Local activists and citizen journalists often do not face the same legal,
practical and diplomatic challenges as international investigators in accessing the
scenes of atrocity crimes. Civilian journalists can corroborate witness testimonies of

human rights violations, which lends greater credibility to the findings.'

Due to open-source information being more accessible, OSINT has become
democratised, as a broader range of voices and international sources can be
consulted in conjunction with traditional methods.'®' Open source information has
provided ordinary people with the avenue to tell their stories, which has a direct

influence international fact-finding processes'®?

187 As above.

188 McDermott (n 6) 86.
189 Ochieng (n 43) 424.
190 McDermott (n 6) 77.
191 Ochieng (n 43) 373.
192 McDermott (n 6) 88.
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Technological advancements in evidence management have significantly transformed
human rights documentation, presenting new opportunities for improvement.'®3
Automated tools, such as object detection software, can categorise volumes of digital
information, which can assist investigators in saving time.'®* Additionally, open-source
information can help counter disinformation and deter propaganda by all actors
involved in the conflict.’® An example of this was seen in the Syrian conflict, where
the use of OSINT assisted in the dismissal of the government’s videos as fake.'%

3.3.2 Legal accountability and justice

OSINT also advances the legal accountability and justice for human rights
violations."®” Journalistic and fact-finding missions fuelled by open-source information
can help hold those in power accountable.'® Due to the ICC finding a balance
between common law and civil law evidentiary rules, there is an element of flexibility
in admitting evidence, as long as the right to a fair trial is upheld and the integrity of
the proceedings is maintained.'®® UGE was successfully admitted to the ICC, where
user-generated footage was used for arrest warrants in 2017.2°° For example, in the
situation of the DRC, the ICC indicted Affaire Castro et Kizito, where it was the first
time the international court admitted digital photography captured using eyeWitness,
which led to life sentences for the commanders accused of committing crimes against

humanity.2%!

3.3.3 Empowerment and protection for individuals

OSINT has played a role in empowering and protecting individuals, and one of the
primary forms of empowerment is through citizen participation. New individuals and
communities, including marginalised ones, can participate in documenting abuse and
defending their rights.?%? Civilian journalism has fostered civil participation and could

fill information gaps in situations where independent media is overregulated or

193 As above.

194 McDermott (n 6) 96.
195 As above.

196 As above.

97 Millet (n 25) 25.

198 As above.

199 McDermott (n 6) 62.
200 Ochieng (n 43) 175
201 As above.
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absent.??®> New technologies have enabled witnesses to transmit information without
the need for an expert to document it.2% Mobile applications like eyeWitness and
ObscuraCam are designed to enhance the reliability of evidence while also protecting
user safety. The mobile apps feature safety measures, including robust metadata
protection, face blurring and built-in anonymity options.?% Additionally, NGQO’s, such
as Amnesty International and WITNESS, have invested in training civilian journalists
and activists in filming tactics for evidentiary purposes. NGO’s have provided crucial

support for investigations that enhance credibility against misinformation.2%

The benefits discussed above demonstrate the transformative nature of OSINT for
accountability and human rights. While it is not a fix-all solution, given the risks of
manipulation, ethical challenges and misinformation as discussed later, it has the
capacity to expand access to information, enhance accountability, empower
marginalised groups, reduce and strengthen evidence, which makes it an

indispensable tool in modern-day investigations.

3.4 Ethical and human rights risks of OSINT

3.4.1 Privacy and consent
Privacy and consent are central ethical considerations in OSINT. These concerns
stem from the growing use of international criminal law and human rights
investigations.?” What is deemed to be ‘publicly available’ is a fundamental
conceptual challenge for OSINT as it interacts with the right to privacy.?%® A traditional
view is that the information shared online is public and the responsibility of the
individual who posted it.2°® Additionally, there is an increase in contestation over
information gathered from social media, even when the information is posted publicly.
A post by a group of people can raise privacy concerns, especially if the researcher is

using a fake persona.?'® Millet argue that social media verifications that require user

203 As above.

204 McDermott (n 6) 87.

205 Ochieng (n 43) 222.

206 As above.

207 Millet (n 25) 281.

208 Greenwood and others (n 70) 526-527.
209 As above

210 As above.

35
© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

(om

verification are not publicly available.?’ Additionally, ethical and legal concerns may
arise when information is obtained through leaks, security vulnerabilities and hacking,
even though it ‘technically’ has become open source information.?'?

The ‘mosaic effect’ poses a significant threat to the right to privacy, as seemingly non-
sensitive datasets are combined to create sensitive information about individuals and
groups.?'® This product is known as demographically identifiable information that can
be used to cause harm.?'* An example of OSINT that could potentially endanger child
soldiers can be seen in an operation to find valuable persons within the Taliban.?'s
Through piecing together public data, creating a mosaic effect, it revealed the location
of a group of demobilised child soldiers, accidentally alerting authorities to their
whereabouts.?'® The above example illustrates that OSINT, when misused, can pose
a threat to individuals and communities, infringing on their right to privacy.2'”

Additionally, privacy is closely related to data security, which encompasses the
protection of data confidentiality and integrity.?'® OSINT threatens data confidentiality
by accessing data on public domains.?'® The use of Information and Communication
Technologies, as well as humanitarian information activities, increases the amount of
sensitive data available to malicious activities that could compromise privacy.??°
Potential harms stemming from privacy violations include reputational damage,

financial harm, compromise of physical security, and psychological distress.??’

Consent issues are also a central ethical concern in OSINT practices. The ‘consent
paradox’ arises when obtaining informed consent is difficult due to the conflict zone,
but investigators forgo the permission for the greater good.??> OSINT practices are
employed in instances where other evidence-gathering techniques are not feasible or

211 Millet (n25) 313.

212 As above.

213 Greenwood and others (n 70) 584.
214 As above.

215 As above.

216 Millet (n 25) 342.

217 As above.

218 McDermott (n 6) 92.
219 As above.

220 As above.

221 Ochieng (n 43) 182.
222 Millet (n 25) 345.
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practical.??® This forces actors to ‘impossibly balance’ the expectation of operational
requirements and obtaining informed consent in impossible environments.??* This is
further exacerbated by individuals choosing to prioritise their privacy over sharing

critical information.225

There are several challenges to informed consent. First, consent has to be meaningful,
voluntary, and informed. 22 The individual must consider all of the facts, implications,
and future consequences of sharing the information.??” However, individuals,
especially children, may have a misguided sense of privacy, as it is difficult to
understand how the information may be used and exposed.??® Second, users may
overestimate that their footage will lead to accountability.??® Often, the users of OSINT
apps may not factor in the risks of retaliation, believing that the app's security features
are foolproof and that the information uploaded will be used for justice.?® Finally, the
relationship between the user, the courts, and NGOs raises the question of how one
consents to the use and processing of the data.?*'

3.4.2 Risk of re-traumatisation and secondary harm
Re-traumatisation is referred to as a process where individuals experience renewed
emotional distress and psychological harm due to re-living, or re-exposure to traumatic
events.?*? Historically, international courts are cautious to engage child soldiers due
to the fear that engaging them, particularly as a witness, could lead to re-
traumatisation.?*® Child soldiers oftentimes have witnessed and experienced severe
violence, including murder, sexual abuse and physical abuse, that leaves them

particularly vulnerable to psychological and emotional trauma.?3* This experience can

223 As above.
224 As above.
225 As above.
226 Greenwood and others(n 70) 418.
227 As above.
228 As above.
229 As above
230 As above
231 As above

232 D Nduwimana ‘Reintegration of child soldiers in eastern democratic republic of Congo’ (2013) The
International Peace Support Training Centre 307.

233 Office of the Prosecution ‘Policy on children’ (2023) International Criminal Court 46.

234 As above
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have a severe and long-lasting impact on a child’s physical, social and psychological

well-being.?%

Re-traumatisation may be triggered by judicial proceedings, as the adversarial and
formal nature of criminal courts, especially during the cross-examination procedures
and fear of facing the defendant, may cause fear and anxiety for children.2%
Additionally, children may be reluctant to share their experience of sexual abuse

because of fear of reprisal, powerlessness and embarrassment.?%”

Multiple interviews by various investigative bodies result in the child’s testimony being
tainted and are rarely used because of the best interests of the child principle.?38 This
is due to inconsistent practices, particularly with very young children, regarding topics
that are inappropriate and could have negative consequences on the child’s well-
being.?%® Additionally, direct intimidation or threats from the accused during testimony,
as seen in the Lubanga case, may result in a child witness recanting their testimony

due to distress and significant fear. 24°

Specialised procedures and personnel have been put in place to reduce the stress
placed on the child soldiers.?*' The Office of the Prosecutor tries to conduct as few
comprehensive interviews as possible. The interviews are conducted by trained staff
with the relevant qualifications and experience.?*? This allows the interviewer to tailor
the approach to the child’s individual needs, abilities, and background.?*® Additionally,
the child may undergo a psychosocial assessment before engaging with the office of
the prosecutor to assess if it is in the best interests of the child to participate in the

interviews, as well as identifying potential risks of traumatisation.?*

235 As above

2% Awan (n109) 35.

27 R Coomaraswamy ‘Working paper no 3: Children in armed conflict’ (2011) Office of the Special
Representative of the Secretary-General for Children and Armed Conflict 12.
238 Office of the Prosecutor (n 233) 47.
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3.4.3 Bias, verification and misuse
OSINT has brought about an unprecedented opportunity for human rights
accountability through digital evidence.?®> However, this has simultaneously
introduced complex ethical and legal challenges related to bias, verification and
misuse.?*¢ Bias within digital evidence is defined as ‘any systematic distortion or error
that can affect the conception, design, conduct of an investigation, or the collection,
analysis, interpretation, presentation, or discussion of evidence’.?*” Biases can be
broadly categorised as technical or cognitive, and they are often intertwined, where
one can influence the other.?* There are several methods to mitigate.?*° For example,
creating awareness that bias inherently exists and developing a clear investigative
plan for conducting a digital landscape assessments that account for any systemic

biases.?%0

Verification is the process of transforming raw information into evidence that is usable,
reliable and authentic.?®' Verification is imperative for investigations, advocacy
strategies and prosecutions.?%? Verification is necessary to transform information into
usable evidence. Issues of credibility may be resolved as it also helps prevent the use
of deepfakes and misinformation.?%3

Misuse of digital evidence occurs through the improper application of evidence, often
resulting from a lack of safeguards, inadequate legal frameworks, and unethical
practices.?® A form of misuse is the dissemination of disinformation and
misinformation that jeopardises the trust of digital evidence.?>® Digital manipulation,
such as deepfakes, poses a threat to trusting the information and is also a form of
misuse.?® A lack of a unified definition for OSINT has become a challenge in

245 Stavrou (n 5).

246 Ag above.

247 McDermott (n 6) 467.
248 As above.

249 Ag above.

250 As above.

251 Ochieng (n 43) 184.
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253 As above.

254 Millet (n 25) 45-50.
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256 Ochieng (n 43) 288-289.
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addressing the misuse of OSINT.2%” Additionally, outdated legal frameworks have led

to gaps in theory and practice for mitigating risks posed by new technologies.?%8

3.5 Regional and African perspectives

Present several challenges when integrating digital evidence and establishing
effective ethical and legal frameworks in the African contexts. First, the laws of
evidence in several African countries are outdated or insufficiently robust to meet the
challenges of the digital era. There is also a lack of specificity regarding admissibility
and other applicable laws for digital evidence, leading to hesitation in engaging with
UGE in several African countries.?>® Proving authentication in African courts is not
standardised, leading to misuse and bias as courts rarely engage with digital
verification experts.?®® Instead, courts rely on affidavits from the evidence’s author.
Additionally, many African countries do not explicitly provide citizens with the right to

record law enforcement agents.?’

A second challenge that African states face is technological and infrastructure
barriers.?6? The digital divide has impacted the discoverability and presence of UGE.?53
A 2020 study illustrated that eight countries in Africa were among the 10 most
disconnected globally.?6* Central Africa has an internet penetration rate of only 12%,
compared to Northern Europe, which has a rate of 94%.2%° This imbalance is the
reason why atrocities in Africa do not get noticed.?® Mobile apps designed for OSINT
investigations are not available in Sub-Saharan Africa, where smartphone usage is
minimal, and these apps do not utilise African languages that serve local

communities.?®” Additionally, internet shutdowns are increasing across the African

257 As above.

258 As above.

259 Murray (n 14) 412.
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continent and have been used as a tool to limit the exposure of evidence, impede

freedom of expression, and silence dissent.?%8

The third challenge that African states face is practical and operational challenges.?%°
African domestic courts often lack the expertise to analyse metadata and other digital
evidence. ?’® Consequently, the domestic courts usually admit digital evidence that is
not authentic. /' With the influx of digital information about major atrocities, it has
become increasingly challenging to determine authentic evidence.?’? This issue is
exacerbated by under-resourced judicial systems that are inundated with cases and
data.?”®

Despite these challenges, efforts have been made to address OSINT from an African
perspective.?’* First, the African Union has proposed a Model Law on Citizen Media
Evidence, specifically formulated to address legal gaps and standardise evidence
authentication within the African context.?’> Organisations have provided direct, in-
person training to African communities on how to be citizen journalists and film human
rights abuses that meet evidentiary standards.?’® In 2021, the African Commission
passed a resolution calling on states to develop a regional regulatory framework to
address new technologies, including Al.?"7

3.6 OSINT and child-specific considerations

OSINT offers clear advantages for accountability processes; however, its applications
in cases involving child soldiers are subject to increased scrutiny. Child soldiers are
considered to be in a uniquely vulnerable position, being both the witness, the victim
and sometimes even the perpetrator. Including OSINT in investigations concerning

268 Ochieng (n 43) 141-145.
269 McDermott (n 6) 409-410.
270 Hamilton (n 29) 719.

271 As above.
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274 Ochieng (n 43) 220-221.
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child soldiers and their experiences raises distinct challenges around protection,

privacy, welfare and consent.

3.6.1 Digital privacy and identity protection

Article 16 of the CRC provides for children’s right to privacy and protection from harm.
The abundance of digital technologies complicates these rights.?’® Yet, OSINT relies
solely on publicly available videos and images that would expose a child’s identity.?”®
For example, in Nigeria, videos circulated by Boko Haram often feature abducted
children in military dress participating in violence.?®® These videos were later
preserved by NGOs and submitted to human rights bodies to illustrate the scale of
child recruitment.?8! While the video may strengthen accountability, the uncontrolled
circulation of the video exposes the children to stigma, retaliation or rejection by
communities upon reintegration.?®? Human Rights Watch documented cases where
children who were freed from Boko Haram faced stigma and rejection by the

community because their images had been associated with the atrocities.?®3

Similarly, in Myanmar, the UN Fact-Finding Mission highlighted how social media
platforms contained a large amount of visual evidence of child recruitment and use.?
While the source was invaluable for mapping patterns of abuse and violations, the
material remains accessible online, exposing children to having their right to privacy
undermined as well as to re-traumatisation.?®®> Child soldiers may not fully understand
the permanence of social media or digital records. They may not comprehend the risks
associated with online exposure, thereby increasing the ethical burden on
investigators.?8¢ While OSINT can strengthen accountability, it also risks breaching

confidentiality and potentially expanding the harm children face.?®”

278 CRC art. 16.
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3.6.2 Consent and capacity

A key ethical concern is whether children can meaningfully consent to the use of digital
information that concerns them in criminal proceedings.?® The principle of evolving
capacity, recognised in Article 5 of the CRC, acknowledges that a child’s ability to
make informed decisions develops over time.?® In practice, children often struggle to
comprehend the permanence and risks associated with digital footprints.?®® For
instance, in South Sudan, when NGOs documented the use of child soldiers, they
collected testimonies and images through mobile applications. Later, the children
expressed fear of being rejected from their communities once the material gets
circulated.?®' A stark example can be seen within the ICC, the Ongwen case, where
the prosecutor combined direct testimony from children abducted and videos and
images of the children.?®> While OSINT assisted in minimising repeated questioning,
the court faced challenges in ensuring that the children understood and consented to
the way the photos and statements were used.?*® The VWU was implemented in this

case to make sure that child-specific consent procedures were sufficient.2%*

3.6.3 Risk of re-traumatisation

OSINT can re-traumatise children indirectly, even when children do not testify
directly.?®® Photos and videos of the atrocities can circulate and resurface for years,
resulting in reopening psychological wounds.?® In the Ongwen case, the children who

288 As above.

289 CRC art.5: ACRWC art. 9.

20 Psychology Today ‘Traumatic media overload could impact our mental health’
2024)https://www.psychologytoday.com/ie/blog/psychology-through-technology/202402/traumatic-
media-overload-could-impact-our-mental-health?utm_source=chatgpt.com (accessed 23 September
2025).

21 UNICEF ‘Stolen childhoods; Children in armed groups in south Sudan’ 2020
https://www.unicef.org/southsudan/stolen-childhoods? (accessed 23 September 2025).

292 prosecutor v Dominic Ongwen Decision on the confirmation of charges against Dominic Ongwen
Case no ICC-02/04-01/15 1CC-02/04-01/15-422-Red ICL 1681 (ICC 2016) 23 March 2016.

293 Wayomo Foundation ‘Former senior trial lawyer at ICC discusses Ongwen case and length of legal
proceedings at the court’ 2024 https://shortenedurl (accessed 23 September 2025).
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were abducted were able to watch the broadcast trial.?®” The psychosocial support
workers noted that when children saw their own images referenced in the criminal

proceedings, it renewed their distress.?®

Similarly, survivors of the Boko Haram abductions have reported experiencing shame
and fear upon seeing images of themselves circulating online years after their
release.?® Digital evidence can be uncontrolled and persistent, leading to heightened
feelings of vulnerability.3°© While OSINT can reduce the need for direct testimony, if
the open-source information resurfaces, it can unintentionally retraumatise children by

perpetuating their victimisation.3%!

In an attempt to reduce re-victimisation and enhance privacy, practitioners have begun
to integrate anonymisation into OSINT.3%2 Organisations such as WITNESS and
Mnemonic train investigators on how to apply metadata scrubbing, voice distortion,
and pixelation before preserving and submitting evidence.?°* However, this is not a
complete proof plan. In northern Uganda, it has been reported that photos of abducted
children were still identifiable to locals, which has led to stigmatisation and banishment
from communities.?%* Additionally, anonymised evidence may not fulfil the evidentiary
requirements of the ICC as the Court requires authentic, unaltered materials. The
ICC’s evidentiary requirement further exacerbates the tension between maintaining
evidentiary integrity and the rights of the child.30

3.7 Conclusion

This chapter has examined the relationship between OSINT and the protection of
human rights within the ICC, with a particular focus on the rights and vulnerabilities of
children. This chapter has shown that when applied responsibly, OSINT can make an

immense contribution to accountability efforts by corroborating testimony,
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documenting atrocity crimes and giving a voice to the marginalised. OSINT is
accessible, and the evidentiary potential has already reshaped the way the ICC
engages with atrocity crimes by offering a complementary form of investigation to the
traditional investigative methods.

Additionally, this chapter has illustrated that OSINT carries significant human rights
risks. The potential misuse and manipulation of open-source information alongside
consent and privacy issues threaten to undermine the rights that OSINT aims to
protect. The normative framework regarding OSINT remains underdeveloped. While
the Rome Statute, CRC and the ACRWC provide guiding principles, they were not
designed for open-source investigations. Consequently, investigators must navigate
the grey space between accountability and the protection of children’s rights. The task
that lies ahead is to consolidate evolving good practices into clearer standards that
uphold the best interests of the child while also supporting the development of OSINT'’s

role in accountability.

Chapter 4 — Case Study: ICC Jurisprudence on Child Soldiers Post-Lubanga

The previous chapter examined the emergence of OSINT as an evidentiary tool in
international criminal proceedings, exploring the associated human rights and ethical
challenges. OSINT has the potential to mitigate traditional evidence gaps; however, it

also raises issues of privacy, consent, and re-traumatisation. The human rights and
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ethical issues become even more apparent in cases involving child soldiers, as they
heighten risks of exploitation and re-traumatisation. It is imperative, against this
backdrop, to turn to the jurisprudence of the ICC to understand how the Court has

dealt with digital evidence in relation to child soldiers.

The ICC has played a pivotal role in shaping the response to child soldier crimes,
where it has built a distinctive body of case law that conceptualises the evidentiary
and ethical dilemmas when dealing with digital evidence. The objective of this chapter
is to examine how the ICC’s cases involving child soldiers, Lubanga, Ntaganda,
Ongwen, and Katanga and Ngudjolo, have shaped the landscape of digital evidence.
This chapter highlights how the ICC has sought to address both the ethical and

procedural challenges that arise in cases dealing with child soldiers.

4.1 Lubanga: Establishing the Legal Baseline

4.1.1 Background

In the case of Prosecutor v. Thomas Lubanga Dyilo, it marked the first verdict of the
ICC, as well as the first case to acknowledge the victims as participants in the
proceedings.3® The Lubanga case set essential precedents for not only the ICC’s
procedure but also for the prosecution of the crimes relating to child soldiers.?%” The
Lubanga case was the president and leader of the Union of Congolese Patriots (UPC)
and the commander-in-chief of its military wing, the Patriotic Forces for the Liberation
of the Congo (FPLC) and was charged under article 8 of the Rome Statute with the
war crime of conscripting and enlisting the use of child soldiers.2® The case was
considered to be controversial as the indictment focused exclusively on child soldiers’
crimes and excluded charges of sexual violence, which was widely documented during
the war.3% Despite this, it allowed the court to articulate the legal foundation of the war

crime and issue its first conviction.310

306 Prosecutor v Thomas Lubanga Dyilo 1CC-01/04-01/06.

307 M Laborde-Barbanégre ‘Case against Thomas Lubanga’ (2014) ICTJ 1.

308 As above.
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mutualism of participation in hostilities’ (2013) 3 University of Miami National Security and Armed
Conflict Law Review 109.
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The Lubanga judgement made significant doctrinal contributions by defining the term
‘active participation in hostilities’, which was not specified in the Rome Statute, Rules
or Elements of the Crime.®'" The Court adopted a broad definition, concluding that
‘active participation’ includes both direct and combat-related activities.3'? This
definition also provides support roles within the military that put a child’s life directly at
risk in combat.3'® Activities that were unrelated to hostilities, such as food deliveries or
acting as domestic staff, were excluded from the definition.3'4

What is equally significant to the Court’s decision was its affirmation of command
responsibility.3’® The Court held that Lubanga was responsible due to his essential
contributions to a common plan to create an army and secure control over northern
DRC.3'® In the ordinary course of this plan, it resulted in the conscription of children
under the age of 15.3'7 His role as president of the UPC and as the commander-in-
chief of the FPLC involved coordination and participation in military planning, as well
as support and involvement in recruitment policies, including the use of children as his

own bodyguards.3'®

4.1.3 Evidentiary challenges

The ICC faced numerous evidentiary challenges during the investigation and trial
phases of the Lubanga case, which stemmed from both the context of the international
crimes and the nature of the crimes.3'® The challenges which are discussed below
relate to witness testimony, handling evidence, and the scope and interpretation of
charges.3®

Witness testimony

311 As above.

312 As above.

313 As above.

314 As above.

315 Laborde-Barbanégre (n 307) 4.

316 As above.

317 As above.

318 As above.

319 A Shatzman ‘The Prosecutor v Thomas Lubanga Dyilo: Persistent evidentiary challenges facing the
International Criminal Court’ (2021) 12 Geo Mason International Law Journal 3.
320 As above.
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The Court faced several challenges related to witness testimony. One of the most
prevalent issues was the reliance on eyewitness testimony.3?' The investigation and
prosecution were significantly hampered by the reliance on eyewitness testimony,
which was considered to be ‘notoriously unreliable’ due to factors such as trauma,
perception and passage of time distorting recollection.®2 Many witnesses in the
Lubanga case were children who were associated with the armed groups.3?® The
former child soldiers are particularly vulnerable due to facing potential intimidation from
the accused, difficulty recalling the events and PTSD.3?* The ICC’s primary challenge
within the Lubanga case was determining the age of the child. Many of the child
soldiers did not have any forms of identification, such as birth certificates; as a result,
the Court relied on the physical appearance of the child.3?> The Trial Chamber noted
that the Chamber exercised caution when considering age estimates, especially those
close to 15 years old.3%

Witness manipulation was another issue that the prosecution had to address.®?” The
trial utilised intermediaries, third-party non-court personnel, to liaise with witnesses
and assist with investigations.>?® However, a scandal arose when it was discovered
that some intermediaries tampered with the child witnesses by coaching them to give
false evidence.??° Nine former child soldiers’ testimonies were rejected by the Trial
Chamber, as these children had interacted with the intermediaries who were accused
of coaching the children.3®® Additionally, witnesses’ testimonies had several
deficiencies, including difficulty understanding questions and recalling details.®3' The
Trial Chamber made allowances for ‘imprecision, implausibility or inconsistency,’
especially for children and traumatised witnesses. However, some were ultimately

excluded for what appeared to be minor discrepancies.33?

321 As above.

322 As above.

323 Laborde-Barbanégre (n 307) 4.
324 As above.

325 As above.

326 As above.

327 Shatzman (n 319) 11.
328 As above.

329 As above.

330 As above.

331 Shatzman (n 319) 8.
332 As above.
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Challenges related to digital evidence

Within the Lubanga case, there was an increased use of digital evidence, which
presented challenges related to admissibility and reliability.3*3 The Court was
particularly concerned with authenticating digital evidence as it is susceptible to
manipulation.3** The ICC, in the Lubanga case, adopted a flexible approach discerning
the probative value on a case-by-case basis.®*® Resultantly, the Appeals Chamber
affirmed that questions of age can be based solely on video evidence, even without

corroboration.336

Ensuring the chain of custody is crucial for determining if it has been modified or
tampered with.33” The ICC requires digital evidence to conform to the e-Court Protocol,
which involves metadata such as the chain of custody, author, and source, to ensure
authenticity and preservation of evidence.3® The ICC considers authorship the most
critical factor when determining the weight of digital evidence.®3° The ICC assigns little
evidentiary weight to digital evidence that lacks the necessary metadata.34°

The ICC also developed the e-Court Protocol to standardise and preserve digital
evidence.®*' These preservation standards were not seen in earlier ad hoc tribunals.34?
The e-Court Protocol aims to provide consistency while also highlighting the limitations
of OSINT before it enters the Court proceedings.3*3 Additionally, the ICC has no
explicit rule on hearsay evidence.3** The objections to the anonymous hearsay in the

Lubanga case were directed at its probative value rather than its admissibility.34> The

333 A Ashouri and others ‘An overview of the use of digital evidence in International Criminal Courts’
(2014) 11 Digital Evidence and Electronic Signature Law Review 5.
334 As above.

335 As above.

336 As above.

337 Shatzman (n 319) 5.

338 Ashouri (n 333) 121.

339 As above.

340 As above.

341 Ashouri (n 333) 117.

342 As above.

343 As above.

344 Shatzman (n 319) 5.

345 As above.
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Court concluded that it may admit hearsay if it is corroborated by other evidence with

higher probative value.346

4.1.3 Significance

Despite the evidentiary challenges, the ICC developed approaches to manage
evidence. The ICC established the e-Court Protocol, which provides technical
standards for the submission of digital evidence to ensure preservation and
authenticity.®*” The Trial Chamber established a flexible evidentiary standard
assessing non-oral proof on a case-by-case basis, on its nature and circumstances.34®
Furthermore, the Court sought to balance the probative value of evidence with human
rights considerations, admitting evidence obtained through human rights violations if
the violation did not undermine the reliability of the evidence and its admission would

not compromise the integrity of the proceedings.3*°

4.2 From Lubanga to Ntaganda: Consolidating the Prohibition

4.2.1 Background

In the case of Prosecutor v Bosco Ntaganda was the chief of staff at the UPC during
the same conflict that formed the basis of Lubanga’s trial.3*® The Ntaganda case
culminated in a landmark judgement in which he was convicted on 18 counts of war
crimes, including the conscription, enlistment and use of children under the age of
fifteen years in hostilities.3®" Ntaganda faced a broader range of indictments that
integrated child recruitment into a larger pattern of atrocities.3%? The ICC was allowed
to situate the use of child soldiers within the wider criminal conduct, highlighting the

intersection with gender based violence, persecution and attacks on civilians.3%3

346 As above.

347 Ashouri (n 333) 121.

348 Laborde-Barbanégre (n 313) 4.

349 As above.

3%0 Prosecutor v Bosco Ntaganda ICC-01/04-02/06.
351 As above.

352 As above.

353 As above.
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4.2.3 Evidentiary challenges

The ICC successfully prosecuted Ntaganda for conscripting and enlisting child
soldiers.3%* Most of the evidentiary challenges encountered in the Ntaganda case
pertained to digital evidence. In contrast, the challenges are not unique to child
soldiers; the challenges impact child soldiers’ testimonies.%® The challenges observed
in the Ntaganda case include the context and completeness of video evidence, as well

as the probative value of aerial images.3%

Context and completeness of video evidence

The evidentiary dimension of the Ntaganda case also marked a step forward from the
Lubanga case, as the Trial Chamber insisted on admitting complete video
broadcasts.®>” The Trial Chamber insisted on admitting full video broadcasts rather
than excerpts to ensure comprehensive context regarding the situation being
portrayed.358 Additionally, if a party wishes to submit excerpts, they must clearly state
whether the full footage is available and who extracted the segments.®*® Witnesses
were allowed additional time due to the length of the videos.*° The Trial Chamber
declined to admit a video when the Prosecution could not provide extensive
metadata.®®"! Similarly, undated photographs presented by the prosecution were not
accepted as the relevance and probative value could not be determined.3%? The Court
emphasised that dated photographs must be provided to confirm that the image falls
within the temporal scope of the charges.?%® The Court held that ambiguously dated
photographs also lacked sufficient probative value for admission if there was no further
reliable information about the location, date and events depicted.364

354 Ashouri and others(n 333) 119.
3%5 As above.

3% As above.

35F Bensouda ‘The incidence of the female child soldier and the International Criminal Court’
(2012) International Criminal Court..
3% As above.

3%9 As above.

360 As above.

361 As above.

362 As above.

363 Ashouri and others(n 333) 121.
364 As above.
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Probative Value of Aerial Images

The Trial Chamber was faced with aerial images that were taken more than a month
after the attack.3®® The photos were of limited use in establishing the destruction that
occurred during the charged events, especially when there were disputes about the
time of capture versus the event’s occurrence.®% It was deemed that the images were
not in a position to establish beyond a reasonable doubt that what was shown on such
an image occurred as a result of the event under consideration if too much time had
elapsed.®” The Trial Chamber found that the consistency between credible witnesses'
testimonies and photographic evidence was sufficient for reliance.3%®

4.2.4 Significance

The Ntaganda case made several significant contributions to the ICC's evidentiary
practices.®® The crucial aspect highlighted in the Ntaganda case was the importance
of a comprehensive video submission.>’® Additionally, the case highlights the
importance of comprehensive metadata, including the date, location, author, and chain
of custody.?”! Additionally, the Ntaganda contributed to the understanding of the
temporal relevance of aerial and satellite images. In summation, the Ntaganda case
refined the ICC’s approach to digital evidence by setting clearer benchmarks for the
completeness and authenticity of digital sources.?”? The case, while allowing for a
more diverse range of evidence, reinforced the stringent requirements for evidence

submissions within the ICC.373

365 C Ragni ‘Digital evidence in international criminal proceedings and human rights challenges’ (2023)
7 EU and Comparative Law Issues and Challenges Series.

366 As above.

367 As above.

368 As above.

369 Shatzman (n 319) 5.

370 As above.

371 Ashouri and others(n 333) 110.

372 As above.

373 As above.
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4.3 Ongwen: The Child Soldier-Turned-Perpetrator Dilemma

4.3.1 Background

The case of Prosecutor v. Dominic Ongwen is recognised as one of the most complex
prosecutions before the ICC, owing to the lengthy charges and Ongwen’s personal
circumstances.®”* Ongwen was the commander of the Lord’s Resistance Army (LRA),
where he himself was abducted and conscripted as a 10-year-old child by the rebel
group.®”® His prosecution raised difficulties about individual criminal responsibility, as
he was both a victim and a perpetrator due to his having once been a child soldier.3
The ICC successfully prosecuted Ongwen for conscripting and enlisting child soldiers.
These charges were founded on the LRA’s radio communication network, where it

illustrated its intentions to harm civilians.3"”

4.3.2 Evidentiary challenges

In the case of Prosecutor v Dominic Ongwen, the ICC successfully prosecuted
Ongwen for the conscription and enlistment of child soldiers.3’® However, the case
highlighted significant evidentiary challenges, especially regarding the use of digital
evidence.?”® The Ogwen case addressed the realities of child soldiers, and the sources
of evidence brought about issues related to the admissibility and reliability of digital

evidence.380

Reliability of evidence
The Court faced issues regarding the reliability of the intercepted radio
communications.®' Radio communications from the LRA were intercepted by
Ugandan security agencies and were presented as evidence by the prosecution.38?
The defence challenged the admission of the intercepted radio communications,

stating that there were significant discontinuities and that the communications were

374prosecutor v Dominic Ongwen ICC-02/04-01/15.
375 As above.

376 As above.

377 As above.

378 As above.

379 Ragni (n 365) 3.

380 As above.

381 As above.

382 Shatzman (n 319).
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insignificant.8 The ICC raised doubts about the intercepted radio communications as
they were recorded over ten years prior, using rudimentary equipment.3* In an effort
to overcome these challenges, the prosecution provided a detailed explanation of how
these recordings were intercepted.3® Additionally, the prosecution introduced nine
witnesses who were involved in the interception, and this resulted in the Pre-Trial
Chamber admitting the recordings as reliable evidence.3® The intercepted evidence

was crucial for establishing Ongwen’s command responsibility.38”

Fair trial and privacy rights
The defence in the Ongwen case presented human rights arguments to challenge the
collection of evidence, specifically regarding the rights to a fair trial and privacy.3 The
defence objected to the admission of evidence, stating that the interception was not
conducted for criminal investigations but rather to serve military objectives.3®
Consequently, the materials were provided to the prosecution by the government for
the benefit of its aims, which raised issues of due process and the objectivity of the
investigations.3%° The ICC generally recognises, through article 17 of the International
Covenant on Civil and Political Rights, that the right to privacy is a paramount human
rights standard when dealing with digital evidence.3®' For an interception to be deemed
in line with human rights standards, the communication must be necessary and

proportionate.3%?

4.3.4 Significance

The Ongwen case demonstrated that a detailed explanation of how the evidence was
obtained and analysed can overcome flaws such as technical irregularities.?®® The
Court illustrated that technical irregularities are not always grounds for exclusion, but

383 As above.
384 As above.
385 Bensouda (n 357)
38 As above.
387 As above.
388 Ochieng (n 43) 26.
389 As above.
3% As above.
391 As above.
392 As above.

393y Cedrangolo ‘Child victims and witnesses in international criminal justice’ (2015) UN Sabbatical
Leave Programme.
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can be evaluated on a case-by-case basis.?®* The reliability of digital evidence
depends on specific information, which can be reviewed in conjunction with other
materials.?® The Ongwen case underscored the growing importance of digital
evidence in the ICC’s proceedings.?® In this case, the ICC demonstrated its
commitment to rigorous standards, scrutinising not only the reliability of the evidence
but also the human rights implications of its collection.3%”

4.4 Katanga and Ngudjolo: Child Soldiers in the Shadow of Gender Crimes

4.4.1 Background

In the cases of Prosecutor v. Germain Katanga and Prosecutor v. Mathieu Ngudjolo
Chui, the ICC was tasked with addressing the crimes committed in the DRC.3% Both
Katanga and Ndudjolo held high-ranking positions within the FRPI and were indicted
with multiple charges of crimes against humanity and war crimes, including the use of
child soldiers.?*® Ultimately, Ngudjolo was acquitted of all charges in 2012 with the
Trial Chamber finding that there was insufficient evidence.® By contrast, Katanga
was convicted of war crimes and crimes against humanity, although he was not
charged for the use of child soldiers.*°' The Trial Chamber found that the prosecution
could not prove beyond a reasonable doubt that Katanga exercised control over the

child’s recruitment and deployment.4%?

4.4.2 Evidentiary challenges

The ICC’s prosecution of Germain Katanga and Mathieu Ngudjolo Chui was significant
as it involved charges related to the enlistment of child soldiers in the DRC.4% The

3% As above.

395 As above.

3% As above.

397 As above.

398 prosecutor v Germain Katanga |CC-01/04-01/07; Prosecutor v Mathieu Ngudjolo Chui ICC-01/04-
02/12.

399 As above.

400 prosecutor v Mathieu Ngudjolo Chui (n 398) 1.
401 Prosecutor v Germain Katanga (n 398) 3.

402 As above.

403 Shatzman (n 325) 5.
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case faced broad issues concerning the handling of digital evidence and procedural
complexities in the ICC.404

Within the Katanga and Ngudjolo case, the children were recognised as victims in the
proceedings.?®> The ICC operates under a flexible evidentiary framework that
integrates both common law and civil law evidentiary traditions.4%® The threshold for
admitting evidence is low, with the Court assessing the probative value against the
potential prejudice.*®” In the Katanga and Ngudjolo cases, there was an overall
challenge related to digital evidence.*® The Court confirmed the position of the
Ntaganda case, where video evidence must be submitted in its entirety rather than as
excerpts, to allow the Court to contextualise the evidence.*?® The Trial Chamber ruled
that the video, along with its associated transcripts and translations, constitutes a
single piece of evidence.*'° Consequently, the same protective measures authorised
for video evidence must also extend to its transcripts and translations.*'" For video
evidence to be admitted, the Court held that it must be prima facie authentic, which
can be demonstrated through metadata such as date, author, chain of custody, and
source.*'? Without this information, it could lead to a low probative value, which

outweighs its admissibility.#'3

4.4.3 Significance

The two cases were instrumental in refining the ICC’s approach to the complex
evidentiary challenges.*' The Court extended the evidentiary standards to the
transcripts and translations of digital evidence and again emphasised the need for all
the necessary metadata to be available to the Court.#’> However, it has been

speculated that the cases failed due to insufficient corroboration between the digital

404 As above.

405 S Aalto-Setéla and others ‘Leiden Guidelines on the use of digitally delivered evidence in the
International Criminal Courts and tribunals’ (2016) Universiteit Leiden 42.
406 As above.

407 As above.

408 As above.

409 Shatzman (n 325) 8.

410 As above.

411 As above.

412 Laborde-Barbanégre (n 306) 4.

413 As above.

414 Ashouri and others (n 333) 121.

415 As above.

56
© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

éfi
<

evidence and in-person testimonies.*'® The case calls for a robust and diverse set of
evidence to strengthen accountability efforts.*!”

4.5 Comparative Analysis: Trajectories and Tensions

Unlike the Lubanga case, the other cases discussed did not delve into specific
evidentiary challenges unique to child soldiers.*'® In Lubanga, for instance, there was
considerable attention drawn to the unreliability of child witnesses due to factors of
trauma affecting memory and perception and difficulty assessing their age without
reliable documentation.*’® The role and credibility of the intermediaries are also
contributing factors within the Lubanga case, as they led to inconsistencies.*?° The
other four cases, while undoubtedly involving child soldiers, the evidentiary challenges
detailed were primarily of a legal and technical nature.*?’

In Ntaganda, the evidentiary practices became more complex as the prosecution drew
on a broader mix of sources, including digital evidence and corroborative
testimonies.*?? Importantly, the Court would not have admitted the digital evidence if it
did not have extensive metadata to verify its authenticity.*?® This expansion illustrated
an increased willingness to rely on digital evidence in response to the criticism of
evidentiary narrowness in Lubanga.*?* Still, difficulties persist in the case, as reported
interference with witnesses in the Ntaganda case has occurred, despite increased

reliance on procedural safeguards and victim participation mechanisms.4?%

The Ongwen case enabled a more sophisticated approach to digital evidence.*?® The
Court allowed for the interception of radio communications due to a detailed

416 As above.

417 As above.

418 N Hamid ‘The untold story of the girl soldiers of Congo: the International Criminal Court case of
prosecutor v Lubanga’ (2012) University of Auckland.

419 As above.

420 Awan (n 109) 16

421 As above.

422 Open Society Initiative ‘Witness interference in cases before the International Criminal Court’
November 2016 www.shortenedurl (accessed 5 September 2025).

423 As above.

424 As above.

425 As above.

426 Ragni (n 365).
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description of how the evidence was obtained, as well as the blending of traditional
testimonies from those involved in the interception.*?” In addition to this, the Court, for
the first time, allowed for human rights considerations such as the right to privacy.*?®
This highlighted the tension between balancing strict admissibility standards,

protecting the victim, and evidentiary innovation.4°

The Katanga and Ngudjolo trials confirmed the practices followed in the Ntaganda and
Ongwen trials, including the need to submit the entire video and the requirement for
extensive metadata.*®® However, in both cases, the perpetrators were acquitted for
the use of child soldiers due to the inconsistent or insufficient corroboration between
the witness testimonies and the digital evidence, ultimately undermining the
prosecution’s case.*3' This illustrates that the lack of diverse and robust evidence can
weaken accountability efforts.32

Across the jurisprudence, there is a movement from a heavy reliance on child
testimony in the Lubanga case to more diverse evidentiary practices in the later cases.
However, the cases highlight the tension between the admission of new forms of open-
source evidence and the protection of child witnesses. The ICC’s jurisprudence
reflects the urgent need for clearer frameworks that governs OSINT as it can balance

evidentiary strength with ethical safeguards.

4.6 Conclusion

The ICC’s jurisprudence has demonstrated how the ICC has developed their approach
to digital evidence. Each case builds on the next to create a sophisticated means of
addressing the admission of digital evidence. Traditional methods have been
essential, but also problematic, as they raise questions of independence, accuracy,
and over-reliance on intermediaries. Many of the witness testimonies were thrown out,

weakening the chances of accountability.

427 As above.
428 As above.
429 As above.
430 Hamid (n 417).
431 As above.
432 As above.
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A strength that digital evidence has brought to the ICC is its ability to corroborate
testimonies. The jurisprudence illustrates the ICC’s progress and its shortcomings.
The ICC employs a broad evidentiary approach, allowing for a diverse range of
evidentiary sources. However, the cases illustrate that human rights considerations
and child-sensitive approaches are not consistently applied. While the Court has
established evidentiary standards to be met, it has yet to develop a consistent
methodology for dealing with OSINT.

Chapter 5 — Conclusion and Recommendations

5.1 Conclusion

This research analysed the ethical application of OSINT in the investigation and
prosecution of crimes involving the recruitment and use of child soldiers in the ICC
with a view to identifying best practices that balance evidentiary value with the
protection of children’s rights. The questions posited were to analyse the current
means of obtaining testimony from child soldiers as well as the implications associated
with the use of OSINT in investigations and legal proceedings regarding child soldiers.
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The normative framework that is guiding the current methodologies employed in the
ICC when obtaining testimonies from child soldiers, and what ethical, evidentiary and
procedural considerations shape these practices. This research argues that while the
international and regional legal frameworks, such as the CRC, ACRWC, OPAC, and
the Rome Statute, articulate a clear obligation to prioritise the best interests of child
soldiers, they do not ensure how these rights are safeguarded in judicial proceedings.
Additionally, the only instrument that is available to manage the ethical use of OSINT
is the Berkley Protocol. Unfortunately, the Protocol falls short as it does not elaborate
on the protection of child victims in OSINT.

The research highlights the ICC's experimentation with various strategies to strike a
balance between the child’s rights, accountability, and evidentiary needs. The ICC has
implemented several mechanisms to protect child withesses during in-person oral
testimonies, including holding proceedings in camera, using voice modulation,
anonymisation, and conducting speedy judicial hearings. Despite the Court’s attempts,
the ICC still faces practical challenges, including security threats, cultural barriers, and
the need for psychosocial support.

When it comes to digital evidence, the ICC has implemented trauma-informed child-
sensitive responses. Some of these responses include technological adaptations such
as metadata scrubbing and anonymisation; however, the application of these
responses is uneven. Ultimately, the ICC has recognised children as active agents
whose voices are valuable for truth-seeking, while also acknowledging the child’s
vulnerability. However, the ethical dilemmas remain unresolved, particularly around
informed consent, the tension between justice and restorative justice and re-

traumatisation.

After situating the current methodologies as to how child soldier testimonies are
obtained in the ICC, a particular focus was placed on considering the risks and benefits
of using OSINT in international investigations. More importantly, the research aimed
to examine how OSINT is applied and the human rights implications associated with
its use in investigations and legal proceedings.
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The research found that the current process for obtaining child soldier testimonies
illustrated a tension between the need for child protection and demands for
accountability. Chapter 3 revealed an intricate relationship between the rights of the
child and OSINT. When applied responsibly, OSINT can contribute to accountability
efforts by documenting atrocity crimes, giving a voice to the marginalised and
corroborating testimonies. Some of the benefits of OSINT include its accessibility and
the evidentiary potential it has already demonstrated in reshaping the manner in which
the ICC prosecutes crimes. Additionally, OSINT offers a complementary form of
investigation to the traditional investigative methods often accepted and applied by the

Prosecution.

However, OSINT carries significant human rights risks, including the potential misuse
and manipulation of open-source information, as well as consent and privacy issues,
which threaten to undermine the rights that OSINT aims to protect. The reason that
these risks persist is that the current framework governing OSINT remains
underdeveloped. Consequently, investigators must strike a balance between the need
for accountability and the protection of children’s rights. To protect the rights of child
soldiers in ICC proceedings, it is essential to consolidate and consistently apply the
good practices into clearer standards that uphold the need for accountability with the

best interests of the child.

A case study was undertaken to establish how OSINT has been used when
prosecuting the use of child soldiers. The purpose of this case study was to identify
the current best practices within the ICC for admitting digital evidence. The ICC’s
jurisprudence demonstrates that to facilitate accountability, the Court requires a
diverse range of evidence, and placing undue reliance on digital evidence alone will

not meet the Court's evidentiary standards.

The landmark decision of Lubanga was the first case to prosecute the use of child
soldiers. The case directly addressed the vulnerabilities of child soldier testimony,
utilising digital evidence. The case drew attention to the unreliability of child witnesses
due to factors of trauma affecting memory and perception, and difficulty assessing
their age without reliable documentation. The role of intermediaries in contributing to

the credibility of witnesses was a challenge within the Lubanga case, as it led to

61
© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

(om

inconsistencies. The instances that preceded, namely, Ntaganda, Ongwen, Katanga,
and Ngudjolo, while not directly dealing with the vulnerabilities of child soldiers,
expanded on the ICC’s practices of digital evidence. The cases highlighted the need
for extensive metadata and the use of full videos. The case study demonstrated that
the ICC has been progressive in its acceptance of digital evidence; however, it has not
fully resolved the challenges that OSINT may bring, especially when the materials
implicate the rights of a child.

This case study demonstrates the normative and ethical tension of the use of OSINT
when obtaining convictions about the use of child soldiers. International prosecutions,
while necessary for establishing justice and accountability, may not always take into
consideration the challenges that a child soldier may face when reintegrating into the
community. Child soldiers may face reprisal both from their communities and the
armed groups. If OSINT is easily accessible, it can undermine not only the judicial
proceedings but also transitional justice, as it can turn into a source of harm for the
child soldier years after the criminal proceedings. The study illustrates that human
rights considerations are not consistently applied in circumstances where child

soldiers are involved in criminal proceedings.

Sound practices are needed to bridge the gap between accountability and child
protection. OSINT has an undeniable value in strengthening prosecution and exposing
patterns of abuse; however, it must be deployed ethically and critically. The principle
of ‘not harm’ needs to be central to the practice of OSINT and accountability. It requires
the movement away from Eurocentric evidentiary models by embracing the African
context. There is a need for a framework that, while prioritising the need for

accountability, is centred on the rights, dignity and best interests of a child.

5.2 Recommendations

5.2.1 Procedures within the ICC

One of the contributing factors to child soldiers experiencing trauma within the
investigation and judicial proceedings is the lack of evidentiary protocols. The ICC
does not have policies that outline the ethical use of OSINT in conjunction with the

unique vulnerability of child soldiers. Therefore, there needs to be a development of
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more straightforward guidelines for OSINT involving child soldiers. The guidelines
must clearly outline methods to mitigate human rights risks associated with using
OSINT when a minor is involved. This could include obscuring the minor's face and
scrubbing the metadata so that only the Justices have access to it. The OSINT policy
must highlight human rights considerations, including the right to privacy, informed
consent and the evolving capacity of the child.

The VWU was established to safeguard the psychological and physical well-being of
witnesses and facilitate their testimony in a supportive and secure environment. The
VWU should broaden the scope of victim and witness protection by accounting for
digital risk. The VWU should develop steps to ensure that children are safeguarded
against the long-term circulation of images and testimonies. Additionally, the VWU
must make provisions to ensure that OSINT used within ICC Tribunals is not misused
and does not potentially create bias within the Court.

5.2.2 Development of ethical data collection protocols

OSINT offers clear advantages for accountability processes; however, its applications
in cases involving child soldiers are subject to increased scrutiny. Child soldiers are
considered to be in a uniquely vulnerable position, being both the witness, the victim
and sometimes even the perpetrator. Including OSINT in investigations concerning
child soldiers and their experiences raises distinct challenges around protection,
privacy, welfare and consent. The Berkley Protocol provides concrete guidance and
combines best practices by emphasising the respect of the right to privacy. However,
the Berkley Protocol has limitations in terms of its application to children, as it only
references the best interests of a child once, but does not expand on what that could

entail.

To address these gaps, organisations must adopt comprehensive, child-centred, and
trauma-informed ethical frameworks that ensure data collection does not cause
secondary harm. The protocols need to develop age-appropriate informed consent
procedures that recognise the evolving capacity of a child and require children to be
consulted in a manner that is reflective of their understanding and maturity. If a child
cannot fully understand the long-term risks associated with digital evidence, consent
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should be accompanied by independent guardianship mechanisms to ensure informed
decision-making. However, the ICC must be cautious so that this does not become a
barrier for a child to participate in the judicial proceedings and thus should take the

onus to protect the child’s best interests.

5.2.3 The development of digital platforms

Oftentimes, OSINT is deemed inadmissible due to the lack of metadata. Technological
companies and NGOs have begun to develop digital platforms that are currently
playing a crucial role in how OSINT is circulated, preserved, and ultimately utilised by
the ICC. To ensure that the rights of child soldiers are protected, these digital platforms
must have policies that address child-specific vulnerabilities. It is recommended that
platforms enhance data protection measures and implement robust takedown
mechanisms for sensitive child-related content to avoid uncontrolled digital exposure.
To prevent reprisals from communities, methods such as blurring the faces of children
and uniform badges as well as voice modulation, can also assist in anonymising the
content. These methods must be consistently applied to all materials that include child
soldiers.

Technology companies should collaborate with international justice actors, such as
state authorities, the ICC, and NGOs, to establish a shared ethical protocol that
protects the rights of children and allows for the admissibility and preservation of digital
evidence. Engaging with regional bodies such as the African Committee of Experts on
the Rights and Welfare of the Child (ACERWC) can contribute to developing these
platforms by providing innovative standards that integrate child protection, human
rights, and judicial integrity. Additionally, OSINT platforms have limited application in
African contexts due to the language settings not including local African languages.
Technology companies must prioritise the development of language options within
their applications to enable inclusive access to documenting atrocity crimes.
Additionally, technological companies can incorporate restorative justice principles to
ensure that the evidence gathered serves not only the purpose of accountability but

also the healing of the communities.
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5.2.4 Expanding network coverage and digital infrastructure in Africa

Another recommendation is expanding the network coverage and digital infrastructure
in Africa, as it remains unevenly distributed. Urban areas remain well-connected;
however, rural areas and those affected by conflict often lack reliable internet and
mobile access. This results in a digital divide, which is detrimental to the collection of
digital evidence and OSINT. Improving internet connectivity in these areas would
enable real-time evidence gathering, enhance metadata information, and reduce the
risks of tampering, while strengthening the admissibility of materials before the ICC.
Child protection and reintegration services can be improved through increased internet
connectivity. Digital platforms within conflict-affected areas in Africa enable an
Afrocentric approach to digital infrastructure, as the information being recorded is from
those most directly affected, as well as from minority groups. Ultimately, expanding
the network coverage in Africa offers both a normative imperative and a practical tool
for the accountability process.

5.2.5 Child-sensitive approaches

A child-sensitive approach to testimony gathering requires that processes be created
and implemented with the best interests of the child at their core. OSINT methods must
recognise the child as a rights holder rather than a mere source of evidence. The VWU
needs to establish policies that ensure the OSIF used has been obtained with
voluntary and informed consent, supported by clear, age-appropriate explanations of
how the evidence was discovered and how it will be used. OSINT should be collected
in a manner that ensures the safety of the child, while also ensuring that the
investigator can be held accountable in the event of any damage. A child-sensitive
framework prioritises the anonymisation of images as well as the secure storage of
digital material to ensure that the child’'s identity is not revealed without informed
consent. Moreover, the submission of OSINT should not be detached from the realities
of child soldiers. OSINT that includes child soldiers should be linked to broader
protective measures such as referral to psychosocial support, reintegration programs
and the involvement of child protection agencies. Embedding these safeguards will
orient OSINT not only as an evidentiary exercise but also as a means towards
restorative justice, reaffirming the dignity and privacy of children.
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5.2.6 Domestic law on OSINT

The current legal framework about OSINT consists of the Berkeley Protocol, a non-
binding instrument that has no legal effect on State Parties to the Rome Statute.
Parties to the Rome Statute, especially African states, are recommended to develop
a domestic legal framework as a solution to eliminate the need to explore international
legal frameworks. Preference is given to domestic law, as it offers a greater
opportunity for enforcement, as well as the ability to develop a more context-specific

and nuanced framework.

Within African countries, the laws of evidence are outdated and insufficient to address
digital proof. There is a lack of specificity regarding admissibility, and often, African
countries do not explicitly provide for the rights accorded to their citizens.

The development of domestic laws about OSINT can assist in implementing policies
that authenticate digital evidence to the evidentiary standard required by the ICC, and

also curb prohibitions on independent monitoring in times of war.
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