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Abstract

This position paper proposes a conceptual framework (CF-BIAI-SXT) for integrating
blockchain with AI to enhance ethical governance, transparency, and privacy in high-risk
AI applications that ensure societal resilience through the mitigation of sexual exploita-
tion. Sextortion is a growing form of digital sexual exploitation, and the role of AI in its
mitigation and the ethical issues that arise provide a good case for this paper. Through
a combination of systematic and narrative literature reviews, the paper first explores the
ethical shortcomings of existing AI systems in sextortion prevention and assesses the ca-
pacity of blockchain operations to mitigate these limitations. It then develops CF-BIAI-SXT,
a framework operationalized through BPMN-modeled components and structured into
a three-layer implementation strategy composed of technical enablement, governance
alignment, and continuous oversight. The framework is then situated within real-world
regulatory constraints, including GDPR and the EU AI Act. This position paper concludes
that a resilient society needs ethical, privacy-first, and socially resilient digital infrastruc-
tures, and integrating two core technologies, such as AI and blockchain, creates a viable
pathway towards this desideratum. Mitigating high-risk environments, such as sextortion,
may be a fundamental first step in this pathway, with the potential expansion to other
forms of online threats.

Keywords: AI ethics; sextortion mitigation; societal resilience; AI for social good;
blockchain governance; digital sexual exploitation; ethical AI frameworks; technologi-
cal neutrality; decentralized systems; privacy-preserving AI

1. Introduction
In a society where individuals share a large part of their day online through various

activities, the growing digital threats to individuals are exacerbated at a societal level.
Add to this volatile environment the potential of ethical challenges brought on by the
increasing use of artificial intelligence (AI) in socio-technical systems, and we are today in a
position where the individual, particularly the young individual, is in a highly vulnerable
position. A growing risk comes from the threat of sextortion, a coercive form of digital
sexual exploitation with disproportionately severe consequences to young persons of any
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gender and mainly minors. Briefly, sextortion [1] is defined as the act of threatening to
disseminate explicit, intimate, or embarrassing images of a sexual nature without the
consent of the victim, usually to obtain more images, sexual favors, money, or other forms
of compliance. The scale of this issue is more than alarming at the global level, with, for
instance, more than 10,000 confirmed victims in a year in a single country (South Korea [2]),
although integrative statistics are often lacking due to unreported crimes. A fuller account
of the scope and societal impact of sextortion is presented in Section 3.1.2.

The present article is conceived as a position paper. Therefore, it is not the goal of the
approach to validate experimentally or at the implementation level at this point. Instead,
its principal contribution is the conceptual articulation of a system architecture—CF-BIAI-
SXT—which deploys federated learning, blockchain, and ethical AI principles to tackle
sextortion risks. By leveraging the regulatory context, the literature, and a conceptual
case study, we intend to provide a principled basis on which technical deployment and
empirical validation can be built.

This phenomenon of digital sexual exploitation raises critical concerns about human
dignity but goes beyond the individual level to undermine institutional trust and, ulti-
mately, societal resilience. In this context, we refer to societal resilience as the collective
ability of digital societies to absorb and adapt to technological disruptions, such as AI,
without undermining ethical values, human rights, or trust in public institutions. In the
online world of tomorrow, which in an ideal case is characterized by decentralization,
transparency, and societal trust, technological innovation must mitigate such pressing
issues as sextortion [3], in which perpetrators take advantage of sensitive private digital
content to blackmail victims.

AI systems have a rather paradoxical relationship to sextortion. On the one hand,
they provide tools, techniques, and methods to counter sexual exploitation in online
environments where they occur, with AI systems being able to be trained with datasets of
victims of sexual exploitation to identify and prevent incidents. Advanced AI techniques
such as large language models (LLMs) have also been used in natural language chatbots
and robots to collect data on such incidents and detect them early in online interactions [3].
On the other hand, AI has enabled sexual exploitation through image manipulations,
resulting in blackmail and extortion of victims [4]. With AI systems being perceived as
black boxes by users, significant concern is also raised regarding their trustworthiness and
transparency [5], as well as their potential for reinforcing existing inequalities or privacy
violations. This dual-use character of AI, with both positive transformational potential and
significant risks, reflects a broader principle of technological neutrality—the ethics of any
technological deployment depend not on the technology itself but on its governance, design,
and implementation. The rapid emergence of new technologies, used indiscriminately
by individuals and companies due to their obvious advantages, to the point where they
become ubiquitous in everyday life, opens the door to a set of risks that we cannot fully
comprehend, assess, or mitigate. In this line, going beyond technical performance, the
ethical deployment of AI in socio-technical systems requires alignment with values such
as fairness, privacy, accountability, and transparency. AI for social good is, thus, not
merely a design ambition but a governance imperative, with the ethical infrastructure
having to ensure that interventions do not unintentionally replicate harm or reinforce
existing inequalities.

The increased reliance on AI in domains involving vulnerable populations makes
ethical governance not just preferable but essential. Given the aforementioned paradox,
the governance issue becomes imperative and hinges on a core dilemma on how AI
systems can be designed to maximize their capacity to protect while minimizing their
potential for abuse in such sensitive, high-stakes applications, such as in the prevention
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of sexual exploitation. Blockchain technology, with its core capacities of immutability,
decentralization, and auditability, is a possible proposition in this respect, not without its
challenges. Although both technologies have been studied separately in the context of
digital abuse, their integration specifically for enhancing the ethical governance of AI in
sextortion mitigation remains insufficiently examined, as will be shown in the first stage
of the research. The intersection of these topics is not yet fully addressed, and, when
addressed, current frameworks fail to provide comprehensive guidelines for leveraging
these complementary technologies to enhance societal resilience against digital sexual
exploitation. Thus, notably, sextortion becomes a paradigmatic case due to its multi-layered
risks and trans-jurisdictional legal gaps, in which AI and blockchain may interact with
societal vulnerabilities and allow for proper testing for ethical governance frameworks.

Consequently, the goal of this position paper is to address this gap and propose a
conceptual framework for blockchain-integrated AI (BIAI) operations that mitigate ethical
issues in AI-based anti-sextortion tools (CF-BIAI-SXT). For this, the research question we
focus on in this position paper is “How can blockchain technology’s core capacities be integrated
with AI systems to address ethical challenges in sextortion detection to strengthen societal resilience
through enhanced governance, transparency, and privacy mechanisms?” The framework leverages
blockchain’s decentralization, immutability, and auditability to enhance AI transparency
and ethical governance while preserving privacy, essential qualities in sensitive applications
like sextortion mitigation. To properly address this question and develop the framework,
we first propose the methodology of this research and its preliminaries in Section 2—
Methodological Approach and Conceptual Foundations. Section 3 provides the initial results
from the literature review carried out, outlining AI ethical issues and the role of blockchain
in addressing them. Section 4 proposes a privacy-first framework for integrating blockchain
into AI systems and relevant discussions that emerge. The conclusion of this work is
presented in Section 5, including the limitations and future work.

2. Methodological Approach and Conceptual Foundations of This
Position Paper
2.1. Scope and Purpose of the Position Paper

This paper aims to present a conceptual framework rather than empirical research
or technical implementation. The concepts at hand bring together risk management and
societal resilience, multi-jurisdictional public policy, and two highly intricate technologies
in an extremely complex intersection. Due to this situation, the methodological approach
was a conundrum. There were various possible paths to address the issues (for instance,
the practical, empirical way of proposing a Proof of Concept (PoC), analyzing a simulation,
or presenting a case study, or the more principle-driven but still practical way of designing
a system), but these approaches are limited by access to data, which is highly sensitive and
originated from high-risk digital environments.

A brief clarification is also needed on the chosen format of this paper. In this context,
we refer to the “position paper” as a conceptually grounded, literature-informed work that
articulates a normative opinion. It does so by proposing a structured analytical framework,
rather than a presentation of empirical findings or technical implementations. Given all
these constraints, the method we have chosen is the literature-supported position paper
leading to the proposal of a conceptual framework, articulating a position rather than
testing a hypothesis. The proposed privacy-first, societal resilience-oriented framework
is founded on a narrative integrative review that synthesizes evidence across diverse
study designs, enabling researchers to address complex, multi-faceted questions that
connect theory, values, and varied methodologies. Position papers that rely on narrative
literature reviews [6] and conceptual frameworks offer a flexible, broad synthesis of diverse
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evidence, having the ability to provide both interpretation and critique and inform policy
and practice [7]. This solution is nonetheless limited, as it may lack a systematic approach
of other review types and may have the potential for bias in the selection and interpretation
of literature. This particular limitation is mitigated by adding a systematic literature review
in the three-phase methodological approach described below and visually presented in
Appendix A—Figure A1.

2.2. Methodological Approach

We adopt a mix of methodologies by balancing an integrative review with a systematic
literature review (SLR) on the topic, coupled with a conceptual model of a mixed tech-
nological framework to achieve the goal of answering the research question described
above in the format of a position paper. The former helps to identify important ethical
issues that affect AI systems related to sexual exploitation prevention, and the latter is
adopted for a systematic description of some useful blockchain-integrated AI operations
that address AI ethical issues. This approach has been adopted in several information
system-related research works [8–10] and is considered appropriate for multi-layered socio-
technical challenges involving technology ethics and digital governance. This combination
of methodologies aligns with a pragmatic epistemological opinion, which allows for the
evidence mapping (via SLR, as will be shown) to be complemented by an interpretive,
theory-driven synthesis (via narrative review). This approach is particularly suitable for
addressing complex, interdisciplinary, and under-theorized phenomena.

The research follows a three-phase approach with (1) a review of the literature at
the intersection of AI ethics, digital abuse, and frameworks for AI for social good and
societal resilience; (2) an assessment of blockchain’s suitability as an ethical infrastructure
complementary to AI, and (3) a proposed framework integrating both to strengthen digital
trust in contexts of online sexual exploitation. A full flow chart of the methodology going
from the research question to the literature review and then to the framing of CF-BIAI-SXT
is presented in Appendix A—Figure A1. Furthermore, due to the interdisciplinary nature
of our paper, some clarification of the technical elements (such as AI and blockchain-related
concepts) is needed and provided in the form of Preliminaries in Appendix B.

2.2.1. Methodology for the Evidence Synthesis: Systematic and Narrative Review

The first part (1) builds on separate elements, as the literature on AI for Social Good
and societal resilience is vast, and the intersections between the concepts are numerous
and highly complex. Therefore, we split the review into two separate stages: the first is a
systematic literature review of the concepts in the research question, and the second is a
contextualization of the concepts based on a narrative exploration of the aforementioned
topics in three steps.

The first stage of the review provides a systematic literature review (SLR) to start the
analysis and identify underexplored intersections. The SLR part aims to identify ethical
concerns, governance gaps, and emerging responses that align with frameworks such as
AI for Social Good and societal resilience and to refine the conceptual foundations for the
framework proposed in later sections. We used the Rayyan platform (Rayyan Systematic
Literature Review Tool: https://www.rayyan.ai/, access on 14 July 2025) to conduct the
SLR of a series of articles from Scopus, Web of Science, IEEE Explore, and ACM Digital Library.
We considered including ArXiv in the database search; however, it is mainly a pre-print
repository, and we aimed to include peer-reviewed articles and chapters. Based on the initial
search on Scopus for the word sextortion, we identified the starting point for the period of
publication of the articles collected as 2017–early 2025. Prior to 2017, mentions were scarce
and mostly lacked relevance to the intersection of AI ethics or blockchain infrastructure. As

https://www.rayyan.ai/
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the analysis yields a limited number of articles for the AI–blockchain–sextortion intersection,
proving the hypothesis that there is a gap in research, a supplementary SLR was deployed
by expanding the search results by using the OR argument instead of AND. Moreover, for
the first batch of articles, a formal quality scoring rubric was deemed less meaningful to
establish thematic boundaries and identify research gaps. For the second batch used in the
supplementary SLR (which adheres to PRISMA guidelines), building towards establishing
the complex landscape of the topic, we used the same criteria for inclusion and focused
on the period chosen. The articles were screened by each author of this position paper
independently. The Boolean Logic and the inclusion/exclusion criteria are also detailed in
Appendix A.

The second stage of the review is the narrative exploration, which details the concepts
in the systematic review to build on the conceptual landscape. If the SLR established
the rarity and limitations of existing literature at the intersection of AI, blockchain, and
sextortion, this section is meant to extend these findings across ethical and governance
dimensions. Together, both these methods form the empirical and theoretical foundation
of the proposed CF-BIAI-SXT framework presented in Section 4. This exploration is an
interpretive, theory-informed process that identifies, explains, and interrelates key concepts
from literature to construct a conceptual model. This approach (underlined as a valid
alternative in [11]) makes sense for complex issues, multi-perspective interdisciplinary
spaces, like the intersection of AI, blockchain, and sextortion—areas where there is still a
lack of clarity, definitions remain fluid, conceptual frameworks are still taking shape, and
the evidence base remains too limited for broad empirical generalizations. The narrative
exploration conceptualizes sextortion mitigation as embedded in a multilayered ethical
ecosystem that includes AI for social good, blockchain-enabled governance, societal re-
silience, and supporting regulatory and equity frameworks. Thus, the process not only
identifies relevant themes but also explains their interconnections within the ethical land-
scape of AI-driven digital abuse prevention. In this stage, the three steps of the narrative
conceptual exploration were completed. The literature selection for this stage used thematic
relevance criteria, as per Figure 1, by choosing recent studies and a purposive sampling
approach (only literature that specifically addresses each component of their conceptual
ecosystem). It uses three steps:

1. First, to identify digital technologies that provide the environment for sexual exploita-
tion leading to sextortion.

2. Second, to identify the dual-use role of AI in preventing and countering sexual
exploitation on digital platforms and the potential ethical issues in automated
AI systems.

3. Third, to clarify the emergence of blockchain operations for societal resilience as
anchors for ethical AI development.

In this respect, we conducted an iterative snowball search (2024–2025) starting from
the SLR seeds and expanding through forward and backward citation chaining in Google
Scholar and institutional repositories, and also by adding reference points to the landscape
of concepts underlined through the conceptual mapping of the SLR seeds. We mapped
this corpus with a coding sheet replicating that of the SLR (see more in Appendix A,
Tables A1–A3). The coding protocol included the identification of peer-reviewed sources as
more relevant than non-peer-reviewed sources. Each article is validated as to be included
in the corpus by the authors, based on the steps mentioned above.

Following the narrative exploration, we position (see Figure 2) the conceptualization of
the sextortion mitigation use case in the broader framework of AI for social good, building
on the societal impact of the technology and of the threat, on the concept of Good AI and
its ethical challenges, on the frameworks (including guidelines and regulations) existing
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in the literature and on the potential for transformation and further participation. The
figure synthesizes the thematic logic of the narrative exploration by mapping the sextortion
use case within the ethical AI ecosystem and serves as a bridge to the construction of
CF-BIAI-SXT.

Figure 1. Conceptual map of the ethical ecosystem for AI-based sextortion mitigation.

Figure 2. Conceptualization of the use case—Thematic mapping of AI for Social Good applied to the
sextortion mitigation use case.

The narrative exploration uses four instruments to cover the complexity of the topics
presented: conceptual mapping framework (as exhibited in Figures 1 and 2), multi-layered
analysis (as exhibited in Figure 2), tabular comparison approach, and thematic synthesis.
A structured summary of the findings from this narrative review—including digital tech-
nologies enabling sextortion, AI’s roles in both enabling and mitigating such abuses, and
corresponding blockchain capacities—is included in Appendix C.
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2.2.2. Methodology for the Conceptual System Modeling: BPMN Framework Logic

The second part of this research design comprises conceptual BPMN (Business Process
Model and Notation) models representing a set of blockchain-based operations integrated
into AI processes for addressing AI ethical concerns. BPMN model representations are
a well-established approach for conceptual modeling of software systems [12,13]. In this
paper, BPMN elements are used to represent tasks and decision points in AI and blockchain
processes. The goal is to realize models that, when implemented, will result in ethically
aware AI applications that prevent sexual exploitation leading to sextortion. We adopt
BPMN to the detriment of alternatives such as UML or Petri nets due to its suitability
for modeling complex, multi-actor workflows involving both technical components (AI,
blockchain) and institutional processes (e.g., permission checks and data governance). It
offers an intuitive structure, accessible across technical and non-technical domains, to
represent decision points, parallel actions, and traceable logic, critical for ethically aligned,
auditable system design.

3. Initial Results
The results of this paper are structured in three phases, leading to the proposal of the

conceptual framework:

1. A review of the literature at the intersection of AI ethics, digital abuse, and frameworks
for AI for social good and societal resilience;

2. An assessment of blockchain’s suitability as an ethical infrastructure complementary
to AI

3. A BPMN-based conceptual model of blockchain operations that addresses AI
ethical issues.

3.1. An Empirical and Conceptual Review of AI Ethics, Digital Abuse, and Frameworks for AI for
Social Good and Societal Resilience
3.1.1. A Systematic Literature Review (SLR) of the Analyzed Concepts

To fully deploy the SLR part of the exploratory investigation, we searched Scopus,
Web of Science, IEEE Explore, and ACM Digital Library using keywords spanning AI,
blockchain, and sextortion (2017–2025) and identified 45 candidate publications. We then
applied PRISMA 2020 guidelines to our screening process, as illustrated in Figure A2
in Appendix A, which shows the flow of information through identification, screening,
and inclusion. As described in the methodology, to enhance the transparency and re-
producibility of our literature review and ensure unbiased selection, we used a rigorous,
multi-reviewer screening approach. Each author of this paper independently screened the
records using the Rayyan platform, a web tool for systematic review management. We
included only studies that met all criteria (addressing AI and blockchain in the context of
digital sexual exploitation with an ethics focus) and excluded others (see Appendix A for
detailed criteria).

To ensure that we keep the SLR as intended, at the intersection of AI, blockchain,
ethics, and sextortion, we used Boolean logic in the search terms and presented them in
Appendix A. Thus, in our systematic review, we included only sources that: (1) integrate
AI and blockchain (technologies relevant to our research question); (2) focus on digital
sexual exploitation (e.g., sextortion contexts); and (3) address ethical considerations (such as
fairness, transparency, or privacy in AI use). Studies that failed to meet any of these criteria
were excluded. For instance, we omitted works with no AI or no blockchain component
(16 articles), those unrelated to sextortion or digital abuse (12 articles), and those lacking
any AI ethics dimension (11 articles).
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By using the defined search for the period 2017–2025, we find the following
literature results:

• Scopus identified 6 papers from 2019 onwards, with 1 being a false report—5 articles;
• Web of Science returned 0 results (even without a period range);
• IEEE Explore returned 0 results (even without a period range);
• ACM Digital Library returned 55 results for the period 2017–2025 without defining

the search by timeframe; therefore, we can identify two brief conclusions: those are all
articles on the defined topic from the database and the chosen timeframe is valid.

• Although we initially excluded Arvix from the search, we nonetheless tried the query
on this database as well and received 0 results. Similarly, Semantic Scholar returned
0 results for the same Boolean logic.

The limited number of relevant results may reflect a disciplinary/research dissemina-
tion skew caused by the fact that these databases tend to emphasize either highly technical
implementations or formal computer science publications, with less coverage of interdis-
ciplinary studies addressing ethics, governance, or social impact. It highlights a lack of
holistic handling of macro issues with societal impacts by incentivizing researchers to focus
on narrow issues, more suitable for publication. Moreover, the tight Boolean logic using
AND operators may have narrowed retrieval too far for broader-indexing platforms. This
limitation is to be mitigated by the supplementary SLR, as will be described further in
this section.

We screened the 60 articles for duplicates and identified that ACM proposes both the
Proceedings and the article in case there is a match, so we retained in the analysis just the
article. This leads to retaining in the analysis only 40 references from the ACM Library.
We applied the PRISMA methodology of literature review for the found articles (45 in
total—5 from Scopus and 40 from ACM, all in English and peer-reviewed. See full list in
Appendix B) and proceeded with a screening based on the inclusion/exclusion criteria
detailed in Appendix A. Following the screening procedure identified that only 6 of the
45 articles fit the Boolean logic [14–19], an outcome that highlights a significant research
gap at the intersection of AI, blockchain, and sextortion, rather than being an inadequacy.
This limitation of the study is thus acknowledged explicitly and justifies our dual review
approach: a targeted SLR to identify what little work exists, in combination with a broader
narrative exploration to capture adjacent insights, as presented in the following Section 3.1.2.
The use of a narrative review, as informing a position paper, is recognized in emerging or
interdisciplinary fields where empirical studies are few as a suitable means to synthesize
and contextualize knowledge, as previously mentioned. Thus, although the quantitative
aspect of the SLR is limited, our study remains comprehensive through the integrative
strategy proposed in the methodological section presented previously.

The main reasons for the exclusion of the rest of the articles were

• Lack of AI or blockchain relevance (16 articles)
• No focus on digital abuse or sexual exploitation (12 articles)
• Absence of ethical considerations such as fairness, transparency, or data privacy

(11 articles)

We then coded the articles in Rayyan based on the following:

• AI function (mitigation, surveillance, moderation, etc.),
• Ethical focus (e.g., bias, explainability, misuse of data),
• Governance model (centralized vs. decentralized),
• Framework alignment (AI4SG, resilience, digital trust).

Considering that our review is exploratory and conceptual in nature, and our aim
was to synthesize themes and inform a conceptual framework (rather than to evaluate an
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intervention’s effectiveness), we did not assign formal “quality scores” to the 6 articles
included in the study. All selected works are peer-reviewed and from reputable databases,
as per the initial requirement, and were deemed directly relevant to our research question,
through the process of inclusion/exclusion by the authors. This inherently sets a baseline
of credibility, in line with guidance on integrative reviews, relying more on thematic insight
than on formal quality scoring. Moreover, in view of the nature of this study as a position
paper, the quantitative risk-of-bias appraisal would add limited value.

However, for transparency, we have documented the qualitative coding protocol used
in our review. Each of the 6 included studies was systematically coded along predefined
dimensions: the role of AI (e.g., mitigation, detection), the ethical focus (fairness, privacy,
etc.), the governance model (centralized vs. decentralized), and alignment with broader
frameworks (AI for Social Good, societal resilience). The authors independently applied
these codes to each article, then compared and reconciled any differences to ensure relia-
bility, both for the SLR and the narrative review. In Appendix A, we included the tables
(Tables A1 and A2) for the coding protocols for each stage. We also included a summary
table (Table A3) to how each study in the SLR seed 6 maps to these categories, providing
a clear audit trail from literature to topics. This coding scheme, in line with established
thematic analysis techniques for building conceptual models, connects to the cluster map
below (Figure 3) and ensures that the analytic process is traceable.

Figure 3. Cluster Map of the core SLR with Relationships Among Studies, Functions, Ethics, Gover-
nance, and Frameworks.
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A cluster map of the 6 articles [14–19] considered for the systematic literature review
is presented in Figure 3. However, the limited number of articles and the fact that the
criteria for the intersection exclude a significant part of the overall picture of sextortion
as a societal resilience threat in the context of AI and blockchain lead to the need for
a more encompassing presentation of the concepts at hand. Thus, the methodological
approach to include a narrative exploration is sound and offers the ability to cover the issue
more comprehensively.

Before presenting the narrative exploration, we chose to test whether the literature
gap holds across a broader research landscape. For this, we extended the Boolean logic
by using OR operators instead of AND operations to include studies that addressed
AI-blockchain integration with explicit emphasis on ethics, privacy, transparency, and
sextortion-related contexts. This expansion led to additional papers that offered insights
into adjacent topics, hence were reviewed thematically and also included in the narrative
exploration in Section 3.1.2. We use Semantic Scholar and Rayyan as the main screening
tools. It is to be noted here that this extra systematic review is meant to offer quantitative
and thematic insights complementary to the SLR, not as a substitute. We screened 40 articles,
and the findings of this supplementary SLR are structured in Figure 4.

 

Figure 4. Supplementary SLR findings.

This supplementary SLR confirms the rarity of full-stack frameworks but points to
building blocks (e.g., federated learning, explainable AI, smart contracts) that inform the
conceptual model developed further on.

On the thematic analysis presented by this supplementary SLR, we identify the
following four areas (as shown in Table 1), with blockchain-AI integration being the
most developed.
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Table 1. Themes in Blockchain, AI and Sextortion Research.

Thematic Area Subtopic Key Concepts/Mechanisms Representative Studies

Blockchain-AI
Integration

Privacy-preserving
frameworks

Zero-knowledge proof,
Homomorphic encryption, etc. [20–22]

Decentralized governance Smart contracts, Identity
management, Incentive distribution [23,24]

Technical architectures Hyperledger Fabric, Ethereum,
Reinforcement learning [25–27]

Ethical Frameworks Governance mechanisms Balanced approaches, smart
contract-based governance [28,29]

Transparency protocols Smart contracts for ethics
enforcement [24,30,31]

Privacy safeguards Audit tracking, encryption, and
de-identification [32]

Sextortion Mitigation Detection, Verification,
Victim protocols

AI detection, blockchain
verification [3]

Societal Resilience Stakeholder coordination Cross-org data sharing, governance
trust systems [3,29]

System effectiveness Infrastructure performance [27,33]

Social impact Equity, public trust, fairness [29,34]

While several studies propose concrete architectures combining federated learning,
secure multiparty computation, and smart contracts, ethical frameworks appear less con-
sistently and are concentrated around privacy, consent, and bias, with fewer addressing
explainability or transparency. In governance terms, centralized architectures dominate,
although several studies point towards decentralization through smart contracts or identity
management. Most articles address AI functionality in contexts of moderation, mitigation,
or detection, while only a minority directly engage with sextortion as a phenomenon.
Sextortion mitigation per se is rare, but societal resilience is growing in interest, especially
related to trust and stakeholder coordination, though largely extrapolated from other do-
mains. Finally, the alignment with frameworks like AI4SG, or digital trust, or societal
resilience is often implicit, thus confirming the gap that CF-BIAI-SXT seeks to mitigate.
Building on the list of articles analyzed in this stage (excluded and included) and adding
articles to connect to the regulatory aspects, as well as AI for Good, AI governance, dig-
ital trust frameworks, and the role of blockchain in ethical infrastructures, we create the
narrative exploration that explains in detail the concepts linking them to the conceptual
framework proposed further on.

3.1.2. A Narrative Conceptual Exploration

The SLR in the previous section maps the limited empirical footprint at the intersection
of AI, blockchain, and sextortion. This section, working on those findings, adopts a broader
epistemic lens, engaging with adjacent topics to build towards the conceptual framework.
This shift allows for the connection of the technical architectures with ethical governance
and societal resilience perspectives, critical to the design logic of CF-BIAI-SXT.

To ensure traceability of this narrative review, we used a modified coding sheet, similar
to the one used for the SLR, to map every narrative sources considered and referenced.
This coding sheet is presented in Table A2 in Appendix A, to allow external researchers
to follow and replicate or extend our thematic decisions, although it was not meant to
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eliminate subjectivity. The snowball method with added reference points based on the
concepts yielded a total number of 157 sources, of which 118 peer-reviewed and 39 non-
peer-reviewed (news reports, policy/brief items, arXiv/working papers, or other gray-lit,
such as the FBI web brief, OECD framework). These 157 sources include the 6 seed sources
from the SLR and are listed in full in the references list. The corpus breakdown is as
follows: 27% refer to digital-abuse technology, 19% to AI dual-use and risk, 22% to Ethical
AI frameworks, 20% to blockchain capacity, and 12% to societal resilience. Their direct
informing of the framework is detailed in the narrative review in this section, mostly in
tabular format, with other sources linked indirectly being mentioned in other parts of
the article. The corpus also includes survivor-voice studies, such as [1,35] that provide
first-person evidence on coercion dynamics and thus, lead to informing the data-wallet
consent logic of CF-BIAI-SXT.

The conceptualization of sextortion mitigation as embedded in a multilayered eth-
ical ecosystem that includes AI for social good, blockchain-enabled governance, so-
cietal resilience, and supporting regulatory and equity frameworks is achieved in a
three-step process.

Firstly, we identify the digital technologies that provide the environment for sexual
exploitation leading to sextortion. Sextortion, defined as a form of sexual exploitation in
which victims are, e.g., extorted with their sexual images [36], is a form of dissolution of
societal resilience. It exploits vulnerabilities in social and economic structures and corrodes
the integrity of society by breaking down structures meant to protect privacy and security.
The harms of sextortion involve dignity, well-being, safety, and individual impact, touching
on privacy, security, and societal consequences. It affects, at the global level, all social strata,
although some may be more vulnerable than others.

Statistics on the topic is often missing, however, recent statistics from jurisdictions
that collect data on the topic, such as those from the US Federal Bureau of Investigations
(FBI) [37], indicate “more than 13,000 reports of online financial sextortion of minors [with]
at least 12,600 victims and led to at least 20 suicides” between October 2021 and March
2023. The victims are minors, typically “men between the ages of 14 to 17”; however, the
issue is affecting all genders. In a study in 2024 [37], the authors highlight that of close
to 17,000 respondents, “14.5% reported victimization and 4.8% reported perpetration”,
with men, LGBTQ+, and young victims more likely to report victimization than other
categories. The same study affirms that “experiencing threats to distribute intimate content
is a relatively common event, affecting 1 in 7 adults”. A report by the Korean Digital Sex
Crime Victim Support Center [2] mentions 10,305 confirmed cases of digital sex crimes,
with “teenagers and people in their 20s [accounting] for 78.7 percent of reported victims”
with “1384 cases involving image manipulation using AI and advanced technology. This
marks a sharp increase from the 423 cases reported in 2023—more than triple the previous
year’s figure”. The landscape is dire and becoming riskier by the day. To add to the
risks, this digital threat breeds in fertile environments for manipulation, grooming, and
blackmail, such as social media, messaging, and virtual reality platforms [38,39]. These,
hence, exacerbate this form of abuse with a significant emotional toll on its victims [40].

Although in most countries, sextortion is often not legally defined as a crime, author-
ities prosecute related crimes in varying ways between jurisdictions, categorizing it as
child pornography, harassment, extortion, stalking, hacking, and violations of personal
privacy [24]. For instance, in the USA, sextortion is defined in two primary ways: as
a threat to share a victim’s private sexual images to extort something from them or as
coercion to make the victim send sexual material under threats. Federal law typically
prosecutes sextortion as extortion or child pornography, depending on the victim’s age [35].
The member states of the European Union also prosecute sextortion in a variety of ways
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according to domestic legislation, often through extortion, privacy violation, and sexual
harassment charges that account for individual and broad social impacts, from defama-
tion and integrity infringements to media manipulation and gender inequalities [41]. For
example, in France, illicit coercion of sexual favors faces civil and criminal charges such
as sexual assault, extortion, blackmail, or corruption [41]. In addition to this, the Digital
Republic Law covers issues related to the unauthorized use of personal data, including
non-consensual sexual imagery and deepfakes [42]. Similarly, data protection laws are
used to protect against sextortion in Germany, Spain, and Hungary, with legislation in the
latter specifically including provisions for sexual exploitation, defined as coercing someone
into sexual activities through threats, and, since 2013, sexual blackmail and extortion [41].
While the USA’s prosecution approach through existing extortion laws provides flexibility,
it fails to address the specific psychological harms of sextortion that specialized legislation
like Germany’s might better target. This legal fragmentation creates significant challenges
for cross-border enforcement and technology-based solutions.

Digital technologies play a role in enabling sextortion by providing environments
for sexual exploitation. Hence, it is necessary to understand these digital technologies,
the roles they play in sexual exploitation, and the impacts on the victims. We examined
the literature articles [38–40,43,44] in Table 2 to identify social media platforms, chatting
platforms, dating websites, and virtual reality platforms where sexual exploitation activities
are prevalent. The findings [38] show that mobile apps emphasize psychological impacts,
but fail to differentiate between platform-specific risks, highlighting a critical gap when de-
signing technological countermeasures. The broader categorization of platforms from [43]
offers more nuanced insights into how different technological environments create unique
exploitation opportunities, suggesting that a one-size-fits-all mitigation approach is in-
sufficient. These platforms enable criminals to stalk, coerce, threaten, and harass victims
into sharing sexually explicit images and videos. Social media platforms also provide
grooming channels to lure victims into various romance scams. These explicit images are
then stored on cloud services, web hosting platforms, and other file hosting services to
extort the victims, thereby resulting in sextortion cases. Extortion of victims has several
health implications, such as psychological, emotional, and financial, which can lead to
depression, self-harm, and, in the worst cases, result in suicide.

In this context, a case study on sextortion as a form of cyber abuse and growing societal
concern, particularly in the case of young people and/or minors, can be a niche illustration
of the ethical challenges of AI. Efforts to combat this cybercrime may benefit from the use of
AI [3,45], while some countries (Indonesia, for example) are setting regulatory frameworks
in place to deal with sexual violence crimes, including sextortion (the TPKS law of 2022 [46]).
On the opposite side of the spectrum, AI can be shown to leverage the sextortion efforts
of perpetrators through dating apps [47] or deepfakes [4]. Despite timid advances in the
topic, both in the literature and in regulatory and legal frameworks, the significant gap in
empirical studies demonstrating the effectiveness of technological solutions (AI or other)
in preventing and mitigating sextortion has yet to be addressed. This empirical gap stems
from both methodological challenges in studying sensitive populations and the rapid
evolution of digital technologies that outpace traditional research timelines. Furthermore,
existing studies often focus on technical detection without adequately addressing the ethical
dimensions of AI deployment in these contexts.

The manner in which these identified technological enablers of sextortion highlight
how centralized data storage and insufficient user control over intimate content create
exploitation vulnerabilities directly informs our framework’s focus on decentralized control
and enhanced privacy mechanisms.
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Table 2. Digital technologies’ roles and impact in enabling sextortion.

Digital Technologies Roles in Enabling Sextortion Impact Referenced Studies

Mobile apps, virtual reality
platforms, and social

media.

Non-consensual taking, sharing,
or threats to share personal,
intimate images or videos.

Psychological and
emotional, social, financial,

and behavioral impacts,
and physical harm

[38]

Social media platforms,
messaging apps, online
dating sites, camera and
video-enabled devices,

email, and online
communication channels

Grooming, harassment, and
non-consensual sharing of

intimate images, cyberstalking,
romance scams, revenge porn and

sextortion, coercive messages

Violence, digital
harassment, image-based
abuse, sexual aggression

and/or coercion, and
gender-/sexuality-based

harassment

[43]

Social networking, online
hosting services, and
advanced encryption

techniques

Recruit victims, advertise services,
store and share illicit content,

protecting their communications
and data from detection

Mental health risks,
psychological terrorism [40]

Social media, messaging
apps, GPS tracking apps,

online video-sharing
platforms, cloud storage,
and digital media sharing

Coercion, harassment, and
dissemination of sexually explicit

content, coerced sexting and
sextortion, cyberstalking and

monitoring of victims, recording
and distribution of sexual
assaults, and storing and

disseminating explicit content.

Sexual violence and
exploitation [44]

Internet, online platforms,
mobile phones, messaging
apps, and live-streaming

technology

Advertise victims and connect
with potential clients,

communicate covertly, coordinate
logistics, broadcast exploitative

content, and non-consensual
explicit content

Fear, anxiety, anger,
humiliation, shame,
self-blame, suicidal

ideation and suicide,
depression, financial scam

[39]

Educational platforms,
poor digital literacy

infrastructure

Lack of early cybersafety
education enables grooming and

manipulation

Psychological and
emotional harm, especially

to minors
[48]

IoT devices and
infrastructure

Potential for remote access to
cameras, microphones, and

private data, enabling covert
monitoring and exploitation

Surveillance-driven
coercion, data exposure,

and non-consensual
recordings

[49]

Socio-technical platforms
(architecture-level

vulnerabilities rather than
just app-level usage)

Hosting sensitive user data that
can be exploited, potential

detection gaps

Privacy violations, data
exploitation [50]

Secondly, we identify the dual-use roles of AI in preventing and countering sexual
exploitation on digital platforms and the potential ethical issues in automated AI systems.
AI plays a role both in enabling and mitigating sexual exploitations that lead to sextortion
cases. Even when AI is applied to help prevent sexual exploitation through various
automated algorithms, there are also ethical concerns about the use and misuse of personal
data. In Table 3, we analyzed the following related articles [3,4,14,17–19,49,51–70] to identify
the roles of AI in enabling and mitigating sexual exploitation and collect the list of ethical
concerns that are raised when AI is applied to address sexual exploitation problems. The
role of AI in enabling sexual exploitation mostly involves the alteration of images and video
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recordings where victims’ faces or voices are used to replace original actors in sexually
explicit content. These forms of alterations are commonly referred to as deepfakes. These
digitally altered images and videos are then used to blackmail and extort victims on social
media and chatting platforms, thereby resulting in sextortion. Other examples of AI usage
in sexual exploitation include the sexualization of female AI agents.

Table 3. AI’s roles in preventing sextortion.

Thematic Cluster AI’s Roles in Preventing Sextortion Ethical Issues Referenced Studies

Content Moderation
and Identification of
Exploitative Material

Content moderation on social media
platforms; Image analyses for

identification of sexual exploitation
materials; Identification of sexualized
content in public chatrooms; Deepfake
images for blackmailing; Image-based

sexual abuse through altered images and
recordings

Bias, accuracy,
freedom of expression,

and privacy
[4,18,51–55]

Detection and Forensics

Detecting suspicious-transaction patterns
related to sexual exploitation; Elimination

of sexual exploitation materials; Data
warehousing on sexual exploitation
incidents; Semantic analysis for AI

interpretation

Data retention,
surveillance,

misclassification, and
trust

[49,56–60]

Reporting, Access, and
Empowerment Tools

Natural-language chatbots for reporting
incidents; Personalized education and
victim support; Gamified behavioral

interventions

Accessibility, agency,
consent, and data

sensitivity
[3,17,19,61]

AI-Blockchain
Integration for Ethical

Governance

Secure AI architecture with blockchain;
Blockchain-enhanced explainable AI;

Self-sovereign identity systems;
Governance-by-design models

Transparency,
decentralization,
traceability, and
explainability

[62–69]

Risks of AI Exploitation
Sexualization of female AI agents;

Surveillance-enabled abuse; Generative AI
for coercion

Discrimination,
objectification, and
unintended harm

[14,51,70]

According to the findings of the research in Table 3, AI can be used in many ways
to limit, combat, and prevent sexual exploitation on digital platforms. The same Table 3
also highlights some ethical issues that arise, such as privacy issues due to data misuse
and sensitivity, the accuracy of detection logic due to false positives, bias due to incom-
plete training datasets, security, and data confidentiality. Other ethical issues include
transparency, trustability, and accountability of AI systems. There is also the problem of
accessibility of AI tools and legal issues related to regulatory jurisdiction and different
interpretations of sexual exploitation, issues that we explain in detail in the following
paragraphs of this narrative exploration.

Thirdly, we clarify the emergence of AI for social good and societal resilience as
anchors for ethical AI development.

AI for Social Good: With its ability to both help and harm, AI has immense promise in
producing multidimensional impacts. We should properly harness its abilities, especially
regarding social issues. This potential to address societal challenges is proven by solutions
such as conversational AI tools being deployed for issues such as mental health awareness.
For example, Ref. [71] shows how an AI-based emotional chatbot can be used to detect
mental issues such as depression by analyzing facial expressions and textual content
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produced by users, while studies [72,73] describe AI language models to identify depression
and suicide prevention. However, there is a gap in understanding how AI may support
the mitigation of long-term psychological effects and how it may be integrated into mental
health frameworks. Often proposed individually, solutions discussed fail to consider
how each component might work synergistically as part of a holistic support system,
maximizing AI’s ability to meaningfully impact individuals and society. A balanced and
holistic approach to embedding AI within existing complex support networks can maximize
its capacity to benefit individuals and society at large.

Societal Impact and Ethical Complexity: The societal impact of AI goes beyond the
micro-level of individuals interacting with technology, and the literature is booming with
analyses of various aspects of its potential uses for social good. Before 2021, there were
fewer than 450,000 results in Google Scholar on AI and social good; as of March 2025,
there were close to 6 million, with the potential for an increase in this number (see also the
analysis by [74]). For example, Ref. [75] explores the “potential economic, political, and
social costs”, while [76] investigates the ethical applications of AI in social systems, paving
the way for a nuanced discussion on the topic of AI use in addressing social challenges.
Similar issues are addressed in [76], following an assertion that the wide implementation
of AI systems goes beyond engineering to an intersection of technology and society, and
proposes an illustration of the concept of “ethically designed social computing”. From
the positive aspects of “accuracy, efficiency, and cost savings” [77], issues such as privacy,
trust, accountability, and bias must be considered [78]. Diverse aspects related to education
and critical thinking can lead to unequal deployment of such technology and ultimately to
greater societal polarization [79], an exacerbation of social inequality [80], and dissolution
of societal resilience. Similarly to the previous assertion, the critical analysis of this wide
range of insights lacks clarity on the way biases and inequities resulting from AI may be
mitigated to enhance societal resilience. The literature so far remains at the status quo level
and assessment without dwelling on the next steps of a risk management process: risk
interconnection and mitigation or reduction.

Resilient societies and “Good AI”: The idea of a ‘good’ AI society is not new. The work
of [81] starts a conversation on ten potential areas of social impact: “crisis response, eco-
nomic empowerment, educational challenges, environmental challenges, equality and
inclusion, health and hunger, information verification and validation, infrastructure man-
agement, public and social sector management, security, and justice”. In the same line,
the work of [82] maps 14 ethical implications for AI in digital technologies: “dignity and
well-being, safety, sustainability, intelligibility, accountability, fairness, promotion of pros-
perity, solidarity, autonomy, privacy, security, regulatory impact, financial and economic
impact and individual and societal impact.” All these implications and potential impacts
are woven into a very complex ontological system of a society existing dually (in real and
in digital) in which AI represents a new layer. An interplay of individual, institutional,
and community capacities, societal resilience is based on coping, adaptation, and transfor-
mation and relies on holistic approaches, inter- and multi-disciplinary frameworks, and
normative epistemological questions [83–85]. Although AI is a potential tool to improve
individual resilience (particularly given the theory of resource conservation, as discussed
by [86]), its role in community resilience is only beginning to be acknowledged. Firstly,
societal resilience is promoted through adaptable and flexible systems and structures and
innovation spaces [87], with AI-supported operational cyber resilience [88]. Secondly, AI’s
own resilience must be assessed, and one way to do so is through agent-based model-
ing [89]. However, more empirical research on how AI can be integrated to validly enhance
social resilience without introducing new risks and vulnerabilities is needed.
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Ethical Risks and Governance Challenges: In contrast, artificial intelligence (AI) is consid-
ered to pose significant risks to humans and societies if it is not ethically developed and
used. Researchers, corporations, and NGOs, along with policymakers, explore maximizing
AI’s benefits and capabilities. Yet, fast progress and implementation of AI solutions may
outpace understanding of unintended effects. The challenges posed by AI are diverse [78],
ranging from algorithmic biases to the potential for humans to inherit AI errors. Funda-
mentally, AI must be fair, transparent, explainable, responsible, trustworthy, and reliable.
Without these attributes, it remains a ‘black box’ where developers may themselves struggle
to comprehend how the system generates its responses. It is of utmost importance that
society (including all stakeholders) takes immediate steps to prevent AI tools from engag-
ing in unpredictable behaviors and establish the credibility and trustworthiness essential
to society.

Frameworks for Ethical AI, Guidelines and Ethical Principles, Regulatory and Legal Frame-
works: As early as 2007, the authors in [90] emphasized that evaluating technologies in
isolation is futile due to their social implications. In this view, a series of multi-layered frame-
works have been developed to assess AI’s impact potential for societal good. In [91], an
analysis of AI solutions was performed using four criteria: breadth and depth of impact, po-
tential implementation of the solution, risks of the solutions (“Bias/Fairness/Transparency
Concerns” and “Need for Human Involvement”), and synergies in the area of opportunity.
Although [92] claims that even before the widespread use of LLM, there was a need for a
unified vision of the future of AI, the proposed guidelines fail to find a common thread. In
their investigation of 84 guidelines, Refs. [93,94] highlight the consensus on fundamental
AI ethics while noticing the high variation in how the principles are implemented. Based
on [95], on the ethics of algorithms, Ref. [96] propose 7 essential factors for AI for Good:
“(1) falsifiability and incremental deployment; (2) safeguards against the manipulation of
predictors; (3) receiver contextualized intervention; (4) receiver-contextualized explanation
and transparent purposes; (5) privacy protection and data subject consent; (6) situational
fairness; and (7) human-friendly semanticisation”. Similarly, Refs. [97–99] expand on the
topic and refer to the need for a value-sensitive design, defined as a method to integrate val-
ues into technological solutions, while [100] advocates for a socially responsible algorithm
and [101] proposes an ethics penetration testing for AI solutions.

Various countries are implementing AI regulations in a struggle against the black-box
complexities of AI, particularly in balancing its benefits and potential harm. In the United
States, the Biden administration has introduced an executive order advocating for ‘Safe,
Secure, and Trustworthy AI’; Canada proposed an Algorithmic Impact Assessment; the
World Economic Forum an AI Procurement in a Box, and the OECD a Framework on
AI Strategies [102]. The European Union is enacting its first AI regulations, although it
requires a more integrated approach from the member states and governments [103–105].
The EU AI Act establishes four categories of prohibited AI practices: “(1) AI systems
deploying subliminal techniques; (2) AI practices exploiting vulnerabilities; (3) social
scoring systems; and (4) ‘real-time’ remote biometric identification systems” [105]. Still,
existing frameworks, such as the Assessment List for Trustworthy AI (ALTAI), play a
key role in guiding the development of fair and ethical AI [106]. ALTAI, in particular,
protects people’s fundamental rights [107], while other concurrent regulations, such as
the General Data Protection Regulation (GDPR), protect user privacy [108]. The efficacy
of these frameworks has yet to be completely determined. For example, Ref. [107] argues
that we must interpret AI frameworks like ALTAI from a systems theory standpoint to be
applied in various disciplines, allowing “the integration of a rich set of tools, legislation,
and approaches”. The scalability of ethical AI frameworks, in the context of their proper
practical application in highly sensitive areas, such as sextortion, is also an area of potential
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improvement for current research. Beyond ethical frameworks, regulating AI through
data privacy laws as a clear instrument presents several challenges. These challenges
include controlling personal data, ensuring the right to access personal data, adhering to
the purpose limitation principle, and addressing the lack of transparency in AI decision-
making processes. Furthermore, AI systems often introduce privacy risks by obscuring
algorithmic biases, complicating the enforcement of the right to be forgotten, and affecting
the right to object to automated decision-making [109]. Regardless of the scope, relevance,
or enforcement of these regulations, AI applications pose significant risks beyond the range
of data privacy laws.

Toward Blockchain-Enabled Ethical AI and Their Transformative Potential for a Resilient Soci-
ety: The social good of AI goes beyond technology fixes; it calls for societal transformation.
And ethical AI requires the participation of the communities that it seeks to enhance [110].
Although significant progress has been made in investigating the potential of AI for societal
resilience, there are two noticeable gaps. The first is a critical gap in understanding the
perpetuation of biases, especially in the context of sextortion, linking social, anthropologi-
cal, and technological concerns. The second is a lack of critical analysis on the potential
risks and consequences, with most of the literature corpus being polarized or presenting
pinpointed solutions. Moreover, the current literature lacks insight into the scalability and
practical implementation of ethical AI frameworks, particularly in combating sextortion.
This status quo underscores the need for both an ethical framework as the one proposed in
this position document, and for comprehensive studies that critically assess limitations.

Although blockchain characteristics and capacities are referenced as part of the ethical
ecosystem (Figure 1), Section 3.2 offers a dedicated assessment of this technology’s suit-
ability as an ethical infrastructure (particularized on the case of sextortion), as the second
phase of the research.

3.2. An Assessment of Blockchain’s Suitability as an Ethical Infrastructure Complementary to
AI-Blockchain Operations That Address Ethical and Trust Issues in AI Systems

The gaps identified in existing ethical AI frameworks are partially tackled by studies
exploring the intersection of AI with blockchain as a promising solution for enhancing
ethical oversight, data governance, and system resilience [111–117]. This research provides
significant architectural and security perspectives. However, there is limited analysis of the
potential of blockchain to act as an ethical infrastructure. This situation is ever more evident
in specific cases, such as AI-driven sextortion mitigation systems—a gap this section of our
research seeks to address.

3.2.1. Conceptual Foundations, Contrasting AI and Blockchain

Blockchain technologies and AI are considered to be complementary and converging
technologies. On the other hand, both technologies operate within their own fundamentally
distinct domains, each serving their own unique purposes with very diverging operational
principles. Blockchain is inherently designed with a focus on establishing trust, verifi-
cation, and transparency in decentralized systems that require secure and immutable
record-keeping. As such, blockchain technologies achieve this by employing decentralized
consensus mechanisms, e.g., Proof of Work (PoW), Proof of Stake (PoS), and Byzantine
Fault Tolerance (BFT), and so on [118]. The goal is to ensure data integrity without any
reliance on a central authority as a trusted third party. Thus, this way, blockchain yields
the ability to provide auditability, traceability, and tamper-proof transaction histories [119].
Consequently, blockchain technologies have become indispensable in applications such as
digital identity management, secure data sharing, and transparent financial transactions.

AI, on the other hand, has its roots in data-driven intelligence with a focus on pre-
dictive analysis, pattern recognition, and automated decision-making. Thus, AI employs
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machine-learning algorithms and, additionally, large-scale datasets as well to discover in-
sights, predict outcomes, and adapt to complex scenarios in real-time [120]. Different from
blockchain, AI systems typically operate without transparency in their decision-making
processes and instead, excel in domains such as computational adaptability and dynamic
responsiveness [121]. AI is currently very widely applied in domains that require rapid
and context-sensitive analysis, e.g., in fraud detection, personalized recommendations, and
autonomous systems [122].

Despite these differences between blockchain technologies and AI, as well as building
on previous studies [111–117], the integration exploration in this position paper does
not aim to simply merge these two distinct domains into a single framework. Instead,
this position paper aims to discover their complementary strengths. Blockchain’s trust
mechanisms ensure that data integrity, secure provenance, and decentralized governance
are critical aspects of applications that handle sensitive information [123]. On the other
hand, the adaptive intelligence of AI for pattern identification and the generation of
actionable insights addresses dynamic and evolving challenges, e.g., digital threats [70].
Without compromising these technologies, the combination of blockchains and AI yields
the possibility of addressing complex social issues, e.g., sextortion, privacy violations, and
digital exploitation [24]. The goal of such an integrated approach is to ensure that the
inherent strengths of blockchain and AI reinforce one another, and thus to create more
robust and trustworthy systems [124].

3.2.2. Rationale for Integration and Ethical Synergies

If blockchain technology ensures that sensitive data is not tampered with and remains
private, AI enhances the former’s utility by processing large datasets in a privacy-preserving
manner. While blockchain establishes trust, transparency, and tamper-proof data through
decentralized records, AI focuses on dynamic data analysis and adaptive decision-making.
When blockchain ensures data integrity by providing immutable and auditable records,
which is ideal for sensitive information management, AI enhances utility with privacy-
preserving techniques by leveraging secure, verified data to detect patterns and threats,
such as in the case of sextortion [125]. The described integration allows blockchain to verify
data inputs that are AI-generated. On the other hand, AI leverages blockchain to ensure
accountability and traceability, thereby creating a system of synergies that is capable of
addressing ethical and societal challenges.

Following the narrative conceptual exploration and the SLR, we build on existing
literature towards the potential complementarity of blockchain as a mitigation to the ethical
weaknesses and significant governance gaps of AI. In this section, we evaluate whether
blockchain’s key features—decentralization, immutability, traceability, and consensus
mechanisms—can mitigate the aforementioned ethical issues. Rather than introducing the
roles and impacts linked to these aspects in isolation or comparatively, we posit that they are
complementary and thus, we integrate them into a unified perspective presented in Table 4
in Section 4. Nonetheless, here, we advocate may be used jointly to tackle significant societal
resilience challenges, particularly in the case of digital abuse and sextortion. As shown in
Table 4 below, ethical issues in AI applications that mitigate sexual exploitation leading
to sextortion can be addressed with the integration of blockchain concepts. Blockchain
technologies and concepts such as federated machine learning, data wallets, transaction
auditability, DAO governance, Zero-knowledge proofs, and smart contracts may be adopted
to address some of the identified ethical issues.
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Table 4. Ethical issues in AI are addressed through blockchain concepts.

Ethical Issues in AI Blockchain Concept Blockchain Role in Mitigation Referenced Studies

Accuracy (false
positives)

Federated Machine
Learning

Like other ensemble AI systems, it can
improve the performance of the models and

also provide more representative datasets
since data is distributed across different

locations, countries, and regions, ensuring
that systems that mitigate sexual exploitation

have higher performance

[126]

Privacy (data
misuse) Data wallet

Permission granting and revoking to prevent
unauthorized data usage, thereby ensuring
that victims of sexual exploitation maintain
control and use of their data in training AI

systems

[127]

Bias Data auditability
Auditable datasets on the blockchain provide
transparency and help in identifying biases in

datasets
[128]

Censorship DAO governance

Community-based governance of AI
processes, instead of centrally controlled,

ensures decisions on the mitigation of sexual
exploitation are reached in a more democratic

manner

[129]

Trustability Smart contracts

On-chain logic is verifiable, and ethical
guidelines can be encoded in smart contracts,
ensuring that the basis for identifying sexual

exploitations is verifiable and transparent

[24]

Security and
confidentiality

Zero-knowledge-
proof systems

Privacy-aware data processing systems such
as homomorphic encryption can be adopted
in processing confidential data such even if

there are data breaches, information and data
of victims of sexual exploitation remain

hidden

[130]

Regulation on (legal)
jurisdictions

Federated Machine
Learning

Data are processed at the point where they
are generated adhering to local regulations
this ensures that different legal jurisdictions
and regulations regarding the processing of

sensitive data are adhered to specific to
locations where the decentralized AI models

run.

[131]

3.3. Blockchain Operations That Address Ethical Issues in AI
3.3.1. Federated Machine Learning and Blockchain for Privacy-Preserving and
Censorship Resistance

Figure 5, adapted from [132,133], shows a simplified process representation of feder-
ated AI systems (a form of ensemble modeling) integrated with blockchain technologies.
The process consists of several organizations {org1. . .n} in BPMN lanes, where each orga-
nization controls its own data and ML models used in the federated system. First, each
organization prepares the models running in it by training and retraining with its datasets.
A blockchain-based smart contract is used to verify the performance of the models from
each of the organizations to select the models that meet the minimum defined model
performance. Using a consensus mechanism of result aggregation, predictions from each of
the selected models are ensembled into a single output. Operations in blockchain-enabled
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federated machine learning can address some important ethical issues in AI, such as
Regulation on (legal) jurisdictions, Accuracy (false positives), Censorship, and trustability.

 

Figure 5. Decentralized Machine Learning Operations.

Using the federated learning approach, the sensitive data, such as healthcare records
of sexual exploitation victims, used in training the models, does not leave the organizations
(and legal jurisdictions) where they are generated. This ensures that data is not unneces-
sarily moved across legal jurisdictions and addresses regulatory issues in moving sensitive
data during AI processes. Federated machine learning, being a form of ensemble approach,
generally has higher performance than single model approaches, thereby increasing the
accuracy of AI systems used in sexual exploitation use-cases. Furthermore, since the entities
involved in the federated machine learning are independent organizations, a decentralized
autonomous organization (DAO) can be established to govern this collaboration, thereby
preventing censorship. The decentralized governance can determine the minimum data re-
quirements and model performance for an organization to participate in federated learning.
This ensures that no single organization can easily undermine or limit access to AI applica-
tions that address important societal problems like sextortion. Smart contract verification
ensures that only models that meet the requirements specified by the DAO governance
are used (ensembled) in sensitive AI applications, hence, improving the trustability of
the system.

3.3.2. Data Wallets as Tools for Survivor-Controlled Consent and Data Use

Figure 6, adapted from [127], shows a BPMN representation of operations in a given
organization (org1) where data containing user-sensitive information is preprocessed and
prepared for use in AI applications for sextortion prevention. The process starts with data
collection, and the data owners are incentivized to share their data for training AI systems
that mitigate sexual exploitation. The training data, containing only datasets whose data
owners have granted their permission, is aggregated for use in the AI model training. A
smart contract on the blockchain verifies the permissions on the dataset, ensuring that no
data with revoked permission is used during the AI training. The AI models are trained
and retrained while adhering to the permission-granting and revoking rights of the data
owners. The operations in the Data Wallet permission system address important ethical
issues in AI systems, such as Privacy (data misuse) and Trustability.
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Figure 6. User Data Wallet Operations.

The permission-granting and revoking system in the Data Wallet improves the user
privacy in AI applications by ensuring that users can share their data for the training of
AI applications that they care about, such as applications that address societal issues like
sextortion and sexual exploitation. The data owners also maintain full control over their
data since they can also revoke previously granted permissions. Smart contract verification
within the data wallet system ensures that operations of the AI are trustable and verifiable
and that only the data with the right permissions is used in training the AI applications.

3.3.3. Smart Contracts and Zero-Knowledge Systems for Security and Confidentiality

The federated machine learning and data wallet operations in Figures 5 and 6 contain
various smart contract verifications, such as data requirements, model performance, and
validity of permissions. Performing these verifications both on the blockchain and off the
blockchain can leak sensitive information about the data owners (such as the victims of
sexual exploitation). Zero-knowledge proof (ZKP) provides a system for verifying claims
without revealing sensitive information about the claim [130]. The formal proof about
a claim that needs to be verified is stored on the blockchain, while a verification smart
contract is used to validate the claim before proceeding to the next steps of AI operations.
The blockchain-enabled ZKP system, when integrated into AI operations for mitigating
sexual exploitation, can address privacy and confidentiality issues.

Verification of data used in training an AI system can leak sensitive information about
the victims of sexual exploitation in the datasets. Permission claims on the datasets can be
traced to the owners of the datasets, who are also the victims of sexual sextortion. With
the use of ZKP, claims made by the organizations that control the federated AI models
can be verified while hiding sensitive information. For instance, the formal proof of the
permission claim is only stored on the blockchain, while the verification of this claim does
not reveal the data owner who granted the permission. Furthermore, organizations may
also not want to leak the performance of their individual AI models (in the federated set-up)
to the general public, hence, homomorphic cryptographic mechanisms can be adopted
to perform encrypted consensus arithmetic that produces the combined output from the
ensembled models. This ensures the privacy of data owners (victims of sexual exploitation)
and federating organizations (who host AI models that prevent sexual exploitation) while
ensuring high-performance and trustability of the AI system.
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3.3.4. Interplay of Federated Learning and ZKP—Compatibility Logic

Another critical issue that persists is the secure interaction between the federated
learning (FL) components and the blockchain layer through zero-knowledge proof (ZKP).
This interoperability is crucial to prevent local data from leaving local devices as well
as to enable a distributed governance architecture for validating updates of models and
operations on data without accessing the raw inputs.

The technical pipeline is as follows: the FL clients locally train the models on the
private subsets of their data and calculate the intermediate updates (i.e., gradients or
weights). These updates are subsequently encoded into small cryptographic attestations
with zk-SNARKs, for example Groth16 or PLONK, which convince that the updates were
computed correctly with respect to pre-agreed training parameters, while withholding
the underlying information. The ZKPs are then published to the blockchain alongside the
commitments of model hashes, giving validators or governance actors the means to verify
that the calculation is not compromised, without transgressing privacy.

For the purpose of proving forgery or client malbehavior, each FL-ZKP bundle is
bound by a per-session identifier and signed by the participant’s identity key organized
under a decentralized identity (DID) framework. Smart contracts are used on the blockchain
to verify the proof and for future trust audit hashing. The DAO governance module can
meanwhile utilize this proof of reliability to invoke reward distribution, punish hostile
updates or invoke retraining procedures.

The architecture is designed in a way so that the heavy computations (FL model
training and ZKP generation) are separated to off-chain infrastructures and the on-chain
operations only entail lightweight proof checking and logging, which prevents the issue
of performance bottleneck. Furthermore, modularity of design allows the FL model can
be iterated independently of blockchain upgrades, improving its maintainability over the
long term as well as its extension for cross-domain.

Another technical issue left as a challenge is the interoperability between diverse
blockchain systems (e.g., due to data sovereignty, jurisdiction diversity, and governance
diversity, it is expected that the multi-chain deployment will become a common practice).
Even though CF-BIAI-SXT does not directly indicate communication protocols between the
chains, this could be provided by decentralized interoperability protocols such as Cosmos
IBC or Polkadot’s relay-chain logic to establish secure and verifiable communication of
user credentials and consent data between chains.

3.3.5. Token Models and Participation Incentives for Inclusiveness

As shown in Figures 5 and 6 in the federated machine learning and data wallet
operations, the main entities in the systems are organizations that control the AI model and
data owners, such as victims of sexual exploitation. The data owners need to be incentivized
to grant the necessary permissions for AI systems to use their data for training and retaining
AI models that prevent sexual exploitation. Blockchain-based tokens provide a system for
implementing a reward token for entities that actively contribute to the federated learning
system. Such a token system can be well grounded on token economics that ensures that
the reward system properly incentivizes both the data owners and model owners to actively
participate in the federated network while addressing their separate needs. Although the
token economics of incentivizing entities in federated learning and data wallet operation
does not directly address ethical issues in AI systems, it can reduce bias and also improve
the performance of the AI systems.

By properly incentivizing data owners and victims of sexual exploitation, more indi-
viduals will share their data, hence providing a broader dataset for training the AI systems
that address social problems. For organizations that host the AI models, proper incen-
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tivization ensures that they always produce models that meet the minimum performance
requirements for selection into an ensemble combination of models. For instance, an incen-
tivization rule can ensure that only organizations whose models are selected are rewarded.
This ensures that the organizations will produce high-performance models, which also
translates to improved performance of AI systems that address sexual exploitation.

In reality, the very technical insights presented above may be easier understood
through a narrative scenario: imagine a 16-year-old victim of sextortion in Romania up-
loading encrypted metadata of the high-risk event to a trusted app. The AI model flags
suspicious coercive language patterns; the blockchain logs this action without exposing
identity; a federated learning network updates detection models across jurisdictions with-
out moving raw data; local NGOs may validate the high-risk event and initiate support.
The DAO overseeing the federated platform adapts detection rules in response to emerging
patterns. The CF-BIAI-SXT depicted in the following section, in line with the emerging
requirements of the EU AI Act and the ALTAI framework, ensures that all these agents act
in synergy to ensure that the victim is protected and the sextortion mitigation is achieved.

Although ethical soundness is highly emphasized in the design phase, the actual
implementation of CF-BIAI-SXT should factor in the performance overhead and storage
expenses in blockchain-AI integration. For example,

• Federated learning cost: On-chain use of smart contracts to verify performance on local
models introduces latency (~200–500 ms/transaction on PoS chains like Polygon).

• ZKP and encryption overheads: Zero-knowledge protocols (e.g., zk-SNARKs) result
in a computational overhead of 20–40× over regular inference pipelines.

• Storage bloat: On-chain anchoring of audit hashes without outsourcing to distributed
file systems (like IPFS or Filecoin) could increase costs to $10–50 per GB per month on
public blockchains.

These values are consistent with results of recent federated learning and blockchain-
ZKP integration studies. Xing et al. show that the cost of complete zero-knowledge proofs
in federated learning scenarios is less than one minute in time with the use of optimized
zk-SNARK implementations [134]. Ogungbemi also discover that privacy preserving smart
contracts written in ZKPs could be used to generate proof approximately in ~1.9 s, while
gas cost is a bit higher for higher privacy levels [135]. Keshavarzkalhori et al. quantitative
generalization is at least questionable that there are no inexpensive Ethereum-based FL
systems, since audit costs and gas consumption both depend on the storage and complexity
of models, and could explain the $10–50/GB/month claim [136].

To partially counter these issues, it is suggested that layer-2 scaling, to settle transac-
tions off-chain (e.g., iExec), and credentials with selective disclosure protocols be used for
better trade-off between verifiability and cost. These trade-offs will be tested empirically in
future stages of implementation.

4. A Privacy-First, Societal-Resilience-Oriented Conceptual Framework
Integrating AI and Blockchain as Complementary Technologies for
Tackling Sextortion
4.1. Conceptual Framework: Integration Logic and System Architecture

Building on the previous foundational blocks of AI and blockchain in the context
of high-risk digital environments, we propose a conceptual framework that aligns the
technical capacities of both technologies with broader societal, ethical, and governance con-
siderations. This framework is meant to structure their interaction in a manner supporting
trust, resilience, and regulatory compliance in AI applications. This design, anchored in
decentralized infrastructure with an ethical angle (privacy-first), contributes to strengthen-
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ing societal resilience against digital threats such as sextortion, and its main design logic
is anchored in the dual role of the two technologies as depicted in Table 5 and visually
presented in Figure 7.

Table 5. AI and Blockchain Risk and Resilience Framework.

Data Privacy and Security Ethical Concerns Operational Risk

Manifestation Unauthorized data access or
breaches

Bias, fairness, or lack of
transparency in AI systems

System failure or misuse of
AI/Blockchain

AI Intervention Data encryption, secure
multi-party computation

Transparent algorithm design,
fair training datasets

Error detection and
self-correction mechanisms

Blockchain
Intervention

Immutable ledger for
auditability, access control

via smart contracts

Blockchain for ensuring
transparency in

decision-making processes

Decentralized, fault-tolerant
architecture, consensus

mechanisms

Integrated Benefit Secure and verifiable data
processing

Transparent, traceable, and
fair decision-making

Robust and resilient system
performance

Combined Impact Improved data protection
and user trust

Enhanced accountability and
fairness in AI outcomes

Minimized operational
downtime and systemic risk

Example or Tool
Privacy-preserving models,
Blockchain-based consent

systems

Fairness metrics, decentralized
auditing systems

AI error detection tools,
fault-tolerant consensus

protocols

Figure 7. A Privacy-First, Societal-Resilience-Oriented Conceptual Framework Integrating Blockchain
and AI for Ethical Mitigation of Sextortion.

The integration of AI and blockchain into a unified conceptual framework strengthens
technical resilience and also advances ethical governance through traceability, decentral-
ization, and privacy-preserving mechanisms. This path was also considered by [67], who
argued for the necessity of combining AI and blockchain to address the escalating gover-
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nance challenges posed by generative technologies. The integration is perceived, thus, as a
structural mitigation measure or safeguard, and the CF-BIAI-SXT becomes a systems-level
response to high-risk digital harms. Hence, the following characteristics: explainability,
control, and institutional accountability, must be embedded by design. The framework has
five core components (placed in the first layer in Figure 7):

• Decentralization of Control—local governance, DAO logic, user data ownership.
• Enhanced Security and Privacy—federated learning, ZKP, encryption.
• Transparency and Accountability—audit trails, explainable AI, immutable logs.
• Tech Bias Mitigation Strategy—data integrity, distributed validation.
• Regulatory Compliance—GDPR-aligned design, consent tracking, legal risk.

If, in the previous section, we referred to them in a mechanism-by-mechanism format,
here we integrate them holistically, reassembling them in system-level integration logic.
However, complementary to the technical efficacy of such a framework/high-risk AI
system, the strength of assessing it in a Future Internet and/or societal resilience context
relies on the multi-criteria evaluation lens detailed in the following sections and anchored
by four dimensions: technological impact (e.g., architectural changes in AI workflows),
ethical considerations (e.g., shifts from opaque to auditable systems), legal implications
(e.g., evolving liability, compliance design) and economic and social Equity (e.g., data
ownership, accessibility of AI protections).

4.2. Regulatory and Legal Harmonization

The proposed framework, which is mainly technical, must first be anchored in legal
reality, and this sub-section explains how it fits into the real-world regulatory fabric—GDPR,
AI Act, cross-border data, etc. Given the divergence between the two technologies and the
resulting regulatory tensions highlighted in Table 6, specific challenges must be taken into
account for effective deployment of blockchain-integrated AI systems [137].

Table 6. Key Legal Tensions between AI and Blockchain Regulatory Logics.

Issue AI Systems Blockchain Systems Resulting Conflict

Data deletion (Right to
Erasure)

Requires the ability to
delete or modify user data

(GDPR, AI Act)

Immutability prevents data
deletion once recorded

Contradicts GDPR’s “right to
be forgotten”

Data controller
accountability

Centralized or joint
controllers are usually

identifiable

Distributed nodes make
accountability attribution

difficult

Legal uncertainty over
controller responsibility

Data minimization
Requires minimal,

purpose-bound data
collection

AI often relies on large,
central datasets

Conflicts with blockchain’s
preference for minimal storage

Transparency and
auditability

Emphasis on explainable
models and traceability

Emphasis on immutable,
transparent records

Overlap exists, but also
tension when AI uses opaque

models

Privacy protection (data
sensitivity)

Strong emphasis on
safeguarding personal data

Blockchain makes all
transactions visible unless
privacy-enhancing tech is

used

Conflict unless
privacy-preserving tech (ZKP,
homomorphic encryption) is

added

Cross-border data
regulation

Subject to
jurisdiction-specific rules

(GDPR, CPRA, etc.)

Blockchain networks
operate across jurisdictions
with no centralized control

Regulatory compliance is
complicated by
decentralization
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The reconceptualization of governance models requires aligning technical systems
with legal and institutional architectures, as also shown by [138] in a context of polic-
ing of cybercrime. This is even more valid in the context of decentralized AI-blockchain
systems, which challenge conventional accountability frameworks. However, there are
numerous discrepancies and regulatory gaps, making the entire process of alignment
extremely difficult and often bound for failure. One possible solution is the adoption of
so-called regulatory sandboxes [139], providing a controlled environment for the testing
of innovative blockchain-based AI systems in the context of relaxed regulations [140],
and allowing for interdisciplinary collaboration to identify compliance issues and refine
frameworks in real-world scenarios [141]. These sandboxes may be created under na-
tional data protection authorities or blockchain consortia, if supranational entities, such
as the European Commission, fail to deploy them due to bureaucratic aspects. In paral-
lel, self-regulatory principles aligned with frameworks like the OECD AI Principles and
EU Blockchain Strategy offer an interim solution, enabling industry stakeholders to set
governance standards while awaiting formal regulations [102]. Furthermore, cross-border
regulatory divergence—particularly between the GDPR in the EU and the sectoral approach
in the US, which proposes regulations for each type of the following: healthcare, finance,
children’s privacy rights, and education—complicates compliance for decentralized AI
systems. Nonetheless, there are signs of regulatory convergence, as California adopted the
Privacy Rights Act (CPRA), which incorporates many elements from the GDPR of the EU,
including its treatment of automated decision-making.

4.3. The Pathways—A Layered Implementation Strategy for the CF-BIAI-SXT Framework

For the framework to be usable, apart from regulatory elements, technical and organi-
zational preconditions must be met, alongside proper risk mitigation, adequate governance,
and interoperability. Thus, we have three layers to consider for proper implementations:
Technical Enablement, Governance and Stakeholder Alignment, and Trust and Oversight.
The intersections of these dimensions, often creating design trade-offs -such as between
transparency and computational efficiency, or between decentralization and scalability—
must be properly tackled by governance issues and risk mitigation to ensure implementa-
tion success.

4.3.1. The Technical Enablement Layer (What Infrastructure Is Needed for the System to
Work in Practice?)

This foundational layer ensures that privacy, scalability, and interoperability are
embedded by design. It allows the BIAI system to operate effectively across jurisdictions
and sensitive use cases. Key elements to be considered are trust-by-design and local data
retention are crucial for mitigating sextortion.

Blockchain systems must record all AI-critical activities (such as model training,
inference decisions, and data access) on immutable ledgers, guaranteeing verifiability,
supporting post hoc auditing, and ensuring accountability, thus mitigating the risk of norm
violations. Smart contracts can encode procedures for rule enforcement, compensation,
and conflict resolution, reducing reliance on intermediaries and strengthening procedural
fairness. Continuous system monitoring, through log review, performance audits, and
advanced diagnostic tools using techniques like noise-aware sparse Gaussian processes
and edge-AI analytics, may further enhance predictive accuracy and system responsiveness
in real-time [142,143]. For example, the findings of [144] show that blockchain and AI in
combination improve surveillance and tracking capabilities by ensuring detailed, secure,
and immutable records of all transactions.

A series of key technical considerations for deploying BIAI systems in real-world, cross-
jurisdictional contexts are summarized in Table A4 in Appendix C. These include the use
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of federated learning, privacy-preserving computation (such as ZKPs and homomorphic
encryption), and secure digital identities. In addition, also to be considered is the case of
lower-resource jurisdictions (from which a significant number of victims emerge), where
edge-based implementation may offer an alternative to cloud reliance, but may also require
mobile-first or hybrid deployments.

4.3.2. The Governance and Stakeholder Alignment Layer (Who Runs It, Who Participates,
and How Governance Legitimacy Is Ensured?)

This governance layer is central in translating the BIAI framework’s technical elements
into ethical context-aware systems capable of earning public trust. The key element to be
considered is the importance of adaptive governance, essential when ethical risks evolve
faster than regulation.

Additionally, effective governance frameworks are essential for the management of
blockchain-integrated AI systems that tackle sexual exploitation issues. Such governance
systems also need to be aligned with societal values and regulatory standards to deliver
on their desiderate to strengthen societal resilience. Moreover, to properly ensure effective
implementation of BIAI, they must fulfill several core functions:

• Support decentralized decision-making

# Distributed authority prevents centralized abuse and improves transparency
in high-risk contexts like sextortion.

# DAO logic enables rule-setting via encoded, consensus-based processes [145].

• Integrate diverse stakeholders

# Policymakers, ethicists, technologists, regulators, and victim advocacy groups
must collaborate on design and oversight [146].

# Such inclusion allows for democratic control and societal legitimacy.

• Encode and enforce ethical norms

# Governance must ensure adherence to principles like fairness, privacy, account-
ability, and non-discrimination.

# Recent frameworks offer guidance for ethical AI deployment [147].

• Enable dynamic policy adaptation

# Regulatory rules must evolve with technology. Blockchain-based systems allow
real-time enforcement without intermediaries.

# Smart contracts can facilitate fluid, programmable policy [148].

• Maintain trust through institutional alignment

# Ethical governance models must be aligned with legal norms and societal
values to avoid deviation from initial commitments due to technical updates,
commercial incentives, or regulatory gaps.

# Trust frameworks should be embedded to guide system evolution [149,150].

4.3.3. The Trust, Oversight, and Continuous Evaluation Layer (How Legitimacy,
Transparency, and Ethical Compliance Are Monitored?)

This third layer operationalizes the ethical backbone of the system, enabling the
prevention and resolution in real-time of violations.

Key elements to be considered: accountability, resilience, and societal trust. Trust is central
for BIAI in high-risk digital environments; therefore, ensuring it becomes crucial to the
effectiveness of the framework. This depends on the capacity of the BIAI systems for
transparent operation, reliable oversight, and responsive error correction, which may be
achieved through a monitoring and auditing mechanism that fulfills three core functions:
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Verifiability and Immutable Logging, Smart Contract–Based Enforcement and Dispute
Resolution, and Real-Time Oversight and Adaptive System Monitoring. Complementary
safeguards include system-level logging and auditability, ethics penetration testing, sand-
boxing and staged rollouts, third-party algorithmic audits, and participatory evaluation
(users, survivors, civil society). In addition, these functions interact, as verifiability ensures
post hoc accountability, smart contract enforcement addresses real-time disputes, and
adaptive monitoring ensures forward-looking risk detection.

Lastly, the successful implementation of BIAI systems hinges not just on technical
readiness but on their sustained alignment with evolving ethical, regulatory, and opera-
tional expectations. Although highly advanced techniques may improve performance, the
societal impact resides in the capacity of the technical solution to be embedded within a
responsive and accountable governance framework. Even more so in high-risk domains
like sextortion, where maintaining public trust and resilience over time is as important as
initial system effectiveness. Therefore, implementation must be acknowledged as a process
of iterative socio-technical coordination, not a one-off deployment.

To address the widely noted issue on tension between blockchain immutability and
legal rights such as the “right to be forgotten”, the framework suggests a hybrid storage
solution. PII (personally identifiable information) is never written to the chain. Instead,
on-chain only hashed pointers or zero-knowledge proofs (ZKPs) are kept, linking to off-
chain encrypted records stored in the possession of the respective users in what we call a
data wallet. Data deletion can therefore be implemented through revocation of the keys
and off-chain deletion, and the on-chain reference to the data is left ungatherable yet the
audit integrity is maintained in the blockchain.

This is consistent with the position of the framing interpretations of the EU (e.g.,
EDPB guidance), which acknowledge a functional deletion or economic inaccessibility as
a reasonable way of applying data erasure. Additional compliance is enforced through
the provision of consent-granting timestamps, which allow fine-grained audit trails for
legal attestation.

4.4. Discussions: Towards Real-World Application and Stakeholder Alignment

Once the CF-BIAI-SXT is articulated as an ethical infrastructure, it must also be fit
into the real world. This part of the paper discusses this thematic point, especially how
BIAI can promote equity and support institutional resilience in responding to digital
sexual exploitation.

4.4.1. Empowerment Through Data Justice and Participation

Decentralization affects more than just control of individual information—it alters the
very structure of power in data ownership. Historically, data were at risk of misuse, as
access to them was gate-kept by a small number of large corporations and government
agencies, as described in [151]. This status quo is rebalanced through blockchain technology,
which allows individuals to own and control their digital assets, leading to consumer
empowerment and fairness in making algorithmic decisions. For the use of legal and social
services, this builds on a more inclusive dataset, providing a scenario in which algorithmic
decision-making can be less biased than currently.

Using the concept of decentralization, as delivered by BIAI, alongside transparency
and enhanced security, we can identify several directions in which economic and social
equity in the context of mitigating sextortion may be discussed. The structure of the
discussion moves from micro to macro and from victim to perpetrator, highlighting how
BIAI can positively affect this chain. First, BIAI ensures democratized access to financial
resources and digital services, promoting economic equity according to the token economic
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model shown in the previous section. This feature may lead to providing a secure platform
for sextortion victims to seek help without the danger of additional exploitation.

Second, BIAI supports social equity by increasing security through privacy-aware
data processing enabled by ZKP systems. For victims of sextortion or potential victims, this
level of security and accountability is essential because it gives them confidence that their
data is being stored and handled properly and that there is accountability in such instances
when a data breach occurs. This empowers victims, encouraging them to seek help and
resources for protection; in addition, the blockchain side of BIAI facilitates decentralized
reporting systems, which in turn permit sextortion victims to report incidents securely and
anonymously. As a consequence, the risk of social ostracism is mitigated and social equity
is advanced by safeguarding the well-being of victims.

4.4.2. Systemic Equity and Institutional Reform

The link of sextortion with economic and social equity is three-pronged: from causes to
consequences and specific implications for policies and practices. Thus, sextortion may be
driven by socioeconomic factors (such as economic uncertainty, gender issues, and patriar-
chal societies). However, it may also lead to micro and macroeconomic effects. For example,
it can cause economic vulnerability and instability in victims, increase social inequality,
and perpetuate stigma and ostracism of already marginalized individuals [152,153]. Third,
when the victim does not come forward, BIAI can support identifying red flags of such an
event occurring, empowering law enforcement with analytics to improve understanding of
related crime patterns. By analyzing immutable logs and metadata trails, abuse patterns
in transactions can be highlighted, allowing for the prevention of injustice and making
the system proactive, rather than reactive. Fourth, in addition to this BIAI-supported
recognition of victims, AI-supported educational and awareness programs may prove
beneficial in supporting and empowering vulnerable individuals. These types of programs
equip victims with the knowledge to recognize and respond to threats.

4.4.3. Alignment with Public Institutions and Law Enforcement

Fifth, on the law enforcement side, after the victim has been identified and the sex-
tortion crime has been committed, BIAI can support the justice system in several ways,
ethically, by following a supranational ethical framework:

• Transparent legal processes—BIAI may guarantee that legal decisions are transpar-
ent and auditable, which will help combat corruption [154]. In turn, corruption,
through bribery and the influence of perpetrators, has been proven to affect effective
prosecution of sextortion cases, for example, in South Africa with migrants [152].

• Tamper-proof evidence—Blockchain can ensure the integrity of the chain of cus-
tody [155], while AI can be employed in the analysis and management of evidence
and digital forensics.

• Support for marginalized groups—One of the groups most affected by sextortion
is represented by migrants and refugees [152], who are also affected by a lack of
easily verifiable identification and may have access to legal aid and support through
blockchain-based identity verification.

Sixth, while the crime has been proven and aid is directed towards the victim, BIAI may
also bring efficiency and security. Blockchain-enabled anonymous payment mechanisms,
further down the mitigation process, ensure that the aid aimed at victims reaches recipients
securely and anonymously without the risk of misappropriation. Blockchain has been
proven to improve social welfare programs and promote equitable resource distribution
by ensuring that funds are not smuggled into intermediaries. Last, at a more macro level,
we must consider a two-pronged perspective: on the one hand, the role of AI in the use of
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decentralized data to improve decision-making, and, on the other hand, the transformative
role of AI and blockchain for significant parts of society. This dual perspective leads us to
reassert the need for an integrated approach to ensure the proper and ethical use of BIAI.

4.4.4. Risks and Governance Challenges in Blockchain-AI Integration

The proposed CF-BIAI-SXT framework highlights blockchain as a promising ethical
infrastructure for AI-based sextortion mitigation. However, there is the risk of over hyping
its benefits; therefore, an acknowledgement of potential risks and governance challenges
that may arise from such integration, particularly in high-risk, high-stakes environments,
is needed.

The first risk comes from the DAO Governance Vulnerabilities. DAOs are susceptible
to governance capture or majority collusion in scenarios where voting power is token-
based, as well-resourced actors might gather disproportionate influence and, thus, skew
decision-making and undermine fairness. Potential mitigations for such risks are quadratic
voting mechanisms, reputation-based access, or the introduction of veto rights for verified
civil society nodes.

The second risk also comes from collusion (coordinated manipulation of model up-
dates), but this time in federated learning that relies on distributed training across orga-
nizational nodes. This risk is enhanced by the opacity of local training environments. A
potential mitigation is the use of smart contract-enforced audit trails. Another important
risk derives from the token-based reward mechanisms. For instance, victims may be or
feel pressured to contribute data to earn tokens, or bad actors might submit synthetic data
to game model updates. The token incentive distortions may lead to a gamification of
pseudo-consensual sextortion, inducing data sharing. A mitigation measure may be the use
of real consent tracking via data wallets. Lastly, the complexity of BIAI systems brings a sig-
nificant risk, with edge-case failures, such as smart contract bugs, ZKP misconfigurations,
or identity spoofing, having outsized consequences and, more importantly, carrying the
potential to retraumatize users or compromise legal evidence. This risk may be mitigated
by ongoing third-party audits, staged rollouts, and real-time risk monitoring.

4.5. Operationalization of Ethical Principles: Privacy-First and Societal Resilience Metrics

Moving beyond high-level statements of principles means we need operational metrics
to allow the empirical validation of guiding principles in the framework. Especially, the
desires of being “privacy-first” and improving “societal resilience” need to be described in
terms that can be monitored Benchmarkable in real or simulated deployments. These prin-
ciples remain as normative ideals, unless they are operationalised as system requirements.

To be able to address these issues, we suggest a preliminary list of quantitative and
qualitative indicators that can be used for assessing the performance of the system in further
pilot implementations. These indicators are further consolidated by two overarching
categories, identified as: (1) privacy protection and user control; and (2) resilience-enabling
features, such as inclusivity, accessibility, and ethical response latency. The measures are to
be employed in prototype testing of concept and eventual field implementations and stand
as a foundation for ongoing audit and adaptive system governance.

These measures act as accountability checks as well as signposts for participatory
improvements in later design iterations. This list will be extended in future work, ac-
counting for the details of deployment within the individual systems and the input from
stakeholders. Table 7 shows the relevant metrics and recommended thresholds.
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Table 7. Operational Metrics for Evaluating “Privacy-First” and “Societal Resilience” Principles.

Principle Metric Definition Evaluation Method Target Threshold

Privacy-first Data Minimization
Ratio

Proportion of user data retained
vs. total data accessed

Logging AI queries
and ZKP audit trails <0.10

Privacy-first Consent
Auditability

% of data operations traceable to
explicit user consent

Smart contract-based
data wallet logs 100%

Societal
resilience

System
Accessibility Index

% of system functions available
in low-bandwidth environments

Network simulation
and fallback logs >90%

Societal
resilience

Governance
Inclusiveness Score

Ratio of system decisions made
through DAO voting vs.

centralized override

Smart contract vote
audit logs >75%

Societal
resilience

Abuse Detection
Latency

Time from abuse-report trigger
to flagging response

AI + blockchain
event log

comparison
<5 min

5. Conclusions
Blockchain and AI integration represent a transformative step toward addressing

complex societal and technological challenges, especially when used in addressing sexual
exploitation. Practical applications such as using federated learning for sextortion miti-
gation and blockchain-audited AI decision-making demonstrate the potential for these
technologies to align with ethical governance while solving real-world problems. In this
paper, we are tackling this literature gap, identified through both related work analyses
as well as a systematic literature review, by proposing a privacy-first, societal-resilience-
oriented conceptual framework. Specifically, we investigated to what extent decentralized
immutable traceability strengthens AI systems by addressing the ethical issues inherent in
them. Since new Internet-based technology builds on previous ones to support social and
economic activities, and thus positive societal evolution, the future of the Internet must be
inextricably tied to the ethical design of its enabling technologies.

This article positions the CF-BIAI-SXT framework in the context of established AI
ethics guidelines (such as the EU’s High-Level Expert Group on AI proposal from 2019 of
Ethics Guidelines for Trustworthy Artificial Intelligence or, from the same year, the OECD
AI Principles), as presented in Section 3. The ethical gaps and solutions identified in our
sextortion case study directly relate to principles of trustworthy AI and, hence, reinforce
the idea that the CF-BIAI-SXT framework is designed to uphold the core values deemed
essential for socially responsible AI deployment.

To conclude, our position paper highlights the potential of integrating AI and
blockchain technologies to combat this ever-growing digital threat that is increasing for
vulnerable societal categories, such as minors. In a multi-layered approach, we suggest
using AI for the early detection of sextortion attempts and providing immediate support
to victims, while blockchain ensures secure, anonymous reporting and evidence storage.
We also correlate blockchain’s transparency with increased trust in AI systems, which is
crucial when handling sensitive issues. The study indicates that this technological integra-
tion can enhance privacy and data control for users, key factors in sextortion prevention;
thus, we propose using smart contracts for secure case management and evidence collec-
tion. Overall, our findings suggest that combining AI and blockchain can significantly
strengthen societal resilience against sextortion by empowering victims and supporting
law enforcement efforts.

Ethical and governance risks: Nonetheless, as previously stated, there is a significant
literature gap in empirical studies, with the goal of using AI to support societal resilience
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thus hindered by a series of challenges researchers encounter when addressing this topic
(sextortion), such as:

• Limited Empirical Research at Risk of Obsolescence: As both the AI-sextortion and
blockchain-sextortion areas are in their infancy, empirical research remains very lim-
ited. Only a few studies deal with the use of AI (or blockchain) to detect, prevent, or
mitigate the phenomenon, and even fewer focus on the nexus of the three concepts.
This lack of transdisciplinary research holds back technology from having direct appli-
cability in solving social problems and may have major implications in the long run.
Studies might become obsolete or irrelevant as the time needed for academic research
can be excessively long compared to the speedy pace of technological changes.

• Interdisciplinary Complexity: Apart from the two technologies considered, aspects
related to psychology, sociology, anthropology, ethics, law, and economics must be
integrated to gain a clear perspective and propose potential solutions. For this, we used
two versions of reviews (a systematic and a narrative) and included a flow diagram
and code protocols in Appendix A to facilitate independent verification of both.

• Data Use and Sensitivity: Extensive exploitation of data for educating AI or carrying
out research is hindered by its sensitive nature, posing potential harm to victims, its
distribution across multiple jurisdictions and platforms, in addition to the numerous
ethical clearances needed from different local and global organizations. This interna-
tional perspective is also affected by distinct legal and regulatory frameworks, leading
to the inability to propose shared policies or resolutions.

However, this is also the stage in which, as Collingridge [156] mentions in his famous
dilemma, society must intervene to ensure that a specific technology is safely deployed and
is a solution, not a threat. Sextortion serves as a relevant example of this intersection. Both
users and stakeholders need to understand well the ethical implications of BIAI systems by
integrating extensive educational measures that are part of an integrated, comprehensive
governance framework. These measures must always contain very clear information about
the detailed use of data, the important AI decision-making processes, and the vital role
of blockchain technologies that ensure transparency and security. Always encouraging
a highly responsible use of BIAI systems with better informed consent requires the pro-
motion of sophisticated ethical knowledge among users. Thus, a better and well-matched
alignment of such complex systems with their related societal expectations and additional
ethical standards can be achieved when a properly informed user base exists. However, we
emphasize the need for careful ethical considerations in the implementation of these tech-
nologies to ensure they do not inadvertently cause harm or infringe on individual privacy
rights. The essential imperative is to ensure that human rights are upheld and individual
justice is promoted whenever blockchain technologies and AI are deployed together.

Limitations and research gaps: This position paper introduces the CF-BIAI-SXT architec-
ture as a conceptual combination of blockchain and artificial intelligence toward ethical
governance on high-risk AI applications, and more specifically for the prevention of sextor-
tion. Even though the interdisciplinary approach and methodological framework are based
on a systematic and narrative review, a number of limitations need to be considered, and
avenues for further research and validation need to be stressed.

There are two reasons for this: First, empirical validation of the proposed framework is
missing. The BPMN models do not provide active workflow instances, rather are conceptual
abstractions, and the lack of simulation, prototype implementation, or evaluation is a
shortcoming to the applicability and performance of the framework under operational
conditions. Therefore, one cannot yet claim the scalability, efficiency, and real-world
governance effect of the CF-BIAI-SXT design are given.
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Second, despite us having abstracted out crucial architectural building blocks such as
federated learning, ZKP systems, and smart-contract-based consent governance, we are yet
to define these at an implementation level. No performance benchmarks, latency analysis,
and throughput comparisons are found in the position paper. In addition, implementation
trade-offs have not been quantified, e.g., storage overhead, blockchain energy, and cross-
jurisdictional synchronization, which are the scope of further studies.

Third, the approach accepts but leaves unresolved legal frictions such as the tension
between blockchain immutability and the GDPR’s “right to be forgotten.” While potential
design patterns such as off-chain storage or revocation registries are well-known, these
have not been incorporated or tested within the current model. Legal-technical co-design is
emphasized as a future line of work.

Fourth, the principles of “privacy-first” and “societal resilience” are taken as axiomatic
essentials rather than instruments for the measurability of a system. Better understanding
how to translate such dimensions into actual evaluative numbers, such as consent traceabil-
ity, fairness scores, and resilience metrics, would greatly enhance the practical utility and
impact of the framework.

Fifth, although the current paper builds on a rich body of scholarly and gray literature,
the central intersection of AI, the blockchain, and sextortion is topical and undertheorized
in empirical research. This is supported by the low number of eligible articles from the
systematic literature review, which is further supported by the need for a narrative synthesis.
For a position paper, this deficit is acceptable, while on the other hand, such restrictiveness
undermines the generalization and reproducibility of the findings.

Furthermore, a validation stemming from survivor-centered design and participatory
prototyping would also enhance the CF-BIAI-SXT framework. If technologies are to be
both socially attuned and grounded in the real world, they will need, and must incorporate,
the feedback of affected stakeholders, from civil society, including NGOs, victims’ advo-
cates, and legal experts. Validation of this framework will involve proof of concept (PoC)
development of a blockchain-integrated AI application that mitigates sexual exploitation.
This PoC development will potentially face technical challenges associated with complex
systems development and integration, including integration complexity, scalability, and
interoperability challenges.

Future research imperatives. Further research is required to better understand the long-
term effects of BIAI systems on societal behaviors and norms. Furthermore, up-to-date
policy development is necessary to keep up with technological advances. For future
work, it is important to perform an impact assessment and evaluation of the positions,
concepts, and models proposed in this paper. This includes PoC demonstrations for
various cases of BIAI applications that address social issues. Additional criteria for the
evaluation of these developed PoCs include, as previously mentioned in our framework,
ethical and regulatory benefits, technological advances, and AI for social good. The PoC
implementation will adopt strategies to limit technical challenges associated with the
development and integration of complex systems through modular architecture design and
implementation that allows independent development and testing of various components
that make up the system. The technology choices for the implementation will focus on
blockchain stacks that have already demonstrated stable integration with external entities
such as AI components and algorithms.

Future research should also explore further improvement options for societal resilience
via the integration of blockchain technologies and AI interdisciplinary collaboration be-
tween technologists, ethicists, and policymakers. Such interdisciplinary study efforts aim
to form a foundation for addressing emerging digital threats by ensuring that BIAI systems
advance responsibly in ways that uphold human rights and promote social equity.
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Appendix A
SLR detailed methods
To cover the topics proposed in the SLR, we used the following Boolean logic on the

aforementioned databases:
(“artificial intelligence” OR “machine learning” OR “AI” OR “LLM” OR “blockchain” OR

“decentralized systems” OR “smart contracts”)
AND
(“sextortion” OR “digital sexual exploitation” OR “online coercion” OR “cyber abuse”)
AND
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(“ethics” OR “privacy” OR “accountability” OR “governance” OR “transparency” OR
“fairness” OR “bias” OR “trust” OR “digital trust” OR “AI for social good” OR “societal resilience”
OR “social resilience” OR “AI ethics” OR “ethical AI” OR “AI governance”).

Figure A1. The Integrated Methodological Framework for developing CF-BIAI-SXT.

Inclusion criteria:

• Articles must focus on AI or algorithmic systems applied in contexts of digital abuse,
especially sexual exploitation;

• Studies must engage with at least one ethical dimension (e.g., fairness, bias, data
consent, transparency, accountability);

• Papers must be peer-reviewed and published in English.

Exclusion criteria:

• Purely technical or engineering-focused without reference to ethical, legal, or societal
implications;

• Related to physical or non-digital forms of abuse;
• Gray literature or preprints.

We coded the articles in Rayyan based on the following:

• AI function (mitigation, surveillance, moderation, etc.),
• Ethical focus (e.g., bias, explainability, misuse of data),
• Governance model (centralized vs. decentralized),
• Framework alignment (AI4SG, resilience, digital trust).
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Figure A2. PRISMA flow diagram for the SLR part of the study for informing the CF-BIAI-SXT.

Table A1. SLR Coding sheet.

Field Values

Study ID FirstAuthor-Year

Published in Journal/Conference/Chapter

Evidence quality * PR (Peer-Reviewed Empirical or Technical)/C (Conceptual/Commentary)/Qual
(Peer-Reviewed Qualitative Empirical)

AI link/Function Detection/Mitigation/Moderation/Surveillance

Ethical focus Privacy/Fairness/Transparency/Bias/Accountability

Governance model Centralized/Consortium/DAO/None

Framework alignment AI4SG (AI-for-Social-Good)/Digital-trust/Resilience/None

Gap mapped by study Provenance/consent/Bias/accuracy/Opaque moderation/User
control/explainability/Evidence integrity/Fairness drift

Blockchain capacity Immutability/audit trail/Federated learning/Smart-contract
audit/Data-wallet/DAO/Chain-of-custody/On-chain logging/None

Sextortion link/relevance Direct/Related abuse/Conceptual

Methodology Empirical/Prototype/Conceptual

Notes Free text (e.g., dataset size)
* in lieu of formal scoring as explained in Section 3.1.
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Table A2. Narrative Review Coding Sheet.

Field Values

Study ID FirstAuthor-Year

Source type Journal/Conference/Policy-brief/News/Thesis/ArXiv

Peer-reviewed? PR/NP

Region/scope Country or Global

Core theme Digital-abuse tech/AI dual-use and risk/Ethical-AI framework/Blockchain capacity/Societal-resilience

Sub-themes Free list (e.g., Deepfakes; DAO governance; Survivor design)

Sextortion relevance Direct/Related abuse/Conceptual

Ethical keyword Privacy/Fairness/Transparency/Consent/Bias/Equity

Method type Emp-quantitative/Emp-qualitative/Mixed/Conceptual

Other Free notes

Table A3. Coding of the SLR seed 6.

Field

Study ID [14] [15] [16] [17] [18] [19]

Published in Journal Conf. Journal Journal/Conf. Conf. Conf.

Evidence
quality C PR Qual PR C PR

AI
link/Function

—
(commentary) Detection — (risk-

experience) Mitigation Detection

Ethical focus Privacy;
Transparency Bias; Accuracy Privacy Consent;

Privacy
Privacy;

Accountability
Fairness;

Explainability

Governance
model None Centralized None None Centralized Centralized

Framework
alignment Digital-trust Digital-trust Resilience AI4SG Digital-trust AI4SG

Gap mapped
by study

Loss of prove-
nance/consent
in AI-generated

nudes

Language-bias
and accuracy

drop in
cyber-abuse

detector

Victims distrust
opaque

moderation

Teens need data
control and

explainability

Need
tamper-proof
evidence for

deepfake
blackmail cases

Fairness drift in
real-time risk

models

Blockchain
capacity

Immutability +
audit trail for

origin
verification

Federated
learning to
enlarge/de-
bias datasets

Smart-contract
audit of

moderation
decisions

Data-wallet
permissions;
DAO youth
governance

Blockchain
chain-of-
custody

On-chain
model-

performance
logging

Sextortion
link/relevance Direct

Related abuse
(cyber-

harassment)

Related abuse
(adult

cyber-abuse)

Direct
(adolescent
sextortion)

Direct
(deepfake
blackmail)

Direct
(adolescent

sextortion-risk
detection)

Methodology Conceptual
commentary

Empirical
prototype

Empirical—
qualitative

Empirical—
mixed (survey +
posts, n ≈ 195)

Conceptual/
scoping review

Prototype/
design study

(usability pilot,
n ≈ 12)

Notes
Essay on GenAI
sextortion risks;

no dataset

TRAC-1
multilingual

dataset

Phenomenological
interviews with

K-12 teachers
(n ≈ 25)

Reddit/Tumblr
data + teen

survey; topic
modeling

Reviews PH
deepfake cases;
outlines legal
and technical

counter-
measures

Youth-centric
co-design of

risk-detection
dashboard;
early pilot
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Appendix B
In this section, we provide the preliminaries for understanding the key essential

technical concepts and frameworks that are foundational to this position paper. It is
important to introduce in this way the core principles that drive the mentioned technological
combination of blockchain technologies and AI.

Appendix B.1 Preliminaries—Technical Concepts—AI-Related Concepts

Both machine learning (ML) and LLM models are necessary to realize the AI applica-
tion that addresses the use case of sextortion, which is the focus of this paper [157–160]:

ML and LLM Algorithms: ML algorithms are models trained to identify patterns in a
dataset and provide predictions by classifying categories of values, predicting continuous
values, or organizing data in entirely new clusters. Hence, ML algorithms can be catego-
rized into classification, regression, and clustering algorithms. Yet, LLMs are algorithms
that provide prediction by understanding patterns and relationships in an existing dataset
to generate a completely new set of data in the form of natural language, coherent for hu-
man understanding. LLMs are a special type of natural language processor (NLP) realized
from various deep learning algorithms focusing on generating human-readable content.

Model performance metrics: Evaluation of AI models facilitates an understanding of
their accuracy, hence providing a layer of transparency to these algorithms that are often
considered a black box. Similar metrics used in evaluating classification ML algorithms,
such as accuracy score and F1 score, are also used in assessing the correctness of predictions
produced by LLMs. Generally, the accuracy score checks the quantity of correct predictions,
while the F1 score checks the quality of the model using properties such as model precision
and recall. Additional metrics are incorporated specifically for LLMs to check the fluency,
coherency, and relevance of predictions generated.

Algorithm execution steps: Both ML and LLM models follow similar execution pro-
cesses involving data preparation, model training, and model execution. Data preparation
involves all the steps of data pre-processing, such as data acquisition, aggregation, transfor-
mation, cleaning, normalization, etc., before the data is fed into a model for training. The
models are then trained to identify patterns and relationships in a dataset to predict a result
for a given set of data questions or to generate an entirely new set of data. The models
are optimized to achieve a particular level of performance criteria and then deployed for
execution in a real-life environment. One of the ways to optimize a model is by ensem-
ble modeling, such that several (similar) models are separately trained and their results
combined using a consensus algorithm to generate a final result.

Appendix B.2 Preliminaries—Technical Concepts—Blockchain-Related Concepts

For the blockchain-related concepts, first, we describe a typical blockchain network
and the consensus algorithm that supports it. Then, we describe smart contracts that run
on decentralized networks and token-based systems to exchange assets and values within
a blockchain network.

Blockchain network and consensus mechanisms: The blockchain network comprises
peers and nodes, that represent entities that execute transactions within the network.
Transactions are organized in blocks, cryptographically linked with previous transactions,
and are redundantly recorded across peers, ensuring consistency of the blockchain’s state
among all peers. Generally, blockchain networks fall into two categories: private and
public. In private blockchains, permission is required to join the network, while in pub-
lic blockchains, anyone can join and execute transactions on the network. Before any
transaction is accepted into the network, it undergoes validation using a specified con-
sensus method. Public blockchains commonly employ proof-based consensus methods,
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such as proof of work and proof of stake, along with their variations. In contrast, private
blockchains typically use voting-based consensus methods, often based on adaptations of
Byzantine fault-tolerant systems.

Smart contracts and tokenization: The computer programs running on the blockchains
are commonly known as smart contracts. Consequently, different rules and conditions
can be encoded within a smart contract and are executed without the need to rely on a
central entity for coordination. A blockchain application, also referred to as a decentralized
application (DApp), can consist of several smart contracts. Smart contracts are also used to
realize information assets and value exchange among the network participants. These val-
ues and digital assets can be represented in various types of tokens that exist in blockchain
networks. Some common examples of tokens are utility and non-fungible tokens (NFTs).
Utility tokens are fungible and are used to implement the ownership and transfer of values
in blockchain networks. NFTs are commonly used to provide a unique representation of
digital assets in a blockchain network.

Appendix C

Table A4. Technical Implementation Landscape for BIAI.

Dimension Challenge/Requirement Solution Approaches

Data Governance Cross-border compliance, GDPR alignment Federated ML, Data wallets, Consent logs

Architecture Choices Public vs. Private chains, On-chain vs.
Off-chain Hybrid models, selective decentralization

Smart Contracts Immutability vs. Upgradability,
Vulnerabilities

Solidity audits, Best practices, Formal
verification

Consensus Mechanisms Trade-offs: speed, cost, energy, trust PoW, PoS, BFT, context-aware selection

Interoperability Fragmented ecosystems, siloed data Standardized APIs, Cross-chain protocols

Scalability Throughput, storage, compute bottlenecks Layer-2s, Sharding, Off-chain solutions
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122. Marevac, E.; Patković, S.; Žunić, E. Decision-Making AI for Customer Worthiness and Viability. In Proceedings of the 2023 22nd
International Symposium INFOTEH-JAHORINA (INFOTEH), East Sarajevo, Bosnia and Herzegovina, 15–17 March 2023; pp. 1–6.
[CrossRef]

123. Kannan, K.; Singh, A.; Verma, M.; Jayachandran, P.; Mehta, S. Blockchain-Based Platform for Trusted Collaborations on Data and
AI Models. In Proceedings of the 2020 IEEE International Conference on Blockchain (Blockchain), Rhodes Island, Greece, 2–6
November 2020; pp. 82–89. [CrossRef]

124. Salah, K.; Rehman, M.H.U.; Nizamuddin, N.; Al-Fuqaha, A. Blockchain for AI: Review and Open Research Challenges. IEEE
Access 2019, 7, 10127–10149. [CrossRef]

125. Loreti, P.; Bracciale, L.; Raso, E.; Bianchi, G.; Sanseverino, E.R.; Gallo, P. Privacy and Transparency in Blockchain-Based Smart
Grid Operations. IEEE Access 2023, 11, 120666–120679. [CrossRef]

126. Lee, G.H.; Shin, S.Y. Federated Learning on Clinical Benchmark Data: Performance Assessment. J. Med. Internet Res. 2020, 22,
e20891. [CrossRef] [PubMed]

127. Norta, A.; Hawthorne, D.; Engel, S.L. A Privacy-Protecting Data-Exchange Wallet with Ownership-and Monetization Capabilities.
In Proceedings of the 2018 International Joint Conference on Neural Networks (IJCNN), Rio de Janeiro, Brazil, 8–13 July 2018;
pp. 1–8. [CrossRef]

128. Butt, A.; Junejo, A.Z.; Ghulamani, S.; Mahdi, G.; Shah, A.; Khan, D. Deploying Blockchains to Simplify AI Algorithm Auditing. In
Proceedings of the 2023 IEEE 8th International Conference on Engineering Technologies and Applied Sciences (ICETAS), Karachi,
Pakistan, 13–14 October 2023; pp. 1–6. [CrossRef]

129. Chaffer, T.J.; von Goins, C., II; Cotlage, D.; Okusanya, B.; Goldston, J. Decentralized Governance of AI Agents. 2024. Avail-
able online: https://www.researchgate.net/profile/Tomer-Chaffer/publication/387350593_Decentralized_Governance_of_AI_
Agents/links/67918baf75d4ab477e580447/Decentralized-Governance-of-AI-Agents.pdf (accessed on 14 April 2025).

130. Singh, N.; Dayama, P.; Pandit, V. Zero Knowledge Proofs towards Verifiable Decentralized AI Pipelines. In Financial Cryptography
and Data Security; Springer International Publishing: Cham, Switzerland, 2022; pp. 248–275. [CrossRef]

131. Balta, D.; Sellami, M.; Kuhn, P.; Schöpp, U.; Buchinger, M.; Baracaldo, N.; Anwar, A.; Ludwig, H.; Sinn, M.; Purcell, M.; et al.
Accountable Federated Machine Learning in Government: Engineering and Management Insights. In Electronic Participation:
Proceedings of the 13th IFIP WG 8.5 International Conference, ePart 2021, Granada, Spain, 7–9 September 2021; Springer International
Publishing: Cham, Switzerland, 2021; Volume 13, pp. 125–138. [CrossRef]

132. Yang, Q.; Liu, Y.; Chen, T.; Tong, Y. Federated machine learning: Concept and applications. ACM Trans. Intell. Syst. Technol. 2019,
10, 1–19. [CrossRef]

133. Tatar, U.; Gokce, Y.; Nussbaum, B. Law versus technology: Blockchain, GDPR, and tough tradeoffs. Comput. Law Secur. Rev. 2020,
38, 105454. [CrossRef]

134. Xing, Z.; Zhang, Z.; Li, M.; Liu, J.; Zhu, L.; Russello, G.; Asghar, M. Zero-Knowledge Proof-based Practical Federated Learning on
Blockchain. arXiv 2023, arXiv:2304.05590. [CrossRef]

https://doi.org/10.1109/ACCESS.2023.3349019
https://doi.org/10.1109/ACCESS.2022.3203568
https://doi.org/10.1109/ACCESS.2023.3293529
https://doi.org/10.1007/978-3-030-70501-5_14
https://doi.org/10.1007/s42979-022-01020-4
https://doi.org/10.1145/3404512.3404522
https://doi.org/10.2991/cnci-19.2019.77
https://doi.org/10.48550/arXiv.2404.17930
https://doi.org/10.1016/j.eswa.2019.113100
https://doi.org/10.1109/INFOTEH57020.2023.10094207
https://doi.org/10.1109/Blockchain50366.2020.00018
https://doi.org/10.1109/ACCESS.2018.2890507
https://doi.org/10.1109/ACCESS.2023.3326946
https://doi.org/10.2196/20891
https://www.ncbi.nlm.nih.gov/pubmed/33104011
https://doi.org/10.1109/IJCNN.2018.8489551
https://doi.org/10.1109/ICETAS59148.2023.10346420
https://www.researchgate.net/profile/Tomer-Chaffer/publication/387350593_Decentralized_Governance_of_AI_Agents/links/67918baf75d4ab477e580447/Decentralized-Governance-of-AI-Agents.pdf
https://www.researchgate.net/profile/Tomer-Chaffer/publication/387350593_Decentralized_Governance_of_AI_Agents/links/67918baf75d4ab477e580447/Decentralized-Governance-of-AI-Agents.pdf
https://doi.org/10.1007/978-3-031-18283-9_12
https://doi.org/10.1007/978-3-030-82824-0_10
https://doi.org/10.1145/3298981
https://doi.org/10.1016/j.clsr.2020.105454
https://doi.org/10.48550/arXiv.2304.05590


Future Internet 2025, 17, 309 46 of 47

135. Ogungbemi, O. Smart Contracts Management: The Interplay of Data Privacy and Blockchain for Secure and Efficient Real Estate
Transactions. J. Eng. Res. Rep. 2024, 26, 278–300. [CrossRef]

136. Keshavarzkalhori, G.; Pérez-Solá, C.; Navarro-Arribas, G.; Herrera-Joancomartí, J.; Yajam, H. Federify: A Verifiable Federated
Learning Scheme Based on zkSNARKs and Blockchain. IEEE Access 2024, 12, 3240–3255. [CrossRef]

137. Xuan, T.R.; Ness, S. Integration of Blockchain and AI: Exploring application in the digital business. J. Eng. Res. Rep. 2023, 25,
20–39. Available online: https://www.academia.edu/download/106010959/1898.pdf (accessed on 28 April 2025). [CrossRef]

138. Khan, A.A. Reconceptualizing Policing for Cybercrime: Perspectives from Singapore. Laws 2024, 13, 44. [CrossRef]
139. Ranchordas, S. Experimental regulations for AI: Sandboxes for morals and mores. Morals Mach. 2021, 1, 86–100. [CrossRef]
140. Buocz, T.; Pfotenhauer, S.; Eisenberger, I. Regulatory sandboxes in the AI Act: Reconciling innovation and safety? Law Innov.

Technol. 2023, 15, 357–389. [CrossRef]
141. Morgan, D. Anticipatory regulatory instruments for AI systems: A comparative study of regulatory sandbox schemes. In

Proceedings of the 2023 AAAI/ACM Conference on AI, Ethics, and Society, Montréal, QC, Canada, 8–10 August 2023; pp. 980–981.
[CrossRef]

142. Yang, J.; Yue, Z.; Yuan, Y. Noise-aware sparse Gaussian processes and application to reliable industrial machinery health
monitoring. IEEE Trans. Ind. Inform. 2022, 19, 5995–6005. [CrossRef]

143. Mishra, A.; Gangisetti, G.; Khazanchi, D. Integrating edge-AI in structural health monitoring domain. arXiv 2023, arXiv:2304.03718.
[CrossRef]

144. Paquet-Clouston, M.; Romiti, M.; Haslhofer, B.; Charvat, T. Spams meet cryptocurrencies: Sextortion in the bitcoin ecosystem.
In Proceedings of the 1st ACM Conference on Advances in Financial Technologies, Zürich, Switzerland, 21–23 October 2019;
pp. 76–88. [CrossRef]

145. Feichtinger, R.; Fritsch, R.; Vonlanthen, Y.; Wattenhofer, R. The hidden shortcomings of (D)AOs–An empirical study of on-chain
governance. In International Conference on Financial Cryptography and Data Security; Springer: Cham, Switzerland, 2023; pp. 165–185.
Available online: https://link.springer.com/chapter/10.1007/978-3-031-48806-1_11 (accessed on 28 April 2025).

146. Yeung, K. Regulation by blockchain: The emerging battle for supremacy between the code of law and code as law. Mod. Law Rev.
2019, 82, 207–239. [CrossRef]

147. Zhang, P.; Ding, S.; Zhao, Q. Exploiting blockchain to make AI trustworthy: A software development lifecycle view. ACM Comput.
Surv. 2024, 56, 1–31. [CrossRef]

148. Chenna, S. AI and Blockchain: Towards Trustworthy and Secure Intelligent Systems. SSRN 2023. [CrossRef]
149. Mylrea, M.; Robinson, N. Artificial Intelligence (AI) trust framework and maturity model: Applying an entropy lens to improve

security, privacy, and ethical AI. Entropy 2023, 25, 1429. [CrossRef] [PubMed]
150. AlShamsi, M.; Salloum, S.A.; Alshurideh, M.; Abdallah, S. Artificial intelligence and blockchain for transparency in governance.

In Artificial Intelligence for Sustainable Development: Theory, Practice and Future Applications; Springer International Publishing:
Cham, Switzerland, 2020; pp. 219–230.

151. Zuboff, S. The Age of Surveillance Capitalism: The Fight for a Human Future at the New Frontier of Power; Profile Books: London,
UK, 2019.

152. Caarten, A.B.; van Heugten, L.; Merkle, O. The intersection of corruption and gender-based violence: Examining the gendered
experiences of sextortion during migration to South Africa. Afr. J. Reprod. Health 2022, 26, 45–54. Available online: https:
//www.ajol.info/index.php/ajrh/article/view/229679 (accessed on 28 April 2025).

153. Mumporeze, N.; Han-Jin, E.; Nduhura, D. Let’s spend a night together; I will increase your salary: An analysis of sextortion
phenomenon in Rwandan society. J. Sex. Aggress. 2021, 27, 120–137. [CrossRef]

154. Patil, S.; Desai, D. AI Enabled Blockchain solution for the Indian Judicial System. In Proceedings of the 2023 International
Conference on Emerging Smart Computing and Informatics (ESCI), Pune, India, 1–3 March 2023; pp. 1–6. [CrossRef]

155. Ahmad, L.; Khanji, S.; Iqbal, F.; Kamoun, F. Blockchain-based chain of custody: Towards real-time tamper-proof evidence
management. In Proceedings of the 15th International Conference on Availability, Reliability and Security, Virtual Event, 25–28
August 2020; pp. 1–8. [CrossRef]

156. Collingridge, D. The Social Control of Technology; Pinter: London, UK, 1982.
157. Ahuja, R.; Chug, A.; Gupta, S.; Ahuja, P.; Kohli, S. Classification and clustering algorithms of machine learning with their

applications. In Nature-Inspired Computation in Data Mining and Machine Learning; Patnaik, S., Yang, X.-S., Naik, B., Eds.; Springer:
Cham, Switzerland, 2020; pp. 225–248. Available online: https://link.springer.com/chapter/10.1007/978-3-030-28553-1_11
(accessed on 28 April 2025).

158. White, J.; Hays, S.; Fu, Q.; Spencer-Smith, J.; Schmidt, D.C. ChatGPT prompt patterns for improving code quality, refactoring,
requirements elicitation, and software design. In Generative AI for Effective Software Development; Springer Nature: Cham,
Switzerland, 2024; pp. 71–108. Available online: https://link.springer.com/chapter/10.1007/978-3-031-55642-5_4 (accessed on
28 April 2025).

https://doi.org/10.9734/jerr/2024/v26i81245
https://doi.org/10.1109/ACCESS.2023.3347039
https://www.academia.edu/download/106010959/1898.pdf
https://doi.org/10.9734/jerr/2023/v25i8955
https://doi.org/10.3390/laws13040044
https://doi.org/10.5771/2747-5182-2021-1-86
https://doi.org/10.1080/17579961.2023.2245678
https://doi.org/10.1145/3600211.3604732
https://doi.org/10.1109/TII.2022.3200428
https://doi.org/10.48550/arXiv.2304.03718
https://doi.org/10.1145/3318041.3355466
https://link.springer.com/chapter/10.1007/978-3-031-48806-1_11
https://doi.org/10.1111/1468-2230.12399
https://doi.org/10.1145/3614424
https://doi.org/10.2139/ssrn.4324495
https://doi.org/10.3390/e25101429
https://www.ncbi.nlm.nih.gov/pubmed/37895550
https://www.ajol.info/index.php/ajrh/article/view/229679
https://www.ajol.info/index.php/ajrh/article/view/229679
https://doi.org/10.1080/13552600.2019.1692920
https://doi.org/10.1109/ESCI56872.2023.10100151
https://doi.org/10.1145/3407023.3409199
https://link.springer.com/chapter/10.1007/978-3-030-28553-1_11
https://link.springer.com/chapter/10.1007/978-3-031-55642-5_4


Future Internet 2025, 17, 309 47 of 47

159. Lu, Y.; Liu, S.; Zhang, Q.; Xie, Z. Rtllm: An open-source benchmark for design RTL generation with large language model. In
Proceedings of the 2024 29th Asia and South Pacific Design Automation Conference (ASP-DAC), Incheon, Republic of Korea,
22–25 January 2024; pp. 722–727. [CrossRef]

160. Nazir, A.; Chakravarthy, T.K.; Cecchini, D.A.; Khajuria, R.; Sharma, P.; Mirik, A.T.; Kocaman, V.; Talby, D. LangTest: A
comprehensive evaluation library for custom LLM and NLP models. Softw. Impacts 2024, 19, 100619. [CrossRef]

Disclaimer/Publisher’s Note: The statements, opinions and data contained in all publications are solely those of the individual
author(s) and contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to
people or property resulting from any ideas, methods, instructions or products referred to in the content.

https://doi.org/10.1109/ASP-DAC58780.2024.10473904
https://doi.org/10.1016/j.simpa.2024.100619

	Introduction 
	Methodological Approach and Conceptual Foundations of This Position Paper 
	Scope and Purpose of the Position Paper 
	Methodological Approach 
	Methodology for the Evidence Synthesis: Systematic and Narrative Review 
	Methodology for the Conceptual System Modeling: BPMN Framework Logic 


	Initial Results 
	An Empirical and Conceptual Review of AI Ethics, Digital Abuse, and Frameworks for AI for Social Good and Societal Resilience 
	A Systematic Literature Review (SLR) of the Analyzed Concepts 
	A Narrative Conceptual Exploration 

	An Assessment of Blockchain’s Suitability as an Ethical Infrastructure Complementary to AI-Blockchain Operations That Address Ethical and Trust Issues in AI Systems 
	Conceptual Foundations, Contrasting AI and Blockchain 
	Rationale for Integration and Ethical Synergies 

	Blockchain Operations That Address Ethical Issues in AI 
	Federated Machine Learning and Blockchain for Privacy-Preserving and Censorship Resistance 
	Data Wallets as Tools for Survivor-Controlled Consent and Data Use 
	Smart Contracts and Zero-Knowledge Systems for Security and Confidentiality 
	Interplay of Federated Learning and ZKP—Compatibility Logic 
	Token Models and Participation Incentives for Inclusiveness 


	A Privacy-First, Societal-Resilience-Oriented Conceptual Framework Integrating AI and Blockchain as Complementary Technologies for Tackling Sextortion 
	Conceptual Framework: Integration Logic and System Architecture 
	Regulatory and Legal Harmonization 
	The Pathways—A Layered Implementation Strategy for the CF-BIAI-SXT Framework 
	The Technical Enablement Layer (What Infrastructure Is Needed for the System to Work in Practice?) 
	The Governance and Stakeholder Alignment Layer (Who Runs It, Who Participates, and How Governance Legitimacy Is Ensured?) 
	The Trust, Oversight, and Continuous Evaluation Layer (How Legitimacy, Transparency, and Ethical Compliance Are Monitored?) 

	Discussions: Towards Real-World Application and Stakeholder Alignment 
	Empowerment Through Data Justice and Participation 
	Systemic Equity and Institutional Reform 
	Alignment with Public Institutions and Law Enforcement 
	Risks and Governance Challenges in Blockchain-AI Integration 

	Operationalization of Ethical Principles: Privacy-First and Societal Resilience Metrics 

	Conclusions 
	Appendix A
	Appendix B
	Preliminaries—Technical Concepts—AI-Related Concepts 
	Preliminaries—Technical Concepts—Blockchain-Related Concepts 

	Appendix C
	References

