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Abstract

Over the past decade, wireless mobile communication technology based on the IEEE 802.11
Wireless Local Area Networks (WLANSs) has been adopted worldwide on a massive scale.
However, as the number of wireless users has soared, so has the possibility of cybercrime.
WLAN digital forensics is seen as not only a response to cybercrime in wireless networks,
but also a means to stem the increase of cybercrime in WLANs. The main challenge in
WLAN digital forensics is to intercept and preserve all the communications generated by the
mobile stations and to conduct a proper digital forensic investigation on them. In an attempt
to address this issue, the study presents firstly how a WLAN functions by simply studying the
association mechanism between mobile stations and the Access Point (AP), and secondly
how traffic is transmitted from a source to a destination address and the security attacks
associated with such transmission. Furthermore, the dissertation analyses different digital
forensic process models because every digital forensic investigation should follow a digital
forensic investigation process. The study also looks at various tools for extracting the ever-
increasing amount of evidential data that passes through the WLAN. These tools are
scrutinised to observe if they possess any digital forensic capabilities and a model is proposed

to implement digital forensic readiness in WLANs. The proposed model is designed to
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monitor, log, preserve, analyse and report wireless network traffic for digital forensic
investigations. Thus, the information needed by the digital forensic experts is rendered
readily available, should it become necessary to conduct a digital forensic investigation. The
availability of this digital information maximises the chances of its being used as digital
evidence and reduces the cost of conducting the entire digital forensic investigation process.
The proposed model is then translated into a prototype to show its viability. The results of the
prototype are then analysed through experiments. The experiments were found to increase the
usefulness of the forensically captured network traffic. The experiments showed that
organisations that use WLANSs can greatly benefit by deploying the forensic readiness model
and if an incident were to be reported later on and a digital forensic investigation is
warranted, the organisation would simple extract the forensically captured and stored data
and conduct an analysis rather than conducting the investigation from the beginning. The
dissertation also provides a critical analysis of the proposed solution and lastly, the
dissertation provides the legal issues with regard to traffic interception in the South African

context.
Keywords

Wireless Local Area Network, Access point, mobile station, association, basic service set,
passive attacks, active attacks, digital forensics, digital forensic readiness, digital forensic
process model, digital evidence, network traffic, monitoring, logging, preservation, hash
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Investigator.

Sipho Josia Ngobeni
© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Acknowledgements

I would like to express my sincere gratitude to the following people for their assistance

during the preparation and completion of this dissertation:

e God - Thank you for the talents and strength you gave me to complete this research.

e Prof. Hein Venter — Thank you for your guidance and support, and for positioning my
mind to realise that this research work is achievable.

e Ignatius Swart — Thank you sincerely for your continuous support and encouragement
throughout the entire life cycle of the dissertation.

e Angel Shozi — Thank you so much for your contribution to the development of the
prototype as a proof of concept.

e My parents — Thank you sincerely for your continuous support, love, and
encouragement throughout the entire lifecycle of this dissertation.

e Gugulethu Mashele — Thank you sincerely for the undivided love, support and
encouragement amidst difficult times.

e Isabel Claassen — Thank you sincerely for your assistance with emergency language

editing, even at the most inconvenient of times.

i
Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Table of Contents

AADSTFACT. ...t I
AT 0 OSSR I
ACKNOWIEAGEMENTS ...ttt be e e snaenas i
Table OF CONTENTS ...t v
LEST OF FIQUIES. ...ttt b e bbbt Xl
LIST OF TADIES ... bbb XV
Part 12 INTrOAUCTION ... XV
(@4 gF=T o) (= A a1 0o [T« o] o PSSR 16
1.1 INErOGUCTION ..ottt bbbttt 16
1.2 Motivation fOr this STUAY ..........cooiiiiiiiiie s 17
1.3 Problem Satement ..o e 18
1.4 GOoal and ODJECLIVES .....ccvveiiiciecie ettt 19
1.5 Research Methodology........cccooieiiiiiiicie e 20
1.6 Layout of the DISSErtation ...........cccccvveiieiieiie i 20
1.7 ConCluding REMAIKS ......cvoiuiiiiiiiiiiieieeieee e 23
PART 12 BACKGIOUNG ...ttt 24
Chapter 2 Wireless Local Area NetWOIKS ..........ccoviiiiiiiiiiiiiiieee e 25
2.1 INEFOAUCTION ..ot 25
2.2 Wireless Local Area Network ArchiteCture ............cocooiviiiiicicicncs e, 26
v
Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

2.2. 1 SEALION 1.t 27
2.2.2  ACCESS POINT (AP) ottt sre e 27
2.2.3  BasSiC Service Set (BSS)......ccciiiiiiieiiee et 27
2.2.4  Extended Service SEt (ESS).....cooiiiiiiiiieieee s 29
2.3 WLAN SEIVICES ...ttt bttt n e 30
2.3.1  SHALION SEIVICES. ...ttt bbbttt 30
2.3.2  Distribution SYSEEM SEIVICES ......ccciiiiiiiiiierierieiesie e 31
2.4 Attacks Against Wireless Local Area NetwWOrks..........ccoceveiiiiiinencneneniseeee, 33
241  PASSIVE ATEACKS .....cueiiiiiiiieieeieese et 34
A R VL T [ 1V [ oo USSR 35
2.4.1.2 EQVESUIrOPPING ...coueiieeiiiieiteitesie sttt sttt sb bbb 35
2.4.1.3  EVII TWIN ATACK .....oouiiiiiiiiicseeeee e 35
2.4.1.4  SNOUIEr-SUITING ..c.ooiiiiiiiec s 35
242  ACHVE ATACKS. ..o e 35
2.4.2.1 MAC AdAress SPOOTING .....c.cccceiiiiiiiieiiece e 36
2.4.2.2 ARP SPOOFING ..ooiviiiiiiceee e 36
2.4.2.3 Denial-0f-Service ATtACK. ..o 36
2.4.2.4 Man-in-the-Middle ATACK ...........cooiiiiiiii e 36
2.4.2.5 SeSSION HIJACKING ... .cviiiiiiiii e 37
2.4.2.6 AUACK AQAINSEWEP ....c.ooiiiiiie e 37
2.5 Concluding REMAIKS ........ccviiiiiiieiie et 37
\Y

Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Chapter 3 Digital Forensics and Digital Forensic Readingss...........ccccoccvevivivieiieeiiecnnennn, 38
3L INEFOTUCTION ..ottt 38
3.2 Defining Digital FOTrENSICS .......ccveiiieiiiieiieie st 38
3.3 Digital Forensic Process MOUEIS..........ccoiveiiiiiiiieie e 39
3.4  Defining Digital FOrensic REAUINESS.........cccovviiiiiieiiiieiiesie e 44

3.4.1  Usefulness of Incident EVIdence Data ...........cccooeririiiniiiiniic e 44
3.4.2  The Cost of Digital Forensics During an Incident ReSponse...........c.ccocvvvenenne. 45
3.5  Achieving Digital FOrensic Readingss ..........ccccereiiriiiniiinicieie e, 46
3.6 ConClUdING REMAIKS ........cciiieieiiieieee ettt re e 47

Chapter 4 Wireless LAN Digital FOFeNSICS ........cocoviiiiiieiiiicceeie e 48
4.1 INEFOTUCTION .ottt nb bbb 48
4.2  Defining WLAN Digital FOr€NSICS .......ccviiiiiiiiiiiesie it 49
4.3 WLAN Traffic Monitoring TOOIS ........cccciiiiiiiieee e 49

4.3.1  Types of Packet SNITFErs ..o 50
4.3. 1.1 WIESNAIK ..o 50
00 7 o o (1o o OSSPSR 51
4.3.1.3  KISIMEL ...ttt bbbt 51
4.3.2  DF Challenges Associated with Packet SnIiffers..........ccccoovviveiviieiieeienee, 52
4.4 ConClUAING REMAIKS .......oouiiiiiiiieie e 53
PART T MOGEIHING ottt ee e 54
Chapter 5 The Wireless Digital Forensic Readiness Model............cccccoeveviiiiiiieciiccnnn, 55
Vi

Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

5.1 INEFOTUCTION ..ottt 55
5.2  Block Diagram of the Wireless Digital Forensic Readiness Model.......................... 56
5.2.1  Traffic MONIOIING ....ooiiiiccice st 57
ST o T o | [ o TSRS 58
5.2.3  Preservation 0f LOGS ......cceiieiiiie ettt 60
524  Analysis and RePOITING.......ccoiiiiiiieiieie e 61
5.3 The WDFRM as an Integrated WHhOle..........c.ccooiiiiiiiiiiieee e, 63
5.4 ConCluding REMAIKS .......cviiiiiiiiiiiesie e 65
PART IV: Prototype and EXperiment TOOIS.........cccccvevviieiieiecc e 66
Chapter 6 PrototyPe TOOIS .......ccviiieieiie ittt sre e ens 67
6.1 INTFOTUCTION ..ottt 67
6.2  Tools Used to Develop the Prototype .........coeoeiiiiriiiniiiecee e 68
6.2.1  Computer/ Physical System ReqUIremMents...........ccooeverereneneneneseseseeeee, 68
6.2.2  Microsoft Visual Studio Express 2012 for Windows Desktop...........c.ccccueee.... 69
B.2.3  TSNAIK .o e 70
6.2.4  Microsoft SQL Server 2012 Management Studio ..........ccccceeveevieieereciie s, 71
6.2.5  Hash Utility - Hashlt........coocoiiiii e 71
6.3  Tools Used to Conduct the EXPErimMents. ........cccoeriiiririiinieee e 73
B.3.1  WWITESNAIK ....ciiiiieieceee e 73
6.3.2  NetWitness INVESHIGALOr .........ccveiiiiiiie et 74
6.4  ConCluding REMAIKS ........cccuiiiiiiiieiie et 75
\l

Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Chapter 7 Prototype DeVElOPMENT .........ccviiiiiiiiiie e 76
T 1 INEOTUCTION ..ottt 76
A o (0] (0] 1Y/ 0TIl (U | o PP UPR PR 77
7.3 Phase 1 (MONITOIING)....ciueiieieiieie ettt sne e sre e e e 78
A o o - LT I (o T o g0 ) ISR 79
7.5  Phase 3 (PreServation) ........cccoeiieiieieiiesieie et sae e e ste e sreene e 82

7.5 1 HASHING . 82
7.5.2  Hashing VErifiCatiON .........ccoiiiiiiiiiiee e 84
7.6 ConClUdING REMAIKS ........coiiiiiiciiecieee ettt re e 86

Chapter 8 Prototype EXPErimMENTS........c.coveiiiiieiieie ettt sra e s 87
8.1 INTFOTUCTION ..ottt 87
8.2  Phase 4 (Analysis) — Prototype EXPeriments ..........cccoceviriniieiinenese e, 87

8.2.1  Experiment 1: Identifying Illegal Usage of Corporate Resources..................... 88
8.2.1.1 Purpose of the EXPEriMENt........cc.oiiiiici et 88
8.2.1.2  TESE SCONAIIO.....ecueiitieieiisie ettt bbb 88
8.2.1.3 Execution of the EXPeriment ...........cccocviiieiicie e 88
8.2.2  Experiment 2: Identification of Email Containing Company Trade Secrets .....99
8.2.1.1 Purpose of the EXPerimeNnt........cccoiiiiiiiiiiieeee e 99
8.2.1.2  TESE SCONAMO .....eeueeuieeete ittt sttt 99
8.2.1.3  EXPErimMeNnt SEIUP.....ciiiiiieiie ettt 99
8.2.1.4 Execution of the EXPeriment ..........cccoeiiiiiiiiie it 102

VIl

Sipho Josia Ngobeni

© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Qe YUNIBESITHI YA PRETORIA

8.2.3  Experiment 3: Man-in-the-Middle Attack ..........cccooereriiininiiinice e 107
8.2.3.1 Purpose of the EXPerimeNnt..........ccoiiiiiiiiiiiiiieeeeee e 107
8.2.3.2  TESE SCONAITO.....ecuiiiieiicii ittt 108
8.2.3.3  EXPEIrIMENT SELUP ...cviiieiiieieeie e rie ettt sra et e e neaneenne s 108
8.2.3.4 Execution of the EXPEriment ...........coviveiiiieiiee e 109
8.3 Phase 5 (REPOMING) ....ceeiieieiiiiieie ettt sttt re et nneas 115
8.4  CoNCIUAING REMAIKS .....ccuieiiiieiieie et nneas 116
PART VI CONCIUSION ...ttt bbbt 118
Chapter 9 Critical Evaluation of the WDFRM ............cccooiviiiiiiieccc e 119
9.1 INEOTUCTION ..ottt 119
9.2  Wireless Digital Forensic Readiness Model ... 119
9.3  WLAN Digital Forensic Readingss Prototype ..........ccocuvvrveierenenescneseseseeeens 120
9.3.1  Digital FOrensic REAUINESS ........cccveiurieriiiiiriiiiesiesieeieeee e 120
9.3.2  Forensic Analysis of Network Traffic ...........ccccoovveiiiiiii e 121
9.4  Evaluation of the Wireless Digital Forensic Readiness Model................ccccceeuein. 123
9.4.1  IEEE 802.11 Performance and CharaCteriStiCs..........ccouvrrrveirenciininceenes 123
9.4.2  Average Data Rate of an IEEE 802.11g AP ......cccovviiiiieieeiee e 124
9.4.3  EXPEIT OPINION...c.eiiiiiiiiiiisiiiii ettt bbbt 124
9.5 Legal Issues with Regard to Interception of Communication..............cccccervrvenen. 125
9.6  Limitations of the WDFRM ... 126
9.7  ConCluding REMAIKS ........ccuiiiiiiii et 127
IX

Sipho Josia Ngobeni

© University of Pretoria



b
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Q= YUNIBESITHI YA PRETORIA

Chapter 10 CONCIUSION ......oiuiiiiiie ettt nbe e nreas 129
FINAI REMATIKS ...t 129
[T L o1 Lo o] =1 ] 2RSSR 132
APPENAIX A SOUFCE COUE .....eiiiiieeie ettt ettt sreesreeneennes 143
AL HASN FHIB....oeiie e 143
A.2 Data ACCESS COMPONENT .....c.oiiiiiiieitiiie e 146
ALBHESN TADIE.....eoee e 148
AL DESTON ...ttt b bbbt bbbt e e 149
A.5 Application Configuration............ceiiiiiiic i 151
AppendiX B: PUDIISNEA PAPEIS .......cveiiiece ettt 152
X
Sipho Josia Ngobeni

© University of Pretoria



Figure 1.1.
Figure 2.1.
Figure 2.2.
Figure 2.3.
Figure 2.4.
Figure 4.1.
Figure 5.1.
Figure 5.2.
Figure 5.3.
Figure 5.4.
Figure 5.5.
Figure 5.6.
Figure 6.1.
Figure 6.2.
Figure 6.3.
Figure 6.4.
Figure 6.5.
Figure 6.6.
Figure 6.7.
Figure 6.8.
Figure 7.1.
Figure 7.2.

Figure 7.3.

ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

List of Figures

A graphical representation of the layout of the dissertation...............c.ccocevvenennen. 21
Independent DASIC SEIVICE SEL .........uiiiieieieieiee e 28
INfrastructure DASIC SEIVICE SBL .......viiiieieieere e 29
EXIENCEA SEIVICE SBL ...t 30
PaSSIVE EAVESUIOPPING ... .cuveveieteitieteetieteet ettt sttt sb ettt 34
Relation of WLAN digital fOrenSiCs. .......cccooiiiiiiiniiieieeee e, 49
Block diagram of the WDFRM ........cccoiiiiiiiieeeee e, 57
Traffic monitoring COMPONENT ........coviiiiiiee e 58
Traffic 10ggiNg COMPONENT ........oiiiiiiiieieee s 59
Preservation COMPONENT ........ccoiiiiiiiieiei et 61
ANALYSIS aNd FEPOITING....c.viiiiiitiiieii e 62
Wireless digital forensic readiness model ..., 64
Prototype and eXperiment t0O0IS...........cooiiiiiiiiieiecsee e 67
MiCrosoft Visual STUTIO .........cooiiiiiiiiiiec e 69
TSNATK ... s 70
] @ T V] TSP RURPRR 71
HASNIT ... bbb 72
HASNIT ULHTITY ... 72
WIFESNATK ... e 73
NEtWItNESS INVESTIGALON .......coviiiiiiiiiiieie e 74
Wireless digital forensic readiness model (duplication of Figure 5.6).................. 77
OVerview OF ProtOtyPe SELUD ......c.eierviriiieieieie e 78
Start or stop capturing NEtWOrk traffiC..........cccoveieriniiiiiieee 80

Xl

Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Figure 7.4. One output file Of TSNAK ........ccoiiiiiiiiie s 81
Figure 7.5. Two output files Of TShark .........cccoooiiiiiiiie e 81
Figure 7.6. Ten output files Of TSNArK .........ccooiiiiiii e 82
Figure 7.7. Dialog box indicating that traffic capturing has been stopped...........cc.ccoovevveienne. 83
Figure 7.8. MD5 and SHA-1 of output file number 00001 ..........c.cccoeoiiiiiiniiieie e 84
Figure 7.9. MD5 and SHA-1 of output file number 00002 ..............ccooviiieiniiieneic 85
Figure 7.10. MD5 and SHA-1 of output file number 00003 .............ccccoiviiniiinnic 85
Figure 8.1. Ten output files of Tshark (duplication of Figure 7.6) .........ccccocevvviiiniiinnicienn, 89
Figure 8.2. Output file replayed in WIreShark ............cccooeviiiiiniiiiieeie e 89
Figure 8.3. Choosing the “Follow TCP Stream” Option ..........ccccviverieiiiiieiieieseeseere e 90
Figure 8.4. The “Follow TCP Stream” dialog DOX ........ccceiieiiiiiiiiciiiieiicneeeseeseee e 91
Figure 8.5. Merging pcap files With Wireshark ... 92
Figure 8.6. MD5 and SHA-1 hash values of the merged pcap file ..., 93
Figure 8.7. Creating a new local collection in NetWitness Investigator ...........c.ccocvvvvveinennn. 94
Figure 8.8. Specifying a directory for a local Collection............c.ccooeviiiiiniiiiiireee, 94
Figure 8.9. Importing the merged pcap file ..o 95
Figure 8.10. Viewing packets in the merged pcap file ..., 95
Figure 8.11. Detailed view of the packets in the merged pcap file.........ccoooriiiiiiiiicien, 96
Figure 8.12. Extraction of files from common protocols into a directory ..........c.ccocveevvvenenee. 96
Figure 8.13. Specifying the type of files to be extracted from the merged pcap file............... 97
Figure 8.14. Files extracted from the merged pcap file ..., 98
Figure 8.15. Digital evidence — mp3 audio filleS.........cccooeiiiiiiiiiiie e 98
Figure 8.16. Ten output files of Tshark (duplication of Figure 7.6) ..........ccccocevvnviiiinninnnnn, 100
Figure 8.17. Setup and configuration of EXPeriment 2..........ccocvvvvieienenene e, 101
Figure 8.18. Merged pcap files of FIQUIre 8.16 ........cccooveiiiiiiiiiiiccce e, 103

Xl

Sipho Josia Ngobeni

© University of Pretoria



Figure 8.109.
Figure 8.20.
Figure 8.21.
Figure 8.22.
Figure 8.23.
Figure 8.24.
Figure 8.25.
Figure 8.26.
Figure 8.27.
Figure 8.28.
Figure 8.29.
Figure 8.30.

Figure 8.31.

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

5

QA YUNIBESITHI YA PRETORIA
Resolving the noipmail.com email server to an IP address..........cccccceevvvevvnennne. 103
Filtered SMTP traffiC .....ooveiiiecie e 104
Following TCP stream of packet number 2001...........cccoocviviiiieninienieenesienn 105
Man-in-the-middle attack experiment SEtuP..........ceoveiereieiinene e 109
Determining the IP address of the Kali Linux machine — attacker.................... 110
Determining the address Of the gateway .........c.ccoveeriiereiie s 111
Determining the IP address of the legitimate USEr............cccooeiinininiiiiiieien, 111
PInging the 1egItIMAate USET .......c.ccveiieiieiierieeie s 111
Determing IP fOrwarding..........ocoooveieieiineie e 112
The attacker convinces the gateway that it is the legitimate user...................... 113
The attacker convinces the legitimate user that it is the gateway...................... 114
Determine content accessed by the legitimate USer..........ccoevvineniiineiieiienn, 114
Driftnet - digital EVIOENCE.........coiiiiieee s 115
X1l
Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

List of Tables

Table 2.1. SUMMAry OFf WLAN SEIVICES......ccveiiiiiiiieie et ae s ste e sre e sneenneas 33
Table 3.1. Summary of digital forensic process MOUEIS..........c.coeviveiiereiieiie e 43
Table 7.1, TShark Tlags.......ccveiiie e nreas 80

Table 7.2. SQL server database with MD5 and SHA-1 hash values of Tshark output files....83

Table 7.3. Excel Hash Table with MD5 and SHA-1 hash values of the Tshark output files ..83

Table 7.4. Comparison of MD5 and SHA-1 hash table for the prototype and Hashlt............. 85
Table 9.1. IEEE 802.11 SPeCIfICAtION ......ccvveviiiiiece e 123
X1V

Sipho Josia Ngobeni

© University of Pretoria


file:///C:/Users/SNgobeni/Desktop/Thesis%2018%20June%202016.docx%23_Toc454135691

&
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Q= YUNIBESITHI YA PRETORIA

Part I: Introduction

Sipho Josia Ngobeni

© University of Pretoria

XV



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Chapter 1 Q= VYUNIBESITHI YA PRETORIA

Introduction

Chapter 1 Introduction

1.1 Introduction

Information technology has evolved tremendously over the years. For example, the Internet
which is the largest of all networks, is now affecting virtually every aspect of our daily lives,
just as electricity once did. Today, a large number of individuals depend on information
technologies such as mobile phones that are equipped with third-generation (3G) technology
to surf the web, manage appointments and social networking, do online banking and
shopping, and navigate through streets using Global Positioning Systems (GPS) — to mention
but a few. This not only shows that the Internet has been embraced wholeheartedly by
mankind, but also implies that the legacy networks have become inadequate to meet the
dynamic expectations of a modern lifestyle. The next-generation network (NGN), in turn,
provides even more exciting and state-of-the-art possibilities for wireless networking (Ergen,
2004; ITU-T, 2006; Mouton, 2012; Adamczyk et al., 2007; ITU-T, 2004). One example of an
exciting NGN includes the Wireless Local Area Network (WLAN), which is discussed in

more detail in this dissertation.

One would agree that even though such information technologies provide some benefits in
our daily lives, they also possess a dark side in the form of Internet fraud. Internet fraud takes
many forms, for example, from phony items offered for sale on eBay, scurrilous rumours that
manipulate stock and market prices, to scams that promise great riches should the victim help
to facilitate a foreign financial transaction by offering his own bank account, and many other
scams that play with the innocent mind of a computer user (Wu, 2006; Huang et al., 2009).
This type of Internet fraud is called phishing (Jakobsson and Myers, 2007).

As new technologies such as Wireless Fidelity (Wi-Fi) or WLAN emerge, a paradigm shift
often occurs with regard to the way in which mobile devices communicate with the access
point. The biggest advantages provided by WLAN are its mobility, coverage and
broadcasting over the Industrial, Scientific and Medical (ISM) band (ICASA, 2015). These
characteristics all provides the “any-where” and “any-time” connectivity (Souppaya and
Scarfone, 2012; Ergen, 2004; Salem et al., 2005), which in turn, enables the mobile client to
join and leave the WLAN at any time.

Page 16
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Motivation for this Study

The open nature of the WLAN environment often makes it a perfect breeding ground for
pernicious individuals to launch vicious security attacks. For example, in 802.11 WLAN,
Medium Access Control (MAC) addresses are often openly broadcasted over the air. The
attackers can therefore sniff and spoof these MAC addresses associated with authorised users,

a scheme called MAC identity spoofing (Lackner et al., 2009).

One of the major threats of WLAN that can be orchestrated by the MAC identity spoofing is
the Denial of Service (DoS) attack where malicious individuals flood the WLAN with large
amounts of network traffic, which in turn may exhaust the resources of the WLAN
(Arockiam et al., 2012). The situation is even worse because sophisticated attacks on WLANSs
usually occur at the hardware level, so even security protocols such as WEP, WPA, WPA2
and WLAN security often have no effect (Humble and Sundholm, 2004; Gupta and Garg,
2010). To respond to all these threats, the Scientists have adopted the digital forensics
discipline which is a product of the law enforcement to help retrieve digital evidence from

Wireless LANS. This strategy is discussed in more detail in this dissertation.

The remainder of this chapter is structured as follows: Section 1.2 provides the motivation for
this research, which gives the reader a brief overview of WLAN and discusses the
foreseeable problems within WLAN. In Section 1.3 the reader is introduced to the research
problem focused on by the researcher and given an overview of how the research problem is
addressed. The reader is then provided with the goal and objectives of this dissertation in
Section 1.4, and the research methodology in Section 1.5. Chapter 1 is concluded with a brief

summary that provides an overview of the chapters to follow.

1.2 Motivation for this Study

The research undertaken for this study was motivated by several realisations, which are

discussed below.

The first realisation is that wireless technologies have become very popular around the world.
WLANS or “hotspots” blanket public places such as convention centres, airports, schools,
railway stations, coffee shops and other locations to provide seamless public access to the
Internet (Velasco et al., 2008). These hotspots provide several advantages over hard-wired

networks, including user mobility and flexibility of Internet access.
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However, due to their open nature, WLANS remain an attractive target for a large number of
security attacks (Nguyen et al., 2008; Lackner et al., 2009). The second realisation is that
electronic data may be deleted or changed easily. It is therefore of paramount importance to
collect and preserve it as quickly as possible. Also, in wireless networks, network traffic may
only exist for a split second, and information stored in volatile computer memory may only
exist for a few hours. Due to their volume, log files may be retained for a few days. However,
attackers with the necessary skills can destroy or modify digital evidence to protect
themselves (Casey, 2007).

The third realisation is that digital forensics often involves working with a large volume of
data. Therefore, searching for specific digital evidence in a large volume of network traffic

would be like looking for a needle in a haystack (Dripps, 2013; Casey, 2007).

The fourth realisation is that, locating and preserving digital evidence is even more difficult
when intruders are actively attempting to conceal and destroy digital evidence. In addition,
when intruders use customised toolset to commit crime, it may even be more challenging to

apprehend them (Casey, 2006).

Having introduced the reader to the realisations that motivated the researcher to conduct this
research, the next section explores the problem statement that constitutes the focus of this

study.

1.3 Problem Statement

The advantages of using a WLAN represent only one side of the coin; the fact is that it faces
some challenges as well. For example, conducting a digital forensic investigation in a WLAN
environment is problematic. This is because a WLAN is an open environment where mobile
clients join and leave the network at any time, making it a real challenge to monitor and/or
seize and investigate these mobile devices. By the time the investigation is required, the
devices have long since left the network and communications have long been lost. Even when
used legitimately to analyse protocols, packet sniffers are prone to miss some of the packets
that pass through the network (Broadway et al., 2008). This is because packet sniffers are

configured in such a way that they must be able to receive a packet, save it to disk and return
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to the listening mode before the next packet arrives (Broadway et al., 2008; Casey, 2004).
The large amount of traffic that passes through the network makes it difficult for packet
sniffers to capture and store the data of all the packets that are received (Broadway et al.,
2008; Casey, 2004). The result is that the digital information being collected is often

incomplete.

The main problem in WLAN digital forensics is an inability to intercept and preserve all the
communications generated by mobile devices on the networks and hence a failure to conduct
a proper digital forensic investigation. This problem is exacerbated by the fact that network
traffic exists only for a short period of time, and because of its large volume, it can only be
retained for a short period of time before storage space is depleted. It is evident that WLANSs
are not forensically ready to gather enough digital information to be used for successful
digital forensic investigations. Therefore, the research question for this dissertation is that: Is
it possible to intercept and preserve all the communications generated by the mobile devices

in a WLAN and conduct a digital forensic investigation?

The purpose of this research therefore is to design a Digital Forensic Readiness Model and
implement it in a form of prototype to help log, monitor, preserve, analyse and report digital

evidence in a forensically sound manner.

1.4 Goal and Objectives

The goal of this dissertation is to design a Wireless Digital Forensic Readiness Model
(WDFRM) that can help to monitor, log and preserve wireless network traffic for subsequent
digital forensic investigation. The specific objectives that are pursued as part of the goal

above are as follows:

(i) Analyse existing related work on WLANS, on digital forensics and digital forensic
readiness, as well as on wireless digital forensics.

(it)  Design the Wireless Digital Forensic Readiness Model (WDFRM).

(iii) Develop a prototype of the WDFRM as a proof of concept.

(iv) Interpret the results of the prototype through experiments.
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1.5 Research Methodology

The research approach followed in this study involves four methods: literature review,
modelling, development and analysis. A more detailed description of these methods follows

below:

1. Literature review: This part involves conducting a state-of-the-art literature survey on
WLANS, digital forensics and digital forensic readiness, as well as wireless digital
forensics in order to determine related work in these areas of interest.

2. Modelling: The theoretical knowledge gained from the literature review is used as the
basis for formulating the Wireless Digital Forensic Readiness Model (WDFRM) that can
help monitor, log and preserve wireless network traffic for digital forensic investigations.

3. Prototyping: A prototype is developed to validate the implementation of digital forensic
readiness in a WLAN environment.

4. Experimentation: The developed prototype is analysed through experiments.

1.6 Layout of the Dissertation

This dissertation consists of ten chapters divided into five parts. Figure 1.1 gives a graphical
representation of the overall layout of the dissertation and the relationship among the

chapters.

Part | consists of Chapter 1, which serves as the introduction to the entire research. The
research problem, motivation, goal and objectives, and methodology are introduced in this

chapter.

Part Il consists of three chapters, namely Chapters 2, 3 and 4. In general, this part gives to the

reader the necessary background information on the area of interest of this dissertation.

Chapter 2 in particular provides the reader with background knowledge on Wireless Local
Area Networks (WLANS) and starts off by presenting an overview on wireless network
technologies in general. The chapter proceeds by presenting various components of WLAN
architecture with a view to understanding the association mechanism between a mobile
station and an access point. The chapter further points out how network traffic is transmitted

from the source address to the intended destination address.
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A WLAN is said to be vulnerable to a number of security attacks that are classified into either

passive or active. A discussion of these security attacks is also presented in Chapter 2.

/_
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Introduction Introduction
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Figure 1.1. A graphical representation of the layout of the dissertation

Chapter 3 focuses briefly on digital forensics and digital forensic readiness as the underlying
concepts in the dissertation as a whole. Since it is necessary to understand the concept of
digital forensics before embarking on the concept of digital forensic readiness, the chapter
starts off by defining the former.
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It proceeds by presenting the concept of digital forensic readiness, as the main goal of this
research is to implement digital forensic readiness in a WLAN environment. Chapter 3
concludes by presenting a set of requirements that are necessary for achieving digital forensic

readiness.

Chapter 4 presents a background study on WLAN digital forensics. The chapter starts off
with a brief overview of WLAN digital forensics in general, after which various tools are
explored for intercepting the traffic that flows through the WLAN. The tools are then
critically scrutinised to observe if they possess any digital forensic capabilities, and the

technical challenges associated with WLAN digital forensics are studied.

Part III and Part IV constitute the ‘contribution’ parts of this dissertation. Part III consists of
one chapter, Chapter 5, devoted to the model proposed in this research. The chapter starts off
with an overview of the proposed model in a form of black box, which gives the user a
holistic view of the entire model without delving into details about the functions of every
component. Chapter 5 next explains each component of the proposed model on a high level to
illustrate its contribution towards addressing the problem statement. The components are
subsequently integrated to give a full picture of the proposed model before the focus shifts to

the phases of the digital forensic process as adopted by the proposed model.

Part IV consists of three chapters, Chapters 6, 7 and 8. This part is devoted to the
development of a prototype as a means to prove the viability of the proposed model. Chapter
6 introduces the reader to the various sets of tools that are used to develop the prototype and
to conduct the experiments. Chapter 7 deals with the development of the prototype and the
implementation of digital forensic readiness in a WLAN environment. The prototype shows
how traffic is captured from a WLAN and stored in a digitally forensic sound manner to
maintain its integrity. Chapter 8 presents the actual two prototype experiments and their
analysis of the network traffic that was captured and stored (as described in Chapter 7). An

additional wireless specific prototype is also presented.

Part V, which contains two chapters, Chapters 9 and 10, is devoted to the conclusion of the
entire dissertation. Chapter 9 highlights the two main contributions that this research has

made.
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It further explains why these items should be considered contribution to the field of WLAN
digital forensics. The chapter proceed by presenting an expert opinion, to show that
employing digital forensic readiness in a WLAN environment can minimise the cost and time
needed to conduct a fully-fledged digital forensic investigation. The chapter continue by
providing a brief summary of legal issues with regard to traffic interception in the South
African context. The chapter further discusses a more critical analysis of the proposed
solution and its disadvantages. The chapter is then concluded with a brief summary. Chapter
10 concludes the research undertaken in this dissertation by outlining the extent to which the
research problem has been solved and suggests possible areas of future research. Appendices
and the bibliography of resources consulted in this research are listed at the end of the

dissertation.

1.7 Concluding Remarks

Chapter 1 introduced the reader to the research problem addressed in this dissertation. The
motivation, goal, objectives and methodology of the research, as well as the layout of the

dissertation, are also presented in this chapter.

The next part, Part 1l of the dissertation covers the background sections that deal with

WLAN:S, digital forensics and digital forensics readiness as well as WLAN digital forensics.
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Chapter 2 Wireless Local Area Networks
2.1 Introduction

Wireless networks are classified into three main categories, i.e. Wireless Wide Area
Networks (WWANSs), Wireless Personal Area Networks (WPANSs), and Wireless Local Area
Networks (WLANSs). The WWAN uses cellular technologies and covers a wide geographic
area. WPAN has a short coverage range of up to 100m, and the most talked about
technologies of this type of wireless network are Bluetooth and infrared (IR). A WLAN also
spans a finite coverage range for example at an airport, a university, coffee shop, hospital or
railway station, and its popular networking technology is the Institute of Electronic and
Electrical Engineering (IEEE) 802.11 standards (Al-Wakeel, 2009; Karyagiannis and Owens,
2008). The WLAN is the key focus of this chapter.

Wireless Local Area Networks (WLANS) are based on a ubiquitous technology that provides
seamless internet connectivity at public locations. It utilises and uses electromagnetic waves
that are spread by spectrum technology and depends on high-speed radio waves to transfer
data in the form of signals between nodes within a limited area (Negus and Petrick, 2008).
Unlike traditional Local Area Networks (LANs), a WLAN can connect computers to the
network without any physical or wired connections and can also be point-to-point without
using access point. This suggests that the devices participating in a WLAN environment can
move around the network within a broader coverage range without experiencing disruption in

network connectivity (Rahman, 2009).

The essence of Chapter 2 is to provide the reader with some background on Wireless Local
Area Networks. When taking a closer look at the history of wireless networks, it appears that
the first WLAN was developed in 1971 by researchers at the University of Hawaii. This
WLAN was named ALOHAnet (Schwartz and Abramson, 2009), designed as a bi-directional
star topology consisting of seven computers that were made to communicate with a central
station without using any telephone lines for connection or data transfer. At this time, WLAN
hardware proved to be extremely expensive for most vendors, and was only used as an
alternative to wired LANS in places where it was impossible to use cables for data transfer
purposes (Rahman, 2009). The early improvement of WLAN technologies included vendor-
specific solutions and proprietary protocols. However, in the late 1990s these were replaced

by the IEEE 802.11 standards. Vendors began introducing products that operated within the
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900 Megahertz(MHz) frequency band and the data transfer rate of a WLAN were estimated
to be approximately 1 to 2 Megabits per second (Mbps). At this time, the wired LANs had a
data transfer rate of 10Mbps, thus the WLAN was even slower than its counterpart. In 1992,
the market started selling WLAN technologies that operated at a 2.4 Gigahertz (GHz)
frequency band, which proved to be faster compared to the 900MHz. However, the 2.4 GHz
frequency band was expensive and more prone to radio interference, and it was designed to

use only proprietary Radio Frequency (FR) technologies (Scarfone et al., 2008).

As part of the current research, a literature study was conducted to identify the components
that constitute the basic architecture of a WLAN, and to determine how wireless traffic is
nowadays forwarded from one mobile client to another through the access point. The next
section (2.2) therefore presents the WLAN architecture. This is important to discuss in this
dissertation in order to ensure that the reader understands how a WLAN functions. The
chapter proceeds by presenting the different WLAN services in Section 2.3. These services
introduce the reader to how a mobile station associates with and get authenticated to an
access point (AP); and how the AP transmits a frame or packet from the source to the

destination.

Despite the convenience provided by a WLAN, every technology is said to possess its own
dark side. A WLAN is an open environment, which renders it vulnerable to quite a number of
security attacks. To substantiate this, the chapter shifts its focus in Section 2.4 and discusses

some of the attacks that may threaten the security of a WLAN.

2.2 Wireless Local Area Network Architecture

The art of assembling computer hardware components is called computer architecture.
Similarly, when this technique is applied in WLAN:S, it is called WLAN architecture. Section
2.2 briefly describes several elements that make up WLAN architecture. WLAN has two
types of network elements, namely stations (STAS) and access points (APs). When these
actors are combined, they can form a network categorised as a Basic Service Set (BSS),
Infrastructure Basic Service Set (IBSS), and Extended Service Set (ESS). Below follows a
description of the WLAN elements with different networks that can be formed by these

elements.
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2.2.1 Station

A station is a device with the conformant of the IEEE 802.11 Medium Access Control
(MAC) and Physical Layer (PHY) to the wireless medium (Yang et al., 2005). Examples may
include a laptop, handheld device, desktop, surveillance equipment, and an Access Point
(AP). As the IEEE 802.11 and its variants continue to increase in popularity, many other
types of devices could be stations as well, such as scanners, printers and digital cameras.

2.2.2 Access Point (AP)

An AP is an entity of a WLAN that has the station functionality and it logically connects the
station to the wired Local Area Network (LAN) (Yang et al., 2005). It acts as a
communication hub that can transmit and receive WLAN radio signals. In general, an AP is

analogous to the base station used in cellular phone networks.

2.2.3 Basic Service Set (BSS)

The BSS is the simplest and most fundamental structure of the IEEE 802.11 WLAN
architecture. It consists of a set of stations that communicate with one another in a peer-to-
peer or ad hoc mode (Ergen, 2002). In a BSS, stations are mobile and there is no backbone
infrastructure or relay connection to the wired network. A BSS configured in this way is
called an Independent BSS (IBSS). Figure 2.1 gives a graphical representation of an IBSS. In
an IBSS, mobile stations communicate directly with one another. However, not every mobile
station may be able to communicate directly with every other mobile station, but they all
belong to the same IBSS. If one station must communicate with another station, the two

stations must be in direct communication range.

It is important to note that the association between a station and a BSS within an IBSS
constitutes a dynamic relationship. This suggests that a mobile station can join or leave the
BSS at any time, and a station only becomes part of the BSS when it joins the BSS structure.
It can be noted in Figure 2.1 that station E is no longer associated with the BSS structure;

hence it cannot communicate with any of the other stations (A, B, C and D).

An IBSS is said to be a short-lived network with a small number of stations, that is, two or

more stations that are created for a particular purpose (e.g. exchanging data with a vendor in
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the lobby of the company’s building or even collaborating on a presentation at a conference)

(lyas and Ahson, 2005; Sherman, 2007).
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Figure 2.1. Independent basic service set

Though it is convenient to set up an ad hoc network, managing a large number of nodes is

still a challenge; thus, it should be used only when security is not an issue.

When a BSS includes an AP, the BSS is no longer independent and it is called an
infrastructure BSS. However, it is often still referred to as a BSS. In an infrastructure BSS, all
mobile stations communicate with the AP. The AP in a BSS provides both the connection to
the wired LAN, if any, and the locally relayed function for the BSS. Therefore, if one mobile
station must communicate with another mobile station within the same BSS, the
communication must be sent first to the AP and then from the AP to the other mobile station
(O’Hara and Petrick, 2005). Figure 2.2 gives a diagrammatical illustration of the
infrastructure BSS.

A BSS configured like that in Figure 2.2 confines the mobility of the mobile stations to a
limited range, for example in a cafe, restaurant, lecture hall, conference room, etc. On the
other hand, large-sized areas such as office complexes, apartment buildings, hospitals,
factories, university campuses and warehouses cannot be covered by a single BSS but need to
be covered by an ESS, which is described next.
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Figure 2.2. Infrastructure basic service set

2.2.4 Extended Service Set (ESS)

The IEEE 802.11 extends the range of mobility of the mobile stations to an arbitrary range
through an architectural component called an Extended Service Set (ESS). An ESS is viewed
as a set of infrastructure BSSs, where the APs communicate among themselves to forward
traffic from one BSS to another and to facilitate the movement of mobile stations from one
BSS to another. The AP performs all the communications through an abstract layer called the
Distribution System (DS). The DS acts as the backbone component of a WLAN and may be
constructed of either wired or wireless connections. The DS determines if communication
received from the BSS should be relayed back to a destination in the BSS, forwarded on the
DS to another AP, or sent into the wired network infrastructure to a destination not in the
ESS. Communications received by the AP from the DS is sent to the BSS to be received by
the destination mobile station (O’Hara and Petrick, 2005). Figure 2.3 gives a diagrammatical
illustration of the ESS. In an ESS, it should be noted that all the APs can also be stations and
as such they have addresses.

Another component of the ESS is the Distribution System (DS), which is a system
component, used to interconnect a set of BSSs and integrated LANs (Yang et al., 2005). The
DS enables mobile station support in a WLAN by providing logical services necessary to

perform address-to-destination mapping and seamless integration of multiple BSSs (Mullet,
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2006). Since the DS is not necessarily a network, the IEEE 802.11 standard does not place

any restrictions on how the DS should be implemented, but only on the network services it

provides. The network services referred to here are described in the following section.

\ A
~ “ Laptopl
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Figure 2.3. Extended service set

2.3 WLAN Services

One way to define a wireless network is to look at the services it provides. The IEEE 802.11
standard provides the station services and Distribution System (DS) services as part of the DS
functions for moving data and network management operations. The services are discussed

next.

2.3.1 Station Services

The DS consists of four station services as described by the IEEE 802.11 standard, namely
authentication, deauthentication, privacy and data delivery. These services are implemented
in all the stations of the 802.11 WLAN, including the APs, and are discussed below. The
main objective of the services is to provide the security and data delivery functions of the

messages that traverse the vulnerable wireless link.
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Authentication — This is a process whereby a station verifies who it claims to be,
usually based on its identity (Bansal and Lalar, 2007). Similarly, if a station wants to
join the WLAN, it must first authenticate itself by verifying its identity to the AP
before any communication can commence. In 802.11, the identity of any mobile
station is a Medium Access Control (MAC) address (Gast, 2002). Unless such proof
of identity is provided, a station will not be able to join the wireless network and use
the available resources.

Deauthentication — This is the opposite of authentication, and usually takes place at
the end of a session to terminate association between a station and an AP (Wood,
2008). When a previously authenticated station wants to leave the WLAN, it must
first send a deauthentication frame to the AP. The deauthentication service will then
be used to terminate the service of the mobile station and prevent any further use of
the network resources (Nguyen, 2008).

Confidentiality — This refers to the limiting of access to information and its restricted
disclosure to authorised users (Privacy, 2006). The confidentiality service is also
designed to provide some level of protection for the traffic that traverses the WLAN,
as attackers may eavesdrop on this traffic in an attempt to compromise its
confidentiality. The 802.11 standard provides optional security protocols called Wi-Fi
Protected Access (WPA) and Wi-Fi Protected Access-2 (WPA-2) as a means to
thwart eavesdroppers. However, certain flaws, such as the deauthentication/
disassociation attack, have not been addressed by these protocols (Gast, 2002).
Section 2.4 provides a detailed discussion on the security flaws of the protocols.

Data delivery— Networks will not be useful if they are not capable of getting data
delivered to the intended recipient. Stations therefore utilise the MAC Service Data
Unit (MSDU) delivery service as a reliable delivery mechanism of data to the
intended recipient (Zhang et al., 2008).

Distribution System Services

IEEE 802.11 standard defines five DS services — association, reassociation,

disassociation, distribution and integration — that are necessary to allow mobile stations to
roam freely within the ESS and that allow the IEEE.802.11 WLAN to connect to the wired

LAN infrastructure outside the ESS. The services are discussed below.

Page 31
Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Chapter 2 WLAN Services

Association — This service is the same as authentication. A station is authenticated
once it is associated, and it will not be associated unless it has been authenticated. The
delivery of frames to the correct recipient in a wireless network is made possible
because stations register or associate themselves with the APs. The DS then uses the
registration information to determine where and how to deliver data to the mobile
stations (Gast, 2005). In general, the DS uses the association service to provide a
logical connection between a station and the AP.

Reassociation — This service is similar to the association service, with the exception
that it includes information about the AP in which a mobile station was previously
associated. When a mobile station roams within an extended service area, it must
evaluate its signal strength and perhaps switch from an AP in which it was associated
to another. Reassociation takes place when the signal strength of a mobile station
indicates that a different association would be beneficial. When the reassociation is
complete, the DS updates its location records to reflect the reachability of the mobile
station through a different AP (O’Hara and Petrick, 2005; Geier, 2001).
Disassociation — This service is similar to that of deauthentication. It can either be
invoked by the AP to inform mobile stations that they can no longer associate with it,
or it can be invoked by the mobile stations to inform the AP that they no longer
require the service of the WLAN. This may inter alia be due to the demand exceeding
available resources in the AP, causing the AP to shut down (Perahia and Stacey,
2013).

Distribution — This service is used in an infrastructure network. The AP uses the
distribution service to determine how to deliver the frames it receives from mobile
stations. When a mobile station sends a frame to the AP for delivery to another mobile
station, the AP invokes the distribution service to determine if the frame should be
delivered to a destination mobile station within the same BSS; to the DS for delivery
to another mobile station associated with a different AP, or to a network destination
outside the WLAN (O’Hara and Petrick, 2005).

Integration — The integration service is provided by the DS. Its main function is to
connect IEEE 802.11 WLAN with non-IEEE 802.11 networks. The integration
service achieves this by translating IEEE 802.11 frames into frames that may traverse
other networks and vice versa (i.e. translating frames from other networks to frames
that can be delivered by the IEEE 802.11 WLAN) (Chen and Guizani, 2006).
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Table 2.1 summarises the WLAN services that have been discussed above.

Table 2.1. Summary of WLAN services

. Station / .
Network Service Distribution Service Description
Authentication Station Verifies mobile station
identity prior to establishing
association.
Deauthentication Station Terminates an authenticated

mobile station’s association
with the network.

Privacy Station Protects traffic that
traverses the WLAN against
eavesdropping.

Data delivery Station Delivers data to the
intended recipient.
Association Distribution Provides a logical

connection between mobile
station and AP.
Reassociation Distribution Allows mobile station to
move from one BSS to
another within an ESS.

Disassociation Distribution Terminates connection
between a mobile station
and an AP.

Distribution Distribution Invoked by the AP to

determine how to deliver
the frame it receives to the
intended destination.

Following this discussion of the Wireless Local Area Network services, that is, the station
and Distribution System (DS) services, the next section highlights some WLAN security
attacks.

2.4 Attacks Against Wireless Local Area Networks

Unlike wired networks, wireless networks are difficult to protect because its transmission
medium is the air. This renders wireless networks vulnerable to several types of attack, which

can be classified into passive and active attacks.

Page 33
Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Chapter 2 Attacks Againts Wireless Local Area Networks

2.4.1 Passive Attacks

In a passive attack, the eavesdropper monitors the traffic of a particular wireless session. This
suggests that the attacker only listens to the transmitted traffic without altering or destroying
it. In a wireless environment, anyone with a transceiver within the transmission range can
listen to communication between a mobile device and its associated access point (AP) (llyas
and Ahson, 2005). Figure 2.4 gives a graphical representation of a typical scenario where
passive eavesdropping occurs between a mobile device and an AP. Passive attacks mostly
include traffic analysis, monitoring of unencrypted traffic, the decryption of weakly
encrypted traffic, and the capturing of authentication information such as passwords and
other sensitive information that can be used in other types of attack or be sold in the black

market at a premium (Computer networking notes, 2010).
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Figure 2.4. Passive eavesdropping

It is difficult to detect a passive eavesdropping attack because the attacker does not delete or
modify the traffic. Also, the attacker may use more powerful antennas to receive 802.11
transmissions even hundreds of feet away from the transmission range. The effects of passive
eavesdropping may be mitigated by encrypting all the traffic that traverses the wireless
network. However, depending on the encryption method used, this encryption can still be
compromised. Strong encryption algorithms should therefore be used (Alkhawaja and
Sheibani, 2011). A brief summary of these types of attacks is presented below.
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2.4.1.1 War-driving

War driving typically involves detecting and collecting Wi-Fi signals by scanning them from
nearby locations with a portable antenna (Tsui et al., 2010). This attack is typically carried
out driving around, sometimes with a GPS that hackers use to plot out areas with
vulnerabilities on a map. As mentioned, the attacker in a war-driving attack does not actively
change anything on the scanned nearby network but merely listen to network traffic with an

intention to identify vulnerabilities.

2.4.1.2 Eavesdropping

Eavesdropping is a process whereby an attacker intercepts, listen or sniff electronic
communication between communicating parties (McGraw, 2005). The sniffed or recorded
data packets can later be analysed or decrypted if encrypted in order to identify information
such passwords, open ports, and other vulnerabilities on the network.

2.4.1.3 Evil Twin Attack

An evil twin attack is a rogue access point that masquerades as a legitimate Wi-Fi access
point and entices end-users to connect to it. It is similar to website spoofing or a phishing
scam. An adversary fools the wireless users into connecting to the tainted hotspot by posing
as a legitimate provider. Once the end user connects to it, the rogue access point can

eavesdrop on wireless communications of users’ internet access (Song et al., 2010).
2.4.1.4 Shoulder-Surfing

Shoulder surfing is an act of observing displays and keystrokes over someone’s shoulder
(Bianchi et al., 2011). This form passive attack is seen as the most effective way of getting
information from someone since its relatively easy to stand next to someone and watch them
as they fill out a form, enter a PIN number at a bank machine, or credit card information as
you enter it on a web based shopping cart, or enter a username and password to access

emails.

2.4.2 Active Attacks

In contrast to a passive attack, an active attack not only monitors the traffic that traverses the

wireless network, but it also alters or destroys data, or creates fraudulent packets to jam the
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network. There are several types of active attack that can be launched against a WLAN, such
as a Denial-of-Service (DoS) attack, a Man-in-the-Middle attack, session hijacking and attack
against the Wired Equivalent Privacy (WEP). A brief summary of these attacks is presented

below.

2.4.2.1 MAC Address Spoofing

Medium Access Control (MAC) address spoofing is a technique in which an attacker changes
the factory-assigned MAC address of a network interface on a networked device. Typically,
every single wireless interface has a global unique hardware address called MAC address
which is used for identification. Though this address was initially meant not be changes,
attackers has since find a way to spoof the address in order to perform nefarious actions on
the network such as Denial of Service attacks (Chumchu et al., 2011).

2.4.2.2 ARP Spoofing

Address Resolution Protocol (APR) spoofing is a type of attack whereby an attacker sends a
falsified ARP messages over a Wireless Local Area Network. The result of this is a link of
the attacker’s MAC address with the IP address of the legitimate computer on the network.
The main idea behind this type of attack is to send bogus ARP communication to the Ethernet
LANs which gives the attacker powers to modify the traffic or block it altogether
(Technopedia, 2015).

2.4.2.3 Denial-of-Service Attack

Denial-of-Service (DoS) attacks are active attacks that are meant to cause disruption of
network services such as bandwidth, disk space, memory, etc. The goal of DoS is to deny
legitimate users access to these network or computing resources (Bicakci and Tavli, 2009).

2.4.2.4 Man-in-the-Middle Attack

A man-in-the-middle attack can be launched either for the purpose of eavesdropping on a
wireless communication or to alter the content of the packets before they reach the intended
recipient. This type of attack is very powerful because it enables the attacker not only to

monitor the communication, but also to modify it (llyas and Ahson, 2005; Henk van Tilborg
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and Jajodia, 2011).

2.4.2.5 Session Hijacking

In a session hijacking, the attacker gains unauthorised access to a session between legitimate
users and intercepts the packets in between them. To launch this attack, the attacker must be
able to masquerade as a legitimate user of the wireless network. In the end, the attacker is

able to take over the whole communication session (Alkhawaja and Sheibani, 2011).

2.4.2.6 Attack Against WEP

This encryption mechanism has several security flaws, which undermines its encryption and
authentication capabilities (Moen et al., 2004). The author acknowledged the fact that Wired
Equivalent Privacy (WEP) is an old standard and can be easily cracked, however it is still a
relevant standard since some novice users still use it, and even older equipment needs to use
WEP since they won’t run on newer standards. WPA has already demonstrated some
vulnerability and can be cracked. WPAZ2 is the current standard and the best choice especially
when used together with strong password and Advanced Encryption Standards (AES-128)
encryption. Wi-Fi Protected Setup (WPS) has since been introduced to allow home users of
WLAN to secure their networks.

2.5 Concluding Remarks

This chapter provides the foundation for the entire dissertation by describing the Wireless
Local Area Network, type of network on which the underlying environment of this research
is based. This chapter discussed the basic elements that constitute the WLAN architecture,
the WLAN services that look at how mobile stations get associated with the AP, and how

traffic is transmitted from a source to a destination address.

The fact that a WLAN is an open environment suggests that it can be vulnerable to a number
of security attacks that are referred to in this chapter. The field of digital forensics was
developed to act on these security attacks, and to retrieve digital evidence from computers
and networks. The next chapter provides the reader with an overview of digital forensics and,

subsequently, digital forensic readiness.
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Chapter 3 Digital Forensics and Digital Forensic Readiness
3.1 Introduction

The main purpose of this chapter is to introduce the reader to the background concepts of
digital forensics and digital forensic readiness. The current research aims to implement these
concepts in the Wireless Local Area Network that has been discussed in the previous chapter.

The next section defines digital forensics in the way that the concept is used throughout this
dissertation. Solving a digital forensic problem requires digital forensic experts to follow a
certain digital forensic process. The chapter therefore presents various digital forensic process
models in order to get some insight into the process model that is needed to solve the digital
forensic readiness problem addressed in this dissertation. Once the reader has been
introduced to the concept of digital forensics in general, the chapter continues by explaining
to the reader the concept of digital forensic readiness, which plays a crucial role in solving

the problem identified in this dissertation.

3.2 Defining Digital Forensics

The literature presents a profuse number of digital forensic definitions. For example, the
Digital Forensic Research Workshop (DFRW, 2001) defines digital forensics as “the
scientifically derived and proven methods towards the preservation, collection, validation,
identification, analysis, interpretation, documentation and presentation of digital evidence
derived from digital sources for the purpose of facilitating or gathering the reconstruction of
events found to be criminal, or helping to anticipate unauthorised actions shown to be

disruptive to planned operations”. Other scholars view digital forensics as:

e the process of analysing and evaluating digital data as evidence (Willassen and
Mijglsnes, 2005);

e a scientific and technological process used to search and analyse digital objects in
order to uncover digital evidence that can be entered into a court of law to answer
questions about a digital criminal activity (Carrier, 2005);

e the preservation of digital evidence in a way that satisfies the criteria set by the

jurisdiction (Leigland and Krings, 2004); and
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e the use of scientific methods towards the identification, collection, examination and
analysis of data while preserving the integrity of the information and maintaining the
chain of custody (Kent et al., 2006)

e the process of identifying, preserving, analysing and presenting digital evidence in a
manner that is legally acceptable (McKemmish, 1999).

e the science of acquiring, preserving, retrieving, and presenting data that has been

processed electronically and stored on computer media (Noblett et al., 2000).
From the above definitions, the reader can note the following common factors:

e Digital forensics is a scientific field.
e |t uses scientific methods or processes to conduct a digital crime investigation that
yields digital evidence that can tie an adversary to an unethical activity.

e The resulting digital evidence should satisfy the jurisdiction.

Despite many attempts by various scholars to define digital forensics, it stands to reason that
a digital forensic definition should include a reference to the digital forensic process. The
researcher defines digital forensics as the scientific field that uses a standardised digital
forensics process methodology to uncover digital evidence that satisfies the jurisdiction. This

definition is adopted throughout this dissertation.

Having analysed the definitions of digital forensics by various scholars and proposed the
working definition for this dissertation, the next section discusses the various digital forensic

process models as they are found in the literature.

3.3 Digital Forensic Process Models

A digital forensic investigation should adhere to the prescriptions of a proper digital forensic
process model for its evidence to be admissible in a court of law. However, to date, no single,
standardised or consistent digital forensic investigation process model has been established.
In this section, the author compares and contrasts various digital forensic investigation

process models.

Numerous scholars have attempted to create rudimentary digital forensic process models. For
example, Farmer and Venema describe some basic guidelines in their Computer Forensic

Analysis Class hand-outs (Farmer and Venema, 1999). These guidelines include steps as
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listed in Table 3.1 (a summary of the digital forensic models). Though it has to be admitted
that these guidelines provide an appropriate foundation, the remaining portion of the note
hand-outs focuses on specific UNIX forensic procedures. Farmer and Venema’s definition of
a digital forensic process for achieving the steps in Table 3.1 should have been abstracted to
be applicable to computer systems in general; however, a lack of software tools did not allow
them to explore non-UNIX systems. This prompted them to develop their own suite of tools
known as the Coroner’s Toolkit (Farmer and Venema, 2004), which assisted them to
accomplish some of their defined digital forensic phases, especially phase number six (see
Table 3.1). Without any doubt, this was a well-thought-out process model that provided a
good foundation for a standardised digital forensic process model; however, it was platform-

dependant and not an appropriate process model for digital forensics in general.

Another attempt to come up with a viable digital forensic process model was that of the first
Digital Forensic Research Workshop (DFRW). The DFRW is one of the significant
participants that took the initiative to develop a consistent and standardised digital forensic
process model (DFRW, 2001). Their digital forensic process model includes the steps as
listed in Table 3.1. The greatest challenge in respect of this process model is that analytical
procedures and protocols are not standardised, nor do practitioners and researchers use
standard terminology (Reith et al., 2002).

The US Department of Justice (DOJ) also attempted to propose a digital forensic process
model, the steps of which are listed in Table 3.1. The significant difficulty with this process
model is that the US DOJ does not make a distinction between digital forensics applied to
computers or to other electronic devices. Instead, they attempt to build a generalised digital
forensic process model that will be applicable to most electronic devices (US DOJ, 2001).

Mandia and colleagues also tried to define a viable digital forensic process model as listed in
Table 3.1 (Mandia et al., 2003). They refer to their process model as an incident response
methodology. The key problem with this methodology is that it focuses only on computer
crime and does not address the digital forensic process in terms of other digital devices such
as personal digital assistants (PDAs), smart appliances and other future electronic devices.

The researchers at the United State Air Force Institute of Technology (Reith et al., 2002)
proposed an abstract digital forensic process model with traits that are common from
previously published process models. This process model comprises the phases as listed in

Table 3.1. The most salient aspect of this process model is its broad view, which enables it to
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cover a range of incidents. However, this process model developed by Reith and colleagues
and that of the US DOJ use examination and analysis to identify and collect digital evidence.
The names of these phases may sometimes be confusing because their meanings are so
slightly different. It is common to have two digital forensic investigators referring to the same
task when they say they are “analysing a system” or “examining a system”. According to the
American Heritage Dictionary of the English Language, the definition of examine is “to study
or analyse” and the definition of analyse is “to examine methodically by separating into parts
and studying their interrelations” (American Heritage Dictionary, 2001). Despite the fact that
we acknowledge the differences between the two phases as described in this abstract digital

forensic process model, their similarity may still lead to confusion.

James and Nordby (2005) proposed specific physical crime scene investigation procedures
with phases as listed in Table 3.1. Their model highlights the importance of evidence that can
be gathered at a physical crime scene. The model shows through its documentation phase that
the physical crime scene should be properly documented and digital forensic investigators
should then use their expertise to find useful pieces of evidence at the crime scene. Though
this is a good starting point for a viable digital forensic process model, it is not only physical
objects that can be found at the physical crime scene.

The National Institute of Standard and Technology proposed (Kent at al., 2006) proposed a
digital forensic proposed model with four phases, that is, collection, examination, analysis,
and reporting as listed in Table 3.1. Without any doubt, this is the most basic and simple
digital forensic process model to follow and it is well described in the NIST standard.
However, it possesses the same drawbacks as that of the process model developed by Reith
and colleagues and that of the US DOJ which uses examination and analysis to identify and
collect digital evidence. As mentioned earlier, the names of these phases may sometimes be
confusing because their meanings are so slightly different. It is common to have two digital
forensic investigators referring to the same task when they say they are “analysing a system”

or “examining a system”.

The ISO/IEC 27043 proposes a harmonised digital forensic process model as listed in Table
3.1 The standard includes readiness, initialisation, acquisitive and investigative. This standard
is an umbrella standard that describes the width of the overall process to be followed when
conducting digital forensic investigation. The standard is deemed to pave the way for other
international standards that will cover the depth of each sub-process within the overall
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process. Without any doubt this is a good standard that like the one’s presented above, the
main challenge is that it is not encompassing, it does not cover all cases of digital forensic
investigations from a general hard drive acquisition to a more advanced network intrusion

forensic investigation.

Despite the fact that several digital forensic process models exist (as indicated above),
consensus has not yet been reached about a single, standardised digital forensic process

model that can be adopted internationally.

It should be noted that this section does not intend to come up with new digital forensic
process models, but rather aims to identify, compare and contrast various process models as
they are found in the literature. Hence, having identified, compared and contrasted various
digital forensic process models as found in the literature, the next section defines what digital

forensic readiness entails.
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Table 3.1. Summary of digital forensic process models

Digital Forensic Process Models

DFRW UsS DOJ Mandia et al. Reith et al. Farmer James and Kent et al. ISO/IEC 27043
and Nordby
Venema
1. Identification 1. Collection 1. Pre-incident 1. Identification 1. Secureand 1. Securing 1. Collection 1. Readiness
preparation isolate the crime
crime scene
scene
1. Preservation 2. Examination 2. Detection of 2. Preparation 2. Record . Crime 2. Examination 2. Initialisation
incident crime scene
scene survey
2. Collection 3. Analysis 3. Initial 3. Approach 3. Photograph 3. Crime 3. Analysis 3. Acquisitive
response strategy crime scene
scene documentat
ion
3. Examination 4. Reporting 4, Formulation 4. Preservation 4. Sketch . Crime 4. Examination 4. Investigative
of response crime scene
strategy scene searches
5. Analysis 5. Investigation 5. Collection 5. Maintain . Crime
of the excellent scene
incident notes reconstructi
(data on
collection
and
analysis)
6. Presentation 6. Reporting 6. Examination 6. Conduct . Securing
systematic the crime
search for scene
evidence
7. Decision 7. Resolution, 7. Analysis 7. Collect and . Crime
recovery and package scene
implementat physical survey
ion of evidence
security
measures
8. Presentation 8. Maintain
chain of
custody
9. Return 9. Obtain
Evidence standard/
reference
samples
10. 10. Submit
Identification evidence to
library
11. Maintain
safety at
crime
scene
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3.4 Defining Digital Forensic Readiness

Digital forensic readiness is defined as the process of maximising the ability of an
organisation to collect credible digital evidence, while minimising the cost of conducting the
entire digital forensic investigation (Tan, 2001). Mohay (2007) defines digital forensic
readiness as the extent to which computer systems or computer networks record activities and
data in a manner such that the records are sufficient for subsequent digital forensic purposes,
and such that the records are acceptable in terms of their perceived authenticity as evidence in
subsequent digital forensic investigations, while Moutaropoulos et al., 2012 perceive digital
forensic readiness as the pre-incident plan for organisation’s ability to maximise digital

evidence usage and anticipate litigation.

From the definition of digital forensic readiness, one can note that collecting data or
monitoring any network events in advance may accelerate the digital forensic investigation
process while minimising its cost. However, to date, there has been little discussion of how to
embed digital forensic readiness in networked systems, especially in WLANS, aside from

recommending the use of specific tools to conduct a digital forensic investigation.

From the definition above, it is also evident that there are two main objectives of digital

forensic readiness, namely to

e maximise the usefulness of incident evidence data, and

e reduce the cost of digital forensic investigation during an incident response.

These objectives are explored in more detail below.

3.4.1 Usefulness of Incident Evidence Data

The data from an intrusion potentially has multiple uses. It can be used as leverage in an
internal incident or as digital evidence in a court of law. It can be used to formulate plans
during an incident response or to look for additional vulnerabilities or compromise (Tan,
2001). Digital evidence acquisition and preservation remain the most crucial phases in a
digital forensic investigation process since these procedures can be performed simply, rapidly
and effectively, while reducing the time and cost needed to conduct a digital forensic

investigation.
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However, the complexity of the environment requires that the acquisition and preservation of
digital evidence be defined in detail ahead of time. This is due to the fact that any failure to
preserve the digital data on the victim or attacking systems in a timely manner may cause the
usefulness of the collected digital data to decrease. As such, some of the data may be residing
in the victim’s machine, which might be difficult to get hold of — especially in a wireless
network environment. Tan (2001) suggests that, when designing a network, the importance of
multi-tiered logging should not be overlooked. This is because the data on the attacking and
compromised system is subject to modification by the intruder, especially if the said intrusion
was successful. Multi-tiered logging not only provides various preservation sources of digital
data, but also guarantees the usefulness of the collected digital data as potential digital

evidence.

3.4.2 The Cost of Digital Forensics During an Incident Response

The corporate world is slowly but increasingly gaining an awareness of the importance and
implications of computer-based or network-based digital evidence, but many of these
organisations still believe that the challenges surrounding the collection of corporate digital
evidence are unigue to them. The effort to perform a digital forensic analysis should decrease,
while at the same time the level of integrity of the digital evidence being collected should be
maintained (Seifert et al., 2008).

The decrease in effort referred to here involves the time and cost required for an incident
response during a digital forensic investigation. For example, if an organisation is digital
forensically prepared, then there will be no huge difference between the amount of time spent
by the intruder to launch an attack on the network and the amount of time required to respond
to the incident. In general, the reduction in time to respond to an incident in a digital forensic

investigation will definitely reduce the cost of the entire digital forensic process.

Dave Dittrich, head of the Honeynet project (Tan, 2001; Honeynet, 2011) discusses an
incident that took an intruder a period of two hours to launch an attack, but it took the cyber
forensic experts a period of 40 billable hours to respond to that incident. The reason why it
took so long to respond to this incident is that the company to be investigated was not digital
forensically prepared for any incident. We therefore argue that every business organisation
has to be digital forensically ready, so that it will be able to collect any digital data in advance

of a crime and use the collected data for subsequent digital forensic purposes.
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3.5 Achieving Digital Forensic Readiness

The state of being prepared to deal effectively with events that may require digital forensic
investigation is an issue that is growing in importance (Quinn, 2005). Digital evidence can
easily be overwritten and lost, thus jeopardising the entire digital forensic investigation
process. Digital data that is held on magnetic or other transient media only requires expert
knowledge and special procedures to be preserved in a digital forensically sound manner.
Achieving digital forensic readiness means that anyone who is expected to handle an

organisation’s digital data must be experienced and qualified (Rowlingson, 2004).

One inexpensive way in which an organisation can achieve digital forensic readiness is to
have information security policies and procedures in place. An information technology
organisation may have the best antivirus and firewall protection mechanisms available;
however, unless the organisation has planned for digital forensic readiness, it could well find
itself threatened if digital forensic evidence fails the admissibility test in the face of the
judiciary. Another way to achieve digital forensic readiness is for an organisation to ensure
data integrity and authentication; the methods used to collect the digital data must be able to
prove that the collection of the digital evidence compromised neither the digital data nor the

system used to collect the data (Mocas, 2004).

In light of all this, an organisation needs to be prepared to collect digital data that may be
used in an event that requires digital forensic investigation (Ahmad, 2002). It is a commonly
known fact that a digital forensically prepared organisation can protect itself against liabilities
such as invasion of privacy and unfair dismissal claims when it has to deal with internal
matters relating to policy violation (Casey, 2004). Rowlingson (2004) suggests a ten-step

process for achieving digital forensic readiness within an organisation of any size:

1. Define the business scenarios that require digital evidence.

2. Identify available source and different types of potential evidence.

3. Determine the evidence collection requirements.

4. Establish a capability for securely gathering legally admissible evidence to meet the

requirements.

o

Establish a policy for secure storage and handling of potential digital evidence.

6. Ensure monitoring is targeted to detect and deter major incident.
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7. Specify circumstances when a full formal investigation (which may use the digital
evidence) should be launched.

8. Train staff in incident awareness, so that all those involved understand their role in the
digital evidence process and the legal sensitivities of digital evidence.

9. Document an evidence-based case describing the incident and its impact.

10. Ensure legal review to facilitate the action in response to the incident (Rowlingson,
2004).

3.6 Concluding Remarks

This chapter reviewed the attempts made by various scholars to define the concept of digital
forensics. Based on these reviews, the researcher proposed a working definition of digital
forensics in a way that is referred to throughout this dissertation. This chapter also pointed
out that it would be appropriate for the digital forensics definition to incorporate a single and
standardised digital forensic process model. However, to date, no such single and
standardised digital forensic process model has been agreed upon.

Several scholars have attempted to come up with a digital forensic process model. These
attempts were presented in this chapter. In addition, the chapter defined the concept of digital
forensic readiness as a means to improve the efficiency of the entire digital forensic

investigation process.

Extracting digital evidence residing in computers and networks, especially WLANS, remains
a daunting task. However, various scholars and the industry have since developed a number
of digital forensic tools to ease this process. The next chapter introduces the reader to ways in
which digital evidence can be extracted and analysed in a WLAN environment through the

use of specific digital forensic tools.
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Chapter 4 Wireless LAN Digital Forensics
4.1 Introduction

The release of the IEEE 802.11 standard and its supported wireless devices has boosted the
prospect of Wireless Local Area Networks (WLAN) as a universally accepted wireless
networking technology (Cusack and Laurenson, 2011). Such universal acceptance is due to
the inherent nature of the network, which provides flexibility, mobility and high speed
internet access to its associated wireless clients. Such widespread usage nonetheless comes at
a price, since the more popular the technology, the greater the chances for its potential misuse
(Turnbull and Slay, 2008).

The security of WLANSs has been subjected to extensive scrutiny by the industry and
academia in order to minimise the potential misuse of the network. A common theme that
was identified is that the WLAN is inherently insecure compared to its wired counterpart
(Arbaugh, 2003). This stems from the peculiarities of a WLAN, an open environment where

anyone with a capable device can receive the radio waves transmitted through the air.

Despite the continuing efforts made by the industry and academia about WLAN security
mechanisms — in particular, their flaws and social impact — there has been very little focus on
how to extract and analyse WLAN traffic without compromising its integrity, a discipline
known as wireless digital forensics (Siles, 2010). It is for this very reason that the current

research studies digital forensics within the WLAN computing environment.

This chapter now continues with a brief overview of WLAN digital forensics in general, after
which the focus is shifted to exploring various tools for extracting the ever-increasing amount
of evidential data that passes through the WLAN. The tools are scrutinised to observe if they
possess any digital forensic capabilities. It should be noted that the extracted evidential data
can be analysed at a later stage to draw conclusions about a case, should a need exist. The
technical challenges associated with WLAN digital forensics are also studied, after which the

chapter is concluded.
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4.2 Defining WLAN Digital Forensics

The field of WLAN digital forensics, one of the digital forensic fields, is in the limelight as a
new and emerging academic area of interest. Wireless LAN digital forensics shares some
specific characteristics with both computer and network forensics (Yim et al., 2008). A
graphic representation of this relation is given in Figure 4.1. Traditional computer forensics
generally involves data acquisition from a storage medium such as a hard drive; while
network forensics encompasses the capture, recording, and analysis of network traffic for
subsequent digital forensics purposes (Cho et al., 2006).

WLAN Digital
Forensics

Computer
Forensics

Figure 4.1. Relation of WLAN digital forensics

WLAN digital forensics involves the application of methodologies and tools required to
intercept and analyse wireless network traffic for presentation as digital evidence in a court of
law (Siles, 2010). The methodologies referred to here are the digital forensic process models
discussed in Chapter 3 (Section 3.3); while the tools referred to here are packet sniffers,

which are discussed in Section 4.3.

4.3 WLAN Traffic Monitoring Tools

The most critical and necessary step towards a WLAN digital forensic investigation is the
interception of wireless network traffic. However, this can be a daunting task since some

packets that traverse the WLAN are encrypted; also, it is difficult to collect and synchronise a
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large volume of data from multiple packet sniffers (Yeo et al., 2004). Though encrypted
packets will not prevent a packet sniffer from sniffing the traffic, chances are it will not be

able to decipher the encrypted traffic, resulting in a bunch of sniffed packets.

A packet sniffer is a software tool used to capture and analyse traffic that traverses across the
network layer of the Transmission Control Protocol/ Internet Protocol (TCP/IP) (Ansari et al.,
2002). It is complementary to wiretapping in telephone networks. Packet sniffers can be used
legitimately by system and network administrators to monitor and troubleshoot a network, for
example, finding out why computer A cannot communicate with computer B (Qadeer et al.,
2010). On the other hand, other users can use packet sniffers for nefarious reasons, for
example, sniffing out passwords and other sensitive information across the network for
personal gain (Meehan et al., 2001; Northcutt, 2000).

4.3.1 Types of Packet Sniffers

There are different types of packet sniffers; however, the most widely used ones are

Wireshark, tcpdump and Kismet.

4.3.1.1 Wireshark

Wireshark is open-source cross-platform software that passively captures 802.11 packets
transmitted through the Wireless Local Area Network (WLAN) (Seagren and Noonan, 2007;
Wang et al., 2010). One could think of Wireshark as a measuring device used to examine
what is going on inside a network cable, just like a voltmeter is used by electricians to
examine what is going on inside an electric cable (Mohammad and Mohsen, 2009).
WireShark was formerly known as Ethereal. It has a rich set of features that include but are

not limited to the following:

e Support live traffic capture and offline analysis.

e Conduct deep inspection of hundreds of protocols.

e Reconstruct captured raw packets into a more meaningful format.

e Browse captured network traffic via a Graphical User Interface (GUI), or via a
TShark utility.

e Search for packets on many criteria.

e Support VOIP analysis.

e Support multiple capture file format such as tcpdump, Pcap NG, and iplog.
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e Support decompression of traffic.

e Support packet decryption mechanism for IPsec, WEP, WPA/WPA-2, SSL/TLS, and
many other protocols.

e Support colouring rules for quick and intuitive analysis of the captured packets.

e Can export output to XML, PostScript, CSV, or plain text.

The main purpose of Wireshark is to troubleshoot network problems, examine security
problems on the network and debug protocol implementation (Orebaugh et al., 2006). It is
also sometimes used by students to learn network protocol internals (Wang et al., 2010).
Though Wireshark is not designed for digital forensic purposes, it provides a key feature for
the capturing and passive analysis of wireless network traffic, which can supply digital
evidence — hence making it a suitable tool for WLAN digital forensics. Most of the other
features, if not all, are a support of this key function.

4.3.1.2 Tcpdump

Tcpdump, like Wireshark, is open-source cross-platform software that intercepts and displays
packets that traverse the wireless network. Unlike Wireshark that uses a GUI to display the
raw captured packets, tcpdump uses a command-line interface with the libcap library to
capture packets. In some Unix-like operating systems, a user must login as a root user to use
tcpdump, because the packet-capturing mechanisms on those systems require elevated
privileges (Fuentes and Kar, 2005).

The fact that tcpdump can capture and display the raw packets makes it suitable for digital
forensics investigation purposes. Despite this, neither tcpdump nor Wireshark acts as an
Intrusion Detection System (IDS) (Mohammad and Mohsen, 2009). This suggests that neither
of the two will generate an alert or warning message when something wrong happens on the
network. However, when something wrong does happen, these tools might help the
investigator to figure out what that was (Fuentes and Kar, 2005).

4.3.1.3 Kismet

Kismet is also open-source cross-platform software that captures wireless network traffic
(McClure et al., 2003). Unlike Wireshark and tcpdump, Kismet works passively. This
suggests that, without sending any loggable packets on the network, Kismet is able to detect

the presence of both a wireless access point and its associated clients. It also has IDS
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capabilities and is able to detect other packet sniffers in a network and other wireless network
attacks. Kismet has the capability to detect default or non-configured networks, probe
requests, and even determine the level of encryption used by a closest wireless AP. It collects
and permanently stores payload information, and uses the data payload as a means to collect

and interpret information about a network (Turnbull and Slay, 2007).

Though Kismet was not initially designed for digital forensic purposes, its capability to
passively capture wireless traffic and detect any closest existing wireless AP (as well as its
associated devices) qualifies this tool to be used for wireless digital forensics. The fact is that
intruders often use rogue wireless APs to lure wireless clients to associate with it, which
amounts to unethical conduct. Kismet can be employed to detect such misconduct and the

resulting evidence can be used in a digital forensic investigation.

Having explored the packet sniffers and their capabilities within a digital forensic context,
Section 4.3.2 will explain the digital forensics challenges that are envisaged when using these

tools.

4.3.2 DF Challenges Associated with Packet Sniffers

There are several challenges associated with packet sniffers, some of which are discussed
below:

1. Law enforcement — In many jurisdictions, there are ramifications with regard to law
enforcement when network traffic headers as opposed to headers and payload are
captured; the first may be legally acceptable whereas the second may not.
Applications that collect header information need to prove beyond any reasonable
doubt and provide evidence that payload data is never stored permanently or used in
the analysis. Unfortunately, Kismet is currently designed to capture and permanently
store payload information, something that may have legal implications.

2. Limited capability of each sniffer — The sniffers discussed above have known
limitations such as signal receiving range, limited disk space due to the large amount
of traffic that passes through the network and limited amount of processing power
(Yeo etal., 2004).

3. Not initially designed for digital forensics — Whilst all the packet sniffers discussed
above (and others similar to them) possess some functionality that can be used for

digital forensic purposes, some alterations and testing to these tools may need to be
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performed to ascertain their wireless digital forensic suitability (Turnbull and Slay,
2007).

4. Cannot detect all the wireless attacks presented in Chapter 2 — Packet sniffers cannot
detect all the wireless security attacks discussed in this dissertation. This is especially
true for most of the passive attacks since they don’t leave any digital footprint on the
network; rather they sniff the network traffic looking for vulnerabilities which can be

exploited.

4.4 Concluding Remarks

This chapter clearly defined what WLAN digital forensics entails. The definition pointed out
that the tools (i.e. packet sniffers) and methodologies (i.e. digital forensic process models)
remain the most important aspect of WLAN digital forensics. Various packet sniffers were
identified and scrutinised to check if they possess any digital forensic capabilities. In
addition, the chapter also presented several digital forensic challenges associated with packet

sniffers.

Chapters 2, 3 and 4 introduced the reader to the necessary background concepts that will be
dealt with in this dissertation. Chapter 3 pointed out that conducting a digital forensic
investigation from beginning to end is a costly process. Digital forensic readiness was
therefore introduced as a mechanism that can be used to reduce the cost and time involved in
a possible digital forensic investigation, and that does not compromise the integrity of the

digital information being examined.

Having introduced the reader to the background concepts required for this dissertation, the
next chapter proposes a digital forensic readiness model that can be implemented in WLAN

environments to address the problem as stated in the introduction.
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Chapter 5 The Wireless Digital Forensic Readiness Model

5.1 Introduction

Part Il of this dissertation provided the background knowledge necessary to proceed with the
research on an appropriate model for digital forensic readiness. This background knowledge
brings to the fore the problem that constitutes the focus of this research: the key issue in
WLAN digital forensics is that it is an enormous challenge to intercept and preserve all the
communications generated by communicating mobile devices and conduct a proper digital
forensic investigation. WLANSs as such are not digital forensically ready. In other words,
without the model as proposed in this dissertation, it would currently be very difficult to

gather enough digital evidence for a successful digital forensic investigation.

This problem is exacerbated by the fact that the devices participating in a WLAN
environment are mobile, which means they can join and leave the network at any time. This
makes it difficult to attribute a criminal activity on the network to a certain suspected mobile
device because by the time the digital forensic investigation is warranted, the mobile device

may have left the network a long time ago.

Prior work has been done on wireless forensics, especially on the mechanism and system
design level (Ning et al., 2012; Cusack and Laurenson, 2011; Achi et al., 2009; Yim et al.,
2008; Velasco et al.,, 2008; Turnbull and Slay, 2008; Endicott-Popovsky et al., 2007;
Broadway et al., 2008, McGrath and Nelson, 2006). McGrath and Nelson (2006) designed
and implemented a FLUX system that automates the collection of forensic data and identifies
abnormal traffic and network weaknesses. Ning et al (2012) built an analytical framework
that computes the likelihood of digital evidence existing with respect to transmissions, given
a set of network parameters. Achi et al (2009) propose and implement techniques that can be
used for wireless digital forensics. Turnbull and Slay (2008) studied the IEEE 802.11-based
wireless networking environment from a forensic computing perspective to understand the
current state of wireless misuses, and the current tools and techniques used in wireless digital

forensics.

In summary, almost all of the above approaches study and propose techniques for solving
specific network problems that require wireless digital forensics. However, none of the
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studies or implements digital forensic readiness in a WLAN environment like we do in this

dissertation.

In an attempt to address the above problem, this research proposes a Wireless Digital
Forensic Readiness Model (WDFRM) with the capability of monitoring, logging and
preserving wireless network traffic for subsequent digital forensic investigations. The
proposed model builds on the work of Rowlingson (2004) with regard to traditional digital

forensic investigations.

This chapter constitutes the contribution part of this dissertation. It starts off by presenting an
overview of the proposed model in the form of a block diagram. The block diagram aims at
providing the reader with a holistic view of the entire model before delving into details about
the functions of each component. The components of the proposed model are then explained.
These components are discussed in detail to show how they interact with one another. The
focus then shifts to a discussion of the model as an integrated whole. Lastly, the chapter is

concluded with a brief summary.

5.2 Block Diagram of the Wireless Digital Forensic Readiness Model

The principal concept addressed by the Wireless Digital Forensic Readiness (WDFRM) is
that it monitors wireless network traffic from various access points (APs). The monitored
traffic is logged in a log file and then preserved to maintain its integrity. The information
needed by digital forensic experts is therefore rendered readily available, should it become

necessary to conduct a digital forensic investigation.

The mere fact that this digital information is now available maximises the chances of it being
used as evidence and reduces the cost of conducting an entire digital forensic investigation.
This is simply because a large part of the digital forensic process (i.e. the monitoring, logging
and preservation) would already have been conducted. Figure 5.1 indicates in a block

diagram of how the components of the WDFRM interact with one another.

The encircled numbers 1 to 5 on the right-hand side of the block diagram in Figure 5.1
represent the phases or components of the digital forensic process of the WDFRM as
indicated in Chapter 3, Table 3.1. Thus, 1 represents the monitoring phase, 2 represents the

logging phase, 3 represents the preservation phase, 4 represents the analysis phase and 5
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represents the reporting phase. These phases are described in detail from Section 5.2.1 to
Section 5.2.5.

Monitoring

AP] APn @

Perform | Logein Loggin | Perform @
Hashing |~ Eeing EEIng ~| Hashing

Y Y

Hashi . Hashi
asiing Preservation - 1ShINg @
Storage Storage

Y

Reporting @

Figure 5.1. Block diagram of the WDFRM

5.2.1 Traffic Monitoring

This section presents the traffic monitoring component that is indicated in Figure 5.2. The
reader should note that Figure 5.2 is similar to Figure 5.1. The main difference is that the
unshaded area in Part A is expanded in Part B, with the latter being the key focus of this
section. The reader should also note that Figure 5.3 — Figure 5.5 every time contain an

expanded section.

In Part B of Figure 5.2, the monitoring component shows several Mobile Devices (MDs) that
are connected to a WLAN through various Access Points (APs). This can be represented by
APi = {AP1, AP2, AP3,...., APn}; where APi denotes a set of APs from AP1 to APn. In
general, there can be many APs in a single WLAN environment. Each AP monitors all the
traffic generated by the MDs that connect to it. For security purposes, the monitoring
component uses a firewall to filter both inbound and outbound wireless traffic. Filtering is

defined as the process of controlling access to the WLAN by examining all the packets based
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on the content of their headers (Wiley, 2013). However, a firewall cannot detect all the
misconduct of the WLAN since some MDs may obscure their identity and will appear to be
legitimate users of the wireless network — therefore the proposed model employs another
component called the Capture Unit (CU) that logs all the monitored traffic. The CU is

discussed in detailed in the next section.

WDFRM

Monitoring
:_ ————————— APl |-.---..| APn @
| :
I v A 4
| “ ”
| Part A
: 1 Y
| > ) C
I r 3 * 1
|
i O
|
|
| v
|
|
|
: Part B

Firewall

Figure 5.2. Traffic monitoring component

5.2.2 Logging

This section discusses the logging component in detail. In Part B, the CU component logs all
the traffic monitored by the APs. Each AP has its own associated CU that logs the traffic
passing through the AP. The CU logs the traffic in a log file as represented in Figure 5.3. The
log file is divided into separate storage areas with each storage area consisting of, for
example, 1 Megabyte (1MB) of data. As traffic is monitored from the AP and stored in a log
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file, the storage area of the log file becomes limited. Therefore, this component creates a

block of data per several MBs, i.e. B1 in Figure 5.3 represents a block of data consisting of

4MBs, for example.
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Figure 5.3. Traffic logging component

A block is a fixed-size unit of data that is transferred together to a permanent storage space as

described in the next section. For the purpose of this model and this study, the logged

network traffic is the data packets. Therefore, whenever this study refers to ‘traffic’, it means

all the data packets passing through the APs. Finally, the CU then sends the accumulated

Sipho Josia Ngobeni

© University of Pretoria

Page 59



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Chapter 5 Block Didgrant vi'tie vviicicss Lhgital Forensic Readiness Model

blocks of data to the Evidence Storage (ES) for analysis purposes and creates a hash for each
block of data that is sent to the hashing storage for preservation purposes, as will be
explained in the next subsection. The reader should note that the CU is assumed to have
enough processing power; otherwise it would struggle to capture and store all the data

packets that flow through the network.

5.2.3 Preservation of Logs

This section discusses the preservation component in detail. The primary goal of evidence
preservation in WLANS is to ensure that absolutely no changes have been made to the logged
data since it was collected (Solomon et al., 2005). Figure 5.4 demonstrates how the logs are
being preserved in the proposed model. In Part B the Evidence Server (ES) stores all the
blocks of data received from various CUs. In general, the ES acts as a central storage of all
the data monitored from the APs. The ES logs the blocks of data in chronological order and
store them according to the AP from which the traffic was monitored. For example, in the ES,
B1AP1 represents the first block of traffic monitored from the first AP, whereas B1APnN
represents the first block of traffic monitored from the n™ AP.

The reader should note that the data stored in the ES is needed only for analysis purposes.
This data will only be analysed when a particular incident has been reported on the WLAN,
which then needs to be investigated. The hash values of the blocks of data created in the
“Perform Hashing” subcomponent within the CU are then transferred to the hashing storages
represented as “HS of AP1” (Hashing Storage of AP1) and “HS of APn” (Hashing Storage of
APn) as is represented in Part B of Figure 5.4.

The WDFRM implements a hashing storage for each AP. The H(B1AP1) in HS of AP1
represents the hash value of the first block from the first AP, and H(BL1APn) in HS of APn
represents the hash value of the first block from the nth AP (and so on). The WDFRM adopts
both the MD5 and SHA-1 hashing techniques. Neither of these hashing techniques are
addressed in detail in this dissertation since the focus is on implementing a digital forensic
readiness in a WLAN. A detailed discussion of the MD5 and SHA-1 hashing techniques can
nevertheless be found in Solomon et al (2005), who define hashing as a mathematical
function that creates a unique fixed-length string from a message of any length. The result of
a hash function is a hash value, sometimes called a message digest. The reader should note

that the hashed blocks of data will only be used during a digital forensic investigation to
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check whether the logged data on the ES was altered or not. This is a requirement of the

digital forensic process (Casey, 2007).

Since the traffic has been captured on the network using a CU and preserved through the ES
to maintain its integrity, the next section now proceeds to discuss the analysis and reporting
components of the WDFRM.
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Figure 5.4. Preservation component

5.2.4 Analysis and Reporting

The main purpose of the analysis and reporting component is to mine and extract the data
from the ES to come up with digital evidence that can associate a particular adversary with a
criminal activity committed on the WLAN. The analysis component is the one responsible for
mining data from the ES. Although it is not within the scope of this study to discuss data
mining in detail, the use of data-mining techniques should not be overlooked during the
process of conducting a digital forensic investigation. The analysed data will then be passed

to the reporting component.
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The reporting component deals with the final evidence of the entire digital forensic
investigation. It is used by the cyber forensic experts when they testify in a court of law that a
suspect was found guilty due to the evidence they gathered from the investigation. It is then
the decision of the judge/presiding officer in a court of law to decide whether the suspect is

guilty or not, based on the evidence presented by the cyber forensic experts.
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Figure 5.5. Analysis and reporting

The reader should note that the analysis and reporting components are not presented in detail
— instead they are described with a view to seeing how they fit together in the context of the
WDFRM. This is because monitoring, logging and preserving network traffic in a digital
forensically sound manner are sufficient to demonstrate the viability of the WDFRM. The
researcher nonetheless conducted an analysis of the data captured from the network and gives
an example of how to report it in the later chapters of the dissertation. This will give the

reader a sense of the actual digital evidence that can be used in a court of law.
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The analysis phase is the most significant phase of the digital forensic investigation process
since it is the one that should yield digital evidence that can be used in a court of law.
According to Garfinkel (2010) and Casey et al (2011), organisations increasingly encounter
digital data that would be difficult to analyse with today’s digital forensic tools because of
encryption, and not having a decryption key makes it challenging to find digital evidence
(Spruill, 2012). Even when data is not encrypted, the sheer volume of it makes the search for

evidence a difficult and time-consuming process.

Having introduced the reader to the different components of the proposed model, the chapter
will now continue by putting the components together to create an integrated whole and
provide a full picture of the model.

5.3 The WDFRM as an Integrated Whole

This section integrates the components discussed in the previous section and shows the
WDFRM with all its components/phases. Figure 5.6 gives a graphical representation of the
Wireless Digital Forensic Readiness Model (WDFRM). It shows how wireless traffic is
monitored in the WLAN, how the monitored traffic is logged, and how the logged traffic is
preserved to maintain its integrity. The analysis and reporting components, which render
information that is forensically ready to be used by digital forensic experts, are also depicted.

The circled numbers 1 to 5 in the model represents the five phases of the digital forensic
process which form the components of the WDRFM. In Figure 5.6, four mobile devices
(MDs) and two access points (APs) are involved in the monitoring component. Two of the
MDs are connected to each of the APs in a WLAN. It is assumed that these MDs have

Internet access.

For the purposes of this dissertation, further assumptions are made, namely that the WDFRM
is implemented in a device that is part of the WLAN, and that this device has a number of
capabilities — i.e. monitoring wireless traffic, logging the monitored traffic, preserving the
traffic, analysing the traffic and reporting the digital evidence. The component that does the
logging receives all the monitored wireless network traffic from an AP and stores the data in
a log file. The log file is divided into separate storage areas of, let’s say, 4MB. The reason for
choosing the 4MB capacity is that storing larger file sizes will reduce the number of records

in the database (DB), which means during reconstruction, fewer records need to be extracted
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from the DB. However, devices have a limited file storage space. Larger data files mean there

will be less transmission to the server.
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Figure 5.6. Wireless digital forensic readiness model

As the log file accumulates data, every fourth block (for example) is merged as a block of
data. These blocks are then transferred to the Evidence Storage (ES), which constitutes the
preservation component (Ngobeni and Venter, 2009). The WDFRM also assumes that the ES
is a sufficiently large mass storage device. The hash values of each of these blocks are next
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created and transferred to the hashing storage databases. In this way the integrity of the data
that flows through the WLAN is preserved.

Let’s assume that an incident is being reported on the WLAN. Responding to the reported
incident will not require much effort because the digital data is already forensically stored.
The cyber forensic experts will simply extract the data from the ES and do the analysis. The
integrity of the analysed data can be shown beyond any doubt by creating hash values of each
block from which the evidence was extracted, and matching those with the original hash
values of each block as stored in the hashing storage. If the hash values match, it proves that
the extracted digital evidence was in fact the original evidence, thus, it proves that the

original evidence was not tampered with or manufactured.

5.4 Concluding Remarks

This chapter proposed a model for implementing digital forensic readiness in a Wireless
Local Area Network environment. The model is based on the notion that the logging and
preserving of network traffic before an incident occurs can minimise the cost and time needed
to conduct a fully-fledged digital forensic investigation. This is because a part of the digital
forensic investigation process — that is, the monitoring, logging and preserving of network

traffic — has already been done.

The chapter introduced the model in the form of a black box at first (as shown in Figure 5.1),
in order to provide the reader with a holistic view before delving into the functions of every
component that constitutes the entire model. The components were subsequently explained in
detail with a view to showing how they interact with one another to form the complete model.
In addition to this, the components were put together to depict the model as an integrated
whole. Having introduced the reader to the Wireless Digital Forensic Readiness Model
proposed here, the chapter addressed the problem in principle as identified earlier in this
dissertation. It next continues to discuss in more detail the prototype and experiments of the

model as a proof of concept.

The next part, Part 1V, will focus exclusively on the development of the prototype and an

analysis thereof.
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Chapter 6 Prototype Tools

6.1 Introduction

Part 111 of this dissertation proposed a model that attempts to address the problem identified

in this research. The WDFRM as a whole, as well as each component was explained in detail.

Part IV consists of three chapters — Chapters 6, 7 and 8 — which are devoted to the
implementation of the model by means of a prototype. The set of tools used by the researcher
to implement the prototype are indicated by the area containing a circle numbered 1 in Figure
6.1. After implementing the prototype, the researcher analyses the results of the prototype by
conducting two experiments. The experiments are also conducted by using a set of tools that

are indicated by the area containing a circle numbered 2 in Figure 6.1.

Chapter 6 is devoted to introducing the reader to both the tools used to develop the prototype
and the tools used to conduct the experiments. The reader should note that the researcher does
not discuss these tools in detail, but merely gives an overview of them. He shows how they fit
together to develop the prototype and refers to the actual prototype experiments that will be
presented in Chapter 8. The reader should also note that the researcher did not develop any of
these tools but simply used them to perform specific functions in accordance with the
requirements of the proposed model.

< @ MS Visual Studio Tshark
| )

. NetWitness
Wireshark eSS
Investigator

Figure 6.1. Prototype and experiment tools
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Chapter 6

Chapter 7 is devoted to the development of the prototype itself using the tools introduced in
Chapter 6. The prototype demonstrates how traffic is captured from the wireless network and
stored in a digital forensically sound manner. This is done so that when a digital forensic
investigation is warranted, it can be shown beyond any reasonable doubt that the traffic

captured from the wireless network was not tampered with.

Chapter 8 takes the network traffic captured and stored in a digital forensically sound manner
(see Chapter 7) and analyses it by conducting two experiments. As in Chapter 7, the same set
of tools introduced in Chapter 6 is again used to conduct the experiments.

The remainder of this chapter is structured as follows: Section 6.2 presents the set of tools
used to develop the prototype. Section 6.3 presents the set of tools used to conduct the

experiments. Section 6.4 concludes the chapter.
6.2 Tools Used to Develop the Prototype

This section introduces the reader to the tools that are used to develop the Wireless Digital
Forensic Readiness prototype. The reader is first acquainted with the computer/ physical
system requirements in which the prototype is developed and later receives an explanation of

the tools.
6.2.1 Computer/ Physical System Requirements

The prototype that will be discussed in Chapter 7 and the experiments that are presented in

Chapter 8 are conducted in a machine complying with the following system requirements:

e System Type: 64-bit Operating System, Windows 7

e Processor: Intel(R) Core(TM)2 Duo CPU E8400 @ 3.00GHz 2.99 GHz
e RAM:4.00 GB

e Hard Disk Drive: 250 GB

o Network Adapter: Intel (R) 82567LM-3 Gigabit Network Connection

A computer system meeting the above requirements was chosen because it was sufficient to

develop the prototype as a proof of concept.
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Having introduced the reader to the system requirements for the prototype development, the
next section presents the tools that will be used to develop the prototype and to conduct the

experiments.
6.2.2 Microsoft Visual Studio Express 2012 for Windows Desktop

Figure 6.1 serves as the basis for all the figures in this section (6.2 — 6.8). In the case of
Figure 6.2 — Figure 6.8 (except for Figure 6.6) the difference is that the unshaded tool
represents the tool that is discussed in that section. In the case below, the unshaded tool in
Figure 6.2 represents the Microsoft Visual Studio software, which is used to develop the

prototype.

MS Visual Studio

Figure 6.2. Microsoft Visual Studio

Microsoft Visual Studio Express 2012 for Windows Desktop is a software development
environment, also known as an Integrated Development Environment (IDE) (Visual Studio,
2013). It is a free version of the popular MS Visual Studio 2010 IDE edition and is used
primarily by software developers to build software products, websites and utilities (Visual
Studio, 2013). This tool is used as an IDE to develop the prototype presented in Chapter 7.
The IDE has a set of minimum system requirements on which it should be run, which are the

same as those presented in Section 6.2.1.

In addition to the above, MS Visual Studio supports various native Windows languages such
as C#, VB.NET, and C++ (Microsoft, 2013a). The C# programming language was used for
the purposes of this research and proved to be useful in achieving the objective of the

prototype.
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Chapter 6

One of the requirements of the WDFRM is that the prototype should be able to capture traffic
from the network. This is achieved by using a tool called Tshark, which is discussed in the

next section.

6.2.3 Tshark

This section is devoted to a brief explanation of the Tshark application.

Tshark

Figure 6.3. Tshark

Tshark is an open-source command-line-oriented version of Wireshark (Wireshark, 2013). It
is used to capture packets from a live network or to read packets from a previously saved
capture file, either by printing a decoded form of those packets to a standard output or writing
the packets to a file (Tshark, 2013). Packet capturing in Tshark is performed using the pcap
library (Tshark, 2013).

There are other tools similar to Tshark that can be used to capture traffic from the network,
such as Wireshark, tcpdump, Ettercap, Kismet and Dsniff, to mention but a few. However,
the main reason why the researcher chose to use Tshark was that it provides flexibility to pass
flags on the command-line to achieve specific objectives of the prototype. For example, it can
specify the network interface from which to listen to the traffic, the size of the packet, the
packet file format, and the location in which the packets should be stored.

One of the requirements of the WDFRM is that the prototype should take the captured traffic
and store it in a flat file, as well as hash the same traffic and store the resulting hash values in

a database.
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Now that the reader has been introduced to the tool used to capture the traffic, the next

section discusses the type of database that is used to store the generated hash values.

6.2.4 Microsoft SQL Server 2012 Management Studio

In this section the reader is introduced to the database used in the development of the

prototype, which is the Microsoft SQL Server Management Studio.

=
( )

Figure 6.4. SQL server

Microsoft SQL Server 2012 Management Studio is an open-source, easy-to-use database
management tool used to store and retrieve data as requested by other software applications
(Microsoft, 2013b). For the purpose of the prototype, the MS Visual Studio calls the SQL
server to store the hash values of the traffic captured from the network.

One of the requirements of the WDFRM is that the prototype should be able to prove beyond
any reasonable doubt that the traffic captured from the network has not been compromised.
To achieve this, the prototype uses a tool called Hashlt, which is explained in the next

section.

6.2.5 Hash Utility - Hashlt

This section describes the Hashlt application, which aims at proving the integrity of the data
captured from the WLAN. The researcher wishes to state upfront that the Hashlt application
is not directly involved in the development of the prototype, but merely a secondary tool used
to generate hash values of the traffic captured from the network for integrity verification

purposes.
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' 0

HashlIt

Figure 6.5. Hashlt

Hashlt is an open-source and fast application that has been designed to generate both the
MD5 and SHA-1 hash values of any given input file. It works on Windows platforms
(TrishTech, 2013). Figure 6.6 shows the Hashlt utility with a hashed4MB pcap file. Note that
it took 0.843 seconds to generate both MD5 and SHA-1 hash values of the loaded file. The
speed of the Hashlt remains of paramount importance, because the digital forensic experts
will need a bunch of traffic to be hashed as quickly as possible in a real digital forensic

investigation.

=

File: Cillsers\SNgobenhDesktiopWDFRM_Prototype\Poap_Files\capture. E

tDOG 59d300f6e dbaib3bb3eldae’1alabdi4

SHA-1:  14a855eb5523b1cch3423113029251307f5c01a11

[ &dd to context menu (0]4 Time taken: 0843 s

Figure 6.6. Hashlt utility

Should a digital forensic investigation be warranted, the digital forensic experts will need to
prove beyond any reasonable doubt that the data captured by Tshark was not tampered with.
To show this, the prototype takes the original traffic captured by Tshark and hashes it using
the Hashlt application as shown in Figure 6.6. The resulting MD5 and SHA-1 hash values

from the Hashlt application will then be compared with those stored in the SQL server
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database. If the hash values match, then it will mean that the original data has not been
compromised. Section 6.2 introduced the reader to all the tools that will be used to develop
the prototype. In the next section, the researcher introduces the reader to the tools that will be

used to conduct the actual experiments (explained in detail in Chapter 8).

6.3 Tools Used to Conduct the Experiments

After capturing and storing the traffic in a digital forensically sound manner, using the set of
tools introduced in the previous section, the next step is to analyse this traffic in order to
make sense of it. To achieve this, the researcher will conduct two experiments where this
traffic gets reassembled in an attempt to determine if they contain any footprints that might
constitute digital evidence. The application tools to be discussed in this section are Wireshark

and NetWitness Investigator.

6.3.1 Wireshark

This too was defined in Section 4.3.1.1 above. It provides a rich set of features such as packet
capturing, saving, opening, importing, exporting, filtering, searching, colouring, and creating

various packet statistics.

Wireshark @

Figure 6.7. Wireshark

It should be noted that there are other tools similar to Wireshark that may be used to analyse
traffic captured from a network, inter alia Tshark, tcpdump, Ettercap and Dsniff. However,
since the traffic that flows through the network looks murky and difficult to understand, the

researcher chose to use Wireshark. Wireshark provides a Graphical User Interface (GUI)
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which is easy to navigate and which can view packets in a more readable format. For

example, the user can view a capture of a whole session.

Once the packets have been viewed in a more readable and understandable way, a tool called
NetWitness Investigator will be used to analyse the packets. In the next section, the
researcher describes the NetWitness Investigator.

6.3.2 NetWitness Investigator

Figure 6.8 is again similar to Figure 6.1, but now the unshaded tool represents the NetWitness
Investigator application, which is also used to conduct the experiment. A brief explanation of

NetWitness Investigator follows in this section.

NetWitness
Investigator

Figure 6.8. NetWitness Investigator

NetWitness Investigator is the proprietary software that effectively captures and analyses
network traffic starting from application layer entities such as users, emails, addresses, files,
and actions (Girardi, 2010). This software, however, has a free-ware version, which will be
used in the experiments. The free-ware version can only support up to 25 users
simultaneously with a data capture of up to 1GB. The reader should note that a data capture
of 1GB was sufficient for the purpose of the experiment. The proprietary version of the
software supports Linux-based network appliances and remote network monitoring,

automated reporting, and data recording (Gross, 2008).

The features of NetWitness Investigator include its ability to do live capturing of raw packets

from a wired or 802.11 wireless networks, importing and exporting of packets in the .pcap
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file format, filtering, full content search, resolving IP addresses to city/country using
integrated GeolP, hashing, and SSL decryption (Girardi, 2010).

For the purpose of this research, NetWitness Investigator will be used in the experiments to
analyse the traffic captured from the network and uncover the actual data that might be linked
to the suspect and used as digital evidence during a digital forensic investigation. Though
NetWitness Investigator provides the capability of capturing network traffic just like Tshark,
the researcher chose to use Tshark because it is a command-line-oriented tool that enables the
researcher to pass flags in it — something that could not be achieved by either NetWitness
Investigator or Wireshark.

Having introduced the reader to the tools used to develop the prototype and to conduct the

related experiments, the next section concludes this chapter with a brief summary.

6.4 Concluding Remarks

Chapter 6 presented the tools that will be used to develop the prototype in Chapter 7 and to
conduct the experiments in Chapter 8 respectively. The chapter started off by introducing the
reader to the computer/ physical system requirements on which the prototype will be
developed and further explained the appropriate tools in detail.

Each tool was considered as a separate entity and discussed to show how it will be used in the
development of the prototype and the associated experiments. Having introduced the reader
to these tools, this dissertation will now continue to discuss how the prototype of the model

presented in Chapter 5 was designed and developed using the tools presented in this chapter.
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Chapter 7 Prototype Development

7.1 Introduction

Chapter 6 introduced the reader to the tools used to develop the prototype and to conduct the

prototype experiments, with the latter discussed in detail in Chapter 8.

Chapter 7 presents the prototype as a means to validate the development of digital forensic
readiness in a WLAN environment. The proposed model consists of five digital forensic
phases marked by the five circled numbers on the right-hand side in Figure 7.1: Phase 1
(monitoring), Phase 2 (logging), Phase 3 (preservation), Phase 4 (analysis), and Phase 5
(reporting). For the sake of convenience, Figure 7.1 is a repetition of Figure 5.6 because the
prototype implements these phases. Chapter 7 focuses only on the development of Phases 1, 2

and 3, which are all encircled in grey in Figure 7.1.

The three phases presented in this chapter are sufficient to show the viability of the proposed
model. The phases demonstrate that capturing and storing network traffic in a digital
forensically sound manner not only minimises the cost of conducting a digital forensic
investigation from beginning to end, but also maintains the integrity of the network traffic
that has been collected.

Phase 4 (reporting) and Phase 5 (analysis) are presented in Chapter 8 in the form of
experiments. The researcher takes a step further in these phases and analyses the data
captured and stored in phases 1, 2 and 3. The details of Phases 4 and 5 will be unpacked in
Chapter 8.

Chapter 7 continues by presenting a high-level overview of the prototype setup and
introduces the reader to the specific network components that were used for the prototype
setup. Next, the researcher presents the monitoring phase (Phase 1) and explains the
installation and configuration of the prototype in a WLAN environment. Next phase 2
(logging) is presented. This phase shows through demonstration how the prototype logs the
bunch of traffic that flows through the WLAN. In Phase 3 (preservation), the researcher
demonstrates how the logged traffic is stored in a way that will not compromise its integrity.

The chapter as a whole is then concluded with a brief summary.
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Figure 7.1. Wireless digital forensic readiness model (duplication of Figure 5.6)

7.2 Prototype Setup

This section acquaints the reader with the prototype setup. Figure 7.2 contains an overview of
the prototype setup, which consists of the Wireless Digital Forensic Readiness prototype,
Mobile device, Ethernet and Internet. In order for the mobile device to get internet
connectivity from the WLAN, it should first connect to the WDFR prototype, which then
connects it to the Internet through the Ethernet adapter. The connection between the WDFR
prototype and the mobile device is wireless. In other words, the WDFR prototype can be seen
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as an access point in a real-life WLAN setup, which performs the association function. It can
also be viewed as a separate system that is linked directly to the access point. A detailed
discussion on how a mobile device associates with the access point for Wi-Fi connectivity
was presented in Chapter 2 of this dissertation.

The WDFR prototype implements the model proposed in Chapter 5. Phases 1, 2 and 3 of the
proposed model are developed in the WDFR prototype in this chapter, while Phases 4 and 5
are developed in the next chapter. The WDFR prototype can be viewed as an access point

with built-in functionalities of traffic monitoring, logging and preservation.

( ) Ethernet

Wireless

: Mobile device

WDER prototype

Figure 7.2. Overview of prototype setup

The dissertation next continues to present the first three phases, namely monitoring, logging

and preservation.

7.3 Phase 1 (Monitoring)

This phase entails the preparation or setting up of the WDFR prototype. This includes the
installation and configuration of all the tools introduced in Chapter 6. This phase can also be
seen as the network management phase, because it allows the user of the prototype to
configure the WDFR prototype in a way that meets the business requirements of the
organisation that controls or owns the WLAN or hotspot.
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For example, the user can configure the WDFR prototype to monitor specific types of traffic,

due to suspicious behaviour detected in the network earlier.

After installing, configuring and getting the WDFRM prototype to monitor the wireless

network traffic, the next step is to start the traffic-logging process (which is presented next).
7.4 Phase 2 (Logging)

The main essence of this section is to explain through demonstration how traffic is captured

from the network and stored in a forensically sound manner.

To start the traffic-capturing process, the prototype presents the user with a dialog box as
shown in Figure 7.3. The dialog box consists of two options, namely “Start Capture” and
“Stop Capture”. The reader should note that the “Stop Capture” option is initially disabled
because the prototype needs to start capturing traffic first before it can be halted. When the
user clicks on the “Start Capture” button, the prototype invokes the Tshark application, which
then starts capturing some of the raw packets as they traverse the WLAN. Once the traffic-
capturing process has been launched, the “Stop Capture” option becomes enabled; therefore

the traffic-capturing process can be halted.

One of the requirements of the proposed model is that, as the packets are captured from the
WLAN, they should be stored in a flat file in the form of a standard output file called a pcap
file. A pcap is a native file format of a dump capture of Ethernet sniffing software such as
tcpdump, Wireshark and Tshark (Filetext, 2013). In this case, the Tshark application captures
a bunch of packets from the network and writes them into the pcap file. The prototype then
passes flags on the Tshark application, which determines the parameters such as location,
size, interface, and when a new output file should be created. Table 7.1 shows a summary of

the Tshark flags used in the prototype.

It can be noted from Table 7.1 that the prototype uses the -i flag to specify the network
interface from which the traffic should be captured. After specifying the network interface,
the prototype calls Tshark, which then invokes the -a flag. The -a flag specifies the output file
size which is 4MB. This suggests that as the traffic is accumulated from the network, it gets
written to an output file until it reaches a size of 4MB.
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Figure 7.3. Start or stop capturing network traffic

When the first output file is written with 4MB of traffic, the Tshark invokes the -b flag,

which then creates a new output file to be written with packets until it reaches the same file

size as that of the -a flag. Lastly, the prototype calls the Tshark which invokes the -w flag.

The -w flag specifies the location of the flat file within the WDFR prototype in which every

written output file should be stored. The location or directory of the flat file in the WDFR

Prototype is: “C:\Users\SNgobeni \Desktop\NAP_Prototype\Pcap_Files\capture.pcap”.

Table 7.1. Tshark flags

VBIELLS Description
Flags

-a Specifies the file size of each Tshark output file. For the purpose of this
prototype, an output file size of 4MB is used.

-b Specifies that once the first output file is written with traffic of 4MB, the
prototype should create a new output file to be written with packets of the
same size as that of the -a flag.

-i Specifies the network interface from which the prototype should capture
traffic.

-W Specifies the file location in which the Tshark output files should be stored.
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Figure 7.4 shows a flat file containing the first output file of Tshark. The reader should note
that the size of the output file is 3.91MB at this stage. This suggests that Tshark is still
capturing and writing traffic on this output file until it reaches 4MB. In Figure 7.5, the first
output file is now written with 4MB of traffic, therefore a new output file is immediately
created which should be written into. Figure 7.6 indicates nine output files with each output

file consisting of 4MB of traffic.

EENENX
S )

Organize ~ i open ~ Share with Burn New folder =~ O @
o~
:;. Favorites | Name Date modified Type Size

| 32] capture_00001_20131016224021.pcap 16/10/2013 10:43 PM  Wireshark capture file 4009 KB|

| Libraries

A Computer

@ Network

< | 1 »

capture_00001_20131016224021.pcap Date modified: 16/10/2013 10:43 PM
Wireshark capture file Size: 391 MB

Figure 7.4. One output file of Tshark
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:;. Favarites | Name Date modified Type Size
| = capture_00001_20131016224021.pcap 16/10,/2013 10:43 PM  Wireshark capture file 4100 KB |
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‘A Computer

@ Network

<« | i b

capture_00001_20131016224021.pcap Date modified: 16/10,/2013 10:43 PM
Wireshark capture file Size: 4.00 MB

Figure 7.5. Two output files of Tshark
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Figure 7.6. Ten output files of Tshark

Having demonstrated how the prototype captures network traffic by passing specific flags on
the Tshark command-line, the next section shows how the prototype preserves the captured
traffic to maintain its integrity.

7.5 Phase 3 (Preservation)

This phase is intended to introduce the reader to the way in which the prototype preserves the
traffic captured in the preceding section to maintain its integrity. The prototype achieves this
by encoding the traffic in Figure 7.6 using MD5 and SHA-1 and stores the resulting hash
values in a database. The hash values are then verified to determine whether the original
traffic was not perhaps compromised.

7.5.1 Hashing

To stop the traffic-capturing process, the user should click on the “Stop Capture” button (see
Figure 7.3). The prototype then displays the message box indicated in Figure 7.7 to show that
the traffic-capturing process has been stopped.

After stopping this process, the prototype immediately creates MD5 and SHA-1 hash values
of every output file stored in Figure 7.6. The created hash values are then stored on the SQL
server database with the corresponding file name of each output file.
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Pcap Files saved ﬂ

Pcap files have been hashed and saved to the database

Figure 7.7. Dialog box indicating that traffic capturing has been stopped

Table 7.2 indicates an SQL server database with both MD5 and SHA-1 hashes. Storing the
hash values of the Tshark output files in the SQL server database is important for verifying
the integrity of the output files, should a digital forensic investigation be warranted later. The
UniqueNumber in Table 7.2 is the primary key that uniquely identifies each tuple in the table

of the database.

Table 7.2. SQL server database with MD5 and SHA-1 hash values of Tshark output files

UniqueNumber PcapFileName MD5_HashValue SHA1_HashValue
6002 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00001_20131016224021.pcap  6fef52b0903c954ecf98cb64bed5f5fd  02f066682e€9264c9d4c4960c4260c793389c0b3
6003 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00002_20131016224327.pcap  51b8d2ecflb5ac43ecf594cd67129088 1db6b2df31c3ca26d86d3248eadc5f7¢36¢cb6bfd

6004 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00003_20131016224812.pcap  a4f4f0cb3f6389ec5a2bd16fc77cb4b4  9dc3b0b77e95895f84e32682fd9685dc3a8d467b
C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00004_20131016225118 pcap  ce05b15fa35d768ad27b522705407c9a 16a9f16816586a67eabebc70c9919b3c0adf451b
C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00005_20131016225126.pcap  fb4f306f7d579092b98700d9a78def2e aedc3aad4f6aa87e15db742d6abe35c27ac588c8
C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00006_20131016225226.pcap  12dbda9518ec4b6d73e76cbb8f4e9f17 8710ee97666fdfble345fa27885c¢8795¢586a93d
C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00007_20131016225447.pcap  9032da507572a5237791924c229f7d1c dc8869cf02615e744de29d4237cdf3271f899%fee
C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00008_20131016225751.pcap  afel18eb77719b176d8bf7c887f27d46 36247elclbad34aec39aab2428d63b8fb171c93a
C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00009_20131016225842.pcap  3b685a6dc3d3b7e863fcf6f6a551d606 429cfe3d76e11295df6ead0a56e978ccc78265¢2
NULL NULL NULL NuLL

The data in the SQL database is next exported to the Microsoft Excel application. The main
reason for exporting the data to the Excel application is that the data in the Excel application
can be easily read, while that in the SQL database might need the issuing of a command to
read them. This will allow the forensic experts to easily extract the data in the Excel package
and use it as part of the digital evidence when testifying in a court of law. Table 7.3 depicts

the Excel Hash Table exported from the SQL server database.

Table 7.3. Excel Hash Table with MD5 and SHA-1 hash values of the Tshark output files

UniqueNumber  PcapFileName MD5_HashValue SHA1_HashValue
1 6002 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00001_20131016224021.pcap  6fef52b090: 64be95f5fd ( ee9264c9d4c4960c4260c793389¢0b3
2 6003 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00002_20131016224327 pcap  51b8d2ecf1bSac43ecf594cd67129088  1db6b2df31c3ca26d86d3248eadc5f7c36cb6bfd
3 6004 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00003_20131016224812.pcap  a4f4f0cb3f6389ec5a2bd16fc77cbdbd  9dc3b0b77e95895(84e32682fd9685dc3a8d467b
4 6005 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00004_20131016225118 pcap  ce05b15fa35d768ad27b522705407c%a 16a9f16816586a67eabebc70c9919b3c0adf451b
5 6006 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00005_20131016225126.pcap  fb4f306{7d579092b98700d9a78def2e  aedc3aad4f6aad7e15db742d6a6e35¢27ac588¢8
6 6007 C g D p\WDFRM_P: pe\Pcap_Files\capture_00006_20131016225226 pcap  12dbda9518ec4b6d73e76cbb8f4edf17  8710ee97666fdfb1e345a27885c8795¢586a93d
7 6008 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00007_20131016225447.pcap  9032da507572a5237791924c229f7d1c  dc8869cf02615e744de29d4237cdf3271{899fee
8 6009 C:\U igobeni\Desktop\WDFRM_P: pe\Pcap_F pture_00008_20131016225751.pcap afe118eb77719b176d8bf7c88727d46  36247e1c1bad34aec39aab2428d63b8fb171c93a
9 ‘ 6610 - 1 C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\capture_00009_20131016225842.pcap  3b685a6dc3d3b7e863fcf6f6a551d606  429cfe3d76e11295df6ea40a56e978ccc78265¢2
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One should note that at this stage the researcher is not interested in what is inside the packets
that were captured from the wireless network; instead the researcher is interested in capturing
and storing the packets in a digital forensically sound manner. The next subsection shows
how to verify the integrity of the hashes stored in the SQL database.

7.5.2 Hashing Verification

The researcher would like to state upfront that the hashing verification process is done
manually after the prototype has logged the traffic from the WLAN. The reader should note
that though this process is conducted to verify the integrity of the data produced by the
prototype, it is independent of the prototype and should not be viewed as a process that was
developed by the researcher.

The researcher verifies the integrity of the hash values stored in the SQL database by taking
the original output files stored in the flat file in Figure 7.6, encoding them and generating
both the MD5 and SHA-1 hash values. This process is conducted manually by using a tool
called Hashlt (see Chapter 6, Section 6.2.5) to perform the encoding. The resulting hash
values of Hashlt are then compared with those of the prototype stored in the SQL server
database (see Table 7.4). If the hash values in the SQL server database and those of the
Hashlt are the same, it means the original output files were not tampered with. The reader
should keep in mind that the Hashlt application uses the same MD5 and SHA-1 hashing

functions as the prototype.

Figure 7.8, Figure 7.9and Figure 7.10respectively show the MD5 and SHA-1 hash values of
the first, second and third output files in the flat file of Figure 7.6.

" Hash [t 1.0.1 -

File HNOFRM_Frototype\Poap_Files\capture_00007_2M 31016224027 poap |
kDS Eteth2h0903c954ecfi8chbdhe 9551

SHA-T:  02066682ee9264c9d4c4960c42600793389c0k3

Add to context menu (0]:8 Time taken:0.187 5

Figure 7.8. MD5 and SHA-1 of output file number 00001
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Table 7.4 shows a comparison of the MD5 and SHA-1 hash values in the SQL server
database generated by the prototype with those generated by the Hashlit application. It is
evident from Table 7.4 that encoding the output file number 00001 with Hashlt generates the
same MD5 and SHA-1 hash values as those of the prototype. Similarly, the Hashlt MD5 and
SHA-1 hash values of the output files 00002 and 00003 are the same as those of the

prototype.

Table 7.4. Comparison of MD5 and SHA-1 hash table for the prototype and Hashit
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" Hash It 1.0.1 [ -

File MOFRM_Frototypet\Foap_Files\capture_00002_201 31016224327 poap | .

hD5 51hidZectl bbacd3ectb34cdB?1 29085

SHAT:  1dbEb2df31c3ca?BdBEd3248eadcsf7 ciEchEbfd

Add to context menu (0]4 Time taken : 0.639 5

Figure 7.9. MD5 and SHA-1 of output file number 00002

" Hash It 1.01 R~

File : AHOFRM_Prototype\Pcap_Files\capture_00003_201 31016224812 pcap | .
MO5 adf4f0ckh 3o 389echabdl bic/ 7 chdbd

SHA-T:  9dc3h0b77e95895f34232662fd9685dc3a8d467h

Add to context menu (0] Time taken : 0.608 s

Figure 7.10. MD5 and SHA-1 of output file number 00003

Output File
Number

HashIt SHA-1

Prototype MDS5 Prototype SHA-1 HashIt MD5

00001

6fef52b0903c954ecf98c  02f066682ee9264c9d4c496  6fef52b0903c954ect98c  02f066682ec9264c9d4c496

The fact that the hash values generated by the Hashlt application are the same as those of the
prototype suggests that the integrity of the original output files that contain traffic exactly as

they were captured from the WLAN was preserved. However, if these hash values did not

b64be95£5fd 0c4260c793389¢0b3 b64be9515fd 0c4260c¢793389¢0b3
00002 51b8d2ecflbSac43ecf39 1dbo6b2df31c3ca26d86d324  51b8d2ecflbSac43ects 1db6b2df31c3ca26d86d324
4cd67129088 8eadc5f7¢36cbobtid 94¢d67129088 8eadc5f7¢36¢b6bfd
00003 ce05b15fa35d768ad27b  9dc3b0b77e95895f84e3268  ce05b15fa35d768ad27b 9dc3b0b77e95895f84e3268
522705407¢9a 2fd9685dc3a8d467b 522705407c¢9a 2£d9685dc3a8d467b
1 t
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Chapter 7 Concluding Remarks
correspond with each other, it would mean that the data inside the original output files have
been compromised; thus, the output files would not qualify to be used as digital evidence.

Having discussed the hashing verification process, the chapter is concluded with a brief

summary.

7.6 Concluding Remarks

This chapter demonstrated the development of the prototype as proof of concept. The setup
environment in which the prototype was developed was also presented.

The researcher explained through demonstration the first three phases of the proposed model,
namely Phase 1 (monitoring), Phase 2 (logging), and Phase 3 (preservation). Microsoft
Visual Studio was a good choice as a platform for developing the prototype, as coding could
be easily done in C# (a programming language with which the researcher was already
familiar). The use of Tshark to capture traffic from the WLAN also proved to be a good
decision because it provided a command-line interface that enabled the researcher to pass
flags to determine the size of the output file, format, location, and when the next output file
should be created.

The captured traffic was encoded using both the MD5 and SHA-1 hashing functions and the
resulting hash values were stored in the SQL server database. The integrity of the original
captured traffic was then proved by generating new MD5 and SHA-1 hash values. The hash
values were compared with those of the prototype stored in the SQL server database. The
hash values were found to be the same, meaning that the original traffic captured from the

network had not been compromised.

The next chapter demonstrates through experiments how to analyse the traffic, should a
digital forensic investigation be warranted. The chapter further provides the reporting

component.
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Chapter 8 Prototype Experiments

8.1 Introduction

Chapter 7 discussed the prototype by demonstrating how traffic is captured from the wireless

network and stored in a digital forensically sound manner.

This chapter is devoted to presenting a demonstration of Phase 4 (analysis) and Phase 5
(reporting) of the Wireless Digital Forensic Readiness Model. The analysis phase is
conducted through experiments. The researcher takes the traffic captured from the WLAN
(see Chapter 7) and analyses it to uncover any information that might be used as digital
evidence. The chapter further provides a brief discussion on how to report the digital

evidence from the analysis phase.

Three experiments are presented in this chapter. The first analyses network traffic in an
attempt to identify illegal usage of the corporate resources. Experiment one focuses
specifically on the downloading of music during office hours. The second experiment also
analyses network traffic, but tries to identify a user who discloses the company’s trade secrets
by means of an email. Hence the emphasis in the second experiment is on the detection of an
email message that might contain digital evidence. The third experiment discusses a man-in-
the-middle attack scenario where captured wireless network traffic is analysed to determine
illegal content accessed by the user of the WLAN. This experiment is independed from the

first two experiments in a sense that it does not use the traffic captured in Chapter 7.

The remainder of this chapter is structured as follows: Section 8.2 presents the analysis phase
of the proposed model based on the three experiments referred above. Section 8.3 presents

the reporting phase. The chapter is subsequently concluded in Section 8.4.
8.2 Phase 4 (Analysis) — Prototype Experiments

Phase 4 presents the three experiments that are discussed in detail in this section. The first
experiment attempts to identify the illegal usage of corporate resources. The second
experiment attempts to identify a sent email message that contains some of the company’s
trade secrets. The difference between the two experiments is that the first one involves a

binary data analysis where the expected results should be in the form of audio files, while the
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second experiment involves a text-based analysis and the expected results are in the form of

an email message.

The third experiment provides a discussion on the man-in-the-middle attack using ARP
spoofing. The expected results are illegal content in a form of images sniffed from the

wireless network.
8.2.1 Experiment 1: Identifying Illegal Usage of Corporate Resources

The following structure is followed in the discussion of this experiment: firstly, the purpose
of the experiment is explained, followed by the test scenario, and lastly, the execution of the

experiment.
8.2.1.1 Purpose of the Experiment

The main purpose of this experiment is to detect the illegal use of corporate resources. The
experiment focuses on identifying a user who contravenes the company’s ICT policy by

downloading music during office hours.
8.2.1.2 Test Scenario

This experiment is conducted because there is a dispute between an employer and an
employee. The employee is suspected of downloading music on his mobile device during
office hours using the company’s WiFi. The company has an ICT policy that prohibits the
downloading of music using its resources and assumes that a digital forensic investigation is
warranted. The researcher analyses the network traffic captured as explained in Chapter 7
(the data was captured and stored in a digital forensically sound manner) to show that the

employee indeed breached the company’s ICT policy by downloading music.
8.2.1.3 Execution of the Experiment

Before discussing the execution of the experiment, the researcher would like to remind the
reader that this experiment will be executed using Wireshark and NetWitness Investigator,
both of which were introduced in Chapter 6. Figure 8.1 is a duplication of Figure 7.6, because

this experiment analyses the same network traffic that was captured in Chapter 7.
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The experiment takes a Tshark output file (also called pcap file) depicted in Figure 8.1 and

opens it with Wireshark in order to reproduce the raw packets to a more meaningful format.

For example, Wireshark presents much information about each packet, such as the source and

destination address, source and destination ports, protocol, packet length and message header.

Organize *

. Favorites

] Libraries

& Computer

% Network

Name

Share with = Burn

-~

" capture_00001_20131016224021.pcap
capture_00002_20131016224327.pcap

capture_00003_20131016224812.pcap

capture_00004_20131016225118.pcap

capture_00005_20131016225126.pcap
capture_00006_20131016225226.pcap

capture_00007_20131016225447.pcap

capture_00008_20131016225751.pcap

New folder
Date modified

16/10/2013 10:43 PM
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Figure 8.1. Ten output files of Tshark (duplication of Figure 7.6)
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@ 7| File: ”C:{Users\SNgubeni\Desktop\WDFRM,Prututyp‘e\Pc‘ap,FlIes\caplure,DDDUS,ZD]3i016224812‘pcap” 4099 KB 00:03:06 | Packets: 8543 Displayed: 8543 Marked: 0 Load time: 0:00... | Profile: Default

Figure 8.2. Output file replayed in Wireshark
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Figure 8.2 depicts output file number 00003 (see Figure 8.1) opened in Wireshark. Each line
in Figure 8.2 represents a packet of data as it was captured from the wireless network. The
packet number “4618” highlighted in blue reveals the following information: [Date: 2013-10-
16], [Time stamp: 22:49:07], [Source Address: 146.64.246.154], [Destination Address:
146.64.8.10], [Source Port: 50023], [Destination Port: ndl-aas], [Protocol: HTTP], [Packet
Length: 659] and [TCP Message Header: GET http://ac.mp3skull.com/autocomplete/add
.php?g=lil+wayne+mirror+bruno+mars&rkey=4474bc2537f1fbbd690beOb6fe429ed3
HTTP/1.1].

Without spending much effort analysing this packet, it is evident from the blue highlighted
packet in Figure 8.2 that there was an “http” communication between two hosts, that is, IP
address 146.64.246.154 and 146.64.8.10. By following the TCP stream of this packet, it can
be envisaged that more information can be uncovered about this conversation. Figure 8.3
shows how to follow a TCP stream of the blue highlighted packet. This is done by right-

b

clicking on the packet and selecting the option “Follow TCP Stream”.

No. Time Source Addr Destination Addr Source Port Destination Port Protocol Length  Information

4613 2013-10-16 22:49:07.640429000 146.64.8.10 146.64.246.154 ndl-aas 50023 TCP 1514 [TCP segment of a reassembl
4614 2013-10-16 22:49:07.640430000 146.64.8.10 146.64.246.154 ndl-aas 50023 TCP 1514 [TCP segment of a reassembl
4615 2013-10-16 22:49:07.640431000 146.64.8.10 146.64.246.154 ndl-aas 50023 TCP 66 [TCP segment of a reassembl
4616 2013-10-16 22:49:07.640460000 146.64.246.154 146.64.8.10 50023 ndl-aas TCP 54 50023 > ndl-aas [ACK] Seg=5

4617 2013-10-16 22:49:07.641000000 146.64.8.10 146.64.246.154 ndl-aas 50023 HTTP 1311 HTTP/1.1 200 OK (text/htm]l
4618 2013-10-16 22:49:07.748317000 146.64.246.154 146.64.8.10 659 GET http://ac.mp3skull.com,

Mark Packet (toggle)

Ignare Packet (toggle)
@ Set Time Reference (toggle)
D Time Shift...
i/ Edit or Add Packet Comment...

Manually Resolve Address

Apply as Filter

Prepare a Filter 4
Conversation Filter

Colorize Conversation 4
SCTP

Follow TCP Stream

Follow UDP Stream

Follow SSL Stream

Copy 4

% Decode As..
& Print..
Show Packet in New Window

Figure 8.3. Choosing the “Follow TCP Stream” option

After choosing the “Follow TCP Stream” option, Wireshark invokes and displays the
“Follow TCP Stream” dialog box that is depicted in Figure 8.4. The red text in Figure 8.4
represents a client’s request to an “nginx server” indicated in the blue text. The client makes
an “http GET” request to the nginx server located on the remote host “www.mp3skull.com”.
The client uses a Firefox web browser as can be noticed from the user-agent string in the blue
text. By observing the first line of the area marked in red in Figure 8.4, the reader can note
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that the server sends an “http” acknowledgement with “200 OK”, meaning that it has

received the client’s request.

I Follow TCP Stream C=miey X

Stream Content

U. .F...@(l.f...,..1Kp—. ..U"_.... QIN]..V...... VU .~ .
GET http://ac.mp3skull.com/autocomplete/add. php?q=1i1
+wayne+mirror+bruno
+mars&rkey=4474bc2537f1fbbd690be0Ob6fe429%ed3 HTTP/1.1
Host: ac.mp3skull.com

User-Agent: Mozilla/5.0 (Windows NT 6.1; wowe4;
rv:24.0) Gecko/20100101 Firefox/24.0

Accept: */*

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://mp3skull.com/mp3/
1i1_wayne_mirror_bruno_mars.html

Cookie:

_ utma=61320432.1087009573.1381956338.1381956338.1381
956338.1; _ utmb=61320432.5.10.1381956338;
__utmc=61320432;

_ utmz=61320432.1381956338.1.1.utmcsr=(direct)|
utmccn=(direct) |[utmcmd=(none)

Connection: keep-alive

HTTP/1.1 200 OK

server: nginx

Date: Wed, 16 Oct 2013 20:49:07 GMT
Content-Type: text/html

Content-Length: 3

X-Cache: MISS from proxy.meraka.csir.co.za
via: 1.1 proxy.meraka.csir.co.za (squid/3.2.6)
Connection: keep-alive

Entire conversation (249354 bytes) EI

| Eind || Save As || rint | © ASC © EBCDIC ©) Hex Dump © C Arrays @ Raw

l Filter Qut This Stream ] l Close ]

Figure 8.4. The “Follow TCP Stream” dialog box

To delve into this packet and obtain more information about it, the researcher opened the
“mp3skull.com” website in the browser and found that it was a website for downloading mp3
music. This simply means that a user with IP address 146.64.246.154 contacted a webserver
with IP address 146.64.8.10 to download mp3 music. It is even clearer from the TCP message
header:  http://ac.mp3skull.com/autocomplete/add.php?g=lil+wayne+mirror+bruno+mars&
rkey=4474bc2537f1fbbd690beOb6fe429ed3 of Figure 8.2 that the user requested an mp3

song of “Lil Wayne featuring Bruno Mars, titled: Mirror”.

Despite the entire packet linking the suspected user to the downloaded music, it still remains
important to determine the actual mp3 file. The mp3 file is the digital evidence that might

increase the chances of this case being admissible in a court of law.

Page 91
Sipho Josia Ngobeni

© University of Pretoria



ot
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Chapter 8 alysis) — Prototype Experiments

Before exploring the analysis process to determine the mp3 file in question, the reader should
note that it remains important to merge the bunch of traffic captured from the network into a
single output file. The reason for merging the traffic is that the packets that form a complete
session may be fragmented into different output files. Hence, analysing one output file may

result in missing digital evidence spread across multiple pcap files.

Next, the researcher merges the bunch of traffic captured from the network (see Figure 8.1)

and preserves its integrity before the analysis process begins.

Figure 8.5 shows a dialog box that is displayed after dumping all the pcap files from Figure
8.1 into Wireshark. The dialog box also shows the directory where the original pcap files
were stored. The reader should note that these directories are exactly the same as those of the

original data captured from the network in Figure 8.1.

iWireshark =HI=N X

A Merging the following files:

C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00001_20131016224021.pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00002_20131016224327 pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00003_20131016224812 pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00004_20131016225118.pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00005_20131016225126.pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00006_20131016225226.pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00007_20131016225447 pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00008_20131016225751.pcap
C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files
\capture_00009_20131016225842 pcap

The packets in these files will be merged chronologically into a
new temporary file.

Figure 8.5. Merging pcap files with Wireshark

It is of paramount importance to preserve the integrity of the merged pcap files so that if the
reliability of this data were to be questioned later, it can be shown that it was not tampered

with. The researcher achieves this by simply invoking the same hashing techniques that were

Page 92
Sipho Josia Ngobeni

© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Qe YUNIBESITHI YA PRETORIA

Chapter 8 alysis) — Prototype Experiments

discussed in Chapter 7 — MD5 and SHA-1 — to hash the merged pcap file. Figure 8.6 depicts
the resulting MD5 and SHA-1 hash values of the merged pcap file.

File : 1enitDeskiopywDFREM_Frototype\Pocap_Files\Merged_FoapFile.pecap D

MOS 23604a84860a4d5d10fdc7bcfbbb3atc

SHA-1:  3bcoffadaeaddB?2c0588950d5031a9151150c4a4

[ ] Add to context menu Ok Tirme taken : 0609 5

Figure 8.6. MD5 and SHA-1 hash values of the merged pcap file

Next, the researcher uses the NetWitness Investigator to harvest the actual digital evidence in

question, which in this case is the mp3 file.

The merged pcap file is then loaded in the NetWitness Investigator to start the traffic
inspection process. The researcher creates a local collection to store the data extracted from
the merged pcap file. When the user clicks on the icon indicated with the red arrow in Figure
8.7, NetWitness Investigator invokes the dialog box indicated in Figure 8.8 to allow the user
to specify the directory for creating a local collection. For the purposes of this dissertation, a

local collection is a directory into which the content of the merged pcap file is extracted.
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—
i MNetWitness Investigator 9 g J

|| |All Data = | NetWitness Investigator it = N Y

Egollection Edit View Bookmarks History Help

sk \Welcome I3 | A
Collection T X
ds @ 80O

_\ Name \ ) Status | Size Time Span

—1Crea‘[e a new local collection]

ure /X

] = Line Rate: n—— 0 / 0 Mbs Packets Captured: 0

(Creates a new local collection

Figure 8.7. Creating a new local collection in NetWitness Investigator

Now that the local collection has been created, the next step is to import the merged pcap file

into the created local collection.

- T = Bl

Local Collection |

Collection Merged_Pcap_Inspection|

Override Default Location

C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Merge Pcap_Files

[ Lock Collection

[] Auto Connect

Figure 8.8. Specifying a directory for a local collection
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— —
| ‘AII Data ‘ -| NetWitness Investigator i I '

Egellection Edit View Bookmarks History Help

% Welcome G| 4 b %

Collection
esle 8@ @I

Name | Status | Size Time Span

Connect
Disconnect

New Local Collection
MNew Remote Collection

Edit Collection
Import Packets
Export Collection
Reprocess Collection
Delete Collection

Mavigate Collection

Summarize Collection

E‘ |"..LlneRate:E o/

Delete Collection Cache

Figure 8.9. Importing the merged pcap file

Figure 8.9 depicts the process of importing the merged pcap file. When the importing process
has completed, the researcher double clicks on the folder icon of the
“Merged Pcap Inspection” (indicated with the red arrow in Figure 8.10) to see a more
detailed view of all the packets in the merged pcap file.

|AII Data | = | Collections

Egollection Edit View Bookmarks History Help

@ Collection 13 | s Welcome 1 |
FE A - Ay

Status Size 110/16/2013 10:40:00PM - 10/16/2013 10:58...
38.61 MB

| - ‘ .. Line Rate: —— 0/ 0 Mbs Packets Written: 0
L=

Figure 8.10. Viewing packets in the merged pcap file

Figure 8.11 gives a detailed view of all the packets in the merged pcap file.
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T —— B
Em—— ==

| | all Data = || Pcap_File_Inspection = W < s

Egollection Edit View Bookmarks History Help

= Collection | |’-‘95Welcome |$3capj e_Inspection =3 | 4k X i
EEEEEECEREISERE
< 2013-10-16 22:40 2013-10-16 22:58 >

4 Service Type (© items) =
OTHER (1,379) - HTTP (595) - NETBIOS (64) - SSL (60) - DHCP (32) - DNS (6) - SNMP (2) - RIP (1) - SMTP (1)

4~ Hostname Aliases (20 of 155 items)

pta-proxyl.csir.co.za (162) - http.00.s.sophosxl.net (154) - acl.mp3skull.com (41) - hackshark.com (34) - www.youtube.com (21} -
www. flickr.com (20) - www.google-analytics.com (15) - cdn6.f-cdn.com (15) - profile.ak.fbcdn.net (14) - www.facebook.com (13) -

mail.google.com (10) - www.google.com (9) - cdn5.f-cdn.com (9) - www.hackguide4u.com (8) - cdn2.freelancer.com (8) - *.conduit—
services.com (8) - www.freelancer.com (7) - cdn2.f-cdn.com (7} - cdn.wibiya.com (7) - www.google.co.za (6) [more]

+ source IP Address (20 of 165~ items)

146.64.246.154 (¥52) - 146.64.245.41 (48) - 11.11.11.11 (46} - 11.11.11.10 (46) - 146.64.212.160 (28) - 146.64.213.158 (19) -
146.64.212.66 (18) - 146.64.213.108 (14) - 146.64.212.166 (14) - 145.64.212.139 (12) - 146.64.213.19 (11) - 146.64.213.140 (2) -
146.64.213.123 (9) - 146.64.213.21 (9) - 146.64.212.201 (9) - 146.64.212.137 (9) - 1456.64.213.247 (8) - 146.64.213.88 (8) -
1456.64.213.61 (8) - 146.64.212.218 (8) [more]

4+~ Destination IP address (20 of 45+ items)
146.64.81.115 (390) - 146.64.8.10 (316) - 224.0.0.252 (240) - 146.64.213.255 (128) - 239.255.255.250 (100) - 255.255.255.255 (62) -
224.0.0.251 (57) - 22.51.19.152 (27) - 146.64.245.255 (25) - 146.64.246.255 (19) - 224.0.1.60 (11) - 229.192.152.142 (9) -
239.255.255.253 (7) - 11.11.11.255 (7) - 239.192.0.0 (6) - 146.64.254.255 (6) - 146.64.10.166 (6) - 54.235.180.211 (6) - 224.0.1.22 (5)
-224.0.0.2 (4) [more]

4+~ Source IPv6 Address (20 of 85+ items)
FES0::1DD1:C286:FESBE263 (45) - FESO:EDDA:1955:1690:7A6E (43) - FES0::B86A BCS7:1B03:C699 (42) - FES0:18CB:1E3D:353C:8077
(41) - FEEO:'FDEO"8F98°D290-7008 (39) - FEED:"CE64:2C10°C220°F12 (30) - FES07DE1-6ADD 378252 (28) -
FEB0::317C:A2E9:47236:2012 (17) - FESO::FOBD:904A:8B82:2970 (132) - FESD::ADO2:2502:5AC7:F5D9 (12) - FESD::E920:6CA2:566:COAR
(11) - FEBO::D4FC:C5F5:7E91:53D8 (10) - FEBO::146D:1570:3F67:28C7 (10) - FES0::E1 F6:3FD3:54E2:70EC (9) -
FEBOE1AT1:-FODD-2F88:7CIC (9) - FEBD: DCE3:2FE0-8AE3-F19F (9) - FES0- 8136-A83D:F6D3-E53C (9) - FESD::80B9-2593-FCF1:D185 (9) -
FEB0::6DCB:2F5B:3817:82ED (9) - FES0::61 80:74DE:EDEB:BCCF (9) [more]

e +’/ Destination IPv6 address (20 of 77+ items)
Capture 25
= = Line Rate: — 0/ 0 Mbs Packets Written: 0

Figure 8.11. Detailed view of the packets in the merged pcap file

The next step is the extraction of the mp3 files in question, which should constitute the actual
digital evidence. The researcher achieves this by extracting all information from common

protocols as indicated by the red arrow in Figure 8.12.

All Data = | Merged_Pcap_Inspection it < I < &0

EQDIIection Edit View Bookmarks History Help

i@ Collection | |MWeIcome |@‘¢1erged_3cap_1ns,‘3ect.on a | 4 b X
VE E B Ol - M EE L EE
< 2013-10-16 22:40 File Extract 2013-10-16 22-58 >
4+’ Service Type © items) Extract files ft"’ml Iél
OTHER (1,379) - HTTP (595) - NETBIOS (64) - SSL (60) - DH( —2"MeN Protocols - oy pip (1) - SMTP (1)

into a directory.

#’ Hostname Aliases (20 of 153+ items)
pta-proxyl.csir.co.za (162) - http.00.s.sophosxl.net (154) - acl.mp3skull.com (41) - hackshark.com (34) - www.youtube.com (21) -
www. flickr.com (20) - www.google-analytics.com (15) - cdné.f-cdn.com (15) - profile.ak.fbcdn.net (14) - www.facebook.com (13} -
mail.google.com (10) - www.google.com (9) - cdn5.f-cdn.com (9) - www.hackguide4u.com (&) - cdn2.freelancer.com (8) - *.conduit-
services.com (8) - www.freelancer.com (7) - cdn2.f-cdn.com (7) - cdn.wibiya.com (7) - www.google.co.za (6) [more]

4+ Source IP Address (20 of 165+ items)

146,64,246,154 (7521 -146.64,245.41 (46)-11,11,11,11 (46)-11.11,11,10 (46)-146.64,212.160 (28) - 146,64,213,158 (19) -
Capture 3
L] = Line Rate: [— 0 / 0 Mbs Packets Captured: 0

Figure 8.12. Extraction of files from common protocols into a directory
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After perfoming this operation, NetWitness Investigator display a dialog box as given in
Figure 8.13, which allows the user to select the type of files to be extracted from the merged
pcap file. The reader should note that different categories of content can be extracted (see
Figure 8.13) as is clear from the file types with their corresponding file extensions. However,
for the purpose of this experiment, the researcher is only interested in the mp3 content, which
is the audio files in this file. Furthermore, the researcher specifies the directory in which the

mp3 content should be stored after extraction.

To extract only the audio files from the list of the different file extensions, the researcher
selects the audio dialog box as shown in Figure 8.13. The process of extracting the audio files
begins immediately after clicking the “OK” button in Figure 8.13, and the resulting mp3

audio files are extracted and stored in the specified folder as is shown in Figure 8.14.

Content File Extraction — ﬂ

Directory C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Imported_Evidence o

Subdirectory Organization By File Type

Enab...| Category File Extensions
Audio wav,.mp3;.aac,au;.aiff,jfif.wma; mpa;ra;
v/ [ video wmv,.flv, mp4; mpg;.swf;.avi,mov;.asf,vob;.rm; A II
[l Documents .doc.wps,.pps.ppt.ppbeXls;xlscwks, pdf.rif.odt.ods,odp.od
[ Web .asp;.cer.csr.css; htm; html; s, sp;.php;.rss.xchtml;xml;
[ Images png;.gif,jpg;Jpeg; bmp;.tif,tiff.psd;.psp;
[C]  Archives  zip;zipx.rar.tar.gz,sit.sibc.z,.cab;. 7z.iso;
[T Executable: exe;rpm;.dmag;.bin;.app;.pkg;dil;
[] BitTorrent torrent;
] Other
|

Add Delete Reset to Defaults | OK | Cancel

Figure 8.13. Specifying the type of files to be extracted from the merged pcap file
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e 0 e
Search I.. P

Organize = “J Open Include in library = Share with ~ E-mail Burn New folder

=

Name Date modified Type

. -
. Favorites |—

| | Audio 07/11/2013 01:06 AM File folder

- Libraries

v | N 11 »

Figure 8.14. Files extracted from the merged pcap file

Figure 8.15 depicts the mp3 audio files that were found inside the audio folder in Figure 8.14.

After extracting the actual audio files, it remains important to link the individual suspected of
misusing the company’s resources to the identified digital evidence. When reverting back to
Figure 8.2 and Figure 8.4, it is clear that a machine with an IP address: 146.64.246.154

contacted a webserver with IP address: 146.64.8.10 to download mp3 audio music.

One of the songs that were downloaded was “Mirror”, by “Lil Wayne ft. Bruno Mars”. It is
evident from Figure 8.15 that the machine with [P address 146.64.246.154 indeed
downloaded the mp3 audio file in question. This is also true in the sense that this information
was extracted from the same bunch of traffic that was captured from the network as discussed

in Chapter 7.

E x
@@q /. » WDFRM_Prototype » Imported_Evidence » Audio
/- o - -
Organize O Play ~ Play all Share with v Burn New folder SR i ©
H Eavoriiesilie Name = Title Contributing artists
= 2. 380_77.5cy8.mp3 Drake - Started From The Bottom (Feat. Wiz khalifa) Drake
‘ - Libraries 2 371_56Jay-Z_feat_Justin_Timberlake_-_Holy_Grail.mp3 Holy Grail - Album Version (Ex JAY Z Featuring Justin Timber
|
“ 2] 379.42.227992.mp3 Mirror Lil' Wayne ft. Bruno Mars
& Computer
- U »

Figure 8.15. Digital evidence — mp3 audio files

In summary, the reader can learn from this experiment that it is simply used to demonstrate a
step-by-step process on how to attribute the illegal usage of corporate resources to the
suspected employee through the use of various tools as introduced in Chapter 6 of this
dissertation. Should a need arise for a digital forensic investigation to be launched; the
employer could therefore use this data as digital evidence to show that the employee indeed
infringed the company’s ICT policy on internet usage. Similarly, any other digital evidence
of potential investigative value can be extracted in this way.
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Having used Wireshark and NetWitness Investigator to analyse the traffic captured from the
wireless network to identify an event that violates the company’s ICT policy, the next

experiment attempts to intercept an email message containing a company’s trade secrets.
8.2.2 Experiment 2: Identification of Email Containing Company Trade Secrets

Experiment 2 is conducted following the similar structure of Experiment 1, that is, firstly the
purpose of the experiment, secondly the test scenario, thridly the experiment setup (not part

of experiment 1) and lastly the execution of the experiment (see Section 8.2.1).

8.2.1.1 Purpose of the Experiment

The main purpose of this experiment is to identify a user who has transmitted the company’s
trade secrets to a third party using the company’s Wi-Fi. This experiment is aimed at
analysing the transmitted Simple Mail Transfer Protocol (SMTP) traffic to identify the email
message that could contain the necessary digital evidence that links the employee to the
suspected event.

8.2.1.2 Test Scenario

As was the case with Experiment 1, Experiment 2 is also conducted because there is a dispute
between the employer and employee. The employee is suspected of transmitting the
company’s trade secrets by email to a third party using the company’s Wi-Fi. The company
has an email policy that governs employees’ use of its email system and that prohibits the
disclosure of trade secrets to a third party or competitor. The employee denies having
transmitted the company’s trade secrets to a third party on the company’s email system. The
experiment analyses the network traffic captured as explained in Chapter 7 to show that the

employee has indeed breached the company’s email policy.

8.2.1.3 Experiment Setup

The researcher would like to state upfront that the setup of this experiment was conducted in
conjunction with the prototype development presented in Chapter 7. This suggests that
Experiment 2 will analyse the bunch of network traffic captured in Chapter 7, Figure 7.6.
Figure 8.16 is a repetition of Figure 7.6, and it is again inserted here for the reader’s

convenience.
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(=)
Search.. P

Organize - i Open ~ Share with = Burn New folder =~ [ Q
© Favorites Mame : Date modified Type Size
(& capture_00001_20131016224021.pcap 16/10/2013 10:43 PM  Wireshark capture file 4100 KB
l « Libraries [ capture_00002_20131016224327.pcap  16/10/2013 10:48 PM  Wireshark capture file 4100 KB
(& capture_00003_20131016224812.pcap 16/10/2013 10:51 PM  Wireshark capture file 4100 KB
W Computer ™% capture 00004 20131016225118.pcap  16/10/2012 10:51 PM Wireshark capture file 4100 KB
£ capture_00005_20131016225126.pcap 16/10/2013 10:52 PM  Wireshark capture file 4100 KB
@& Network [ capture 00006_20131016225226.pcap  16/10/2013 10:54 PM  Wireshark capture file 4101 KB
i capture_00007_20131016225447.pcap 16/10/2013 10:57 PM  Wireshark capture file 4100 KB
i capture_00008_20131016225751.pcap 16/10/2013 10:58 PM  Wireshark capture file 4101 KB
| 23 capture_00009_20131016225842.pcap 16/10/2013 10:58 PM  Wireshark capture file 4100 KB|
« I |
j capture_00009_20131016225842.pcap Date modified: 16/10/2013 10:58 PM
g Wireshark capture file Size: 4.00 MB

Figure 8.16. Ten output files of Tshark (duplication of Figure 7.6)

The reader should note that at this stage of the digital forensic investigation process the data
has already been captured and stored in a digital forensically sound manner. However, the
researcher would like to draw the reader’s attention to the way in which the data is captured
for this particular experiment. This will enable the reader to understand how the applications
used to set up the experiment fit together before delving into the analysis part of the

experiment.

The experiment setup consists of the email client, SMTP email server and the WDFR
prototype. Note that the researcher does not provide a detailed discussion of the applications
used in the experiment setup, but rather highlights them with a view to determining how they
fit together. Below is a description of how they address the purpose of this experiment.
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J a

Email Client: SMTP Email Server:
Microsoft Outlook Noipmail.com

S

WDFR Prototype

Figure 8.17. Setup and configuration of Experiment 2

Email Client: Microsoft Outlook. This is the email client that the experiment uses to send
an email from. It is configured to read an email account that is created from the email server.
The reader should note that there is no specific reason for choosing MS Outlook — other email

clients like Thunderbird, Zimbra, etc. would also have sufficed for this experiment.

SMTP Email Server: Noipmail.com. This free anonymous Simple Mail Transfer Protocol
email server is used in the experiment to deliver the email sent from the email client to the
intended recipient. The name of this SMTP email server is noipmail.com and the name of the
account that the researcher created is sjn03ngobeni@noipmail.com. The noipmail server was
selected specifically because it disables TLS/SSL security (in contrast to other email servers
like gmail and yahoo). The reader should note that the server is used only for experimental
purposes and that any email server should implement TLS/SSL security in a real network

environment.

WDFR Prototype. After setting up the email client and the email server, the researcher uses
the WDFR prototype to intercept the SMTP traffic transmitted between the two email
systems. The primary goal of the WDFR prototype is to capture and store the network traffic
in a digital forensically sound manner. The exact details of how the WDFR prototype works

are unpacked in Chapter 7.

Having introduced the reader to the experimental setup, Chapter 8 will now continue to

explain how the entire experiment is executed.
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8.2.1.4 Execution of the Experiment

Before analysing the network traffic, the researcher would like to state upfront that the traffic
for this experiment was not encrypted. If the WDFR prototype were to be placed in an
environment where the network traffic was encrypted, the prototype would still capture the
traffic and forensically store the data; however, encryption is still seen as the biggest enemy

of forensic scientists (Casey et al., 2011).

The researcher would also like to remind the reader that this experiment uses Wireshark to
merge and preserve the traffic captured from the network. (The details of how Wireshark

works were introduced in Chapter 6).

Firstly, the network traffic captured from the network is merged using Wireshark. The details
of why and how to merge the network traffic were explained in Experiment 1, and the same
mechanism is used here. To preserve the integrity of the merged pcap file, the hashing
techniques that were used in Experiment 1 are also used in this experiment. Figure 8.18 is a

dump of the packets in Figure 8.16 to be merged with Wireshark.

After merging and preserving the integrity of the captured traffic, the researcher analyses the
merged traffic with the intention to identify the suspected email message that may contain the

company’s trade secrets.

Since Figure 8.18 is just a bunch of traffic captured from the network, the traffic that forms a
complete session might be fragmented into different packets. To address this issue, the
researcher filters the traffic by specifically looking for any traffic that was intended to the
SMTP “noipmail.com” email server. The noipmail.com email server is then queried (ping) to
resolve the URL to an IP address that can easily be used to filter the specific email server’s
traffic on Wireshark. The same URL can also be resolved to an IP address by using the

“nslookup” command.
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[ Merged_PcapFilepcap [Wireshark 186 (SVN Rev 48142 from ftrunk-1.8)) =RlEl X

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

By SEXEE AT L Qaal @Dmxl 8

Filter: E Expression... Clear Apply Save

802.11 Channel: | | * [Channel Offset: | | ¥ | FCS Filter: |All Frames * Mone E| Wireless Settings... Decryption Keys...

MNo. Time Source Addr Destination Addr Source Port Destination Port Protocol Length Information =
1/33 LUL3-LU-10 ZZI411Z47.243198 140.04.8L1.110 140.04./40.134 [Ui-dds 49901 ([ 0Z NUi-dds
1734 2013-10-16 22:41:27.543229 146.64.246.154 146.64.81.115 49961 ndl-aas TCP 54 49961 >
1735 2013-10-16 22:41:27.543323 146.64.246.154 146.64.81.115 49961 ndl-aas HTTP 256 GET http
1736 2013-10-16 22:41:27.543712 146.64.81.115 146.64.246.154 ndl-aas 49961 TCP 60 nd1-aas
1737 2013-10-16 22:41:27.543955 146.64.81.115 146.64.246.154 ndl-aas 49961 HTTP 239 HTTP/1.1
1738 2013-10-16 22:41:27.544086 146.64.246.154 146.64.81.115 49961 ndl-aas TCP 54 49961 >
1739 2013-10-16 22:41:27.544309 146.64.246.154 146.64.81.115 49962 ndl-aas TCP 66 49962 >
1740 2013-10-16 22:41:27.544331 146.64.81.115 146.64.246.154 ndl-aas 49961 TCP 60 nd1-aas
1741 2013-10-16 22:41:27.544344 146.64.246.154 146.64.81.115 49961 ndl-aas TCP 54 49961 >
1742 2013-10-16 22:41:27.544429 146.64.81.115 146.64.246.154 ndl-aas 49961 TCP 60 nd1-aas
1743 2013-10-16 22:41:27.544681 146.64.81.115 146.64.246.154 ndl-aas 49962 TCP 62 nd1-aas
1744 2013-10-16 22:41:27.544698 146.64.246.154 146.64.81.115 49962 ndl-aas TCP 54 49962 >
1745 2013-10-16 22:41:27.544771 146.64.246.154 146.64.81.115 49962 ndl-aas HTTP 309 GET /slr
1746 2013-10-16 22:41:27.544798 146.64.212.175 146.64.213.255 netbios-ns netbios-ns NBNS 92 Name que
1747 2013-10-16 22:41:27.545157 146.64.81.115 146.64.246.154 ndl-aas 49962 TCP 60 nd1-aas
1748 2013-10-16 22:41:27.546223 146.64.246.154 146.64.8.10 49772 ndl-aas HTTP 379 GET htte
1749 2013-10-16 22:41:27.546278 146.64.81.115 146.64.246.154 ndl-aas 49962 HTTP 381 HTTP/1.1
1750 2013-10-16 22:41:27.546278 146.64.81.115 146.64.246.154 ndl-aas 49962 TCP 60 nd1-aas
1751 2013-10-16 22:41:27.546294 146.64.246.154 146.64.81.115 49962 ndl-aas TCP 54 49962 >
1752 2013-10-16 22:41:27.546385 146.64.246.154 146.64.81.115 49962 ndl-aas TCP 54 49962 >
1753 2013-10-16 22:41:27.546585 146.64.246.154 146.64.81.115 49963 https TCP 66 49963 >

1 »

@ *7| File: "C\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\Merged_PcapFile.pcap” 34 MB 00:18:24 Packets: 691... | Profile: Default

Figure 8.18. Merged pcap files of Figure 8.16

The noipmail.com email server was queried and resolved to “IP address: 192.117.115.28” as
depicted in Figure 8.19. The traffic in Wireshark was then filtered with the IP address of the

resolved email server.

B C\Windows\system32\cmd.exe E‘EI&J

Microsoft Windows [Uersion 6.1.7601]
Copyright (c¢) 20089 Microsoft Corporation. All rights reserved.

C:\Users\SNgobeni>ping noipmail.com

Pinging noipmail.com [192.117.155.28] with 32 bytes of data:

Figure 8.19. Resolving the noipmail.com email server to an IP address

Figure 8.20 depicts the resulting packets after filtering the traffic with the command “ip.addr
== 192.117.155.28”. On taking a closer look at Figure 8.20, the reader can note from the
“Protocol” field that it now shows SMTP traffic, following the issuing of the traffic-filtering
command. The reader should remember that Experiment 2 is intended to examine the SMTP
traffic that is believed to contain the suspected email event.

Having resolved the email server to an IP address and filtered the respective traffic
accordingly, the next step is to follow the TCP stream of each packet in Figure 8.20 to
identify and analyse the packet containing the suspected email event.
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i Merged_PcapFile.pcap [Wires.tﬁk 1.8.6 (SVN Rev 48142 from /ftrunk-1.8)] — =i =] ﬁ

File Edit View Go Capture Analyze Statistics Telephony Tools Internals Help

BEAMY BEHXEE Qe TL Qe @E%%| B

Filter: ip.addr == 192.117.155.28 EI Expression... Clear Apply Save

802.11 Channel: | | ~ [Channel Offset:| | = | FCS Filter: | All Frames ~ |None B Wireless Settings... Decryption Keys...

No. Time Source Addr Destination Addr Source Port Destination Port Protocol Length  Information
1443 2013-10-16 22:41:16.387526 146.64.246.154 192.117.155.28 49960 odmr TCP 66 49960 > o
1453 2013-10-16 22:41:16.683151 192.117.155.28 146.64.246.154 odmr 49960 TCP 66 odmr > 49
1454 2013-10-16 22:41:16.683210 146.64.246.154 192.117.155.28 49960 odmr TCP 54 49960 > o
1556 2013-10-16 22:41:21.980467 192.117.155.28 146.64.246.154 odmr 49960 SMTP 448 S: 220-no
1557 2013-10-16 22:41:21.982966 146.64.246.154 192.117.155.28 49960 odmr SMTP 72 C: EHLO S
1563 2013-10-16 22:41:22.279880 192.117.155.28 146.64.246.154 odmr 49960 SMTP 311 S: 250-no|
1564 2013-10-16 22:41:22.280693 146.64.246.154 192.117.155.28 49960 odmr SMTP 94 C: MAIL F
1573 2013-10-16 22:41:22.788347 192.117.155.28 146.64.246.154 odmr 49960 TCP 60 odmr > 49
1646 2013-10-16 22:41:25.122865 192.117.155.28 146.64.246.154 odmr 49960 SMTP 106 5: 250 2.
1647 2013-10-16 22:41:25.123165 146.64.246.154 192.117.155.28 49960 odmr SMTP 86 C: RCPT T|
1670 2013-10-16 22:41:25.704014 192.117.155.28 146.64.246.154 odmr 49960 TCP 60 odmr > 49
1689 2013-10-16 22:41:26.490262 192.117.155.28 146.64.246.154 odmr 49960 SMTP 117 5: 250 2.
1690 2013-10-16 22:41:26.490541 146.64.246.154 192.117.155.28 49960 odmr SMTP 60 C: DATA
1692 2013-10-16 22:41:26.788944 192.117.155.28 146.64.246.154 odmr 49960 SMTP 104 s: 354 En||
1694 2013-10-16 22:41:26.799962 146.64.246.154 192.117.155.28 49960 odmr SMTP 1424 C: DATA f
1695 2013-10-16 22:41:26.799969 146.64.246.154 192.117.155.28 49960 odmr SMTP 1424 C: DATA f
1713 2013-10-16 22:41:27.099031 192.117.155.28 146.64.246.154 odmr 49960 TCP 60 odmr > 49

I 1714 2013-10-16 22:41:27.099050 146.64.246.154 192.117.155.28 49960 odmr IMF 379 from: "Si
1730 2013-10-16 22:41:27.404368 192.117.155.28 146.64.246.154 odmr 49960 SMTP 140 5: 250 2.
1767 2013-10-16 22:41:27.604150 146.64.246.154 192.117.155.28 49960 odmr TCP 54 49960 > o
1981 2013-10-16 22:41:29.913838 146.64.246.154 192.117.155.28 49960 odmr SMTP 60 C: QUIT
1982 2013-10-16 22:41:29.913917 146.64.246.154 192.117.155.28 49960 odmr TCP 54 49960 > o
1998 2013-10-16 22:41:30.208987 192.117.155.28 146.64.246.154 odmr 49960 SMTP 97 5: 221 2.
1999 2013-10-16 :41:30.209022 64.246.154 117.155.28 49960 odmr 54 49960 > o
2000 2013-10-16 :41:30. 209205 117.155.28 64.246.154 60 odmr > 49
2001 2013-10-16 :41:30.209206 117.155.28 64.246.154 60 odmr > 49

< 1 +

|0 [¥7| File: "C:\Users\SNgobeni\Desktop\WDFRM_Prototype\Pcap_Files\Merged_PcapFile.pcap” 34 MB 00:18:24 Packets: 69122 Dis... | Profile: Default

Figure 8.20. Filtered SMTP traffic
Packet number 2001, which is highlighted in blue in Figure 8.20, was selected and its TCP

stream was followed. The same approach used in Figure 8.3 (Experiment 1) to follow a TCP
stream in Wireshark is also used here. Figure 8.21 presents the dialog box displayed after
following the TCP stream of packet number “2001”with all the data from the TCP stream
displayed in order.

In general, email headers are known to provide additional information about the received
message. The program that crafted the email usually provides information such as date and
time, as well as in-depth properties such as the x-mailer and MIME-Version. The property
Return Path is also provided in an event where the sent email cannot be delivered. Without
making a tremendous effort to analyse the chosen packet number “2001” in Figure 8.20, the
following packet header information about the transmitted email can be observed from Figure
8.21:
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K rollow TCP Stream @@E

-Stream Content

= — =

DATA -
354 Enter mail, end with "." on a Tine by itself

From: "Sipho" <sjn03ngobeni@noipmail.coms>

To: <sjngobeni@gmail.com>

Subject: SMTP Traffic Interception

Date: Wed, 16 Oct 2013 22:41:15 +0200

Message-ID: <000001lcecab0%15ba9f90%412fdeb0%@noipmail. com>
MIME-Version: 1.0 |
Content-Type: multipart/alternative;
.boundary="---—=_NextPart_000_0001_01CECACO.D94432E0"
X-Mailer: Microsoft Outlook 14.0

Thread-Index: AC7Kr9tuWLCbwmP6TCHbabZ/rxscxrQ==
Content-Language: en-za

11

This is a multipart message in MIME format.

—————— =_NextPart_000_0001_01CECACO0.D94432E0
Content-Type: text/plain;
.charset="us-ascii"

Content-Transfer-Encoding: 7bit

Dear Barrett,

his e-mail is being sent with the intention of having its privacy
invaded

and its message read by the eavesdropper.

Regards,

-

‘Entire conversation (4112 bytes) El

| Find || saveas || pint |© Ascn  ©EBCDIC ) HexDump ) CAmays  © Raw

l Filter Qut This Stream I I Close I

L

Figure 8.21. Following TCP stream of packet number 2001

Figure 8.21.From: “Sipho” <sjn03ngobeni@noipmail.com>— The “From” email header

property provides the email account from which the crafted suspected email was sent. The
email is seen to be crafted from the email account sjn03ngobeni@noipmail.com. It is also
evident from the “Source Address” field of packet number 2001 in Figure 8.20 that the
sender’s IP address is 192.117.155.28.

e To: <sjngobeni@gmail.com> — The email header “To” identifies the recipient to whom

the suspected sent email is directed, namely sjngobeni@gmail.com. It is also evident from

the “Destination Address” field of Figure 8.20 that the recipient’s IP address is
“146.64.246.154”.
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Subject: SMTP Traffic Interception — The “Subject” email header property indicates the
heading or subject of the suspicious sent email. In this case, the subject of the email is
found to be “SMTP Traffic Interception”.

Date: Wed, 16 Oct 2013 22:41:15 +0200. The “Date” property indicates the date and time
at which the crafted email was sent. The packet reveals that the email was sent on
Wednesday, 16 October 2013 at 22:41:15.

MIME-Version: 1.0 — MIME stands for Multipurpose Internet Mail Extension. This
email header field is an internet standard that was designed to extend the format of the
email to support non-ASCII characters, attachments and other formats needed when
writing an email. It can be observed from this field that the MIME-Version used is 1.0.
Other fields represented by MIME are the Content-Type, Content-Transfer-Encoding, and
Content Language.

X-Mailer: Microsoft Outlook 14.0. This email header field provides information about
the software that sends the suspected email. In this case, the email was found to be sent

from a “Microsoft Outlook” version 14.0.

More interestingly, it can also be observed from Figure 8.21 that the blue highlighted text is

the actual content that was transmitted in the email. Having collected all these pieces of

information about the suspected email, the following facts can be concluded about this

experiment:

A user has sent an email from a Microsoft Outlook email client. The sender’s email

address is sjn03ngobeni@noipmail.com. This suggests that the sender has an email

account with the Noipmail email server as was mentioned earlier in this chapter. It was
also found that the sender’s IP address is 192.117.155.28.

The email was sent on Wednesday, 16 October 2013 at 22:41:15.

The subject of the email is “SMTP Traffic Interception”.

The email was sent to a destination email address sjngobeni@gmail.com. The destination
IP address is 192.117.155.28.

The actual content of the email reads as follows:
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“Dear Barret,

This e-mail is being sent with the intention of having its privacy invaded and its message
read by the eavesdropper.

Regards,

Sipho.”

An interesting observation is the fact that the email was successfully delivered to the recipient
since Figure 8.21 shows that there is no indication of the “Return Path” field of the email
header, which would indicate if the email was undelivered. It is therefore confirmed that a
user sent an email containing a company trade secret to a third party, and this captured
information can be used as digital evidence in a court of law. As was the case in Experiment

1, any other digital evidence of potential investigative value can be extracted in this way.

The two experiments discussed above show how the data captured from the network can be
analysed without tremendous effort by using tools such as Wireshark and NetWitness
Investigator. Both experiments could link the suspected individuals to the crime that was

committed.

The next section presents the third experiment, that is, man-in-the-middle attack.
8.2.3 Experiment 3: Man-in-the-Middle Attack

Experiment 3 is conducted followingthe similar structure of Experiment 2, that is, firstly the
purpose of the experiment, secondly the test scenario, thridly the experiment setup and lastly

the execution of the experiment (see Section 8.2.2).

8.2.3.1 Purpose of the Experiment

The main purpose of this experiment is to demonstrate the concept of man-in-the middle
attack. This experiment is aimed at capturing data from a suspected user who happens to
connect to the WLAN and browse illegal content. The experiment shows the illegal content
accessed by the suspected user can be harvested and may be used for digital forensic

investigation.
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8.2.3.2 Test Scenario

This experiment aims to test the scenario where the company’s Wi-Fi has suspected that a
specific IP address is accessing illegal content which has detrimental effects on the network
bandwidth. The owner of the WiFi then setup a man-in-the-middle attack to harvest
information accessed by the suspected IP address in order to see the actual content accessed
by the suspected IP address. The reader should note that the suspected IP address is viewed as
the legitimate user in this case as indicated in Figure 8.22. An assumption is made that the

owner of the WiFi has obtained prior consent in writing to monitor activities on the WLAN.

8.2.3.3 Experiment Setup

This section is devoted to provide the reader with the tools used to setup this experiment.
This will enable the reader to understand how the tools and applications used to set up the
experiment fit together to address the above scenario before delving on the execuriton of the

experiment itself.

The experiment setup consists of three entities, that is, D-Link 3G WiFi Router (Gateway),
Kali Linux Machine (Attacker), and a mobile device (legitimate user). Note that the
researcher does not provide a detailed discussion of the applications used in the experiment
setup, but merely provide highlights of the tools with a view to demosntrate how they fit

together to address the test scenario. Below is a description of the tools.

D-Link 3G WiFi Router (Gateway) — The 3G D-Link WiFi is an 802.11b/g router which
provides internet connectivity. Any wireless device within tranmission range of the router
will be able to connect and enjoy free internet connectivity. The router is used as a Gateway
for this experiment, with an IP address of 146.64.212.1.

Kali Linux Machine (Attacker) — The attacker was setup on a Dell Latitude E5550
machine. Kali Linux was installed as a bootable USB to the Dell machine. Linux Kali is a
free Debian-based distribution widely used for penetration testing. It consist of more than 600
tools aimed at penetration testing. The IP address of the attacker is 146.64.212.161.

Mobile Device (legitimate user) — This is a normal user who happens to connect to the WiFi
network. This user was setup on a Dell Latitude E6530 machine with IP address

146.64.212.26. For the purpose of this experiment, this mobile device is treated as the suspted
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user on the WiFi who happens to browse illegal content. The reader should note that all the
three actors in this experiment, that is, the router, attacker and legitimate user are all in the
same network address, that is, 146.64 with the ramaining two numbers indicating the address
of each host in the network.

Gateway: 146.64.212.1
|:| O <

Legitimate User: 146.64.212.26

Attacker: 146.64.212.161

Figure 8.22. Man-in-the-middle attack experiment setup

8.2.3.4 Execution of the Experiment

Similalry to experiment 2, the researcher would like to state upfront that the traffic for this
experiment was not encrypted too. The D-Link router was configured to be open, meaning no
encryption keys such as WEP, WPA2, and WPS were configured. Despite this, the
experiment would still be conducted successfully even if encryption was setup, though it
would take a considerable significant amount of effor to crack the passwords first, however it
should be noted that encryption is still seen as the biggest enemy for forensic Scientists
(Casey et al., 2011).

The salient idea of this experiment is that, the attacker uses ARP spoofing mechanism to
convince the legitimate user that it is the gateway. Upon reply of the legitimate user, the
attacker then immediately convinces the gateway that is it the legitimate user. Both the
legitimate user and the gateway would think that they have established connection with each
other while they have both established connection with the attacker. Now this means that
both the gateway and the legitimate user’s traffic are routed to the attacker who can then

intercept the communications between the two parties. For the purpose of this experiment, the
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attacker is only interested in the traffic of the legitimate user whom is suspected to be
browsing illegal content on the network. The experiment is executed following a sequence of

steps, the steps are presented below:
Step 1: Determine the IP address of the attacking machine.

The first step is to determine the IP address of the attacking machine. This is the IP address of
the Kali Linux machine. Figure 8.23 depict the command that was issued to check the IP

address of the attacker.

root@kali: ~

File Edit View Search Terminal Help

wlan@

Figure 8.23. Determining the IP address of the Kali Linux machine — attacker

The reader can note that that the IP address of the attacking machine is 146.64.212.146 which
is configured on the wlan0O network interface. The next step is to check the address of the

gateway.

Step 2: Determine the gateway.

The second step of the experiment is to determine the address of the gateway. This is what
gives access to the internet to all the devices connected to the D-Link router. Figure 8.24

presents the route command which is used to achieve this.
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=# route

ination Gat G Metric Ref
ault i )

Figure 8.24. Determining the address of the gateway

After issuing the “route” command on the terminal, the gateway is displayed on the screen.
The gateway is 146.64.212.1. Having determined the address of the gateway, the next step is

to determine the IP address of the legitimate user.

Step 3: Determine the IP address of the legitimate user.

The third step is to determine the IP address of the legitimate user. This can be achieved by
issuing the “ipconfig” command on the terminal of the legitimate user’s mobile device, in this

case is the Dell Latitude E6530. Figure 8.25 shows the IP address of the legitimate user.

Ethernet adapter Local Area Connection:

Connection-specific DHS Suffix . : csir.co.za

Link-local IPu6E Address . . . . . : fe80::31b2:3e6:5749:334F%11
IPu4 Address. . . . . . . . . . . : 146.64.212.26

Subnet Mask . . . . . . . . . . . : 255.255.254.0

Default Gateway . . . . . . . . . : 146.64.212.1

Figure 8.25. Determining the IP address of the legitimate user

The reader can note that the IP address of the legitimate user is 146.64.212.26.

Step 4. Test connection between legitimate user and the attacker.

This step is devoted to testing the connection between the attacker and the legitimate user.
The “ping” command was issued from the terminal of the attacker’s machine. Figure 8.26

depicts the results of the ping command.

Figure 8.26. Pinging the legitimate user

The ICMP messages in Figure 8.26 show that the connection is established between the
attacker and the legitimate user. The same command can be issued to test the connection
between the attacker and the gateway. Having determined the connectivity between the
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attacker and the legitimate user, the next step is to test if packet forwarding is established in

the attacker’s machine.

Step 5. Test IP forwarding from the attackers’ machine.

By default many modern Linux Distribution will have IP forwarding disabled as depicted in
Figure 8.27. The value in /proc system was checked whether it is currently set to “0” or “1”.
“0” means the IP forwarding is disabled and “1” means enabled. The initial test showed that
the value in /proc system was set to “0” and it was then enabled by issuing the “echo 1”

command.

Figure 8.27. Determine IP forwarding

In the next step, the attacker convinces the gateway that it is the legitimate user.
Step 6. The attacker convinces the gateway that it is the legitimate user.

The command “arpspoof” was issued from the attackers’ machine where the attacker
convinces the gateway that it is the legitimate user. The gateway sends “arp reply” messages
indicating that a connection was established between the gateway and the attacker. Having
established connection between the gateway and the attacker, the next step is for the attacker

to convince the legitimate user that the attacker is the gateway.
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root@kali: ~

File Edit View Search Terminal Help

Figure 8.28. The attacker convinces the gateway that it is the legitimate user
Step 7. The attacker convinces the legitimate user that it is the gateway

The command “arpspoof” was issued again from the attackers’ machine where the attacker
convinces the legitimate user that the attacker is the gateway. It can be noted in Figure 8.29
that the legitimate user sends “arp reply” messages indicating that a connection between the
legitimate user and the attacker was established. Having established the connection between
the legitimate user and the attacker, the next step is to determine the content accessed by the

suspected legitimate user.
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root@kali: ~

File Edit View Search Terminal Help

30:83:b5 fO:1f

30:83:b5 fO:1f:af:le:as

30:83:b5 fO:1f:af:le:

Figure 8.29. The attacker convinces the legitimate user that it is the gateway

Step 8. Determine the content accessed by the legitimate user.

To determine the content accessed by the suspected legitimate user, a tool called Driftnet was
used on the Kali Linux machine. Driftnet is used to watch the network traffic accessed by the
legitimate user and picks out and display the JPEG and GIF images. The command “driftnet”
was issued on the attackers’ machine as indicated in Figure 8.30 and all the content access by

the legitimate user is displayed in Figure 8.31.

~# sudo driftnet -1 wlan@

Figure 8.30. Determine content accessed by the legitimate user

The researcher would like mention that sniffing network traffic as presented in this
experiment is considered a horrific invasion of privacy and should not be done at all without
obtaining prior concert in writing from law enforcement. However, as mentioned earlier, an
assumption is made from this experiment that the owner of the Hotspot (the attacker) had
prior obtained a permission from the law enforcement to monitor the network activities.
Therefore, should a digital forensic investigation is warranted, the captured network traffic
may be used for digital forensic investigations purposes. Similarly to the previous two

experiments discussed above, this experiment shows how the data captured from the wireless
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network can be analysed without tremendous effort by using a tool such as Driftnet. The data
harvested from Drifted could link the suspected legitimate individual to the illegal activity

suspected to be committed.

Figure 8.31. Driftnet - digital evidence

Having discussed the analysis phase, that is, Phase 4 of the WDFRM, the next section

explains phase 5 (reporting).
8.3 Phase 5 (Reporting)

Reporting is a process used to present or communicate the results of a digital forensic
investigation (Tanner et al., 2012). It is for this reason that this component forms an integral
part of any digital forensic investigation (Lee et al., 2009). A digital forensic report typically
contains inforamtion such as a case number, date, forensic examiner’s information, a
summary of the findings (Bunting and Wei, 2006; Nelson et al., 2010). This report can be
supplemented by other detailed reports generated by forensic tools that were used during
examinantion (Tanner et al., 2012). The report may include the findings of the digital forensic
investigation and should also provide detailed steps that were taken during the analysis of the

digital evidence.

Although there have been some work in the digital forensic community to create a common
way of reporting digital evidence, a consensus is yet to be reached on a optimal way. Karie
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and Venter proposed a framework for enhancing potential digital evidence presentation
(Karie and Venter, 2013). Lee present a digital forensic search system architecture for
efficiently presenting the searched results (Lee, 2008). Tanner et alpresents a conceptual
report management tool for graphically organising the facts of a case (Tanner et al., 2012).
Lee at al. proposes a practical methodology for transforming the findings in a digital forensic
report to a graphical representation using Basian Networks (BNs) (Lee at al., 2009).
Garfinkel also mention that modern digital forensic tools assits with some aspects of report
writing of digital evidence (Garfinkel, 2010). Farrell Jr presents a framework for automated
digital forensic ivestigation (Farrell Jr. 2009). Casey provides reporting as the last stage of a
digita forensic examination that integrate all finidings and conclusions into a final report
(Casey, 2010).

It should be noted that the reporting component was not implement in the prototype and will
therefore form part of future work.

8.4 Concluding Remarks

Chapter 8 presented and discussed Phase 4 — the analysis of the proposed model through

demonstration by means of two experiments.

The first experiment was conducted to test the hypothesis of a dispute between an employer
and an employee where the employee is being suspected of downloading music during office
hours using the company’s internet resources. The traffic captured from the network was
analysed using Wireshark and NetWitness Investigator. Several interesting facts were
identified from the analysis that could constitutes digital evidence, such as, the IP address of
the computer that the suspected user used to download music, the webserver’s IP address in
which the music was downloaded from, and the actual music content that the user

downloaded.

The second experiment also aimed as testing a dispute between an employer and an
employer. However, for this experiment, the employer was suspected of transmitting the
company’s trade secrets by an email to a third party. The experiment was conducted using
Wireshark. Some of the results of the experiment includes the sender and recipient email
addresses, the date and time in which the email was transmitted, and the actual email content

which was transmitted.
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The third experiment was conducted to test a scenario where a user is suspected of accessing
illegal content on a WiFi network. The experiment used Driftnet to determine the suspected

illegal content and could link the content to the suspected user.

The chapter also highlighted phase 5 (reporting) of the Wireless Digital Forensic Readiness
Model. This chapter acknowledged the fact that reporting of digital evidence remains the
important part in any digital forensic investigation because any inappropriate reporting could
results in the inadmissibility of the digital evidence which is presented in the court of law.

This phase was not explained into details; hence it will form part of future work.

The next part, part V concludes this dissertation by exclusively examining how the proposed

model can be implemented in current WLAN environments.
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Chapter 9 Critical Evaluation of the WDFRM

9.1 Introduction

This chapter highlights the two main contributions that this study has made by reflecting on
the two main components of the study — the Wireless Digital Forensic Readiness Model and
the WLAN digital forensic readiness prototype. It also explains why these items should be
considered contributions to the field of WLAN digital forensics. The chapter further shows
through an expert opinion that employing forensic readiness in a WLAN environment can
minimise the cost and time needed to conduct a fully-fledged digital forensic investigation.
The legal issues with regard to network traffic interception are also discussed in this this
chapter. The limitations of the model then follow, and the chapter is concluded with a brief

summary of the entire dissertation.

9.2 Wireless Digital Forensic Readiness Model

This dissertation proposed a Wireless Digital Forensics Readiness Model in Chapter 5. It was
mentioned that the most salient issue addressed by the model is that it captures wireless
network traffic and stores the traffic in a digital forensically sound manner. This was done so
that should a full digital forensic investigation be warranted; the forensic team would simply

extract the forensically stored data and conduct the required digital forensic investigation.

The benefit of the model is that it saves time and costs because the information needed for the
digital forensic investigation has been made readily available. This implies that the first part
of the digital forensic process (i.e. monitoring, logging and preservation) has been completed.

It was mentioned in Chapter 4 that a digital forensic investigation should adhere to the
prescriptions of a proper digital forensic process. The model was designed in such a way that
it adheres to this prescription because it consists of five phases, namely monitoring, logging,
preservation, analysis and reporting. Since these phases were successfully followed as a proof
of concept, other researchers who intend implementing digital forensic readiness in wireless
networks can adhere to them and use them as a checklist, as they would have no negative
effect on their existing wireless networks. After the model had been defined and designed, it

was translated to a prototype in order to show the viability of implementing digital forensic
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readiness in a WLAN environment. The next section explains the WLAN digital forensic

readiness prototype.

9.3 WLAN Digital Forensic Readiness Prototype

The WLAN digital forensic readiness prototype was implemented in Chapter 7 using various
tools that had been explained in Chapter 6. Only the first three phases of the WDFRM (i.e.
monitoring, logging and preservation) were implemented since they are sufficient to show
that capturing and logging network traffic in a digital forensic readiness manner can save cost
and time when conducting a fully-fledged digital forensic investigation. The prototype
presented in Chapter 7 has two benefits, namely the ability to implement digital forensic
readiness in a WLAN environment and the ability to analyse the captured network traffic,

should a digital forensic investigation be warranted. These benefits are explained next.

9.3.1 Digital Forensic Readiness

The main goal of this dissertation was to implement digital forensic readiness in a WLAN
environment. The dissertation claims that this goal was achieved successfully. Throughout
Chapter 7, the prototype demonstrated that it captures network traffic using Tshark. The
researcher implemented special flags within Tshark to determine the size of the Tshark output
file, format, location, and when should the next output file be created.

One of the requirements of digital forensic readiness is to ensure that the traffic captured
from the network was not compromised. The prototype adhered to this requirement by
extracting the original captured traffic and hashed it using the MD5 and SHA-1 hashing
function, after which it stored the resulting hash values in a database. The original traffic was
then hashed again using the same hashing functions. The resulting hash values for both
hashing were compared. It was found that they are the same, meaning that the original traffic

captured from the network was not compromised.

The fact that the prototype can capture and store network traffic in a digital forensically
sound manner and could prove beyond any reasonable doubt at a later stage that the original
traffic was not compromised, suggests that the prototype fulfils the goal of implementing
digital forensic readiness in WLAN. This is because, should a fully-fledged digital forensic

investigation be warranted, the forensic expert’s job is already reduced by half since the
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capturing and preservation of network traffic has already been done for him. Assuming that a
digital crime committed on the network is reported and a digital forensic investigation is
warranted, the researcher explains in the next section how this dissertation analysed the
network traffic that was captured from the network to check if it contains any data that can be

used as digital evidence in a court of law.

9.3.2 Forensic Analysis of Network Traffic

In Chapter 7, the researcher explained how the prototype monitors, logs and preserves
network traffic. In Chapter 8, the researcher explained two experiments that were used to
analyse the digital forensically captured and stored network traffic. A third experiment was

also conducted to tighten the argument wireless LAN forensics presented in this dissertation.

The first experiment was conducted to identify a user who was suspected of contravening the
company’s ICT policy by downloading music during office hours. The network traffic
captured in the prototype was then analysed, using Wireshark and NetWitness Investigator
(these tools were both introduced in Chapter 6). The results of the analysis successfully
managed to identify the suspected illegal activity conducted on the network and could link it
to the suspected user. That is, the IP address of the machine that downloaded the music was
identified. Also, the actual binary data — in other words the mp3 files and the server to which

the mp3 files were downloaded — were retrieved from the network traffic.

This experiment shows that storing network traffic in a digital forensically sound manner is
very useful for digital forensic purposes. In this case, the researcher did not have to start the
traffic capturing and preservation process from scratch; rather he could simply analyse the
network traffic that had been captured and stored in a digital forensically sound manner. It is
envisaged that by doing so, a lot of time and cost could be saved if a full digital forensic team
were to be hired to conduct the digital forensic investigation from the beginning.

The second experiment was conducted to identify a user who was suspected of having
transmitted the company’s trade secrets to a third party using the company’s Wi-Fi. This
experiment was similar to the first one in that the first experiment focused on binary data
analysis whiles the second one focused on plain text analysis. The focus here was on
analysing the transmitted Simple Mail Transfer Protocol (SMTP) traffic to identify the email
message that could contain the digital evidence to link the employee to the suspected event.

The results of the second experiment revealed the following digital evidence, namely: the
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sender’s email address, the application used to send the email (Microsoft Outlook), the
sender’s IP address, the date and time at which the email had been sent, the subject of the
email, the destination email and IP addresses, and even the actual email content that had been
transmitted. Similarly to the first experiment, this experiment also showed that capturing and
storing network traffic in a digital forensically sound manner was very useful in the sense that
it can tremendously minimise the forensic expert’s time and the cost needed to conduct a

digital forensic investigation.

The third experiment was conducted to test a scenario where the owner on hotspot suspected
that a specific user connected to the network is accessing illegal content which has
detrimental effects on the network bandwidth. The owner of the WiFi then setup a man-in-
the-middle attack to harvest information accessed by the suspected IP address in order to see
the actual content accessed by the suspected IP address. Three entities were used in the
experiment setup, that is, a 3G D-Link router acting as a gateway, a separate machine that
access the illegal content and a Kali Linux machine that convinces both the gateway and the
suspected machine that it is the other party. Driftnet was used on the Kali Linux machine to
harvest the suspected illegal content. The results of the experiment show JPEG images that
could be linked to the suspected IP address. Similarly to the two experiments above, this
experiment proves the idea that capturing and storing network traffic before an incident
occurs could greatly improve the amount of time needed to conduct a digital forensic

investigation.

The fact that the model was tested with three different experiments shows that the model is
scalable. If new wireless attacks happen other than the ones presented in chapter 8, the model

would still be able to detect them due to its scalability.

The researcher would also like to mention that the proposed WDFRM would capture all the
active wireless security attacks presented in Chapter 2. However, the passive attacks would
be the most difficult one to be detected by the WDFRM due to the fact that they don’t leave
any digital footprint on the network to detect any vulnerability; rather they just sniff the
transmitted traffic without altering or deleting it. The reader should also note that the
WDFRM is encompassing in nature, hence it provides for many wireless digital footprint that
might be useful for digital forensic investigations. For example, the mp3 files, the email

content and the JPEG files presented in chapter 8 can act as digital evidence for this system.
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It is also worth mentioning that Security Information and Event Management (SIEM),
Intrusion Detection Systems (IDS) and Intrusion Prevention (IPS) are all reactive
management systems, which provide alerts when an event occurs. These systems collect logs
and other security-related information which are then inspected and flag the anomalies. They
are often after the fact and were not designed with forensic readiness capabilities. The
Wireless Digital Forensic Readiness Systems presented in this dissertation is proactive in
nature; it captures everything in the network in a forensic readiness manner which makes it a

more viable solution when dealing with wireless network forensics.

The researcher explained the WDFRM and the prototype as two main contributions of this
dissertation. Next, the researcher evaluates the WDFRM through obtaining the expert opinion

of a company called Risk Diversion Pty (Ltd).

9.4 Evaluation of the Wireless Digital Forensic Readiness Model

This section reports on the evaluation of the WDFRM by an expert. The expert opinion also
confirms that employing digital forensic readiness in a WLAN can greatly minimise the cost
and time of conducting an entire digital forensic investigation. The section below firstly
highlights the IEEE 802.11 a, b and g devices and further discusses the average data rate that
can be produced by these devices in a given time.

9.4.1 |EEE 802.11 Performance and Characteristics

Table 9.1 (Geier, 2001) compares the maximum data rate, modulation, data rate and

frequencies of different IEEE 802.11 specifications.

Table 9.1. IEEE 802.11 specification

Specifications 802.11a 802.11b 802.11¢g
Maximum data rate ~ 54Mbps 11Mbps 54Mbps
Modulation OFDM DSSS OFDM and DSSS
Data rate 6,9,12,18,24,36.48,54 1,2,5.5,11 Mbps DSSS:1,2,5.5,
Mbps 11
OFDM:6,9,12,
18,24,36,48,54 Mbps
Frequencies 5GHz 2.4GHz 2.4GHz

Theoretically, the data rate of an 802.11g AP is 54Mbps. However, in practice an average

data rate of 24Mbps is achievable due to factors such as interference and collision, as well as
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the fact that the AP is not always utilised to capacity (100%) (WLAN, 2003). Of course, this

data rate would be achievable if the AP’s associated clients are also 802.11g products, taking

into consideration the range between the AP and its associated clients.
9.4.2 Average Data Rate of an IEEE 802.11g AP

Now that we know an 802.11g network will have an average data rate of 24 Megabytes per
second (Mbps), we can calculate the average data rate it would produce in 8 hours to simulate
a common business day. We first find the average data rate (ADR) that an AP would produce

in one minute.

ADR per minute = 24 Mbps * 60"
ADR per minute = 1440 / 8 bits
ADR per minute = 180 Megabytes (MB)

The ADR of an AP per minute is 180 MB. Now that we know the ADR produced by the AP
per minute, we can calculate the ADR of the AP per hour as follows:

ADR per hour = 180 MB * 60’
ADR per hour = 10800 MB ~ 10.8 Gigabytes (GB)

The ADR of an AP per hour is 10.8 GB. To calculate the ADR per day (which in our case is
8 hours), we multiply 10800 MB by 8, as shown below:

ADR per day = 10800MB * 8hr

ADR per day = 86400 MB ~ 86.2 GB

If a particular public WLAN, e.g. a shopping mall, has five 802.11g APs where clients can
connect to them, then the whole network would generate an average data rate of 431 GB per
day. It should be noted that this value is very optimistic in the sense that we doubt that so
much data will be generated over the said period, yet we need to cater for such scenarios. The
average data rate may vary, depending on factors such as the number of clients associated

with each AP, the range between an AP and its clients, and other factors.

9.4.3 Expert Opinion

To show that a digital forensically ready organisation would minimise time and cost for
conducting a fully-fledged digital forensic investigation as Tan (2001) suggests, the
researcher requested a company called Risk Diversion (Risk Diversion, 2014) for a quotation
as to how much it will cost to log such wireless network traffic in a public Wireless LAN
environment with five 802.11g APs, assuming they have the necessary legal clearance to do
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so. Risk Diversion is a (Pty) Ltd company specialising in information security audits as well
as computer, cell phone and network forensic investigation and analysis. According to Risk
Diversion, logging wireless traffic in an 802.11g network with five APs for 8 hours would
cost about US$2000 when hiring a full forensic team.

This shows that if an organisation were to log wireless traffic and store it in a forensically
ready manner, say for five days, it would save them up to US$10 000 compared to hiring a
full forensic team. In fact, it would only cost the organisation approximately 2TB of storage
to store all the data, which boils down to about US$100 in cost. Even if data needs to be
retained for a full year, the storage cost would amount to significantly less than hiring a
forensic team. All that would be required would be to have a reliable RAID system with a
few drives that would be able to accumulate data for about a week, after which the data can
be written to tape drives and securely stored for periods as long as required by specific
retention policies and laws. This confirms that the cost of logging and storing data is much
cheaper than carrying out a fully-fledged digital forensic investigation. The point we want to
make is simply that it would be cheaper and that acquiring storage space would be a once-off

expenditure.

Organisations deploying WLANS that are at a high risk of cyber-attacks should be ready to
collect digital evidence before an incident occurs. The model presented in this dissertation
therefore addresses the concept of digital forensic readiness in WLANS.

The next section presents South African legal issues with regard to the interception of

communication.

9.5 Legal Issues with Regard to Interception of Communication

It was mentioned in Chapter 5 that one of the functions of the Wireless Digital Forensic
Readiness Model is to monitor wireless network traffic. Traffic monitoring may also be
referred to as interception of communication as provided for in the Regulation of Interception
of Communications and Provision of Communication-Related Information Act (RICA)
(RICA, 2003).

The legal requirements on interception of communication may vary across different
jurisdictions all over the whole world. Examples of such legislation are the Electronic
Communication Privacy Act (ECPA) of 1986 of the United Kingdom (UK) (Doyle, 2012),
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the Electronic Communication and Transaction (ECT) Act of South Africa (ECT Act, 2002),
Regulation of Interception of Communications and Provision of Communication-Related
Information Act (RICA) of South Africa (RICA, 2003), the Protection of Personal
Information (POPI) Act of South Africa (POPI Act, 2013)and the Stored Communication Act
(SCA) of United States of America (USA) (Kerr, 2004).

The ECPA states that it is a federal crime to intercept electronic communication of others
without a court approval or consent. The SCA shares the same sentiments as the ECPA by
stating that interception of communication without any consent is considered prohibited
action. The ECT Act authorises cyber inspectors to monitor electronic communication
systems in a public domain and report any unlawful activity to the appropriate authority. The
RICA prohibits the interception of communication. However, it makes provision fora person
intercepting communication only for the purpose of investigating or detecting unauthorised
use of that communication system. It also states that the interception of communication may
only take place if the entity whose information is intercepted has given prior consent in
writing to the applicable law enforcement authorities. The POPI Act prohibits interference of
privacy information especially if the matters are of national interest. However, a provision is
made when the information is needed for law enforcement purposes and the party that is

being monitored has consented to it.

Since the Wireless Digital Forensic Readiness Model provides a traffic monitoring
functionality, it requires that all organisations deploying the model should adhere to these
legal requirements on interception of communication — especially the South African ones.
Since the legal requirements may vary on different jurisdictions of different countries, the
system may be affected when deployed in another country since it has to first comply with
legal requirements on interception of communications of that particular country. Despite all
the functionalities provided by the WDFRM, it still has limitations. The next section presents
the limitations of the WDFRM.

9.6 Limitations of the WDFRM

This section highlights the limitations of the proposed Wireless Digital Forensic Readiness
Model. The limitations are discussed below.

e Physical attack on the access point — The first limitation is that the physical attack on
the Access Point would not be detectable by the system.
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e Storage constraint of the log file — The second limitation is that of the storage
constraint of the log files. For demonstration purposes, the prototype output file size
of the log file was set to 4 Megabytes. In larger organisation that generates a lot of
traffic, this storgae space might not be a feasible and can results to slow processing of
the Tshark —a flag due to the large volume of traffic passing through the network.

e Difficult to detect passive attacks — The current system is designed in such a way that
it would detect most of the active attacks presented in Chapter 2. However, it would
not be able to detect most of the passive attacks since their purspose is just to listen to
the network traffic without injecting, altering or deleating any packets on the

networks.

Having discussed the limitations of the proposed WDFRM, the next section provides

concluding remarks of the entire chapter.

9.7 Concluding Remarks

This chapter was devoted to a discussion of the two main contributions of this dissertation,
namely the Wireless Digital Forensic Readiness Model and the Wireless Digital Forensic
Readiness prototype. Each of these items showed that it can make a viable contribution to the

WLAN digital forensic readiness domain.

The WDFRM was envisaged as a viable solution for minimising the cost and time needed to
conduct a fully-fledged digital forensic investigation. This is true in the sense that network
traffic is captured and stored in a digital forensic readiness manner. In an event where a crime
is reported later on and a digital forensic investigation is warranted, the digital forensic
experts would simply have to extract the digital forensically stored data and analyse it, rather
than to conduct the entire investigation from the beginning. Moreover, it was evident that the
model adheres to the prescripts of the digital forensic processes because it was designed
based on five phases, namely monitoring, logging, preservation, analysis and reporting. These
phases could be used by other researchers as a checklist when implementing digital forensic

readiness in wireless networks.

The model was then translated to a prototype to prove the viability of implementing digital
forensic readiness in a Wireless LAN. Two experiments were conducted to analyse the

captured and digital forensically stored traffic. A third experiment was also conducted to
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identify potential evidence from network traffic. All the three experiments were viable since

they could identify information that might be used as digital evidence in a court of law.

The focus subsequently shifted to evaluating the model through obtaining an expert opinion.
The expert opinion showed that an organisation employing digital forensic readiness would
incur minimal cost compared to hiring a full digital forensic team. The legal issues with
regard to the interception of communication were also looked at from a South African

perspective.

Following the critical evaluation of the WDFRM, the next chapter constitutes a conclusion to

this dissertation.
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Final Remarks

This study focused on developing a digital forensic readiness model that can be implemented
in a Wireless Local Area Network environment. To accomplish this, several factors were
considered.

The researcher started by studying the WLAN in general, which is the underlying network
environment on which the entire dissertation is based. This was important because it provided
an understanding of how WLANSs function, for example, how a mobile station gets associated
to the AP, and how network traffic is transmitted from the source to the destination address. It
was pointed out that a WLAN allows mobile clients to join and leave the network at any time,
in other words a WLAN is an open environment. This renders the WLAN vulnerable to a
number of security attacks that were explained in this dissertation.

Next, the researcher looked at how an organisation can put itself in a position of being ready
to respond to security attacks, should they occur. Digital forensics readiness was
subsequently provided as a mechanism that can be implemented in a WLAN to help
organisations to respond to these security attacks. Admittedly, there is no security protocol
that is 100% secure, as even a strong encryption can be cracked given enough time to do so.
It is for this reason that this research proposed a digital forensic readiness model that can be
implemented in a WLAN environment. The model consists of five digital forensic phases,
namely monitoring, logging, preservation, analysis and reporting. These phases were
formulated from other digital forensic process models within the digital forensics domain.

This model was then translated into a prototype to prove its viability.

All the research above was conducted to answer one question: Is it possible to intercept and
preserve all the communications generated by the mobile devices in a WLAN and conduct a
digital forensic investigation? The situation was exacerbated by the fact that a WLAN is an
open environment that enables mobile devices to join and leave the network at any time,
making it a real challenge to monitor and/or seize and investigate such mobile devices. The
problem is that, by the time the investigation is required, the devices have long since left the

network and communications have long been lost. The research question was answered by
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providing a digital forensic readiness prototype that can be successfully implemented in a

WLAN environment.

The problem was further answered by conducting three experiments to analyse the results of
the prototype. The experiments were found to increase the usefulness of the forensically
captured network traffic. The three experiments showed that organisations that use WLANS
can greatly benefit from deploying the digital forensic readiness model and if an incident
were to be reported later on and a digital forensic investigation would be warranted, the
organisation would simply extract the forensically captured and stored data and conduct an

analysis — rather than having to conduct the investigation from the beginning.

The researcher further evaluated the model by obtaining an expert opinion. A comparison
was made on how much it would cost an organisation to hire a full forensic team, as
compared to deploying the forensic readiness model. The findings by the expert suggested
that it would be far cheaper to conduct a digital forensic investigation in a forensically ready
organisation than to hire a full forensic team. The only cost that would be incurred in the
latter case would be that of the storage space, since a lot of network traffic would need to be
logged in one day. However, with the ever-declining prices of storage on the market, it would

still be cheaper to buy a reliable RAID system compared to hiring a full forensic team.

Based on all the research conducted in this dissertation, a number of conclusions can be

drawn:

e The Wireless Digital Forensic Readiness Model proved to be a viable contribution to
the field of wireless digital forensics since it provides for five digital forensic phases
that can be used as a checklist for other scholars when implementing digital forensic
readiness in a wireless network environment.

e The implementation of digital forensic readiness in a WLAN environment was a
viable solution because the prototype was able to capture and store network traffic
without compromising the integrity of the traffic.

e The prototype experiments showed that the network traffic that was forensically
captured and stored by the prototype could easily be analysed using off-the-shelf tools
and without making a tremendous effort, seeing that the data would be forensically

stored.
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Chapter 10 Conclusion

When all these factors are taken into consideration, it is clear that a feasible way is proposed
for implementing digital forensic readiness in any Wireless Local Area Network
environment. Despite the fact that this is in itself a contribution to the wireless digital
forensics domain, there are more areas that can benefit from this research through future

research.

Future research can be conducted by exploring the reporting component of the Wireless
Digital Forensic Readiness Model. It should be noted that this component was not
implemented in the prototype in Chapter 7. However, reporting remains anintegral part of any
digital forensic investigation. Future research can focus on coming up with an optimal way of

reporting digital evidence.

Another area of proposed future research involves that of handling the huge amount of
network traffic that flows through the WLAN. The prototype currently uses Tshark to capture
network traffic with specific flags parsed in it to specify the network interface from which
network traffic should be captured, the Tshark output file size, and to createa new output file
to be written to. For demonstration purposes, the output file size was set to 4Megabytes.
However, increasing the output file size to cater for a network within a larger organisation
might cause this flag to experience slow processing due to the large volume of traffic passing
through the network. It is therefore proposed that an efficient mechanism or an algorithm be

developed to help improve this flag.

From the research reported on in this dissertation, several research outputs were produced and
published at conferences. The papers that were published include Ngobeni and Venter (2009),
Ngobeni et al. (2010), and Ngobeni et al. (2012) and they are included in Appendix B.
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Appendix A: Source Code

A.1 Hash File

using System;

using System.Collections.Generic;
using System.ComponentModel;

using System.Data;

using System.Drawing;

using System.Ling;

using System.Text;
usingSystem.Threading.Tasks;
usingSystem.Windows.Forms;

using DataAccessComponent;

using DataAccesslayer;

using System.Security.Cryptography;
using System.IO;

using System.Security.Permissions;
using System.Diagnostics;

namespace WDFRM HASHFILE
{

public partial class HashFile : Form

{
//Initializing the data access component so that we are able to use
//it to access the database
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HashFile DataAccessComponent DAC =new
HashFile DataAccessComponent() ;
string[] filenameNames =newstring[10];
int j =0;
int 1 =0;

Process pl =newProcess();

public HashFile()
{

InitializeComponent () ;

}

privatevoid fileSystemWatcherl Created(object sender,FileSystemEventArgs e)
{
filenameNames[Jj]=e.FullPath.ToString() ;

j =3 +1;

if(filenameNames[1] '=null)
{
stringtowrite= filenameNames[1l];
WriteToDatabase (towrite) ;
1 =1 +1;
}

else

{
}
}

privatevoidWriteToDatabase ()
{
List<HashTable>newlList=new List<HashTable>() ;
newlList=DAC.SelectPcapFileName () ;
bool found =false;

for(int k =0; k <filenameNames.Length; k++)

{

for(int m =0; m <newList.Count; m++)

{

if (filenameNames[k]==newList[m] .PcapFileName)

{

found=true;

}

}

if(filenameNames[k] '=null&& found ==false)

{

//creates an instance of the MD5 cryptography
MD5 md5=System.Security.Cryptography.MD5.Create() ;
SHA1l shal=System.Security.Cryptography.SHAl.Create()

//reads the bytes of the file

byte[] b =File.ReadAllBytes (filenameNames[k].ToString())
//creates the hash value but its not in hex

byte[] md5Hash = md5.ComputeHash (b) ;

byte[]lshaHash= shal.ComputeHash (b) ;

//converts the hash value to hex
StringBuilder md5String =newStringBuilder();
StringBuilder shalString =newStringBuilder () ;

for(int 1 =0; i < md5Hash.Length; i++)
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{
md5String.Append (md5Hash[i] .ToString ("x2")) ;

}

for(int i =0; i <shaHash.Length; i++)

{

shalString.Append(shaHash[i].ToString("x2")) ;

}

//Pass the filename and the hash value to the data access component to be
inserted into the database

DAC.InsertIntoDumpLogTable (new HashTable (filenameNames[k].ToString(),
md5String.ToString(), shalString.ToString()))

}
found=false;
}
j =0;
1 =0;
}

privatevoidWriteToDatabase(string filename)
{
List<HashTable>newList=new List<HashTable>() ;
newlList=DAC.SelectPcapFileName () ;
bool found =false;

for(int m =0; m <newList.Count; m++)

{

if(filename ==newList[m].PcapFileName)

{

found=true;

}

}

if (found ==false)

{

//creates an instance of the MD5 cryptography
MD5 md5=System.Security.Cryptography.MD5.Create() ;
SHA1l shal=System.Security.Cryptography.SHAl.Create()

//reads the bytes of the file

byte[] b =File.ReadAllBytes(filename.ToString());
//creates the hash value but its not in hex
byte[] md5Hash = md5.ComputeHash (b) ;
byte[]lshaHash= shal.ComputeHash (b) ;

//converts the hash value to hex
StringBuilder md5String =newStringBuilder();
StringBuilder shalString =newStringBuilder () ;

for(int 1 =0; i < md5Hash.Length; i++)

{
md5String.Append (md5Hash[i] .ToString ("x2")) ;

}

for(int 1 =0; i <shaHash.Length; i++)

{
shalString.Append(shaHash[i].ToString("x2")) ;

}

//Pass the filename and the hash value to the data access component to be
inserted into the database
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DAC.InsertIntoDumpLogTable (new HashTable(filename, md5String.ToString(),
shalString.ToString()))

}
}

privatevoidbtnStart Click(object sender,EventArgs e)

{

rl.

rl.

pl
-n

pl.
rl.
pl.
rl.
pl.
pl.

Start () ;

StandardInput.WriteLine(@"cd C:\Program Files\Wireshark");
.StandardInput.WriteLine (@"tshark -a filesize:6000 -b filesize:4000 -1 2
-q -w C:\Users\AShozi\Documents\Demo\Capture.pcap") ;

StartInfo.
StartInfo.

StartInfo

UseShellExecute =false;
RedirectStandardInput =true;

.RedirectStandardOutput =true;
StartInfo.
StartInfo.
StartInfo.

RedirectStandardError =true;
FileName = @"cmd.exe";
CreateNoWindow =true;

string name = pl.ProcessName;

}

privatevoidbtnStop Click(object sender,EventArgs e)

{

Process[]proc;
proc=Process.GetProcesses|() ;

for(int 1 =0;

{

i <proc.Length; i++)

string name =proc[i].ProcessName;

if (name =="dumpcap")

{

proc[i].Kill();

}
}

WriteToDatabase () ;
filenameNames=newstring[10];

MessageBox.Show ("Files have been hashed and saved to the database","Files
saved" ,MessageBoxButtons.OK) ;

}

privatevoidHashFile Load(object sender,EventArgs e)

{

}
}

A.2 Data Access Component

using System;
using System.Collections.Generic;
using System.Ling;
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using System.Text;

using System.Configuration;

using System.Data.SglClient;

using System.Data;

using System.Security.Cryptography;
using DataAccesslayer;

namespace DataAccessComponent

{

publicclass HashFile DataAccessComponent

{

privatestring connectionString;

publicstring ConnectionString

{
get{return connectionString;}
set{ connectionString = value;}

}

public HashFile DataAccessComponent ()
{

connectionString= ConfigurationManager.AppSettings["connectionString"];

}

publicvoid InsertIntoDumpLogTable (HashTable hashtable)
{
using(SglConnection conn =new SglConnection(connectionString))
{
SglCommand cmdInsertIntoDumpLogTable
=newSglCommand ("InsertIntoHashTable", conn);
cmdInsertIntoDumplLogTable.CommandType =
CommandType.StoredProcedure;

cmdInsertIntoDumpLogTable.Parameters.Add (new SglParameter ("@UnigqueNumber",
SglDbType.Int)) ;

cmdInsertIntoDumplLogTable.Parameters["@UniqueNumber"] .Direction =
ParameterDirection.Output;

cmdInsertIntoDumplLogTable.Parameters.Add (new SglParameter ("@PcapFileName",
SglDbType.NVarChar,100)) ;

cmdInsertIntoDumpLogTable.Parameters["@PcapFileName"] .Value
= hashtable.PcapFileName;

cmdInsertIntoDumpLogTable.Parameters.Add(new SglParameter ("@MD5 HashValue",
SglDbType.NVarChar,50)) ;

cmdInsertIntoDumpLogTable.Parameters["@MD5 HashValue"].Value =
hashtable.MdbHashValue;

cmdInsertIntoDumpLogTable.Parameters.Add (new
SglParameter ("@SHAl HashValue", SglDbType.NVarChar,50));

cmdInsertIntoDumpLogTable.Parameters["@SHALl HashValue"].Value =
hashtable.ShalHashValue;

try

{

conn.Open() ;
cmdInsertIntoDumplLogTable.ExecuteNonQuery() ;
}
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catch (SglException)
{

thrownewApplicationException("An error was encountered");

}
}
}

public List<HashTable>SelectPcapFileName ()

{
List<HashTable>newList=new List<HashTable>() ;

using(SglConnection conn =new SglConnection(connectionString))

{
SglCommand
cmdSelectPcapFileName=newSglCommand ("SelectPcapFileName", conn);

cmdSelectPcapFileName.CommandType= CommandType.StoredProcedure;

try
{

conn.Open() ;

using(SglDataReader reader =cmdSelectPcapFileName.ExecuteReader())
{
while (reader.Read())
{

HashTable hash =newHashTable ()
{

PcapFileName

=reader.GetString(reader.GetOrdinal ("PcapFileName"))
};
newList.Add (hash) ;
}
}

// newList.Add (new
HashTable (cmdSelectPcapFileName.ExecuteNonQuery () .ToString()));

}
catch (SglException)

{

thrownewApplicationException("An error was encountered");

}

conn.Close() ;

}

returnnewList;
}
}
}

A.3 Hash Table

publicclass HashTable

{

privateint uniqueNumber;
privatestring pcapFileName;
privatestring mdSHashValue;
privatestring shalHashValue;
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md5Value;

shalValue;

public HashTable(string filename)

{

pcapFileName= filename;

}

public HashTable ()
{

}

public HashTable (int number,string filename,string md5Value,string

shalValue)

{

unigqueNumber= number;

pcapFileName= filename;
mdbHashValue =

shalHashValue =

}

publicint UniqueNumber

{

get{return uniqueNumber;}
set{ uniqueNumber = value;}

}

publicstring PcapFileName
{

get{return pcapFileName;}
set{ pcapFileName = value;}

}

publicstring Md5HashValue

{
get{return mdSHashValue;}
set{ md5HashValue = value;}

}

publicstring ShalHashValue

{
get{return shalHashValue;}

set{ shalHashValue = value;}

}
}
}

A.4 Design

namespace WDFRM HASHFILE
{

partialclass HashFile

{

/// <summary>

md5Value;

shalValue;

/// Required designer variable.
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/// </summary>
private System.ComponentModel.IContainer components =null;

/// <summary>

/// Clean up any resources being used.

/// </summary>

/// <param name="disposing">true if managed resources should be disposed;
otherwise, false.</param>
protectedoverridevoid Dispose(bool disposing)
{

if (disposing &&(components !=null))

{

components.Dispose() ;

}

base.Dispose (disposing) ;

}

fregion Windows Form Designer generated code

/// <summary>

/// Required method for Designer support - do not modify

/// the contents of this method with the code editor.

/// </summary>

privatevoid InitializeComponent ()

{

this.components=newSystem.ComponentModel.Container () ;
this.fileSystemWatcherl =newSystem.IO.FileSystemWatcher();
this.timerl =newSystem.Windows.Forms.Timer (this.components) ;
this.btnStart=newSystem.Windows.Forms.Button() ;
this.btnStop=newSystem.Windows.Forms.Button() ;
((System.ComponentModel.ISupportInitialize) (this.fileSystemWatcherl)) .Begin
Init();

this.SuspendLayout () ;

//

// fileSystemWatcherl

//

this.fileSystemWatcherl.EnableRaisingEvents =true;
this.fileSystemWatcherl.NotifyFilter

=((System.IO.NotifyFilters) ((((System.IO.NotifyFilters.FileName|System.IO.N
otifyFilters.DirectoryName)

|System.IO.NotifyFilters.Size)
|System.IO.NotifyFilters.LastWrite)))

this.fileSystemWatcherl.Path ="C:\\Users\\AShozi\\Documents\\Demo";
this.fileSystemWatcherl.SynchronizingObject =this;
this.fileSystemWatcherl.Created
+=newSystem.IO.FileSystemEventHandler (this.fileSystemWatcherl Created);
//

// btnStart

//

this.btnStart.Font=newSystem.Drawing.Font ("Microsoft Sans
Serif",8.25F,System.Drawing.FontStyle.Bold,System.Drawing.GraphicsUnit.Poin
t, ((byte) (0)));

this.btnStart.ForeColor=System.Drawing.Color.Green;
this.btnStart.Location=newSystem.Drawing.Point (26,41) ;
this.btnStart.Name="btnStart";
this.btnStart.Size=newSystem.Drawing.Size (155,48);
this.btnStart.TabIndex=1;

this.btnStart.Text="START CAPTURE";
this.btnStart.UseVisualStyleBackColor=true;
this.btnStart.Click+=newSystem.EventHandler (this.btnStart Click);
//
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// btnStop

//

this.btnStop.Font=newSystem.Drawing.Font ("Microsoft Sans
Serif",8.25F,System.Drawing.FontStyle.Bold,System.Drawing.GraphicsUnit.Poin
t, ((byte) (0)));
this.btnStop.ForeColor=System.Drawing.Color.Red;
this.btnStop.Location=newSystem.Drawing.Point (239,41);
this.btnStop.Name="btnStop";
this.btnStop.Size=newSystem.Drawing.Size (155,48);
this.btnStop.TabIndex=2;

this.btnStop.Text="STOP CAPTURE";
this.btnStop.UseVisualStyleBackColor=true;
this.btnStop.Click+=newSystem.EventHandler (this.btnStop Click);
//

// HashFile

//

this.AutoScaleDimensions=newSystem.Drawing.SizeF (6F,13F);
this.AutoScaleMode=System.Windows.Forms.AutoScaleMode.Font;
this.ClientSize=newSystem.Drawing.Size (422,134);
this.Controls.Add(this.btnStop) ;
this.Controls.Add(this.btnStart);

this.Name="HashFile";

this.Text="Hash The File";

this.Load+=newSystem.EventHandler (this.HashFile Load);
((System.ComponentModel.ISupportInitialize) (this.fileSystemWatcherl)) .EndIn
it();

this.Resumelayout (false) ;

}
#endregion

privateSystem.IO.FileSystemWatcher fileSystemWatcherl;
privateSystem.Windows.Forms.Timer timerl;
privateSystem.Windows.Forms.ButtonbtnStop;
privateSystem.Windows.Forms.ButtonbtnStart;

}

}

A.5 Application Configuration

<?xml version="1.0" encoding="utf-8"?>

<configuration>

<appSettings>

<add key="connectionString" value="Data Source=ASHOZI-NBl;Initial
Catalog=WDFRM DB;Integrated Security=SSPI;"/>

</appSettings>

</configuration>
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Appendix B: Published Papers

During the process of conducting this research, three research outputs were produced, namely
two peer-reviewed conference papers and a peer-reviewed international journal. These
research outputs are inserted in this appendix in an ‘as is’ format, which includes retaining
the original paper formatting such as font, page numbering and other formatting styles that

were prescribed by the specific conference.

The three documents appear in chronological order according to the date on which they were
presented/ published. The first paper presents the model proposed in this dissertation and is
entitled “The design of a Wireless Forensic Readiness Model (WFRM)”. The second paper
entitled “A Forensic Readiness Model for Wireless Local Area networks” is also concerned
with the model proposed in this dissertation but with a specific focus on the components of
the model as an integrated whole. The third document is a journal article entitled “The
Modelling of a Digital Forensic Readiness Approach for Wireless Local Area Networks”.
This article focuses on the implementation of the proposed model to show the viability of

implementing digital forensic readiness in a WLAN environment.

The papers start on the next page.
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Introduction

ISSA2009 is the annual conference for the information security community
that continues on the successful recipe established in 2000. We would like
to thank Prof Jan Eloff and Prof Mariki Eloff who stepped down as
conference chairs this year. They were founding members of ISSA and we
would like to wish them all the best for their future endeavours. The new
conference chairs, Prof Hein Venter and Dr Marijke Coetzee in conjunction
with Prof Les Labuschagne undertake to build upon the good foundation
that has been laid in the past by Prof Jan and Mariki Eloff for many years to
come. The ISSA 2009 conference is held under the auspices of the
University of Johannesburg Business IT Department, the University of
Pretoria Department of Computer Science and the University of
Johannesburg Academy for Information Technology.

The ISSA2009 Conference is held from Monday, 6 to Wednesday, 8
July at the University of Johannesburg's School of Tourism and Hospitality
facility, in Auckland Park, Johannesburg, Gauteng, South Africa.

The conference has grown each year in various ways. Not only have
delegate and presenter numbers been on the rise, but interest from industry
has also grown and been displayed through sponsorship of the conference or
aspects thereof. We believe that the quality and relevance of the information
presented by industry practitioners and academics has also evolved over the
years, as have the opportunities for senior research students to present their
research to a critical and representative audience.

Conferences have become a major focus area - and often a money
spinner - in many industries, so at any time you will see a number of
conferences being advertised in fields such as information security. What
sets the ISSA conference apart is that it is not intended to generate a profit
for an organisation, and it does not encourage marketing of products and
services through presentations. Instead, the proceeds from registration fees
are reinvested to ensure that the conference grows each year. In exchange
for their investment in the conference, sponsors are afforded an opportunity
to present company-specific information that has a bearing on the
conference themes, and presentations submitted by potential speakers are
sent through a vigorous review process, managed by a team of respected
international experts in information security.
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We trust that the annual ISSA conference will continue to be
recognised as an platform for professionals from industry as well as
researchers to share their knowledge, experience and research results in the
field of information security.

To ensure ongoing improvement, we again encourage input from all
those interested in the field of Information Security, particularly those who
are actively seeking to progress the field, to take part and share their
knowledge and experience.

We look forward to seeing old friends and new participants at
ISSA2009.

ISSA 2009 Conference Organisers:
Hein Venter

Marijke Coetzee

Les Labuschagne

July 2009
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Conference Committees

Information security has evolved and in the last few years there has been
renewed interest in the subject worldwide. This is evident from the many
standards and certifications now available to guide security strategy. This
has led to a more clear career path for security professionals.

The convergence of technologies together with advances in wireless
communications, has meant new security challenges for the information
security fraternity. As hotspots become more available, and more
organisations attempt to rid their offices of "spaghetti" so the protection of
data in these environments becomes a more important consideration.

It is this fraternity that organisations, governments and communities in
general look to for guidance on best practice in this converging world.

Identity theft and phishing are ongoing concerns. What we are now
finding is that security mechanisms have become so good and are generally
implemented by companies wanting to adhere to good corporate
governance, so attackers are now looking to the weak link in the chain,
namely the individual user. It is far easier to attack them than attempt to
penetrate sophisticated corporate systems. A spate of spyware is also doing
the rounds, with waves of viruses still striking periodically. Software
suppliers have started stepping up to protect their users and take some
responsibility for security in general and not just for their own products.

The conference focuses on all aspects of information security and
invites participation across the Information Security spectrum including but
not being limited to functional, business, managerial, theoretical and
technological issues.

Invited speakers will talk about the international trends in information
security products, methodologies and management issues.

In the past ISSA has secured many highly acclaimed international
speakers, including:

o Alice Sturgeon manages the area that is accountable for identifying
and architecting horizontal requirements across the Government of
Canada. Her topic made reference to An Identity Management
Architecture for the Government of Canada

Xi
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Dr Alf Zugenmaier, DoCoMo Lab, Germany. His topic was based on
Security and Privacy.
William List, WM List and Co., UK. His topic was: Beyond the Seventh
Layer live the users
Prof. Dennis Longley, Queensland University of Technology, Australia.
His topic was: IS Governance: Will it be effective?
Prof. TC Ting: University of Connecticut, and fellow of the Computing
Research Association, United States
Prof. Dr. Stephanie Teufel: Director of the International Institute of
Management in Telecommunications (iimt). Fribourg University,
Switzerland
Rich Schiesser, Senior Technical Planner at Option One Mortgage, USA
Rick Cudworth, Partner, KPMG LLP, International Service Leader,
Security and Business Continuity - Europe, Middle East and Africa
Dario Forte - CISM, CFE, Founder, DFLabs Italy and Adj. Faculty
University of Milano

The purpose of the conference is to provide information security

practitioners and researchers worldwide with the opportunity to share their
knowledge and research results with their peers.

Xii

The objectives of the conference are defined as follows:
Sharing of knowledge, experience and best practice
Promoting networking and business opportunities
Encouraging the research and study of information security
Supporting the development of a professional InfoSec community
Assisting self development
Providing a forum for education, knowledge transfer, professional
development, and development of new skills
Promoting best practice in information security and its application in
Southern Africa
Facilitating the meeting of diverse cultures to share and learn from each
other in the quest for safer information systems
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Conference Committees

General Conference Chairs

Hein Venter (Department of Computer Science, University of Pretoria)
Marijke Coetzee (Academy for Information Technology, University of
Johannesburg)

Les Labuschagne (Department of Business Information Technology,
University of Johannesburg)

Organising Committee

Hein Venter (Department of Computer Science, University of Pretoria)
Marijke Coetzee (Academy for Information Technology, University of
Johannesburg)

Les Labuschagne (Department of Business Information Technology,
University of Johannesburg)

Leandi Ligthelm (Department of Computer Science, University of Pretoria)

Conference Programme Committee

Hein Venter (Department of Computer Science, University of Pretoria)
Marijke Coetzee (Academy for Information Technology, University of
Johannesburg)

Les Labuschagne (Department of Business Information Technology,
University of Johannesburg)
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Review Committee

Christer Andersson , Combitech, Sweden

Sampson Asare , Computer Science Department, University of Botswana,
Botswana

Joachim Biskup , University of Dortmund, Germany

Richard Baskerville , Georgia State University, USA

Hettie Booysen , Private, South Africa

Reinhardt Botha , Nelson Mandela Metropolitan University, South Africa
Stelvio Cimato , University of Milano, Italy

Nathan Clarke , University of Plymouth, UK

Marijke Coetzee , University of Johannesburg, South Africa

Mieso Denko , University of Guelph, Canada

Paul Dowland , University of Plymouth, UK

Lynette Drevin , Potchefstroom University, South Africa

Mahmoud El-Hadidi, Cairo University, Egypt

Jan Eloff, University of Pretoria, South Africa

Mariki Eloff , University of South Africa, South Africa

Sheikh Muhammad Farhan , University of Engineering and Technology,
Pakistan

Eduardo Fernandez , Florida Atlantic University, USA

Stephen Flowerday, Nelson Mandela Metropolitan University, South Africa
Dario Forte , University of Milano, Italy

Steven Furnell , University of Plymouth, UK

Dieter Gollmann , TU Hamburg-Harburg, Germany

Anna Granova , University of Pretoria, South Africa

Stefanos Gritzalis , University of the Aegean, Greece

Talania Grobler , University of Johannesburg, South Africa

Ajantha Herath , Richard Stockton College of New Jersey, USA

Andrew Hutchison , T-Systems South Africa (Pty) Ltd, South Africa
Barry Irwin , Rhodes University, South Africa

Christian Damsgaard Jensen , Technical University of Denmark, Denmark
Jorma Kajava , University of Oulu, Finland

Karthik Kannan , Purdue University, USA

Sokratis Katsikas , University of the Aegean, Greece

Les Labuschagne , University of Johannesburg, South Africa
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Dennis Longley , Queensland University of Technology, Australia
Marianne Loock , University of South Africa, South Africa
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Rossouw von Solms , Nelson Mandela Metropolitan University, South
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Review Process

The Review Process was undertaken by experienced and well
respected Information Security experts. In a blind peer-review process full
papers were scrutinised by an international panel of reviewers. The
reviewers were asked to provide specific feedback and comments to authors.
This feedback was provided to give a perspective on how a paper can be
improved for final submission and inclusion in this - the formal conference
proceedings.

A ‘Call for Papers’ was issued in January 2009, inviting anyone
interested in making a contribution towards the conference by submitting a
short abstract by the end of March 2009. Abstracts were received and
subsequently divided into broad topics by the Programme Committee. The
abstracts, within a broad field, were forwarded to a review panel in the field
to judge on the possible acceptability of the abstract based upon the scope
and depth of the subject matter to the conference as a whole. The authors
were then requested to submit full papers by the end of April 2009. These
draft papers were "anonomised", and then forwarded to two independent
reviewers, with the request that the full paper should be reviewed and
judged according to a number of criteria. Reviewers were asked to use a 10
point Likert scale to rate the following criteria:

e Originality

e Significance

e Technical Quality
e Relevance

Reviewers were also asked to give an Overall Rating as well as a
Confidence in Rating for each the paper. In the next section, reviewers had
to qualify their rating by providing a rationale for the Overall Rating given.
This was followed by the Reviewer Comments that would assist the authors
in improving and correcting their papers. Reviewers were asked to be as
comprehensive as possible in this section.

The Programme Committee received the completed review forms
from the Reviewers and combined the scores from the reviewers for each
paper to determine whether they would be accepted or not. Only papers with
a combined value above a certain threshold were accepted as full papers. In

XVii
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the event where two reviewers differed drastically from one another, the
paper was sent to a third reviewer.

The reviewers' comments were forwarded to the author with the
request to submit a final revised version of the paper by May 2009. Only
those papers which were of an acceptable quality as recommended by both
Reviewers are included in the Conference Proceedings as Reviewed Papers.

The review process used is based on what is considered the
international de facto standard for blind paper reviews.

Xviii
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Conference Sponsors and Organisers

Sponsors

Unfortunately the ISSA conference organisers were unable to secure any
sponsors for the conference in 2009. Should you be interested in becoming a
sponsor in the future, please visit the ISSA website at www.infosecsa.co.za.

Conference Organisers

University of Johannesburg Department of Business I'T

"""' The Department of Business IT has extensive resources to

facilitate excellence in terms of the graduate and post-

graduate courses on offer. These include the lecturing staff,
as well as computer laboratories, libraries and constant exposure to industry
through various projects. We offer comprehensive qualifications that
include vocational and academic direction of study. The main research
focus areas include information security management, IT project
management and advanced application paradigms.

Visit the Department's website at: www.uj.ac.za/bit

University of Pretoria Department of Computer Science

{-:é The  University of Pretoria
“ UNIVERSITEIT VAN PRETORIA Computer SCl'el"lce Depaﬁmept
100 ) HN I*-IfERSH*r of prRETORIA offers opportunities for studies in
P UHIBESITRL YA PRETORIA BSe Information Technology and

BSc Computer Science on under-
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and post-graduate levels. These comprehensive, industry-relevant courses
cover a number of the facets of information technology.

Visit the website at: www.cs.up.ac.za

University of Johannesburg Academy for IT

{y The Academy for Information Technology offers studies in
balind BSc Information Technology and BSc Computer Science.

The four year BSc(IT) Hons degree has been formally
accredited by the British Computer Society.

Visit the Department's website at: http://www.uj.ac.za/csweb
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A Best Practice Approach to Live Forensic Acquisition

A BEST PRACTICE APPROACH TO LIVE FORENSIC

ACQUISITION

MM Grobler', SH von Solms”

! Council for Scientific and Industrial Research, Pretoria, South Africa

? Academy for Information Technology, University of Johannesburg

! marthiegrobler @ gmail.com, mgroblerl @csir.co.za, 012 841 3262
2 basievs @uj.ac.za, 011 559 2843

ABSTRACT

The development of the Live Forensic discipline instigates the development
of a method that allows forensically sound acquisition to stand fast in a
court of law. The study presents the development of a comprehensive model
for forensically sound Live Forensic Acquisition, the Liforac model.

The Liforac model presents a number of concepts that are already
available within the Cyber Forensics discipline, combined as a single
document. It composes four distinct dimensions: Laws and regulations,
Timeline, Knowledge and Scope. These dimensions combine to present a
wide ranging model to guide First Responders and forensic investigators in
acquiring forensically sound digital evidence. The dimensions were identified
as part of an intense research study on the current application of Live
Forensics and the associated problems and suggested controls.

The Liforac model is an inclusive model that presents all aspects
related to Live Forensic Acquisition, suggesting ways in which a Live
Forensic Acquisition should take place to ensure forensic soundness. At
the time of writing, this Liforac model is the first document of this nature
that could be found for analysis. It serves as a foundation for future
models that can refine the current processes.

KEY WORDS

Forensically sound, Live Forensic Acquisition, Cyber Forensics, model
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A BEST PRACTICE APPROACH TO LIVE FORENSIC

ACQUISITION

1 INTRODUCTION

Up to date, forensic investigators approached live acquisitions with caution.
The current norm is to perform traditional forensic acquisitions to ensure
that evidence obtained remains forensically sound and useful in a court of
law. However, new types of crime surfaced in the virtual world and
traditional crimes are committed using advanced technology (Maat 2004:1).
These developments leave Law Enforcement outdated and therefore Forensic
investigators need to turn to Live Forensics to ensure successful investigations.

There is a close relationship between Cyber Forensics and the justice
system. US-CERT (2005:1) defines Cyber Forensics as “... the discipline
that combines elements of law and computer science to collect and analyse
data from computer systems, networks, wireless communications and storage
devices in a way that is admissible as evidence in a court of law”. This
results in evidence admissible in a court of law (Jones 2007:2). Now,
forensic investigators can acquire even more forensically sound evidence
when implementing Live Forensic Acquisition.

This paper discusses a theoretical approach that underwrites forensically
sound Live Acquisition, presented as the Liforac model. The model allows
forensic evidence to stand fast in a court of law and covers all aspects
relevant to Live Forensics. Although the idea of this model is not to present
a rigid restrictive set of steps to follow, the intention is to develop a full set
of guidelines to assist forensic investigators throughout the Live Forensic
Acquisition process.

The proposed theoretical model consists of four distinct dimensions.
These dimensions were identified as part of a research study on the current
application of Live Forensics and associated problems and controls. Section
2 addresses the Live Forensic discipline and some of the associated benefits.
Section 3 walks through the development of the model, addressing each of
the dimensions. Section 4 concludes the paper.

2 MOVING TOWARDS LIVE FORENSIC ACQUISITION

Live Forensics, referred to as Incident Response, is a methodology that
advocates extracting live, real time system data before shutting down the
system to preserve memory, process and network information that would
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otherwise be lost in a traditional forensic acquisition. The essence of this
acquisition type is to minimise impacts to the integrity of the system while
capturing volatile forensic data (McDougal 2006:5,9). Live Acquisition refers
to the acquisition of a machine that is still running and can retrieve both static
and dynamic, volatile data (Forte 2008:13). Traditional Dead Forensics
focuses only on collecting and analysing information from stagnant file systems.

The Live Forensic discipline has not been perfected yet. Currently
all endorsed tools and techniques have minor impacts on the underlying
system’s operating state and can be considered in court as inadmissible
(McDougal 2006:5). However, forensic investigators argue that a complete
chain of custody document should be sufficient to explain and motivate
any system changes and accordingly lead to court admissibility. Some
changes can be explained in the context of the investigation, analogous to
the explanation of a detective’s fingerprints on a ransom note (Adelstein &
Richard 2007:14).

The main benefit of this Live Acquisition model is consistent and
verifiable forensic acquisitions. Another benefit is that it requires little or
no downtime from the system in question and that it can retrieve data that
is only available in RAM (Adelstein & Richard 2007:3).

3 DEVELOPING A FORENSICALLY SOUND MODEL

To develop a useful model, it is necessary to include a number of wide
ranging components to cover all aspects relevant to Live Forensics.
Forensic investigators are responsible for technical insight, knowledge of
the law and complete objectivity during investigations. Only then can
investigators present direct evidence of suspected misconduct or potential
exoneration (Stimmel 2008:1). The best way to ensure verifiable and
repeatable results is by creating the Liforac model that investigators can
apply consistently.

Figure 1 presents the proposed Liforac model, comprising of four
distinct dimensions: Laws and regulations, Timeline, Knowledge and Scope.
These dimensions combine to present a model that guides First Responders
and forensic investigators in acquiring forensically sound digital evidence.
The dimensions were identified as the four most prominent aspects during
the preliminary literature study. A number of drivers were identified in
the preliminary study that strongly directed the decision to divide the
model into these four specific dimensions. The extent of these drivers is
beyond the scope of this paper.
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The Liforac model can prove useful to explain the work of cyber
crime investigators to non-specialists. This can be especially supportive
when presenting digital evidence in a court of law (Ciardhudin 2004).

Knowledge

Timeline

Figure 1: Liforac model
3.1 Laws and Regulations

The Laws and regulations dimension is the foundation of the Liforac
model, forming the basis on which these dimensions rest. It considers in
detail what the forensic investigator needs to know and do concerning laws
and regulations to remain within the legal bound of the discipline. This
dimension is not legally binding, but merely guides the organisation
towards better technical understanding with regards to a legal subject.

With the emerging cyber crime rates and hike in cyber crime
incidents, the Laws and regulations dimension is a very important part of
the Liforac model. Not only is it necessary to pay attention to all aspects
of cyber crime in order to do this, but these crimes need to relate to the
legal discipline. This dimension divides into four sub dimensions:

¢  Sub dimension 1: Common crime laws applicable to cyber crime.
Common crime laws, referred to as penal laws, are existing laws
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created with only traditional crimes in mind. The stakeholders
wrote the laws in such a manner that interpretation within given
circumstances can include the legal punishment of acts related to
computers, digital evidence and cyber issues (Nare 2008).

e Sub dimension 2: Specific cyber laws. These laws, known as
netlitigation, refer to laws created specifically with cyber crimes in
mind. It addresses current issues related to cyber space, computers
and electronic media or communication. Specific cyber laws are
much more detailed and worth more in the event of a legal
interpretation dispute. It helps organisations to prepare their systems
for faster recovery in a cyber event and educate users on preserving
electronic evidence.

¢ Sub dimension 3: Court cases and precedents. Court cases and
precedents are crucial in the acceptance of any new technology in
court. A court precedent can be defined as a “... legal principle,
created by a court decision, which provides an example or authority
for judges deciding similar issues later” (Lectric Law Library 2005).
Precedents in court cases establish a principle or rule that another
court needs to adopt when deciding cases with similar issues or
facts. These laws are crucial in the acceptance of any new
technology in court, for examples the Frye and Daubert tests.

e Sub dimension 4: Definition of court admissibility. The
definition of court admissibility largely determines whether the
court would allow Live Forensic Acquisition. This definition and
its implementation has a big impact on the Live Forensic discipline
and is in many cases the most important aspect to consider during
the lifetime of a forensic investigation. To ensure that evidence
can be admitted in court, the forensic investigator needs to ensure
and maintain the accuracy, reliability and authenticity of the
evidence at all times. The easiest way to accomplish this is by
maintaining a proper chain of custody.

3.2 Timeline

The Timeline dimension focuses more on the process view of the model,
indicating the sequence in which investigators need to execute processes.
This dimension considers in detail what steps forensic investigators need
to take to ensure a forensically sound investigation.

A timeline presents a visualisation of a sequence of events to show
the relationship between the entities. This dimension presents all actions
taken by forensic investigators, and presents it visually in the sequence it
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should execute to ensure sound forensic practices. In essence, this specific
timeline representation consists of implied and explicit processes. This
dimension divides into five components:

Component 1: Implied processes. These processes refer to
specific processes that may not necessarily contribute directly to
the successful completion of the dimension, but the absence of
these processes may render the timeline unsuccessful. Implied
processes specific for the Liforac model include how to secure
potential evidence, how to preserve data integrity, how to record
actions during an examination, the audit trail, how to analyse the
collected data and information, and the establishment of a
responsibilities matrix (Haggerty & Taylor 2006:14).

Component 2: Explicit processes. These processes refer to
specific processes that contribute directly to the successful
completion of the dimension. Explicit processes specific for the
Liforac model include awareness, authorisation, planning,
notification, search for and identification of evidence, examination
of evidence, hypothesis and the dissemination of information.
These processes are largely based on Ciardhudin’s (2004) model.

Component 3: Before the investigation. This timeframe ensures
full coverage of all possible activities involved before the actual
acquisition starts. Not only is it necessary to prepare all the
people on the case involved, but a solid foundation might help the
case in court. This timeframe has three themes: awareness,
authorisation and planning. The sub activities include determining
the power status of the computer and system, selecting the
investigation mode (overt or covert), isolating the system in
question and secure it promptly, selecting the analysis mode
(local or remote) and comprehensive pre-acquisition planning.

Component 4: During the investigation. This timeframe ensures
full coverage of all possible activities for the duration of the
acquisition. It guarantees that investigators collect all the
necessary evidence in a manner that will lead to its successful
admission in a court of law. Opposing counsel often question the
integrity of this acquisition process and occasionally prove an
inadequate chain of custody that lead to the exclusion of crucial
evidentiary artefacts from the proceeding. This is often based on
methods and techniques used during the acquisition process. This
timeframe has three main themes: notification, search and
identify, and examination. The sub activities include the chain of
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command, write blocking the target system, attaching the suspect
hard drive to a forensic system, identifying logged on account
and administrative rights, identifying the logged on system (real
or virtual) and making a bit-by-bit copy of the suspect hard drive.

Component 5: After the investigation. This timeframe ensures
full coverage of all possible activities involved after the actual
acquisition ends. This ensures that the chain of custody remains
intact and the evidence are stored and returned safely after the
investigation. This timeframe has three main themes: hypothesis,
information dissemination and controls. The sub activities include
updating the chain of command, securely sealing all packages,
transporting and storing evidence, examining and analysing
evidence with forensically sound software and providing a written
report.

3.3 Knowledge

The Knowledge dimension indicates the different stages of awareness and
understanding investigators need to perform sound Live Forensics. This
dimension looks in detail at the people involved in successful Live
Forensics: who they are and what training and skills they should possess.

With the ever-changing technologies, tools and techniques, forensic

investigators need to stay updated with all new developments. To ensure
that investigators are fully prepared for any type of forensic investigation,
they need to ensure that their knowledge is up to standard to allow for any
eventualities. This dimension divides into seven components:

Component 1: Computer Science. Computer science is a wide
discipline, containing a wide range of topics. For the purpose of
being a forensic investigator, it is recommended that the individual
have a proper computer science foundation and background.
Although a computer science degree is not enforceable, it may help
the investigator in understanding basic concepts. The knowledge
built from these specialised topics may be helpful in certain
forensic investigations. In some cases, computer science knowledge
may be applied directly, whilst in others it ensures that investigators
are more familiar with the specific scenario found at the crime
scene.

Component 2: World Trends and Events. World trends and events
have a continual influence on Cyber Forensic knowledge. Forensic
investigators need to update their knowledge on new trends in
cyber crime and the combating of these crimes constantly. World
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trends and events can have a dramatic impact on technology and
related trends. In this case, it may be very helpful for forensic
investigators to work in conjunction with the local CERT/CSIRT.
These organisations work closely with CERTs/CSIRTs in other
countries and can draw statistics regarding technological attack
trends. For example, once a specific worm hits a specific country,
it might take an average of 48 hours before the same worm
generally hits South Africa. Cyber investigators can benefit from
these statistics.

Component 3: Information Systems. Information Systems are the
organised collection, storage and presentation of information and
related knowledge for decision-making. It can be defined as a
collection of practices, algorithms and methodologies that transforms
data into information and knowledge that is useful for individuals
or groups of people (UMBC 2008). A proper information system
foundation can aid a forensic investigator in the understanding of
certain forensic principles and the interaction between the cyber
criminal and his/her computer. Since there is a direct relationship
between computers and information, this component is necessary
in the knowledge dimension.

Component 4: Social Sciences. Social sciences can play a role
in Cyber Forensics due to its human and profiling nature. People
tend to react in specific ways under certain circumstances, which
may have an affect on the way the investigation is run. Forensic
investigators now not only understand the hardware and software
aspects of the suspect machine, but also may try to think like the
person operating the suspect machine. He/she may psychologically
step into the suspect’s footsteps and think where the suspect may
have hidden evidentiary files and folders. This discipline is not a
prerequisite for forensics, but may make the investigator’s task
easier when the behavioural aspect is also considered.

Component 5: Forensic Sciences. Forensic sciences are the core
of Cyber Forensic investigations. When considering Biological
Forensics, a basic understanding of this discipline contributes to a
better understanding of Cyber Forensics. Many of the investigatory
principles remain the same, although the physical application of
the techniques and the tools differ drastically. A general
understanding of this discipline may be beneficial.

Component 6: Law. Cyber Forensics cannot stand separate
from the law. Any forensic investigator need to have updated
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knowledge on current and pending legislation that may have an
impact on the way forensic investigations are done. This aspect
is so important that forensic investigators should not be allowed
to enter the crime scene without sufficient knowledge for fear that
they might contaminate the crime scene. A fully prepared forensic
investigator should have a certain degree of legal knowledge.

Component 7: New Technology. New technology, similar to world
trends, has a persistent influence on Cyber Forensic knowledge.
Every time new technology is publicly available, or an upgrade of
software or a hardware component is on the shelves, investigators
need to be trained on this. The chances are good that investigators
may encounter these new technologies in an investigation. If they
do not know how to handle these upgrades properly, investigators
may encounter problems that may have a negative effect on the
investigation. Forensic investigators need to update their knowledge
on technology constantly to ensure their own forensic readiness.

3.4 Scope

The Scope dimension addresses practical problems related to Live Forensics.
The concept of Live Forensic Acquisition is viable, but the identified problems
drastically limit the scope of applicability of the dimension. This dimension
looks in detail at the problems associated with Life Forensic Acquisition
and identified five components, or practical problems that define the scope
of the Live Forensic discipline.

At the moment, these components still pose serious problems to the

successful admission of evidence to court, but the Liforac model will provide
guidelines on handling these problems. This dimension has five components:

Component 1: Access to the machine. Gaining access to the
machine is the first practical problem that an investigator may
encounter. Not only must the investigator gain access to the
building and specific office in which the computer is located, but
also to the physical machine by using a username/password
combination. Some of the controls for this practical problem
include a legit search warrant, cooperation from the suspect and
system administrator and reasonable.

Component 2: Dependency on operating system. The current
forensic practices require interaction with the suspect machine’s
operating system. Each operating system needs to be treated
differently during a forensic investigation and accordingly can
pose a major practical problem. This practical problem has one
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possible control to counter this dependency: a thorough foundation
of related knowledge.

e Component 3: Data modification. Any process can modify
computer data during acquisition, from user applications to the
operating system itself. With current legislations, any data
modification can render the evidence inadmissible in court.
Some of the controls for this practical problem include thorough
forensic training and up-to-date research.

e  Component 4: Demonstrate the authenticity of evidence. All
potential evidence needs to be properly authenticated before a court
of law can accept it as legit evidence. This practical problem has
a number of controls: expert witness testimony, comparison by
expert witnesses with precedents, circumstantial evidence, public
records, evidence produced as result of an accurate process or
system, evidential weight, digital signatures, hashing techniques,
timestamps and checksums.

e Component 5: Court acceptance. Computer technology and digital
evidence have not always been accepted by the judicial system.
Without the court’s extensive knowledge of all new technological
developments, forensic investigators may have some trouble to
introduce digital evidence. One control has been identified for
this practical problem: awareness and education.

4 CONCLUSION

Irrespective of the method of retrieval, investigators present the evidence
to court. If the data are admissible in court, cyber investigators refer to it
as forensically sound. Very few courts currently accept Live Forensic
Acquisition as forensically sound due to the lack of court precedence and
criminals’ liking to exploit new technology in an innovative manner.

The development of the Live Forensic discipline and acquisition
technique instigated the development of a method that allows forensically
sound acquisition to stand fast in a court of law. The hypothesis of this
paper is that forensic investigators using the Liforac model are likely to be
more successful in a court of law. The application of this model is not a
foolproof method to ensure that a case will be won in court, but rather a
method to ensure that opposing counsel cannot argue forensically unsound
methods and techniques.

The Liforac model is a comprehensive model that presents all
aspects related to Live Forensic Acquisition, suggesting ways in which a
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Live Forensic Acquisition should take place to ensure forensic soundness.
At the time of writing, this Liforac model is the first document of this
nature that could be found for analysis. It serves as a foundation for future
models that can refine the current processes.
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ABSTRACT

We are living in a world where there is an increasing need for evidence in
organizations. Good digital evidence is becoming a business enabler. Very
few organizations have the structures (management and infrastructure) in
place to enable them to conduct cost effective, low-impact and efficient
digital investigations (Sommer, 2005). Digital Forensics (DF) is a vehicle
that organizations use to provide good and trustworthy evidence and
processes.

The current DF frameworks concentrate on reactive investigations,
with limited reference to DF readiness and live investigations. However,
organisations use DF for other purposes. The paper proposes that DF
consists of three components: Proactive (ProDF), Active (ActDF) and
Reactive (ReDF). ProDF concentrates on DF readiness and the proactive,
responsible use of DF to demonstrate good governance and enhance
governance structures. ActDF consider the gathering of live evidence
during an ongoing attack with limited live investigation and ReDF deals
with the traditional DF investigation. The paper discusses each component
and the relationship between the components.
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HIGH-LEVEL INTEGRATED VIEW OF DF

1 INTRODUCTION

We are living in the knowledge age where information and knowledge is
the most sought after commodity. Criminals, competitors and even
employees exploit loopholes in current security architectures and control
structures, use anti-forensic techniques and tools to hide their traces and
apply forensic tools and techniques to obtain the required information to
commit cyber crimes.

Organizations spend a lot of time, money, and effort in planning for
incidents, natural disasters or security breaches by drafting incident
response, disaster recovery and business continuity plans. These plans
identify an incident and prescribe the best way to recover and continue
with the business as quickly as possible. Very little thought is given to the
identification and preservation of digital evidence and the correct
structuring of processes for possible prosecution (Sommer, 1999).

Often, when asked for specific digital evidence, most organizations
do not have all the evidence available (Clark, 2006). According to
Sommer in the Guide to Investigations and Evidence (Sommer, 2005),
most organizations underestimate the demand for digital evidence.
Typically, evidence is required for fraudulent or disputed transactions; to
support allegations of employee misbehaviour; to investigate suspected
terrorism, to demonstrate due diligence with respect to good corporate
governance, measuring legal and regulatory compliance; to avoid charges
of negligence; to assist law enforcement and support insurance claims
after a loss. This evidence is not only information stored, but can be logs
generated by business processes, snapshots of systems, cell phone records,
access control records etc. DF tools can retrieve the evidence required in a
in a legally acceptable format and provide a chain of evidence and
custody.

However, the nature of incidents and attacks has changed.
Investigations need relevant, admissible live digital evidence for example
volatile evidence (memory (RAM) content), swap files and network
processes to determine the root-cause of an incident and to successfully
prosecute the perpetrator. A famous example is the Code Red worm where
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you can only conduct a ’live’ investigation as the worm is memory
resident and never writes to the disk. Many real-time systems cannot be
powered down and investigations must be done on the live systems.
Current DF investigation methodologies do not address the gathering of
live evidence sufficiently.

There is a need for a comprehensive DF management framework
(DFMF) that will

e Prepare organizations for DF investigations by the proactive
identification and the availability of enough admissible evidence, and
the restructuring of relevant processes to be forensically sound;

e Use DF tools and techniques to enhance governance frameworks in
organizations;

e QGather and analyze live evidence during ongoing attacks; and

e Successfully investigate incidents to determine the root-cause of an
incident and successfully prosecute a perpetrator.

The current DF models do not address the above-mentioned needs.

The paper proposes a high-level framework that will consider 3

components, ProDF, ActDF and ReDF. The components will provide the

backbone in the formulation of a comprehensive DFMF which is part of
the broader study. The paper discuss the different components of DF by

Defining and discussing the goals of ProDF;
Defining and discussing the goals of ReDF,
Defining and discussing the goals of ActDF; and
Discuss how the different components interact to provide a high-level
overview of DF.
The next part of the paper discusses ProDF.

2 PROACTIVE DIGITAL FORENSICS

Being Proactive is defined as ‘creating or controlling a situation rather
than just responding to it’ (Soanes C, 2005). ProDF, as discussed in this
paper is the forensic preparation of an organization to ensure successful,
cost effective digital investigations with minimal business activity
disruption and ensuring that ‘good’ (admissible) evidence and sound
processes are in place and available when needed for an investigation or
during the normal flow of business.
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There are specific requirements per country, jurisdiction and
industry for admissible evidence. The quality of evidence will determine
the success of any investigation. The paper proposes a definition for
Comprehensive Digital Evidence (CDE) as digital evidence that will have
evidentiary weight in a court of law and that contains all the evidence
necessary (relevant and sufficient) to determine the root-cause of the
incident, link the attacker to the incident and will result in a successful
prosecution of the perpetrator. The paper will use CDE to refer to
evidence that meets the legal requirements to be admissible in a court of
law.

From the literature studied, most of the current DF models include a
‘preparation’ or a ‘DF readiness’ step (Beebe & Clark, 2005; Casey, 2004;
CP Louwrens et al., 2006; Rowlingson, 2004). DF readiness is defined as:
the ability of an organization to maximize its potential to use CDE
evidence whilst minimizing the costs of an investigation- adapted from
Rowlingson (Rowlingson, 2004).

However, organizations use DF in more areas. Nikkel (Nikkel,
2006) has identified external and internal drivers for the use of DF in
organizations. External drivers are Legal and Regulatory requirements and
best practices. Internal drivers are internal legal departments who need
evidence after an incident; The ability to prove compliance e.g. legal
compliance; The need for evidence by Human Resources for internal
hearings; Risk management; The IT department to investigate e.g. security
breaches or equipment misuse; The use of DF tools for non-forensic
purposes e.g. password retrieval and disk recovery; and Continuous
auditing by the internal audit department.

The paper propose a definition for Proactive DF as the proactive
restructuring and defining of processes, procedures and technologies to
create, collect, preserve and manage CDE to facilitate a successful, cost
effective investigation, with minimal disruption of business activities
whilst demonstrating good corporate governance.

The authors have identified the following goals for ProDF:

e Become DF ready;
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Enhance the Governance programs (IT and IS) of the organization by
proving (assessing) the effectiveness of controls, measured against IT
and IS objectives (related to business objectives);

Improve IS / IT performance with the responsible use of DF tools to
improve effectiveness and efficiency in organization;

The next part of the paper will briefly discuss each goal.

2.1

Become DF Ready

After comparing different viewpoints of DF readiness and preparation
phases, the paper has identified the following goals for DF readiness
(Beebe & Clark, 2005; CP Louwrens et al., 2006; Garcia, 2005;
Rowlingson, 2004):

20

Provide and prepare the infrastructure (systems and networks) to
support DF investigations;

Develop an evidence management plan (EMP) that will concentrate on
the identification, legal gathering, preservation, handling, retrieving,
retention and archiving of CDE. The EMP must include the
construction of a digital evidence map that will contain all the
information about the evidence i.e. category, location, retention time,
reference procedures to collect and retrieve evidence, regulatory
collection requirements (Casey, 2007); and the development of
evidence management policies and procedures e.g. policy for secure
storage, acquiring, preservation and handling of evidence, secure
evidence policy and evidence transport;

Augment organizational risk mitigation plans for example include
evidence and process requirements in risk assessment, incident
response, business impact analysis, business continuity and disaster
recovery plans by linking the evidence requirement to the digital
evidence map to determine the completeness and admissibility of the
evidence; Implement an Intrusion Detection System (IDS) with active
monitoring capabilities and define trigger events for ActDF
investigations; Prepare for containments of incidents to include
containment on live systems.

Develop a DF training and awareness strategy with education,
training and awareness programmes for organization;

Develop a management capability that will define the management
structure that will outline the internal and external DF investigators
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and the role and responsibilities of the Computer Emergency Response
Team (CERT);

e Document and validate a DF investigation (DFI) protocol against

best-practice;

e To allow an investigation to proceed at a cost in proportion to the

incident;

o To minimize interruption to the business from any investigation;

2.2 Enhance the Governance programs (IT and IS) of the
organization by proving (assessing) the effectiveness of controls,
measured against I'T and IS objectives (related to business
objectives).

Corporate Governance reports and legislation, for example: Sarbarnes-
Oxley (Sarbanes-Oxley Act, 2002) and King 2 (King II Report on
Corporate Governance, 2003) states that management is responsible and
accountable for the IT infrastructure, applications and information of the
organization. King 2 states that the board must ensure ‘that a systematic,
documented assessment of the processes and outcomes surrounding key
risks is undertaken’ (King II Report on Corporate Governance, 2003).

DF tools can be utilized to assess the controls implemented; the DF
investigation process followed can provide the documented proof of the
assessment. Management can then provide reasonable assurance and
documentation to prove due diligence. The effective utilization of DF
tools and techniques can enable management to enhance the governance
structures of the organization by providing evidence to measure
performance or compliance. DF readiness as defined concentrates on
evidence availability and preservation and does not provide for assessment
of controls.

Organization should manage the implementation and use of DF. The
board must include DF in the management structure of the organization by
assigning a position with responsibility and authority to a person. It must
also clearly stipulate the relationship (and segregation of duties) between
the DF team, Information Security, Risk Management, Internal Audit and
Legal departments.
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2.3 Improve IS/ IT performance with the responsible use of DF
tools to improve effectiveness and efficiency in organization;

It is essential to design, configure, and implement systems and processes
in such a way to enable DF in the organization for example to design DF
friendly file structures. The responsible use of DF tools and techniques can
be used to improve the effectiveness of IT systems for example disk data
recovery. The CSI 2008 computer (Richardson, 2008) indicates that 41%
of respondents use DF tools and techniques as part of their security suite,

However, controls must be in place to prevent the unauthorized use
of DF tools for example the use of password crackers and anti-forensic
activities for example data destruction, manipulation and data hiding.

ProDF will therefore address the need to prepare organizations for
DF investigations by being DF ready, and the responsible application of
DF tools and techniques to enhance governance frameworks in
organizations. The next part of the paper discusses ReDF.

3 REACTIVE DIGITAL FORENSICS

No organization is fully prepared for incidents. ReDF as defined by this
paper concentrates on the traditional DF investigation that will take place
after an incident has been detected. Should an incident occur, there should
be an acceptable proven DF investigation protocol in place as specified by
ProDF on how to conduct the investigation (CP Louwrens et al., 20006).
The goals of ReDF are to:

determine the root-cause of the incident;

link the perpetrator to the incident;

minimize the impact of an incident; and

successfully investigate an incident;
The paper defines Reactive DF as the analytical and investigative
techniques used for the preservation, identification, extraction,
documentation, analysis and interpretation of digital media which is
digitally stored or encoded for evidentiary and/ or root-cause analysis and
the presentation of digital evidence derived from digital sources for the
purpose of facilitation or furthering the reconstruction of incidents.

The authors have studied various DF methodologies or investigation
protocols from literature and propose that the following phases with steps
that should be included in the DF investigation protocol of an
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organization: (Barayumureeba & Tushabe, 2004; Beebe & Clark, 2005;
Carrier, B & Spafford, 2003; Casey, 2004; Ciardhuain, 2004; CP
Louwrens et al., 2006; Forrester & Irwin, 2007; Rowlingson, 2004).

3.1 Phase 1: Incident response and confirmation.

This phase includes the following steps: Detect an Incident / activity;
Report the incident; Determine the assessment of worth (Validate incident
Assess damage / impact), Incident Confirmation; Formulate a hypothesis;
Obtain an authorisation — internal and external; Determine a containment
strategy; Formulate an Investigation plan; Coordinate the resources;
Accelerate the investigation; Notification of the investigation — determine
the relevance.

3.2 Phase 2: Physical Investigation (if relevant)

Although it is a DF investigation, it is essential to include the physical
crime scene to gather as much evidence as possible to ensure a successful
investigation. Steps include to Secure the physical crime scene; Survey of
crime scene for potential evidence; Search and collect (secure hardware,
secure transport); Documentation (label and seal all evidence); Acquire
the evidence; Analyze the evidence; Identify possible digital evidence —
to be sent to Digital investigation team; Reconstruct the event; Make a
finding; Transport the evidence; and Store the evidence.

3.3 Phase 3: Digital Investigation

During this phase the actual digital investigation will start. The steps
followed during this phase are essential and will determine the success of
the investigation. The steps are:

3.3.1 Evidence acquisition

This step includes Identification and seizure of evidence; Collection of
evidence; Acquire the relevant evidence (recovery, harvesting, reduction)
— if live evidence is required, activate the ActDF component; Ensure
integrity (Preservation / forensic copy, Competent people, Secure
evidence); Authenticate — timestamp; Transport of the evidence; Storage
of the evidence; and Document the acquisition process.
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3.3.2 Analysis

The investigative team will Revisit the investigation plan; Review the
relevance of tools and expertise available; Develop a hypothesis; Analyze
the evidence (Examine evidence — best evidence, Assess the evidence —
means motivation and opportunity, Experimentation); Test the hypothesis
(apply fusion and correlation); Reconstruct the event; Make a finding;
Validate the results of analysis; Document the case; and Secure the
documentation.

3.3.3 Service restoration

During this phase, the intention is to restore systems as fast as possible if
necessary by interacting with information security risk management team
to restore services ASAP;

3.4 Phase 4: Incident reconstruction

During this phase the investigation team will Consolidate physical
investigation (phase 2) and digital investigation (phase 3) findings. If,
during the reconstruction process, the investigation team identify missing
evidence to support the hypothesis; phase 2 and / or 3 may be repeated to
obtain the evidence. The final outcome of this phase will be a well
documented report with supporting CDE that support the hypothesis.

3.5 Phase 5: Present findings to Management / authorities.

The investigation team will prepare the case by Considering the legal
jurisdiction location requirements; Incorporate the timeline of the entire
case; Determine the target audience; Prepare expert witness; Prepare
exhibits; Use appropriate presentation aids; and Preserve the chain of
custody. Present the case and preserve the evidence. The protocol must
also provide an appeal process.

3.6 Phase 7: Dissemination of result of P/H / Incident closure

It is essential to review the outcome of the case to identify and apply
lessons learned. Finally depending on the policies and requirements all
evidence must be preserved, returned or disposed.

The phases as identified in this section seem to be a waterfall
framework with some repetition if needed between the different phases.
ReDF as discussed meet the need to investigate incidents to determine the
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root-cause of an incident and successfully prosecute a perpetrator. The
next part of the paper will briefly discuss ActDF.

4 ACTIVE DIGITAL FORENSICS

When an incident occurs, the Intrusion Detection System (IDS) of an
organization will detect it and the Incident Response (IR) protocol of the
organization will be activated. It is however becoming essential to
integrate live forensic investigation protocols with the IR protocol to
ensure that relevant and admissible live CDE is available if required for
investigatory purposes. IR protocols do not consider the importance of
evidence identification, gathering and preservation of live data (Sommer,
1999).

Various tools and methodologies exist to conduct live investigations,
but as it is a new field, it faces numerous challenges. According to loeng
and Leung (Ieong & Leung, 2007) live forensic investigations are
hampered due to missing definitions of live forensics; the absence of
standard procedures in live investigations; and the certification and
affectation of live evidence.

Traditional ReDF investigation methodologies will ensure that no
changes are made to the evidence and the seized content. Live
investigators uses software tools that make unavoidable changes to data
acquired, the live investigative process must be documented in a forensic
sound manner to maintain the chain of custody, so that the evidence
gathered will be admissible in a court of law.

Live analysis is often associated with incident response and intrusion
detection systems, but is auxiliary to the IS programs. Virus software is an
example of a live analysis tool. Most of the live investigation tools and
techniques are software based, however current research is considering the
use of hardware devices to acquire evidence (Carrier, BD & Grand,
2004).

Live forensic investigations are currently being done by using
remote forensic preservation and acquisition tools, e.g. EnCase Enterprise
edition and ProDiscover (Casey & Stanley, 2004). These tools use live
analysis techniques that will use software that pre-exist on the system
during the timeframe being investigated (Carrier, Brian, 2006). The target
machine is monitored from a remote site data can be acquired in a forensic
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sound way by the aid of a tool. Typical activities include keyword
searches, copying and extraction of files and records from the live remote
site. The user is not aware of the process and an investigation can continue
without him being aware of it. The investigator can acquire evidence in a
live production environment. Remote forensic investigations focus more
in transforming ReDF examination procedures onto live, production
environments.

The investigator can also use network forensics to identify sources
of live network evidence. It is not possible to log all activities on a
network, but it is essential that during a live investigation to identify
potential sources for example DNS and whois servers, websites, ftp
servers, local Ethernet servers, Bluetooth piconets, database servers, chat
servers, network routing tables or reply messages of SOAP servlets
(Nikkel, 2005). Evidence that can be gathered is for example slanderous
web pages, illegal files, traffic from port scans, routing tables, wireless
signal strength and direction.

Other software techniques identified by Carrier et al. (Carrier, BD &
Grand, 2004) to gather live evidence include virtual machines, physical
memory devices, hibernation and process pseudo files. All of the above
techniques are software-based and rely on the operating system, but the
operating system kernel is not a trusted resource as it can have a malicious
kernel. This poses a threat to the reliability of the evidence. A second
problem is that the operating system must execute a command and
therefore will have to write to memory and therefore destroy evidence in
the process.

Carrier et al. (Carrier, BD & Grand, 2004) has proposed a hardware
based memory acquisition procedure. They propose the use of a hardware
expansion card pre-installed in a PCI bus that will gather volatile evidence
and write it to external storage device.

The rationale of the various techniques differs as remote online
forensic investigations capture data disregarding the order of volatility
(Ieong & Leung, 2007). The other live investigation techniques will
consider the order of volatility of the evidence.

The authors have studied current ‘live or remote or real time’
methodologies and propose to include current live forensic tools and
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techniques, real time investigations as well as remote investigations as part
of ActDF (Foster M, 2004; Ieong & Leung, 2007; Payer, 2004; Ren &
Jin, 2005). There are no or very limited methodologies for ActDF
investigations.

The paper proposes the following definition for ActDF: Active DF is
the ability of an organization to gather (identify, collect and preserve)
CDE in a live environment to facilitate a successful investigation.

The goals for ActDF are:

e C(ollect relevant live CDE (including volatile evidence) on a live
system or production environment by using appropriate tools and
technologies;

e Minimize the effect and impact of an ongoing incident; and

e Provide a meaningful starting point for a reactive investigation within
the parameters of the risk control framework of the organization.

The paper identified the following phases for ActDF from the
literature (Foster M, 2004; leong & Leung, 2007; Payer, 2004; Ren & Jin,
2005). It is essential to apply relevant incident / crime scene protocols
(Casey, 2004) e.g. consider physical crime scene investigation
requirements not to destroy any evidence. From literature studied, some of
the current frameworks depend on the technology used. The authors
formulated the following phases independent of any tool or technology:

4.1 Phase 1: Incident response and confirmation.

The investigator must adhere to the defined steps for this phase as
specified by ReDF, but must determine which volatile or live evidence
must be acquired to successfully investigate incident as it is prescribed by
the ProDF component or potential missing evidence for new or unknown
incidents; Formulate ActDF investigation plan; If risk management
policies allow it continue with ActDF investigation, otherwise start the
reactive investigation. There may also be a pre-defined trigger event to
start active monitoring or other procedures as soon as an incident alert is
activated. As ActDF deals with ongoing or real time incidents the
containment strategy and plan is very important because the systems will
remain live and may not be powered down.
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4.2 Phase 2: ActDF investigation.

Evidence acquisition - (phase 3 of ReDF applies). Collect additional live
evidence lacking from, or required by the CDE map using appropriate
tools, technologies, or applications that will be required to profile the
attacker, gather volatile evidence or to determine the source of the attack.
Secure and authenticate all the extracted data by hashing immediately after
collection process to preserve before analysis. It is essential to document
all actions performed to prove that chain of custody of the evidence
acquired was maintained.

It is important to automate and activate the appropriate evidence
collection tools, technology or applications as soon as possible (Can be
immediately after an incident alert has been issued). Ieong et.al suggests
to: Impose minimal user intervention; Ensure that all actions performed
are necessary and least intrusive; Ensure minimal modification of static
digital evidence; Data acquisition should follow the order of volatility and
priority of digital evidence collection; Acquire non-priority or volatile
evidence through traditional evidence collection ; and Copy or extraction
of data should only be performed when original data and timestamp is not
affected (Ieong & Leung, 2007).

Analysis (phase 3 of ReDF applies). Analyze preliminary evidence
to determine if sufficient evidence has been gathered to reconstruct the
incident and to support the initial hypothesis; Document all activities at all
times to ensure the integrity of all evidence; Maintain the chain of
evidence and custody; and Validate the processes at all times during the
Active DF evidence investigation phase. It is important to ensure the
reliability and admissibility of the results.

4.3 Phase 3: Event reconstruction.

This phase uses the results from the analysis step to do a limited
reconstruction of the incident. The aim is to determine if the missing or
live required evidence has been acquired to determine when to terminate
active DF investigation. The termination conditions will be prescribed by
the Risk management framework for example cost too high, enough CDE,
impact reassessed etc. Repeat phase 2 if live evidence is still lacking.
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4.4 Phase 4: ActDF termination.

If sufficient evidence has been gathered or the investigation is terminated
due to other reasons, the investigators will prepare documented case files
with CDE for the reactive investigation team to complete investigation. As
soon as the ActDF investigation is terminated, the reactive component will
continue to analyze and reconstruct the incident using all evidence
(including static CDE or physical evidence) required to conclude the
investigation.

The ActDF component meets the need to gather live evidence during
ongoing attacks. The next part of the paper will discuss the relationship
between the different components of DF to demonstrate the dependency
between the components.

5 RELATIONSHIP BETWEEN PRODF, REDF AND ACTDF.

Using the definitions and goals of ProDF, ReDF and ActDF it is clear that
the different components of DF are dependent on each another. Both
active and reactive investigations depend heavily on the quality and
availability of CDE, the soundness of processes, education level of
investigators and staff and the availability of acceptable tools and
technologies which is determined by ProDF component.

To demonstrate the relationship figure 1 depicts the typical flow of
activities once an incident alert is issued by the IDS of the organization.

The incident alert or accusation (1) is the starting point of an
investigation; Organizations can define a trigger event (2) that will start
live data acquisitions as soon as certain types of incidents alerts are
detected. The next step is to determine the assessment of worth (3) — to
determine if the suspicious activity is an incident (Consider if it is
intentional, criminal, or determine the reliability of the source of the alert
and the potential impact of incident). The result of the assessment of worth
step will determine the next step in the process as it will determine the
whether to investigate or not. These two steps will always take place after
any suspicious activity. The result of the two steps will be either ‘no
incident’ (4) or ‘incident confirmation’ (5).

After an incident has been confirmed, a hypothesis will be set. It is
then important to determine if sufficient evidence exist to investigate the
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incident (6). To determine if there is sufficient evidence, the investigator
must consult the digital evidence map of the organization (7), as well as
the risk profiles and risk profile case scenarios.

If there is not sufficient evidence or the need for live evidence,
ActDF must start (8), otherwise the ReDF component will be activated

9).

Once the investigator is satisfied that sufficient evidence exist, the
ActDF component is terminated and the ReDF component will be
activated (9).

Proactive DF
CDE Map

IDS Reactive DF
Incident
Detection

Alert

Check CDE Map

No Incident

ypothesis v

Need of Live Active DF
evidence OR

additional CDE

Confirmed
incident

lx

Continue with ReDF investigation @

Figure 1: Relationship between DF components

The three components ProDF, ActDF and ReDF address all the
needs for a DFMF as identified in paragraph 1 of the paper. The authors
will use the 3 components to propose a DF management model manage
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and implement DF in an organization by investigating what is required in
terms of PROCESS (What, Where, How, When), POLICIES required
(What, Where, How, When, Why), PEOPLE (Who), GOVERNANCE
(Why, How), LEGAL and JUDICIARY (Why, How) and TECHNOLOGY
(How, Where). This model will be discussed in another paper.

6 CONCLUSION

Current DF frameworks do not cover all applications DF as discussed in
this paper, but concentrate on digital investigations. The paper has
proposed an integrated view of DF containing three components: ProDF,
ReDF and ActDF.

The ProDF component deals with DF readiness i.e. the preparation
of the organization for all known incidents to ensure that the required CDE
is available to investigate an incident successfully. Staff will be trained
and IR processes, policies and procedures will exist to guide next step
should an incident occur. Proper management structures should be in place
to prescribe who will be responsible for what and when in the
organization.

ProDF also propose the responsible use of DF tools and techniques
for other purposes than investigations for example assessment of controls
and availability of evidence to prove due diligence with respect to good
corporate governance and to enhance governance frameworks.

ReDF is the traditional DF investigation after an incident has been
detected. It will use all CDE available to determine the root-cause of the
incident, reconstruct the incident and prepare a case for prosecution in a
court of law or internal hearing. After an incident is confirmed and live
evidence is required or if it is an ongoing attack, the ActDF component
will be activated.

The ActDF component will deal with the gathering of live evidence
in a real time, or in a live environment. It is not a complete investigation,
but will only gather required live evidence or missing evidence required
and then hand the evidence and documentation over to the ReDF
component to complete the investigation.

The paper has discussed the relationship between the different
components. The successful implementation of ProDF will provide a solid
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foundation for the implementation of DF in organisation. ReDF and
ActDF concentrate on providing an acceptable protocol to ensure
successful investigations.
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ABSTRACT

The proliferation of wireless mobile communication technology has
emerged and this has resulted in the increase of the wireless users. On the
other hand, cyber crime in WLANs has appeared to be gradually
increasing world wide. Wireless network forensics is seen as not only a
counterproposal but as a solution to the rapid increase of cyber crime in
WLANSs. However, the key issues impacting wireless network forensics
are, firstly, it is an enormous challenge to monitor and collect all the
communications generated by the communicating mobile devices and
conduct a proper digital forensic investigation. Secondly, network traffic
only exists for split seconds, and because of its large volume, it may be
retained for a limited time before storage space is depleted. Therefore this
suggests that WLANs are not forensically ready to gather enough evidence
that can be used for subsequent forensic purposes. In an attempt to
address this issue, this paper proposes a Wireless Forensic Readiness
Model (WFRM) with the capabilities of monitoring, preserving and
analysing wireless network traffic.

KEY WORDS
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THE DESIGN OF A WIRELESS FORENSIC READINESS

MODEL (WFRM)

1 INTRODUCTION

The proliferation of mobile devices that connect to Wireless Local Area
Networks (WLANSs) has ushered in an era of pervasive computing [1]. The
most important function of a WLAN is to provide wireless broadband
connectivity at public locations like airports, railway stations, conference
centres and hotels. The high broadband connectivity allows people to
access and share services like data, voice and video through their mobile
devices. However, cyber criminals are always making it their mission to
access these services in an unauthorised way and pilfer valuable
information.

Investigative techniques, forensic tools and network-based forensic
techniques have rapidly evolved to track down the rapid increase in cyber
crime [2]. However, one of the most noteworthy challenges of
investigating criminal activity in a WLAN environment is obtaining all
necessary evidence related to the crime [1]. This challenge is as a result of
the fact that, firstly, all devices participating in a WLAN environment are
mobile. This suggests that they are not always connected to the network;
therefore it becomes difficult to monitor and collect information about the
communications generated by these devices and investigate it. Secondly,
network traffic only exists for split seconds, and because of its large
volume, it may be retained only for a limited time before storage space is
depleted. It stands to a reason, therefore, that WLANs are not forensically
ready to gather enough evidence that can be used for subsequent forensic
purposes.

To attend to this problem, this study proposes a Wireless Forensic
Readiness Model (WFRM) with the capability of monitoring, preserving
and analysing wireless network traffic in order to come up with credible
evidence that can associate a security breach with a suspected mobile
device. The concept of wireless forensic readiness arose in this study as a
recommendation for improving the efficiency of a digital forensic
investigation [3]. Further explanation on digital forensic readiness is
provided in the background section of this paper. Traffic monitoring in a
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wireless network is mandated by law in many countries [5]. The most
significant function of the proposed model is to monitor wireless network
traffic and log information about this traffic for later analysis in case a
security breach has occurred and a digital forensic investigation is
warranted. For the purpose of the proposed model, all traffic that passes
through the Access Points (APs) will be intercepted.

The remainder of this paper is structured as follows: Section 2 provides
background information about WLANS, the digital forensic processes and
digital forensic readiness. This paper proceeds to present the proposed
model in Section 3. How the model is integrated and a discussion thereof
is presented in Section 4. Section 5 concludes the paper and discusses
future work.

2  BACKGROUND

This section discusses some background concepts regarding WLANS,
digital forensic processes and digital forensic readiness. Each concept is
described in a separate section, starting with a definition of the concept,
followed by its challenges, and finally its role in the proposed model.

2.1 Wireless Local Area Networks

By definition, a Wireless Local Area Network (WLAN) is a network that
links two or more computers without any physical connection [6]. The
lack of physical connection between wireless networks makes it discreet,
since its participating mobile devices are potentially far removed. This is
indeed an issue to be considered when evidence is identified and collected
within a digital forensic investigation that may involve wireless traffic.
When a digital forensic investigation is conducted, the lack of physical
connection between communicating wireless devices may cause the
identification of such devices to be problematic. There is consequently a
good chance that some of these devices may be left undiscovered [7].
WLANSs utilise spread spectrum technology based on radio waves to
enable communication between devices in a limited area. This gives users
the mobility to move around within a broader coverage, for example
WiMAX, GPRS/HSDPA, and still be connected to the network [8].
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For home users, wireless networks have become popular owing to ease
of installation and location freedom that results from the increased
popularity of laptops and PDAs. For business, public businesses such as
coffee shops and malls have begun to offer wireless access to their
customers. Some services are even provided free of charge. Large wireless
network projects are set up in many major cities. For instance, Google is
providing a free service to Mountain View in the US, and California has
entered a bid to do the same for San Francisco. New York City has also
launched a pilot programme to cover all five municipalities of the city
with wireless Internet access [8]. In South Africa, a number of soccer
fields are currently being constructed for the 2010 Soccer World Cup. A
large number of people will be attracted internationally to come and watch
the 2010 World Cup games. Therefore, it is planned that wireless
networks be deployed at these soccer stadiums so that people will be able
to access and share services like voice, video and data through their
mobile devices while watching a soccer match.

As WLANSs are more widely deployed, wireless security is becoming a
serious concern for an increasing number of organisations [9]. It is
therefore essential that a forensic readiness mechanism with the capability
to combat the unrelenting increase of cyber crime should be put in place
without any further delay.

2.2 Forensic readiness

Digital forensic readiness claims that the effort to perform a digital
forensic investigation should decrease while at the same time maintaining
the level of credibility for the digital evidence being collected [4]. The
decrease in effort referred to here is the time and cost required for an
incident response during a digital forensic investigation. For example, if
an organisation is forensically prepared, then there will be no huge
difference between the amount of time spent by the intruder to launch the
attack and the amount of time required by the cyber forensic experts to
respond to the attack. In general, reducing the time to respond to an
incident during a digital forensic investigation will definitely reduce the
cost required to respond to that particular incident.
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Dave Dittrich [10] — head of the honeynet project — discusses an incident
that took an intruder a period of about two hours to launch an attack, but it
took the cyber forensic experts a period of about 40 billable hours to
respond to that incident. The reason why it took so long to respond to this
incident is that, the organisation that was investigated was not forensically
prepared for any such incident. This paper therefore claims that
organisations, which deploy WLANS that are of high risk to cyber attack,
should be forensically ready to collect any digital evidence in advance so
that, in the event of a crime being committed over a WLAN, such
collected data is ready to be used for subsequent digital forensic
investigations.

2.3 Digital forensic process

A digital forensic process is defined as a procedure that is followed to
investigate a particular digital criminal activity and that procedure must be
acceptable in a court of law [11]. Digital forensics is hard work; therefore
the cyber forensic experts need some tools to assist them in conducting the
digital forensic investigation. Every digital forensic investigation need to
follow the digital forensic process. The following phases represent the
general digital forensic process [11]:

Define the scope and goals of the investigation
Determine the work and materials

Acquire images of the devices to be examined
Perform the digital forensic analysis

Prepare the report

NAEPDD =

The most popular tools used in digital forensic investigations are Encase
[14] and FTK [15]. The phases of the digital forensic process for Encase
include preview, imaging or acquisition, verification, recovery and
analysis, and restoration, while the phases of the digital forensic process
for FTK include detection, identification, analysing, preservation and
reporting. Table 1 present a comparison between the phases of Encase,
FTK and the phases of the model proposed in this paper, called the
Wireless Forensic Readiness Model (WFRM).
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Table 1. Digital forensic phases for the FTK, Encase and WFRM

Digital forensic process
Encase FTK WFRM

1. Preview 1. Detection 1. Monitoring

2. Imaging/Acquisition 2. Identification | 2. Logging

3. Verification 3. Analysis 3. Preservation
4. Recovery and analysis | 4. Preservation | 4. Analysis

5. Restoration 5. Reporting 5. Reporting

6. Archiving

Table 1 indicates that only the analysis phase of the digital forensic process
is common to Encase, FTK and the WFRM model. Both the preservation
and analysis phases are common to the FTK and the proposed model.
However, it is worth noting that the digital forensic process for FTK and
Encase is more or less the same when relating them to the general digital
forensic process. This also suggests that the phases of the digital forensic
tools also co-relate although they are named differently. The reason for the
inconsistent naming of the phases between the various tools is because the
digital forensic process has not been standardised yet. The digital forensic
process, however, as taken from [11], is one that the authors assume as an
acceptable general digital forensic process as used in this paper.

3 THE COMPONENTS OF THE PROPOSED MODEL

This section presents the Wireless Forensic Readiness Model (WFRM).
This section starts by presenting an overview of the WFRM as a black-
box. This is followed by a detailed discussion of the components that
constitute the proposed model. Lastly the proposed model and all its
components are presented. The complete depiction of the WFRM appears
in Figure 6, but its components are discussed in separate sections below.
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3.1 Overview of the WFRM

The principal concept addressed by the WFRM is that it monitors wireless
network traffic from various Access Points (APs). The monitored traffic is
logged in a log file, and then preserved to maintain its integrity. Thus the
information needed by the cyber forensic experts is rendered readily
available should it be necessary to conduct a digital forensic investigation.
The availability of this digital information may maximise chances of using
it as evidence and reduce the cost of conducting the entire digital forensic
investigation. This is because a part of the digital forensic process (i.e. the
monitoring, logging and preservation) has already been conducted. Figure
1 indicates a block diagram of the WFRM. The block diagram shows how
the components of the model interact with each other. The shaded area in
the block diagrams from Figure 2 up to Figure 5 represents the component
that is described in each particular subsection that follows.

Monitoring
API APn @
2 v
Perform . . Perform @
hashing i Logging Logging o Hashing
_______ v —————~ _____‘:________
. Hashing
Hashing -
. - Preservation - storage @
_______ JL__________i__________JL________
Analysis
Reporting

Figure 1. A block diagram for the WFRM

The numbers from 1 to 5, represented with circles in figure 1,
demonstrates the phases of the digital forensic process of the WFRM as
shown in Table 1. Number 1 represent the monitoring phase, number 2
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represents the logging phase, number 3 represents the preservation phase,
number 4 represents the analysis phase and number 5 represents the
reporting phase.

3.2 Traffic monitoring

Figure 2 demonstrates the traffic monitoring component whereby Mobile
Devices (MDs) are connected to a WLAN through various Access Points
(APs). This can be denoted by APi = {AP1, AP2, AP3,...., APn}; where
APi denotes a set of APs from AP1 up to APn. In general, there can be
many APs in a single WLAN environment. Each AP monitors all the
traffic generated by the MDs, which connects to each AP. For security
purposes, the monitoring component uses a firewall to filter both inbound
and outbound wireless traffic. Filtering is defined as the process of
controlling access to the WLAN by examining all the packets based on the
content of their headers. However, a firewall can not detect all the
misconduct of the WLAN since some other MDs may obscure their
identities and will appear as if they are legitimate users of the network —
therefore the proposed model employs another component called the
Capture Unit (CU) that logs all the monitored traffic. The CU is discussed
in detail in the next section.

r““|{'_--------F|

(== (==
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i — ij

—
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Firewall _
[ i \'\\\\k!'
- APn = = i

=7 2/ i
Lo Y-
Switch MD

Figure 2. Traffic monitoring component
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3.3 Logging

The CU component logs all the traffic monitored by the APs. Each AP has
its own associated CU that logs the traffic passing through the AP. The
CU logs the traffic in a log file as represented in figure 3. The log file is
divided into separate storage areas with each storage area consisting of, for
example, 1 Megabyte (1MB) of data. As traffic is being monitored from
the AP and stored in a log file, the storage area of the log file becomes
limited. Therefore, this component creates a block of data per several
MBs, i.e. B1 in Figure 3 represents a block of data consisting of 4MBs, for
example. A block is a fixed-size unit of data that is transferred together to
permanent storage space, as described in the next section. For the purpose
of this model, the logged traffic is the packets. Therefore, whenever this
study refers to ‘traffic’, it means all the packets passing through the APs.
Finally, the CU then send the accumulated blocks of data to the Evidence
Store (ES) for analysis purposes and creates a hash per each block of data
that is sent to the hashing storage for preservation purposes, as explained
in the next section.

t
i
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cu Logging
B1 an o
1MB £ &
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1MB ] =] ]
e i %
-~ B2
II\IB:
lbﬂé | |
Figure 3. Logging component
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3.4 Preservation of Logs

The primary goal of evidence preservation in WLANS is to ensure that
absolutely no changes to the logged data have taken place since the data
was collected [12]. Figure 4 demonstrates how the logs are being
preserved in the proposed model. The Evidence Server (ES), as
represented in figure 4, store all the blocks of data received from various
CUs. In general, the ES act as a central storage of all the data monitored
from the APs. The ES logs the blocks of data in chronological order.
These blocks of data are stored according to the AP from which the traffic
was monitored. For example, in the ES, BIAP1 means that block 1
represents the first block of traffic monitored from the first AP, whereas
B1APn means that block 1 represents the first block of the traffic
monitored from the nth AP.

It is worth noting that, the data stored in the ES is needed only for analysis
purposes. The analysis of this data will only take place if a particular
incident has been reported on the WLAN, which then needs to be
investigated. The hash values of the blocks of data created in the perform
hashing subcomponent within the CU is then transferred to the hashing
storages represented as “HS of AP1” (Hashing Storage of AP1) and “HS
of APn” (Hashing storage of APn) as represented in figure 4. There is a
hashing storage for each AP on the WLAN. The H(B1AP1) in HS of AP1
shown in Figure 4 represents the hash value of the first block from the first
AP, and H(B1APn) in HS of APn represents the hash of the first block
from the nth AP and so on. The proposed model adopts the MD5 hashing
technique. The MDS5 hashing technique is not addressed in to detail in this
paper since the focus is on forensic readiness, however, a detailed
discussion of the MD35 hashing technique can be obtained in [12]. Hashing
is described as a mathematical function that creates a unique fixed-length
string from a message of any length [12]. The result of a hash function is a
hash value, sometimes called a message digest. It is worth noting that the
hashed blocks of data will only be used to check that, during a digital
forensic investigation, the logged data on the ES has not been altered. This
is a requirement of the digital forensic process [11].
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BlAPl, B1APNn
BZAP1. B2ZAPNn
B3AFPLl. B3APND

HS of APn

Figure 4. Preservation component

3.5 Analysis and reporting of logs

The main purpose of the analysis and reporting component is to mine and
extract the data from the ES to come up with evidence that can associate a
particular adversary with a criminal activity committed on the WLAN.
The analysis component is the one responsible for mining data from the
ES; however, it is not within the scope of this study to discuss data mining
into details, but the use of data mining techniques should not be
overlooked during the process of conducting a digital forensic
investigation. The analysed data will then be passed to the reporting
component.

The reporting component contains the final evidence of the entire digital
forensic investigation. It is used by the cyber forensic experts when
testifying in a court of law that an intruder was found to be guilty due to
the evidence they posses from the investigation. It is then the decision of
the prosecutor within a court to decide whether the intruder is guilty or not
based on the evidence presented by the cyber forensic experts.
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R eportin g — —

Figure 5. Analysis and reporting components

4 THE WFRM - PUTTING IT ALL TOGETHER

This section is devoted to the integration of the proposed model. The
WFRM (see Figure 6) is depicted with all its components as explained
above. These components show how wireless traffic is monitored in the
WLAN, how the monitored traffic is logged, preserved and how it is
stored for analysis purposes in order to render information that is
forensically ready to be used by forensic experts. This section starts by
providing a presentation where by all the components of the WFRM are
integrated together. A detailed discussion of the proposed model is then
presented, and lastly a discussion on the interception of communication or
traffic monitoring related issued is presented.

The numbers from one to five represented with circles in figure 6 depicts
the phases of the digital forensic processes.
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MD — Mobile Device
AP1 — Access point one
APn — Access Point n
CU — Capture Unit
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B2 — Block two
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Figure 6. The Wireless Forensic Readiness Model (WFRM)

4.1 Integrating the WFRM components

Figure 6 shows all the components of the WFRM. The monitoring
component indicates four mobile devices and two APs. Two of the MDs
are connected to each AP. These MDs might be busy with internet access
in a particular WLAN. This study assumes that the proposed model
depicts a particular device deployed closer to the WLAN. This device has
the capabilities of monitoring wireless traffic, logging the monitored
traffic, preserving the traffic, and analysing the traffic. The component
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which does the logging receives all the monitored wireless traffic from an
AP and stores the data in a log file. The log file is divided into storage
units of, say, IMB. As the log file accumulates data, every fourth block,
for example, are associated as a block of data. These blocks are then first
transferred to the ES component. This study assumes that the ES is a
sufficiently large mass storage device. Secondly, hashes of each of these
blocks are created and transferred to the hashing storage. In this way the
integrity of the data that flows through the WLAN is preserved.

Let’s assume that an incident is being reported on the WLAN. Responding
to the reported incident will not require much effort because the digital
data is already forensically ready. The cyber forensic experts will just
extract the data from the ES and do the analysis. The integrity of the
analysed data can be proven by simply creating hash values of each block
from where the evidence was extracted, and match that with the original
hash values of each block as stored in the hashing storage. If the hashes
match, it proves that the extracted evidence was, in fact, the original
evidence, proving that the original evidence was not tampered with or
manufactured.

4.2 Discussion of the WFRM

This section discusses the WFRM by outlining its advantages and
disadvantages. This section then proceeds to discuss the traffic monitoring
issues in a WLAN environment.

Once the traffic generated by the devices that connect to a WLAN has
been monitored and preserved, it is ready to be analysed and used by cyber
forensic experts to conduct the actual digital forensic investigation. Seeing
that this information is forensically ready and forensically sound, the
cyber experts’ time and cost for conducting the entire digital forensic
investigation is considerably minimised. In fact, the information needed
for the investigation has been made readily available and the first part of
the digital forensic process, i.e. the monitoring, logging and preservation
phases, have been completed. A disadvantage of the WFRM, however,
may be the fact that the traffic monitored from the APs requires a large
amount of storage, and this may prove to be expensive. However, the
authors are not too concerned about this disadvantage since storage space
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becomes ever cheaper. Nevertheless, the authors are working on
introducing compression on the WFRM as a mechanism to minimise the
amount of storage required to log the entire stream of traffic that passes
through the network.

It was mentioned earlier that one of the functions of the WFRM is to
monitor wireless network traffic. Traffic monitoring may also be referred
to as interception of communication as presented in the Regulation of
Interception of Communications and Provision of Communication-Related
Information Act (RICCA). The RICCA act, act No. 70 of 2002 [13],
prohibits the interception of communication, however section 6(2)(bb)
makes a provision that a person may intercept communication only for the
purpose of investigation or detecting unauthorised use of that
communication system. Section 5(2)(a) states that the interception of
communication may only take place if the entity that does the interception
has given a prior consent in writing to the applicable law enforcement
authorities.

Lastly, the authors are aware that the digital forensic process for FTK,
EnCase and the WFRM as presented in Table 1 are logically more or less
the same; however, this paper puts more emphasis on the design of a
readiness model for wireless forensic purposes which comprise the
somewhat different digital forensic phases of our model. Thus, the
practical implementation if the digital forensic process employed by the
proposed model is much different from that of conventional digital
forensic process models of, for example, FTK and EnCase.

S CONCLUSION

The most important issue addressed is this paper is that it is quite a
challenge to conduct a digital forensic investigation in a WLAN
environment. This is due to the fact that all the devices that participate in
such an environment are mobile — therefore it becomes an enormous
challenge to monitor and collect all the communications generated by
these mobile devices and conduct a proper digital forensic investigation.
WLANSs are not forensically ready, as was suggested in this paper. In an
attempt to solve this problem, this study proposed a WFRM that has the
capability to monitor wireless traffic while these mobile devices are still
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connected to the wireless network. As discussed in this study, the
monitoring, logging and preservation of the traffic was proposed.

Whilst the development of the proposed model, as a proof of concept,
is still in an early stage, there are a number of areas that still need to be
addressed as future work. The first of these is the effective storage
constraints of the log files. As traffic is monitored from the APs and stored
on the log files, the storage space of the log files will eventually be
depleted, however, as mentioned in section 4.2, the authors proposed that,
compressing the blocks of data while maintaining the integrity of the data
might be a solution to this problem. The second area of future research
includes that of analysis. It is understood that several approaches exists for
analysing digital data in order to determine evidence for forensic purposes,
however, a new approach still needs to be identified specifically to cater
for the analysis of the potential large amounts of data gathered by the
model proposed in this study. Lastly, this research will also investigate
issues like infrastructure requirements as one of the requirements for
forensic readiness, evidence admissibility requirements and evidence
management with regards to the retention period of information logged by
the ES.
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ABSTRACT

The entire business landscape finds itself on the verge of a recession
because of ongoing global economic turmoil. Thus, there is a heightened
need to minimise and mitigate business risk and scrutinise information
spending while ensuring compliance with regulatory mandates. This calls
for decision makers to become vigilant in their spending and move
towards an optimised information security investment. The main aim of
this paper is to provide decision makers with a set of requirements to be
considered when implementing a cost-effective and optimal information
security budget; in a manner that preserve organisations’ information
security posture and compliance status. Research reported on in this paper
forms part of an ongoing project known as the BC3I (Broad Control
Category Cost Indicators) framework.

KEY WORDS

Information security spending, requirements, controls, economics,
information security breaches, regulatory compliance.
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1 INTRODUCTION

Information security is a continuously changing discipline that requires
continuous adaptation to new and ever-changing information security
threats, countermeasures and the global business landscape. The global
business landscape is on the verge of facing a recession following the
ongoing global economic turmoil. This came as a result of the collapse of
the United States of America’s sub-prime mortgage market (Kiviat, 2009).
Organisations must quickly adapt to the prevailing economic climate by
becoming more vigilant in their spending in general and more so on
overheads such as information security expenditure (Researchandmarkets,
2007; Tipton & Krause, 2003; Timms, 2004).

Alas, despite the lingering global economic turmoil and encouraging
developments in information security, a survey conducted by Symantec
late last year (2008) revealed that the global underground economy is
booming at millions of dollars in advertised goods and services
(Symantec, 2008; Ko, 2008). While the whole world is in the worst
economic crisis, the underground economy continues to flourish.

Despite all the years of hard work on information security technology
improvements, harsh compliance regulatory penalties and more
coordinated law enforcements, information security breaches are still
ubiquitous and have seriously damaging consequences (Grossklags,
Chuang & Christin, 2008; Fumey-Nassah, 2007; Schneier, 2002). Clearly,
something is not working effectively in the information security arena.

Are the organisations putting in enough effort to protect their
information assets or are they not taking any precautions? Is it too little or
just enough or more? How much is really enough? This paper investigates
the requirements to provide input for the preparation of a budget for
information security. Research done in preparation of this paper is part of
an ongoing project known as the BC3l framework (Broad Control
Category Cost Indicators) (Dlamini, Eloff & Eloff, 2009).

The remainder of the paper is structured as follows: Section 2 gives a
brief background on the economics of information security; Section 3
discusses related work on information security investment; Section 4
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discusses the requirements to be considered when implementing a cost
effective information security, and Section 5 concludes the paper.

2 RELATED WORK

The field of economics of information security has become an important
field of study (Tsiakis & Stephanides, 2005; Huang, Hu & Behara, 2006;
Anderson & Moore, 2006; Anderson & Moore, 2007). For the past seven
years, researchers have identified several topics of interest but this paper
focuses only on the economics of information security investment
(Gordon & Loeb, 2002; Camp, 2006; Anderson & Moore, 2006;
Grossklags, Christin & Chuang, 2008; Hulthen, 2008).

The related literature investigated for this research project is structured as
follows:

e A brief overview of the field of the economics of information security
investment.

e Optimal allocation of resources to information security activities, with
specific reference to the work of Gordon and Loeb (2002).

2.1 The Economics of Information Security Investment

This paper focuses on the topic of information security investment which
is viewed from two opposing perspectives: either from the system
defender’s or the attacker’s point of view.

Investing in information security is a trade-off; organisations can
either choose to invest in security or not to invest (Anderson, 2001;
loannidis, Pym & Williams, 2009). There are both direct and indirect
benefits and costs involved. Directly, investing in information security
reduces the risk exposure — though at an opportunity cost of other
profitable investment. Not investing in information security guarantees
more money — but at an opportunity cost of not having secure information
assets. Indirectly investing in information security can help those who
have not invested to “a free ride”. Those who do invest, could easily
become victims of threats that come from those who fail to invest (what
economists call externality). Information security practitioners have to
consider the trade-offs and related issues when they scrutinise and make
information security investment decisions.
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Given the current threat landscape, the consequences of not investing
in information security can prove to be more costly than the consequences
of investing (Fumey-Nassah, 2007). Chapman (2009) highlight that
organisations are losing billions of dollars because of information security
breaches. The amount of time and effort that is involved in recovering
from an information security breach, besides compliance fines and
penalties to be paid is also a cause of concern. Over the years,
organisations have therefore been left with no option but to invest in
information security.

2.2 An Optimal Allocation of Funds to Information Security

Organisations need adequate information security at a reasonable cost. For
information security to make business sense; organisations must strike the
right balance between the likelihood of risk and the cost to reduce such
risk (Su, 2006). This has proven not an easy task to do. Goetz and Johnson
(2006) point out that a majority of executives view information security as
a “bottomless pit that never gets full” and some see it as “necessary evil
that hinders productivity” (Conray-Murray, 2003). This is mainly due to
the failure of information security managers to quantify their expenditure
and the likelihood of the risk, faced by the information assets
materialising. This failure has led executives to ask “how much is really
enough for information security?”

In answering the fore-going question and contrary to the views of “a
bottomless information security pit that never gets full”’; researchers argue
that there is actually an optimal point for information security spending
(Anderson, 2001; Huang, Hu & Behara, 2008) which several researchers
have tried to determine. It is not advisable to invest below or beyond this
point.

Huang et al. (2006) use an economic model to determine optimal
information security spending for organisations under multiple attacks.
Modelling with variables such as system vulnerability, potential loss,
budget and investment effectiveness, they demonstrate how to optimally
allocate information security investments.

Wang and Song (2008) propose modelling with information security
requirements, opportunity costs of the risks and budget constraints. They
use a multi-objective decision-making framework to determine the
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optimal information security investment. Unfortunately, the modelling
approaches discussed in both Huang et al. (2006) and Wang and Song
(2008) do not provide a definite figure or the exact point of optimality for
an information security investment. Srinidhi et al. (2008) also present a
model to assist information security managers to optimally allocate
financial resources to information security so as to guarantee productivity
and the safety of information assets.

In 2002, Gordon and Loeb proposed an economic model (G&L model
hereafter) to determine the optimal allocation of funds among different
assets with different vulnerabilities to information security. Unlike the
work of Huang et al. (2006) and Wang and Song (2008), their findings
show that the optimal investment for protecting an information asset must
at least be less than or equal to 37% of the total loss expected of the
information asset. Willemson (2006) reviewed and refuted the G&L
model's claim. Relaxing this model’s assumptions, Willemson provided a
function that suggests an investment of up to 50% and even up to 100% of
the expected loss of an information asset.

Tanaka, Matsuura and Sudoh (2005) subsequently conducted an
extensive empirical study using the G&L model. Their work investigates
the relationship between information sharing and vulnerability levels and
how it influences the decisions on information security investments. Liu et
al. (2007) also conducted an empirical study on the G&L model to verify
the relationship between the effects of an information security investment
and the vulnerability level. Matsuura (2008) remarks that the G&L model
derive it’s economic benefit from threat reduction, but concludes that this
is not sufficient. Therefore Matsuura extended the G&L model to include
a measure of productivity.

Huang et al. (2008) have since extended the G&L model to include a
risk-averse decision maker instead of a risk-neutral decision maker and
adopted the expected utility theory. They have modelled the relationship
between potential loss, the extent of risk aversion and the effectiveness of
an information security investment. The majority of the work done seems
to concentrate on how much to invest in information security. However,
several important shortcomings still exist as pointed out in the next
paragraph.
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2.3 Recommendations drawn from the reviewed literature

The problem with the current body of knowledge is that it does not
provide or recommend a set of requirements that decision makers have to
consider when they develop their budgeting models. Requirements can act
as a bridge in attempting to solve the problem of optimal resource
allocation for information security.

Furthermore, decision makers need to provide evidence of the success
of their information security spending. Due to the difficulty in establishing
the monetary value of information security benefits, requirements can also
be used to act as the measure of success or failure of models for the
allocation of resources.

Requirements elicitation is therefore an acceptable departure point in
the attempt to find solutions to the optimal and effective allocation of
funds for information security.

3 REQUIREMENTS

The need for efficient and effective budgeting and spending on
information security is driven by a number of different high-level
requirements, ranging from technological to strategic issues. The
elicitation of requirements for preparing an information security budget as
proposed in this paper is structured as follows:

3.1 Requirements gleaned from existing approaches
3.2 Additional requirements
3.1 Requirements gleaned from existing approaches

The following list of requirements was identified from literature as
referenced in this paper:

¢ Information security should be viewed as a multi-disciplinary field and
therefore the budget should reflect implementation issues across the
spectrum of people, process and technology.

e The budget should reflect implementation issues on the defence as
well as attack side, i.e. proactive versus reactive.

e Careful consideration should be given to striking a balance between
following a “standard-of-due-care” approach and following an
approach based on risk assessment.
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e An information security budget should address more than merely
regulatory and standards compliance.

An information security budget should be based on assumptions
clearly communicated to senior management, with specific reference to
the % coverage of vulnerability exposure as well as the % acceptable risk
levels.

3.2 Additional Requirements

The authors of the paper in hand have identified the following additional
requirements to be considered when preparing a budget for information
security:

3.2.1 Taking cognisance of the three organisational levels

3.2.2 Compiling and using a well-defined Information Security
Architecture

3.2.3 Other non-functional requirements
3.2.1 Taking cognisance of the three organisational levels

Cognisance has to be taken of the three well-known organisational levels,
namely strategic, tactical and operational. These levels are to be used as a
framework for organising the proposed requirements (Rolfsdotter
Karlsson, 2008).

3.2.1.1 Strategic Level

On the strategic level, the budget for information security should be
aligned with the vision and mission statement of the organisation, the
business goals, legal obligations, overall risk appetite and policy
statements. Any money spent should be in direct support of realistic and
reachable business goals and priorities of the organisation. The business
goals are derived from the vision, mission and values that are translated
into the critical success factors of the organisation (Rolfsdotter Karlsson,
2008). This ensures that information security programmes are tightly
coupled to the overall business strategy.

Legal obligations are stipulated in national and international regulatory
requirements and laws. Organisations are forced to adhere to these or face
prosecution if they do not.
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Industry related laws and regulations must also be taken into account.
Policy documents may also confirm the intent of an organisation, for
example to protect the privacy of third parties. A policy describes the
specific steps that an organisation will take and expects its employees to
adhere to these in order to reach the organisation’s business goals.

3.2.1.2 Tactical Level

The tactical level includes risk analysis for the identification of threats;
standards and any compliance requirements. Thus it plays an important
role in identifying threats to the security of information assets. It plays a
guiding role in deciding *how much’ to spend on ‘what’. Butler (2003)
identifies a number of shortcomings of risk analysis, such as that exact
investment decisions have to be made based on ‘guesstimated’
information.

Compliance with international standards also influences the spending
on information security. Many countries have equivalent standards on
national level that reflect ISO/IEC 27002, such as the British Standard BS
ISO/IEC 27002:2005 and the AS/NZS ISO/IEC 17799:2006 standard in
New Zealand and Australia.

3.2.1.3 Operational Level

On the operational level, both operational and technological requirements
need to be considered. Operational requirements include aspects such as
affordability of manpower, resources, optimal protection levels and
feasibility. Furthermore, the operational level includes administrative
requirements referring to guiding the user’s actions to meet business goals
and objectives as specified on the strategic level.

Technological requirements include both ICT infrastructure
components such as controls on the hardware and software levels. When
selecting controls, identification of an optimal mix of controls is of vital
importance.

3.2.2 Compiling and using a well-defined Information Security
Architecture

Eloff and Eloff (2005) proposed a number of requirements for the
establishment of an information security architecture. These requirements
— originally defined for developing information security architecture — can
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also be translated into requirements for information security budgets. The
requirements state that information security architecture should

e be holistic and encompassing: The budget for information security
should indeed be holistic and refer to the full spectrum of controls to
be implemented. The requirement of holism involves the inclusion of
all aspects when budgeting for security. the budget should not focus
on isolated aspects but on all aspects.

e make suggestions on how different controls can be synchronised
and integrated to achieve maximum effect: Very few organisations
today spend enough time on the synchronisation and integration of
controls, resulting in a potential over expenditure and duplication of
controls. The synchronisation and integration of controls in most cases
are organisation specific.

e include a comprehensive approach to information security risk
management: The relationship between a comprehensive approach
towards risk management and the information security budget is self-
explanatory as the budget for information security should very clearly
indicate how much risk mitigation is planned for, as well as the
acceptable risk that the organisation will endure.

e be measurable to demonstrate adherence to the requirements as
set out. Research has shown that it is somehow difficult to establish
the monetary value of information security controls and of the benefits
derived (Abrams et al., 1998; Conrad, 2005; Pfleeger & Pfleeger,
2007; Srinidhi et al., 2008). Despite these difficulties, the results
should be expressed in monetary terms.

3.2.3 Other non-functional requirements

Non-functional requirements are viewed as those that impose constraints
on the compilation of the budget for information security. Previous work
done by the authors of this paper, as reported in Dlamini et al. (2009),
suggest the following high-level non-functional requirements:

e Flexibility: This requirement recognises the fact that organisations are
different and that they exist in different sectors. One prescribed
solution regarding information security controls will not satisfy the
requirements of all organisations.

e Cost effectiveness: Organisations must be able to identify and
implement those controls that will protect their information resources
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in the most cost-effective way. Implementing all the controls may be a

matter of “overkill”, thus just “enough” should be implemented.

Lastly, the existing and current information security budget must not
be ignored as a valuable input into future budget definitions. The existing
budget will also shape where recurring costs must be budgeted for, e.g.
licensing fees on information security tools, hardware upgrades on
information security technology.

3.3 SUMMARY

In a nutshell, the UML diagram depicted in Figure 1 is used to model the
requirements for preparing an information security budget as proposed in
this paper.

Identify defensive dentify attack
strategies strategies
~
= I
~
I
\
~
__ _~.jf Take Cognisance of 3
levels of Organizations
\

Prepare budget for -
information security
Identify percentage of
vulnerability coverage . |
~
—
)
xecute a risk
assessment
g
=
Identify percentage =
of risk acceptance
—_—— = Include
_— Generalization

Figure 1: Use case and collaboration diagram for preparing an information security budget

Consider the above diagram. The identification of controls can be
generalised as being the output of activities such as controls identified by
means of regulatory investigations, standards, use of information security
architecture, risk analysis, as well as cognisance of the three
organisational levels. These generalisations are depicted by fixed lines
whereas the broken lines show activities that should be included in the
activity when preparing a budget for information security.

Consult regulatory
frameworks e.g. Law
Identify standards

Use an information
security architecture

Ensure that a
multi-disciplinary approach is
followed

Identify controls
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4 CONCLUSION

The current economic crisis is affecting organisations world-wide and all
are required to spend money wisely. This also applies to spending on
information security. Current models and approaches to determine how
much to spend on what in order to safeguard information assets do not
consider the total picture of an organisation and the environment in which
it operates? In this paper the authors approached this problem holistically
and identified the requirements to be considered when preparing an
information security budget. These requirements are presented in a “use
case” diagram that illustrates the potential interaction between the
different components.
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ABSTRACT

Appropriate information security solutions for software-intensive systems,
together with evidence of their security performance help to prevent
serious consequences for businesses and the stakeholders. Security
metrics can be used to offer this evidence. We investigate practical and
holistic development of security metrics for software-intensive systems.
Our approach is security requirement-centric. The high-level security
requirements are expressed in terms of lower-level measurable
components applying a decomposition approach. Detailed security metrics
are developed based on the basic measurable components identified at the
leaf level of the decomposition.
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IDENTIFICATION OF BASIC MEASURABLE
SECURITY COMPONENTS IN SOFTWARE INTENSIVE

SYSTEMS

1 INTRODUCTION

The increasing complexity of software-intensive and telecommunication
products, together with pressure from security and privacy legislation, are
increasing the need for adequately validated security solutions. To obtain
evidence of the information security performance of systems needed for
the validation, services or products, systematic approaches to measuring
security are needed. The field of defining security metrics systematically
is very young. Because the current practice of security is still a highly
diverse field, holistic and widely accepted measurement and metrics
approaches are still missing.

The rest of this paper is organized in the following way. Section 2
gives a short introduction to security metrics. Section 3 introduces the
proposed security metrics development process. Section 4 discusses threat
and vulnerability analysis, and the next section security requirements.
Section 6 describes decomposition of security requirements. Section 7
explains issues important in the measurement architecture and evidence
collection, Section 8 discusses the further steps of metrics development.
Section 9 presents related work and finally, Section 10 summarizes the
study with some future research questions and conclusions.

2 SECURITY METRICS

Security metrics and measurements can be used for decision support,
especially in assessment and prediction. When using metrics for
prediction, mathematical models and algorithms are applied to the
collection of measured data (e.g. regression analysis) to predict the
security performance. The target of security measurement can be, e.g., an
organization, its processes and resources, or a product or its subsystem. In
general, there are two main categories of security metrics: (i) security
metrics based on threats but not emphasizing attacker behavior, and (ii)
security metrics predicting and emphasizing attacker behavior. In this
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study, we concentrate in the former type of metrics. Security metrics
properties can be quantitative or qualitative, objective or subjective, static
or dynamic, absolute or relative, or direct or indirect. According to 1SO
9126 standard [1], a direct measure is a measure of an attribute that does
not depend upon a measure of any other attribute. On the other hand, an
indirect measure is derived from measures of one or more other attributes.
See [2] and [3] for examples of security metrics.

3 PROPOSED SECURITY METRICS DEVELOPMENT
PROCESS

In this study, we use the following iterative process for security metrics
development, partly based on [4]. The steps for the process are as follows:

1. Carry out threat and vulnerability analysis. ldentify and elaborate
threats of the system under investigation and its use environment. If
enough information is available, identify known or suspected
vulnerabilities. This work can continue iteratively as more details of
the target will be known.

2. Define and prioritize security requirements, including related
requirements critical from security point of view, in a holistic way
based on the threat and vulnerability analysis. The most critical
security requirements should be paid the most attention. Pay attention
to the simplicity and unambiguity of the requirements.

3. ldentify Basic Measurable Components (BMC) from the higher-level
security requirements using a decomposition approach. BMCs relate
the metrics to be developed to security requirements.

4. Develop measurement architecture for on-line metrics and evidence
collection mechanisms for off-line metrics.

5. Select BMCs to be used as the basis for detailed metrics based on their
feasibility and criticality.

6. Define and validate detailed security metrics, and the functionalities
and processes where they are used.

The steps are iterative and the order of the steps can be varied. Steps

1 and 2 should be started as early as possible in the research and

development lifecycle and elaborated iteratively as the system design

becomes more mature. If possible, steps 3 and 4 can be carried out in
parallel to each other. Step 4 can be initiated already during the
architectural design phase provided that suitable information is available.
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4 THREAT AND VULNERABILITY ANALYSIS

Threat analysis is the process of determining the relevant threats to an SUI
(System under Investigation). The outcome of the threat analysis process
is preferably a prioritized description of the threat situations. In practice,
there are many ways to carry out threat analysis, from simply enumerating
threats to modeling them in a more rigorous way. The extent of threat
analysis depends, e.g., on the criticality of the use cases in the SUI. The
following threat and vulnerability analysis process can be used, based on
the Microsoft threat risk modeling process [5]: (1) identify security
objectives, (2) survey the SUI architecture, (3) decompose the SUI
architecture to identify functions and entities with impact to security, (4)
identify threats, and (5) identify vulnerabilities.

The security objectives can be decomposed, e.g., to identity,
financial, reputation, privacy and regulatory and availability categories
[6]. There are many different sources of risk guidance that can be used in
developing the security objectives, such as laws, regulations, standards,
legal agreements and information security policies. Once the security
objectives have been defined, it is important to analyze the designed SUI
architecture and to identify different components, data flows and trust
boundaries. To identify the functions and entities with impact to security
objectives, the architecture can be decomposed further. Threats are the
goals of the adversary and for a threat to exist it must have a target asset.
To identify threats, the following questions can be asked [7]:

1. How can the adversary use or manipulate the asset to modify or
control the system, retrieve or manipulate information within the
system, cause the system to fail or become unusable, or gain additional
rights?

2. Can the adversary access the asset without being audited, or skip any
access control checks, or appear to be another user?

The threats can be classified using a suitable model like STRIDE
(Spoofing, Tampering, Repudiation, Information Disclosure, Denial of
Service, Elevation of Privilege) [5]. DREAD (Damage Potential,
Reproducibility, Exploitability, Affected Users, Discoverability) [5] is a
classification scheme for quantifying, comparing and prioritizing the
amount of risk presented by each evaluated threat.
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Vulnerability analysis can be carried out after appropriate
technological choices have been made. Vulnerabilities in the technology
and implementation affect to threats of the system. In vulnerability
analysis, well-known vulnerability listings and repositories such as
OWASP (Open Web Application Security Project) Top 10 [6] can be
used. Metrics from Common Vulnerability Scoring System (CVSS) [8]
can be used to depict how easy or hard it is to access and exploit a known
vulnerability in the system.

5 SECURITY CRITICAL REQUIREMENTS

Security requirements derive from threats, policies and environment
properties. Security requirements that are derived from threats are actually
countermeasures. Security policies are security relevant directives,
objectives and design choices that are seen necessary for the system under
investigation. Environment properties contribute to the security of the SUI
from outside — either advancing or reducing it. The explanation for the
security-advancing effect of the environment is that it could to contain a
countermeasure solution against a threat, outside the SUI. In general,
every security risk due to a threat chosen to be cancelled or mitigated must
have a countermeasure in the collection of security requirements. In
general, the state of practice in defining security requirements is not at
matured level. According to [9], the most current software requirement
specifications are either (i) totally silent regarding security, (ii) merely
specify vague security goals, or (iii) specify commonly used security
mechanisms (e.g., encryption and firewalls) as architectural constraints. In
the first case security is not taken into account in an adequately early
phase of design. In the second case vague security goals (like “the
application shall be secure”) are not testable requirements. The third case
may unnecessarily tie architectural decisions too early, resulting in an
inappropriate security mechanism. Security requirements are often
conceived solely as non-functional requirements along with such aspects
as performance and reliability within the requirements engineering
community [10]. From the security engineering viewpoint this is a too
simplified way of thinking; security cannot be represented only by non-
functional requirements since security goals often motivate new
functionality, such as monitoring, intrusion detection and access control,
which, in turn, need functional requirements. Unfortunately, satisfactory
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approaches to capturing and analyzing non-functional requirements have
yet to mature [11].

6 DECOMPOSING REQUIREMENTS

The core activity in the proposed security metrics development process is
the decomposition the security requirements. In the following, we discuss
the decomposition process and give an example of it.

6.1 Decomposition Process

The following decomposition process (based on [12]) is used to identify
measurable components from the security requirements:

1. Identify successive components from each security requirement (goal)
that are essential and contribute to the success of the goal.

2. Examine the subordinate nodes to see if further decomposition is
needed. If so, repeat the process with the subordinate nodes as current
goals, breaking them down to their essential components.

3. Terminate the decomposition process when none of the leaf nodes can
be decomposed any further, or further analysis of these components is
no longer necessary. When the decomposition terminates, all leaf
nodes should be measurable components.

6.2 Example Decomposition: Authentication

In general, the model depicted in Fig. 1 can be used for high-level
authentication decomposition [12] during the process of identifying
potential metrics for authentication performance. Similar decompositions
can be defined for authorization, confidentiality, integrity, availability and
SO on.

Authentication
!

r T
Identity Mechanism
Effectiveness  Integrity Reliability Integrity

Unigueness  Structure

Figure 1. Decomposition of authentication
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Figure 2. Example of information flows.

Different authentication mechanisms (e.g. password authentication
and various forms of biometrics and any combination) can be used for
different authentication needs. Fig. 1 commends that the security level of
authentication mechanisms is depending on their level of reliability and
integrity. There are many ways to use metrics and their combinations.

7  MEASUREMENT ARCHITECTURE AND EVIDENCE
COLLECTION

In the case of on-line metrics, the measurement architecture and data flow
needs to be designed, in parallel to the overall architectural and data flow
design of the SUI. Similarly, in the case of off-line metrics, the evidence
collection mechanisms and criteria need to be planned. In many cases, on-
line and off-line measurements can be dependent on each other.

Identification of measuring points and development of evidence
collection mechanisms can be carried out, e.g., from data flow diagrams
and protocol descriptions. As an example, Fig. 2 shows a conceptual
picture of information flows of a distributed messaging system (GEMOM,
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Genetic Message Oriented Secure Middleware [13]). Security metrics of
the Security Monitor module can use information from the Broker module,
Audit and Logging module and the Authentication and Authorization
module. In addition, the metrics get information from memory, storage,
Input-Output devices and network interfaces.

8 DETAILED METRICS DEVELOPMENT

The detailed development of chosen security metrics includes formalizing
the metric to a computational form. Different weights can be associated to
different metrics to indicate the relative importance or weights among the
components. A “close to correct” weight assignment is critical, since in
practice there are no analytical results for determining the relative
priorities of the elements besides careful use of one’s expertise and
judgment [12].

8.1 Authentication and Authorization Metrics

Use of authentication mechanisms from different authentication
categories makes the authentication stronger, the categories being: (i)
something you know, (ii) something you have and (iii) something you are.
Authentication strength value (e.g. from 0 to 1) can be assigned. In the
case of multi-modal authentication the security strength value can be
increased. In a similar way, strengths can be assigned to different
authentication mechanisms, algorithms and protocols. In addition to
metrics that measure the performance of authentication, metrics that
express the attacker behaviour can be developed, such as (i) number of
authentication failures, (ii) proportion of failed authentications, and (iii) a
measure of authentication trends. False positives in authentication are
attackers falsely permitted access and false negatives are authorized users
who are hindered from accessing the systems they should be able to use.
Regarding federated identity management and single sign-on, typical use
patterns based on use cases can be defined or recorded from the system.
The actual patterns from logs can be compared to the typical use patterns

[4].
Most authorization metrics can be based on the log and metadata
information of the users and objects they access or trying to access. This

data can be used to investigate authorization mechanism use trends and to
track extraordinary user behaviour. In addition, metrics from CVSS
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(Common Vulnerability Scoring System) [8] can be used to illustrate how
easy or hard it is to access and exploit a known vulnerability in the system.
Leaving a known vulnerability in the system might be a deliberate choice
decided in the risk management process. CVSS’s access vector metric
measures whether the vulnerability is exploitable locally or remotely and
access complexity metric measures the complexity of attack required to
exploit the vulnerability once an attacker has access to the target system or
service [4].

8.2 Confidentiality and Integrity Metrics

Cryptographic confidentiality strength metrics measure the performance of
cryptographic protection used to ensure the end-to-end confidentiality of
messages, logs and metadata. Different algorithms can be used based on
the level of confidentiality needed. The protection in physical media
(storage and memory) and the protection from unauthorized access to
them is important. The reliability and effectiveness of access control are
important too. Confidentiality impact metric of CVSS measures the impact
on confidentiality of a successful exploit of vulnerability in the system. As
in the case of confidentiality, cryptographic integrity strength metrics
measure the level of cryptographic protection used to ensure the data
integrity in messages, metadata, logs and storages (persistent data).
Integrity impact metric of CVSS measures the impact to integrity of a
successfully exploited vulnerability (none, partial, complete) [4].

8.3 Availability and Non Repudiation Metrics

Availability metrics from safety and reliability engineering can be used to
measure the availability dimension. Availability impact metric of CVSS
measures the impact to availability of a successfully exploited
vulnerability (none, partial, complete).

In non-repudiation, it is important that proof-of-identity evidence
can be obtained from the system. The evidence should be consistent,
reliable and its integrity should be protected. Consistency, reliability and
integrity metrics can be used for non-repudiation. Cryptographic strength
metrics can be used to measure the performance of cryptographic
algorithms used to ensure the non-repudiation of messages [4].
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8.4 Metrics based on Other Requirements

Some other requirements potentially have effect to the security
performance of the system. Application-level and business requirements
should be taken into account in the security metrics development. Note
that business environment and constraints affect a lot the impact and
exposure of security risks. Usability and performance of security solutions
are very important design objectives [4].

8.5 Doubts about Security Metrics

The feasibility of measuring security and developing security metrics to
present actual security phenomena has been criticized in many
contributions. In designing a security metric, one has to be conscious of
the fact that the metric simplifies a complex socio-technical situation
down to numbers or partial orders. McHugh [15] is skeptical of the side
effects of such simplification and the lack of scientific proof. Bellovin [16]
remarks that defining metrics is hard, if not infeasible, because an
attacker’s effort is often linear, even in cases where exponential security
work is needed. Another source of challenges is that luck plays a major
role [17] especially in the weakest links of information security solutions.
Those pursuing the development of a security metrics program should
think of themselves as pioneers and be prepared to adjust strategies as
experience dictates [14].

9 RELATED WORK

Wang and Wulf [12] describe a general-level framework for measuring
system security based on a decomposition approach. CVSS [8] (Common
Vulnerability Scoring System) is a global initiative designed to provide an
open and standardized method for rating information technology
vulnerabilities from a practical point of view. NIST’s Software Assurance
Metrics and Tool Evaluation (SAMATE) project [18] seeks to help answer
various questions on software assurance, tools and metrics. OWASP
(Open Web Application Security Project) [6] contains an active discussion
forum on security metrics. More security metrics approaches are surveyed
in [2] and [3].
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10 CONCLUSIONS AND FUTURE WORK

Feasible and widely accepted approaches for security metrics development
of software-intensive systems are still missing. We have introduced a
novel methodology for security metrics development based on threats,
policies, security requirements and requirement decomposition. The
methodology is highly iterative and the order of steps can be varied
depending on the information available.

Further work is needed in the development of generic and
application and domain specific security requirement model
decompositions, ways to define measurement architectures, evidence
collection and selection of measurable components. Furthermore,
heuristics for assessment of the feasibility of candidate component metrics
are needed. The approach and parts of it need to be validated by
experimentation in practical use scenarios originating from different
application domains.
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ABSTRACT

The development of Information and Communication Technology (ICT)
systems towards materialization into e-Government applications is
expected to tremendously change the ways governments deliver their core
business services to citizens and how citizens can interact with their
governments. There are also high expectations that these changes will play
major roles in the socio-economic developments. For these reasons there
are several so called maturity models being developed to guide and
benchmark e-government developments in developing countries. These
models describe various stages, three to six, referring to technological
complexity. However, we do not see explicitly that security is addressed
as a specific issue at the various stages, nor do we see how cultural, legal,
economical and managerial security related issues are incorporated.

Being part of the ongoing research in the area, the paper attempts to
critically investigate, evaluate and analyze eleven existing e-government
maturity models, and discuss the findings in the light of research findings
from four government institutions located in the Sub-Saharan Africa.

KEY WORDS

e-Government, Maturity Model, ICT/IT Security, Technical, Non-
technical, Developing Countries
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DISCUSSING E-GOVERNMENT MATURITY MODELS

FOR DEVELOPING WORLD - SECURITY VIEW

1 INTRODUCTION

Over recent years there has been an enormous development of Information
and Communication Technology (ICT) systems towards e-government
applications. Similarly, governments have also considered e-government
as a powerful tool that can change ways they conduct and deliver their
core business services to citizens and how citizens can interact with their
governments. Also, there are higher expectations that adoption and use of
e-government application could improve efficiency, effectiveness,
accountability, and transparency of government service delivery, and at
the same time improve active participation of citizen in public decision-
making processes — hence realization of socio-economic development [2,
9, 11, 13, 22]. Various studies [2, 13] show that while most of the
developed countries are in the final stages of e-government development -
developing countries are still in the early stages of e-government
development. This gap is heavily influenced by the existence of
technological and non-technological related issues including lack of
proper ICT infrastructures, readiness, awareness, economical, and political
will.

However, to guide and benchmark e-government development,
researchers and academia proposed different types of e-government
development models, so called maturity models. These models outline
various stages for e-government development. For instance West [23]
proposed a three stage model, Layne & Lee [11] four stage models, while
Deloitte & Touche [21] proposed a six stage model. Nevertheless, as
governments’ moves towards adoption of e-government applications —
security has become a critical factor influencing its development at all
stages of e-government development [1, 5, 9, 10, 11, 12, 20]. This creates
need for holistic approach to explicitly addressing and incorporating
security as a specific issue at the various stages of the development models
[1, 19]. These include technical and non-technical security related issues
such as cultural, legal, economical and managerial. According to the
World Bank [25] e-government is defined as “the government owned or
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operated systems of information and communication technologies that
transform relations with citizens, the private sector and/or other
government agencies so as to promote citizens’ empowerment, improve
service delivery, strengthen accountability, increase transparency, and
improve government efficiency”. However, the concept of e-government
has no clear definition; because it is defined by objective of activities
rather than by the technology — therefore it requires broad definition and
wider understanding for a government to be able to implement it
successful [2, 6, 13].

This paper should not be read as a critique to the e-government
maturity models to be evaluated but lather should be read as a
catalyst towards enhancing security to these models.

The paper attempts to critically investigate, evaluate and analyze
eleven existing e-government maturity models, and discusses the findings
in the light of research findings from four government institutions located
in Tanzania — one of the countries located in the Sub-Saharan Africa. The
rest of the paper is organized as follows: chapter two outlines the research
process and methodology used, the third chapter presents an overview of
e-government development maturity models and specific security related
issues. Chapter four presents and discusses the research findings, and
lastly conclusion and recommendation is given in chapter five.

2 RESEARCH PROCESS

The research methodology used in this study is based on qualitative and
quantitative methods. The process was divided it into two phases. Phase
one was to conduct a desk review in the area of e-government, e-
government development models, and security documentations. The
second phase employs a research survey where questionnaires and in-
depth interviews were conducted. This phase was later complemented with
documentation reviews from the studied settings such as e-government
strategies, and ICT security policies. Six Tanzanian government
institutions including ministries, departments and agencies were
earmarke