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TDepartment of Electrical Recent technological advancements have seen powerful computational resource-
Electronic and Computer enriched virtual machines (VMs) being used for processing data in edge servers.
Engineering, University However, the high energy demands and excessive overhead associated with launch-
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Afica ing VMs are major obstacles to achieving energy-efficient operations in multi-access

edge computing environments. As a result, there has been a relentless acceleration
toward container virtualization to provide containerized services at the edge. The
lightweight nature of containers compared to VMs makes them a popular technol-
ogy for edge computing platforms. However, two significant challenges have been
identified. The first is the problem of providing real-time support for containerized
edge systems (to combat issues of high latency, anomaly detection, and automated
monitoring and control, among others). The other problem is that, although con-
tainers help reduce application deployment time, considerable network bandwidth

is expended and longer download queues are experienced on each node in the net-
work. We propose a dynamic resource provisioning scheme for containerized edge
systems to address these challenges. The proposed scheme employs containerized
reconfigurable edge servers, which enable computational task operations to be moved
to the data source for easier and quicker completion. Then, a novel adaptive power
management technique based on predictive control through finite system observa-
tions is used to effectively estimate and regulate the energy consumption in the edge-
based network. The adaptive controller schedules computational resources on a time
slot basis in an adaptive manner, while continuing to receive updates to plan future
resource provisioning. The proposed technique is evaluated using welfare gain, server
response rate, and energy consumption metrics and is shown to outperform recent
comparative models significantly.

Keywords: 6G, Adaptive controller, Containers, Edge computing, Massive loT, MEC,
Power management

1 Introduction

Distributed computing, especially edge and mobile computing, has grown tremendously
over the past few years and is gaining momentum in achieving efficiency—enough to
achieve economic competitiveness in several applications. With 6G networks, the
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promise of quasi-infinite networking has arrived, with both arguments on coverage and
the perspective of computational effectiveness and efficiency. As infrastructure vendors
offer more computational resources with computational capabilities exceeding 2 GHz,
and containerized edge servers progressively deployed, the shift to quasi-infinite net-
working is progressively taking place. However, deploying edge computing infrastruc-
ture requires careful placement of edge servers to improve application latencies and
reduce data transfer load for opportunistic and mission-critical systems [1].

Control problem specifications from newer applications and application areas have
opened new research directions, such as developing newer algorithms for faster online
computations in distributed and stochastic situations. For instance, in most upcoming
6G applications, data transmission always has delay-sensitive connotations attached to
them [2]. Delay-sensitive data require processing with minimal latency, which is why
edge computing is being advocated over central cloud computing in progressive network
design. Two main points prompted network designers to consider moving computation
away from the core of the network to the edge. The first is the latency problem caused
by high transmission delays. The second is the congestion buildup at the backbone of
networks [3]. In response, multi-access edge computing (MEC) has become a much-wel-
come solution for migrating some of the network functions from the core to the edge.
Bringing processing closer to the edge of the network, near the data sources, is a para-
digm shift that opened the door to a host of opportunities toward improving network
quality of service (QoS), thereby improving the welfare of end users [4].

One of the most important and striking applications of MEC in emerging communica-
tions is in large-scale or massive Internet-of-Things (mloT) networks, where, without
a doubt, it has been shown that several aspects of mIoT network can be improved by
MEC. For instance, through edge computing, the joint distribution of both communica-
tion and computational resources can be used to optimize different aspects of 6G net-
works, such as reliability and efficiency. Also, proper optimization of edge computation
processes would help in improving the decision-making processes of the network in
terms of taking appropriate actions. Furthermore, delay-intensive applications, such as
vehicular communication, whose QoS requirements cannot be guaranteed by the cur-
rent 5G networks will be accommodated. In vehicular communication, high computa-
tional capacity is crucial, especially when highly computationally demanding high-level
algorithms are employed [5]. Such algorithmic requirements are indispensable in MEC-
enabled real-time autonomous missions and applications, such as autonomous driving
and mobile robots.

Due to the requirement of high transmission rates in emerging networks such as the
6G-based mloT network being considered, the current status of the 5G networks poses
a significant performance bottleneck. The main roadblock is the huge energy demand
needed to support the network in achieving and maintaining high transmission rates.
The energy demand is even more exacerbated in such emerging networks when edge
computing capabilities are incorporated. This makes it imperative to develop appropri-
ate power management models to solve the energy consumption problems in beyond
5G (B5G) networks. This is the main motivation of this research work. The solution
investigated in this paper views the energy problem as an adaptive power management
problem, using the 6G-inspired MEC-based mloT network as base application. Further,
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the optimization problem is approached as a problem observed within a finite horizon
of time. In theory, for every finite horizon observation in wireless networking, certain
aspects are usually infinite. To handle such aspects, in this paper, a quasi-finite approach
is adopted in the optimization process and the problem is solved using appropriate tools
to achieve the desired accuracy and latency demands.

1.1 Review of related literature

In edge computing, the MEC server, with its high-intensive computing capabilities, is the
custodian of bringing novel computing resources for compute-intensive applications. As
a result, the dramatic < 3 ms end-to-end latency reduction for the emerging 6G applica-
tions can be achieved. The high computational capability of the MEC servers in terms
of massive throughput and low-latency processing of offloaded computational tasks is
a huge advantage for mloT applications. However, these are extremely impressive com-
puting speeds in terms of ultra-low latency requirements for 6G applications, and high
energy consumption is always a direct consequence. Since high energy consumption can
become a huge bottleneck for emerging future technologies, efforts need to be made to
find energy-efficient solutions tailored for edge computing environments. This section
reviews some of the most recent works that have been carried out in this regard.

A careful study of recent contributions in this field indicates that a plethora of can-
didate solutions are inspired by artificial intelligence (AI). Al strategies, through their
exceptional learning and prediction capabilities, are one of the most potent tools
employed in achieving the desired performance expectations. With its promise of dra-
matically reducing latency and energy consumption, even more ultra-low latency use
cases have been encouraged. The authors in [6] proposed a bald eagle search (BES) algo-
rithm to reduce the high computational complexity of the currently used deep learn-
ing approaches. An extension of their objective was also to shorten the latency as well
as minimize the amount of energy being consumed in an MEC-enabled IoT network.
The decision-making process of state-of-the-art BES algorithms employed three stages,
namely (i) the selection stage, (ii) the searching stage, and (iii) the swooping stage. To
improve their performance and achieve better performance than previous BES algo-
rithms, the authors introduced an estimation stage to select better resources and edge
systems. In this way, devices could offload the most appropriate IoT tasks to the edge
servers, minimizing the expected execution time. Based on multi-user offloading, the
authors then proposed a BES optimization algorithm which they claimed effectively
reduced the end-to-end latency, thereby achieving near-optimal solutions for the IoT
devices in the network.

Service levels in edge computing can be improved by adopting the best strate-
gies with the best responses to offloading requests and task execution. To improve
the service supply capability of wireless sensor network-assisted IoT applications,
the authors in [7] proposed a system that integrates MEC technology, simultane-
ous wireless information, and power transfer technology. In this integration, a novel
optimization problem was formulated to minimize the total system energy consump-
tion under the constraints of data transmission rate and transmitting power require-
ments. During the optimization process, the optimization problem was designed to
jointly consider power allocation, central processing unit (CPU) frequency, offloading
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weight factor, and energy harvest weight factor. Since the problem was non-convex, a
novel alternate group iteration optimization algorithm was proposed to decompose
the original problem into three sub-problems. Each sub-problem was alternatively
optimized using the group interior point iterative algorithm, and the results obtained
indicated lower energy consumption when compared to the benchmark algorithms.

It is believed that the effectiveness and efficiency of edge computing are strongly
correlated to features of user behavior. To ensure that MEC infrastructure provides
users with the required low latency computations, user behavior must be taken into
account [8]. In wireless networks, and edge computing in particular, the dynamics
and variety of user behaviors have the largest influence on decision-making in terms
of the provisioning of infrastructure resources [9]. Therefore, user behavior analysis
is most desirable in improving the efficiency and effectiveness of the Edge-IoT con-
tinuum. The authors in [10] studied the impact of the behavioral characteristics of
users and MEC server pricing policy to determine their optimal offloading strategies.
Here, prospect theory concepts were exploited to reflect the subjectivity and satisfac-
tion of users from the data offloading. The probability of failure of the MEC servers
to potential over-exploitation was modeled via the theory of the tragedy of the com-
mons. A multi-leader multi-follower Stackelberg game was formulated among the
users and the MEC servers to determine optimal pricing policies and offloading strat-
egies. Data offloading decision-making for users was formulated as a non-cooperative
game among them and a Nash equilibrium was determined. The evaluation results
demonstrated the superiority of the proposed framework against other benchmark
alternatives.

Empowering data analytics at the edge of an IoT network can help create a cloud-
ready IoT edge gateway for different IoT applications. In advancing this initiative, the
authors in [11] proposed an efficient solution for multiple data collection tasks in an
MEC-enabled wireless sensor network (WSN) environment for smart agriculture
applications. In the model setup, the edge servers were deployed around the WSN
nodes to provide better computing services for the WSN, which was developed to
complete different tasks at a lower data collection time. This was achieved by select-
ing the most appropriate WSN node among the available nodes in the network. The
node selection was done by dynamically configuring the sensor nodes to accomplish
the set tasks while keeping within a set time frame. By employing classical optimiza-
tion tools, the developed model was shown to process a higher volume of valid data at
a much lower data collection time.

Due to the increasing importance of optimization and Al as potent tools for driving
edge computing, software-level virtualization is also gaining attention as a modern
computational tool to achieve desired results. However, the capabilities of software-
level virtualization (containerization, for example) are yet to be extensively explored,
particularly for 6G-inspired edge computing solutions [12]. To this effect, the authors
in [13] explored container virtualization technology as a promising tool for achieving
the kind of flexibility required in operations, service demands, and resource manage-
ment in emerging networks. The virtualization made it possible for mobile devices
with computational resource capabilities and sufficient storage space to automati-
cally deploy and run virtual network functions (VNFs) to achieve high-level packet
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delivery expectations. Furthermore, the authors made several recommendations on
some existing technologies that can be suitable for the application of NFV in 5G core
network functions for different industrial use cases and industry verticals.

The mobility of edge devices, especially in vehicular communications, forces them to
migrate between edge servers to maintain quality of experience (QoE) in terms of end-
to-end latency [14]. However, the most challenging task in resource migration is decid-
ing when to migrate a certain service, as well as the cost of that migration. Migrating
a service requires a cost and QoE trade-off, while the selection of the destination edge
server needs to be done considering latency and resource availability constraints to help
minimize the number of migrations within the network. To help in migration decisions,
the authors in [15] proposed a virtualized open-source MEC (OS-MEC) scheme for
application in B5G networks. The scheme was built on the key principles of network
decoupling and reconfiguration, whereby in achieving the decoupling, a service-based
MEC layer was developed for the OS-MEC scheme. This layer was able to decouple the
tightly coupled service functions into multiple independent network functions (NFs).
The authors then employed the concepts of the templates and instances to reassemble
the disaggregated NFs and to reallocate the necessary resources to provide customized
services for users. Some use cases were presented to validate the flexibility and custom-
ization of the test network. In another contribution, the authors in [16] studied VNF
migration and service function chaining (SFC) reconfiguration problems in dynamic
NFV-enabled 6G networks. SFC, also known as network service chaining, uses software-
defined networking (SDN) capabilities to create a chain of connected network services
[17]. The most prevalent SFCs are L4-7 services, such as firewalls, network address
translation, and intrusion protection. In their work in [16], the authors formulated a
VNF migration problem as an optimization model to minimize the end-to-end delay of
all influenced SFCs while guaranteeing network load balance after migration. Then, a
deep learning (DL) two-stage algorithm was designed to solve the migration problem by
combining previous experimental data, and realistic VNF traffic patterns were generated
and used to evaluate the algorithm. The evaluation results indicate a more balanced net-
work in terms of load distribution.

1.2 Research motivation

While performing optimal placement of edge servers, the most important aspects that
need to be considered are as follows: (i) the required computing capacity, (ii) the server
deployment budget, and (iii) the hardware requirements. Many contributions in this
field aspect involve heuristics and meta-heuristics [18—20], where prioritized locations
are considered. However, the reliability in terms of computational capacity constraints
for load balancing and enabling workload sharing are weak considerations. Generally,
in systems and networking, resource management problems often manifest as difficult
online decision-making tasks where appropriate solutions depend on understanding the
workload and environment. Because of the fast data exchange demands happening in
edge computing environments, the behavior of an edge server can change rapidly within
a very short time. It is therefore paramount that each edge system is monitored to gain a
certain level of stability and reliability, which is still a research area needing more atten-
tion. Also, the aspect of energy or power management in edge computing is yet to be
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adequately addressed, especially in 6G networks such as the 6G-inspired mIoT network
being considered in this paper. With the advent of virtualization and the application of
Al-driven solutions in edge computing, there exists a huge research gap in the area of
resource migration and dynamic power management, which motivates this research

work.

1.3 Summary of major contributions

Distributed computing is one of the main drivers of 6G networks, especially in relation
to edge computing. With distributed computing, such as the containerized edge network
in consideration in this work, system throughput can be improved by bringing compu-
tational resources close to the data source. Therefore, moving computational task opera-
tions to the data source rather than moving the data source to the point of computation
form the basic motivation for this research. The contributions of this article are summa-

rized as follows:

+ Distributed computing system and server placement: This is a collection of multiple
physically separated servers and data storage located in different locations, whose
components collaborate to achieve the same objective. All the locations of this dis-
tributed system behave as independent servers whose computing services can easily
be scaled based on computation demand at that particular location through auto-
mated processes. This means that the network does not require significant changes
to be made to current edge computing-based infrastructure and, therefore, can be
implemented with minimal disruption. Furthermore, this provides a unique objective
function and compatibility with Markov decision processes (MDP) modeling in a
multiuser, multiserver environment. Again, the resource provisioning controller and
its interaction with the environment make it possible for optimal resource provision-
ing decisions to be achieved.

« Predictive control for adaptive power management: The proposed method advocates
for a controlled resource allocation (RA) strategy at multiple edge sites in metropoli-
tan areas to improve both latency and energy efficiency, making it possible for the
system to benefit from real-time learning. So, in addition to being able to process
heterogeneous tasks, there is an added capability of estimating the effects on energy
consumption, which makes it unique. Here, the power management problem is for-
mulated as a CPU energy consumption cost function, where finite system observa-
tions are applied. Then, one-step ahead predictive capabilities are introduced for
each edge site, in which an adaptive power management technique is proposed to
provide a cost-effective strategy capable of monitoring the critical parameters of each
edge server. The developed model is scalable in that it builds on the well-established
European Telecommunications Standards Institute (ETSI) standards for edge com-
puting-based networks. In addition, the developed model is feasible even under fluc-
tuating loads and across different networks due to the predictive capabilities of the

solution model employed.

The remainder of this article is presented in sections. Section 2 discusses the pro-

posed system model of an edge network in a busy metropolitan area, together with the
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components of an intelligent edge system. Section 3 discusses the mathematical formu-
lation of the problem. Section 4 discusses the online adaptive power management algo-
rithm being proposed. Section 6 presents the evaluation results and discussions. Finally,
Sect. 7 provides the concluding remarks.

A list of the abbreviations used in this article is provided in Table 1.

2 Methods and experimental

This work considers an edge computing scheme by which a set A" = {1,2,..., N} of edge
sites is distributed according to a Poisson process in a busy metropolitan area. The chan-
nel condition is assumed to be Rayleigh flat fading channel. Each edge architecture con-
sists of a configured virtual local area network (VLAN), where the gNB is connected to
an edge server via high-speed fiber-based fronthaul connections using the eCPRI inter-
face [21]. In this model, each edge site is co-located with a gNB which receives offloaded
tasks from a set £ = {1,2,..., K} of 6G-capable mIoT devices. A depiction of the model
is shown in Fig. 1.

Table 1 List of Acronyms

Acronym Description

5G/6G Fifth Generation/Sixth Generation

Al Artificial Intelligence

ANN Artificial Neural Network

B5G Beyond Fifth Generation

BES Bald Eagle Search

BPNN Belief Propagation Neural Network

CMDP Constrained Markov Decision Process

CPU Central Processing Unit

DNN Deep Neural Network

ETSI European Telecommunications Standards Institute
FCFS First Come First Served

gNB generation NodeB or just gNodeB

loT/mloT Internet-of-Things/massive Internet-of-Things
MDP Markov Decision Processes

MEC Multi-access Edge Computing

MLP Multi-layer Perceptron

NFV Network Function Virtualization

NICs Network Interface Controllers

OFDMA Orthogonal Frequency Division Multiple Access
QoE Quality of Experience

QoS Quiality of Service

RL Reinforcement Learning

RMSE Root Mean-Squared Error

SFC Service Function Chaining

SINR Signal-to-Interference-plus-Noise Ratio

VLAN Virtual Local Area Network

VM Virtual Machine

VNFs Virtualized Network Functions

WSN Wireless Sensor Networks
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Fig. 1 An MEC system with devices generating computational tasks with diverse delay sensitivities

As shown in Fig. 1, all the gNBs are connected to an offloading controller that employs
an offloading policy to select the appropriate edge site for each task. It is assumed that
each computational task generated by the mloT devices is indivisible, meaning that it
can either be processed by the device or completely oftfloaded to the edge server. A provi-
sioning controller uses the information it collects from the gNBs to manage the compu-
tational resources of each edge server. Thus, influenced by the amount of computational
power required to process the tasks, the provisioning controller may allocate more com-
putational resources during event days at the football arena than at the office park. Also,
since transportation data has high delay sensitivity, more resources might be provided to
the gNBs next to the road during peak traffic times than in residential places. The role of
the resource provisioning controller, which is hosted as an application, is the on-demand
provisioning of computational resources to the different edge computing sites. Since the
edge sites are not connected, collaboration between the sites is not assumed. This means
that the system does not allow task migration among the edge sites after oftfloading

2.1 The mloT devices

It is assumed that the mIoT devices that generate latency-critical data are: (i) mobile
phones, which generate both generic and video content; (ii) vehicle location systems,
such as advanced driver assistance systems (ADAS); and (iii) cooperative vehicular com-
munication, whose details will not be elaborated in this work. Generally, mIoT devices
generate different categories of computational tasks with different tolerances for task
execution delays. For instance, a short delay in online shopping may not be a major
concern for mobile phone users, but that delay can have catastrophic effects on autono-
mous driving. Thus, as much as each device wishes to maximize its processing capacity
through task offloading, latency sensitivity is different for different types of applica-
tions. Therefore, the available battery power in each mIoT device is assigned to the radio
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frequency (RF) modules for offloading computational tasks under interference and sub-

carrier constraints.

2.2 The controller and the DNN agent

In general, container virtualization systems are more effective and straightforward to
handle than traditional virtualization systems. In this proposed virtualization technique,
it is assumed that a DNN agent that is hosted at the controller consists of four mod-
ules: (i) decision logic module, which is responsible for communicating with the control-
ler decision logic and calling related components to complete the task according to its
requirements; (ii) container migration module, which is responsible for completing the
migration of containers; (iii) server power collection module, which is responsible for
reading the real-time power consumption of the edge servers; and (iv) container power
prediction module, which is responsible for predicting the power consumption of the
containers in the server. When the decision logic receives the container power predic-
tion signal from the controller, it uses the multi-layer perceptron (MLP) model to pre-

dict the container power in real time.

2.3 Reconfigurable edge computing platform

In line with the ETSI proposed MEC deployment scenarios [22], the network is made
up of a reconfigurable platform and a related switched VLAN with network interface
controllers (NICs) connected to it. It is assumed that each edge server has limited capac-
ity, and it can only store a maximum of Qi packets in its queue [23], and execute them
according to a first-come-first-served (FCFS) scheduling policy before sending the
results back to the IoT devices. The dynamic VM manager and task scheduler are used

to represent the reconfigurable edge server as shown in Fig. 2.

MEC server
VM 1 VMM
N N
1 1
Gateway c [
g router Dynamic VM B(Y) B i
5 manager and  €------ - Virtual switch
Q
£ |<Q—>| task scheduler
" u(s)
y \
4
— ' VM1 w2\ " Jvm
Qoue i
*F
1 t
Gateway '----g-( -) ===l Virtualization layer
router
Output job Physical CPUs, Servers,
and Storage Units

Fig. 2 The reconfigurable edge computing platform
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The edge platform shown in Fig. 2 consists of an input queue, which is an arrival queue
of size Qin; an output queue, which is a return queue of size Qou; a dynamic virtual
machine (VM) manager and task scheduler. It is assumed that the edge server hosts a
set C ={1,2,...,C} of worker agents called containers, which are allocated to tasks on
demand. The hosted controller is responsible for assigning containers to admitted tasks
for processing in terms of virtual network functions (VNFs) [24]. Control actions ¢ ()

mec

determine the required processing frequency f; %5, which in turn is determined through
the virtualized switch by assigning a load-dependent factor B.(¢) into the process.

3 Mathematical problem formulation

In terms of local computation, the local CPU is characterized by a computational fre-
quency fk'7 cpu’ with a frequency upper bound of fi max. For simplicity and ease of exposi-
tion, the value > 2 is assigned as a constant that is determined by the architecture of
the CPU core. Also, the effective capacitance of the chip is represented as ¥, > 0 [25]. It
is assumed that the k-th device generates computational tasks at the application layer,
and they arrive at the network layer according to a Poisson distribution with arrival rate
Ak (t) [26]. This is an event that is assumed to initiate an in-device decision on whether
the arrived task will be processed locally or oftfloaded to the edge server. If the decision is
for the computational task to be executed locally, the local computational power is mod-
eled as follows:

Piepu® = flopu k- (1)
The execution time for the task can be defined as follows:

byc

local kCk

k,cpu — 2
Pt fk,cpu’ @

where by is the size of the computational task, and ¢; is the number of CPU cycles
required to process a single byte. From the power consumption defined in [27], the
energy consumption for local processing is expressed as follows:

local __ 3 local
€k,cpu = K 'fk,cpu " Tk,cpu? (3)

where k > 0 is a constant representing the energy consumption due to background data.

3.1 Computational task offloading

If the k-th device offloads the computational task remotely (that is, at the edge server),
offloading takes place over the wireless link. It is assumed that the receiving n-th gNB
adopts an orthogonal frequency division multiple access (OFDMA) scheme to allow
multiple simultaneous reception of the K independent offloading links. Therefore, letting
B represent the bandwidth of the system, the transmission rate between the k-th mloT
device and the n-th gNB can be represented as follows:

Puk (t)gn,k (@) >

To () + No @

wm=M&O+
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where p,, i (¢) is the transmission power, g, x(¢) represents the channel gain, the term
Iy (t) represents the interference caused by simultaneous IoT transmissions excluding
the k-th device given as follows:

Lo = > &Opui(®).
kK elc\ (k)

(5)

Finally, the term Nj is the power of the white Gaussian noise.

Assuming, for ease of exposition, that all mIoT devices are subjected to similar channel
conditions, the transmission rate r,, x (¢) in (4) and the task size di can be used to define the
task offloading latency as follows:

1

comm

tk,mec - At ’ 6
e — (o) ©

where the quotient r"';k(t) represents the number of computational tasks that can be

offloaded from each vehicle through the wireless channel per unit of time. The transmis-

sion queue in each vehicle is assumed to be an M/M/1 queue. To guarantee queue stabil-

ity, the condition ;(f) < r";—k(t) must be satisfied. Therefore, the offloading energy

consumption can be defined as follows:

enk(t) = pui() - f[i?nn;?r (7)
where p,, 1 (t) is the transmission power defined in (4).

In edge computing systems, the time delay is affected by the load. Equation (6) agrees to
flow theory and its probability distribution follows the Pareto model [28]. So, the evaluation
of the computation latency at the edge server can be done by taking into account the num-
ber of tasks waiting in the queue and the number of retrials for successful task execution.
Therefore, since the average queuing delay can be derived based on Little’s Law [29], the
task computation delay can be expressed as follows:

1 1
2= (i —vn ) ®
n n,cpu n ] P1

where 1, represents the reliability that a computational task can be executed successfully
by the MEC. According to the Binomial distribution, the expectation of the number of
retrying for one successful execution is %. The expression r,(n, p, t) represents the task
offloading rate, taking into account the vehicle-gNB association variable and the set of

transmission powers p; and f, 'ty

is the computational capability of the CPU processor.
The computational power consumption of the MEC can be expressed as follows:

pi’lrjs;u(t) =fnr?ci)cu ! ‘/fn,cpu, (9)

and the corresponding energy consumption for task completion at the MEC server is
expressed as follows:

3
efqr,)s;u =K 'fn,cpu ’ T;lr,lce;u’ (10)
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where « is as defined in (3).

3.2 Formulating the constrained problem

To ensure system stability, the stability of each queue must be monitored using the queue
state, which the scheduling controller monitors. With the communication rate r,(n, p, £)
being the arrival rate at the computational queue of the MEC server, the evolution of the
queue with ¢ can be defined as follows:

qn(t + 1) = max{gn(t) + rn(n, p,t) — £,/ (¢ + 1), Qin}, (11)

where g, (¢ + 1) is the queue length at the upcoming slot, g,(¢) is the current queue
length,

mecC mec gmec
€l

mepu € Umin »/fmax | i the server’s computation capability (in CPU cycles/sec),

and Qjn is the length of the incoming queue as shown in Fig. 2 [30]. Therefore, the pro-
cessing time is determined by the data transmission time and the execution time in the
edge servers, the overall processing delay can be defined as follows:

total __ local comm comp *
tdelay - {rk,cpu + Tk,mec + rn,mec} =1 (12)
where t* is the maximum tolerable latency for result return.

3.3 Formulating a constrained Markov decision process

In use cases where system reliability and time-critical responsiveness are the main con-
cerns, better equipment control is required for fault-free running and decision-making.
Since control schemes are formulated better using Markov decision processes (MDPs)
[31], a constrained Markov decision process (CMDP) is adopted for the adaptive power
management for the quasi-finite horizon edge platform.

3.3.1 The state space

The CMDP adopted for use in this work is enhanced by incorporating reinforcement
learning (RL) to improve the network’s predictive capabilities, help the network adapt
to potential changes, and to work toward achieving real-time decision-making. Con-
trary to traditional RL strategies, where the state space is explicitly defined based on the
set of possible states an agent can be in, RL safety is a major concern in constrained
optimization. Most of the algorithms under CMDP do not consider safety as a concern,
which can be a huge challenge for safety-critical IoT use cases supported by the edge.
Therefore, enforcing state-wise constraints for challenging environments such as mloT
is essential. The state space of the edge server can be defined as follows:

s(t) = {rur(p,n, 1), q(0),c()}, VteT (13)

where T represents the duration over which the system is being observed. It must be
noted that all the state components in the state space change with time. More impor-
tantly, the number of available computational resources ¢(z) tends to change rapidly and
this needs to be precisely known a priori so that the task offloading rate can be adjusted
accordingly. Therefore, an algorithm that will enhance responsiveness to sudden state
changes must be applied in such edge computing scenarios.
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3.3.2 The action space and control actions

Edge servers with extremely high computational intensity are required, so the action space
of the edge server needs to be designed using its real-time running parameters. In this way,
a static policy that cannot adapt to system changes may not be good for real-time deci-
sion-making. Therefore, the action space has to be composed of control actions. In con-
trol systems theory, control actions are informed by the objective variables, v(¢), which is a
sequence of control signals that define the desired behavior of the processor [32]. Therefore,
the action space can be represented as follows:

a(t) = {v(t)}, Vst)eS (14)

which, with reference to Fig. 2, includes taking appropriate decisions on the objective

variables such as the server processing rate, f, [t

throughput, £, (£). After the action a(f) has been taken, the system migrates to the

to yield a desired computational

next state s(¢ + 1), which is the new operational state defined as follows:
s(t+1) = $(s(t), v(D)), (15)

where the parameter ¢ (-) represents the control input vector that captures the behavior
of the edge system by monitoring the trajectory of the relationship between the current
state s(t) and the control action v(¢).

Since the status of the computational queue ¢(f) and the number of available compu-
tational resources c(t) are directly linked to the decision on the processing rate f;'5,, the
power consumption is a direct consequence of the behavior of the system at that instance.
So, if ¥(t) is defined as the power management state of the edge server, the power consump-
tion of the edge computing platform can be represented as follows [33]:

1,
= O,

R> N>
I

v=1
v=0" (16)

__ ) Pprocs if
p(g@),c@®)],v(t)) = {Pipdlef if

where, as previously defined, v is the power management action, which is a finite state
model consisting of two operational power levels defining server status, that is, on = 1
and off = 0. The computation of offloaded tasks at the edge server is with respect to the
processing rate f,; 5. Therefore, if the network behavior is ¥ = 1, the edge server is in
active mode and is actively processing offloaded tasks, and according to (16) v = 1.

For the server to positively contribute to the QoS, it must prevent packet losses (that is,
it must minimize queuing delays), which will subsequently prevent buffer overflows. So, to
ensure maximum QoS, the cost function of the computation queue is defined as a function

of the network state s(f) and the power management action is as follows:

qs®,v®)) =Y > Pt (@*ls )
/=0 f=0 (17)

{6+ ¢ max€ +7 - Qu 0)}.
where the arrival distribution of offloaded tasks is defined using the offloading

rate r,(n,p,t) as p’(r), and the goodput distribution is defined as p° “(£*)- ) [34],
¢ = [q — ¢*]is the holding cost with respect to task arrival rate and processing rate, and



Awoyemi et al. J Wireless Com Network  (2025) 2025:25 Page 14 of 24

Qin is the length of the input queue. Based on (16), the reward of the system is designed
based on minimizing queuing delays and power consumption. Therefore, the compute-
dependent power consumption is defined as follows [35]:

Peomp(v(8), B(t)) = BE) - £ pus (18)

where the parameter §(¢) denotes the slope of the trajectory that quantifies the load-
dependent power consumption based on arrived tasks. The compute-dependent power
consumption (18) translates to the corresponding energy consumption as follows:

Ecomp(v(£), B(£)) = Ecpu(t) + Esw(?), (19)

where Ecpy () is the energy consumption caused by CPU utilization. Since the containers
are instantiated on top of CPU cores, each container processes the currently allocated
task by managing its local computing resources.

3.4 Formulating the optimization problem

Since the power management objective is to minimize power cost subject to delay con-
straints, latency minimization becomes the main objective of the proposed strategy by
default, fulfilling the time constraint Tmax. Therefore, the objective of minimizing the
power costs can be represented as that of minimizing the MEC energy consumption due
to CPU processing in (22) and can be defined as follows:

P: arg mg%ancpu(U(t)’ ﬁ(t))’ (20)

teT
subject to

C1: 8n(2) €{0,1},
C2:r0 < 1k (P 1) < Fmaxs
C3 :f() an,c(t) ffmaXy
Ca: xuc(t) < A,

C5:r(t) < rmax

C6 : max{2.(t)} + A <1}

max’

where Q £ {k, B(t), } denote the objective decision variables that need to be configured
at each time slot ¢ of the finite system observation horizon 7. The constraint C1 is the
hard constraint, which is a binary decision variable as defined in (12). The constraint C2
bounds the maximum task arrivals at the MEC server, noting the size of the incoming
queue, Qjn, and the fact that in practical applications the maximum per-container com-
putation load is limited by rmayx. The constraint C3 bounds the maximum processing rate
per CPU considering that container provisioning and workload allocation is governed
by fuc(t) = ruk(pm, £)/A, where A is the server response time. Then, constraint C4 pre-
sents a hard limit on the per-slot and per-container processing time, which guarantees
that containers execute the assigned tasks within A seconds. The constraint C5 bounds
the aggregate communication rate sustainable by the VLAN to rmax, and since the two-
way communication and server response time define the upper bound on processing
time. Here, it is assumed that the size of the vectors remains constant throughout the
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time slot. Lastly, constraint C6 forces the processing rate, {.(¢), and the server response
time A not to exceed the maximum predefined communication-plus-computation time
Tmax-

Thus, considering Epy(£) to be related to the number of containers running at time
slot ¢, the CPU frequency allocated to each container can be obtained using a linear
relationship between CPU utilization and the energy consumed as follows:

C(t) C()
Ecpu(t) = > Eggn(t) =Y B(t) (Emax(£) — Eiae (1)), (22)
c=1 c=1

where Egy,(?) is the dynamic energy component of each container ¢, with the load-

2
dependent factor (¢) = ( j{::x((t t))) , and Emax(¢) is the maximum energy that can be con-

sumed by container ¢. The term Ej,, (¢) from (19) is the energy consumed while changing

processing rates, which depends on the absolute gap in the processing rates as follows:

N

Equ(6) =Y ke(fone(t + 1) = fue ()%, (23)

n=1

where the parameter «, is the per-container reconfiguration cost caused by a unit size
frequency switching.

4 Proposed power management algorithm and computational complexity
analysis

In the proposed power management algorithm, it is assumed that the stability in terms
of the worst-case queue size and server response times is guaranteed. From constraint
C4, it must be noted that the workload allocated to container c, that is, r,, x (p, n, t), and
the processing frequency, f,.(¢) will yield the desired processing time of x,.(¢). So, a
cost-effective strategy for minimizing the cost function in (20) is crucial. However, due to
the existence of (17) and constraint C6, (20) is a non-convex optimization problem and
the use of convex optimization to solve the problem is difficult. Even if it were possible
to employ convex optimization approaches, it would be very computationally demand-
ing and impracticable to implement in real-life scenarios. Thus, the use of RL solutions
with predictive capabilities significantly reduces the computational demand. The solu-
tions provided are near-optimal, hence, optimality is not sacrificed. According to con-
straint C6, the system has to maximize the two-way communication while minimizing
the round-trip latency, which makes (20) NP-hard. To satisfy the delay constraint Tmay, a
reliable link between the scheduler and the server operating at transmission rate r,, 4 (¢)
(bits/sec) and processing rate f; .(¢) are, respectively, assumed. To enhance the feasibil-
ity of this problem with QoS guarantees, constraints C2 and C4 must hold—taking into
account that the maximum per-slot communication rate is rmax. The random queuing
delays at the input and output queues together with the server computation time give
the overall processing delay in (12), and the cost function in (17) is the QoS guarantee
that is reported to the scheduler. Therefore, the energy consumed in sustaining the two-

way communication can be defined as follows:
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N
Ecomm@(8),£() =2 Pui(ruk(£)) - Lnc(®), (24)

n=1
where the power-rate function Py, (1, x (t)) can be expressed as follows:

Puj(rui(8)) = Sy 2k O/BO _ 1), (25)

B(#)-No
8nk ?
B(#) is the link bandwidth as defined in (4), and the server processing rate

_ rn,k(Prnrt)
Ene(t) = 2EERD,

A likely correlation between workload and energy consumption is required to derive

which is the Shannon-Hartley exponential discussed in [36], in which case S, =

the adaptive power management scheme. Here, estimates of the server response time,
and energy consumption, as well as the current and predicted channel information
are used to estimate the server processing rate for the next time slot. This helps the
proposed scheme to be well robust and resilient against channel information uncer-
tainty. Let At < ¢ be the smallest possible step size through which the system is moni-
tored. Based on an initial behavior estimate x(¢) (16), the adaptive controller explores
possibilities of an appropriate decision v. It does this by creating a tree of depth T
which it traverses in steps of size At until it arrives at optimum values for the next
time slot ¢ + 1. This is described as follows:

FE+1) 2 G+ A, E(t + Ab)), (26)

where (¢ + 1) is the server response time, and E(t+1) is the energy consumption,
which is used to predict the next processing rate. The problem can also be solved by
using the cost function (20), which can be solved by adopting the solution from
[35]. Therefore, if x(t + At) is the actual estimate that coincide with control actions
a(t + At) € v(t), then J(x(t + AT)) is the optimal cost that is obtained by solving (20)
based on the new current estimate x(¢ + AT), provided that the current cost function
has decreased. Then, the condition to determine the next step is obtained by checking
if the current cost function, that is, the optimal cost, has indeed decreased. A Lyapunov
candidate [37] is used to check if the current cost function is guaranteed to decrease or
not as follows [35]:

Jx(t + AT)) —J(x(t)) <O. (27)

It was proven in [36] that the stability of (27) could be achieved using
) . t+AT
J@&(t 4+ AT)) —J(x(t)) < —/ @ (x(s), L(s))ds, (28)
t

where ] (x(t + AT)) is the optimal cost obtained when the state estimate at ¢ + AT is
x(t + AT). This means that the optimal cost is guaranteed to decrease if the actual state
follows the optimal state trajectory x(s) = x(s) for s € [¢, ¢ + AT]. Therefore, from (28),
the following result is obtained:
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J@(t+ AT)) —J(x(t) <J(x(t + AT))

. t+AT ) ) (29)
_jG( +AT) — / 6 (), 4())ds,
t

where ¢ (%(s), ii(s)), as defined in 15, is only known at the instant the solution of (20) is
obtained. Once (20) is solved, the control action ¢ (¢) £ (v(¢), z(¢)) is obtained and will
be applied in the next time slot ¢ + 1. Then, a system state vector, x(¢) = (c(¢), E(¢)), that
contains the available number of containers c(¢) and the current energy consumption
E(#), determines the decision vector ¢ (¢) £ (v(t), ¢(t))—as shown in Fig. 2. This guaran-
tees system stability in terms of the worst-case queue length and server response times.
Hence, the estimates of the response time and energy consumption can be used to esti-
mate the server processing rate for the next time slot.

The adaptive controller explores the prediction horizon defined by T which com-
prises discrete states. The server response time for workload arriving during the
interval [£, ¢ 4+ 1] can be estimated as follows:

ot+1)=1Q4+gt+1)-T@+1), (30)

where g(¢ 4 1) is the estimated queue length given as follows:

N 5 Bt +1)
t+1)=ql(t ME+1) — — |,
q+1) q()+((+) f(t+1)> (31)
where 7 (¢ + 1) is the estimated processing time given as follows:
e+ Sy -t +1A—-y) 0, (32)

where 7 (¢) is the actual processing time, and y is a smoothing constant. Therefore, for an
estimated processing rate of f;, (¢ + 1), the estimated energy consumed by the processor
can be given as follows:

e+ 1)

B f max ’

Et+1)2B%t+1), where B(t+1) (33)
which is the energy drained based on the pressure of the task completion time at the
MEC server.

5 Algorithm design and description
The model shown in Fig. 1 brings together an orchestration of complex cyber-physical
components for future mIoT. The combination of these aspects in a distributed edge
computing environment gives rise to the need for live migration of multiple compu-
tational resources in parallel. This requires an intelligent and dynamic algorithm to
perform smart allocation of resources on demand. The process of migrating contain-
ers from the controller to the different edge sites is shown in Fig. 3.

In each time slot £, when the controller C receives workload information from the
edge sites, it goes through these stages:
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Fig. 3 Container image migration from controller to edge site

+ DPopulate system state information and initialize parameters. The current system
state consists of the initial estimate x(¢) and the container arrival rate A.(¢).

+ Receive load-based information from the edge servers.

+ Obtain the input vector that will drive the behavior of the edge server in the auto-
scaling and reconfiguration of containers.

+ Launch container images, on-demand, as specific functions to execute the specific
tasks at the edge sites.

+ Recall container images from the respective edge sites to the controller.

The procedure for the proposed algorithm is outlined in Algorithm 1.

Algorithm 1 Proposed edge system management algorithm.

Input: Initial estimate, #(¢); Task arrival rate, A.(¢);
Initial state, s(t).
Qutput: Control input vector, ¢*
01: For each t in observation horizon of depth 7" do

02: Initialize next state as s(t + 1) = 0

03: Use \.(t) to forecast task arrival rate )\C(tA—&— 1)
04: For each estimate Z(¢t) € s(¢) do

05: Generate all valid states such that s(t + 1) =
06: s+ 1) u{e(t+1)}

07: End For

Page 18 of 24
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6 Results and discussion

The geographical space in the 6G-inspired mloT network setup has several mloT
devices randomly dispersed to share network resources. A maximum system band-
width of 20 MHz is considered. The transmission power range was set as [4, 6] for a
maximum transmission rate rmax = 1 Gpbs. A delay upper-bound of 40 milliseconds
was set as the maximum tolerance on latency. Also, a maximum of 10 containers was
assumed, with each container assigned to process a maximum of 4000 MB of CPU
load per time slot. Each edge site has a maximum of K = 50 offloading IoT devices,
and the edge sites are set to be 250 ms apart and each site has a virtualized MEC
server with the specifications for a VMware x86 server H262 3rd Gen CPU, set to
operate at maximum CPU operating frequency fmax is 1.6 GHz. The parameters used
are selected to be able to favorably compare results obtained in this paper with the
results from the baseline algorithm presented in [38], and with other existing mod-
els, such as the one in [12]. The baseline algorithm develops on the ETSI standards
to provide a mobile resource-sharing framework that employs mobile edge servers
to provide a cost-effective deployment of 6G edge computing, which enables edge
resource sharing for massive IoT devices.

One of the most important performance metrics for the model is the achievable
data offloading rate for the edge platform. The achievable offloading rate based on the
task admission probability is shown in Fig. 4, while the average overhead for the net-
work is shown in Fig. 5. The plot in Fig. 4 shows that the proposed edge system man-
agement algorithm (Table 1) achieves a better average task offloading rate and fewer
overheads with respect to the number of offloading devices than the baseline shown
in Fig. 5. From the two plots, it can also be observed that as the number of offload-
ing devices increases, the competition for admission increases, which also increases

the probability of unsuccessful task offloading. However, the learning capability of

Average bitrate (MHz)
Average overhead

1 . . . : : 10
10 15 20 25 30 35 40

Traffic density (Number of loT devices)

Fig. 4 The average offloading rate and the average overhead plotted against the number of devices for the
proposed algorithm
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Average overhead

Average bitrate (MHz)

1 * * ; ; ! 15
10 15 20 25 30 35 40

Traffic density (Number of loT devices)

Fig. 5 The average offloading rate and the average overhead plotted against the number of devices for the
baseline algorithm in [38]
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Fig. 6 Normalized MEC server workload for a period of 24 h

the proposed algorithm improves the task admission probability, resulting in a better
average offloading bit rate and lower overhead than the baseline.

Another important performance metric for the network is workload predictability.
The workload prediction for the MEC platform investigated is carried out using a belief
propagation neural network (BPNN) [39]. The prediction results are shown in Fig. 6.
The agent used to train the BPNN is the Levenberg-Marquardt algorithm [40]. The root-
mean-squared error (RMSE) [41] is used to evaluate the training performance.
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The BPNN is employed to estimate traffic patterns to predict server workload, and it
has been trained using a time series data set with hourly granularity. From the training
process, a 97.08% evaluation accuracy was achieved. From the plot in Fig. 6, the predic-
tion error, that is, the difference between the actual and predicted workload, is insig-
nificant and is better than results obtained from using other AI techniques such as the
artificial neural network (ANN). The prediction accuracy of 97.08% achieved by using
the BPNN is deemed good enough for the modeled network in consideration.

A few other very important performance metrics investigated in this work are the wel-
fare gain, the server response time, and the energy consumed by the network. The effect
of an increasing number of users on the welfare gain is presented in Fig. 7. From the
plot, an almost consistent improvement in the welfare gain can be observed. The base-
line algorithm has better gain compared to the proposed algorithm welfare gain when
0> k > 25, but at k > 25 the proposed algorithm outperforms the baseline. This is
because when the number of users increases, the combinatorial nature of the algorithm
takes significance, and the service is improved, hence the welfare of the users improves.

The effect of an increasing number of users on the server response time and the wel-
fare gain is evaluated in Fig. 8. The server response time is defined as the amount of time
between when the user makes a request and when the server responds to the request. A
better server response rate means a better user experience. In Fig. 8, the server response
rate is observed to decrease, while the welfare gain increases as the number of users
increases. This is because when the number of users increases, the demand for compu-
tational resources also increases, which causes the server response time to increase. This
can be interpreted as a future proactive point for upgrading the server or performing
load balancing.

The effect of an increasing number of users on energy consumption is evaluated in
Fig. 9. The plot shows an almost linear increase in energy consumption as the number

55 T T T T T
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— 40 4
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=
.E 35 - -
(=]
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z .| _
—— Proposed, fc(IJ = 1500 cps
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- 4 Proposed, fc(tJ = 2500 cps
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it
10 1 1 1 1 1
10 20 30 40 50

Number of loT devices
Fig. 7 Welfare gain with the number of users
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Fig. 9 Evaluation of energy consumption with the number of users

of users increases. The energy consumption of the proposed algorithm outperforms
the baseline at all the stages of maximum transmission power. This is because the
increase in the number of users increases the number of tasks offloaded to the MEC
server, which is correlated with high energy usage. As the computational resources
are used more heavily, significant amounts of power are required to deliver service to
the increased number of users.
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7 Conclusion

The paper developed and investigated the use of containerized edge platforms for
achieving improved resource management in evolving 6G networks, using the mIoT
as a practicable context of an application. The work exploited the correlation between
workload and energy consumption to monitor the operation of the edge platform in
the 6G-inspired mlIoT network setting. The optimization problem, formulated as a
CPU energy consumption cost function based on quasi-finite system observations, is
solved using a search heuristic and Lyapunov technique. From the network analysis
and results, it is shown that by incorporating appropriate edge computing techniques,
the network can achieve better response times, thereby enhancing user quality of ser-
vice and experience through the computational resource-enriched VMs employed in
the network design. Overall, the containerized edge computing platforms employed in
the network are shown to significantly minimize the high energy consumption caused
by high overheads in the 6G-inspired mloT network, which can then be applied to
other similar xG networks. The proposed scheme showed better performance than
a baseline algorithm in terms of welfare gain, server response rate, and energy con-
sumption. Future works will include developing appropriate digital twin models and
solutions for MEC-enabled mIoT and other xG networks.
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