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ABSTRACT Federated Learning (FL) enables decentralizedmodel training, whilemaintaining the privacy of
the underlying individual datasets. Therefore, FL can resolve some intrinsically privacy-sensitive challenges
in domains, such as healthcare and finance. However, privacy preservation usually comes with a trade-off
on the usefulness (i.e., utility) of the information. The research problem is how to optimize this inversely
proportional trade-off balance between privacy and utility. This study uses an experimental comparative
analysis, in a synthetic healthcare setting, of different noise types (i.e., Gaussian, Laplacian, Poisson,
Uniform, and Exponential) injected on the client side at the input-feature level prior to local training to
enhance privacy in FL. We explore the impact of these noise types on the privacy–utility trade-off in FL data.
The findings indicate that although Laplacian, Poisson, and Exponential types of noise provides stronger
obfuscation which often comes at the cost of utility. This confirms and amplifies the trade-off in maintaining
the usefulness of the data against its privacy. More importantly, the findings also show that Gaussian noise
generally offers the best trade-off between privacy and utility on this task, suggesting a practical default for
privacy-aware FL in healthcare-like environments.

INDEX TERMS Data Poisoning, Differential Privacy, Federated Learning, Malicious Data Injection,
Privacy-Utility Trade-off

I. INTRODUCTION

DATA privacy breaches continue to leak patient health
data to unauthorized threat actors, posing significant

risks to the heavily regulated healthcare sector [1]. Privacy-
preserving control measures are essential for safeguarding
patient health data held by healthcare facilities. This is more
critical for healthcare facilities that share and exchange pa-
tient health data to facilitate patient mobility, patient-centric
healthcare services, referrals and continuous care. For in-
stance, when parents move between provinces or states, unin-
terrupted access to their medical history is crucial to provide
accurate prescriptions and continuous care. This requires vis-
ibility of patient healthcare data across multiple facilities.

At a strategic level, aggregating healthcare data from mul-
tiple facilities supports the training of artificial intelligence
(AI) models that aid health ministries in responding to disease
outbreaks. This became evident during the COVID-19 pan-
demic, when decision makers monitored disease outbreaks
to enforce evidence-based travel restrictions and lockdowns.

However, aggregating patient health data raises the need to
preserve its privacy. This has become a key research area in
FL.
FL has emerged as a promising paradigm that enables a

decentralized model training whilst ensuring that the data
remain local, thereby addressing privacy concerns in sensitive
healthcare applications. FL is defined by McMahan et al.
[2], as a type of machine learning technique in which several
devices or users work together to train a common model, but
each one stores its data locally instead of sharing it. This
definition focuses on the shared model training and localized
data. Bharati et al. [3] defined FL as a system in which a
central agent coordinates the efforts of several clients to solve
complex challenges usingmachine learning approaches while
ensuring that data remain localized and private. Similarly, the
definition in [3] focused on a centralized aggregator, which is
synonymous with a shared model. However, the definition in
[3] adds that over and above data localization, data must also
remain private and not be exposed to untrusted third parties.

VOLUME 11, 2023 1

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2025.3635532

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



N. Leope et al.: Privacy vs. Utility in Federated Learning: An Experimental Analysis of Noise Injection Techniques

Kairouz et al. [4] defined FL as ‘‘a machine learning setting
whereby multiple decentralized devices or organizations col-
laboratively train a model under privacy constraints, distin-
guishing it from traditional centralized learning paradigms’’
. This definition is similar to that of [2] with respect to the
shared model. Therefore, this study defines FL as a decentral-
izedmachine learning framework that facilitates collaborative
model training across multiple clients while preserving data
privacy. This definition is unique in its emphasis on both the
structural decentralization and the privacy-preserving intent
of FL.

Although FL introduces compelling benefits, especially in
domains with strict data-sharing constraints, it is also suscep-
tible to several well-documented threats, including data poi-
soning attacks, where malicious clients manipulate local data
to corrupt the global model; model inversion attacks, where
adversaries attempt to reconstruct original training data from
shared gradients or updates; and privacy breaches, whichmay
occur through side-channel attacks or unintended leakage in
model updates. These vulnerabilities are captured in existing
literature. For example, the work of [5], [6], and [7], illus-
trate how FL’s distributed nature can become a double-edged
sword—enhancing privacy superficially while opening new
vectors for privacy breaches. Privacy breaches in FL refer
to situations in which an adversary, possibly a participating
client, infers sensitive information about another client’s data
without directly accessing it.

It should be noted that preserving privacy intrinsically
reduces the usefulness (utility) of the data i.e. privacy and
utility are inversely proportional. This paper hypothesizes that
as noise is applied to provide stronger privacy guarantees, the
utility of the model outputs typically degrades and vice versa.
Therefore, this study is grounded in and extends existing FL
literature by investigating the use of noise to provide strong
privacy guarantees balanced with marginal effects on the
utility of the data.

Accordingly, our primary research question is: How do
various noise types (such as Gaussian, Laplacian, Exponen-
tial, Uniform, and Poisson) differ in their balance of privacy
versus data utility? We hypothesize that each noise distri-
bution will occupy a distinct point along the privacy–utility
curve, offering varying privacy–utility trade-offs. A sec-
ondary question is:Which noise mechanism achieves the best
privacy–utility trade-off under realistic FL conditions?

The selected noise types, i.e. Gaussian, Laplacian, Ex-
ponential, Poisson, and Uniform were chosen because of
their prevalence in highly cited privacy-preserving machine
learning research. The Gaussian and Laplace mechanisms
are canonical in differential privacy and have been widely
adopted in large-scale machine learning [8], [9].

More recently, Zhao and Wang [10] introduced a prefix-
tree approach tailored to trajectory data that improved both
privacy and utility outcomes. Their findings underscore the
growing emphasis on domain-sensitive noise injection, which
is aligned with the goal of this study.

The remainder of this paper is organized as follows. Sec-

tion II outlines the key background concepts. Section III
discusses related work on FL vulnerabilities and mitigation
strategies. Section IV presents healthcare use cases. SectionV
describes the FL pipeline and noise injection points. Sec-
tion VI details the proposed noise-based privacy framework.
Sections IX and X present the experimental setup and the
results, respectively. Section XI discusses the findings, and
Section XII concludes the paper and highlights future direc-
tions of research in FL.

II. BACKGROUND

FEDERATED Learning (FL) enables collaborative model
training across decentralized devices while preserving

the data locality. However, security and privacy challenges
persist owing to adversarial threats and privacy risks. This
section outlines key concerns, including Byzantine attacks,
Secure Multi-Party Computation (SMPC), and Differential
Privacy (DP), to contextualize FL security research. Although
this study does not focus on Byzantine fault mitigation or
SMPC, understanding these aspects remains crucial for de-
signing privacy-aware FL architectures that effectively bal-
ance the trade-off between data privacy and utility.

A. BYZANTINE FAULTS IN FEDERATED LEARNING

Byzantine faults in FL occur when one or more participating
clients maliciously behave. For example, injecting incorrect
or poisoned gradients, submitting random noise, or colluding
with others can deliberately distort a global model, reduce its
accuracy, or extract sensitive information. This is particularly
critical in high-stakes applications such as healthcare and fi-
nance [5]. To counteract these threats, Byzantine-resilient ag-
gregation methods such as coordinate-wise median, trimmed
mean, and Krum have been developed. In addition, anomaly-
detection techniques that leverage trust-based heuristics and
reinforcement learning aim to identify adversarial updates
[11].

1) Byzantine-Resilient Aggregation Techniques

Byzantine-resilient aggregation methods have been designed
to mitigate the impact of malicious or faulty clients on FL
by robustly aggregating model updates. Notable techniques
include coordinate-wise median, trimmed mean, and Krum.
The coordinate-wise median computes the median of each
model parameter across clients to reduce the influence of
outliers [12]. The trimmed mean method removes a fixed per-
centage of the highest and lowest values of each parameter be-
fore averaging. This approachmitigates the effects of extreme
and adversarial values [13]. Finally, the Krum method selects
the single update closest to the Euclidean distance to the
majority of other updates, effectively filtering out anomalies
and adversarial contributions. All of these methods provide
statistical robustness and are foundational to many defense
strategies against poisoning and Byzantine attacks in FL.
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2) Anomaly Detection in Healthcare Federated Learning
Beyond robust aggregation, anomaly-detection techniques
play a crucial role in proactively identifying adversarial be-
havior in FL, particularly in healthcare, where model in-
tegrity, confidentiality, and data sensitivity are paramount.
Recent studies investigated audit- and graph-based trust
mechanisms. Audit-based trust mechanisms include TrustFed
[14], which proposes HiAudit-FL, a two-tier auditing frame-
work that alternates between lightweight checks and deeper
inspections to identify malicious clients. The authors cast the
auditing decision process as a Partially Observable Markov
Decision Process (POMDP), and then used deep reinforce-
ment learning to determine the best trade-off between detec-
tion accuracy and auditing overhead. For graph-based detec-
tion, G2uardFL [15] constructed graphs of client behavior to
detect structural anomalies and isolate backdoor attacks based
on graph clustering techniques tailored to healthcare-specific
training tasks.

These approaches complement aggregation defenses by
providing intelligent detection mechanisms suited to complex
and sensitive environments such as healthcare FL. Although
Byzantine-resilient aggregation techniques enhance robust-
ness against malicious updates, they primarily address relia-
bility and correctness and not privacy. These methods assume
a threat model that focuses on poisoning, rather than infer-
ence attacks. Therefore, they do not protect against privacy
leakage from gradient updates, which is central to the present
study. Furthermore, robust aggregation can degrade data util-
ity, complicating the privacy–utility trade-off in healthcare
applications in which diagnostic accuracy is critical.

B. PRIVACY-PRESERVING MECHANISMS: SECURE
MULTI-PARTY COMPUTATION AND DIFFERENTIAL PRIVACY
Although FL keeps raw data local, adversaries can still infer
sensitive information frommodel updates through techniques
such as membership inference attacks—which determine
whether a particular data point was part of a client’s train-
ing set—and gradient inversion attacks, which reconstruct
input data from shared gradients [16]–[18]. SMPC enhances
privacy by enabling secure aggregation through techniques
such as Shamir’s secret sharing, homomorphic encryption,
and garbled circuits, which prevent direct access to individual
model updates [19], [20].

DP provides formal, quantifiable guarantees by adding
carefully calibrated random noise to model updates, thereby
limiting the influence of any single data point on the output.
This ensures that an adversary cannot confidently determine
whether an individual’s data are included in the training set,
thereby protecting against re-identification [9]. Gaussian and
Laplacian noise perturbations help balance privacy and utility,
whereas adaptive noise dynamically scales to adjust noise lev-
els based on model sensitivity. Hybrid approaches combining
DP and SMPC further strengthen the privacy and security of
FL [20], [21].

The SMPC provides strong cryptographic security for
aggregating model updates without revealing individual

contributions. However, it incurs substantial computational
and communication overheads, making it less practical for
bandwidth-constrained healthcare environments. More im-
portantly, while SMPC secures the aggregation process, it
does not obfuscate the gradients themselves, leaving the sys-
tem vulnerable to inference attacks if other protections such
as DP are not employed. Thus, SMPC alone does not satisfy
the dual goals of preserving privacy and maintaining utility in
noisy healthcare-data scenarios.

1) Bridging Security, Privacy, and FL Resilience
A resilient FL system must defend against unreliable partici-
pants, protect individual data privacy, and prevent eavesdrop-
ping on the model updates. Byzantine fault tolerance is first
achieved using robust aggregation rules, such as Krum, which
detect and counteract malicious or faulty client updates, en-
suring that the global model continues to converge even if
some participants send poisoned gradients [13]. DP then adds
a calibrated layer of protection by injecting random noise into
client updates (or, in other implementations, the final model).
Thus, by bounding the information, an adversary can infer
any single data point and guard against membership infer-
ence or reconstruction attacks [9]. Finally, SMPC protocols
such as those mentioned in Section II, cryptographically split
each client’s update such that the central server sees only an
encrypted sum. This prevents it (or any other colluding party)
from recovering individual contributions during aggregation
[22]. Together, these three defenses form a complementary
triad that addresses the key threats in FL: unreliable or mali-
cious participants, privacy leaks from shared information, and
exposure to raw model updates.
This study examined the impact of noise perturbation

mechanisms on FL, focusing on their effects on conver-
gence, privacy guarantees, and system reliability. Although
extensive research has been conducted on enhancing FL se-
curity through Byzantine fault-tolerant aggregation, SMPC-
based secure computations, and DP mechanisms, significant
challenges remain in optimizing the privacy–utility trade-off.
Many existing studies either focused on robust aggregation
to mitigate Byzantine faults or explored privacy-preserving
techniques, such as DP and SMPC, in isolation, often ne-
glecting their combined impact on model performance and
privacy. Furthermore, current approaches primarily evaluate
privacy guarantees without thoroughly examining how dif-
ferent noise distributions affect the model convergence, ac-
curacy, and overall system robustness in adversarial settings.
This gap highlights the need for a deeper investigation of
the interplay between noise-perturbation strategies and FL
security. Addressing this challenge is crucial for designing
FL architectures in order to achieve strong privacy guaran-
tees and enhanced data utility, and thus also reliable model
performance.
DP is well suited to limit data leakage, but introducing

noise directly affects model performance. Even small re-
ductions in utility can lead to clinically significant errors
in healthcare. Moreover, many DP implementations in FL
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assume homogeneous data distributions and overlook the
unique challenges of non-IID and sparse medical data. This
raises concerns about fairness and generalizability. There-
fore, evaluating diverse noise mechanisms in a privacy–utility
context, as in this study, is essential for optimizing real-
world deployment of privacy-preserving FL in healthcare. To
achieve this, it is important to establish a formal definition of
the core concepts of data utility and privacy.

C. FORMAL DEFINITIONS OF UTILITY AND PRIVACY
In this study, Utility is defined as the degree to which a
privacy-preserving transformation retains the essential in-
formation and patterns of the original dataset required for
accurate inference. In other words, high utility means that
noise-injected (synthetically perturbed) healthcare data still
preserves key statistical characteristics or trends, enabling
downstream models to yield similar insights as they would
on raw data. Utility is conceptually inversely proportional to
privacy, and stronger privacy protection typically degrades the
usefulness of data.

Privacy refers to the degree to which a transformed dataset
protects sensitive information from original data through re-
construction or inference by adversaries. High privacy im-
plies that noise-injected data significantly obfuscates individ-
ual data points and identifiable patterns, thereby preventing
effective reverse engineering. Privacy increases as the trans-
formed data become less representative of the original input,
thereby decreasing recoverability.

III. RELATED WORK

THE concept of FL was introduced into the limelight
by Google in 2016 as an approach to address privacy

concerns in machine learning [2]. Since then, FL has at-
tracted considerable attention across multiple domains. For
example, in the healthcare sector, Hu et al. [23] used FL
to detect membership inference attacks and prevent medical
privacy breaches. Early research largely focused on basic
implementations and exploring the potential of FL. Gradually,
the focus shifted to addressing inherent privacy weaknesses.
Although FL has been applied in different contexts to help
reduce data privacy breaches, significant challenges related
to model vulnerabilities remain. Liu et al. [24] also agreed
that FL continues to suffer from widespread data-privacy
breaches. This may be due to the susceptibility of the shared
or centralized model to inadvertently leak sensitive patient
health data. Liu et al. [24] argued that these vulnerabilities
are partly due to the decentralized nature of FL, which raises
privacy concerns regarding data poisoning, model inversion,
and Byzantine faults. This underscores the increasing need to
propose more privacy-preserving solutions for FL to ensure
that patient health data are not leaked to threat actors.

A. DIFFERENTIAL PRIVACY IN FL
Recently, the privacy research community has increasingly
explored Differential Privacy (DP) to provide strong privacy
guarantees in FL. Zhao et al. [25] introduced the SecProbe

framework, which integrates DP with robust aggregation
methods to mitigate the effects of malicious and unreliable
participants. Although this approach improves privacy, it can
also degrade model accuracy if the added noise is not care-
fully calibrated.
The introduction of noise into data or model updates is a

foundational technique for achieving DP, which aims to limit
the risk of re-identification from shared outputs. The seminal
work by Dwork et al. [9] introduced the formal concept of
DP, demonstrating that adding Laplace or Gaussian noise
can ensure that outputs do not compromise individual data
points. More recently, Abadi et al. [8] presented the Moments
Accountant method for rigorous privacy accounting during
training, and Geyer et al. [26] applied DP in practical FL
settings with real-world mobile data. Knowledge distillation
has also been combined with FL to produce lightweight
and explainable intrusion detection systems for resource-
constrained devices, highlighting the trade-off between effi-
ciency, interpretability, and privacy in applied FL [27].
In this study, we define noisy data as data perturbed by a

calibrated stochastic mechanism, typically via additive noise,
to reduce privacy leakage during training or aggregationwhile
retaining acceptable utility. Understanding the influence of
different noise distributions on this balance is central to our
study. However, these mechanisms often face challenges in
balancing privacy and utility, particularly in high-dimensional
data scenarios. Therefore, this study extends the work of
Dwork et al. [9] by investigating the effects of adding noise
to FL to provide strong privacy guarantees balanced with
optimal utility. Other researchers continue to explore external
noise mechanisms and adaptive privacy budgets to improve
this trade-off [28]. However, ensuring robust privacy guar-
antees without compromising utility remains a significant
challenge in applying DP to FL.

B. LIMITATIONS OF EXISTING APPROACHES
The SMPC and DP techniques used in FL differ in their ap-
proaches to preserving the privacy of aggregated datasets. Al-
though both are foundational to privacy-preserving FL, they
have notable limitations. SMPC offers strong cryptographic
guarantees but incurs high computational and communication
overheads, making it less feasible for large-scale or resource-
constrained settings [22]. DP provides formal guarantees but
often relies on fixed noise addition strategies that may not
adapt well to heterogeneous data distributions, particularly in
sensitive domains such as healthcare [26].
Therefore, this study investigates a range of noise distri-

butions—including Laplace, Gaussian, Uniform, Exponen-
tial, and Poisson distributions—as a flexible and empirically
grounded approach to evaluating their privacy–utility trade-
offs in FL. The goal is to identify noise models that offer both
strong privacy protection and acceptable utility in real-world
healthcare applications. While FL decentralizes participation
and enables collaboration, it also suffers from challenges such
as Byzantine faults and non-optimal participant selection,
which impact model robustness and efficiency [11].
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IV. USE CASES AND THREAT MODEL

THIS study examined how different types of noise, such
as Gaussian, Poisson, Uniform, Exponential, and Lapla-

cian, can enhance patient healthcare data privacy while simul-
taneously being cognizant of data utility in real-world health-
care scenarios. The case study beganwith an individual health
facility in a provincial and national network of healthcare
facilities.

Noise must be consistently applied to maintain the stability
and utility of the model. Several types of noise arising from
different institutions can make model aggregation unreliable
and thereby reduce utility. Standardizing the noise injection
across all stages of the FL process—such as during client-side
training, communication, and server-side aggregation—can
help ensure that the resulting global models remain consis-
tent in structure and behavior. This consistency minimizes
the variance in update distributions across clients, which in
turn enhances overall utility and stability while preserving
privacy guarantees. To analyze the impact of noise on the
privacy–utility trade-off, we conducted a series of simulated
empirical studies in different scenarios where the same type
of noise was injected. These simulations suggest solutions to
healthcare applications that balance privacy and utility.
To keep the main text concise the detailed use-case diagrams
(facility–province–national) are provided in Appendix A.

1) Scope and Threat Model
We consider an honest but curious (passive) server that or-
chestrates training and may inspect model updates. The at-
tacker can observe server-side aggregated updates and per-
round metrics, but cannot access raw client data, client iden-
tities, or private keys. Network-layer and side channel at-
tacks are out of scope. Unless stated otherwise, clients fol-
low the protocol (data remain local; no raw samples are
shared), and privacy risk arises from information that may
be inferred from shared model updates. For experiments us-
ing central/example-level DP–SGD with Gaussian noise and
RDP accounting, we claim a formal (ϵ, δ) guarantee against
any adversary observing the DP mechanism’s outputs (in-
cluding the server); for experiments using Gaussian Local DP
(LDP), features are privatized on-device before sharing, so the
guarantee holds even if the server is fully untrusted, by post-
processing.By contrast, our noise ablations (e.g., uncalibrated
feature perturbations) are reported only as privacy–utility
proxies and are not formal privacy guarantees.

V. FEDERATED LEARNING PIPELINE

THE decentralized FL process begins with initialization,
where a central server initializes a global model and

distributes it to participating clients. Clients then perform
local training on their private datasets, generating local up-
dates such as gradients or model weights. These updates are
subsequently transmitted to the central server through secure
communication channels. The server performs aggregation
by combining client updates into a unified model representa-
tion using methods such as Federated Averaging. The global

model update stage follows, where the aggregated updates
refine the global model before it is redistributed to clients for
further training.
This cycle of local training, transmission, aggregation, and

updating is repeated iteratively over multiple communication
rounds until the model converges.

A. NOISE INTRODUCTION IN FEDERATED LEARNING
To address privacy concerns in FL, noise is strategically
introduced at specific stages of the FL pipeline by leverag-
ing the principles of Differential Privacy (DP). By injecting
calibrated noise into client updates prior to aggregation, the
system effectively obfuscates sensitive information such as
identifiable patterns or membership signals, thereby reducing
the risk of inference attacks [9]. At the same time, careful
tuning of the noise parameters ensures that the model retains
its predictive capacity, striking a balance between privacy and
utility during the FL process [8], [26].
The categorization of noise injection into client-side,

server-side, and bidirectional stages reflects insights from
recent literature and the authors’ interpretation aimed at sys-
tematically analyzing privacy–utility trade-offs in FL. Each
position offers unique trade-offs in terms of privacy and
utility.

1) Client-Side Noise Addition
This stage requires noise injection after local training and be-
fore transmitting updates to the server. In this approach, noise
is added to local updates (gradients or weights) to protect
sensitive client information [29]. The objective is to ensure
that client data privacy remains intact even if the server is
compromised. This aligns with the principle of local DP [26].

2) Server-Side Noise Addition
Noise is added during the aggregation of updates from mul-
tiple clients. For example, Gaussian noise can be applied to
aggregated updates to prevent reconstruction of individual
client contributions [30]. The objective of this approach is to
maintain a balance between privacy and global model consis-
tency, particularly when combined with secure aggregation
methods [22].

3) Bidirectional Noise Introduction
This approach combines noise injection at both client and
server levels, thereby providing layered privacy guarantees
and increased robustness against inference and reconstruction
attacks [31].
Real-world applications of FL include privacy-preserving

healthcare collaborations, where sensitive patient data remain
on local devices while still contributing to global models for
tasks such as disease prediction, medical imaging, or diag-
nosis [32], [33]. Open-source libraries, such as TensorFlow
Federated and PySyft, have emerged as key enablers for
implementing these frameworks, offering built-in support for
noise injection and secure aggregation.
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Building on these foundations, the next section introduces
our proposed framework, which systematically ingests noise
at different stages of the FL lifecycle to evaluate its impact on
privacy and utility within healthcare scenarios.

VI. PROPOSED FRAMEWORK
A. FEDERATED LEARNING WITH PRIVACY-PRESERVING
NOISE INJECTION
This study extends traditional FL by integrating a privacy-
preserving noise-injection mechanism to balance the trade-
off between data utility and data privacy. As shown in
Fig. 3, the proposed framework comprises the following key
components: synthetic data generation, local model train-
ing, privacy-aware noise injection, secure model aggregation,
performance evaluation, Frobenius distance calculation, and
visualization of noise effects.

Components and Working of Fig. 3.
At the start of round t , the server broadcastsW (t) to a random
subset of clients. Each client performs one local epoch and,
in our implementation, applies client-side input of features
(Age, Billing) prior to training, producing privatized updates.
Clients return their (noisy) updates; once at least k updates
are received (the threshold check), the server aggregates them
with Krum tomitigate outliers and obtainsW (t+1). The server
then evaluates utility in terms of mean square error (MSE),
mean absolute error (MAE), logs a privacy–utility moni-
tor (PUL), and measures the Frobenius distance ∥W (t+1) −
W (t)∥F as a stability/perturbation indicator. Rounds repeat
until the epoch budget is exhausted or a convergence criterion
is met.While the figure shows both client-side and server-side
noise injection points, only the client-side feature-level LDP
path is active in our experiments; server-side perturbation is
included to situate our design within the broader literature.

A synthetic dataset was created to emulate realistic health-
care scenarios using Python-based simulation tools, such as
NumPy [34] for numerical features and the Faker library [35]
for categorical and textual attributes. The generated features
included name, age, sex, hospital and billing amount. This
approach enabled controlled experimentation without com-
promising real patient data.

Clients then performed local training on their private syn-
thetic datasets, which included sensitive attributes such as
age, gender, diagnosis, and billing information. Only model
updates were transmitted to the central server, reflecting the
standard FL paradigm [2].

The next step is privacy-aware noise injection. In this
work, noise is systematically injected on the client side at
the input feature level, perturbing attributes such as age and
billing before local training. This design ensures that privacy
protection is applied at the data level and that even an honest-
but-curious server observing client updates cannot infer raw
data [26]. The framework quantified the privacy–utility trade-
off by measuring stronger privacy guarantees (e.g., larger
noise scales), which inversely impacted utility. Utility is mea-
sured using MSE and MAE, supporting the identification of

noise parameters that achieve both strong privacy guarantees
and acceptable accuracy in real-world healthcare applica-
tions. Although gradient-level noise and server-side noise
injection have been proposed in the literature [30], these were
not implemented in our experiments and are left as future
work.
Secure model aggregation is performed using the Krum algo-
rithm, a method that selects updates deviating the least from
others to filter outliers [13].
Performance evaluation (utility) is conducted using re-

gression metrics such as MSE and MAE. A custom Pri-
vacy–Utility Loss (PUL) function is also introduced to
capture the trade-offs. Frobenius Distance is employed to
quantify similarity between weight matrices across training
rounds, thereby assessing the impact of noise on model con-
vergence and stability [5]. The analysis thereof was used to
assess how noise injection perturbs model updates, providing
insight into both the stability and privacy effects of each
noise mechanism. Finally, visualization of noise effects is
performed to inspect data distributions and analyze how each
noise type influences input variance. These visualizations
provided insights into learning dynamics under privacy con-
straints and guided the subsequent analysis of privacy–utility
trade-offs.

B. NOISE TRANSFORMATION AND UTILITY PRIVACY
TRADE-OFF IN FL
Noise transformation in the implementation is achieved by
introducing random perturbations drawn from well-defined
statistical distributions to satisfy differential privacy require-
ments [8], [36]–[38]. The study considers five distributions:
Laplace Noise:

f (x) =
1

2b
e−

|x|
b (1)

where b is the scale parameter [39]. This distribution is
symmetric and heavy-tailed, making it suitable for privacy-
preserving mechanisms.
Gaussian Noise:

f (x) =
1√
2πσ

e−
x2

2σ2 (2)

where σ is the standard deviation [40]. Gaussian noise pro-
vides smooth perturbations with predictable variance.
Exponential Noise:

f (x) = λe−λx (3)

where λ is the rate parameter. This asymmetric distribution is
effective in scenarios requiring skewed perturbations [41].

Uniform Noise: Uniformly distributed in the range [a, b],
offering predictable transformations suitable for bounded per-
turbations [42].

Poisson Noise:

P(x) =
λxe−λ

x!
(4)

a discrete distribution appropriate for count-based applica-
tions [43].
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Each noise type uniquely influences data transformation,
providing flexibility in balancing privacy and utility.

C. NOISE APPLICATION AND DATA PERTURBATION
The perturbation process can be expressed as:

X̃ = X + n, (5)

where X denotes the original data, X̃ the perturbed data,
and n ∼ D(θ) is noise drawn from a chosen distribution
D with parameters θ. The magnitude of θ determines the
privacy–utility trade-off: larger values increase randomness
and enhance privacy, while smaller values preserve more of
the original signal (enhance utility).

VII. NOISE CALIBRATION AND TRADE-OFF ANALYSIS

THE following section evaluates different types of noise:
Gaussian, Laplace, Exponential, Uniform, Poisson, and

no-noise. The implementation provides a controlled testbed
to analyze the impact of different noise types on model
convergence. The experiments compared Laplace, Gaussian,
Poisson, Exponential, and Uniform noise to determine their
effectiveness under varying FL scenarios. These span various
noise scales to determine the optimal noise scale that balances
privacy (represented by the PUL) and utility (represented by
the MSE). Table 7 presents the key results.
The detailed per-noise discussion (Gaussian, Laplace, Expo-
nential, Uniform, Poisson) is provided in Appendix B.

A. DISCUSSION
As expected, the results shows that the absence of noise pro-
vides the lowest MSE (0.3209), and PUL (0.3900) provided
minimal privacy protection. This observation emphasizes the
necessity of adding noise to preserve privacy without losing
the utility of data in privacy-critical scenarios.

Based on the empirical analysis, we recommend that all
five types of noise use a scale of (5, 3000) for future exper-
iments. The experiments in the following sections use the
recommended scale to maintain a balance between privacy
and utility. This ensures reliable, repeatable, and reproducible
results.

VIII. EXPERIMENTAL SETUP

THE experimental evaluation was conducted in a con-
trolled FL environment designed to emulate a realistic

healthcare setting while ensuring reproducibility. A total of
six simulated clients participated in each experiment, con-
tributing local updates to a central server across five com-
munication rounds. In each round, three clients were ran-
domly selected to participate, provided that the minimum
aggregation threshold of three clients was satisfied. Local
training was performed with a batch size of sixteen, and
reproducibility was maintained by fixing the random seeds
of NumPy, Python’s random module, and TensorFlow.

The dataset comprised synthetic healthcare records gen-
erated using the Faker library combined with NumPy for
numerical attributes. A total of 1000 records were distributed
across the six clients, while a separate validation set of 500
records was reserved for the server. Each record included
attributes such as name, age, gender, hospital, and billing
amount. For model training, only the age and billing amount
fields were used as input features, forming a two-dimensional
feature space. Regression labels were synthetically generated
as independent samples from a uniform distribution, y ∼
U [0, 1).
Extended details on noise parameterizations, model defini-
tion, metric formulas, and visualization outputs are provided
in Appendix C; the EDA figures and descriptive statistics
tables are in the same Appendix (Fig. 10–14, Table 9).

1) Rigor Protocols for Gaussian LDP (for R3/R5)
Unless otherwise stated, we use Gaussian Local Differential
Privacy (LDP) on normalized features (Age, Billing) with
bounds Age ≤ 100, Billing ≤ 20,000, target δ = 10−5, and
analytic calibration of the Gaussian mechanism to a chosen
ϵ. After LDP, no additional feature perturbation is applied
during training (i.e., -noise no_noise). To strengthen
experimental rigor we report:

• Variance across seeds: five independent runs at ϵ = 4
with seeds {1, 2, 3, 4, 5} (Table 11).

• Sensitivity to privacy level: an ϵ–sweep {2, 3, 4, 6, 8};
we record the calibrated σ and final metrics (Table 12).

• Non-IID stress: an age-skewed dataset created by sorting
by Age to induce client-side imbalance; training pro-
ceeds identically (Table 13).

Attacker evaluation follows Yeom’s loss-threshold Mem-
bership Inference Attack (MIA) [44]: we sweep the threshold
τ and report the point of maximal advantage Adv = TPR−
FPR together with True Positive Rate (TPR)/False Positive
Rate (FPR).

IX. EMPIRICAL ANALYSIS OF DIFFERENT TYPES OF
NOISE

THIS section describes the framework proposed in Sec-
tion VI for evaluating the effectiveness of different types

of noise in FL. The following are the key stages (initialization,
local training, aggregation, and global update) of the FL
pipeline used in the empirical analysis: Initiation ensures that
a global model is initialized on the server and is distributed
to the participants. The participants are then trained on their
local private datasets to introduce noise to the updates. To
enhance robustness against statistical outliers, global model
aggregation was performed using the Krum algorithm, which
filters extreme updates to stabilize model convergence under
noisy conditions. No explicit adversarial or Byzantine scenar-
ios were simulated, as the focus of this study is privacy preser-
vation rather than attack resilience. Finally, the aggregated
updates refine the global model and repeat multiple rounds
until convergence is achieved.

VOLUME 11, 2023 7

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2025.3635532

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



N. Leope et al.: Privacy vs. Utility in Federated Learning: An Experimental Analysis of Noise Injection Techniques

A. MATHEMATICAL FORMULATION OF NOISE
INTRODUCTION
For client i, the local updates ui are perturbed by noise ni such
that:

ũi = ui + ni (6)

where ni is sampled from a chosen distribution (e.g., a Gaus-
sian distribution with mean µ = 0 and variance σ2). The per-
turbed updates ũi are sent to the server to ensuring obfuscation
[8].

During aggregation at the server, perturbed updates are
aggregated to form a global update:

G =
1

N

N∑
i=1

ũi (7)

where N is the total number of participating clients.
Significance in FL:
For Privacy, noise masks the contribution of individual

client updates and mitigates privacy risks [29]. With respect
to Utility, adjusting the noise scale (for example, the stan-
dard deviation in Gaussian noise) controls the inverse pri-
vacy–utility relationship; increasing the standard deviation
improves privacy by better masking individual updates. Con-
versely, it also lowers utility, as shown by metrics such as
MSE [30].

B. HOW VISUALIZATIONS INFORM PRIVACY AND UTILITY
ANALYSIS
Scatter plots of the original and noisy data provided critical in-
sights into privacy and utility. When noisy data points remain
close to their original positions, utility is preserved because
the model can still infer meaningful patterns. Furthermore,
a large dispersion of noisy points indicates greater deviation
from the original data, leading to reduced utility (higher
MSE).

With respect to privacy, a greater dispersion of noisy points
increases privacy by making it harder for adversaries to
reverse engineer original data. However, clustering or pre-
dictable shifts (e.g., in exponential noise) may leak certain
patterns that pose privacy risks.

C. BASELINE EXPERIMENT: NO NOISE
The baseline experiment presented in Fig. 4 evaluates the
impact of the noise mechanisms. In this setup, no noise is
applied to the data. This results in the maximum utility and
no privacy enhancement.

The baseline data remains unchanged, the equation is:

X̃ = X (8)

1) Findings from the Baseline Experiment
The visualization of the baseline experiment (shown in Fig. 4)
highlights the following:

In terms of Utility, the dense clustering of dots around true
data points reflects the absence of distortions. This reflects
the maximum accuracy of the predictive tasks.

In terms of Privacy, in the absence of noise injection, local
model updates can retain patterns that are directly corre-
lated with the individual data points. These patterns can be
exploited via inference attacks. For example, membership
inference and gradient inversion have been used to extract
sensitive information about patients [17], [45].

TABLE 1: Sampled Records from Baseline Experiment

Original Values No-Noise Values
Age Billing Age Billing
60 11647 60 11647
37 11735 37 11735
94 5854 94 5854
82 12543 82 12543
88 9168 88 9168

D. EXPONENTIAL NOISE
Exponential noise introduces asymmetry in perturbed data.
Often, data are skewed in one direction. This characteristic
(biased skewed distribution) is ideal for scenarios in which
the directional sensitivity is less critical.

x̃ = x + Exponential(λ) (9)

where λ is the rate parameter controlling the noise scale.
To quantify the utility loss, the MSE is calculated as:

MSE =
1

n

n∑
i=1

(xi − x̃i)2 (10)

The Frobenius distance dF between the original and noisy
datasets is given by equation 16 in section C

1) Findings from the Exponential Noise Experiment
With respect to Utility, Fig. 5 shows skewed perturbation
biases in the data. This initially reduces the model accuracy
through system over- or underestimation. In earlier epochs,
the skewed bias translated to slightly higher prediction errors
(as observed by the increased MSE and MAE discussed in
Section X) compared with the baseline. However, during
training, the model slightly adapted to skewed data distribu-
tions. The positively skewed distribution was reflected by a
slight decrease in PUL by the final epoch. Overall, Exponen-
tial noise incurs a moderate utility loss, more than symmetric
(baseline, no noise) noise, which has no net bias but is not
large enough to prevent the model from learning effectively.
Regarding Privacy, the asymmetry of the exponential noise

implies that each original value is consistently offset by a
positive value. This makes it difficult to infer the true values.
An adversary can only state that the original value is lower
than the noisy value but not how much lower. The diver-
gence between the noisy trained model and baseline model
grows across epochs. The Frobenius distance difference was
significant (approximately 3.9 at epoch 5), confirming that
the noise significantly perturbs the model parameters. This
substantial perturbation provides privacy by decoupling the
model’s learned parameters from the precise original data
values.
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TABLE 2: Five sample records: original vs. noisy Age and
Billing values under Exponential noise. Exponential noise
tends to add a positive offset (one-sided), evident from the
generally increased Billing values and variable shifts in Age.

Original Values Exponential Noise Values
Age Billing Age Billing
60 11647 56.02 11872.71
37 11735 35.90 12270.66
94 5854 99.32 8529.32
82 12543 83.59 10404.72
88 9168 91.21 8184.65

E. GAUSSIAN NOISE
The Gaussian noise introduces symmetric perturbations and
aligns with the central limit theorem. This implies that it can
be widely used in privacy-preserving FL. The perturbed data
are defined as:

x̃ = x +N (0, σ2) (11)

whereN (0, σ2) is a Gaussian distribution with amean of zero
and variance σ2.

1) Findings from the Gaussian Noise Experiment
For Utility, Gaussian noise adds zero-mean fluctuations to the
data (Fig. 6). Therefore, positive and negative perturbations
tend to cancel out across the datasets. Visually, the noisy data
points remained distributed around the true values without a
systematic bias, resulting in a moderate spread around each
original point. Consequently, the model experiences minimal
utility degradation: early round prediction errors (MSE and
MAE) with Gaussian noise data are almost identical to the
baseline, and by the final epoch, the accuracy of the model
is essentially unchanged. The PUL metric remained nearly
constant throughout training and improved slightly by epoch
5, indicating that the model could absorb Gaussian noise
without significant long-term accuracy loss.

With respect to Privacy, symmetric random perturbations
fromGaussian noise substantially enhance the privacy. This is
mainly because the observed noisy value can be either higher
or lower than the actual value with equal likelihood. This
unpredictability makes it difficult for an attacker to infer the
original data from the output after noise has been injected.
The scatterplots confirm a broad but centered dispersion of
points, meaning that sensitive attributes, such as Age and
Billing, are obscured by moderate random noise. The impact
on the model is evident in the growing difference between the
noisy and noise-free models over time (final Frobenius Dis-
tance difference ≈ 3.9), which indicates that Gaussian noise
injection significantly and meaningfully alters the learned
model parameters to protect privacy, whilemaintainingmodel
fidelity.

The data in Table 3 shows that Gaussian noise is symmet-
ric, leading to some values increasing and others decreasing
(e.g., Billing amounts show both upward and downward noisy
deviations).

TABLE 3: Five sample records: original vs. noisy Age and
Billing values under Gaussian noise.

Original Values Gaussian Noise Values
Age Billing Age Billing
60 11647 60.89 14889.34
37 11735 30.32 14236.77
94 5854 95.90 7231.54
82 12543 85.05 12332.50
88 9168 90.80 4185.12

F. LAPLACE NOISE
Laplace noise is generated using a Laplace distribution and is
widely used in DP. The noise is defined as:

f (x | µ, b) = 1

2b
exp

(
−|x − µ|

b

)
(12)

where µ is the mean and b is the scale parameter.

1) Findings from the Laplace Noise Experiment
With respect to Utility; Laplace noise, owing to its heavier
tails, occasionally produces larger perturbations than Gaus-
sian noise does. In the scatterplots (Figure 7), the noisy data
points were still centered around the true values but with
more frequent outliers; some points were significantly dis-
placed. These larger deviations (for example, a Billing value
shifting by several thousand) can cause a slight increase in
the prediction error relative to the Gaussian noise. Despite
this, the model continued to learn from the data; over the
training epochs, the performance with Laplace-noised data
approached that of the baseline model. The PUL remained
steady across epochs, dropping only by the final epoch, in-
dicating that the model compensated for much of the noise-
induced error by convergence.
With respect to Privacy; Laplace noise provides strong pri-

vacy protection. This is expected from the mechanism that is
widely used in DP. Noise is symmetric about zero. Therefore,
an attacker cannot easily discern whether a noisy value is
above or below the true value. Moreover, the heavier tail of
the Laplace distribution means that there is a higher chance of
large noise values, which effectively conceal the original data
points (some original values are masked by large positive or
negative jumps). The model parameters diverged from those
of the noise-free case, similar to the Gaussian scenario (final
Frobenius Distance difference≈ 3.9), reflecting a significant
noise injection. Overall, Laplace noise achieves high privacy
guarantees at the cost of a moderately higher utility loss than
that of Gaussian noise.

TABLE 4: Five sample records: original vs. noisy Age and
Billing values under Laplace noise.

Original Values Laplace Noise Values
Age Billing Age Billing
60 11647 55.03 12793.27
37 11735 37.44 13191.22
94 5854 100.85 9449.87
82 12543 85.12 10459.57
88 9168 92.75 9103.87
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Table 4 shows that Laplace noise (with its heavy-tailed
distribution) causes some values to change substantially (see
the large Billing value shifts), though many remain near the
original.

G. POISSON NOISE
Poisson noise is ideal for counting data and introduces vari-
ability that is proportional to the rate parameter:

P(k;λ) =
λke−λ

k!
(13)

where k is the count and λ is the rate parameter.

1) Findings from the Poisson Noise Experiment
In terms of Utility; Poisson noise introduces small integer
changes to the data proportional to rate λ. In our setting, these
perturbations are minor for both the Age and Billing fields
(Figure 9); therefore, the noisy data appear almost identical
to the original distribution. For instance, an age of 37 could
become 36, and a billing amount of 11647 could become
11679; such slight differences had a negligible effect on the
model predictions. Accordingly, the utility of the model was
essentially preserved; the MSE and MAE remained almost
unchanged when Poisson noise was added, and the PUL was
very low from the first epoch. By the final epoch, the model
trained on Poisson-noised data was on par with the baseline
model, indicating virtually no loss of accuracy.

The Privacy benefit of Poisson noise is modest given the
small magnitude of noise. It is well suited for discrete count
data scenarios — an adversary can no longer be certain of an
exact count. However, in our case (with relatively small noise
values), they can still estimate the original data fairly closely.
However, even small per-update perturbations accumulate
uncertainty; over multiple training rounds, the difference be-
tween the noisy data model and the original model becomes
noticeable. By epoch 5, the Frobenius Distance gap reached
approximately 3.9, which is comparable to other noise types,
indicating that the repeated application of Poisson noise over
the training process introduces a meaningful overall change.
In summary, Poisson noise offers excellent utility retention
with limited but nonzero improvement in privacy.

TABLE 5: Five sample records: original vs. noisy Age and
Billing values under Poisson noise.

Original Values Poisson Noise Values
Age Billing Age Billing
60 11647 63.00 11679.00
37 11735 36.00 11772.00
94 5854 94.00 5824.00
82 12543 87.00 12593.00
88 9168 86.00 9188.00

Table 5 shows that Poisson noise changes each value by
only a small amount (usually a few units), preserving the
data’s general privacy (note that Ages and Billing amounts
remain very close to their original values).

H. UNIFORM NOISE
Uniform noise evenly perturbs data points within a fixed
range:

f (x) =
1

b− a
, a ≤ x ≤ b (14)

1) Findings from the Uniform Noise Experiment
For utility purposes, uniform noise perturbs data uniformly
at random within a specified range. This resulted in a broad
dispersion of perturbed data points around the originals (Fig-
ure 8). Visually, noisy values are spread out more widely than
with any other mechanism, because every value in the range
is equally likely to occur. Some points exhibited large pos-
itive or negative shifts. Such unstructured, potentially large
deviations can noticeably degrade data utility. Indeed, in the
initial epochs, the model trained on uniformly noisy data
showed higher error rates than those trained with other noises.
However, the federated model partially overcomes this noise.
By the final epoch, the MSE and MAE of the uniform-noise
model nearly matched the baseline, indicating that the model
adapted and recovered some lost utility. Correspondingly,
PUL, which was the highest initially for uniform noise, de-
creased by the end of the training, although uniform noise still
generally imposed the highest utility cost among the noise
types.
In terms of privacy, the strength of the uniform noise lies

in its maximum uncertainty. Because the noise values were
uniformly distributed in a range, an observed noisy value
could have originated from any original value within that
range. This makes it extremely difficult for an attacker to
infer the true value (the original value can be anywhere in
the interval around a noisy observation). In our experiments,
the uniform noise range was sufficiently large to cause some
outputs to deviate substantially from their true values (e.g.,
a billing amount that changed by more than a thousand).
The effect on the model is a significant divergence from the
baseline training (final Frobenius Distance difference≈ 3.9),
which is similar in magnitude to other noise methods. In
exchange for this high level of privacy (the original data are
well hidden), uniform noise exacts the heaviest toll on utility
when the noise range is wide.

TABLE 6: Five sample records: original vs. noisy Age and
Billing values under Uniform noise.

Original Values Uniform Noise Values
Age Billing Age Billing
60 11647 56.85 12599.70
37 11735 37.42 12888.66
94 5854 97.73 7949.17
82 12543 84.32 11041.01
88 9168 91.07 9104.55

The noise is evenly distributed across a range, so some
values are only slightly changed (e.g., Age 37 to 37.42) while
others vary more dramatically (e.g., Billing 5854 to 7949.17),
illustrating the comparatively high distortion from uniform
noise.
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I. KEY OBSERVATIONS
The combined visual and quantitative analyses highlight the
distinct privacy-utility trade-offs of each noise mechanism.
For the baseline, where there is no noise, the results show
maximum utility (i.e., the model sees the exact data), but there
is no privacy protection. Gaussian Noise achieves the best
overall privacy-utility balance, introducing relatively small
symmetric distortions that barely affect the model accuracy
while still obscuring individual data points. The third observa-
tion is that Laplace Noise provides strong privacy guarantees
through the possibility of larger perturbations (i.e., heavy-
tailed noise) at the cost of a moderate increase in the pre-
diction error (i.e., utility loss) compared to Gaussian Noise.
Exponential Noise offers directional privacy by constantly
shifting values in one direction. However, this induces bias in
the data, which can affect utility and prediction fairness. The
Poisson Noise is ideal for discrete count data. It adds minimal
noise that almost achieves the maximum utility. However,
the privacy gain was limited, because the perturbed values
remained very close to the original values. Finally, Uniform
Noise delivers high privacy guarantees by uniformly spread-
ing values over a wide range, making it difficult to guess the
original data. However, it achieves the greatest utility loss,
owing to its potential for large distortions.

In summary, although all noise types eventually led to
a similar magnitude of model parameter perturbation after
training (comparable final Frobenius Distances), their im-
mediate impacts on the model accuracy varied. Gaussian
and Poisson noise had a negligible impact on performance,
Laplace and Exponential noise imposed slightly higher costs,
and Uniform noise showed the most significant initial utility
degradation. These findings underscore the importance of
selecting a noise mechanism that is appropriate for data
and privacy requirements. For example, Gaussian or Poisson
noise may be preferable when model accuracy is paramount,
whereas Laplace or Uniform noise may be chosen when
stronger privacy guarantees are needed, despite the higher
utility trade-off.

X. COMPREHENSIVE EMPIRICAL ANALYSIS

THIS section presents the empirical findings derived from
experiments involving five types of noise: Exponential,

Gaussian, Laplace, Poisson, and Uniform, and a no-noise
baseline. The results were obtained from simulated FL sce-
narios designed to evaluate the trade-off between privacy and
utility. The section begins by outlining themetrics selected for
analysis and explaining their relevance and its application in
an experimental context. This is followed by a comprehensive
evaluation of how each noise mechanism affects FL perfor-
mance through the metrics outlined in the next subsection.

A. METRICS OVERVIEW
The experiments used the MSE metric, which quantifies util-
ity loss by measuring the average squared difference between
the predicted and true values. A lowerMSE indicates a higher

utility, mainly because the predictions are closer to the ground
truth. The second metric is the MAE. This metric reflects the
absolute average error between the predictions and actual val-
ues and serves as an intuitive measure of data utility. The third
metric is the Mean Bias Deviation (MBD), which measures
the systematic bias introduced by noise. Positive or negative
values reflect whether the noise consistently shifts predictions
in one direction or another. However, for the purposes of this
study, we did not use the MBD metric.
The next metric is the Privacy-Utility Loss (PUL), which

combines the MSE and a privacy penalty (ϵ) proportional to
the noise scale (α). This is defined as:

PUL = MSE+ ϵ · α (15)

This metric allows for a direct comparison of the trade-off
between privacy and utility.
The last metric is the Frobenius Distance, which measures

the divergence (dF ) between global model weights (wi) across
epochs. This is defined as shown by equation 16 in C. Larger
distances indicate greater model perturbation (i.e., deliberate
alterations introduced to data or model parameters, typically
by adding noise to preserve privacy) owing to the noise
[46]. To better understand how such perturbations affect data
utility, the following section delves into how metrics such
as MSE and MAE reflect utility in privacy-preserving FL
scenarios.
Regarding the interpretation of MSE or MAE against Util-

ity, a lower MSE or MAE signifies that the predictions are
closer to the actual values, which reflects a higher utility.
This relationship holds because predictions with smaller de-
viations from the ground truth maintain the fidelity of the
original data. This is critical for enhancing the utility. In
machine-learning tasks, higher utility is synonymous with
lower error rates in predictions, which are directly measured
by MSE or MAE.
In contrast to utility, which is measured using MSE or

MAE, privacy is inferred using the Frobenius Distance. The
Frobenius distance measures the changes in the global model
weights across epochs. Higher distances reflect more signif-
icant changes, usually owing to noise perturbation, which
enhances privacy. This is because larger perturbations make it
more difficult for an adversary to reverse-engineer the origi-
nal data from the model weights. Furthermore, the divergence
in weights ensures that individual contributions to the model
are obscured, aligning with the privacy goals.

B. EXPERIMENT FINDINGS BY NOISE TYPE
The baseline experiment with No Noise served as a reference
point for evaluating model performance without any noise-
induced perturbations. As shown in Table 14, this configura-
tion achieved a final MSE of 0.321 and MAE of 0.482. These
metrics indicate high predictive accuracy and essentially no
systematic bias in the model’s predictions. PUL remained
extremely low (approximately 0.371 in the final epoch). The
changes in Frobenius distance were minimal in each round.
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This demonstrates stable and consistent model updates in the
absence of noise.

Exponential Noise introduces one-sided (positive) pertur-
bations into the data, which can consistently shift values. In
our experiments, adding exponential noise resulted in a final
MSE of 0.323 and MAE of 0.485. This is only a marginal
increase compared with the no-noise baseline. The PUL for
this setting is 0.373 during the last epoch. The Frobenius
Distance of the model update reached approximately 3.88
by epoch 5. This indicates that the cumulative effect on the
model parameters is comparable to that of the other noise
types. These results suggest that exponential noise had a
noticeable but limited impact on utility and did not destabilize
training. Furthermore, it supports a relatively balanced trade-
off between privacy and accuracy in the FL process.

Experiments conducted on Gaussian Noise added sym-
metric zero-mean perturbations to the data, leading to min-
imal overall distortion. According to Table 15, this approach
yielded an MSE of 0.325 and MAE of 0.487 in the final
model. This error was nearly as low as the baseline error. The
corresponding PUL is 0.373. This is one of the lowest noise
mechanisms. The Frobenius distance for Gaussian Noise
reached roughly 3.88 by the end of the training, the Frobenius
distance for the no-noise scenario. These metrics confirm
that Gaussian Noise effectively enhances utility, while in-
troducing sufficient random perturbation to provide privacy
guarantees. Its balanced nature makes it particularly suitable
for privacy-preserving machine-learning settings, where high
model fidelity must be maintained.

Owing to its heavily skewed distribution, Laplace Noise
generates large but infrequent perturbations. In our results,
this noise led to a final MSE of 0.321 and MAE of 0.483, es-
sentially matching the baseline performance. The PUL stabi-
lized at 0.373 by epoch 5, and the Frobenius distance reached
approximately 3.88, which is similar to that in the Gaussian
case. Although the heavily skewed nature of Laplace Noise
may introduce more variability during training (through occa-
sional outlier updates), these figures demonstrate that strong
privacy guarantees can be achieved without significant long-
term utility degradation. Thus, Laplace Noise can be argued
to offer robust privacy (owing to its potential for larger noise
values), with only a negligible sacrifice in utility, albeit with
a slightly less predictable training trajectory.

Experiments with Poisson Noise, which are particularly
suited for discrete or count data, show a moderate level of
perturbation for each value. The experimental results in Ta-
ble 18 show a final MSE of 0.328 and MAE of 0.491 for this
setting, making it the highest error among the tested types of
noise. The PUL converged to 0.378, which is slightly higher
than that of other noise distributions, such as Exponential
and Laplace distributions. The Frobenius distance in the final
epoch is approximately 3.88. These findings indicate that,
while Poisson Noise is effective in masking individual counts
(preserving privacy for integer-valued data), it introduces a
small additional utility cost and marginally greater variability
in model updates. In practice, Poisson Noise may cause minor

shifts in model behavior, which must be accounted for when
the maximum utility is critical.
Finally, Uniform Noise-applied perturbations are evenly

drawn from a fixed range. This implies that all values within
a certain interval are equally likely to be noise offset. This
broad-spectrum perturbation has the potential to degrade the
model performance more than other noise types, particularly
in the early stages of training. However, by the final epoch, the
model with Uniform Noise achieved an MSE of 0.323 and
an MAE of 0.485, which are similar to the results obtained
with Gaussian and Laplace Noise. Similarly, the PUL settled
at 0.373, and the Frobenius Distance of the parameter changes
reached approximately 3.88. This is comparable to the other
noise scenarios. These results emphasize that although Uni-
formNoise is not biased towards small perturbations (increas-
ing the risk of larger individual deviations), with sufficient
training, it is possible to recover most of the lost utility.
Nevertheless, UniformNoise should be usedwith careful cali-
bration, as an improperly chosen noise range can significantly
compromise the model consistency and accuracy.

C. TABULATED EMPIRICAL ANALYSIS OF DIFFERENT
TYPES OF NOISE
The key results are summarized in Tables 8 to 19, highlighting
the model accuracy (MSE, key metric for utility), PUL, and
magnitude of the model update divergence (Frobenius Dis-
tance) for each noise setting in the final training epoch.

D. PRIVACY EVIDENCE: FORMAL ACCOUNTING AND
ATTACKER EVALUATION
DP–SGD configuration: Clipping norm C=1.0, Gaussian
noise multiplier σ=1.2, batch size B=16, 6 total participants
with K=3 selected per round, 5 epochs, and target δ=10−5.
The accountant composes privacy loss over optimizer steps
(Rényi orders scanned and converted to (ϵ, δ)); we report the
worst ϵ observed across rounds.
LDP calibration: Features (Age, Billing) are clipped to known
bounds (Age ≤ 100, Billing ≤ 20,000), normalized to [0, 1],
and privatized with a calibrated Gaussian mechanism to a
target (ϵ=4, δ=10−5); the run records the calibrated σ and
bounds in ldp_meta.json for provenance.
Attacker: We implement the loss-threshold membership in-
ference attack of Yeom et al. [44]: for a threshold τ , predict
‘‘member’’ if loss ≤ τ . We sweep τ and report the point of
maximal advantage Adv = TPR− FPR (the achieving τ is
shown in-text).
Interpretation. As per Table 10, DP–SGD attains a formal
guarantee of ϵ≈4.22 at δ=10−5 with validation error com-
parable to the non-private baseline. Gaussian LDP achieves
the target ϵ=4 (local guarantee) with similar utility in this
synthetic task. YeomMIA advantages are small in both cases
(DP–SGD: Adv=0.020 at τ≈0.318; LDP: Adv=0.033 at
τ≈0.288), providing an e1mpirical sanity check alongside
formal accounting.
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1) Pertubations (no formal DP).
Noise perturbations such as (for example: baseline noise) with
ad-hoc scales (e.g., Age±5, Billing±3000) are utility probes
only and do not constitute DP unless noise is calibrated from
sensitivity to a target (ϵ, δ) and composed with an accountant.
We therefore report these perturbations as proxy observations
and reserve privacy claims for the formal DP rows in table 10.

E. GAUSSIAN LDP: VARIANCE, SENSITIVITY, AND NON-IID
ROBUSTNESS
Variance across seeds (Table 11). At ϵ = 4 the final-epoch
utility is stable: MSE = 0.3307±0.0160, MAE = 0.4981±
0.0145, PU = 0.3860±0.0159, and Frobenius 3.174±0.686.
MIA advantage remains small (0.079± 0.0367), indicating
limited membership signal under the formal LDP guarantee.

Sensitivity to ϵ (Table 12). Tightening privacy (smaller ϵ,
larger σ) mildly increases error (for example, ϵ = 2: MSE
0.3498), whereas relaxing privacy preserves or improves util-
ity (ϵ=8: MSE 0.3216). Across the sweep, MIA advantages
stay low (0.025–0.137), providing an empirical sanity check
that aligns with the formal (ϵ, δ) accounting.

Non-IID stress (Table 13). Under age-skewed participa-
tion, utility degrades modestly (MSE 0.3387, MAE 0.5079)
while MIA advantage remains small (0.080). This suggests
the mechanism retains privacy–utility balance under benign
distribution shift.

These results substantiate that Gaussian LDP delivers re-
producible utility with bounded privacy leakage, scales pre-
dictably with ϵ, and is resilient to non-IID skew.

F. KEY OBSERVATIONS
The results indicate that the baseline (i.e., no noise) yields
maximal data utility, but zero privacy protection. While ideal
in terms of performance, such an approach is unsuitable
for sensitive domains (e.g., healthcare or finance), where
strict data confidentiality is mandated by regulations such
as The Health Insurance Portability and Accountability Act
(HIPAA), General Data Protection Regulation (GDPR), and
Protection of Personal Information Act (POPIA). The base-
line scenario underscores the necessity of incorporating pri-
vacy mechanisms into FL despite the slight performance
trade-offs that they entail.

The results also demonstrate that Gaussian noise provides
an excellent trade-off between privacy and utility. At the end
of the training, this indicates that it had no direct impact on
the accuracy of the data. This makes Gaussian noise partic-
ularly suitable for applications such as healthcare analytics
and wearable sensor data, where moderate noise can protect
personal information without compromising the quality of
insights derived from the original data.

Laplace noise offers strong privacy guarantees owing to its
occasional large perturbations; however, it still converges to
high accuracywith only aminor utility cost. This type of noise
is advantageous in high-risk scenarios (such as whistleblower
platforms or military communication systems), where maxi-

mizing privacy and resistance to inference attacks is crucial,
even if it implies slightly more variability during training.
Finally, Uniform noise introduced the most unpredictable

perturbations. This highlights the need for careful calibration
of the magnitude of the noise. Although our final results show
that the model can recover much of its performance, uniform
noise can cause a significant utility loss if misconfigured. It
may be viable in applications where individual precision is
less important than anonymity (e.g., large-scale social media
trend analysis). However, it must be used cautiously to avoid
overwhelming the model with noise.
These findings confirm that the choice of noise distribu-

tion has a measurable influence on the federated data util-
ity and privacy. They also illustrated that given sufficient
training and appropriate noise scaling, even aggressive noise
mechanisms can be balanced to achieve acceptable perfor-
mance. This paves the way for a deeper exploration of noise-
calibration strategies and their implications for real-world
privacy-preserving FL deployment.

XI. DISCUSSION

THIS study aims to investigate how different noise mech-
anisms influence the delicate trade-off between pri-

vacy protection and data utility in FL. Privacy-preserving
techniques in FL play a critical role in ensuring data con-
fidentiality while maintaining model performance, particu-
larly in sensitive application domains such as healthcare,
where both dimensions are non-negotiable. This study sys-
tematically evaluates the effects of different noise-injection
mechanisms—Gaussian, Laplace, Poisson, Exponential, and
Uniform—on data utility and privacy. The results highlight
significant trade-offs, reinforcing the need for strategic noise
selection based on cybersecurity application-specific require-
ments.

A. IMPLICATIONS OF FINDINGS
The results demonstrate that Gaussian and Laplace noises
provide the best balance between privacy and utility, making
them strong candidates for practical deployment in healthcare
information systems. Gaussian noise, which is known for its
widespread use in DP, showed a stable model performance
with minimal accuracy degradation. Laplace noise, while
introducing a slightly higher distortion, provided stronger pri-
vacy guarantees owing to its heavier tails, making it suitable
for adversarial robust environments.
Despite maintaining moderate stability, Poisson noise ex-

hibited increased Frobenius Distances across epochs, sug-
gesting a greater variance in participant updates and poten-
tial model divergence over multiple training rounds. This
variability could pose challenges for FL in highly dynamic
environments where model accuracy is crucial, thus making
it crucial to balance the trade-off between data privacy and
utility.
Exponential noise produces the highest level of privacy

protection but at the cost of substantial model degradation.
Aggressive perturbation led to a sharp increase in both MSE
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and MAE, making it less practical for applications in which
predictive accuracy is a primary concern.

Uniform noise exhibited the most unpredictable perfor-
mance with inconsistent utility scores and fluctuating Frobe-
nius Distances. This is because a uniform distribution injects
noise of equal magnitude across its entire range, occasionally
producing large perturbations that destabilize model updates.
As a result, Uniform noise fails to deliver a consistent pri-
vacy–utility trade-off and can undermine model reliability in
mission-critical domains, such as healthcare.

From a cybersecurity implementation perspective, the se-
lection of a noise mechanism must align with the broader
threat model and the operational security posture of the
deployment environment. Gaussian and Laplace noise are
particularly suited for integration into existing privacy-
preserving infrastructures, as they offer quantifiable guaran-
tees under DP frameworks commonly referenced in com-
pliance standards, such as GDPR/POPIA and HIPAA. Fur-
thermore, their predictable impact on model performance
enables easier integration into risk-management workflows
and security audits. In contrast, the instability associated with
Uniform and Exponential noise may complicate threat mod-
elling and reliability assurance, especially in mission-critical
sectors, such as healthcare or finance, where reproducibility,
traceability, and auditability are essential for certification and
trust.

B. COMPARISON WITH EXISTING LITERATURE
These findings align with those of previous research that
emphasized Gaussian and Laplace noise as the most effec-
tive choices for privacy-preserving FL. Prior studies have
highlighted that Gaussian noise maintains a smooth pertur-
bation distribution, resulting in lower distortion in the model
weights. Laplace noise, although slightly more disruptive, is
commonly adopted because of its compliance with strong DP
guarantees [8], [9], [26], [47].

However, the existing literature has often emphasized pri-
vacy in isolation, without critically assessing how these noise
mechanisms impact learning stability, defense robustness,
and thus, data utility. Our study extends this understanding
by introducing Frobenius Distance as a quantitative met-
ric to measure model-update divergence, reflecting the pri-
vacy–utility trade-off induced by different noise distributions.
This allows for a more cybersecurity-relevant interpretation
of the noise. Excessive perturbation, as observed with Ex-
ponential and Uniform noise, may degrade convergence and
increase vulnerability to attack vectors that exploit unstable
model behaviors, such as adaptive poisoning or gradient leak-
age [48], [49].

From a cybersecurity standpoint, this study suggests that
Gaussian and Laplace noise offer not only formal privacy
guarantees, but also practical resilience against inference-
based threats without significantly compromising data utility.
The strong privacy andmoderate utility preservation shown in
our evaluation underscores the importance of choosing noise
schemes that align with both privacy standards and real-world

security requirements, especially in sensitive domains such as
healthcare.
This study bridges the gap between theoretical privacy

and practical security implementations by directly linking
privacy-preserving mechanisms to model behavior over train-
ing epochs, an area that remains underexplored in FL re-
search.

XII. CONCLUSION

THE insights gained from this study contribute to the
growing body of research on privacy–utility-aware FL.

As FL adoption increases, refining privacy-preserving tech-
niques is essential to ensure participant data remains pri-
vate. By leveraging a strategic combination of noise mech-
anisms, such as Gaussian and Laplace, together with ad-
vanced security techniques such as Byzantine-resilient ag-
gregation (e.g., Krum) and anomaly-based client selection,
FL can move closer to practical, large-scale real-world de-
ployment.This study contributes to advancing privacy–utility-
aware FL frameworks by providing empirical evidence of
the effectiveness of various noise models in balancing these
critical trade-offs.
This study explored the impact of different noise distribu-

tions on privacy and utility in FL, with a particular focus on
healthcare applications in which patient confidentiality must
be preserved without compromising the diagnostic perfor-
mance. By evaluating the Gaussian, Laplace, Poisson, Expo-
nential, and Uniform noise models, we assessed their effects
on model performance using key metrics such as MSE and
MAE. Furthermore, we analyzed privacy–utility trade-offs
using Frobenius Distance metrics across training epochs. To
the best of our knowledge, prior research has not utilized the
Frobenius Distance in conjunction with visualization tech-
niques to assess the impact of noise on FL. This dual approach
represents a novel contribution of our study, offering both
quantitative and qualitative insights into the privacy–utility
trade-off.
Our findings, based strictly on the reported metrics, in-

dicate that Gaussian and Laplace noises provided the most
balanced trade-offs between privacy and utility. Gaussian
noise demonstrated stable performance with minimal impact
on model accuracy, whereas Laplace noise enhanced pri-
vacy proxies with slightly higher distortion. Poisson noise
exhibited moderate stability but introduced higher Frobenius
Distances, suggesting greater model divergence. Although
Exponential noise offered stronger perturbation, it resulted
in significant performance degradation, reducing its applica-
bility in utility-sensitive environments. By contrast, Uniform
noise produced inconsistent results, leading to reliability con-
cerns.
From a practical standpoint, these insights can guide sys-

tem architects and cybersecurity teams in selecting appro-
priate noise mechanisms based on deployment context. For
instance, healthcare platforms prioritizing diagnostic accu-
racy may favor Gaussian noise to retain utility, whereas
applications requiring stronger privacy protection may opt
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for Laplace noise. The impact is quantifiable: utility was
measured through predictive error metrics (MSE and MAE),
whereas privacy resilience was reflected in reduced gradi-
ent similarity and higher Frobenius Distances. By evaluating
both, researchers and cybersecurity practitioners can make
informed trade-offs that align with their requirements and op-
erational goals when implementing privacy-preserving tech-
niques in sensitive domains such as healthcare.

A. FUTURE RESEARCH DIRECTIONS

Based on these findings, future research avenues may include
the development of an intelligent noise-scaling mechanism
that dynamically adjusts privacy budgets based on model
convergence rates and sensitivity analyses. Future research
may also include exploratory combinations of different types
of noise-based perturbations with cryptographic approaches
to preserve privacy without an excessive loss of utility. Fur-
thermore, future research may evaluate how different noise
mechanisms occur under adversarial scenarios such as gra-
dient inversion and model poisoning attacks. The last rec-
ommendation is for research that extends the current noise
analysis beyond healthcare to other domains, such as finance,
smart grids, and industrial IoT, where FL may be applica-
ble. Future research should extend the evaluations to multi-
institutional applications with non-IID (nonindependent and
identically distributed) data partitions. Future work should
investigate how combining noise injection with cryptographic
techniques (e.g., homomorphic encryption and secure multi-
party computation) impacts both privacy and utility.
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APPENDIX A EXTENDED USE-CASE NARRATIVES AND
DIAGRAMS
A. USE CASE DIAGRAMS
Figures 1 and 2 depict the use cases of FL applied to
healthcare providers, aggregated at the national level. Due
to space concerns, aggregation at an intermediary level, such
as provincial or state, was excluded. Primary actors included
patients, doctors, and healthcare facilities. These interact with
secondary actors, namely healthcare systems and servers,
to allow the segmentation, aggregation, and training of the
model.
Within a healthcare facility, data are segmented and dis-

tributed across different data stores to preserve paired data pri-
vacy, ensuring that access to one part does not reveal sensitive
patient information. Data contributed by healthcare facilities
in a province were used to train the model, where noise was
injected at the aggregation point to prevent inference attacks.
These data can be further aggregated at the national level, as
shown in the national use case diagram.
Each diagram emphasizes the importance of maintaining

data privacy throughout the model training process and im-
plicitly reflects the need to preserve data utility, ensuring
that privacy mechanisms do not significantly degrade the
model’s performance or applicability in real-world health-
care scenarios. The next section explores the FL pipeline to
better understand the various participants, how noise can be
injected, and the associated objectives.

APPENDIX B EXTENDED PER-NOISE CALIBRATION
NOTES
The results show that the Gaussian noise has an optimal scale
of (5, 3000). Its noise scale pair reflects a PUL of 0.3849 and
goodmodel accuracy of 0.3515 (MSE). Table 7 lists the lower
and higher scales that resulted in either insufficient privacy
protection or accuracy degradation.
Laplace noise with a scale of (5, 3000) shows superior

performance with the lowest PUL result of 0.3709, which
is effectively balanced with the accuracy shown from the
resulting MSE of 0.3209.
For the Exponential noise type, optimal performance was

achieved with the scale (5, 3000). This noise scale achieved a
PUL of 0.3750 and minimal deviation in the MSE of 0.3210.
Higher or lower scales result in an increased loss, which is an
indicator of either low or excessive noise.

Similar to other noise types of the experimental noise
scales, Uniform noise follows with a scale of (5, 3000), which
results in the best privacy–utility balance with a PUL of
0.3765 and an MSE of 0.3215. Other noise scales demon-
strated increased PULs, highlighting the ineffectiveness of
the scale. For example, a lower noise scale (1, 500) exhib-
ited a PUL of 0.3930, and the higher noise scale (10, 5000)
exhibited a PUL of 0.3940, which is a significant increase
compared to the PUL of 0.3765 exhibited from the (5, 3000)
noise scale.

Poisson noise provides the most balanced scale (5, 3000).
This was reflected in the presented PUL of 0.3780, and the
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accuracy was represented by an MSE of 0.3225. Noise scales
higher than or lower than this result in a less favorable balance
between privacy and utility. This highlights that the scale of
(5, 3000) is the most appropriate for providing a balanced
privacy and utility trade-off.

APPENDIX C EXTENDED EXPERIMENTAL SETUP DETAILS
Noise was introduced at the client side prior to transmit-
ting updates to the server. The study considered five sta-
tistical perturbation mechanisms, Gaussian, Laplace, Expo-
nential, Uniform, and Poisson, alongside a no-noise base-
line. Each mechanism was parameterized to reflect realistic
healthcare variability. For the Gaussian mechanism, noise
was drawn fromN (0, σ2), while Laplace noise was sampled
from Laplace(0, b). Exponential perturbations were shifted
by subtracting the scale parameter to ensure zero-centered
offsets. Uniform noise was sampled from U [−a, a], and Pois-
son perturbations were centered by subtracting λ. The magni-
tude of perturbation differed across features: the age attribute
was perturbed with a scale of ±5 years, whereas the billing
attribute was perturbed with a scale of ±3000 ZAR. This en-
sured that perturbations remained plausible in the healthcare
context while still providing measurable privacy guarantees.

Both the clients and the central server employed identical
models, defined as a two-layer neural network implemented
in Keras: a fully connected hidden layer with ten ReLU acti-
vations, followed by a single sigmoid output neuron. Model
training at the client side minimized a privacy–utility loss
function,

LPU-train = α ·MSE(y, ŷ) + (1− α) · 1
ε
,

withα = 0.1 and ε = 0.5. Each selected client trained locally
for one epoch before transmitting weights for aggregation.
To enhance robustness against adversarial updates, global
model aggregation was performed using the Krum algorithm,
which selects updates closest to the majority to mitigate the
influence of outliers.

Evaluation was conducted using multiple complementary
metrics. Utility was quantified viaMSE andMAE on both the
original and noisy validation sets. Privacy was assessed using
the Frobenius distance between successive global weight ma-
trices, defined as

Frobenius Distance Calculation:

DF =
√∑

(X − X̂)2 (16)

where X is the original data matrix and X̂ is the noisy data.
This metric quantified the overall magnitude of transforma-
tion induced by noise, making it particularly useful in FL to
trackmodel deviations across rounds and evaluate robustness,
privacy, and utility trade-offs [50]. In addition, a post-hoc
privacy–utility monitor was logged as

LPU-monitor = MSE+ ε · α,

providing an interpretable measure of the balance between
privacy and predictive accuracy.
Beyond quantitative analysis, the experiments also gen-

erated qualitative outputs. For each epoch and noise type,
scatter plots of the validation dataset were produced, showing
the transformation of original data points into their noisy
counterparts. Five records were highlighted per experiment,
with connector lines indicating themagnitude and direction of
perturbations. These visualizations, together with CSV out-
puts of the full dataset and the highlighted records, provided
an additional layer of interpretability regarding the privacy–
utility trade-off. In this way, the experimental setup ensured a
rigorous, repeatable evaluation of noise mechanisms in feder-
ated learning under realistic healthcare-inspired conditions.

A. SYNTHETIC DATASET AND EXPLORATORY ANALYSIS
(FIGURES)
Table 8 presents a 5-row sample of the synthetic healthcare
data used in our experiments. Values fall within realistic
ranges for patient age and billing amounts (hundreds to tens
of thousands of ZAR).
To assess realism prior to training, we conducted an ex-

ploratory data analysis (EDA). The Age distribution spans
the full range without pathological spikes (Fig. 10). Billing
shows wide dispersion and mild right-tail behavior in linear
scale (Fig. 11) that becomes clearer under a log transform
(Fig. 12). A boxplot summarizes variability and potential
outliers (Fig. 13), while the Age–Billing scatter indicates
no strong linear association (Fig. 14). Comprehensive de-
scriptive statistics (count, mean, standard deviation, quartiles,
min/max) are reported in the Appendix (Table 9). These
checks indicate the dataset is statistically plausible and suit-
able as a testbed for the privacy–utility evaluations that follow.

B. PRIVACY-UTILITY LOSS FUNCTION (FORMULA)
Traditional federated learning optimizes purely for model
accuracy using utility-based objectives such as mean squared
error (MSE). However, these formulations ignore the explicit
cost of privacy preservation. To capture the inherent trade-
off, we introduce a Privacy–Utility Loss (PUL) function that
incorporates both prediction error and privacy guarantees.
Formally, let the prediction error be measured by the mean

squared error:

Lutility =
1

N

N∑
i=1

(yi − ŷi)2,

and let the privacy cost be modeled as the inverse of the
differential privacy parameter ε:

Lprivacy =
1

ε
.

The combined Privacy–Utility Loss is then expressed as

LPU = α · Lutility + (1− α) · Lprivacy,

where α ∈ [0, 1] is a weighting parameter that tunes the
balance between accuracy and privacy. Higher values of α
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prioritize predictive accuracy, while lower values increase
emphasis on privacy.

This formulation enables explicit exploration of the
privacy–utility trade-off, which is often implicit in standard
FL training. Similar approaches to balancing error and pri-
vacy have been discussed in prior work on differentially
private machine learning [8], [36], [41], [47].

C. DIFFERENTIAL PRIVACY FORMALISM (BACKGROUND)
Differential privacy (DP) provides a formal guarantee of pri-
vacy by bounding the effect of any single individual record on
the output of a randomized algorithm. Formally, a mechanism
M is said to satisfy (ε, δ)-differential privacy if for any two
neighboring datasets D1 and D2 differing in one record, and
for all measurable subsets S of the output space:

Pr[M(D1) ∈ S] ≤ eε Pr[M(D2) ∈ S] + δ.

Here, ε is the privacy budget (smaller values indicate stronger
privacy) and δ is the probability of failure of the privacy
guarantee [9].

The noise mechanisms adopted in this study can be in-
terpreted under this framework. The Laplace mechanism
achieves pure ε-DP with δ = 0, where the scale parameter
b calibrates the noise to the sensitivity of the query. The
Gaussian mechanism satisfies (ε, δ)-DP, with the standard
deviation σ linked to both ε and δ [8]. The Exponential mech-
anism provides ε-DP guarantees by probabilistically favoring
outputs of higher utility [51]. Poisson and uniform pertur-
bations, while not standard DP mechanisms, are frequently
considered in comparative studies of noise distributions for
federated learning [49], [52].

Although the experiments in this paper calibrated noise
based on scale parameters (e.g., ±5 years for age, ±3000
ZAR for billing), these settings can be interpreted as approx-
imations of (ε, δ) values under standard DP analysis. Future
work will integrate a tighter DP accountant to provide explicit
numerical guarantees.

APPENDIX D ADDITIONAL FIGURES
The following pages present the key figures referenced
throughout the paper, summarizing the experimental findings
and supporting the discussions provided in the text.
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FIGURE 1: Healthcare Facility Use Case. This diagram illustrates the federated learning setup at a single healthcare facility.

FIGURE 2: National Use Case. This diagram illustrates aggregation across multiple facilities at the national level.
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FIGURE 3: Federated learning pipeline with privacy-preserving noise injection. Blocks: (1) Initialize Server creates the global
modelW (0); (2)Distribute Global Model to Clients1 sendsW (t) to selected clients; (3) Client-Side Local Training performs one
local epoch; (4A) Inject Client-Side Noise (Differential Privacy) adds calibrated noise at the feature level before or during local
training; (4B) Inject Server-Side Noise to Aggregate Model denotes an optional gradient/aggregate perturbation (not used in
our experiments, shown for completeness); (5) Transmit (Noisy) Updates to Server ; (6) Threshold Met? checks the aggregation
threshold k; if fewer than k clients responded, the round waits/aborts; (7) Server Aggregates Update (Krum) robustly aggregates
client updates; (8)Update Global Model toW (t+1); (9) Evaluate Model Performance on held-out validation (MSE, MAE); (10)
Compute Privacy–Utility Trade-Off (PUL monitor); (11) Compute Frobenius Distance ∥W (t+1)−W (t)∥F to track perturbation;
(12) Visualize Noise Effect; (13) Continue for Multiple Rounds until Convergence. In this paper we enable (4A) only; (4B) is a
design alternative left to future work.
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FIGURE 4: Visualization of Baseline (No Noise) Experiments, Epochs 1–5.

FIGURE 5: Visualization of Exponential Noise Experiments, Epochs 1–5.

22 VOLUME 11, 2023

This article has been accepted for publication in IEEE Access. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/ACCESS.2025.3635532

This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see https://creativecommons.org/licenses/by/4.0/



N. Leope et al.: Privacy vs. Utility in Federated Learning: An Experimental Analysis of Noise Injection Techniques

FIGURE 6: Visualization of Gaussian Noise Experiments, Epochs 1–5.

FIGURE 7: Visualization of Laplace Noise Experiments, Epochs 1–5.
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FIGURE 8: Visualization of Uniform Noise Experiments, Epochs 1–5.

FIGURE 9: Visualization of Poisson Noise Experiments, Epochs 1–5.
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FIGURE 10: Histogram of Age.

FIGURE 11: Histogram of Billing Amount (linear scale).

FIGURE 12: Histogram of Billing Amount (log1p scale)
illustrating tail behavior.

FIGURE 13: Boxplot of Billing Amount with 1.5×IQR
fences.

FIGURE 14: Age vs. Billing Amount.

APPENDIX E ADDITIONAL TABLES
The following pages present the key tables referenced
throughout the paper, summarizing the experimental findings
and supporting the discussions provided in the text.
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TABLE 7: Comparison of Noise Types and Scales on Model Accuracy and Privacy

Noise Type Scale (Age, Billing) MSE (Original) MSE (Noisy) PUL
Gaussian (1, 500) 0.3560 0.3560 0.3990
Gaussian (5, 3000) 0.3560 0.3515 0.3849
Gaussian (10, 5000) 0.3209 0.3209 0.3912
Laplace (1, 500) 0.3209 0.3256 0.3919
Laplace (5, 3000) 0.3209 0.3209 0.3709
Laplace (10, 5000) 0.3560 0.3490 0.3849
Exponential (1, 500) 0.3209 0.3250 0.3925
Exponential (5, 3000) 0.3209 0.3210 0.3750
Exponential (10, 5000) 0.3209 0.3260 0.3900
Uniform (1, 500) 0.3209 0.3265 0.3930
Uniform (5, 3000) 0.3209 0.3215 0.3765
Uniform (10, 5000) 0.3209 0.3270 0.3940
Poisson (1, 500) 0.3209 0.3300 0.3965
Poisson (5, 3000) 0.3209 0.3225 0.3780
Poisson (10, 5000) 0.3209 0.3290 0.3950
No Noise (Baseline) (0, 0) 0.3209 0.3209 0.3900

TABLE 8: Sample of Synthetic Healthcare Dataset

Name Age Gender Hospital Billing Amount (ZAR)
John Smith 45 M Pretoria General Hospital 12,540
Mary Johnson 32 F Cape Town General Hospital 7,890
Robert Williams 67 M Johannesburg General Hospital 18,230
Patricia Brown 54 F Durban General Hospital 11,475
Michael Davis 28 M Bloemfontein General Hospital 6,320

TABLE 9: Descriptive Statistics of Numeric Features

Feature Count Mean Std Min P25 P50 P75 Max Skew
Age 1,000 50.908 29.142 1 26.00 52.00 76.00 100 −0.035

Billing Amount 1,000 10,596.86 5,526.42 551 5,847.75 10,727.50 15,262.00 19,966 −0.057
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TABLE 10: Privacy and Utility Summary (Final Epoch).
Proxy rows study perturbations without formal DP guaran-
tees; DP rows report formal accounting.

Setting Formal? Mechanism ϵ@ δ=10−5 Val MSE Val MAE TPR FPR Adv
Baseline (no noise) No (proxy) — — 0.3385 0.5020 0.591 0.572 0.019
Gaussian feature-noise No (proxy) Feature perturbation — 0.3539 0.5198 0.590 0.552 0.038
DP–SGD (Gaussian) Yes Clip C=1.0, σ=1.2 4.216 0.3359 0.5065 0.584 0.564 0.020
Gaussian LDP (ϵ=4) Yes One-shot LDP 4.0 (target) 0.3148 0.4800 0.605 0.572 0.033

TABLE 11: Gaussian LDP at ϵ=4, δ=10−5: variance across
random seeds (5 runs). Metrics from the final epoch of each
run. Mean±SD shown in the last row.

Seed Val MSE Val MAE PU Loss Frobenius TPR FPR Adv
1 0.3463 0.5089 0.3963 3.614 0.629 0.492 0.137
2 0.3363 0.5039 0.3863 2.071 0.615 0.532 0.083
3 0.3073 0.4786 0.3573 3.033 0.621 0.566 0.055
4 0.3387 0.5052 0.3887 3.802 0.620 0.540 0.080
5 0.3157 0.4857 0.3657 3.351 0.611 0.570 0.041

Mean±SD 0.3307±0.0160 0.4981±0.0145 0.3860±0.0159 3.174±0.686 0.619±0.0068 0.540±0.031 0.079±0.0367

TABLE 12: Gaussian LDP sensitivity to ϵ (normalized σ from
the accountant; δ=10−5). One run per setting, final-epoch
metrics.

ϵ Calibrated σ Val MSE Val MAE PU Loss Frobenius TPR FPR Adv
2.0 3.4258 0.3498 0.5190 0.3998 3.308 0.637 0.500 0.137
3.0 2.2839 0.3528 0.5169 0.4028 0.001 0.597 0.484 0.113
4.0 1.7129 0.3271 0.4916 0.3771 2.835 0.612 0.546 0.066
6.0 1.1419 0.3351 0.4990 0.3851 1.734 0.610 0.530 0.080
8.0 0.8564 0.3216 0.4887 0.3716 2.868 0.603 0.578 0.025

TABLE 13: Non-IID stress test (age-skewed CSV), Gaussian
LDP at ϵ=4, δ=10−5.

Setting Val MSE Val MAE PU Loss Frobenius TPR FPR Adv
Age-skewed (non-IID) 0.3387 0.5079 0.3887 1.235 0.604 0.524 0.080
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TABLE 14: Baseline (No Noise) Results Across Epochs

Epoch MSE MAE PU Loss Frobenius Distance
1 0.3560 0.5176 0.4060 N/A
2 0.3560 0.5176 0.4060 0.0000
3 0.3560 0.5176 0.4060 2.9188
4 0.3560 0.5176 0.4060 2.8784
5 0.3209 0.4824 0.3709 3.8801

TABLE 15: Gaussian Noise Results Across Epochs

Epoch MSE MAE PU Loss Frobenius Distance
1 0.3525 0.5146 0.4026 N/A
2 0.3526 0.5147 0.4026 0.0000
3 0.3526 0.5147 0.4026 2.9188
4 0.3488 0.5111 0.4026 2.8785
5 0.3247 0.4868 0.3733 3.8800

TABLE 16: Laplace Noise Results Across Epochs

Epoch MSE MAE PU Loss Frobenius Distance
1 0.3526 0.5147 0.4026 N/A
2 0.3515 0.5136 0.4026 0.0000
3 0.3526 0.5147 0.4026 2.9188
4 0.3446 0.5065 0.4026 2.8784
5 0.3213 0.4834 0.3733 3.8799

TABLE 17: Exponential Noise Results Across Epochs

Epoch MSE MAE PU Loss Frobenius Distance
1 0.3524 0.5145 0.4026 N/A
2 0.3523 0.5143 0.4026 0.0000
3 0.3526 0.5146 0.4026 2.9188
4 0.3507 0.5128 0.4026 2.8784
5 0.3228 0.4854 0.3733 3.8801

TABLE 18: Poisson Noise Results Across Epochs

Epoch MSE MAE PU Loss Frobenius Distance
1 0.3456 0.5089 0.3956 N/A
2 0.3456 0.5089 0.3956 2.3904
3 0.3456 0.5089 0.3956 2.9188
4 0.3456 0.5089 0.3956 2.8784
5 0.3278 0.4911 0.3778 3.8801

TABLE 19: Uniform Noise Results Across Epochs

Epoch MSE MAE PU Loss Frobenius Distance
1 0.3526 0.5147 0.4026 N/A
2 0.3544 0.5165 0.4026 0.0000
3 0.3526 0.5147 0.4026 2.9187
4 0.3485 0.5106 0.4026 2.8788
5 0.3230 0.4850 0.3733 3.8801
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