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Abstract

Background: Medical laboratories play crucial roles in healthcare, and effective

enterprise risk management (ERM) is necessary to ensure business continuity,

patient safety, and quality of care. In medical laboratories, ERM is important for

enhancing patient safety, regulatory compliance and accreditation, quality man-

agement, business continuity, and cyber security. By following ERM principles and

approaches, the medical laboratories can proactively manage their risks, improve

patient safety, and maintain a high level of quality and reliability of outcomes.

However, implementing ERM in medical laboratories faces unique challenges. This

study explored the specific challenges and offers practical solutions for overcoming

them to ensure successful ERM implementation in Harare, Zimbabwe.

Methodology: A cross‐sectional survey was done through 41 self‐administered

questionnaires and interviews with medical laboratory staff from the six main

medical laboratories in Harare. Data were analyzed using the Statistical Package for

Social Sciences version 22. Quantitative data were analyzed using descriptive sta-

tistics such as frequencies and percentages. Qualitative data were analyzed using

mean scores of Likert scale responses.

Results: The main challenges identified in the study included increased workload, staffing,

organizational structures, timeliness of information, inadequate information technology

support, and insufficient financial support in ERM. These can be addressed by portfolio

management of risks, leveraging on cutting edge technology, restructuring to ensure swift

responses to issues and redistributing staff workload, and training personnel to avoid

burnouts and ensure maximum efficiency.

Conclusion: Implementing ERM in medical laboratories requires understanding and

addressing these challenges. By following the ERM principles and approaches the

medical laboratories can proactively manage their risks, improve patient safety and

maintain a high level of quality and reliability of outcomes ERM is still a new

approach in the sector and needs further research.
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1 | BACKGROUND

The medical laboratory sector plays a crucial role in healthcare

management globally, with over 70% of medical decisions based on

medical laboratory testing.1 However, medical laboratories operate in

complex and dynamic environments full of risks that can impact

business continuity, patient safety, and ultimately quality of care.2–4

Therefore, effective risk management (RM) approaches are pivotal in

enhancing high levels of reliability of outcomes and improving patient

safety and user experiences as alluded to in the International Orga-

nization for Standardization (ISO) 15189 medical laboratories

standard.3–5 The escalating use of novel approaches in the diagnostic

landscape calls for the use of advanced risk assessment tools to

safeguard the human health and the environment.

RM is the broad subject that refers to the systematic process of

identifying, assessing, and mitigating for potential risks.6 It can be broken

down to clinical risk management if it focuses on patient safety and

quality of care, and it can be referred to as enterprise risk management

(ERM) if it is a comprehensive approach that considers all types of risks

across the entire organization, in a holistic manner.3,5,6 The traditional silo

approach to RM has given way to newer ERM approaches in various

sectors. Thus, ERM has emerged as a powerful tool in systematically

identifying, preventing as well as mitigating these risks that threaten

organizational performances and accreditation.7 Nevertheless, the con-

cept of ERM brings with it a fair share of implementation challenges

within the medical laboratory sector.

ERM is the holistic or integrated management of risks facing an

organization.8,9 As a process, ERM is affected by the organization's

stakeholders, particularly the board, management, and personnel

involved in strategy setting, risk identification, and mitigation. The

approach was born out of the realization of complexities, dynamism,

and rapid changes facing institutions in the modern era.5,8,10 There-

fore, ERM is a systematically integrated and disciplined approach to

managing risks within companies to ensure they achieve set goals and

unlock value for their stakeholders. Whereas the traditional RM

approach took a silo approach to individual risk type ERM uses a

portfolio point of view, of identifying risk, interdependencies, and

interrelationships. It offers the ability to manage risks within and

across business units and improves an organization's ability to iden-

tify and seize opportunities, thereby giving an organization a com-

petitive edge in the market and a proactive approach to handling

risky events. RM involves anticipation of what could happen, the

assessment of the frequency of these errors as well as the conse-

quences or the severity of the effects caused by it, and finally to

decide what can be done to reduce the risk to a tolerable or an

acceptable level.11 In medical laboratories, ERM is important for

enhancing patient safety, regulatory compliance and accreditation,

quality management, business continuity, and cyber security. By

following ERM principles and approaches, the sector can proactively

manage their risks, improve patient safety, and maintain a high level

of quality and reliability of outcomes.2,3,12 ERM can promote effi-

ciency, effectiveness, and responsiveness while mitigating risks and

optimizing organizational performance in delivering health services

and laboratory operations.13

Kilbridge and Classen (2008) reiterated that today's healthcare

environment is characterized by emerging and re‐emerging risks,

diverse organizations, continuously changing operational codes,

financial rules, ever‐changing and increasing regulations, information

symmetry with consumers, and technological advancements.2 Several

studies have been done on RM implementation challenges and

practices in multiple organizations and sectors.14–17 The results were

varied practices and also different implementation challenges

depending on the setting. The majority were done in developed

countries like the United States of America (USA), Europe, and a few

in Africa. Some of the implementation challenges highlighted

included a lack of ERM culture within organizations, lack of expertize,

resource constraints, technological barriers, regulatory complexities,

lack of top management support, and insufficient financial backing,

among others.8,15,18 The medical laboratories sectors' highly spe-

cialized and constantly evolving nature further exacerbates these

challenges, making it important to explore the context‐specific situ-

ations so that innovative solutions can be proffered.

This manuscript aims to interrogate and explore the specific

challenges faced by medical laboratories in Harare, Zimbabwe, in

implementing ERM and to identify solutions and strategies to over-

come them. By interrogating the complexities in this sector, we hope

to provide valuable insights and guidance for policymakers, regula-

tors, managers, and the laboratory professionals at large seeking to

strengthen their RM capabilities, push for ISO 15189 accreditation,

improve stakeholder value, and deliver high‐quality patient care.

2 | METHODS

2.1 | Study design and study population

In May 2018, we performed a cross‐sectional study through 41 self‐

administered questionnaires and interviews with the medical labo-

ratory staff from the six main medical laboratories in Harare,

Zimbabwe. The study took a survey approach to investigate the ERM

implementation challenges faced by medical laboratories.

Sampling was done in two stages. We first purposively targeted

six big laboratories in Harare, where most of the laboratories' head

offices are concentrated. Purposive sampling approach was chosen to

increase the chances of getting participant laboratories that met the

inclusion criteria detailed below. Second, a stratified random sampling

technique was applied to select participants within the organization.

Staff at various levels within the organization (management,
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practitioners, front officers, nursing department, as well as the

housekeeping departments) formed the different strata. Different

strata within organizations were assessed to check if there was

information symmetry within the organizations because that is piv-

otal for successful ERM implementation. Random sampling was used

in the second stage to reduce bias associated with the study parti-

cipants' selection. The randomly selected participants were then gi-

ven questionnaires and interviewed to assess the ERM implementa-

tion challenges in the laboratory sector. To avoid ambiguity and

improve the reliability of the questionnaire and interview guide, the

tools were pilot‐tested before being administered to the actual study

participants.

Self‐administered questionnaires and interviews were adopted

because these are data collection approaches that allow researchers

to collect in depth and contextualized data from a diverse sample in a

timely, efficient, and cost‐effective manner. Self‐administering also

helps to achieve a higher return rate and also offers the research

more leeway to explain the questions to the study participants, hence

reducing information bias.

2.2 | Inclusion criteria

Employees from the six medical laboratory organizations based in Harare,

who consented to participate in the study were included in the study. The

targeted laboratories were either accredited or actively working towards

accreditation, as these had the biggest likelihood of implementing RM as

stipulated in the ISO 15189 standard.

2.3 | Exclusion criteria

Employees who refused to participate in the study were excluded.

Participants who did not belong to the six big laboratories were not

included in the study.

2.4 | Sample size

The case studies (sampled population) gave pointers to areas that can be

explored further in bigger studies. Hurdles to effective ERM implemen-

tation were interrograted and identified in this exploratory study and shed

more light on areas that can be investigated further, in efforts to reduce

risks to tolerable or acceptable levels. Beasley and Branson (2005) argue

that “large organizations are more likely to report complete ERM pro-

cesses.”19 Hence, these were used as case studies upon which the ERM

implementation challenges were investigated.

To come up with a sample size (N), a Raosoft formula was used

Z p p

C

× ( ) × (1 − )
,

2

2

where Z = level of confidence (95%)

p = percentage picking choice expressed as a decimal

C =margin of error.20

2.5 | Data analysis

Data was analyzed using the Statistical Package for Social Sciences

(SPSS) version 22 (SPSS Inc.). Quantitative data were analyzed using

descriptive statistics, frequencies and percentages. For qualitative

data, the overall ERM score for the organization was obtained by

averaging Likert scale scores. The mean scores were extracted from

the SPSS version 22. An individual dimension score was computed

using a similar procedure of corresponding sub‐dimensions. The

mean scores were used to determine ERM implementation chal-

lenges, using descriptive analysis. Rechecking the questionnaires

ensured that biases in question formulations were eliminated. Reli-

ability was analyzed using the Cronbach's alpha on the SPSS.

2.6 | Ethics approval and consent to participate

All methods were carried out according to the relevant guidelines and

regulations for carrying out cross‐sectional studies using question-

naires and interviews. The ethical approvals were obtained from the

Bindura University of Science Education Ethics and Bio‐Safety

Research Committee. Approvals were obtained from the participat-

ing organizations to interview their staff members and administer

questionnaires. Informed consent was obtained from all participants

before enrolling in the study. Participants were also free to withdraw

at any time during the course of the questionnaire administration and

interview.

3 | RESULTS

A total of 50 questionnaires were delivered, and 41 were returned,

representing an 82% response rate, which is satisfactory for the

generalization of results. The high response rate was achieved due to

the use of the purposive sampling technique that was adopted in this

research. Males constituted 61.6% of the sample.

The data collected passed the reliability and consistency test as

depicted by Cronbach's alpha of 0.748 for all the factor dimensions,

demonstrating a high level of consistency and reliability.

3.1 | Age distribution

The age distribution is shown in Figure 1 below.

3.2 | Work experience of the respondents

The majority of the respondents 21 (51.2%) were in the less than

5 years category of experience. Nineteen (46.3%) were in the
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experienced category of 5–10 years, and only 1 (2.5%) was in the

10–15 years category.

3.3 | ERM implementation challenges

Several challenges were highlighted by the respondents in Table 1

below. The following are the challenges that stood out as being

apparent in the industry.

3.4 | Results interpretation

ERM challenges that scored above 3.4 were of high importance in the

sector. These were increased workload, staffing, organizational

structures, timeliness of information, inadequate information tech-

nology support, and insufficient financial support in ERM.

Increased workload (mean 4.0) can lead to distraction, burn-

out, corner‐cutting, and inadequate reviews. Organizations need

to prioritize maintaining a balanced workload, and sufficient

allocation of resources to ensure effective RM. Closely related to

increased workload is staffing (mean 3.7). Inadequate staffing

results in insufficient skills, high turnover, inadequate resources,

and overreliance on a few individuals. Organizations need to

ensure adequate staffing, proper training, and development, as

well as having replacement policies for the successful construc-

tion of systems that can effectively implement ERM. Huge

workloads and understaffing are synonymous challenges as

organizations try to manage costs, especially in third‐world

countries like Zimbabwe.

Organization structure (mean score 3.6) is crucial for ERM

implementation. Clear cut structures ensure efficient communication,

defined roles and responsibilities scalability of ERM efforts. There-

fore organizations must adapt their structures to support ERM

implementation. ERM is a new concept to the sector, and most

organizations have not adapted to match the new demands.

Timeliness of information (mean score 3.5) has huge impact on

ERM implementation. It ensures timely responsiveness, proactive

approach to problem solving, and real time risk identification,

assessment, and mitigation. Most big organizations are tangled in the

bureaucratic approaches to doing business, hence delays in re-

sponding to raised challenges.

Inadequate technological support (mean score 3.5) can also be a

huge impediment to effective ERM implementation. It leads to

insufficient operations, poor data collection, poor reporting, more

manpower requirements, more repeat services, more security risks,

and ultimately more costs to the organizations. Investing in cutting‐

edge technological tools gives organizations competitive advantages.

Lack of financial muscles handicaps investment in modern technol-

ogies in third‐world countries.

ERM approaches look at the interdependence and intercon-

nectedness of the whole organization holistically; therefore, it offers

possibilities of finding lasting solutions to these challenges more cost‐

effectively.

4 | DISCUSSION

The various challenges that affected the medical laboratory sector

during the survey are highlighted in Table 1 and interpreted in the

section above. The main challenges identified in the study included

increased workload, staffing, organizational structures, timeliness of

F IGURE 1 Percentage distribution of respondents by age.

TABLE 1 Summary of the ERM implementation challenges and
their respective mean scores.

ERM implementation challenges
Mean score
(range 1–5)

Over‐regulation 2.6585

Lack of support from senior management. 2.9756

Lack of information needed 3.1000

Failure by leaders to spearhead the project 3.1463

Lack of RM expertize within the organization. 3.1707

Lack of financial resources 3.3415

Insufficient investment for ERM implementation 3.3500

The wide discrepancy between expectations and
practices in RM implementation

3.4146

Inadequate technology support 3.5000

Timeliness of information 3.5128

Organization structure deters RM implementation 3.5500

Staffing 3.6829

Increased workload 4.0732

Note: The following scales are used to measure the importance of
respondents' perceptions of the ERM implementation challenges. Mean
scores ranging from 1.0 ≤M<1.8: Very low importance.

■ Mean scores ranging from 1.8 ≤M<2.6: Low Importance.

■ Mean scores ranging from 2.6 ≤M ≤ 3.4: Neutral.

■ Mean scores ranging from 3.4 <M ≤ 4.2: High Importance.

■ Mean scores ranging from 4.2 <M ≤ 5.0: Very high importance.
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information, inadequate information technology support, and insuf-

ficient financial support in ERM.

4.1 | Increased workload

Increased workload was reportedly one of the key challenges, as

illustrated by a high mean score of 4.07 on a Likert scale of 1–5. The

majority of the participants indicated that the ERM implementation

was associated with more paperwork. One of the respondents stated,

“We are already overloaded with the quality systems and accreditation

requirements so the burden is too much.” All of the laboratories in the

study were either accredited or were working towards accreditation

for ISO 15189, and the Zimbabwe National Certification (ZNC) pro-

gram. That might have had a bearing on the viewpoint on workload.

However, with the liquidity crunch prevailing in Zimbabwe, staff

turnover is high as companies try to reduce their operational costs.21

Leggio (2006) also cited increased workload as one of the major

challenges of ERM implementation.22 Corporate culture was reported

as the biggest challenge to ERM implementation in other studies.15,18

4.2 | Staffing challenges

The respondents posited that the staffing issue was one of the major

challenges in ERM implementation as exhibited by a mean score of

3.68. This challenge is closely related to increased workload. Staffing

issues ranged from inadequacy, incompetency, and wrong culture.

Some respondents asked, “Where do we get the training for those risk

management issues you are asking us about?” Any sound business

strategy should be backed by the proper staffing or structure that

matches what needs to be achieved. That is the reason why this

particular factor was assessed. Most laboratories in Zimbabwe have

skeletal staff due to the harsh economic environment prevailing in

the country. The finding concurs with Rostami et al. (2015) and

Yaraghi's (2011) findings that human resources issues are some of the

challenges faced in ERM implementation in their respective stud-

ies.23,24 In a study carried out in the United Kingdom construction

industry, lack of experienced personnel and high staff turnover were

also highlighted as key ERM implementation challenges.23

4.3 | Organizational structure

Successful strategy implementation hinges on a sound organizational

structure. The majority of the organizations indicated that they do

not have risk departments, officers, or committees. Study partici-

pants' responses showed that organizational and reporting structures

were key constraints in ERM implementation. An overall mean score

of 3.55 was attained. Most respondents were persuaded by the fact

that RM was easier managed with a responsible department over-

looking the day‐to‐day RM activities in the organization. It was also

found that only one organization had an RM department in the

laboratories recruited in the study. Others were incorporating RM

issues into the quality assurance department but even the quality

managers felt that roles needed separation. Other studies also indi-

cated that organizational structure was a crucial challenge in RM

implementation.25,26 Several scholars agree that having a central risk

function along with risk policies, and objectives is a pivotal step in RM

implementation.18,27 Nocco et al. (2006) also pointed out that senior‐

level management buy‐in is a key ingredient of the effective imple-

mentation of ERM.28

4.4 | Timeliness of information

Failure to respond timely to raised issues is the major weakness of

many organizations as far as ERM implementation is concerned.29

The mean score was 3.51. Financial issues and bureaucracy were

implicated as the main reason behind late or no response. Interview

follow‐ups showed that most organizations were faced with delays in

addressing the raised concerns. One employee remarked,“We always

raise these issues in our reports and meetings but the management pays

a deaf ear, if you follow up with the accounts department they tell you

we don't have money.” Other studies also found the time factor to be a

hindrance to RM implementation.15,17 Timeliness of information

dissemination and addressing the raised issues can be a key imped-

iment in resource‐limited settings and institutions with a lot of

bureaucracy.

4.5 | Inadequate technological support

Lack of technological support was found to be a hindrance to ERM

implementation with a mean score of 3.50. RM thrives on efficient

technological infrastructure for reporting purposes. This might be caused

by limited financial resources in the industry due to the liquidity crunch in

the country. At one government laboratory, the employees laughed off

the suggestions of the risk dashboard in the interview, “most of the time

we enter results manually because the system is always down, our machines

are not even interfaced yet you are talking about dashboards? We would

want that but we are still far off at the moment.” Technological develop-

ments in equipment and laboratory information systems are key to

achieving objectives. Risk dashboards, risk heat maps, and risk models are

important in the implementation of ERM.10,25,30 Other studies also

alluded to technological challenges being one of the drawbacks to ERM

implementation.2,30

The limitations of this study include that self‐administered

questionnaires and interviews could have resulted in some bias in

the study. Limited resources also led the researchers to adopt a

sampling approach. It would have been more representative to

increase the sample size or possibly sample every laboratory in

Harare and conduct more in‐depth interviews to gain more under-

standing of the challenges faced by the respective organizations.

Nevertheless, the study being the first of its kind in the particular

study population, can offer helpful insights that can be expanded on
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in future studies. The authors recommend bigger studies, which are

more representative, using triangulation of various methods to gen-

erate more insights into ERM in the medical laboratories sector.

4.6 | Recommendations

Organizations can benefit more from adopting management ap-

proaches that properly forecast their staff requirements and work-

load distribution to avoid staff burnout. Adopting culture change

programs that focus more on responding to staff and patient needs as

highlighted in the new ISO 15189:2022 standard, and cut on

bureaucracy is key. Swift responses to raised complains are the

hallmark of successful organizations. Investing in technological ad-

vancements on both the operational (cutting edge technology) and

management (use of risk dashboards) perspective enhances organi-

zational efficiency and cuts on staffing requirements. Policymakers

and regulatory authorities like the Medical Laboratory and Clinical

Scientists Council of Zimbabwe (MLCSCZ) can prioritize the above to

improve the push towards accreditation and revamping the quality of

care in medical laboratories in Zimbabwe.

4.7 | Further research

Areas of further research could include exploring effective ERM

strategies, evaluating the long‐term impact of ERM implementation,

or assessing the role of technological advancements in ERM imple-

mentation and also testing the identified challenges in a bigger

sample.

5 | CONCLUSIONS

Implementing ERM in medical laboratories requires understanding

and addressing these challenges. The ERM implementation chal-

lenges faced Zimbabwe laboratory sector included increased work-

load, staffing issues, improper organizational structures to support

ERM implementation, delays in intervention or response to raised

issues, and inadequate technology to track key performance in-

dicators and risk dashboards. By following the ERM principles and

approaches, the medical laboratories can proactively manage their

risks, improve patient safety, and maintain a high level of quality and

reliability of outcomes. That ensures regulatory compliance and sat-

isfies the requirements of accreditation bodies. ERM is still a new

approach in the sector and needs further research.
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