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Abstract. The protection of people’s privacy is both a legal requirement and a
key factor for doing business in many jurisdictions. Organisations thus have a
legal obligation to get their privacy compliance in order as a matter of business
importance. This applies not only to organisations’ day-to-day business opera-
tions, but also to the information technology systems they use, develop or de-
ploy. However, privacy compliance, like any other legal compliance require-
ments, is often seen as an extra burden that is both unnecessary and costly. Such
a view of compliance can result in negative consequences and lost opportunities
for organisations. This paper seeks to position data privacy compliance as a
value proposition for organisations by focusing on the benefits that can be de-
rived from data privacy compliance as it applies to a particular subset of infor-
mation technology systems, namely cyber-physical systems and Internet of
Things technologies. A baseline list of data privacy compliance benefits, con-
textualised for CPSs and IoT with the South African legal landscape is pro-
posed.
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1 Introduction

Privacy is a multi-dimensional and multi-discipline concept that is not always easy to
define. This paper focuses on a specific form of privacy, which is information or data
privacy, also referred to as privacy of personal information [1]. In this paper, data
privacy refers to control over one’s personal information [2, 3]. Such control allows
one to decide what may or may not be done with your personal information in cases
where the law does not place any restrictions on such control.

Worldwide, organisations are under siege from regulatory authorities for violations
of people’s privacy [4, 5]. The increased focus on data privacy and the enactment of
the General Data Protection Regulation (GDPR) [6] by the European Union (EU) has
led to a worldwide rush of enacting data privacy legislation [7]. South Africa is
among the countries that have enacted privacy legislation in the form of the Protection
of Personal Information Act 4 of 2013 (POPI Act) [8]. The significance of privacy as



an important area of focus for organisations can therefore hardly be challenged. Ignor-
ing data privacy can have dire consequences for organisations.

An ecarlier study [9] found that organisational readiness for data privacy compli-
ance in South Africa was still a concern. Organisations should ensure their compli-
ance to data privacy laws by leveraging organisational processes and structures to
create an environment for data privacy to thrive. However, data privacy need not only
be seen as a problem, but should also be seen as a value adding tool or opportunity for
an organisation and its stakeholders.

Furthermore, technologies that process personal information are privacy prone,
thereby affecting organisations that own or use them. Data privacy compliance is
therefore also an important consideration for the processing of personal information
through modern information technologies. This paper specifically focuses on cyber-
physical systems (CPSs) and Internet of Things (IoT) technologies that collect and
process personal information (and excludes those that do not). One of the strengths of
CPSs and IoT technologies is their ability to capture or record vast amounts of infor-
mation, some of which may be personal information. This strength is a double-edged
sword as it is also a source of possible privacy risks and concerns. Data privacy has
therefore been identified as one of the challenges that have to be addressed for CPSs
[10] and IoT [11], since these technologies could have peculiar privacy risks and con-
cerns, not typical of traditional information technology systems. These privacy con-
cerns are due to data collection and processing methods that involve the use of sen-
sors and advanced data processing (e.g. data mining) techniques or algorithms. The
uniqueness of privacy concerns is also as a result of the possible covert nature of data
collection, which may not involve meaningful data subject participation or informed
consent.

Organisations are core to the advancement of data privacy in CPSs and IoT tech-
nologies. However, privacy compliance for organisations, like any other compliance
requirements, is often seen as an extra burden that is both unnecessary and costly.
Such a view of compliance can result in negative consequences and lost opportunities
for organisations. Cavoukian and Dixon [12] have proposed the identification of in-
formation security and privacy compliance benefits as a useful exercise for justifying
investment.

Privacy compliance benefits, however, is an area that that remains largely unex-
plored. There are many publications that focus on benefits or applications of data,
CPSs and IoT for individuals, organisations and nations [13-21]. It is customary to
focus on the value that technologies themselves can bring, as has been evidenced and
is further corroborated by the work of Carroll [22] on cloud computing and virtualiza-
tion benefits. The value of data as well as technologies like CPSs and IoT is signifi-
cant and well-articulated. Interestingly, not much literature exist that focus on value
that could result from compliance in general, and privacy compliance specifically.
Such a position does not provide organisations with much incentive for compliance
other than being legally abiding and responsible corporate citizens.

Contextualised within the South African legal landscape, this paper focuses on
such privacy compliance benefits, with a view to bring to light the value that organi-
sations can derive as a result of data privacy compliance, specifically as it relates to



CPSs and IoT. The list of baseline privacy compliance benefits for organisations are
not necessarily limited to CPSs and IoT, but could also find relevance for other tech-
nologies and domains with privacy implications.

Section 2 provides background on CPSs, IoT and privacy. Section 3 outlines the
research methodology followed in compiling the list of benefits. Section 4 discusses
the findings and presents a proposed list of privacy compliance benefits. Section 5
comments on the use of the benefits while section 6 concludes the paper.

2 Background

2.1  Cyber-physical Systems and Internet of Things

There are no standard definitions for both CPSs and IoT. This paper views a CPS as
highly automated physical systems or processes with computing and networking [14].
An alternative definition views CPSs as electronic control systems that control physi-
cal machines, such as, controlling motors and valves in an industrial plant [23]. The
typical characteristic of CPSs are physical component cyber-capability, multi-scale
networking, dynamic reorganisation, self-configuration, high automation, cyber-
physical adaptation, self-management and dependable operation [24].

Two distinctions are made to the definition of IoT, namely, small and large IoT de-
ployments or applications [25]. The Institute for Electrical and Electronics Engineers
(IEEE) definition for small deployments of IoT focuses on the interconnectedness of
things to the Internet and their remote management [25]. The IEEE’s definition for
large deployments of IoT focuses on complex systems that possess self-adaptive,
high-automation and physical-to-digital capabilities. Large IoT deployments are
sometimes referred to as Industrial Internet of Things (IIoT) [26]. In this paper, IoT
shall refer to the interconnection of things to the Internet and the ability to remotely
manage them, in line with the definition for small scale deployments. The large-scale
deployment of 10T, i.e. I1oT, shall be referred to under the umbrella concept of CPSs.

Examples of IoT applications include an individual’s interconnected devices, smart
homes, etc. [18]. CPSs’ applications areas could include power grids, vehicular trans-
portation, smart buildings, eHealth, smart manufacturing, etc. [14, 19].

2.2 Privacy and the Protection of Personal Data

At least 108 countries and regions were reported to have enacted data privacy legisla-
tion by 2016 [27]. South Africa has enacted privacy legislation in the form of the
POPI Act [8] to address privacy for both natural and juristic persons. Examples of
privacy legal instruments enacted by other countries and regions include the European
Union’s GDPR [6], United Kingdom’s Data Protection Act [28] and the African Un-
ion’s Convention on Cybersecurity and Personal Data Protection [29].

Privacy legal instruments are underpinned by principles or conditions for the law-
ful processing of personal information. These principles or conditions are largely a
variation of the five fair information practices (FIPs) introduced by the United States



Department of Health, Education and Welfare in 1973 [30]. The FIPs are transparen-
cy, use limitation, access and correction, data quality and security.

The POPI Act [8] is premised on the right to privacy which is provided for in sec-
tion 14 of the Constitution of the Republic of South Africa of 1996 [31]. The POPI
Act is concerned with regulating the processing of personal information and therefore
does not only apply to CPSs and IoT but to all processing of personal information.
Processing is an all-encompassing term that covers anything that can be done with
personal information, including collection, retrieval, storage, alteration, destruction,
transmission, etc. [8].

The POPI Act [8], however, does not define the term privacy. Data privacy in this
paper refers to privacy over personal information, giving data subjects control over
their personal information [2, 3]. Personal data is defined as information relating to an
identifiable, living natural person or existing juristic person [8, 32]. A data subject is a
person whose identifying personal data is the subject of collection or processing [8].

Sections 8-25 of the POPI Act [8] lays down eight conditions for the processing of

personal information, as provided in Table 1.

Table 1. Conditions for the lawful processing of personal information [8].

Privacy condition

Description

Accountability

Processing limita-
tion

Purpose specifica-
tion

Further processing
limitation

Information quality

Openness

Security safeguards

Data subject partic-
ipation

To ensure that all the conditions and relevant provisions of the POPI
Act are complied with, when processing personal information.

To ensure that only minimal personal information is processed and
such processing is lawful and conducted in a reasonable manner. Fur-
ther that personal information is collected directly from data subjects
and primarily based on informed consent, unless certain conditions
apply.

To specify and communicate the purpose for the processing of person-
al information. Responsible parties, may, in certain circumstances be
required to retain or restrict the processing of personal information.

To ensure that personal information is only processed for specified or
compatible purposes unless there are other valid legal grounds for
further processing, such as informed consent.

To ensure that personal information is accurate, complete, not mis-
leading and updated where necessary.

To ensure that responsible parties maintain documentation of pro-
cessing activities and communicate details relevant for data subjects to
exercise their rights.

To ensure that responsible parties take appropriate and reasonable
technical and organisational measures to secure the integrity and con-
fidentiality of personal information within their control or possession.
To ensure that data subjects are able to request access, correction,
deletion and other actions to their personal information.



3 Research Methodology

The primary objective of this paper is to assist organisations to embed data privacy
into their organisational culture with an appreciation of the value that data privacy
compliance can bring. The focus is specifically on privacy compliance benefits for
organisations that use or develop technologies for CPSs and IoT to address the pauci-
ty of organisational data privacy compliance benefits for these technologies and em-
power them to view data privacy compliance as a value adding exercise.

A design science research (DSR) approach was followed to conduct the research to
compile the benefits, allowing for knowledge generation and contribution through
iterations or circumscriptions. The variant of DSR followed is that by Vaishnavi,
Kuechler and Petter [33], with five activities, namely, awareness of the problem, sug-
gestion for a solution, development, evaluation and conclusion. The list of privacy
compliance benefits was developed in two DSR development iterations followed by a
refinement process.

During the first development cycle, a literature study and content analysis (of legal
instruments) were conducted to identify privacy compliance benefits with likely sig-
nificance for organisations with respect to CPSs and IoT. This iteration resulted in an
initial list of 14 privacy compliance benefits. The second development iteration, to
review and refine the initial list of privacy compliance, included an expert review
process that used interviews and questionnaires. The panel of 23 experts, with 202
years of combined experience, included specialists from eight different domains, in-
cluding CPSs/IoT, data privacy law, data privacy, management, enterprise risk, hu-
man resources, information security and enterprise architecture. They were asked to
review the provided benefits, suggest exclusions of any of the listed benefits and in-
clusion of new benefits. This cycle resulted in changes to the phrasing of some bene-
fits and the addition of three new benefits, resulting in a total of 17 benefits.

As an evaluation exercise for factual accuracy and coverage, the 17 organisational
privacy compliance benefits for CPSs and IoT were reviewed by another panel of 21
specialists from similar domains to the development panel, also with at least 202
years combined experience. The reviews were conducted in the form of interviews
guided by an open-ended questionnaire. The guiding question was to determine
whether the presented benefits highlight the most important benefits of data privacy
compliance for organisations in relation to CPSs and IoT. The respondents were re-
quested to substantiate their responses. The proposed list of data privacy-related bene-
fits for organisations in the context of CPSs and IoT were found to be representative
of the most important benefits that organisations can derive from privacy compliance.
One additional benefit was suggested for inclusion and included in the final list of 18
benefits. The review formed part of the evaluation for a broader project focusing on
developing a data privacy framework for CPSs and IoT for IT professionals [34].

The usefulness and relevance of the benefits was also demonstrated on a real-world
IoT project being deployed at an organisation in South Africa [34]. Many of the bene-
fits were found to be directly relevant to the project and the context of the project.



4 Privacy Compliance Benefits for Organisations Using or
Developing CPS and IoT Technologies

Organisational data privacy compliance benefits refer to the value that an organisation
can derive as a result of privacy legal compliance, with particular focus on CPSs and
IoT domains. The ability to avoid, mitigate or transfer certain privacy risks can also
be seen as privacy compliance benefits. Privacy compliance benefits are meant to
assist organisations to appreciate the value that data privacy compliance can bring to
an organisation, in order to build a case for spending resources on data privacy com-
pliance beyond the need for legal compliance.

In total, this paper proposes a non-exhaustive list of 18 organisational privacy
compliance benefits. These are potential privacy compliance benefits that organisa-
tions may derive as a result data privacy compliance for CPSs and IoT technologies.
Each of these benefits are discussed in more detail in the remainder of this section.

4.1 Legal Compliance

The primary organisational benefit emanates from being able to demonstrate respect
for the rule of law through legal compliance. The ability to demonstrate privacy com-
pliance is essential not only for regulatory authorities, but for various other stakehold-
ers as well such as data subjects, investors, etc. Data privacy compliance, in this in-
stance, means compliance with the law (or legal obligations) [35]. In the South Afri-
can context, this primarily means complying with the POPI Act [8] and secondarily
with associated domestic and international privacy laws. Legal compliance is a bene-
fit as it has the potential to protect organisations from legal sanctions and adverse
public action. Data privacy compliance is an advantage for organisations in that they
conduct their operations knowing that they are in compliance with the law and are
providing value to their clients and other stakeholders.

4.2  Data Subject Trust and Confidence

Data subjects, as active or inactive participants in CPSs and IoT technology-related
processing activities, should be able to trust the product or service and the intentions
of the organisations involved, and have confidence that the organisations will treat
their personal information in line with the law. However, the nature of CPSs and IoT
is such that people may become data subjects without their knowledge. CPSs and IoT
are often not geared for an opt-in mechanism as opt-in may sometimes be difficult to
effect for these technologies. An example of this could be in a smart city environment
where various types of sensors that process personal information may be deployed
across a city. Sometimes data subjects may not even have full appreciation of the
extent of the data collected or the data processing activities, even where such infor-
mation may be readily available. In such situations, organisations responsible for the
CPSs and IoT technologies have an even greater responsibility to ensure that they are
data privacy compliant because of the nature of their CPSs and IoT related activities.



Data privacy compliance and respect for people’s data privacy have the potential to
increase levels of trust and confidence in organisations [1, 35, 36]. An effort by an
organisation to comply with data privacy laws can boost people’s perceptions about
the organisation and their willingness to use or participate in the organisation’s CPSs
and IoT related activities or initiatives. Data subject trust and confidence in organisa-
tions is thus a benefit that organisations can derive from ensuring data privacy com-
pliance when dealing with personal data, especially in areas such as CPSs and IoT.

4.3 Data Subject Retention

Data privacy breaches and an apparent lack of systems to safeguard people’s privacy
can result in people losing confidence in organisations and deciding to boycott their
products and services [37]. It follows that evidence of data privacy protection mecha-
nisms can contribute towards data subject retention, which is in the best interest of
organisations [35]. Loss of data subjects may imply a loss of customers or important
participants for CPSs and IoT initiatives, which could be detrimental to such pro-
grammes. Data subjects may be more likely to continue participating in or using CPSs
and IoT related projects, systems or solutions when they are aware that there is no
immediate danger to themselves as could result from data privacy violations. The
value that organisations can derive could be increased data subject retention as the
risk of flight would be mitigated.

4.4 Public Trust

Public trust in an organisation is important for the organisation’s brand, services and
financial sustainability. One of the factors that can affect an organisation’s bottom
line is how people perceive an organisation, which has a direct bearing on the level of
trust that they apportion to that organisation. Dissatisfaction by one member of the
public could result in serious consequences for an organisation due to the ease with
which people can disseminate their frustrations to increased networks of people. Pri-
vacy related frustrations are not an exception and can in fact solicit even higher levels
of rage from the public. Organisations therefore need to jealously and actively guard
as well as manage the trust that the public has on them. Privacy is one area that organ-
isations should ensure that they are not left vulnerable as it could result in the erosion
of public trust on the entire organisation and its products or services. Data privacy
protection is but one of many areas that can bring about greater public trust in organi-
sations [38, 39], and has been posited as one of the factors that can increase confi-
dence in organisations [35]. Public trust in organisations with CPSs and IoT technolo-
gies has the potential to encourage or enable CPSs and IoT technology uptake and
confidence by the public.

4.5 Consumer Trust and Confidence

The strength and sustainability of any commercial organisation hinges on its customer
base, natural or juristic. Organisational customer trust and confidence, or lack thereof,



can have serious financial implications. Consumer trust and confidence also have a
direct impact on customer perceptions of the organisation’s brand and may influence
how customers speak about the organisation to others [1, 36]. Consumers who trust or
have confidence in organisations or particular brands often remain loyal customers
and can confidently introduce others to the same organisation or brand. This makes
consumer trust and confidence in organisations and their brands an essential element
for their growth and survival. Consumer action and public outrage has proven to be
effective in getting organisations to review practices detrimental to consumers [40].

Consumer trust and confidence is an area that could have a bearing on customer
satisfaction and continued willingness to engage with the organisation, or its services
and products, especially those most likely to affect their privacy. All the organisa-
tion’s stakeholders, including customers and employees, should have confidence in
how the organisation handles data privacy. Customer trust (including that of employ-
ees) over an organisation’s data privacy practices and processes is essential for CPSs
and IoT project buy-in and support [35].

4.6  Respect for Consumer Privacy

Organisations are often criticised for pursuing profits at the expense of human rights
abuses and other societal effects [41]. Data privacy compliance can be one way to
practically demonstrate that an organisation are is concerned about and does have
respect for consumers, their privacy and by extension their human rights [36]. This is
one way to demonstrate organisational customer-centricity, especially for potentially
invasive technologies like CPSs and IoT.

4.7 Improved Service Provision

Access to personal information is important for the provision of services to individu-
als and is beneficial for statistical and research purposes. CPSs and IoT sensors can be
great sources for personal information related to service provision. Lawful processing
of personal information by organisations can benefit both organisations and data sub-
jects as it can result in better service provision [35]. Compliance with data privacy
laws empowers organisations to legally process personal information in the further-
ance of their objectives, which could in turn result in improved service provision for
the organisation’s clients.

4.8 Reducing Organisational Reputational Risk

An organisation’s reputation affects its ability to do business in an optimal manner.
Data privacy violations, or lack of data privacy compliance, can be a contributing
factor to an organisations’ reputational damage. Data privacy compliance can, there-
fore, reduce the exposure of the organisation to reputational risks resulting from CPSs
and IoT operations [38, 39]. Organisations can in turn be spared from data privacy-
related law suits, prosecutions, public outcry, regulatory sanctions, etc. A good name
remains one of the important attributes that organisations need and anything, includ-



ing privacy-related risks, that could adversely affect it has the potential to threaten
their very existence.

4.9 Improved Risk Management

Incorporating privacy into an organisation’s risk management processes strengthens
an organisation’s internal risk controls. Conducting a privacy risk assessment is a
legal requirement in terms of sections 19(2) and 109(3)(g) of the POPI Act [8]. Or-
ganisations can improve their risk management procedures by incorporating personal
data related risks, specifically those relating to CPSs or IoT. This would result in them
satisfying the requirement for risk assessments of personal information and conse-
quently be making inroads toward data privacy compliance. Data privacy compliance
can strengthen internal risk management in organisations [1].

4.10 Data Privacy Risk Minimisation

Organisations are increasingly exposed to privacy-related risks, especially in the form
of data breaches. Data privacy breaches could include information security breaches,
unlawful processing, inability to provide data subject access to personal information
where applicable, etc. The minimisation of data privacy risk is an advantage as it
reduces an organisation’s risk exposure. The volume and sensitivity of personal in-
formation that organisations manage increase their risk of data breaches. Putting sys-
tems in place to ensure that an organisation is data privacy compliant can greatly min-
imise potential data privacy breaches [38]. Compliance with the eight conditions for
the lawful processing of personal information [8] (see Table 1) could minimise organ-
isations’ exposure to data privacy-related risks. CPSs and IoT devices have particular-
ly been identified as high-risk targets for information security breaches and likewise
data privacy breaches [10, 11].

4.11 Reduction of Complaints and Disputes

It is in the best interest of any organisation to ensure that there is minimal stakeholder
dissent or dissatisfaction resulting from the use of CPSs and IoT to process personal
information. With section 24 of the POPI Act [8] empowering data subjects to dispute
the accuracy of collected personal information or lawfulness of the processing and
request its correction or deletion, organisations need to be privacy compliant and pre-
pared to support data subjects. Furthermore, section 74 of the POPI Act empowers
any person to lay a complaint with the Information Regulator [42] where they feel
that there has been interference with their right to protection of personal information.
Compliance with data privacy laws can greatly reduce privacy-related complaints
or disputes and/or assist with their speedy resolution [38, 39]. Data privacy compli-
ance may also reduce the risk of infringement by organisations and enforcement ac-
tion by the Information Regulator [39]. Reduced data privacy-related complaints and
disputes may save an organisation valuable resources and increase confidence [39].



4.12 Public Perception of Transparent Practices

In business, just as in life, perceptions are everything. Organisations need to be seen
to be transparent with people’s personal information by being open and clear about
their CPSs or IoT data processing activities. Demonstrating that an organisation is
transparent can boost its image in society and with its customers, which can in turn
result in greater public confidence [35, 43]. Automated decision-making (section 71
of the POPI Act [8]) and data subject access (sections 18 and 23 of the POPI Act) are
some of the areas where data subjects can witness an organisation’s transparency or
lack thereof. In terms of sections 17-18 of the POPI Act, the openness condition stipu-
lates that organisations or responsible parties should document details about their
processing operations and disclose certain information to data subjects. Organisations
therefore need to ensure that they are favourably perceived by the public as this can
improve their reputation. Privacy compliant practices can aid with this purpose.

4.13 Reduced Risk of Collateral Intrusion

CPSs and IoT technologies present a risk of capturing large amounts of information
about people indiscriminately. This risk is known as collateral intrusion as data sub-
jects other than those targeted can be affected, and even those targeted may not have
consented to the processing of their personal information. CPSs and IoT could lead to
the collection and processing of vast amounts of personal information that could re-
sult in adverse inferences towards data subjects. Compliance with data privacy condi-
tions or principles may reduce the risk of collateral intrusion [44]. This is made possi-
ble through mechanisms such as data minimisation, de-identification and others. The
perceived reduced risk of collateral intrusion is a benefit as it could lead to better
acceptance of CPSs and IoT technologies and a reduced likelihood of legal action as a
result of data privacy breaches.

4.14 Regulated Data Sharing

Data is central to the benefits associated with CPSs and IoT. It is also the main focus
of privacy laws. Organisations have a need to process data, some of which may be
personal information. It may also be in the nature of an organisation’s business to
have to share personal data. Compliance with personal data privacy laws can be an
enabler for lawful sharing, whilst the opposite may directly limit an organisation’s
operations. Information may be lawfully shared in compliance with the POPI Act’s
[8] eight conditions for lawful processing of personal information (see Table 1). It
may also be shared by relying on the further processing limitation condition, as per
section 15 of the POPI Act. Transborder transfer or sharing is regulated by section 72
of the POPI Act. Requests for access to personal information, which results in the
sharing of personal information, may also emanate from the process as set out in the
Promotion of Access to Information Act 2 of 2000 [45].

Data privacy compliance can, therefore, enable data sharing where the conditions
set out in the POPI Act [8] are met. Data sharing can be one of the advantages that
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organisations that comply with data privacy laws can legally enjoy, and shared data
can accordingly be afforded appropriate protection [39]. Data transfers may be diffi-
cult to avoid in CPSs and IoT technologies and should, therefore, be done in privacy
compliant ways. It is difficult for organisations to control or monitor what is done
with personal information once shared. As a consequence, being able to show that an
organisation took all reasonable measures/precautions before sharing personal infor-
mation can save organisations from liability or reduce their liability.

4.15 Better Data Security/Protection

Information security is very important for CPSs and IoT environments, more so when
dealing with personal information of natural and juristic persons. In terms of sections
19-21 of the POPI Act [8], one of the data privacy conditions or principles (see Table
1) is security safeguards. The security safeguards principle requires organisations to
take appropriate technical and organisational measures to protect personal infor-
mation. A focus on information security measures for personal data, in terms of sec-
tion 19 of the POPI Act, can help strengthen an organisation’s information security.
Information security is very important for CPSs and IoT environments, more so when
dealing with personal information of natural and juristic persons.

Many privacy breaches are likely to be as a result of information security breaches.
Adequate focus on information security is an advantage with respect to both infor-
mation security and privacy. Organisations would be less likely to be exposed to pri-
vacy breaches, which would in turn expose all their operations to scrutiny. Infor-
mation security is important to protect the organisation and data subjects, and also to
ensure that CPSs and IoT technologies are not hijacked to be used for nefarious pur-
poses.

4.16 Encourage Adoption of CPSs and IoT

Privacy has been identified as one of the challenges that plagues CPSs and IoT tech-
nologies and could affect their effective adoption [10, 11]. Data subjects and the pub-
lic at large are likely to be more amenable to CPSs and IoT technologies when they
perceive a level of transparency, are given adequate control over their personal infor-
mation and realise that an organisation takes their data privacy seriously [46].

This benefit is closely related to consumer trust, since buy-in would not exist
where there is no trust. Employee technology buy-in, as a result of clear data privacy
respecting practices, was identified as a benefit by some human resource specialists
during the development of the benefits. Privacy compliance can therefore support a
more enabling environment for the adoption of CPSs and IoT technologies.

4.17 Improved Trade Relations and Investment

Data privacy compliance has been identified as an area that can open up opportunities
in the trade space, especially from a transborder perspective, as certain regions or
countries prohibit trade when inadequate protection of personal information is pre-
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sent. For example, Article 43 of the GDPR [6] and section 72 of the POPI Act [8]
prohibit the transfer of personal information to third countries or international organi-
sations where there are no appropriate safeguards or adequate levels of protection in
place. Having appropriate safeguards or adequate levels of protection could therefore
eliminate barriers for organisations doing business across borders, at least relating to
data privacy, and may consequently attract investment.

An increase in investment opportunities and investor confidence regarding CPSs
and IoT is a possible benefit that could accrue to organisations as a result of data pri-
vacy compliance, especially in the age of the fourth industrial revolution, for which
these technologies are enablers. Proving that a particular device, product, service,
solution or project is data privacy compliant may, together with other factors, inspire
investor confidence. It would highlight competitive and compliance aspects that can
draw investor support and, thus, investment opportunities for CPSs and IoT initia-
tives. The opposite could negatively affect investment even for transactions unrelated
to personal information; a single area that exposes the organisation to risks can affect
unrelated investments.

4.18 Organisational Management Efficiency

An organisation that follows a proper privacy risk management process empowers its
management to effectively oversee the implementation of data privacy compliance. A
risk assessment report can provide management with a quick overview of what to
expect for data privacy compliance, without the need for them to be experts in privacy
law. This increased ability to provide more informed oversight is in the best interest
of privacy in general and organisations responsible for CPSs and IoT technologies in
particular.

5 Using the Benefits

This paper focuses on privacy compliance benefits, with a view to highlight the value
that organisations can derive as a result of data privacy compliance in relation to
CPSs and IoT. To effectively use the benefits provided, it is necessary to understand
organisational strategic priorities and the project scope. The project scope should then
lead to the identification of the value that the organisation can derive from the tech-
nology and the risks associated with the project. With the understanding of the project
scope, technological value, potential privacy risks and the organisation’s strategic
priorities, one can then identify data privacy benefits relevant for the CPSs or IoT
project and the organisation. The benefits can be based on the list of benefits provided
for in this paper or could be completely new benefits. This paper simply seeks to
stimulate thoughts (consideration) of benefits directly linked to privacy compliance.
The use and applicability of the benefits were demonstrated in a proof of concept
exercise on an IoT project at a South African organisation [34] and were found to be
representative of the benefits that would result from privacy compliance.
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6 Conclusion

This paper advocates for the protection of personal information as a human right to
privacy and as an exercise that can have potential value for organisations. Organisa-
tions are important stakeholders in the data privacy value chain. They therefore can-
not remain on the periphery of the privacy discourse and act as mere implementing
agents of the law through compliance. Their role has to be a form of active citizenry
that respects humanity, the rule of law and people’s right to privacy and self-
determination. As organisations take on a more active role in the privacy landscape,
there is inherent tangible and intangible value that accrues to such organisations. In a
world where organisations may be seen as being merely interested in profits, they
have a role to play in re-writing the narrative by actively taking steps to protect and
show respect for data subjects and thereby protect their own interests and standing in
society.

This paper presented a list of 18 data privacy compliance benefits for CPSs and
IoT technologies with the aim to highlight the value that organisations can derive
from data privacy compliance. The benefit-focused approach followed in this paper
goes beyond viewing privacy as a legal compliance obligation into demonstrating the
value that an organisation could derive as a result of privacy compliance. The list of
data privacy compliance benefits provided is not exhaustive and serves only as guid-
ance to locating the value for organisations through data privacy compliance. It is also
clear that many benefits from the list presented are quite generic and could reasonably
apply to any technology or data processing initiative.

Future work opportunities include further refinement and testing of the benefits. A
closer focus on data subjects and privacy regulatory authorities is another area worth
exploring.
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