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Abstract

The South African Constitution advocates the protection of personal information. Ev-

eryone has the right to privacy. This includes the protection of special information that

relates to an individual’s biometrics, health, religion, or sex life, to name a few. This

special information may be processed if it is necessary in law; if it is being processed for

historical purposes; or if it has already been disseminated in public by the data subject.

If the aforementioned conditions are not met, the processing of special information is

prohibited, unless the data subject has provided consent.

Given that health information is regarded as special information, consent must be ob-

tained from the data subject before it is processed. If the special information is accessed

by unauthorised parties it may influence decisions about the data subject’s employment,

access to credit, and education, and may even cause reputational or personal harm.

This research proposes an e-consent management approach which preserves the privacy

of health information. The utilisation of privacy laws and guidelines such as, but not

limited to, the Protection of Personal Information Act and the General Data Protection

Regulation are used to develop a privacy preserving e-consent model, architectural de-

sign and prototype.



The consent obtained from the data subject should be informed and voluntary. In

addition, the subject should remain an active participant throughout the processing of

his/her personal information. The e-consent management approach developed by the

research is beneficial to the data subject as it facilitates informativity, modifiability and

controllability while maintaining information security.
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Chapter 1

Introduction

1.1 Introduction

In a world with a population of 7.6 billion, 4 billion people have access to the internet [65].

Africa has seen the fastest growth rates, with the number of internet users increasing by

more than 20% each year [85]. In Africa, an individual is more likely to have access to

a cell phone service than to piped water, sewage, tarred roads or electricity [85]. The

decreasing cost of digital storage and the rise of Internet of Things (IoT) has led to the

creation of more data at a faster rate than ever before [130].

The ubiquitous nature of the internet means that over 2.5 quintillion bytes of data are

generated per day, equating to 10 million blu-ray disks [122]. Every minute, over 46

000 Uber trips are taken, 3.6 million Google searches are conducted and 103 million

spam emails are sent [72]. Given that over 50% of the world’s population has access to

the internet, there is a growing concern over the privacy of information that resides on

personal devices as well as in the cloud.

In 2013 and 2014 Yahoo was a victim of a data breach when 3 billion users’ information

1
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was compromised [28]. The information involved in the breach included full names, dates

of birth, email addresses, passwords, and security questions and answers [28]. Other on-

line services that have experienced data breaches include online dating services, online

shopping services (eBay), payment-processing service providers (Heartland Payment Sys-

tems), credit bureaux (Equifax), department store retailers (Target Stores), transporta-

tion network companies (Uber) and Sony’s PlayStation Network, where hackers gained

access to information such as purchase histories and credit card numbers [28]. In each of

these data breach events, millions of users were put at risk of identity and monetary theft.

Most of the time, consumers are unaware of how much data is collected about them

online. An individual’s political and ethnic affinity, as well as his or her background is

often tracked [132]. Cookies on visited websites aid the process of customised advertis-

ing [132]. With the use of technologies such as Bluetooth or Global Positioning System

(GPS), retailers are notified when a customer enters the store and they are provided

with information such as the customer’s income and how often he/she shops [132]. Ser-

vices such as Google have records of each user’s advertisement profile, all the software

applications each user has used, the user’s whole YouTube history, and Google search

queries, as well as all the places they have visited [29]. The risks of consumers’ data

being collected and used unknowingly by third parties is discussed in more detail in this

dissertation.

The remainder of this chapter is structured as follows: Section 1.2 introduces the problem

statement and outlines and details the research questions that will guide the research.

Section 1.3 provides the objectives of the research and Section 1.4 describes the research

methodology. The chapter concludes in Section 1.5 with an overview of the chapters

that will be covered in the dissertation.
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Giving individuals control over their information and what they choose to share should

be aligned with their right to privacy. This concept is inline with the problem this

dissertation aims to address, and is discussed further in the following section.

1.2 Problem Statement

In the age of computing, it is becoming more difficult to be in control of the level of

privacy of one’s information. Information that reside in an individual’s medical record

is private, and unwanted exposure of that information can lead to reputational harm

or emotional distress. There should be a natural understanding that the confidential-

ity of an individual’s medical record is maintained. In South Africa, privacy is a basic

human right, so a violation of that right is prohibited. Only healthcare staff who have

access to a patient’s medical record should be allowed to access it. Consent is not only

limited to the control an individual has over his/her information privacy but also allows

them to convey and document specific instructions that are related to their medical care.

Given that South Africa and the world are moving towards e-health, there is a need

for an approach towards privacy preservation through e-consent. This means that a

patient should be given access to an e-consent system for them to express their consent

directives. Thus, the problem this dissertation investigates is the efficient and practical

application of informed e-consent in e-health in South Africa.

The questions that will guide this dissertation are as follows.

• What is the current state of e-consent in healthcare? This question gives insight

into the degree of and utilisation of e-consent systems at healthcare facilities. The

accomplishments, challenges and opportunities surrounding e-consent systems are

identified, so that a redundant solution by this dissertation is avoided, and instead
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a new solution is developed that can improve upon aspects that are beneficial

to e-consent systems. This question also seeks to identify the perceived value of

e-consent to determine whether it is regarded as an essential function.

• What challenges do South African healthcare sector workers experience with re-

gard to e-health? This question identifies whether healthcare-sector workers are

equipped with the relevant information and communication technology skills re-

quired for them to work with existing e-health systems that are not necessarily

e-consent systems. Furthermore, this question seeks to evaluate if the level of

training given to the workers is sufficient; if there is sufficient access to Information

Technology (IT) resources such as the internet; and whether ongoing information

technology support is provided for those systems. This question also identifies

the opinions, attitudes and relationships that healthcare workers have of and with

e-health systems. If there are challenges that broadly affect e-health systems, it

is unlikely that these challenges will not affect an e-consent system. Thus, the

challenges that electronic health systems face are identified so that solutions to

mitigate the impact of these challenges are applied, where possible.

• How can privacy preservation legislatures such as the PoPIA be applied in e-consent

systems? This question seeks to identify the relationship between e-consent and

privacy regulations in order to observe whether privacy regulations affect the ap-

proaches taken in the development of e-consent solutions. Where limitations exist,

appropriate measures should be taken where necessary. In addition, instructions

from the relevant privacy legislature should be integrated into the developmental

life cycle so that an e-consent solution is developed inline with privacy laws in such

a manner that it is of value to healthcare subjects since it is developed with their

best interests in mind.

• In what way can interoperable e-consent systems be implemented in South Africa?
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This question seeks to identify the standards and implementation guidelines that

are available to facilitate the development of interoperable e-consent systems. The

significance of interoperability is that it allows different software applications to

communicate and exchange information with each other through the use of appli-

cable standards. There are many different e-health systems that exist in South

Africa. Consequently, knowing the tools that can aid interoperability means that

better communication is possible between different health software applications.

The issues identified in the problem statement are solved by a number of objectives

which are discussed in the following section.

1.3 Objectives

The main objective of this dissertation is to design and develop an e-Consent Manage-

ment System (eCMS) that facilitates customised privacy control for healthcare users who

make use of electronic healthcare systems. The specific objectives that are pursued as

part of the main objective are as follows:

• Analyse existing work on e-consent, interoperability, information security and pri-

vacy preserving legislature and principles.

• Conduct a research survey that will provide information on the current state of

e-consent in South Africa.

• Design an e-consent management system model.

• Develop a prototype of the e-consent management system model as proof of con-

cept.

The following section outlines the methods applied to achieve the objectives listed above.
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1.4 Methodology

The methods included for this research are the literature review, modelling and proto-

typing. A more detailed description of these methods follows.

• Literature review: A state-of-the-art literature review is conducted on e-health, e-

consent, information security and privacy legislature in the South African context.

A literature review provides the necessary background and helps identify the simi-

larities, shortcomings and opportunities from the relevant literature. Subsequently,

the knowledge acquired from the literature review is used to design the conceptual

model.

• Modelling: A conceptual model is a visual representation of an idea and it de-

scribes the semantics of a system at a high level. The knowledge obtained from

the literature review and the statistical results from the survey aid the design of

a conceptual model. The model presents an abstraction of the proposed system,

whose function is to facilitate customised privacy control for healthcare users using

electronic healthcare systems.

• Prototyping: A software prototype for the designed conceptual model is developed

using the relevant programming languages, application programming interfaces and

integrated development environments. Prototyping allows for a software artefact

to be developed and tested as specifications of the system are gradually obtained.

A prototype puts into practice the guidelines obtained from the literature and the

model; subsequently, the feasibility and shortcomings of the artefact are identified

when the prototype is used to simulate real-world situations.

The outline of the dissertation follows in the subsequent section.
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1.5 Dissertation Outline

This dissertation consists of eight chapters. The current chapter, Chapter 1, provides

an introduction to the study. A brief overview of the background to the research is

covered. Following this, the objectives of the study are discussed, and the problem

statement and research questions are outlined. The rest of the dissertation is organised

as follows:

Chapters 2 and 3 provide the literature reviews for the e-health, consent and privacy

concepts. The chapters provide the necessary background information for the areas of

interest discussed in the dissertation.

• Chapter 2 begins with a description of the South African healthcare system,

explaining that it comprises of the private and public healthcare systems. The

chapter continues to explain how the need for e-health has arisen due to the work-

force strain experienced by the public sector. Furthermore, the chapter discusses

the opportunities, challenges and solutions faced by e-health in South Africa. The

chapter also provides background on consent and explains the significance of ob-

taining informed consent from patients, as well as the repercussions for service

providers who do not respect the privacy of their patients. The chapter then in-

troduces electronic consent and discusses its advantages over written consent. The

rest of the chapter provides an overview of consent directive types, attributes and

controls.

• Chapter 3 covers information security with a specific focus on principles and

legislatures that are essential for privacy preservation such as the Protection of

Personal Information Act, the Health Professions Act and the General Data Pro-

tection Regulation. Information security and e-consent go hand in hand as both

concepts strive to ensure data privacy. Later in the chapter, the focus shifts to
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access control with a discussion of the types of access control techniques that exist

as well as which are better suited for e-consent systems. The chapter also pro-

vides a discussion of related work. The chapter compares the model and prototype

developed for the research against other literature studies which have conducted

similar work. Furthermore, the chapter identifies the ways in which the developed

prototype is better than other e-consent implementations.

Chapters 4 to 6 present the contribution of the research which includes the e-consent

management system model, design and the software prototype.

• Chapter 4 proposes a model for the e-consent management system. The model is

designed based on the information gathered from the literature reviews (Chapters 2

and 3). The model presents an abstraction of the proposed system, the function

of which is to facilitate customised privacy control for healthcare users that makes

use of electronic healthcare systems. The chapter also illustrates the architectural

design of the e-consent management system based on the conceptual model.

• Chapter 5 describes the implementation of the software prototype developed

based on the e-consent conceptual model. The relevant programming languages,

application programming interfaces (APIs) and integrated development environ-

ments (IDEs) are described. In addition, the standards and implementation guide-

lines that were used during the development process are mentioned.

• Chapter 6 demonstrates the consent directive life cycle, by way of a scenario, by

detailing its creation, retrieval, update and removal workflows.

Chapters 7 and 8 evaluate and conclude the research.

• Chapter 7 provides an evaluation of the designed model, architecture and de-

veloped software prototype. Furthermore, the benefits and shortcoming of the

research are discussed.



Chapter 1. Introduction 9

• Chapter 8 provides the conclusion of the dissertation and discusses future work.

The appendices provide the acronyms, and the publications derived from the research.

• Appendix A provides a list of the important acronyms used or newly defined in

the course of this work, as well as their definitions.

• Appendix B presents the publications that were derived from the work presented

in the dissertation.



Chapter 2

e-Health and e-Consent in South

African Healthcare

2.1 Introduction

Information and Communication Technologies (ICTs) have become considerably useful

over the years as they have played a role in improving the quality of life of individuals.

The ICTs use technologies such as the internet, wireless networks, cellphones and other

communication mediums [68] to generate, transmit, store and access data. An advantage

of ICTs is that they allow solutions to be reached much sooner than if they were done by

humans alone. Furthermore, ICTs allow effective and economical solutions to be realised

[58].

Given their resourcefulness, ICTs have been utilised to improve the quality of service in

areas such as agriculture [5], education [10], construction [93] and transportation [41].

The focus of this chapter; however, is the application of ICTs in the health context,

as well as how ICTs aid the advancement of quality healthcare. Formally, e-health is

defined as:

10
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“the combined utilisation of electronic communication and information technology to gen-

erate, transmit, store and retrieve digital data for clinical, educational and administrative

purposes” [102].

e-Health is further explored in the remainder of this chapter which is structured as fol-

lows: Section 2.2 describes the general state of e-Health in South Africa. Section 2.3

describes the concept of electronic consent in the healthcare context. The chapter con-

cludes with a summary in Section 2.4.

2.2 South African Healthcare System

This section provides an overview of the South African healthcare system, as well as a

discussion of the significance of e-health in South Africa.

The South African healthcare system comprises the private and public healthcare sys-

tem [116] where there are approximately 4 200 public and 800 private healthcare facili-

ties [55]. The public healthcare system serves a significant proportion of the population,

but is consistently underfunded and understaffed [116]. About 21% of doctors work for

the public sector [116], leaving it poorly resourced and under pressure to serve 82% of

the population [104].

In contrast, the private healthcare system attracts 79% of the country’s healthcare pro-

fessionals as it tends to offer better salaries and better working conditions [76]. Table 2.1

shows the ratio of healthcare practitioners to patients in each of the country’s provinces.

From Table 2.1, it can be observed that, in each of South Africa’s provinces there is an

understaffing problem of doctors and nurses as - on average - there is one doctor available

for every 4 024 patients and one nurse is expected to treat 807 patients. The private
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Province Patient-to-doctor ratio Patient-to-nurse ratio

Eastern Cape 4 280 to 1 673 to 1

Free State 5 228 to 1 1 198 to 1

Gauteng 4 024 to 1 1 042 to 1

KwaZulu-Natal 3 195 to 1 665 to 1

Limpopo 4 478 to 1 612 to 1

Mpumalanga 5 124 to 1 825 to 1

North West 5 500 to 1 855 to 1

Northern Cape 2 738 to 1 869 to 1

Western Cape 3 967 to 1 180 to 1

South Africa 4 024 to 1 807 to 1

Table 2.1: Public sector patient-to-doctor and patient-to-nurse ratios by province, 2015 [116]

healthcare system has the added benefit of accommodating high-income individuals who

are usually members of medical aid schemes [76]. In order to bridge the gap between

the quality of healthcare for patients who use public and private healthcare services, the

South African government plans to adopt the National Health Insurance (NHI).

The NHI aims to provide quality and affordable healthcare for all South Africans based

on their health needs, irrespective of their socio-economic status [121]. South Africans

will be taxed for the NHI service and their contributions will be used to improve and

maintain the quality of service of healthcare in the country.

Until the vision of the NHI is realised, factors that contribute to the low quality of health-

care in South Africa are the challenges that come from staff shortages, poor management

and weak healthcare [102]. In parts of the country where there is no access to health

facilities, e-health technologies can assist those communities by providing equivalent or
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similar aid [74, 104]. The following section discusses the benefits that are available when

e-health technologies are adopted.

2.2.0.1 e-Health Opportunities

e-Health can be used to bridge the gap between developing and developed healthcare

facilities [101, 102]. The use of ICT solutions in healthcare provide the following bene-

fits [74, 102]:

Enhanced quality of healthcare:

• Telemedicine and mobile medical care and health management;

• Blood information management.

Reduced costs:

• Anti-counterfeit of medical equipment and medication;

• Medical equipment and medication traceability.

Elimination of errors:

• Real-time monitoring;

• Error prevention mechanism of pharmaceutical preparations;

• Neonatal anti-theft;

• Alarm systems.

Quicker healthcare:

• Information sharing.
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Improved storage and access of health-related information:

• Patient information management;

• Medical emergency management;

• Medication storage management.

The use of e-health systems saves time and lives, while reducing nurses’ workload [102].

Integrating ICTs into healthcare also allows for the data collected to be used for anal-

yses, thus allowing for better decision-making, resource allocation, taking preventative

measures and reducing operational costs [35]. However, even when ICT solutions are

implemented, their value can only be realised if they are effectively and consistently used

by the people for whom they were intended.

Two variables affect the effective use of ICTs: the Perceived usefulness (PU) and the Per-

ceived ease of use (PE) [102]. The PU refers to end-users appreciating the need for the

ICT and the PE refers to how easily an end-user can use a system [80]. If the PU

and the PE are absent, the benefits of ICTs cannot be sufficiently realised because its

end-users do not value the technology or simply do not use the system because it is too

complex; or there is a lack of user training and knowledge transfer [102].

Challenges to the adoption of e-health systems in South Africa include the absence of

ICTs at healthcare facilities, staff lacking ICT-related skills and old and unreliable com-

puter equipment [104]. Additionally, 72% of physicians fear that that e-health systems

may lead to frequent downtime, and 64% of them believe that productivity may be

hampered. However, there is a willingness by staff members to learn to use e-health

systems [104].
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The next section provides an overview of e-health solutions that are currently adopted

in South Africa.

2.2.0.2 General e-Health Solutions

The ICT methods that are currently available in e-health [102] include, but are not

limited to, the following:

• Electronic Health Record (EHR): An electronic version of a patient’s medical in-

formation which is easily shared among authorised healthcare personnel.

• Health Information System (HIS): Any system that captures, stores, manages or

transmits information related to the health of individuals or the activities of or-

ganisations that work within the health sector.

• Telemedicine: The remote diagnosis and treatment of patients by means of telecom-

munications technology. Telemedicine is particularly significant for communities

in South Africa where the nearest hospitals and clinics are located far away from

them.

• Patient portals: A secure online website that gives patients convenient, 24-hour

access to personal health information from anywhere with an internet connection.

• Smart cards: A device with the dimensions of a credit card that uses a small

microchip to store and process data, specifically healthcare data in this context.

The above solutions are not well known or widely used in developing areas of South

Africa [102] due to technological and non-technological challenges [123] exacerbated

by the absence of a uniform approach to healthcare [102]. The lack of standardisation

and integration with ICTs brings barriers to the potential that ICTs can provide [102].
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Other factors include the lack of ICT equipment, ICT-related skills and adequate mainte-

nance [102, 110]. However, the South African government is still attempting to develop

solutions that can mitigate these challenges.

2.2.0.3 Current South African e-Health Solutions

Some of the ICT implementations currently used by the South African Department of

Health are listed below.

• Pharmacy Dispensing Unit (PDU): This is a self-service machine where patients

obtain their prescription medication [109] in a manner similar to that in which

money is withdrawn from an Automatic Teller Machine (ATM). To use the ma-

chine, the patients scan their Identity Document (ID) or insert a pharmacy card

(received during registration) and enter the required Personal Identification Num-

ber (PIN) [115]. The medication is then dispensed robotically, based on the selected

prescription, eliminating the need for patients to wait in long queues [92]. The PDU

system is run by qualified pharmacists who load the prescriptions onto the system

and are available through video conferencing during the transactions [109].

• Stock Visibility System (SVS): This is a mobile application that reports medicine

availability information at primary healthcare facilities [54]. A facility smartphone

camera scans the medicine barcodes and automatically updates stock levels ac-

cordingly ensuring that medication is timeously ordered and that stock-outs at

primary healthcare facilities are reduced [54]. The system helps with demand

planning which is particularly important for millions of South Africans who rely

on Antiretroviral (ARV) and Tuberculosis (TB) medications [54]. In addition,

the SVS assists government in accurately budgeting for healthcare and prevents

supply chain mismanagement [63].

• MomConnect: This is a free Short Messaging Service (SMS) service that provides
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pregnant mothers with regular foetal development updates and reminders for clinic

appointments in all 11 official languages [105]. One of the objectives of the ser-

vice is to help reduce the prevalent maternal and child mortality rate in South

Africa [44]. Once the baby is born the service updates the mother for up to a year

with information on topics such as breastfeeding, when the baby should begin eat-

ing solids, immunisation and family planning [44]. Over 1 770 000 unique mobile

phone numbers were registered on the service by 2017 [105].

• Medication Adherence App: This is a mobile application that reminds users when

to take their scheduled medication and when their next visit to a clinic or hospital is

scheduled [91]. Human Immunodeficiency Virus (HIV)-positive pregnant mothers

can be reminded to take their medication if they have forgotten in order to prevent

mother-to-child transmission [91]. Given that an estimated 7.7 million people in

South Africa are infected with HIV (the highest number in the world) [69], the

medical adherence application is essential in helping users undertake ARV therapy.

• Health Patient Registration System (HPRS) - This is an electronic system for the

registration of patients at healthcare facilities across South Africa [125]. Each

patient added on the HPRS is assigned a unique patient identification number

- also known as the Master Patient Index (MPI) [64]. Using the MPI, all the

demographic information linked to the patient can be identified and the MPI can

be linked to a patient’s EHR [64]. The HPRS is installed in at least 3 000 clinics

and has registered at least 44 000 000 patients in the country [77]. The system is

considered to be the most reliable source of patient demographic information [125].

• Mothers2Mothers (m2m): This is a service that connects new HIV-positive moth-

ers to experienced mentors to help expectant mothers during their pregnancy and

after delivery [9]. Through the “Electronic Client Appointment Diary”, mentor

mothers (who are HIV-positive women) help their mentees adhere to drug regi-



Chapter 2. e-Health and e-Consent in South African Healthcare 18

mens by providing supportive supervision [20]. Given that females aged 15 to 24

account for 74% of new HIV infections compared to 26% of their male counter-

parts in sub-Saharan Africa [20], the m2m programme is essential in educating

these women on HIV when they fall pregnant so that they do not infect their

babies. It also reminds them to take the necessary drugs to prevent mother-to

child-transmission.

• B-Wise: This is a youth-focused online service that was launched in 2015 to provide

young South Africans with information and expert advice on topics such as sexually

transmitted diseases, substance abuse and psychological health [87]. The users can

post questions related to their health and receive answers from experts within 48

hours [87] In 2016, B-Wise had over 58 600 users and submitted 526 questions and

comments to health experts and [87].

In 2013, there were at least 42 different HISs in operation in the public healthcare sec-

tor [125]. While the presence of the abovementioned ICT implementations (and the

previously mentioned 42 HISs) do not yet work together in a completely homogeneous

way, they afford end-users the benefits that are intended by the e-health practice. These

benefits improve the quality of service that is provided to healthcare users. The growing

acceptance, use and understanding of e-health will ensure that the level of healthcare

improves in South Africa.

The next section provides an overview of electronic consent in healthcare. A descrip-

tion of healthcare e-consent directive components follow, namely the formats, types,

attributes and controls.
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2.3 e-Consent in Healthcare

Health Information Systems (HISs) have enabled healthcare staff to gain easier access to

patient information. However, they have also introduced the risk that patient informa-

tion may be accessed by unauthorised personnel [25]. For this reason, patients should be

informed not only why their data is being collected, stored and processed, but also who

is accessing it [19]. Such a requirement needs to be enforced through consent policies

that allow the patient to permit or deny the disclosure of particular medical information

from particular personnel [17, 25, 49]. Patients can choose who may access their medical

information such as their HIV/AIDS status, previous abortions, substance abuse, psychi-

atric illnesses and genetic predisposition to diseases [34, 38, 94]. The improper disclosure

of such sensitive information can influence decisions about a patient’s education, access

to credit or employment, and may even expose the patient to reputational or personal

harm [38, 100].

Informed consent is a constitutionally protected right in South Africa; yet, a knowledge

deficit exists in terms of the laws and regulations of the country [24]. In the case of

Minister of Safety and Security v. Xaba, the court refused a court order request by the

police for the extraction of a bullet to be used against the accused as evidence connecting

the accused to a motor vehicle hijacking [24]. The decision was made because the court

order would violate the accused’s right to security and control of one’s body [24].

An HIS has the obligation to protect a patient’s consent rights [19], and when the effec-

tive enforcement of consent directives prevents undue disclosure of information, patients

gain greater trust in electronic health record systems [53]. In addition to ensuring the

privacy of patient data, obtaining informed consent reduces medical errors such as in-

correct medical dosages and consequently reduces the number of medical malpractice

claims [127].
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South African doctors have cited challenges in the handwritten or verbal informed con-

sent process. These have included language and cultural barriers, the lack of interpreters,

and workload and time constraints [24]. A high workload prevents a doctor from spend-

ing more time explaining procedures even though doctors acknowledge that, ideally, at

least 30 minutes should be spent counselling a patient and allowing enough time for

questions and clarifications [24]. While doctors have a basic understanding of informed

consent requirements, their practical implementation is lacking [117]. About 24% of

doctors spend less than five minutes informing the patient, while 53% of doctors spend

between five and ten minutes informing a patient [24]. Furthermore, doctors have found

the current consent forms to be inadequate because they do not provide the opportunity

to explain the detailed complications of a procedure [24]. Patients agree to a procedure

even though they do not understand its full implications [59]. A tailor-made consent

approach may improve the patient’s understanding [59]. Only 21% of doctors disclosed

all the risks to a patient [24], while 78% of patients want to know all material risks [23].

Additionally, doctors found that the forms do not consider cultural values, language and

privacy [23].

In healthcare, e-consent is the agreement given by a patient through electronic media

for medical processes. The e-consent of a patient is represented through his/her set of

consent directives, where a consent directive is defined as an instruction given by a pa-

tient to a healthcare provider. Besides permitting or prohibiting the collection, access,

use and disclosure of private health information, three other forms of consent directives

exist: medical treatment consent, research participation consent, and advanced care

consent. It is imperative that a patient’s consent be unambiguous, informed and given

freely [1, 49, 67] – furthermore, it must be as easy to revoke consent as it is to give it [67].
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Consent is considered informed when the patient is provided with sufficient information

on the relevant processes, when adequate opportunity is given to the patient to consider

alternative options, and when all the patient’s questions have been answered [62].

2.3.1 e-Consent Healthcare Directive Components

This section discusses the components that comprise a consent directive; specifically,

its formats, types, attributes and controls. The application of the consent directive

components ensures that the requirements of a consent directive are easily identifiable

and fulfilled.

2.3.1.1 Consent Formats

This section discusses the three formats of consent: implied, verbal and written [46].

Implied consent is the most frequently applied in the day-to-day functioning of a health

facility, followed by verbal consent and then written consent [47]. An overview of the

three consent formats follows below.

2.3.1.1.1 Implied Consent

Implied consent is given when the patient indicates agreement to a health practitioner’s

instructions (e.g. extending the arm to provide a routine blood sample for testing; tak-

ing or swallowing medication provided; attending an appointment for the purpose of

receiving information or advice regarding the management of a current condition) [46].

Implied consent is only used for common and non-invasive procedures [47], such as the

ones mentioned above.
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2.3.1.1.2 Verbal Consent

Verbal consent is when oral confirmation is given for a low-risk treatment or proce-

dure [46]. Examples of procedures that may only require verbal consent include chest

X-rays, the insertion of a catheter, the application of wound dressings and the examina-

tion of genitals or the rectum [47]. Verbal consent is recorded in the patient’s medical

record [47].

2.3.1.1.3 Written Consent

Written consent is where the patient signs a document to confirm that he/she has en-

tered into an agreement for a high-risk treatment or procedure [46]. Written consent

is further categorised into paper-based and electronic formats. With the introduction

of e-health, physical signatures are no longer compulsory, and electronic signatures or

activities such as ticking a box are acceptable [74]. Electronic consent can also be re-

alised through tele-consent, where video media are used to facilitate the consent process.

Even with the adoption of e-health, patients still give written consent primarily through

the signing of physical documents [34, 62, 127]. However, the continued use of physical

documents is not ideal. Paper and printing costs are expensive due to the manual nature

of the printing process [127]. Physical documents make patient information difficult to

store, search and retrieve [62], and it is difficult to enforce access control for physical

documents as they are more easily accessible for healthcare staff on the premises as they

work there [34]. Furthermore, forms filled in by hand are often incomplete, inaccurate or

illegible. This hinders instructions on the form from being carried out [108]. In contrast,

an electronic consent management system is considered a more efficient and reliable ap-

proach [33] as it is less expensive, more secure and the directives are captured and stored

electronically making them easier to retrieve and apply.

The next section describes the category of reasons for which consent may be required.
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2.3.1.2 e-Consent Directive Types

In e-health, four directive types exist, as listed below, where each directive type has its

own set of requirements [50].

• The privacy directive involves the collection, access, use or disclosure of patient

information such as demographic data and medical history.

• The medical treatment directive is an agreement to undergo or reject specific med-

ical treatments such as surgery, non-routine blood tests and high-risk drug admin-

istration.

• The research participation directive involves clinical trials and information gather-

ing. A research participant should be informed of the scope, risk and duration of

the study, as well as how his/her information and/or tissue or blood samples may

be used.

• Advanced care directives include do-not-resuscitate orders, do-not-intubate orders

and other end-of-life directives that may relate to the patient’s values and beliefs.

The next section provides an overview of e-consent directive attributes.

2.3.1.3 e-Consent Directive Attributes

An e-consent directive should also specify the subject of care, the grantee, the purpose

and the time period covered by the consent. The components of an e-consent directive

should satisfy the following questions [50]:

• Who is the subject of the directive?

• For which purpose is the e-consent is?

• Who is requesting the e-consent?
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• How long will the directive be valid?

• What are the stipulated terms and conditions?

The next section discusses consent directive controls.

2.3.1.4 e-Consent Directive Controls

Healthcare users have expressed the need for greater control over their consent direc-

tives [74]. This can be accomplished by adopting an individualised and transparent

approach for each patient. Consent forms should be tailored for each patient [108] so

that each component on the form is non-generic, relevant and complete. The patient

should be able to express any of the consent controls, such as “no consent”, “opt-in”,

“opt-in with exceptions”, “opt-out” or “opt-out with exceptions”. This freedom is simi-

lar to social media privacy control settings and, coupled with transparency and usability,

autonomy is given to the healthcare user.

2.4 Summary

This chapter provided an overview of the structure of the South African healthcare sys-

tem, highlighting the underfunding and understaffing strains faced by the public health-

care system. The section that followed discussed the benefits e-health brings to health-

care, such as the enhanced quality of care, reduced costs, elimination of errors, speeding

up of healthcare services and better storage and access of health-related information. In

the subsequent section listed and discussed e-health solutions that are currently adopted

in South Africa.

Thereafter, the section that followed provided an overview of electronic consent in health-

care. A description of healthcare e-consent directive components followed, namely the
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formats, types, attributes and controls. The next chapter concludes the literature review

component of this paper by providing the necessary background on information security.



Chapter 3

Information Security and Privacy in

Healthcare

3.1 Introduction

Patients are the rightful owners of data that resides in Health Information Systems

(HISs), subsequently they may decline to disclose information that they feel may lead to

discrimination or stigma [36, 40]. When patient data is protected, patients gain greater

trust in e-health systems and healthcare professionals [42, 66, 124]. Beyond personal

healthcare, information obtained from a patient’s health record may be used for medical

research, marketing or life insurance purposes [107]. Giving individuals control of their

health information increases the quality and reliability of health data and it reduces the

occurrence of malpractice. When the quality and reliability of health research data is

improved, the quality of healthcare is ultimately also enhanced [51].

An e-consent system needs to function beyond its responsibility to manage consent di-

rectives. It also needs to be supported by security services and mechanisms that prevent

unauthorised access to patient information [25]. Such security services ensure data confi-

26
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dentiality, data integrity, as well as data availability [25, 70]. The aforementioned security

services are also known as the CIA (confidentiality, integrity, availability) triad and are

the pillars of information security [86]. More fine-grained security services are known

as identification and authentication, access control (also known as authorisation), non-

repudiation and information privacy. Security services are implemented through security

mechanisms, where some examples include password protection, encryption, hashing and

audit trails, which are used to monitor fraud and abuse, and to prevent the unauthorised

use and disclosure of data [51, 66, 124]. These approaches are essential, as insufficient

data protection may subject a patient to embarrassment, social stigma and discrimina-

tion [42].

The remainder of this chapter is structured as follows: Section 3.2 provides an overview

of information security services and their significance in the e-health context. Auditing

in HISs is discussed in Section 3.3 as a means to facilitate accountability and the chapter

concludes with a summary in Section 3.5.

3.2 Information Security Services

Information security is the practice of defending information from unauthorised access,

use, examination, disclosure, modification, copying, moving, or destruction. [81]. In-

formation security is achieved through the application of specific fundamental security

services, namely identification and authentication; access control; confidentiality; in-

tegrity; non-repudiation; availability and information privacy [86]. These concepts are

discussed in the subsequent sections where each section begins with a definition of the

security service followed by the mechanism(s) that can be used to achieve the service.
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3.2.1 Identification and Authentication

Identification and authentication refers to the process where a known individual on a

system is identified and it is verified that he/she really is who he/she claims to be [86].

Once the individual is successfully identified and authenticated they may be given access

to the system.

Common identification and authentication mechanisms include, but are not limited to,

the following [86]:

• Usernames and passwords: A username is the name given to a user to uniquely

identify him/her on a computer system and a password is a string of characters

used to verify the identity of a user when they try to access the computer system.

• Logon tickets: A ticket is issued to the user when he/she logs onto an application.

If the user then tries to access a different application, he/she does not need to login

again if the applications are linked to each other.

• X.509 certificates and public key infrastructure: These are used to verify that a

public key belongs to the same computer or individual specified on the certificate.

• One-time passwords: passwords that can only be used once to access a computer

system or resource, and then expire and can not be used again.

• Biometrics: Fingerprint, facial and retina scanning are some of the ways biometrics

are used to uniquely identify and authenticate an individual attempting to access

a computer system.

• Multi-factor: This is a technique of using two or more of the methods listed above

during the identification and authentication process. The multi-factor approach

is also referred to as “strong authentication” [113], as using a minimum of two
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identification and authentication mechanisms increases the likelihood that the in-

dividual accessing the system really is who he/she claims to be. During the strong

authentication process, the user may be required to present something they have,

e.g. his/her biometrics and something they know, e.g. his/her password [113].

The application of these common identification and authentication mechanisms ensures

that only known individuals will be allowed to log on to an HIS [86].

Once a user has been identified and authenticated, he/she is given access to certain func-

tionalities of the system based on privileges or responsibilities they have. This process

is facilitated through the application of access control, which is the next information

security service to be discussed in the following section.

3.2.2 Access Control

Access control (also known as authorisation) is a security service that limits access to

patient information based on restrictions enforced by the HIS [129]. Patient information

on an HIS may include confidential information, such as laboratory results, daily drug

administration and physician notes [107]. Through the use of access control, HIS users

are only allowed to access the patient information necessary for them to do their jobs,

as such doctors will have access to clinical data, while their secretaries will not [107].

The main types of access control mechanisms available are as follows:

• Mandatory access control: all access to resources is strictly controlled by the oper-

ating system based on system administrator-configured settings. It is not possible

for users to change the access control of a resource [114]. The operating system

will not give a user access to a program or file if he/she does not meet the security

clearance to access the resource [26].

• Discretionary access control: This allows each user to control access to their own
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data [114]. Operating systems such as Windows and Linux allow users to specify

the access privileges of their files [26], such as read, write and execute.

• Role-based access control: This assigns permissions to particular roles in an organ-

isation. Users are then assigned particular roles [114]. As an example, roles for

clinical staff and registration staff will differ and. as such, they will not have the

same access to resources. Clinical staff may have access to medical records while

registration staff will not.

• Rule-based access control: Access is permitted to resource objects based on a set

of rules defined by a system administrator [114]. These rules are usually based on

conditions such as location and time of day. Both rule-based access control and

role-based access control can be combined to enforce access policies [97].

• Attribute-based access control: Access is permitted through the evaluation of a set

of rules, policies and relationships using the attributes of users [97]. As an example,

attribute-based access control would require users who are: (1) type employee;

(2) belong to the Human Resources (HR) department would have access to the

HR/payroll system; and (3) during work hours that are within the appropriate

timezone [21].

Once a user is authenticated and authorised on a system, a further requirement would

be to ensure that the information that the user interacts with remains confidential and

is only useful to the intended recipients. The next section discusses confidentiality as a

security service, as well as some of the security mechanisms that can be used to facilitate

it.

3.2.3 Confidentiality

Confidentiality is the protection of personal information shared with an individual (such

as a physician, therapist or attorney) that cannot be disclosed to third parties without



Chapter 3. Information Security and Privacy in Healthcare 31

the consent of the patient or client [37]. Confidentiality differs from privacy in that

privacy refers to an individual’s right to control his/her personal information from the

public. whereas confidentiality is an agreement between the individual and a range of

authorised persons on how information will be used [103].

Confidentiality is implied for a doctor-patient relationship. Subsequently, if the doctor

asks a pharmacist to fill a prescription for a patient’s ailment it would not be a breach of

confidentiality. However, a doctor informing a patient’s boss of the patient’s ailment is

a breach of confidentiality, as the doctor has not kept the patient’s information secret [37].

In the context of e-health, confidentiality can be extended to refer to a person, process,

or program that is authorised to access a data item in a particular way [86]. Confiden-

tiality can be accomplished through the implementation of the encryption mechanism.

Encryption is an information security mechanism where cleartext is scrambled into a

ciphertext using an algorithm and key(s). In order to change the ciphertext back to

cleartext, the corresponding key(s) need to be used to unscramble the text.

The types of encryption mechanisms include the following:

• Symmetric: Both the encrypter and decrypter have access to the same public key

to scramble and unscramble the text [11], this is analogous to all members in a

household having the same key to open the lock to the front door. An example

of symmetric encryption is Advanced Encryption Standard with Galois/Counter

Mode (AES-GCM). The GCM is an AES mode of operation accepted by the Na-

tional Institute of Standards and Technology [131]. The GCM can detect any

modifications to information regardless of accidental or malicious intent [2]. Infor-

mation integrity is ensured by applying a universal hash function and the encrypted

text contains the ciphertext, authentication tag and the initialisation vector [2].
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AES-GCM is the focus of this research.

• Asymmetric: The encrypter and decrypter have access to different keys where the

decrypter uses a paired private key to unscramble the text [11]. Instead of the same

key being used to encrypt and decrypt the message (as in symmetric encryption),

there is a private key to which only the decrypter is privy. This means that, even

if the public key used to encrypt the message is revealed, the message cannot be

decrypted without the private key.

• Homomorphic: Unlike symmetric and asymmetric encryption, homomorphic en-

cryption that ensures scrambled text can be worked on without compromising its

encryption. The structure of the original text is maintained even when it is in its

ciphertext form [98].

Encryption is significant in e-health as patient information should remain in a state that

is not usable for unintended recipients whether, they are people, processes, or programs.

In addition to encryption, it is important to ensure the integrity of information. Integrity

is the next information security pillar to be discussed in the following section. It is a

security service that ensures that the information is not modified in an unacceptable

way.

3.2.4 Integrity

Integrity refers to information that is “precise, accurate, unmodified, modified only in

acceptable ways, modified only by authorised people, modified only by authorised pro-

cesses, consistent, internally consistent, meaningful and usable” [86].

A system that can provide integrity as a security service means that all its information

and communication remain in the condition intended by the originator.
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Integrity can be achieved through a security mechanism called hashing. A hash is a value

generated from a string of text using a mathematical algorithm [111]. Hashing differs

from encryption in that the text cannot be unscrambled. Common types of hash algo-

rithms include Message Digest 5 (MD5), Secure Hashing Algorithm (SHA) 1 and Cyclic

Redundancy Check (CRC) 32.

Using the MD5 hashing algorithm as an example, the string “Your application has been

accepted” can be hashed to the string “2354008942e1a457cfffe67e24964afc”.

The significance of hashing is that even when a single character changes within the orig-

inal string, the hash of the string changes completely as is deliberately intended by the

hashing algorithm. If the original string is changed to “Your applicatioN has been ac-

cepted” (note that the last letter of the second word is now upper case), then the hash

changes to “0630226874cb7da4d0b0c4f9c7398170”.

Hashing can be used to ensure integrity as per a brief example described below, where

User A sends a message to User B [111]:

1. User A writes a message and generates a hash (referred to as the original hash) for

it, using one of the hashing algorithms, and then sends the information to User B.

2. User B receives the communication and creates a hash of the message using the

same hashing algorithm as User A.

3. User B then compares the original hash from the communication from User A and

the hash he/she has just generated. If the two hashes are identical, the message

was not altered.
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An HIS that strives to maintain data integrity ensures that all medical and administra-

tive data that resides in it is correct and can be trusted.

While integrity is a security service that ensures that communication has not been al-

tered, a different security service is required to validate that the communication was

indeed sent by the originator. The next section discusses how non-repudiation is used

as a security service to facilitate authenticity.

3.2.5 Non-Repudiation

Non-repudiation refers to the ability of a system to confirm that a sender cannot convinc-

ingly deny having sent something [86]. Non-repudiation provides proof of the origin and

integrity of the data, therefore, making the successful denial of who or where a message

came from or its authenticity difficult [27].

A common security mechanism that can be used to facilitate non-repudiation is a digital

signature. A digital signature is the electronic equivalent of a person’s physical signature

and it can facilitate non-repudiation as an individual cannot deny the authenticity of

his/her signature on a document or having sent the communication [27]. Digital signa-

tures are based on asymmetric cryptography, where the individual who creates the digital

signature uses his/her private key to encrypt the information, and only the paired public

key can be used to decrypt the information. This process is illustrated in Figure 3.1.

The example below expands the example that was previously introduced in Section 3.2.4,

where hashing was illustrated as a security mechanism to achieve integrity. In the ex-

ample below, User A is still sending User B a message. However, in this example,

we illustrate how asymmetric encryption is used in digital signatures to achieve non-

repudiation.
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Figure 3.1: The use of a digital signature for non-repudiation [31]

1. User A generates his/her private and public keys using an asymmetric encryption

algorithm.

2. User A writes a message and generates a hash for it.

3. User A encrypts the hash using his/her private key and sends the message (which

is now signed with the encrypted hash) to User B.

4. User B decrypts User A’s hash using User A’s public key.

5. User B creates a hash of the message using the same hashing algorithm as User A

did.

6. User B then compares the original hash from the communication from User A and

the hash he/she has just generated, and if the two hashes are identical, the message

was not altered.
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In addition to non-repudiation, an HIS needs to ensure that its authorised users can

access and utilise its resources when its users should have access to it. Furthermore,

a system should guard against security attacks that affect the level of functionality of

the system. This security service is referred to as availability and is discussed in the

following section.

3.2.6 Availability

Availability refers to the guarantee that authorised persons, processes and programs can

get reliable access to information or a service [81].

A service is available if [86]:

• it is present in a usable form;

• it that has capacity to meet the requester’s needs;

• it is making progress without errors; and

• it is completed in an acceptable period of time.

Availability is compromised if the system’s hardware fails or its operating system envi-

ronment is compromised.

Security mechanisms that can facilitate availability, include but are not limited to, the

following [45]:

• Redundancy and over-provisioning: Redundancy refers to the presence of backup

resources that can be made available for use in the event of a security attack.

Over-provisioning refers to maintaining a system that can handle a greater load

compared to how it functions under normal conditions. This can be achieved

through the use of powerful servers and faster network connections.
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• Detecting active attacks on availability: Early detection and quick reaction to avail-

ability attacks by system administrators can mitigate the effects of the security

attack.

• Fail safe: If the HIS is compromised, only the components under attack should be

affected.

• Scalability: Having an HIS that is scalable means that adding more resources such

as servers and bandwidth, will ensure that the system can support the amount of

users that utilise it.

An HIS that strives for availability ensures that healthcare staff can access the resources

they need at all times, subsequently providing patients with the required quality of ser-

vice.

The sections thus far have discussed the technical approach towards ensuring information

security. The following section discusses information privacy in the context of e-health,

as well as which regulations and laws support the protection of patient health information

and the application of patient consent.

3.2.7 Information Privacy

Privacy is the freedom from intrusion of an individual’s personal matters (such as a

medical examination or activities within a home), personal information or any action for

which an individual may have the reasonable expectation to deem private [37]. Infor-

mation privacy usually refers to personal data stored on computer systems. This may

include financial records, criminal records, political records, website data and medical

records [112].
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Privacy differs from confidentiality in that privacy refers to an individual’s right to con-

trol his/her personal information from the public, whereas confidentiality is an agreement

between the individual and a range of authorised persons on how information will be

used [103].

Regulations and Acts can be used as mechanisms that enforce information privacy as a

service. Some of the South African laws that are in place to protect the rights of indi-

viduals include the Health Professions Act and the Protection of Personal Information

Act, which are discussed further in the following sections.

3.2.7.1 Health Professions Council of South Africa

Patients are the rightful owners of their data and statutory bodies such as the Health

Professions Council of South Africa (HPCSA) (established in terms of the Health Pro-

fessions Act) aim to protect the public and guide the professions [52]. In healthcare, the

implications for practitioners who do not pay proper regard to the privacy of their pa-

tients include sanctions from the HPCSA, breach of privacy lawsuits, monetary penalties

or even imprisonment [18]. Examples of privacy violations in healthcare include student

nurses who capture and share pictures of patients, and health practitioners who may

mistakenly disclose patient information without the consent of their patients [84]. Acts

such as the Health Professions Act exist to protect patients and ensure that healthcare

staff conduct themselves in accordance with the law.

3.2.7.2 Protection of Personal Information Act

The South African Protection of Personal Information Act (PoPIA) is there to protect

the processing of information by public and private bodies and to prevent the abuse of

personal information by individuals and corporations [18]. The Protection of Personal
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Information Act (PoPIA) was partially enacted in 2013. However, it is yet to fully

commence due to delays in appointing an Information Regulator and fully enabling its

mandate and powers [118]

Obtaining patient information is an integral function of healthcare and it is not ille-

gal provided that patient confidentiality is maintained and patient information is pro-

tected [18].

In accordance with PoPIA, examples of illegal patient information processing include

the following [18]:

• Taking a photograph with a mobile device of a patient’s body without his/her

consent.

• Taking a photograph with a mobile device of a patient’s hospital record and not

ensuring that the image is securely stored.

• Storing patient information on a data-storage device without restricted access.

• Accessing patient information on a public computer and leaving it open.

• Storing patient information for longer than five years without requesting an exten-

sion for historical, statistical or research reasons.

The PoPIA is based on the best features of international privacy legislatures and Organi-

sation for Economic Cooperation and Development (OECD) guidelines for the protection

of privacy. The PoPIA comprises eight information-processing principles which are sum-

marised below [18, 90]:

• Accountability: The responsible party must ensure that the eight information-

processing principles are adhered to.
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• Processing limitation: Processing of information must be lawful and personal in-

formation may only be processed if it is adequate, relevant and not excessive for

the purpose for which it is processed. For example, a health practitioner should

photograph only the section of the body that is being treated and not the whole

body. In addition, only relevant information required for billing should be provided

and not detailed medical information.

• Purpose specification: Personal information must be collected for a specific, explic-

itly defined and lawful purpose related to a function or activity of the responsible

party.

• Further-processing limitation: Sometimes personal information is received from a

third party and must be passed on to the responsible party for further processing.

In these circumstances, the further processing must be compatible with the purpose

for which it was initially collected.

• Information quality: The responsible party must take reasonable and practical

steps to ensure that the personal information is complete, accurate and not mis-

leading. He/She must update the information where necessary, taking into account

the purposes for which it was collected.

• Openness: Personal information may only be processed by a responsible party

who notified the Information Protection Regulator in advance. Furthermore, the

responsible party must provide certain prescribed information to the data subject

(the person or patient involved) by stating what information is collected, and

whether or not the supply of the information by that data subject is voluntary or

mandatory.

• Security safeguards: The responsible party must secure the integrity of personal

information in his/her possession or under his/her control by taking prescribed
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measures to prevent loss of, damage to, unauthorised destruction of, and unlawful

access to or processing of personal data.

• Data subject participation: A data subject has the right to request a responsible

party to confirm, free of charge, whether the responsible party holds personal in-

formation about the data subject. The latter may also request from a responsible

party the record or a description of the personal information held, including in-

formation about the identity of all third parties (or categories of all third parties)

who have (or have held) access to the information. In addition, a data subject may

request a responsible party to: a) correct or delete personal information about the

data subject in its possession or under its control that is inaccurate, irrelevant,

excessive, misleading or obtained unlawfully; and b) destroy or delete a record of

personal information about the data subject that the responsible party is no longer

authorised to retain.

3.2.7.3 General Data Protection Regulation

The General Data Protection Regulation (GDPR) is a regulation in European law to

give members within the European Union and European Economic Area more control

over their personal data [83, 96]. Similar to PoPIA, the General Data Protection Reg-

ulation (GDPR) requires organisations to collect personal data legally and under strict

conditions, for the data to be protected from misuse and exploitation, and for the rights

of data owners to be protected [83]. One of the central principles of the GDPR is to

increase a data owner’s awareness of consent surrounding data processing [74]. Organi-

sations that fail to abide by the regulations will be subjected to penalties [6].

In the health context, the GDPR requires that “data concerning health”, “genetic data”

and “biometric data” be processed only when at least one of the conditions below are

satisfied [96]:
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• The data subject must give explicit consent.

• “Processing is necessary for the purposes of preventive or occupational medicine,

for the assessment of the working capacity of the employee, medical diagnosis, the

provision of health or social care or treatment or the management of health or

social care systems and services”.

• “Processing is necessary for reasons of public interest in the area of public health,

such as protecting against serious cross-border threats to health or ensuring high

standards of quality and safety of health care and of medicinal products or medical

devices”.

In order to ensure that users are using the HIS as they should be, a security service

should record all actions taken by the individuals on the HIS. This service is called

auditing and is discussed in the following section.

3.3 Auditing in e-Health

Even though an adequate access control mechanism may be put in place, there is still

a risk that human factors may affect its ability to protect the consent directives of the

patient efficiently [120]. In instances where an HIS user shares his/her password with

other parties, the patient information to which the HIS user has access becomes available

to unauthorised individuals [120]. Keeping audit logs of the HIS activities; however, may

encourage accountability.

Unlike the information security services discussed in the previous sections, auditing does

not pro-actively defend information from unauthorised access but rather helps keep track

of actions as they happen on a system.
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One of the mechanisms that are used to facilitate auditing are audit logs, as they detail

who accessed the HIS, when it was accessed and for what reason [36]. Audit logs should

be detailed enough [107] and at the same time accessible and understandable by an end-

user so that they can identify malicious behaviour [36]. Audit trails assist in disputes [40]

concerning the abuse of permissions, illegal access attempts and the improper disclosure

of patient data [36].

3.4 Related Literature

This section discusses the related literature on e-consent management in healthcare. To

accomplish this task, a literature review was conducted to summarise and provide insight

on the information currently available on electronic patient consent management. The

eligibility of the information sources were papers that dealt with electronic consent.

3.4.1 Related Work Discussion

This section discusses the methodology followed to obtain literature relevant to the

research. The search and comparison criteria are described, followed by a comparison of

the studied literature against this research.

3.4.1.1 Search Criteria

The search was conducted by using electronic journal databases such as ACM Digital

Library, Elsevier, IEE Digital Library MEDLINE, PubMed, Science Direct and Springer

Link between November 2017 and February 2020. Search terms that were applied in-

cluded patient consent management, e-consent, electronic consent, e-health, privacy and

security. Boolean connectors such as AND, OR, NOT. were used on the selected keywords

to get more comprehensive search results. The search using these keywords provided 18
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studies that met the required criteria. These sources were subsequently evaluated using

the comparison criteria.

3.4.1.2 Comparison Criteria

The sources were then compared using the concepts below:

• Architecture: This entailed whether the literature considered standards or frame-

works to design models or demonstrators as these help to facilitate interoperability

in health information systems.

• Information Security: This entailed whether the literature had considered infor-

mation security approaches with respect to consent rules, access control, auditing

and encryption.

• User Involvement: This entailed that the extent a model or demonstrator described

in the literature would ensure the consent the user gives is indeed informed, whether

the user would be able to control the settings of his/her existing directives, how

the model or demonstrator would handle the grievances of the user and if reports

are made available to the user to detail who was accessing his/her information over

time.

A complete analysis follows in the next section and is summarised in Table 3.1.

3.4.1.3 Comparison of Studied Literature

Ko and Liou [57] and Heinze et al. [49] present studies where patient consent directives

in an e-health environment are managed. The platforms are implemented with func-

tionality that allows patients to create, update and revoke their consent directives. The

significance of the implementations by Ko and Liou [57] and Heinze et al. [49] is that the

systems make use of HL7 standards. What is lacking in their implementations, however,
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is a comprehensive security approach. Ko and Liou [57] highlight that data protection

was not considered nor was an auditing process implemented - “personal information may

be leaked due to the insecure system ... there is no audit function”. Heinze et al. [49]

highlight that security aspects like logging, authentication and authorisation were not

implemented as the system was designed to be “deployed in a closed network”.

Can [19] proposes a consent management model where consent policies are created ac-

cording to privacy concerns and ontology relationships are used to facilitate authorised

actions. The proposed consent management model differs from other models in that

access control techniques are combined with personalisation aspects based on semantic

web technologies. However, the shortcomings of the model are that it does not make

use of any standards, frameworks or guidelines and it does not have any ontologies that

have been implemented and tested against the model.

Yu et al. [128] present an ontology-based framework as well as a prototype system that is

based on an open-source EHR system, a generic workflow engine and an ontological rule

system. However, the system does not make use of standards, frameworks or guidelines.

Instead it is implemented for an OpenMRS system. This means that other HISs cannot

(without aid) communicate with an OpenMRS system as their messages will not be of

the same formats or types. This diminishes interoperability.

Pruski et al. [89] design an e-Consent Rule-Based Language (e-CRL), which included

the definition of its syntax and semantics. The e-CRL formalises and facilitates the

capture of patients’ consent. The e-CRL is similar to the consent directive architecture

in that it specifies what attributes the consent should have, i.e. who can access the data,

what type of consent (denial or agreement) is necessary, the type and sensitivity of data,

the period of validity, purpose, as well as delegation. An example of an e-CRL rule is
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presented below:

WHO ( ‘ r a d i o l o g i s t ’ & ‘GP’ ) ;

WHAT ( ‘ agreement ’ ) ;

PERM ( ‘ Read , Write , Copy ’ ) ;

DATA ( ‘ r a d i o l o g i c a l ’ ) ;

START (05/10/2009) ;

DURATION ( 3 0 ) ;

WHY ( ‘ medical cont ro l ’ )

The rule above states that individuals who are identified as radiologists or general prac-

titioners are granted permission to read, write or copy the patient’s data, which is of

radiological concern. Furthermore, the consent is valid from 5 January 2009 for a period

of 30 days and the data may be used for medical control purposes. The shortcomings of

the e-CRL is that it has not been implemented for a specific standard, and it has weak

security considerations with respect to sensitive health information.

Other researchers propose ways to enforce consent policies for healthcare systems based

on workflows [25, 100, 126, 128]. Coiera and Clarke [25] and Rusello et al. [100] describe

frameworks for obtaining and determining e-consent within e-health, Rusello et al. [100]

specifically managed patient consent policies through the observation of workflow rules

in an e-health environment. The system by Yu et al. [126] does not allow for patients to

revoke their consent and consent forms are not automatically generated. Workflow-based

access control systems are significant. However, none of the aforementioned systems ap-

ply to any health information exchange standards or frameworks.

Ruan and Yeo [99] developed UML models for a system which that protects patient ben-

eficiary information using e-consent rules. The UML models depict how access control

issues regarding patient information are addressed before the software implementation of
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the system can commence. While the paper details access control policies via a model,

it still needs to “extend and enrich the security requirements specifications” in order to

have a more complete security approach.

O’Connor et al. [74] propose steps that should be taken when designing and developing

a system for data collection and sharing in the e-health context. The paper further high-

lights the importance of applying privacy by design in light of GDPR. However, it does

not offer a complete solution for e-consent management in e-health systems, while consid-

ering in-depth security solutions or a solution that facilitates interoperability. However,

the paper does not delineate how the consent directives would be structured, how in-

formed consent would be received from the beneficiary and what the auditing process of

the system would be or if the e-consent tool would be an embedded aspect of an HIS,

which would offer real-time intercession.

Boutin et al. [15] developed an electronic informed consent tool to facilitate biomedi-

cal research using information from a biobank to attract over one million participants.

Biobanks store and process human biological specimens where the specimens may be

linked to a beneficiary’s EHR. Biobanks are a valuable resource for studies related to

rare diseases, disease treatment and innovations that involve personalised medication.

Given the nature of information stored in biobanks, informed consent is obtained from

participants for the use of specimens, as well as to be contacted again for future studies.

Boutin et al. [15] acknowledge that a secure and efficient informed consent tool is required

to attract many participants. However, since the tool makes use of users that already

exist on a different infrastructure, the same username and passwords were leveraged,

which means that, if the other system is breached, the e-consent system also becomes

vulnerable because there are no additional layers of authentication. Furthermore, the

tool developed by Boutin et al. [15] is an isolated project that does not promote inter-
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operability between various HISs and there is no standard specified for how the consents

were developed. There is also no emphasis on information security or how beneficiaries

can report grievances they may have.

Heinze and Bergh [48] present a model for consent-based privilege management, which

can serve as a framework for health information exchanges. The paper does not detail

the security measures or law and guidelines that motivate its development. The paper

does not discuss how informed consent is obtained from the beneficiary and the control

they have over their directives afterwards.

O’Keefe et al. [79] developed a model and demonstrator for controlling access to EHR

information shared between healthcare providers through the use of patient consent.

The e-consent model was developed so that various independent HISs can communi-

cate with each other without difficulty. As part of the design, the paper details secure

transfer protocols for transferring beneficiary EHR information. The paper highlights

that an e-consent system should be technology independent and capable of being used

with existing systems. In addition, it should be lightweight and not impede existing HIS

workflows. The paper does not highlight how the e-consent tool would ensure that the

beneficiary is informed when giving his/her consent or how the system would account for

health providers who abuse the directives of their patients. Eskeland and Oleshchuk [34],

Madathil et al. [62] and Ge et al. [39] also implemented consent managements systems.

However, none of these studies make use of HL7 or other standards that facilitate inter-

operability. A summary of the analysis is presented in Table 3.1.

Table 3.1 lists all the related sources and compares each source’s architecture, information

security and user involvement approach. The check mark (X) indicates that a feature

is implemented. The final row in the table shows which features were implemented by
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this research - it is evident that this research addresses all the features. Therefore, it is

more comprehensive than the listed related sources.
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Table 3.1: Comparison of literature approaches

Architecture Information Security User Involvement

Inter-

operable
PbD

Consent

Rules
RBAC Encryption Auditing Reports Disputes Control Informed

[57] X X X X

[19] X X X

[25] X X X X

[100] X X X

[13] X

[49] X X X X

[127] X X

[62] X

[39] X

[128] X X X X

[34] X

[126] X

[89] X X

[99] X X

Continues on the next page.



C
hapter

3.
Inform

ation
S

ecurity
and

P
rivacy

in
H

ealthcare
51

Table 3.1: Comparison of Literature Approaches (cont.)

Architecture Information Security User Involvement

Inter-

operable
PbD

Consent

Rules
RBAC Encryption Auditing Reports Disputes Control Informed

[74] X X

[15] X

[48] X X X

[79] X X X X X

This

research
X X X X X X X X X X
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3.5 Summary

This chapter provided a brief overview of information security in healthcare. A de-

scription of several information security services followed. These were identification and

authentication, access control, confidentiality, integrity, non-repudiation, availability, in-

formation privacy and auditing.

The chapter also discussed the role of the South African law in e-health and the impli-

cations for health practitioners who do not act in accordance with the law. This chapter

highlighted that, in order to facilitate informed consent, it is important that policies at

healthcare facilities encourage the culture of informing patients about which data the

facility wishes to collect, how that data may be used, the purpose of the collection of

the data and informing the patient that he/she is an active participant in the process

and that he/she can withdraw and ask for changes should he/she wish to do so. An

e-consent system can thus be used to facilitate the informed consent process.

Furthermore, the chapter provided an overview of the related literature of the research.

Based on the specified search and comparison criteria, papers related to this research

were selected. The relevant selected research was then compared with all the comparison

criteria in order to measure the total criteria met.

The next chapter commences the first contribution chapter of this research.



Chapter 4

A Conceptual Model for e-Consent

Management

4.1 Introduction

This chapter proposes a model for an e-consent management system for HISs. The

preceding chapters highlighted the importance of informing patients why and by whom

their personal information was being collected and used. Specifically, Chapter 2 defined

e-consent in the healthcare context and Chapter 3 discussed the legislation that protects

patients from having their information used without their consent.

This chapter presents a model for an e-consent management system with the main func-

tion of facilitating customisable privacy control for patients using electronic healthcare

systems. The rest of the chapter is structured as follows: Section 4.2 describes the re-

quirements for an e-consent management system. Section 4.2.3 discusses the conceptual

model of the e-consent management system. The chapter concludes with a summary in

Section 4.4.
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4.2 e-Consent Management System Requirements

This section motivates and describes the requirements that the e-consent management

system should satisfy.

4.2.1 Motivation

Chapter 2 provided background on e-consent in healthcare with the purpose of defining

informed consent and explaining the components that make up the structure of consent

directives.

The chapter motivated that e-consent is a mechanism required by patients as the contin-

ued use of physical documents is not ideal due to the high nature of paper and printing

costs [127], physical documents make patient information difficult to store, search and

retrieve [62], and it is difficult to enforce access control in the case of physical docu-

ments [34]. Furthermore, forms filled in by hand are often incomplete, inaccurate or

illegible. This hinders instructions on the form from being carried out accurately [108].

In contrast, an e-consent management system is considered a more efficient and reliable

approach [33] as it is less expensive, more secure and the directives are captured and

stored electronically, making them easier to retrieve and apply.

The background derived from Chapter 2 can thus be represented as a taxonomy that

illustrates consent in healthcare in Figure 4.1 in a more compact and organised fashion.
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Figure 4.1: Healthcare consent taxonomy

The second level of the taxonomy is made up of the formats, types, attributes and de-

cisions for a consent directive. The directive formats include written, verbal or implied.

This dissertation focuses on the application of electronic written consent. The direc-

tive types include privacy, medical treatment, research participation and advanced care

planning. This dissertation focuses on the privacy directive type with respect to the

collection, access, use and disclosure of patient information. The directive attributes

include the subject of care, grantee, purpose and time period. The directive decisions

include no consent, opt in, opt in with exceptions, opt out and opt out with exceptions.

Chapter 3 provided detailed background on information security in healthcare and high-

lighted how patient rights are accommodated in South African legislation. Additionally,

the chapter explained how security services such as: identification and authentication,

access control, confidentiality, integrity, non-repudiation, availability and auditing can

be used to protect the patient.

There are four drivers [78] for the development of an e-consent management system:
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• Social: It has become easier to access health information owing to its electronic

nature. Healthcare staff can communicate more easily with each other and they

can access information such as medication lists (prescription history details) and

problem lists (ailments that affect the health of the beneficiary) quickly. However,

the privacy of personal health information needs to be maintained as beneficiaries

consider their health information to be among the most private type of information.

• Economic: There is an opportunity to mitigate legal actions that emanate from

claims of unauthorised sharing of the beneficiary health information. Therefore,

it is essential to maintain a record of beneficiaries who have given permission to

service providers for the utilisation of their health information.

• Technical: Owing to the ease of convenience of copying and sharing information

that resides on electronic devices, there is a need to enforce effective access control

so that the privacy of beneficiaries is maintained.

• Legal: The increase in changes and enforcement of privacy regulations and laws

enforces the compliance of data handlers to abide by the directives specified in

the laws. Failure to abide by these guidelines may lead to financial penalties or

imprisonment.

ISO 27001 is an international information security management standard for the protec-

tion of information [30]. ISO 27001:2013 has 14 security controls, which include, but are

not limited to information security policies, access control, cryptography and informa-

tion security incident management [61].

The GDPR offers only the high-level implementation of security management, whereas

ISO 27001 clearly lays out the steps to implement a secure system [61]. Organisations

that are ISO 27001 certified are halfway to being GDPR compliant [61], and organisa-

tions that are PoPIA compliant are 80-90% GDPR compliant [119].
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Unlike the GDPR, ISO 27001 does not directly discuss consent, data portability, the

right to be forgotten, the right the to restriction of processing, he right to object and

the international transfer of personal data [119]. However, ISO 27001 offers technical

implementation details. While it does not cover all the aspects of the GDPR to be

compliant, it is a valuable step to follow to ensure that the best security measures are

implemented [61].

Challenges that are faced when developing an e-consent management system include the

following [78]:

• Challenges with beneficiaries making use of an e-consent channel. The system

will need to be simple enough for beneficiaries to understand what is expected

of them, and comprehensive enough for the various aspects of the directive to be

captured. Additionally, making beneficiaries aware of the risks involved may make

them unnecessarily anxious.

• Challenges with service providers promoting the use of an e-consent channel. The

system needs to be implemented in such a way that the existing roles and processes

across different types of healthcare facilities are accommodated without introducing

a large cultural shift. Additionally, the system should be simple enough that

healthcare staff can explain it to beneficiaries with ease.

• Challenges with the technical implementation of the e-consent channel. The system

will need to be flexible enough to accommodate future needs of healthcare facilities.

The consent information needs to be securely stored and transmitted, and access to

the information should be controlled, considering that even glancing the directive,

and not the actual EHR, may still reveal the health status of the data subject. In

order to facilitate interoperability, standards need to be followed so that different
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HISs that communicate with each other can easily transfer information between

one another. The system should also be scalable and perform efficiently to support

use by many users.

Following this motivation, the next section discusses the functions an e-consent manage-

ment system should perform.

4.2.2 List of Requirements

This section presents the requirements that an e-consent management system should

satisfy. The PoPIA is based on the eight privacy guidelines of the OECD. The OECD’s

privacy guidelines provide practical ways for privacy to be facilitated [75]. Given that

the PoPIA is based on the best features of international privacy legislation and the

OECD’s guidelines for the protection of privacy [18], the requirements listed below have

been aligned with both the PoPIA and OECD’s guidelines in mind. These requirements

exist in four broad categories informativity, modifiability, controllability and information

security.

Informativity

1. Provide a patient with relevant and qualitative information so that he/she can give

his/her informed consent.

2. Provide a patient with the option to receive communication in his/her home lan-

guage or preferred language.

3. Provide a patient with an avenue to easily ask questions that relate to his/her

consent directive.

4. Provide a patient with a report that details requests that were made using his/her

consent directives.
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5. Notify the patient about any changes requested by the service provider for his/her

consent directives.

Modifiability

6. Allow the patient to easily modify his/her consent directives.

Controllability

7. Allow the patient to easily give or revoke his/her consent to a service provider.

Specifically, a patient can decide to provide no consent, opt in, opt in with excep-

tions, opt out or opt out with exceptions for a consent directive.

Security

8. Log all requests made using the patient’s consent directives for auditing purposes

and to facilitate accountability.

9. Enforce the patient’s consent directives at all times.

The next section illustrates the conceptual model of the e-consent management system

that will be used to satisfy the above requirements.

4.2.3 e-Consent Management System Conceptual Model

The e-consent management system aims to combine the e-consent functionality of an HIS

with functionality that ensures security and interoperability. The following sections

describe how the conceptual model for e-consent management is developed and how

components of the model link to the requirements listed in Section 4.2.2.

4.2.3.1 Security, Privacy and Consent Dimensions Model

Chapter 3 provided the background for information security services. This includes iden-

tification and authentication, access control, confidentiality, integrity, non-repudiation,



Chapter 4. A Conceptual Model for e-Consent Management 60

availability and auditing.

These security services can now be used to enforce the privacy principles mentioned

in the PoPIA (see Figure 4.2): accountability, processing limitation, purpose specifi-

cation, further processing limitation, information quality, security safeguards, openness

and data subject participation. Once the security and privacy dimensions have been es-

tablished, the consent dimension (which offers the informed consent management system

functionality) is facilitated by offering informativity, controllability and modifiability.

Figure 4.2: The relationship between the security, privacy and consent dimensions

This conceptual model satisfies all the requirements mentioned in Section 4.2.2 at a

high level, whereas Figure 4.3 illustrates a taxonomy that satisfies all the requirements

in Section 4.2.2 at a more granular level than Figure 4.2. Figure 4.3 shows the secu-

rity and privacy dimensions as illustrated in Figure 4.2. Additionally, more detailed

attributes are represented for the informativity, controllability and modifiability require-

ments. The taxonomy illustrates that an e-consent management system should securely
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store informed consent directives that can easily be accessed and reviewed by healthcare

users and service providers.

Figure 4.3: Taxonomy of an e-consent management system

We find requirements the first five requirements from Section 4.2.2, under the infor-

mativity category. In order to ensure that a patient is sufficiently informed about the

processes he/she needs to participate in, a patient should be provided with sufficient

background in his/her home language or preferred language. South Africa has 11 official

languages. Only 8.4% of the population speaks English in their homes, while 17.6% of

the population speaks English outside the household [4]. Subsequently, automatically

delivering formal communication in English is not ideal as the patients are unlikely to
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fully understand the correspondence. The third requirement specifies that an avenue

should be provided for patients to ask questions. This ensures that patients can easily

contact professionals to seek clarity surrounding their consent directives.

The last two requirements seek to establish transparency from service providers so that

a patient is presented with a report that lists all service providers that are currently util-

ising his/her personal information. Additionally, the patient should be notified about all

amendments related to his/her consent directives.

This next section presents the architectural design of the proposed e-consent manage-

ment system.

4.3 Architectural Design for an e-Consent Manage-

ment System

Architectural designing is a significant phase in the software development lifecycle, as it

helps software developers understand the business requirements before writing the code

for the system. An architectural model is used to conceptually show how the compo-

nents of the system function and interact with each other so that all stakeholders (the

end users, clients, architects, analysts, programmers, project managers, and funders)

understand how the system will meet the objectives [99].

The architectural model for this research is developed using Unified Modeling Language

(UML). UML is a visual modeling language that is widely industry-accepted to visualise,

construct and document software artefacts [12, 99].
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The following UML diagrams are used in this research to illustrate the architectural

design for an e-consent management system:

• Class diagram [99]: A class diagram portrays the properties of a class (i.e. an

object) through attributes, and behaviours through operations. Additionally, class

diagrams show the relationships (such as inheritance, association and aggregation)

between classes.

• Activity diagram [99]: An activity diagram illustrates the flow of activities in the

system.

4.3.1 System Overview

This section illustrates how HISs interact with the e-consent management system. Fig-

ure 4.4 shows the high-level interaction that e-health systems will have with the e-consent

management system. Health Level-7 (HL7) International is an accredited body that sets

up standards for the transfer of clinical and administrative data between healthcare soft-

ware applications [50]. Given that the mission of HL7 is to develop standards that enable

the interoperability of global health data, it plays a significant role in as far as the ex-

change of communication is concerned. The HL7 standard defines the structure for a

consent directive (instruction given to a healthcare service provider by a patient) so that

HISs can expect the input to have a specific structure. Figure 4.4 also illustrates that

the HL7 standard is used to facilitate communication between e-health systems and the

e-consent management system in order for requests against the beneficiary’s consent di-

rective to be rejected or approved. The beneficiary registry and electronic health records

reside in their respective HISs and the consent management system communicates with

the systems using HL7.

In the subsequent section, the various components of the e-consent management system

are discussed and illustrated.
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Figure 4.4: The interaction of the e-consent management system with various HISs

4.3.2 Components of the e-Consent Management System

Figure 4.5 illustrates the high-level architecture for an e-consent management system

that gives an overview of the components of the e-consent management system and how

they interact with one other. The Consent Directive Manager is responsible for au-

thenticating the requester (service provider), notifying the beneficiary (healthcare user)

about pending requests and approving or rejecting requests. The figure also shows the

Auditor class, which logs the activities of the e-consent management system. The final

component is the HL7Formator, which is responsible for standardising the beneficiary

consent directives using the HL7 standard.
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Figure 4.5: High-level architecture for an e-consent management system

In the next section, the e-consent management process is discussed and the interactions

among components are described.

4.3.3 e-Consent Management Process

The functions of the e-consent management process include providing the healthcare

user with sufficient information to make informed decisions regarding his/her personal

health information, generating the necessary consent directives, evaluating all requests

made against healthcare user consent directives, and managing consent directives issued

by the healthcare user.

To give a logical and consistent explanation of the process described above, we introduce

a fictitious scenario that is applied in various contexts to illustrate and discuss the e-

consent management process:

Jane Smith is a 43-year-old female, who has chronic kidney disease which

is the progressive loss of kidney functioning. Until she qualifies for a kidney

transplant, she visits the Centre for Renal Care for four hours of haemodialy-

sis (the process of removing toxins and excess waste and fluids from the blood)

three times a week. Jane currently has an active consent directive with her

doctor (Dr Jacob Fischer) so that he may access her electronic health record

and medical history. During a recent examination, Dr Fischer noticed tu-
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mours in Jane’s pancreas. In order to determine if the tumors are cancerous

or not, Dr Fischer will require input from Dr Maria Roberts, a pancreatic

cancer specialist.

This section presents the process of the e-consent management system and discusses the

interactions between the requester and consent directive manager. It also considers the

interactions between the beneficiary and the consent directive manager. To conclude,

the behaviour of the system is illustrated when the requester wishes to access beneficiary

information.

4.3.3.1 Interactions Between the Requester and the Consent Directive Man-

ager

Figure 4.6 illustrates the behaviour of the system when the requester interacts with the

consent directive manager to create, update, retrieve or remove a healthcare user’s con-

sent directive. Figure 4.7 details the relevant attributes and operations involved for the

requester and consent directive manager in this context and how they are accommodated

in the architecture.
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Figure 4.6: Interactions between the Requester and the Consent Directive Manager
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Figure 4.7: Architecture section for the Requester and the Consent Directive Manager

A requester may interact with the consent directive manager to create, remove, retrieve

and update a beneficiary’s consent directive. Each of these interactions is described

in the sections that follow, where Section 4.3.3.1.1 to Section 4.3.3.1.3 give a broad

overview of the interactions and Section 4.3.3.1.4 gives specific details related to the

scenario introduced in the previous section.

4.3.3.1.1 Consent Directive Creation Workflow

Given that Dr Fischer is currently the sole grantee of the directive, he requires a new

consent directive to be created so that Jane can give permission to Dr Roberts, who

works at the oncology (cancer) department, to access Jane’s electronic health record as

he suspects she may have pancreatic cancer and he wishes to refer her to Dr Roberts

who is a pancreatic cancer specialist.
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Consider a scenario where Dr Fischer makes a request for the creation of a consent direc-

tive for his patient, Jane (1)1. The consent directive manager will begin by identifying

and authenticating Dr Fischer to ensure that he is a valid healthcare practitioner (2).

The outcome of the authentication process is then logged (3).

The consent directive manager then checks if Jane is registered on the HIS (4) and

whether she has a health record (6). When both these conditions are met, the workflow

for the consent directive creation process begins (7). The consent directive is populated

with its appropriate attributes, i.e. the grantee (Dr Roberts), the purpose (access to

electronic health record of a patient for a specialised opinion), and the time period

(one month) (9). The request is saved, and this action is logged (14). Following the

successful creation of the consent directive, the consent directive manager updates the

request history (15) and Dr Fischer is notified that the request was successful (16). Next,

Jane is notified that a decision is required for a new consent directive request (17).

4.3.3.1.2 Consent Directive Removal Workflow

In a scenario where a requester makes a request to remove a consent directive (1), the

consent directive manager will begin by identifying and authenticating the requester (2).

The outcome of the authentication process is then logged (3). The consent directive

manager then checks if the beneficiary is registered on the HIS (4) and whether he/she

has a health record (6). When both these conditions are met, the workflow for consent

directive removal begins (11) and the consent directive is set as inactive (12). This

action is then logged (14). Following the successful removal of the consent directive, the

consent directive manager updates the request history (15) and the requester is notified

that the request was successful (16). Next, the beneficiary is notified of the action (17).

1The numbers in parentheses correspond to the blocks in the process diagram
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4.3.3.1.3 Consent Directive Retrieval Workflow

In a scenario where a requester makes a request to retrieve a consent directive (1), the

consent directive manager will begin by identifying and authenticating the requester (2).

The outcome of the authentication process is then logged (3). The consent directive

manager then checks if the beneficiary is registered on the HIS (4) and whether he/she

has a health record (6). When both these conditions are met, the workflow for consent

directive retrieval begins (10) and the consent directive is fetched (12). This action is

then logged (14). Following the successful retrieval of the consent directive, the consent

directive manager updates the request history (15) and the requester is notified that the

request was successful (16). Next, the beneficiary is notified of the action (17).

4.3.3.1.4 Consent Directive Update Workflow

In a scenario where a requester makes a request to update a consent directive (1), the

consent directive manager will begin by identifying and authenticating the requester (2).

The outcome of the authentication process is then logged (3). The consent directive

manager then checks if the beneficiary is registered on the HIS (4) and whether he/she

has a health record (6). When both these conditions are met, the workflow for consent

directive updating begins (8) and the consent directive is updated with the incoming

changes (9). The request is saved, and this action is logged (14). Following the success-

ful update of the consent directive, the consent directive manager updates the request

history (15) and the requester is notified that the request was successful (16). Next,

the beneficiary is notified of the action (17).

The following section illustrates and describes the interactions between the beneficiary

and the consent directive manager once the beneficiary responds to a request.
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4.3.3.2 Interactions Between the Beneficiary and Consent Directive Man-

ager

Figure 4.8 illustrates the behaviour of the system when the beneficiary interacts with

the consent directive manager to give a decision to opt in, opt in with exceptions, opt

out or opt out with exceptions regarding his/her consent directives. Figure 4.9 details

the relevant attributes and operations involved for the beneficiary and consent directive

manager in this context and how they are accommodated in the architecture. In this sec-

tion, we continue with the scenario in the previous section which introduced Dr Fischer,

Jane and Dr Roberts.
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Figure 4.8: Interactions between the Beneficiary and the Consent Directive Manager
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Figure 4.9: Architecture section for the Beneficiary and the Consent Directive Manager

Consider a scenario where Jane decides to give her informed consent to Dr Roberts so

that she may have access to her electronic health record (1). The consent directive man-

ager begins by presenting Jane with terms and conditions of the consent directive which

will detail the purpose, time period and grantees (2). Once Jane accepts the terms and

conditions, she makes a further decision to opt in with the conditions specified by Dr

Fischer. The consent directive is then populated with Jane’s decision to opt in (4) and

the consent directive is formatted according to the HL7 standard (5) and saved in the

database (6). Next, the action is logged (7).

In the next section, we describe the process when Dr Roberts requests information from

Jane’s electronic health record.
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4.3.3.3 Requesting Beneficiary Information

Figure 4.10 illustrates the behaviour of the system when the requester interacts with

the consent directive manager to request beneficiary information. It also shows how the

consent directive manager either approves or rejects the request. Figure 4.11 illustrates

all the components of the e-consent management system.

Figure 4.10: Process of requesting beneficiary information
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Figure 4.11: e-Consent management system architecture

The consent directive manager begins by checking if Jane exists on the HIS, and whether

or not she has both a consent directive and an electronic health record (1). When all

three conditions are fulfilled (2-4), the consent directive manager proceeds to retrieve the

consent directive (5) and evaluates the request against the conditions stipulated in the

consent directive (6). Based on the evaluation result, the request is either rejected (7)

or approved (8). The transaction is then logged, and the process terminates (9).
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4.4 Summary

This chapter presented the first contribution chapter of this paper, which is an e-consent

management system model. The requirements the e-consent management system should

satisfy were explained and the relationship between the security, privacy and consent

dimensions were illustrated.

The chapter also illustrated design diagrams that show the components of the system,

as well as the flow of the processes when the components interact with each other.

The next chapter presents the third contribution of this research which is the e-consent

management system prototype.



Chapter 5

e-Consent Management System

Prototype Implementation

5.1 Introduction

This chapter presents the prototype of the proposed e-Consent Management System

(eCMS). The prototype is implemented based on the model and the architectural design

developed in Chapter 4.

Through the application of the principles and guidelines across the regulations and laws

mentioned in this research, a software system, which protects the privacy rights of ben-

eficiaries, can be developed. The remainder of this chapter is structured as follows:

Section 5.2 describes the technologies used to implement the eCMS, how the applica-

tion is made available to its users and the implementation details of the application’s

functionality. The chapter concludes with a summary in Section 5.3.

77
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5.2 The eCMS Implementation Details

The eCMS is a web application designed to be accessible to online beneficiaries and

healthcare professionals for consent directive management. The application was devel-

oped using Node.js (Version 8.10.0), which is an open-source JavaScript runtime environ-

ment that can execute JavaScript code outside the browser [71]. Node.js is lightweight,

asynchronous and runs on Windows, MAC and Linux [71]. Node.js was used to create

a scalable RESTful API, which utilises HTTP requests to GET, POST, PUT, PATCH

and DELETE data [14] for eCMS. The database management system chosen for eCMS

is PostgreSQL (Version 12.0), which handles the storage, retrieval and manipulation of

data in the database. PostgreSQL is open-source and integrates easily with Node.js [88].

The eCMS was developed on Ubuntu 16.04.5 and tested in Linux and Windows environ-

ments. The application is accessible via a URL without the need for installation.

The rest of this section discusses how aspects of the system such as security, informativity,

controllability, modifiability and privacy, were implemented. These aspects originate

from the model developed in Chapter 4 in order to guide the implementation of a secure

consent management system. In the subsequent sections, the mechanisms for each of the

aspects are discussed in detail.

5.2.1 Implementing Security for the eCMS

This section discusses the security mechanisms to implement security services, such as

identification and authentication, access control, confidentiality and integrity.
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5.2.1.1 User Identification and Authentication

During the login process, each user is required to enter his/her username and password,

followed by a timed one-time pin (TOTP). The two-factor authentication procedure en-

sures a more secure user identification and authentication process. When the user logs

into the eCMS for the first time, he/she is required to register for two-factor authen-

tication by scanning the QR code from the eCMS on an authentication application as

illustrated in Figure 5.1.

Figure 5.1: Two-factor authentication registration on eCMS

Authentication applications such as Google Authenticator generate TOTPs that a user

enters into the eCMS during subsequent logins. Google Authenticator can be installed

on Android, BlackBerry, and iOS devices. On the eCMS application, a new user is pre-

sented with a QR code as shown in Figure 5.1. When the user scans the QR code on
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the Google Authenticator application, the eCMS is stored as an entry and a new TOTP

for the eCMS is generated every 30 seconds, as illustrated in Figure 5.2.

When a new user enters the TOTP he/she is successfully registered and a base32 se-

cret key associated with the user is stored in the eCMS database. Base32 is an encoding

scheme comprising 26 uppercase letters A to Z and the numbers 2 to 7 [56], e.g. “PIZDG-

ZLEMY3XS2BZNI4TSNDE”.

Figure 5.2: The TOPT on the Google Authenticator mobile application

Once the user has logged in, he/she gains access to eCMS functionality based on his/her

user role and privileges. The next section discusses how access control is approached in

the system.
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5.2.1.2 Access Control

The eCMS accommodates four user roles: the beneficiary, the provider, the system ad-

ministrator and the security administrator. Beneficiaries include any healthcare user,

such as inpatients, outpatients, day patients, pharmaceutical users or any other con-

sumer of healthcare. Providers include doctors, nurses, pharmacists, researchers or any

other worker in the healthcare field.

The function of the system administrator is limited to account management and mod-

erating the functionality each user may have access to. The system administrator and

security administrator do not have access to the personal health information of the ben-

eficiaries. The role of the security administrator is to review the audit logs of the system

so that any malicious behaviour can be identified.

The list of healthcare professionals that are available on the system are valid practition-

ers who are authentic and active members of the medical profession. Valid practitioners

include those who are not retired, are not under investigation, and have a medical prac-

titioner registration number. Healthcare professionals who are invalid are flagged by the

security administrator and can no longer access the eCMS as illustrated in Figure 5.3.

Additionally, the system automatically deactivates all consent directives associated with

the healthcare professional so that he/she can no longer access beneficiary information.

A healthcare professional’s access is revoked when he/she is found to have violated the

policy of code or conduct of his/her place of employment or when he/she is reported by

the security administrator after the detection of malicious activity.
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Figure 5.3: Flagged users by security administrator

The next section discusses the information security mechanisms used to enforce infor-

mation integrity and to ensure user accountability in the eCMS. Given the sensitive

nature of the eCMS information, it is integral that the integrity and confidentiality of

its information are maintained as undue disclosure may violate the privacy rights of its

users.

5.2.1.3 Information Confidentiality and Integrity

The eCMS information, such as beneficiary details and consent directives, are stored in

the database an encrypted state. Storing information in an encrypted state ensures that

information is not readily readable, especially when it is obtained by attackers. Advanced

Encryption Standard with Galois/Counter Mode (AES-GCM) is used in the eCMS for

encryption. Given that encryption does not ensure the integrity of information, tech-

niques such as hash-based checksums are usually performed to verify that information

was not modified. For this reason, using AES would not satisfy the integrity require-

ment for the system. AES-GCM is used as it provides both encryption and authenticity

measures by maintaining confidentiality and integrity. Figure 5.4 illustrates a snippet of

encrypted data in the eCMS consent directive table.
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Figure 5.4: PostgreSQL consent directives table with encrypted data

Mechanisms have been put in place to trace parties involved in violating the rights of a

beneficiary on the eCMS by a user in the event of this occurring, so that the user may be

held accountable. The next section discusses the mechanisms to support accountability.

5.2.1.4 Accountability

This section discusses how the Audit Trail and Node Authentication (ATNA) Integration

Profile and blockchain technology are used to maintain accountability on the eCMS.

ATNA Integration Profile for an Audit Trail

Auditing is conducted in the system using the ATNA Integration Profile which is a part

of the Integrated Health Exchange (IHE) IT infrastructure technical framework. The

function of the IHE technical framework is to improve the way HISs communicate with

each other by using standards that promote interoperability [73]. ATNA provides a

standardised and flexible infrastructure to gather audit information [16]. It is used to

log actions are performed on a patient’s health information, security and user authenti-

cation [7].

When the eCMS node interacts with other HIS nodes, each node is expected to be se-

cure and to use secure information. Audit logs are an important aspect of the eCMS

when the security of the nodes is threatened, as they give a detailed trace of actions

by providing timelines that include information such as machine identities, IP addresses

and logged in users etc. Using the audit log information, the security administrator can
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gather evidence to use against a suspicious user during a case.

In regulations such as GDPR, it is specified that regular auditing needs to be conducted

to prove that the level of security is at its best [61]

Blockchain for Accountability

Blockchain technology is used in the eCMS to track and verify transactions between HISs

that involve the medical record information of the beneficiary. It is an additional layer

for the integrity and accountability of the eCMS. A blockchain is a series of connected

data structures called blocks that record information across a distributed system where

each block depends on the previous block [60].

The benefit of blockchain is that it makes it difficult to corrupt information. Blockchain

contains immutable cryptographically verifiable data and validates the data before it

adds it to the chain [32, 60]. During a forensics process, a blockchain can be used

as evidence as it provides provenance and traceability due to its immutable nature.

Information included in each block includes hashes of the directive, health records as

well as information regarding the nature of the transaction and the parties involved.

Figure 5.5 illustrates a mining process in which HIS1 adds a transaction to the blockchain

and all the other nodes (i.e HIS2, HIS3 and eCMS) update their transactions with the

latest transaction.
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Figure 5.5: Blockchain mining between HISs simulation

This section concludes the security aspects for the eCMS. The following section discusses

how informativity was achieved in the system to ensure that the beneficiary is equipped

with the knowledge to make informed decisions and is aware of activities related to

his/her information.

5.2.2 Implementing Informativity for the eCMS

The beneficiary is provided with relevant and qualitative information so that he/she

can give his/her informed consent. The eCMS facilitates informed consent by providing

media from the practitioner, which details more in-depth information that may assist

the beneficiary in making a decision. Additionally, the beneficiary is provided with an

avenue to easily ask questions that relate to his/her consent directive. The beneficiary is
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notified about any changes requested by the service provider for his/her consent direc-

tives. The eCMS also provides reports that detail requests that were made using his/her

consent directives and the grantees involved, as illustrated in Figure 5.6. At the end of

each year, an automated report is sent to the beneficiary summarising all transactions

related to his/her personal information.

Figure 5.6: Reports available for the beneficiary

The following section discusses how user controllability was implemented in the eCMS

so that the beneficiary can oversee and make decisions related to his/her information.

5.2.3 Implementing Controllability for the eCMS

The beneficiary is provided with the means to easily give or revoke his/her consent given

to a service provider. Specifically, a beneficiary can give a decision to provide no consent,
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opt in, opt in with exceptions, opt out or opt out with exceptions for a consent directive.

In the event the beneficiary is suspicious of the activity that relates to the access of

his/her medical information, he/she is able to flag the behaviour to the appropriate

party. Transparency between the beneficiary and the HISs fosters trust and eventually

aids research endeavours so that more beneficiaries participate in studies by giving more

access to their information. Highly quantitative and qualitative access to information

allows for improved medical studies as it reduces research time and produces superior

output.

The following section discusses how modifiability was implemented in the eCMS in order

to facilitate flexibility for the beneficiary.

5.2.4 Implementing Modifiability for the eCMS

The beneficiary is provided with the means to easily modify his/her consent directives

after he/she has given informed consent. In the event a beneficiary wishes to modify

attributes of the directive, such as the timespan or the grantee, a request can be sent

through the eCMS. The functionality for informativity, controllability and modifiability

are illustrated in detail in the following chapter.

The following section discusses how the principles of the PoPIA were integrated into the

eCMS to follow a privacy-driven implementation process.

5.2.5 Applying PoPIA Principles for a Privacy-Driven Design

Privacy by Design (PbD) is a concept developed to promote privacy and data protec-

tion in information technology and communication systems. The GDPR advocates for

stronger personal data protection and. Under the GDPR, it is mandatory for a PbD
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approach to be followed, as it anticipates and prevents privacy issues even before a soft-

ware system is created [61].

PbD comprises seven principles that propose the adoption for a privacy-driven design

approach. The PbD principles [22, 74] are described in more detail below:

• Proactive not reactive: PbD should anticipate privacy risks and prevent them from

materialising.

• Privacy as the default setting: Personal data should automatically be protected by

default with no added action required from the user.

• Privacy embedded into the design: Privacy measures should be embedded into the

architecture and design of IT systems as the integral component.

• Full functionality: PbD should ensure that even though privacy is the core objec-

tive, it does not impair other functionalities of the system.

• End-to-end security: Confidentiality should be continuously enforced across the

entire lifecycle of the data. Without strong security, confidentiality cannot be

realised.

• Visibility and transparency: All stakeholders should operate according to the stated

promises.

• Respect for user privacy: A user-centric approach should be undertaken so that

users can control their data. This involves requesting consent from the user and

ensuring that the users have access to activities surrounding their information.

Table 5.1 illustrates how the PoPIA principles and system requirements identified in

Chapter 4, Section 4.2.2 (informativity, modifiability, controllability and security) are

aligned to meet the PbD principles. For each PbD principle, there are mechanisms
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Table 5.1: Enforcing PoPIA principles to achieve privacy by design for eCMS

PbD

Principle

PoPIA

Principle

System

Requirement

Proactive

not reactive
Security safeguards Security

Privacy as

the default setting

Accountability,

Processing limitation,

Purpose specification,

Further-processing limitation

Security

Privacy embedded

into the design
Security safeguards

Informativity,

Security

Full functionality

Informativity,

Modifiability,

Controllability

Security

End-to-end security Security safeguards Security

Visibility and

transparency

Accountability,

Openness,

Data subject participation

Informativity,

Modifiability,

Controllability

Respect for

user privacy

Information quality,

Data subject participation

Informativity,

Security

to achieve the system requirements to ensure the eCMS privacy preserving applica-

tion. For instance, in order to achieve the proactive and not reactive principle and meet

the PoPIA security safeguards, the eCMS security aspects are applied.

Embracing beneficiary privacy can promote the stream of information as patients are
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encouraged to participate in research. When beneficiaries do not know who exactly is

accessing their information and the purpose for which it is being accessed, they are less

willing to share their information [106]. In order to address these privacy concerns, a

channel for providing consent needs to be developed to verify that directives are being

followed.

When an effective consent process is followed, it ensures the following [106]:

• Improved research participation.

• Increased access to beneficiary data and biological specimens.

• Reduced cost and time for recruiting beneficiaries for clinical trials.

• Accelerated creation of new treatments.

In order to take advantage of the information that resides in the eCMS database, machine

learning is applied to aid the medical research process. The details of the approach used

are discussed in the following section.

5.2.6 Research Assistance

Most participants (91%) in a medical research study would be partial to opting in be-

fore their personal identifiable information can be used [95]. It is important to attract

the trust of beneficiaries as it enables researchers, medical practitioners and scientists

to have access to beneficiary EHRs. The purpose of the EHR is firstly to assist the

medical team in recalling and communicating the health and treatment of a beneficiary

in a coherent manner. Secondly, an EHR is an origin of statistical information on the

variety of beneficiaries and the outcomes of their respective treatments [3].
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In order to assist the research process, machine learning capabilities can be applied.

An Artificial Neural Network (ANN) for the eCMS is trained using data within the

management system database. Once trained, the ANN gives the likelihood of the viabil-

ity of suitable beneficiary candidates.

The scientist or researcher is notified of beneficiaries who are more likely to accept the

conditions of a consent directive within a certain time frame. Inputs that are used to

train the ANN include the reaction time of the beneficiary, type of directive and the

response.

5.2.6.1 Generating Training Data

The training data was obtained from simulated beneficiary profiles on the eCMS. The

training data comprised four attributes: how quickly the beneficiary responds to direc-

tives (short or long), how many requests the beneficiary has approved before in relation

to the total number of requests they have received in the past (low or high), if they have

specifically excluded any practitioners or facilities (1 represents true and 0 represents

false), and whether the beneficiary is acceptable based on the previous three attributes.

The viability of a beneficiary can be represented in a truth table as illustrated in Ta-

ble 5.2.
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Table 5.2: Neutral Network Truth Table

Input 1 Input 2 Input 3 Output

short high 1 1

short high 0 1

short low 1 0

short low 0 0

long high 1 0

long high 0 1

long low 1 0

long low 0 0

Each attribute is normalised such that (i) 0 ≤ input1 < 1.4, (ii) {input2 ∈ Q|0 ≤

input2 < 1} , (iii) input3 ∈ [0, 1] and (iv) output ∈ [0, 1].

5.2.6.2 Training the Neutral Network

The ANN was developed using an input layer (i), a hidden layer (j) with six nodes and

an output layer (k). The ANN uses a feed-forward network where the inputs are received

and activated, and the output (y) serves as input to the next layer. The structure of the

ANN is illustrated in Figure 5.7.
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Figure 5.7: The ANN structure

The activation function, which is the mechanism to get output from the ANN node, is

the hyperbolic tangent activation function (also known as tanh). It is mainly used to

distinguish between two categories, expressed in Equation 5.1 as follows:

tanh(x) =
ex − e−x

ex + e−x
(5.1)

The algorithm (Equation 5.2) that the ANN uses to learn is called backpropagation and

it teaches the ANN what the correct output should be for a specified input. The learning

rate (ε) selected for the ANN is 0.3.

∆wab = ε
∂Eb

∂wab

(5.2)

The ANN learns by adjusting its weights, starting from the output layer and moving

backwards so that when the same input is fed into the ANN, a more accurate output is
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produced. The derivative of the activation function is expressed in Equation 5.3. It uses

a gradient descent calculation, which adjusts the weights of the ANN.

d

dx
tanh(x) = 1− (ex − e−x)2

(ex + e−x)2
= 1− tanh2(x) (5.3)

The delta rule calculates the gradient and adjusts the weights of the ANN during back-

propagation. For each layer, the delta (δ) is calculated as shown in Equation 5.4.

δb = Eb.f
′(
∑
b

wab.yb) (5.4)

Firstly, the error of the output layer is calculated by calculating the difference between

the ANN output and the expected output as shown in Equation 5.5.

Ek = expected− yk (5.5)

Next, the delta of the output layer (δk) is calculated using Equation 5.4 where the error

is multiplied by the derivative of the sum of inputs from the hidden layer. At the hidden

layer, the error for the layer is calculated as shown in Equation 5.6, where δk is multiplied

by each weight between the hidden and output layer.

Ej =
∑

δj.wjk (5.6)

The new weights between the output and the hidden layer are then updated using the

backpropagation formula from Equation 5.2. Next, the delta for the hidden layer (δj)

is calculated using Equation 5.4 and the new weights between the hidden layer and the

output layer are updated using Equation 5.2.

For the ANN, about 80% of the input data is used for training and 20% of the data is

used for validating. The validation process is discussed in the section that follows.



Chapter 5. e-Consent Management System Prototype Implementation 95

5.2.6.3 Testing the Neutral Network with Validation Data

Once training for the ANN is completed, the ANN is run with inputs it has not seen

before to measure how well it can accurately predict the correct output. It was observed

that the error rate of the ANN decreases as the ANN gets trained. as well as when it is

validated, as illustrated in Figure 5.8 and Figure 5.9, respectively.

Figure 5.8: Neural Network Performance During Training
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Figure 5.9: Neural Network Performance During Validation

As the number of iterations for the neural network increases, the error rate decreases,

which is the desirable ANN performance.

5.3 Summary

This chapter presented the eCMS prototype that was developed based on the model

and the architectural design developed in Chapter 4. The system provides reporting

functionality, as well as research assistance by way of a neural network. By applying

the informativity, modifiability, controllability and security requirements of the system,

a privacy preserving eCMS was developed. The following chapter demonstrates the

consent directive life cycle by way of a fictional case scenario.



Chapter 6

e-Consent Management System

Prototype Demonstration

6.1 Introduction

This chapter presents the functionality of the eCMS prototype by way of a scenario. The

workflows for each aspect of the consent directive life cycle in the eCMS are detailed.

Sections 6.2 to 6.5 demonstrate the functions of the prototype in which consent directives

are created, retrieved, updated and removed, respectively. The chapter concludes with

a summary in Section 6.6

6.2 Consent Directive Creation

This section illustrates how the scenario in Chapter 4, Section 4.3.3.1.1 (in which the

consent directive creation workflow via UML is described) is demonstrated in the system.

In the scenario, Dr Fischer creates a new directive for Jane so that Dr Roberts may have

access to Jane’s medical history.

97
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In Figure 6.1, Dr Fischer specifies the consent attributes for the directive. This includes

the directive type (“privacy”), description (“Agreement to provide of personal health

information to Dr Maria Roberts who is a specialist at the Centre for Renal Care in

Pretoria, South Africa.”), expiry (“2020-04-30”) and grantee (“Dr Maria Roberts”).

Furthermore, Dr Fischer specifies notes related to the directive, as well as any supporting

media that can provide Jane with more information so that she can make an informed

decision. The supporting media may be a video or a written document that provides a

more granular explanation of the description.

Once the request has been sent, the attributes are saved and a notification is sent to both

Jane and Dr Fischer informing them of the event. Figure 6.2 shows the directive saved

in a “pending processing” status, while feedback is awaited from Jane. Other statuses

for the consent directive include “active” and “inactive”. While the consent directive is

not in the active state, the grantee will not be able to access the beneficiary’s medical

information. After the consent directive is created, a notification message is sent to both

Jane and Dr Fischer, and the action is logged in the audit logs.
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Figure 6.1: Dr. Jacob Fischer creating a new consent directive request for Jane Smith

Figure 6.2: The new consent directive is in the “pending processing” state
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In Figure 6.3, Jane sends a response regarding the directive by opting in, having read the

supporting media and the purpose specified for the directive. Alternatively, Jane may

have chosen to “opt in with exceptions” and may have specified aspects of the directive

she did not wish to be included. To confirm Jane’s authenticity, she is required to enter a

one-time pin before the transaction can be completed. The action is logged in the audit

log and a notification is sent to Dr Roberts that the consent directive is now active.

Jane’s medical information is now available to be accessed by Dr Roberts.

Figure 6.3: Jane Smith sending a response permitting Dr. Maria Roberts to access informa-

tion

At each point during the consent directive creation process, an audit trail is formed us-

ing ATNA. Furthermore, each time a beneficiary’s health record is updated or accessed,

the transaction is logged in the blockchain to further enforce accountability and non-

repudiation.
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6.3 Consent Directive Retrieval

This section illustrates how the scenario in Chapter 4, Section 4.3.3.1.3 (in which the

consent directive retrieval workflow via UML is described) is demonstrated in the system.

In the scenario, Dr Fischer attempts to view Jane’s medical health record as illustrated

in Figure 6.4.
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Figure 6.4: Dr Jacob Fischer retrieves Jane’s health record

The eCMS searches for and retrieves the consent directive, the requester and the bene-

ficiary. If the consent directive is active, the doctor’s user profile is authorised to view

the patient’s information.
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6.4 Consent Directive Update

This section illustrates how the scenario in Chapter 4, Section 4.3.3.1.4 (in which the

consent directive update workflow via UML is described) is demonstrated in the system.

In the scenario, Dr Fischer updates Jane’s consent directive as illustrated in Figure 6.5.

Figure 6.5: Dr Maria Roberts retrieves Jane’s health record

As the beneficiary, Jane is notified that the directive has been updated and the notifica-

tions are visible on a beneficiary dashboard, as illustrated in Figure 6.6.
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Figure 6.6: Jane is notified that the directive has been updated

6.5 Consent Directive Removal

This section illustrates how the scenario in Chapter 4, Section 4.3.3.1.2 (in which the

consent directive removal workflow via UML is described) is demonstrated in the system.

In the scenario, Dr Fischer removes a consent directive as illustrated in Figure 6.7 as the

reasons for the usage of the directive have expired and are no longer valid. The access is

revoked and the practitioner may no longer have access to the information specified in

the directive.
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Figure 6.7: Dr. Fischer initiates removal process for Jane Smith’s directive

Once Dr Fischer confirms that he wants to continue with the removal workflow the

directive is marked “inactive”, as illustrated in Figure 6.8.

Figure 6.8: Jane Smith’s directive with Dr Fischer now has an “inactive” status

Jane is notified that the directive is now inactive and she may send a query regarding the
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event as shown in Figure 6.9. Other circumstances in which the directive may be marked

as inactive are when a practitioner is under investigation or is no longer practising.

Figure 6.9: Jane Smith is now notified that a consent directive has been removed

6.6 Summary

This chapter demonstrated the system functionality by way of a scenario. The chapter

focused on the workflows that are followed during the consent directive life cycle. The

following chapter provides an evaluation of the contributions to this research.
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Evaluation

7.1 Introduction

This chapter evaluates the contributions of this research, which include the consent

management model, architectural design and prototype. The purpose of the e-consent

management system is to give healthcare users control by providing a platform upon

which they can make informed decisions. These decisions help healthcare users to con-

trol who has access to their personal health information so that unauthorised interactions

with the health information are prevented.

The remainder of this chapter is structured as follows: Section 7.2 presents the benefits

of the research. Section 7.3 discusses the shortcomings of the research. The chapter

concludes in Section 7.4.

7.2 Benefits of the Research

This section discusses the benefits of the research, which include (i) providing easy

access for beneficiaries to control their health information, (ii) providing the means for
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beneficiaries to report behaviours that violate their human rights, (iii) aiding the medical

research process by automating search subject selection, and (iv) tracing activities related

to beneficiary information and providing immutable evidence for legal action.

7.2.1 Protect the Privacy Rights of Beneficiaries

• The eCMS is designed to ensure that beneficiaries are informed and feel in control

of who is accessing their information. The user is informed about who will be

accessing his/her information, why the information will be accessed and for which

period the authorised access is will be valid.

• Using reports available to the beneficiary and finding that his/her rights were

violated, he/she can take his/her grievance to the healthcare provider or to court

and provide the information made available by the eCMS.

• The eCMS enforces accountability as each event is logged against a user, so the

beneficiary is able to identify the responsible party directly.

7.2.2 Provide Simple Usability and Accessibility

The eCMS achieves Perceived Usefulness (PU) and Perceived Ease of Use (PE). Univer-

sal usability is achieved as end-users, independent of which technology they use and their

socio-demographic details, can use the system effectively. The three challenges of uni-

versal usability (technology variety, user diversity and gaps in user knowledge) [74] are

overcome as the system is designed to be information-forward and platform independent.

The system provides functionality to users that is practical and user-friendly, using the

following approaches:

• Given that internet connection is expensive for most South Africans [82], the eCMS

is designed to use as little bandwidth as possible. When videos are uploaded, the
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user has the option to download a high quality or a lower quality video in order to

accommodate his/her financial bracket, as illustrated in Figure 7.1.

Figure 7.1: Informativity aided by video

Video-assisted informed consent improves the understanding of clinical processes

for beneficiaries [59].

• The eCMS is also not device-specific or platform-dependent, it can be used on

smart phones, tablets, desktop computers. independent of the device’s operating

system.

7.2.3 Trace Activities Related to Beneficiary

This section discusses the methods in which activities related to the beneficiary are

traced in the eCMS; namely, ATNA auditing and blockchain.
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7.2.3.1 ATNA

The ATNA logging was implemented in order to use a standardised and flexible in-

frastructure to gather audit information. All events related to patient information and

general access or use of the system are logged to facilitate accountability. ATNA has a

set of functions as described below [8]:

• User authentication: Each user must log in to gain access to an HIS in the

ATNA environment.

• Node authentication: Only authorised nodes in the ATNA environment have

access to beneficiary information. ATNA achieves this through the evaluation of

digital certificates.

• Secure communication: Communication between nodes is encrypted.

• Audit record generation: All events are logged and the audit records are sent to

an Audit Record Repository. Each record includes the timestamp, enactor, action

performed, beneficiary involved and the relevant node(s).

7.2.3.2 Blockchain

Blockchain served as an additional layer of security to facilitate integrity and account-

ability due to its immutable nature. Blockchain provides provenance and traceability

during the forensics process.

7.2.4 Improve Medical Research

Machine learning was implemented using an artificial neural network to help researching

doctors to easily identify candidates for medical research processes. The presence of

health information systems helps to improve the quality of healthcare [8].
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Overall, the benefits satisfy the system requirements for informativity, modifiability, con-

trollability and security, while also maintaining PU and PE. The model, architectural

design and prototype are significant contributions. The architectural design and model

are novel and well thought through. The prototype implementation successfully proves

the concept.

In the next section, the shortcomings of the research are discussed.

7.3 Shortcomings

Some shortcomings of the eCMS are listed below:

• The eCMS relies on online access. The user is required to own a computing device

that has access to the internet. In Africa, while an individual is more likely to have

access to a cell phone service than piped water, sewage, tarred roads or electricity

[85], South Africans from low economic households cannot afford to stay connected

to the internet due to the high cost of bandwidth [43].

• The beneficiary needs to have some level of digital literacy and be able to read.

South Africans who go to rural schools are less likely to have access to curricula

that emphasise computer education. Highly educated beneficiaries are more likely

to provide electronic consent [15].

• For good authentication, the beneficiary is required to enter a TOTP using an

authenticator application installed on his/her mobile device. It may be better to

send a TOPT via SMS; however, this approach may be more expensive.

• Beneficiaries have to be proactive in reporting suspicious behaviour, so they have

to be active participants.
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• While videos may be sent to children for them to understand the context of their

directives, parents or guardians will have to make decisions on their behalf.

• Owing to the ease of access to an e-consent system (as opposed to a traditional

paper-based system), a sought-after research subject may become overwhelmed by

an inordinate number of requests for access to his/her information.

• The beneficiary is required to be of sound mind and be in a position to make

informed choices.

7.4 Summary

This chapter provided an evaluation of the research. The benefits of the research include

(i) providing easy access for beneficiaries to control their health information, (ii) provid-

ing the means for beneficiaries to report behaviours which violate their human rights;

(iii) aiding the medical research process by automating search subject selection, and (iv)

tracing activities related to beneficiary information and providing immutable evidence

for legal action. The shortcomings of the research were also discussed. The following

chapter summarises and concludes the research and, future work is discussed.
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Conclusion

8.1 Introduction

This chapter provides the conclusion of the dissertation and discusses future work. Sec-

tion 8.2 provides a summary for each of the chapters in the research. Section 8.3 revisits

the problem statement and outlines how each of the research questions was addressed.

Section 8.4 discusses possible topics for future research. Section 8.5 recaps and outlines

the objectives of the research and the contributions are summarised. The dissertation

concludes in Section 8.6.

8.2 Dissertation Summary

A summary of each chapter of the dissertation is provided as follows:

• Chapter 1 provided an introduction to the study. A brief overview of the motiva-

tion, objectives, the problem statement and research questions were outlined.

• Chapter 2 discussed the overview of the South African healthcare system. The

opportunities, challenges and solutions faced by e-health in South Africa were
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described. The chapter also introduced informed consent and discussed the reper-

cussions for service providers who do not respect the privacy of their patients. Ad-

ditionally, the chapter provided an overview of consent directive types, attributes

and controls.

• Chapter 3 covered information security with a specific focus on principles and

legislature that are essential for privacy preservation, such as the PoPIA, Health

Professions Act and GDPR. Information security and e-consent go hand in hand as

both concepts strive to ensure data privacy. The chapter also provided a discussion

of related work. The chapter compares the model and prototype developed for the

research against other literature that has conducted similar work.

• Chapter 4 proposed a model for the e-consent management system. The model was

designed based on the information gathered from the literature reviews (Chapters 2

and 3). The model presented an abstraction of the proposed system, the function

of which is to facilitate customised privacy control for healthcare users making

use of electronic healthcare systems. The chapter also illustrated the architectural

design for the e-consent management system based on the developed conceptual

model.

• Chapter 5 described the implementation of the software prototype developed based

on the e-consent conceptual model. The relevant programming languages, appli-

cation programming interfaces and development environments were described.

• Chapter 6 demonstrated the consent directive life cycle by way of a scenario by

detailing its creation, retrieval, update and removal workflows.

• Chapter 7 provided an evaluation of the designed model, architecture and de-

veloped software prototype. Furthermore, the benefits and shortcomings of the

research were discussed.
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• Chapter 8 provides the conclusion of the dissertation and discusses future work.

The next section revisits the problem statement of the research.

8.3 Revisiting the Problem Statement

The problem the dissertation sought to address was the lack of application of informed

e-consent in e-health in South Africa. In the age of computing it is becoming more

difficult to be in control of the level of privacy of one’s information. An approach in

healthcare should be available, in a manner similar to the way individuals manage the

privacy settings of their social media accounts.

A patient’s personal information should only be available to authorised users and the

patient should be aware of why the information is being accessed and by whom. Given

that South Africa and the rest of the world are moving towards e-health, there is a need

for an approach towards privacy preservation through e-consent. This means that a pa-

tient should be given an e-consent system to express their consent directives.

The questions that guided this dissertation are listed and addressed below.

• What is the current state of e-consent in healthcare?

The objective of this question was to identify the benefits, challenges and opportu-

nities surrounding e-consent systems in order to determine their value. Chapter 2

motivated the application of e-consent since the continued use of physical docu-

ments is not ideal as paper and printing costs are high due to the manual nature of

the printing process [127]. Physical documents make patient information difficult

to store, search and retrieve [62]. It is also difficult to enforce access control for

physical documents as they are more easily accessible for healthcare staff on the

premises on the basis that they work there [34]. Furthermore, forms filled in by
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hand are often incomplete, inaccurate or illegible. In addition, about 24% of doc-

tors spend less than five minutes informing their patients of procedures and 53%

of doctors spend between five and 10 minutes informing their patients even though

they should ideally spend at least 30 minutes counselling their patients and allow-

ing enough time for questions and clarifications [24]. Furthermore, a tailor-made

consent approach is found to improve the understanding of patients [59]. There-

fore, a system like eCMS allows the healthcare beneficiaries to conveniently review

their consent directives as some patients agree to a procedure even though they do

not understand the full implications of it [59]. Chapter 7 reflected on challenges

that may affect the adequate utilisation of eCMS in South Africa, including a lack

of familiarity with computer systems, the high cost of bandwidth and a lack of

proactive participation by the system users.

• What challenges do South African healthcare-sector workers experience with regard

to e-health?

This question aimed to identify the opinions, attitudes and relationship that health-

care workers have with e-health systems. If challenges that broadly affect e-health

systems exist, it is unlikely that they will not affect an e-consent system. Chap-

ter 2 identified that challenges to the adoption of e-health systems in South Africa

include the absence of ICTs at healthcare facilities, staff lacking ICT-related skills,

and old and unreliable computer equipment [104]. While there is hesitation in

72% of physicians that e-health systems may lead to frequent downtime and 64%

of them believe that productivity may be hampered, there is a willingness by the

staff members to learn how to use e-health systems [104]. The chapter also high-

lights that if the PU and the PE are absent then the benefits of ICTs cannot be

sufficiently realised as its end-users do not value the technology or the end-users

simply do not use the system because it is too complex, or there is a lack of user

training and knowledge transfer [102].



Chapter 8. Conclusion 117

• How can privacy-preservation legislature such as the PoPIA be applied in e-consent

systems?

This question seeks to establish how the relevant privacy legislature should be inte-

grated into the developmental life cycle so that the e-consent solution is developed

inline with privacy laws. Chapter 3 selected the Health Professions Act and PoPIA

as the main Acts to influence this research. The PoPIA is based on the best fea-

tures of international privacy legislatures and OECD guidelines for the protection

of privacy. The PoPIA principles are also aligned with the GDPR. The PoPIA com-

prises eight information-processing principles, which were included in the model,

architectural design and prototype presented in Chapters 4 to 6. The PoPIA prin-

ciples were implemented using the information security services and mechanisms

described in Chapter 3.

• In what way can interoperable e-consent systems be implemented in South Africa?

This question seeks to identify implementation guidelines that will facilitate inter-

operability in an e-consent management system. South African e-health systems

suffer from a lack of uniformity [104]. The lack of the use of standards means that

different software applications cannot communicate and exchange information with

each other with ease. Chapter 3 explains that HL7 International is an accredited

body that sets up standards for the transfer of clinical and administrative data

between healthcare software applications. Thus, HL7 was used in the eCMS.

Therefore, given that the research questions have been resolved, the entire problem

statement has been fully addressed.

8.4 Future Work

Given that the focus of this research was the privacy preservation of beneficiaries, there

is an opportunity to explore implementation for medical treatment and advanced care di-
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rectives, which are the different types of consent directives not focused on in this research.

Directives for medical treatment involve obtaining electronic consent from beneficiaries

for healthcare procedures such as surgery or radiation therapy. Generally, the proce-

dures mentioned previously are medium to high risk and giving written consent through

a system such as eCMS (i) makes the health practitioners accountable and (ii) provides

the patient and health provider with a record of that to which the patient consented. If

the patient was informed that his/her left leg would be amputated, and the right leg was

amputated, this would be grounds to accuse the hospital of doing grievous bodily harm.

Another opportunity for growth for eCMS is for the system to account for advanced

care medical directives. If the patient has an order for “do not resuscitate” or “do not

intubate” or other end-of-life directives, those should be respected and can easily be

retrieved electronically. Future e-consent management systems may consider centrali-

sation of requests in order to reduce the number of identical requests submitted to an

individual.

8.5 Research Contributions

The specific objectives that were pursued as part of the main objective are as follows:

• Analyse existing work on e-consent, interoperability, information security and privacy-

preserving legislature and principles.

• Conduct a research survey that will give information on the current state of e-

consent in South Africa.

• Design an e-consent management system model.

• Develop a prototype of the e-consent management system model as proof of con-

cept.
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Ultimately, a secure, user-friendly, informative, controllable, modifiable and privacy pre-

serving consent management system was developed.

Health information systems enable the collection and use of electronic health data, which,

in turn, provides benefits to various stakeholders [42, 51, 66]. In most cases, the elec-

tronic health data found in medical systems is patient data. With the patients’ data

being exchanged electronically, the patients still need a way to consent who should and

who should not access their data. This requires an electronic consent management mech-

anism, and with a proper consent management in place, the following will result:

• Medical researchers can conduct their work more efficiently as there is increased

access to accurate information. Additionally, researchers can use available data to

investigate how high-quality and cost-effective healthcare may be provided.

• The quality of clinical care is improved as immediate access to information en-

ables quick and informed decision-making regarding diagnoses and treatments for

healthcare service providers.

• Patients can benefit by making informed decisions about service providers, medical

treatments and health conditions in general.

8.6 Final Remarks

The objective of this dissertation was to design and develop an e-Consent Management

System that facilitates customised privacy control for healthcare users making use of

electronic healthcare systems. The developed eCMS is an efficient and practical appli-

cation for informed e-consent in e-health in South Africa.
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This chapter concludes the study. The subsequent sections provide the bibliography and

the list of acronyms used in the literature.
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Maŕıa Begoña Garćıa Cenador. Study of the uses of information and communica-

tion technologies by pain treatment unit physicians. Journal of medical systems,

41(5):78, 2017.
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Appendix A

Acronyms

AES-GCM Advanced Encryption Standard with Galois/Counter Mode.

ANN Artificial Neural Network.

ARV Antiretroviral.

ATNA Audit Trail and Node Authentication.

CRC Cyclic Redundancy Check.

e-CRL e-Consent Rule-Based Language.

eCMS e-Consent Management System.

EHR Electronic Health Record.

GDPR General Data Protection Regulation.

GPS Global Positioning System.

HIS Health Information System.
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HIV Human Immunodeficiency Virus.

HL7 Health Level-7.

HPCSA Health Professions Council of South Africa.

HPRS Health Patient Registration System.

HR Human Resources.

ICTs Information and Communication Technologies.

ID Identity Document.

IHE Integrated Health Exchange.

IoT Internet of Things.

IT Information Technology.

m2m Mothers2Mothers.

MD5 Message Digest 5.

MPI Master Patient Index.

NHI National Health Insurance.

OECD Organisation for Economic Cooperation and Development.

PbD Privacy by Design.

PDU Pharmacy Dispensing Unit.

PE Perceived ease of use.
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PIN Personal Identification Number.

PoPIA Protection of Personal Information Act.

PU Perceived usefulness.

SHA Secure Hashing Algorithm.

SMS Short Messaging Service.

SVS Stock Visibility System.

TB Tuberculosis.
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