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Abstract: With the development of science and technology, traffic perception, communication,
information processing, artificial intelligence and the shipping information system have become
important in supporting the realization of intelligent shipping transportation. Against this
background, the Internet of Vessels (IoV) is proposed to integrate all these advanced technologies
into a platform to meet the requirements of international and regional transportations. The purpose
of this paper is to analyze how to benefit from the Internet of Vessels to improve the efficiency and
safety of shipping, and promote the development of world transportation. In this paper, the IoV is
introduced and its main architectures are outlined. Furthermore, the characteristics of the Internet of
Vessels are described. Several important applications that illustrate the interaction of the Internet of
Vessels’ components are proposed. Due to the development of the Internet of Vessels still being in its
primary stage, challenges and prospects are identified and addressed. Finally, the main conclusions
are drawn and future research priorities are provided for reference and as professional suggestions
for future researchers in this field.
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1. Introduction

It is well known that over 70% of the earth’s surface is covered by ocean, which leads to the result
that the waterway has to undertake more than 80% of the world’s trade transportation, including
the seaborne trades and the inland river navigation. In recent years, with the development of
technologies such as sensing, telecommunications, computers, information, automation and smart
control, a new technological revolution called internet of vessels (IoV) is proposed to meet the
requirements of international and regional transportation. The IoV is defined as a network of smart
interconnected vessels and the shore facilities with a series of digital entities [1]. Based on the
global positioning system and wireless communication technology, the ship intelligent information
service could use electronic sensing devices to exchange information on the internet and realize the
extraction, supervision and utilization of each nodes’ properties and dynamic information on the
network platforms. The information is available in real time by way of communication (human
to vessel, vessel to vessel, vessel to cargo, vessel to coast) [2]. As a result, the IoV has the ability
to navigate, communicate and offer security protection to provide a more intelligent and safer
navigating environment.
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In this paper, an in-depth view of the IoV is provided. Due to the dramatic increase in world
trade, new challenges with efficiency, safety and energy saving have emerged in the transportation
system. As one of the most important transportation modes, the shipping industry is trying to solve
the key problem of improving the intelligence level of the vessels and their operating network. The
emerging IoV technologies could achieve this goal with precision management, comprehensive service
and humanized experience. The purpose of this paper is to analyze how to benefit from the Internet of
Vessels to create a more intelligent and safer navigating environment.

This paper is structured as follows: Section 2 introduces the definition of the IoV and its
architecture from different technical perspectives; the characteristics of the internet of vessels are
discussed in Section 3; in Section 4 the application and benefits of the internet of vessels are described;
in Section 5 the challenges and prospects of the emerging technologies are outlined; and finally,
a conclusion is drawn in Section 6.

2. Internet of Vessels Architecture

As a product in the global information era, the Internet of Things is a very important component
of information technology. Based on the frame of the IoT (Internet of Things) technology, the ship’s
specific characteristics and the application environment, the internet of vessels is proposed. In 1998, the
USA developed a kind of integrated service system called the Intelligent Website System (IWS) which
contained a ship Automatic Identification System (AIS), data exchange system, navigation system and
information network system [3]. At the beginning of the 21st century, the European Union conducted
integrated information services for the inland waterway, the River Information Services (RIS), which is
a prototype of the IoV [4–6]. The existing structure of the IoV is shown in Figure 1, which consists of
vessels, island base stations, a climatic observation system, communication satellites, buoys, wireless
transmitting and receiving devices, and the command system.
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2.1. The Classification of the IoV

At present, there is no clear classification for the IoV. Qin [1] classified the IoV on the basis of the
geography and shipping purpose which is shown in Figure 2.
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The RIS system is a combination of various information systems such as the ship declaration
information system IBIS/GINA (Belgium), the regional and transnational shipping information system
BICS (The Netherland), the inland waterway shipping information network system VNF2000 (France)
and the cargo declaration information system MIB/MOVES (Germany). After years of development
in the European region, the RIS system has obtained a series of completed system architectures [7,8].
The architecture of the RIS system is shown in Figure 3 [9,10]. The RIS system aims at building
a cross-regional, cross-system, cross-governmental system with integrated resources. The RIS unifies
the technical and legal standards, and realizes the collaboration and normalization of the inland ship
service. Covering all the key logistics elements of inland transportation, the RIS which serves the
modern shipping logistics industry and supports multimodal transportation is a milestone in the
development of building the inland waterway information system in Europe [11]. The success of the
RIS system provides valuable experience for the Internet of Vessels construction.
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Similarly, Dong [12] and Dai [13] proposed the overall architecture of the IoV on the technology
level to meet the three major characteristics of the IoT, which were instrumented, interconnected and
intelligent. Dong [12] presented a novel and comprehensive architecture of the IoV system for future
reference. The overall architecture of the IoV proposed by Dong [12] is shown in Figure 4, which
contains a standard specification guarantee system and an information security assurance system with
four layers of perception, network, application and exhibition.

For the perception layer in Figure 4, based on the state intelligence of the shipping infrastructure
and ship operating environment as well as the ship visual detection and identification technology, the
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perception layer technology system takes advantage of the shore-based sensors and shipborne sensors
including radar, RFID, AIS, GPS and CCTV to construct the technical architecture model of the target
in different scenarios. The networks layer is the basic platform to realize the information exchange
of the IoV system. According to the multi-network fusion technology [14–16], it aims at high data
transmission reliability and high-security to guarantee the perceptive data connection is smooth and
successful. Based on the networks layer, the data resource layer is in charge of data collection, saving
and management from the perception layer. At the same time, it is the foundation of the information
service for the application layer. The application layer is the core of the IoV system. In this layer,
various application systems are developed to call resources from the data resource layer to analyze,
calculate and process. As a result, the applications are used to meet the demands of various customers.
The exhibition layer is the service window with which the IoV system communicates with customers
directly. In the exhibition layer, the IoV system provides a virtual service platform for customers
according to mobiles, radios, websites, VHF, AIS, intelligent terminals and so on. It satisfies both the
requirement of the releasing information service and the access function from the outside information
providers, which is quite useful for improving the service level of maritime transportation.

More details will be described in the components of each layer in Figure 4.
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2.2. The Technical Architecture of the Perception Layer

As one of the most important fundaments in the IoV system, the intelligent perception platform
contains the ship electronic authentication center, the intelligent ship terminal, sensors and image
detection, and the identification system. Based on the collection of the ship positioning data, operating
data, waterway traffic data and emergency data, the perception layer can provide the data support for
the upper layer [17]. The function of the ship electronic authentication center is to identify that the
operating ships are legitimate. The intelligent ship terminal is the core of the perception layer. The
RFID module, GPS/Beidou module and sensor module are integrated in this part to provide data
(cargos, ships, ports) collection and exchange with the shore-based facilities and servers. The technical
architecture of this layer is shown in Figure 5.
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In Figure 5, it can be seen that the IoV system could obtain the dynamic perception of the maritime
information in real-time in a variety of ways. The object of the dynamic perception covers a wide
range of roles including waterways, ports, ships, intersections, inland river-way service centers, refuse
collection points, ship locks, bridges, fleets and marine service stations. Every perceiving subject
has its own perceiving object and contents. For instance, in the Yangtze river, in order to realize the
construction of the IoV system, the state of the navigation environment which includes the channels,
hydrometeorology and navigation structures should be perceived. Generally, the buoys identify the
boundary of the channels and provide the information on traffic flow direction, channel obstructions,
channel width and channel depth. Therefore, the GNSS (Global Navigation Satellite System) is installed
in the buoys to monitor their position. At the same time, Dai [13] proposed a kind of estimation method
to calculate the floating threshold of buoys in the safety area. The use of a high precision positioning
method for buoys helps the management center control the information on the channels at any time.
Besides, with the feature image learning technology based on the BP (back propagation) neural
network and the night visibility monitoring technology based on the dual differential luminance
algorithm, it could distinguish the trend of bad weather and provide the meteorology information to
the management center. Similarly, lots of different sensors are mounted on the navigation structures to
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collect the information about the ships, hydrometeorology and channels. Thus, based on the perception
technology, the specific perceiving objects and contents are listed in Table 1 [13].

Table 1. Details of perception information including the perceiving object and its contents.

Perceiving Object Perceiving Contents Perceiving Object Perceiving Contents

Channels

Water-level Information

Ship Locks

Open Time of Locks
Real-time Meteorological Information Cargos Information

Regional Geographic Information Traffic Conditions
Channel Obstruction Time Span Arriving Sites

River and Canal Status Estimated Time of Departure
Auxiliary Facilities Status Estimated Time of Arrival

Channel Congestion Information Short-term Planning of Locks
Emergency Accident Information Long-term Planning of Ships

Ports

Docking Information Intersections Direction of Channels

Ships’ Waiting Spot Inland Riverway
Service Center

Type of Service
Cargos Information Number of Service Center

Dock Operation Status
Marine Service Station

Position of Service Station
Port Congestion Information Queuing Number of Ships

Estimated Time of Arrival
Refuse Collection Point

Position of Service Station
Traffic Information Queuing Number of Ships

Ships

Position Information

Bridges

Capacity Information
Speed Information Cargos Information

Certification Information Estimated Time of Arrival
Payment Information Estimated Time of Departure

Illegal Traffic Information Traffic Information
Visa Information for Destination Short-term Planning of Locks

Loading Information Long-term Planning of Ships

Draft Information Short-term Planning of Bridges
Owner of Vessels Information Long-term Planning of Bridges
Owner of Cargos Information Open Time of Bridges

2.3. The Technical Architecture of the Networks Layer

The networks layer is the fundamental infrastructure of the IoV system and represents the
fundamental facilities of the data resources integration and management system. In order to meet the
various demands of different businesses and avoid the vulnerability of the IoV link, the networks of
IoV are constructed in various ways.

2.3.1. Self-assembling Networks of the IoV with Ad Hoc Technology

An ad hoc network is a kind of wireless networking paradigm for mobile hosts. Originally,
the military tactical and other security-sensitive operations were the main applications of ad hoc
networks. However, there is a trend of adopting ad hoc networks for civil uses in earthquake and
flood relief situations due to their unique properties [18]. Now research into ad hoc technology aims at
a routing protocol for adapting the dynamic network topology. The representative achievements are
the destination sequenced distance vector (DSDV), the ad hoc on demand distance vector (AODV),
dynamic source routing (DSR), the temporally ordered routing algorithm (TORA) and zone routing
protocol (ZRP) [19]. The DSDV is a kind of table-driven routing protocol, each node of which needs
a routing table containing the routing information to all other nodes [20]. The DSDV takes advantage
of the flood searching algorithm to find the route. When the header of the source node carries the
destination node address and broadcasts to the adjacent nodes, the intermediate node would judge
itself to transfer the message or to receive the message according to the destination node address. The
advantage of this method is improving the reliability of transmission, while the disadvantage is that
the network costs too much. The DSR is a kind routing algorithm to look up the route based on its need
to send data [20]. In the DSR routing protocol, the node does not need to maintain the information.
The network could complete self-configuration without any network infrastructure or facilities. The
use of DSR routing protocol reduces the maintenance cost of the routing but it could cause competition
between different information and prevent the correct communication. In summary, the strengths of
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the DSDV and the DSR are that the AODV is developed to improve the ad hoc network technology [21].
In the AODV routing protocol, there are three control messages including route request (RREQ), route
reply (RREP) and the route error (RERR). The node could judge the correction of the message from the
native broadcast. If the node finds the link of active routing breaking in the routing table, the node
could send the RERR to the host and delete the link in the routing table. The node which received
the RERR messages could delete the route including the disconnected link in the routing table. When
the route fails to connect to the table due to the source node movement, the source node would make
a route request again. The TORA is a kind of distrusted algorithm. It could provide various routing
between the source node and destination node [22]. The TORA could distribute a height value to each
node and the height value of the destination node is the lowest. As a result, compared with the height
value between adjacent nodes, various efficient paths could be established and the direction of the
path is from the higher node point to the lower node. The advantage of the TORA is reducing the time
delay during the exchange of information.

The application of the ad hoc network technology in the IoV system has the great advantage that
using the ad hoc communication to monitor and report the position of the vessels could have a large
network latency and does not need the high speed data transmission [23].

However, there are some technical barriers to applying the ad hoc technology in the IoV system.
For instance, in the ocean, there is a long distance between ships. From chart data of the vessel traffic
services (VTS), it can be seen that ships in ports, wharfs and offshore have a concentrated distribution,
while the ships are far from each other in open sea. As a result, it is suitable to use ad hoc network
technology in ships distributed in concentrated areas. Otherwise, it is better to choose other networks
such as the satellite centric model networks, opportunistic networks and so on.

2.3.2. Satellite Centric Mode Networks

The satellite network is one of the best ways to solve the ship communications during navigations.
However, the communication bandwidth of the satellite network limits the development of applying
satellite communication between the satellites and the ground, as well as the satellites and the ocean.
Recently lots of progress has been made to improve the low-bandwidth communication in satellite
positioning and satellite communication. Now the United States, Europe, Russia and China have the
ability to realize global communications. The network coverage of the International maritime satellite
is shown in Figure 6 [24].
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At present, the main functions of the global navigation satellite system are navigation and
measurement. In future, it can be used in the IoV system. The global positioning system (GPS) of the
USA consists of 24 satellites (21 of the satellites are working, 3 of the satellites are standby) which are
used for military and civil purposes. The Galileo system of the European Space Agency has 30 satellites
and is used for civil purposes. Similarly, Russia developed a set of positioning systems, the precision
of which is limited to 10 m. The Beidou navigation satellite system from China has 5 geostationary
orbit satellites and 30 non-geo satellites [25]. China has carried out lots of studies and practices on the
IoV by the Beidou navigation satellite system. Based on the Beidou navigation satellite system (BDS),
automatic identification system (AIS), geographic information system (GIS), the internet and mobiles,
China is developing a kind of IoV system called Beidou IoV to realize integrated service for the sea,
the sky and the ground. The Beidou IoV system covers the eastern coastal areas of China and provides
ship monitoring, short message communication and fishing-vessels port management [26].

2.3.3. Base Station Networks

The mobile communication network is an important foundation to build the networks of the IoV
system which can be used in the coastal base stations, island base stations and river base stations.
The mobile communication network which is a nice complement to the marine communication
facilities has a variety of access networking technologies such as the general packet radio service
(GPRS), wideband code division multiple access (WCDMA), and third and fourth generation
telecommunication technologies (3G and 4G) [27]. The GPRS network is developed based on the GSM
network [28]. The user datagram protocol (UDP) and transmission control protocol (TCP) are the
main communication protocol for the GPRS networks. There are many advantages to using the GPRS
technology in the base station networks. The connection cost of GPRS is very cheap and the resource
utilization is very high. The GPRS could provide 115 kbps transmission speed. Now a kind network
called Wideband Code Division Multiple Access (WCDMA) is widely used in the construction of
base station networks [29]. The WCDMA could adapt various transmission rates of the information,
ranging from 8 Kbps to 2 Mkbps. The development of WCDMA technology realizes global roaming
which has great impact on the communication of the IoV system. Currently, the WCDMA technology
occupies more than 77% of the communication market. Apart from the WCDMA technology, 4G uses
the orthogonal frequency division multiplexer (OFDM) technology [30]. It could run at the uplink rate
of 20 Mbps. At the same time, combining with satellite and optical fiber technology, 4G could provide
the information services and information collection to realize fast communication between the base
station and the ships. Based on the actual needs such as the cost, stability, efficiency and so on, it can
choose different technologies to construct the base station networks.

Now a new communication technology, the fifth generation telecommunication technology (5G),
is the extension of 4G. Although there are no standards for 5G, the key technologies including the
architectures, wireless networking, wireless transmission, radio frequency (RF) and the development
of a new spectrum will be quite useful to downscale the base station, remove the traditional nodes
and the flat network architecture. With the development of mobile communication technology, the
networks of the IoV system will depend on 5G in the future [31].

2.3.4. Opportunistic Networks

The opportunistic network is a kind of network which takes advantage of the encounter brought
by the movement of nodes to realize the network communication [32]. It is not necessary to establish
the full path between the source node and destination node [33]. The ad hoc networks and wireless
networks always lack treatment plans to deal with network interruption in difficult environments [34].
As a result, when the network is interrupted, the network performance may decrease dramatically.
Furthermore, in practice, the topological structure of the adaptive wireless network may change at any
time, which cannot guarantee the connection between the source node and destination node. Against
this background, the opportunistic network technology has been developed.
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Now various sensors are arranged in the ocean to collect the ocean data. It can use the
storing-carrying-transferring mechanism of opportunistic networks to store information in the
airplanes and ships passing through these areas and transfer the information data to other places when
the airplanes and ships arrive to the land [35].

2.3.5. Underwater Acoustic Communication Networks

As well as the land communication, the underwater communication can be divided into wire
communication and wireless communication. Laying electric and optical fiber submarine cables
realizes the underwater wire communication, while the underwater wireless communication networks
can be regarded as delay tolerant networks (DTNs) due to their sparse deployment, node mobility and
some severely impaired bandwidth-limited underwater acoustic communication channels [36]. As a
reference implementation of the DTNs protocol, DTN2 was designed and implemented [31]. Based on
the DTN2 research platform, an underwater convergence layer is developed to interconnect acoustic
networks [37]. The most advanced underwater acoustic communication equipment is now applied in
military, special commercial and scientific research [38]. The distance of signal transmission can be
several thousand meters.

2.4. The Technical Architecture of the Data Resource Layer

The data resource layer is the core layer of the IoV system. Therefore, in this layer, it is very
important to take the information resources in scientific classification with the standard of the unified
data exchange to ensure the reliability of the data. Figure 7 is the architecture of the data resource layer.
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As can be seen in Figure 7, there are several databases, such as the business databases, the
basic databases and the theme database groups. With these databases, a variety of theme databases
would be developed by classifying the sensor information and the requirements of administration,
customers and crews. At the same time, the architecture of the data resource layer needs to obey
the standard regulations, including the uniform information coding, uniform database naming and
uniform management [39].
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In order to provide a large amount of data to the upper layer, the data resource should support the
present mainstream databases such as the MySQL, SQL server, Oracle, Text, Excel, XML and so on [40].
At the same time, the data resource layer should also have the data interfaces with different facilities.
According to the data conversion components, the data resource could solve various complicated
problems by the permutation and combination. Now the big data processing platform has realized the
massive data storage and mining. The speed of data update could be achieved in milliseconds. With
these advanced data resource technologies, the IoV system could store huge amounts of data from
different ships, ports and the base stations by the perception facilities.

2.5. The Technical Architecture of the Application Layer

The main function of the application layer is providing service for the administration, enterprises,
crews, ship owners and so on. The customers select the service from the client service list and then the
service request schedules the corresponding resources through the management system [41]. Lastly,
the web applications are deployed.

For example, based on the Yangtze River Delta inland water transportation public information
service platform, Dai [41] established a kind of application layer which is shown in Figure 8. It can
be seen that in the application layer is a core layer in the IoV system. With the data resource layer’s
support, variety of the application systems is developed in this layer. In order to meet the requirement
of the business management and public information service, the functions including the shipping
company and crew management, traffic assessment information, meteorological information, policies
services, logistics information, dangerous goods declaration and channel congestion prediction are
developed and integrated into several multi-platforms or systems. Based on the data analysis results,
each platform could help the administrators make a good decision.
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2.6. The Technical Architecture of the Exhibition Layer

The exhibition layer is a platform to publish the service information to the public in real time,
which is a useful supplement for personalized service and business management [42,43]. The exhibition
layer can communicate with various devices and platforms, as shown in Figure 9.
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3. Characteristics of the Internet of Vessels

3.1. Information Processing and Information Fusion

In the IoV system, the objects of the information collection are bridges, ships, ship locks, channels,
meteorology and hydrology and so on. All the information is in static and dynamic states. Due
to the variety of the information sources, the data formats of different sources are quite different.
The information from the IoV system has the feature of multi-source heterogeneous [44–46]. Therefore,
the information fusion becomes the most important stage of the intelligent information processing.
The information fusion is a kind of multi-level, multi-aspect information process including multi-source
data detection, correlation, combination and estimation. It could obtain the results and the corollaries
with more accuracy than that from the single sensor. When one part or several parts of the system
cannot operate normally, the information fusion technology could keep the system working well
according to the information data collected from the other parts of the system. Due to the overlap
and synergy among a variety of sensors, the information fusion could obtain as much data in the time
and space domain, which means that the sampler info will be covered more widely and the object
will be described more comprehensively. In order to ensure the credibility of the information, the
information fusion technology describes the same object in multiple dimensions. The information
fusion technology does not require much to the sensors. As a result, the sensors could be designed and
installed in a flexible way.

The distributing structure of the information fusion technology preprocesses the sounding data to
generate tracking information and then make a global judgement in the center [47]. The structure of
the information fusion is shown in Figure 10.
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Yu [48] describes a detailed case of the information fusion between the VTS (Vessels Traffic System)
and the AIS (Automatic Identification System) to indicate the importance of the characteristics in the
IoV system. As parts of the IoV system, the VTS system and AIS system have their own functions
and facilities. In the VTS system, the radar is the main facility to collect the information and data.
Therefore, most characteristics of the VTS system are similar to that of the radar. Generally, the VTS
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system has accuracy in monitoring and tracking the ship moving status information, while it has
great error in the location determination. In addition, the VTS system has a good extension to fuse
a lot of of heterogeneous information. The AIS system is a network system to exchange and share the
navigational information between different ships through the VHF link. Based on the maritime mobile
service identity, the AIS system could track various ships separately and get their inherent information
including the type, the size and the tonnage accurately. The AIS system also has the ability to get the
ships’ dynamic information including the location, speeds and navigational status information. As a
result, the information fusion technology could fuse the advantages of these two different systems in
the fusion center. The AIS system could help improve the location information accuracy of the VTS
system, while the VTS system makes full use of its own advantages on capturing and tracking the
dynamic information. On the other hand, the AIS system should be mounted on the ships, so it has
a high requirement on the equipment. The VTS system just uses the radar to gain the information
of ships, which does not rely on the terminals. With the help of the information fusion technology,
the IoV system will be efficient and well managed. The Kalman algorithm method [49] is used in
the information fusion of VTS and AIS. Following the process in Figure 10, the information collected
from sensors is processed by the Kalman algorithm to get the trajectory, then the information from the
AIS system and VTS system is gathered and classified in the fusion center. In the fusion center, the
temporal and special alignment technology and the track correlation technology solve the problems of
the unity of the time domain and spatial domain between the AIS system and VTS system. Finally,
with the fusion of related trajectory data, the administration could get more stable and more precise
ship position information and movement information.

Meanwhile, the information fusion technology could help the IoV system choose the correct
strategy and prediction. Borkowski [50] presented an algorithm of ship movement trajectory
prediction through data fusion which considers the measurements of the ship’s current position
from different kinds of information sources such as the ARPA (automatic radar plotting aid), GNSS
(global navigational satellite system), AIS (automatic identification system) and ENC (electronic
navigational chart). Based on the information fusion, Borkowski verified the algorithm to improve the
reliability and accuracy of prediction. Currently, the navigation data fusion has been implemented in
navigational decision support systems and used on board many ships.

Similarly, there are many other sub-systems of the IoV system using the information fusion
technology such as the fusion between the Radio Frequency Identification (RFID) system and the
Zigbee wireless networking system [51]. The main goal of the IoV system using the information fusion
technology is to improve efficiency and accuracy.

3.2. Data Analysis Methods

Depending on the VTS, AIS, GIS, CCTV and RFID, the maritime administration obtains the
dynamic data of the ships. With the complete ships databases, crew databases, meteorological
databases and hydrologic database, it establishes a big data platform. Traditional data analysis
methods are sampling or filtering the raw data and analyzing the data sample to look for patterns and
features. Agnieszka [52] proposed an approach of ant colony optimization (ACO) to path the ship
planning to avoid collision. In the research, the ACO-based algorithm was constructed including the
data initialization, solution construction, pheromone trail update and the objective function. According
to the scenarios shown in Agnieszka’s research, the algorithm could help ships hedge their collision
risks and satisfy rule 15 of COLREGs (Convention on the International Regulations for Preventing
Collisions at Sea). Therefore, it can be seen that the most important characteristic of the traditional
data analysis method is the complicated algorithm to get as much information as possible. Apart from
the traditional data analysis method, the big data analysis method of the IoV system could analyze the
whole databases efficiently [53].

At present, there are several methods of big analysis used for the IoV system, such as the deep
learning approach, the knowledge calculation method and the visualization method.
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(1) The deep learning approach usually uses the artificial neural network method. Based on the
multi-layered framework, this method could analyze and express the data. Taking advantage of
data volume from the big data platform, it can use a more complicated model to represent the data
effectively. Now this method is widely applied in the prediction of ship operation [54], collision
warning [55] and risk analysis [56]. Zhao [54] took the turning performance of a single screw ship
as an example to establish a mathematical model based on the artificial neural network. As was
known, when the ship conditions (loading, oil consumption, speed, trim angles and heel angles)
and the environment (wind, waves, water flow, offshore voyage) changed, the characteristics of
ship operation would change at the same time. Based on the big data from the IoV system, the
artificial neural network was trained to meet the predicted requirement for the ship’s operation.
According to the experiment with the real ship, the reliability of this method was verified. Lu [55]
established a kind of collision risk evaluating model by the neural network. Due to the big
data analysis, the collision risk model obtained good results and could provide a reference for
increasing the safety of the ship.

(2) The knowledge calculation method extracts valuable knowledge from the big data platform to
construct searchable and computable knowledge bases that include knowledge base construction,
integration of multiple knowledge and knowledge update. The integration of multi-knowledge
considers the sharing and reusing of knowledge and improves the real time and effectiveness
of the data. This method is widely applied in the VTS [57], ship navigation [58] and decisions
regarding energy consumption for ships [59]. Zbigniew [60] developed a kind of information
system supporting navigational decision making. Information was acquired in the information
acquisition mode and then the situation analysis would calculate and process the data. With the
results of the knowledge calculation, the system made a good choice and took action to help
the ship avoid collision. Mladineo [61] studied a multi-criteria analysis-based decision support
system developed for the management of incidents in maritime traffic. The decision support
system organized a variety of information data related to emergency management—spatial
data, radar data, weather data and GIS data—for the administrator, in a comprehensible and
user-friendly way. It used the preference ranking organization method for enrichment evaluations
(PROMETHEE) for treating the multi-criteria problem. A case on the east coast of the Adriatic
Sea was studied to indicate that this method was more understandable and effective.

(3) The visualization method, according to the interactive information display and high dimensional
dynamic information, can make a decision in real time. Taking advantage of the visualization
method, the ships’ traffic flow model is built to master the state of the ship traffic flow, to
display the degree of channel crowding in a visualization, to assess the security risks and to give
early warning of the security information [62]. Based on the big data, Robin [54] described the
advantage of the description and illustration being used to present the information. With the
description and illustration, the decision maker could be provided with the most essential and
salient aspect of a given analysis quickly. Similarly, when this method was used in the IoV system,
the administrators would judge the case in a direct way, and make a quick response for alarm
and emergency. Meanwhile, it was also a good way to alleviate the traffic in the inland rivers or
in the ports.

4. Applications and Benefits of the IoV

4.1. Intelligent Navigation of Ships

The IoV system makes it possible to realize the intelligent navigation of ships. The IoV system has
a variety of functions including the completed navigation, collision avoidance, information display,
monitor, alarm, satellite communication, ship management and so on, which are convenient for the
crew and shore-based commander to observe, operate and optimize the information process collected
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from the equipment. The use of the IoV system will play a greater role in the guarantee of ship safety
navigation than before [63].

With the perception information including the ship navigating state, environmental factors and the
ship operating data obtained from the sensors, the IoV system will take advantage of the data resource
layer to distribute and share these data and choose the optimal path to operate the ship automatically.

With the development of unmanned control theory, the driverless car and unmanned aerial
vehicle have become reality. The IoV system is quite helpful for research on unmanned ships. In the
inland river, due to the complicated channel environment and the traffic flow density, the unmanned
ships have high requests for obstacle perception, route planning and tracking ability. As described in
Sections 2 and 3, the IoV system has the ability to meet these requirements for the unmanned ships.
Figure 11 is the schematic diagram for the ship automatic collision avoidance [64].
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4.2. Intelligent Management and Service of Vessels

With the help of the IoV system, managers could get the accurate and complete real-time
movement of the ships and predict the potential traffic problems. As a result, they can make reasonable
plans and project emergencies to prevent disasters and reduce property loss. Based on the VTS, AIS
and GIS, Kao [65] proposed a fuzzy logic method to predict vessel collision risk to improve the safety
of navigation and the efficiency of the ship management. Wen [66] took advantage of artificial neural
network and logistic regression to distinguish the smuggling ships. Based on the classification of
different ships, by following their types, drafts and destinations, Wijaya [67] analyzed the routes of
thousands ships to realize the predicted behavior for the target ship in crowded water areas.

The intelligent service of vessels from the IoV system allows service providers to identify the
customers’ (ship owners, ship crews) explicit and implicit demands, and then meet their requirements
efficiently [68]. For instance, according to the information from the IoV, it can provide personalized
management (Visa, cargo loading and food configuration, sailing schedule setting), set the optimal
route for ships, develop monitoring and adjust the plan of energy consumption for the ships. With
funding from the European Union, the European institutions are accelerating the construction of IoV
systems to realize electronic freight, which is shown in Figure 12 [69].
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4.3. Traffic Flow Prediction

One typical application of IoV is for traffic flow prediction. The theory of traffic flow is the basic
theory of the intelligent ship transportation management. With the help of the IoV system, it can
analyze the dynamic laws of the ships and the changes in the relationship between the traffic speed and
the traffic density. Taking advantage of the prediction model and the information data obtained from
the IoV system, the traffic flow prediction could predict the short-term, medium-term and long-term
traffic. With the development of the IoV system, a number of advanced models are proposed to
predict the traffic flow. Li [70] used an improved model of robust support vector regression to predict
the traffic flow of Tianjin Port. Based on the port’s characteristics, ship behavior and historic data
of the traffic flow, Liu [71] established a novel integrated traffic flow prediction model. Due to the
problems of ship navigation safety and congestion caused by the increasing ship traffic and ship size in
Pohang Port, Song simulates the ships’ tracks in real time and the traffic flow to provide the best route
guidance for ships. Xu [72] adopted the Monte-Carlo method to analyze the history data of traffic
flow in the Wuhan bridge area of Yangtze River and to propose a generative approach to improve the
safety of ship navigation. It can be seen from this, if these traffic flow prediction models are added
to the IoV data resource layer and give the appropriate results in the application layer, they are quite
useful for improving the safety of the ship navigation and the utilization of the ports, to promote the
development of the intelligent management.

5. Challenges and Prospects

5.1. Challenges of the IoV System

5.1.1. Safety Mechanism

Compared with the traditional networks, due to the changes of ship trajectory and the unstable
topology structure, the network of IoV is a dynamic, temporary network [73]. In the effective range of
communication, the nodes of IoV networks keep a connection. When the distance of nodes goes out
of scope, the connection will break immediately [74]. In addition, because of the ad hoc technology
among the vessels, the wireless networking structure between the shore and ships as well as the wired
network structure between the data sensing equipment and the databases, the networks of IoV are
in multi-network integration conditions. Therefore, the IoV system has more security issues than the
traditional networks.

The IoV has the features of centerless and self-organization so it cannot use the safety mechanism
of traditional networks directly [75]. Meanwhile the sensing nodes of the IoV system are deployed
in an environment that needs nobody to see or control. As a result, the IoV will be under threat
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from information leakage, information tampering, congestion attack and flooding attack. The attacker
could obtain the information data from the sensing nodes and break into the networks of the IoV
system. The other challenges of the IoV system with reagards to the safety mechanism are ensuring
the authentication technology based on the user identity security, the establishment of security keys’
transmissions, the security of data encryption and the users’ privacy protection [76].

5.1.2. The Limit of Transmission for the Waterway Traffic Information

Although the waterway traffic has many ways, such as perception and communication, to transfer
information from vessel to vessel, vessel to shore, vessel to buoy, limits of transmission still exist in
use, arrangement and integration [77]. The details of the limitation are described below.

(1) As is well known, there are a variety of communication styles such as VHF, RFID, GPRS and
3G [78,79]. The data of these communication styles is similar but not compatible because of the
lack of unified interaction interfaces.

(2) Due to the lack of service contents [80,81] and service styles, the information is transferred from
the ship terminal to the coast station only to meet the requirement of the administration. A general
service platform should be established to provide various information services.

(3) When the ships sail in different regions, the information will be transferred across these regions.
If the business systems in these regions do not support each other, it is a barrier for the information
sharing and information efficiency.

5.2. Prospects of the IoV System

With the development of the IoV, it will study more advanced ship intelligent terminals and
buoy intelligent terminals to enrich the means of perception. The integration of these communication
technologies such as 3G, 4G, AIS and RFID will realize intelligent switching between one another.
The data information collected from the sensors will be more compatible. The integration information
platform of the IoV system with the ship-shore interaction will be more comprehensive and advanced.

In future, a variety of novel heterogeneous networks will be applied in the IoV system. Meanwhile,
the IoV system will realize the networks switching seamlessly to increase efficiency and reduce the
operating costs.

6. Conclusions

In this paper, the IoV is introduced. With the development of big data, the Internet of
Things and cyber-physical systems, the IoV will be a burgeoning research area in the ship industry.
The publications mentioned above provide strong support for the building of the IoV system.
Its architecture, characteristics and relevant application have been described. The construction of the
IoV system is still in the primary stage and it is always accompanied by various challenges. Technical
innovation and ambitions of overcoming obstacles are the driving force promoting the technical
advancement and development of the IoV system. The future research priorities can take, but are not
limited to, the following several directions:

(1) Exchange ability of data fusion of heterogeneous networks in water transport,
(2) Intelligent ship management and service techniques,
(3) Intelligent control techniques for real-time practical usage,
(4) Cross-regional information integration and resource management in IoV,
(5) Information security protection for large scale ship network communication systems,
(6) The application of new generation wireless communication technology.

In the future, the IoV system will play an important role in shipping transportation all over the
world. Many advanced technologies will be developed for IoV. The authors are currently undertaking
state-of-the-art research into the automatic identification system (AIS) for ship identification in
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large-scale ship networks, and big data learning for real-time monitoring and management of ships.
The outcomes will be reported in due course.
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