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Abstract—With the advent of nanotechnology, concepts related to the Internet of Things, such as 

the Internet of NanoThings (IoNT) and Internet of Bio-NanoThings (IoBNT) have also emerged in 

the classical literature. Of concern in this paper is the IoBNT, which projects the prospective 

application domain where the activities of very tiny, biocompatible, and non-intrusive devices 

operating in an in-body nanonetwork can be monitored and controlled through the Internet. In this 

paper, we present an illustrative scenario and system model of an IoBNT for application in an 

advanced healthcare delivery system. To address one of the major challenges of the IoBNT, we 

present an exemplary architecture and model of a bio-cyber interface for connecting the 

conventional electromagnetic-based Internet to the biochemical signaling-based bionanonetwork. 

The bio-cyber interface is designed and modeled by employing biological concepts such as the 

responsiveness of certain biomolecules to thermal and light stimuli, and the bioluminescence 

phenomenon of some biochemical reactions. The analysis in this paper focuses on the system that 

comprises the bio-cyber interface and the information propagation network of the blood vessel that 

leads to the in-body nanonetwork location. The effects of the system and design parameters 

associated with the IoBNT models presented are numerically evaluated. 

Index Terms—Internet of bio-nanothings, nanosensor, molecular communication, nanodevices, 

nanotechnology 
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I. INTRODUCTION 

Nanotechnology has ushered in ideas, tools and devices with the potential to improve existing 

technologies as well as introduce entirely new scientific innovations. This technology dwells on the concept 

of manipulating materials at the particulate and molecular levels of systems. A branch of nanotechnology 

that has attracted great attention in recent time is molecular communication (MC) [1]. MC is a new 

communication paradigm that uses biochemical signals to achieve information exchange among naturally 

and artificially created bio-nano scale devices over short distances [2-5]. It has found potential application 

in the field of medicine, where subjects such as targeted drug delivery (TDD) [6-8] and disease 

diagnosis/monitoring/therapy [9] executed at the nanoscale level have been considered. A review of the 

application of MC to healthcare delivery can be found in [10]. 

In the TDD scenario, the injection and transportation of drug particles in the human body and delivery to 

a specific tissue or organ can be viewed in the context of MC. In this sense, the drug particle injection 

device is the transmitter, the drug particles are information carriers, the blood vessel network is the 

communication channel and the targeted tissue forms part of the receiver [6, 7]. In the case of disease 

diagnosis, monitoring and therapy, nanodevices can be used as analytic and imaging tools, biochemical 

sensors for monitoring, and tissue engineering tools for in vivo tissue repair and regeneration [11]. 

Technically, the tiny dimensions of these nanodevices and their biocompatible nature endear them as 

powerful tools for the manipulation of bio-materials at the nanoscale level of organisms and systems.  

Conversely, the minute size of these devices limits their ability to take on complex tasks. Hence, many 

nanodevices will be required to work cooperatively in order to achieve a given task [12]. Some of the 

functionalities that these devices will possess include sensing/detection, capturing, storing, releasing and 

synthesizing biochemical molecules, acquiring and expending energy, moving and actuating, and 

replicating/terminating functioning [13]. The number of interconnected nanodevices in an intra-body 

nanonetwork will typically range from a few to millions. Therefore, ensuring efficient communication 

among these nanodevices is an important and very challenging task. In some cases, the capability of 



 3 

nanodevices in a given nanonetwork can be enhanced by connecting them to other networks, which may be 

another nanonetwork or a classical network. Such communication can also be enhanced by interconnecting 

the nanonetworks through the Internet in what is termed the Internet of Bio-nanothings (IoBNT) [14]. 

Indeed, the power and potential of any technology/tool/network are magnified when one starts combining it 

with other technologies/tools/networks. The IoBNT stands as novel paradigm-shifting concept for a 

prospective application domain where very tiny, biocompatible and non-intrusive devices can communicate 

through the Internet [15]. The IoBNT is the focus of this paper and has great potential to open up new 

possibilities in areas and applications where MC is envisaged to have great impact. The IoBNT application 

of concern in this work is the healthcare delivery system.  

An illustration of the concept of IoBNT for healthcare application is shown in Fig. 1. Imagine an 

advanced medical therapeutic scenario, where a patient with a certain ailment is injected with a particular 

set of nanodevices that enter into some tissues to perform diagnostic activities, TDD or tissue repair. The 

patient is then allowed to go home and go about his/her normal duties while the nanodevices silently 

perform the designated tasks in the targeted system. The activities and progress of the nanodevices are then 

monitored by medical personnel at a remote location. The medical personnel receives/sends out 

signals/commands using conventional communicational terminals. The command the medical personnel 

sends may be some sets of binary codes, each instructing specific sets of nanodevices in the patient‘s body 

to execute functions such as replicate, move, sense, acquire/expend energy, release or synthesize molecules 

and terminate functioning/decompose. On the other hand, the signals/information the medical personnel 

receives will usually come from specific sets of nanodevices that act as nanosensors at the target 

nanonetwork inside the patient‘s body. Such information will reveal the states of the nanodevices and that 

of the microenvironment of the targeted tissues. It can tell the temperature, pH, salinity and presence of 

certain biochemical compounds at a certain time. The information received can, among others, tell when a 

set of devices is no longer needed and should be eliminated from the system. This information can then be 

acted upon by the medical personnel to enhance the performance of the nanodevice network by sending 
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appropriate commands for specific functions to be initiated.      

In Fig. 1, to initiate a certain command, the medical personnel sends out the applicable signal through the 

Internet or any other appropriate network. This signal is received and relayed by a bio-cyber signaling 

system on the patient‘s body (for example on the wrist). The bio-cyber system responds by sending the 

appropriate signal to the designated set of devices in the target nanonetworks through the body channel, 

which can be the blood vessels. In our illustration in Fig. 1, the bio-cyber signal is received by a designated 

nanotransmitter in the targeted nanonetwork, which decodes the signal and sends out appropriate 

biochemical signals to the targeted nanodevices. The targeted nanodevices uniquely respond by executing 

the desired function. To allow for free movement of the patient and better signal reception, we have 

included an access point, which broadcasts the command received from the Internet. 

There are many challenges facing the engineering and realization of a practical IoBNT. These challenges 

include those associated with the design and development of the nanodevices, the molecular 

communication within the nanonetwork and the interfacing between the nanonetwork and the Internet. 

Other challenges include network security and nanodevice tracking and localization [14]. Addressing these 

challenges are open problems in nanocommunication research. 

Our main objective in this paper is to present a descriptive and system model of the IoBNT, and an 

example of an architecture/model of a bio-cyber interface. Specifically, we create an example of an IoBNT 

scenario and proceed to present a descriptive view of the scenario and the system model of the two-way 

communication between the medical personnel and the nanodevices in an intra-body nanonetwork. The 

scenario we consider in this work is illustrated in Fig. 1. This scenario depicts an IoBNT for TDD in which 

combination therapy [16] is employed for disease treatment. The term combination therapy defines the use 

of more than one modality of medication in a therapeutic process [17]. In Fig. 1, nTR1 represents a stimuli-

triggered liposome-based nanocarrier; nTR2 and nTR3 are nanodevices with the ability to synthesize 

different molecules when excited by extracellular signals. Hence, we can refer to nTR1, nTR2 and nTR3 as 

nanotransceivers. We shall henceforth refer to the nanotransceivers and the nanosensor as nanodevices.  
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Fig. 1. Illustrative IoBNT system for TDD-based combination therapy. 

In the scenario depicted above, a patient is injected with a set of therapeutic nanodevices, nTR1, nTR2, 

nTR3 and a nanosensor. The patient is then allowed to go home, while the nanodevices propagate through 

his blood vessel network to the targeted tissue. The nanodevices are equipped with specific ligands that can 

bind to complementary receptors that are only expressed at the targeted sites. The binding is a high-affinity 

one that keeps the nanodevices anchored at the site. At that point, certain enzymes that are specifically 

expressed at the targeted sites, such as matrix metalloproteinase (MMP) [18] in the case of a cancerous site, 

stimulate nTR1 to release drug molecules, say GA, which they encapsulate. The molecules released by nTR1 

are detected by the nanosensor in the targeted environment. The nanosensor responds to the presence of GA 

by emitting a certain molecule GB, which propagates through the blood network and is detected by the bio-

cyber interface located on the patient's wrist or any other convenient part of the body. The bio-cyber 

interface decodes the molecular information defined by GB and emits an appropriate electromagnetic-based 

signal. The emitted signal is received by the access point and is relayed through the Internet to the medical 

personnel. The information received by the medical personnel typically reports that the first therapeutic 

drug molecule GA has been delivered to the targeted site. Based on this information, the medical personnel 

sends a command to nTR2 to synthesize and emit the next therapeutic drug GC. This command goes 

through the Internet to the bio-cyber interface, which responds by emitting a specific concentration of the 

molecule GD into the blood network. The molecules then traverse the blood network and reach the targeted 

site, where they trigger the synthesis and emission of GC. When the drug delivery process has been 

completed, it is desirable that the nanodevices be eliminated from the body system. Hence, after the drug 
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delivery process a death command is sent to nTR3 to excite all the nanodevices in the network to execute 

self-annihilation [15]. On receiving the death command, the nTR3 broadcasts a death signal, which the 

respective nanodevices receive; they then commit to self-annihilation.  

In this paper, we present the system model of the IoBNT scenario presented above.  The salient features 

of our work are as follows. 

1) Theoretic model of IoBNT: By considering an illustrative IoBNT scenario for TDD, we present a 

descriptive and system model of an abstracted IoBNT. The abstracted system divides the IoBNT 

into the conventional Internet, the bio-cyber interface, the blood vessel network and the intra-

body nanonetwork. 

2) Example of model of a bio-cyber interface: The architecture and model of an example of a bio-

cyber interface for the IoBNT scenario described in 1) is presented. The architecture and model 

are inspired by known biological phenomena. The interface input-output expressions are given. 

3) Performance evaluation: The quantitative simulation and performance evaluation of the IoBNT 

subsystem that comprises the bio-cyber interface, the blood vessel network (using compartmental 

model) and the targeted in-body nanonetwork are provided.   

The rest of this paper is organized as follows. The system model and problem definition are presented in 

Section II. In Section III, the bio-cyber interface architecture and model for the example of the IoBNT 

scenario are presented. The compartmental model for the propagation of a molecular signal through the 

blood vessel network to the nanonetwork location is presented in section IV. In Section V, the capacity of 

the IoBNT is discussed. The simulations and system performance analysis are provided in Section VI. 

II. SYSTEM MODEL  

A block diagram model of Fig. 1 is shown in Fig. 2(a). The different functional blocks in the 

communication sequence, namely Internet, access point, wireless channel, bio-cyber interface, blood 

network and targeted nanodevice, are designated as h1, h2, h3, h4, h5 and h6, respectively. As stated 
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earlier, the command from the personnel‘s terminal will be a unique binary code that instructs the 

nanonetwork to execute certain functions. In our case, these functions include synthesizing and releasing 

molecules, sensing specific molecules and executing self-annihilation.  

Let the time-varying responses of the Internet, access point, wireless channel, bio-cyber device, body 

channel and nanodevice be represented as h1(t), h2(t), h3(t), h4(t), h5(t) and h6(t), respectively. The model for 

h1(t) and h2(t) is the conventional Internet of things (IoT) model. Recently, the model for h6(t) in 

consideration of the elimination of nanodevices from a specified nanonetwork in a given IoBNT has been 

presented in [15, 19]. In this present work, we specifically focus on the end-to-end physical layer system 

denoted by h3(t), h4(t) and h5(t), as enclosed in the red dotted line in Fig. 2(b). Hence, for simplicity, we 

neglect the effect of errors and delays that arise in h1(t) and h2(t) and assume that the information 

transmitted by the access point is the appropriate command sent by the medical personnel. Thus, we can 

model the communication link through h1(t), h2(t) and h3(t) as a wireless channel whose output y
(n)

(t) is  

},{)),()()(()()( 321
)()( rfthththtxty  n

nn        (1) 

where x
(n)

(t) is the input signal, and ‗*‘ denotes convolution operator. The superscript .
(n)

 defines the 

direction of the communication, where .
(f)

 denotes communication from medical personnel to nanodevices, 

and .
(r)

 denotes communication from nanosensors to medical personnel. A brief discussion of the 

nanodevices in this model, which include the nanotransceivers and nanosensor, is given below. 

 
 

 

Fig. 2. (a) Schematic block diagram of the IoBNT scenario (b) Block diagram of the IoBNT subsystem 

considered in this work. 

 

(b) (a) 
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nTR1 

This is a liposome that incorporates capabilities such as long circulation, stimuli responsiveness and 

targeting characteristics [20, 21]. It is denoted as a transceiver here, since it releases encapsulated 

molecules when excited by external triggers. The nTR1, when injected into the vascular system, propagates 

through the blood vessel network and into the targeted site, where it anchors. Timely drug release by nTR1 

at the targeted site requires that trigger stimuli for release, such as pH, light and enzymes, be uniquely 

overexpressed at the targeted site. In this work, we assume that this is so, so that on reaching the targeted 

sites, the liposomes release their contents by virtue of the stimuli-triggered release.  

nTR2 / nTR3 

These nanotransceivers are bionanodevices with the capability to synthesize and emit specific molecules. 

In the case of nTR2, the emitted molecules will be the second therapeutic drug molecules, while in nTR3, 

the emitted molecules will be the death-initiating molecules meant for the elimination of the devices from 

the system.  The nTR2 and nTR3 can be achieved by the use of genetically engineered biological cells [22], 

a genetically engineered bacterium [23] and artificial cells [24]. In [25, 26] model examples of a genetically 

engineered biotransceiver that can be used to model the molecule synthesis and emission in nTR2 and nTR3 

are presented. The systems biology related model for the execution of self-annihilation in the nanodevices 

is presented in [15].  

Nanosensor 

This device is a bionanosensor, which must have the high sensitivity capable of detecting the presence of 

GB molecules and responding by emitting GC. Such a nanosensor can be designed by using a whole-cell 

[27-29] or sensor molecules entrapped in a chemically inert matrix [30]. A mathematical model can be built 

for the nanosensor by taking into consideration the biochemical kinetics associated with its operation.  

The nanodevices discussed above and the information molecules to and from the bio-cyber interface are 

typically conveyed to and from the targeted site through the cardiovascular system. In our work, we model 

the propagation of the molecular signals through the cardiovascular system using the compartmental model 
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[31]. We shall proceed in the next sections to present models of the bio-cyber interface and the 

compartmental model for the blood vessel network. 

III.  BIO-CYBER INTERFACE ARCHITECTURE AND MODEL  

The bio-cyber interface is a unit that processes and translates information from the Bio-NanoThing 

networks to the Internet cyber-domain, which is based on electrical circuits and electromagnetic 

communications and vice versa [14]. The design of a suitable interface that is able to interconnect the 

nanoscale biological environment with the external world is an open research topic in molecular 

communication and IoBNT [14]. The choice of an architecture for a bio-cyber interface will depend on the 

nature of the signal, the channel through which the signal in propagated and the task at hand. Some 

proposals to address the interface issue have been presented in [32-34].  

In this paper, we desire to model a device that can decode a message carried by an electromagnetic wave 

and use the message to drive a system that produces a biochemical signal, and vice versa. A block diagram 

of such a system is depicted in Fig. 3, where c
(r)

(t) and c
(f)

 are biological signals in and out of the bio-cyber 

interface, respectively. In the forward path, the electro-bio unit converts the electrical signal from the 

receiver unit to a biochemical output. In the reverse path, the bio-electro unit converts the biochemical 

signal transmitted by the bionanosensor and detected in the blood network to electrical output. The 

transmitter and receiver depicted in Fig. 3 are typically modeled like any conventional communication 

system. Hence, we shall concentrate on the models of the electro-bio and bio-electro transduction units.   

 

Fig. 3. Schematic block diagram of the bio-cyber interface. 



 10 

A. Electro-bio interface model 

The architecture of the electro-bio transduction unit depicted in Fig. 4 is one that decodes the signal 

transmitted from the access point and uses it to drive a set of logic gates to produce either a thermal or 

optical effect. The thermal or optical response stimulates the release of certain molecules encapsulated in a 

nanocarrier. In this sense, it is known that some nanocarriers such as liposomes can be designed in such a 

way that they release their content when stimulated by factors such as change in temperature, light 

intensity, pH, magnetic field and enzymes [35]. In our design, we consider two sets of liposomes that 

respectively respond to temperature and light variations to release their contents. Each set of liposomes 

contains different molecules. Let the molecule type encapsulated by the thermal responsive liposome be GE 

and that encapsulated by the photo-responsive liposome be GD. As is illustrated in Fig. 5(a), when the 

decoded command is the binary code 011, the thermal source around the liposome storage unit is in the ON 

state. Hence, the release of GE occurs because of the thermal stimulation of the thermal responsive 

liposomes. When the decoded command is the binary code 111, the optical source around the liposome 

storage unit is in the ON state. Hence, the release of GD occurs owing to the optical stimulation of the 

photo-responsive liposomes to release their contents, as is illustrated in Fig. 5(b).  
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Injection 
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Photo responsive 
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Output
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Fig. 4. Schematic diagram of the electro-bio transduction unit. 

The above design is such that the released molecules diffuse through the space depicted by VR into the 

injection chamber, where they are automatically injected into the blood vessel network using a system that 

is capable of painless injection. It is shown in [36] that such painless injection system can be obtained by 



 11 

applying pressure, vibration, and cooling or warming to the skin. The injected molecules traverse through 

the blood network and passively enter the targeted site to excite the appropriate nanodevices. 

  

Fig. 5. Schematic diagram of (a) the thermo-triggered electro-bio transduction unit in ON state (b) the 

photo-triggered electro-bio transduction unit in ON state. 

The release process of the molecules encapsulated by the liposomes can be expressed as [37]  

)1()( t
T etv              (2) 

where   is the release rate equivalent to the first-order rate constant, and T  is the cumulative 

concentration of the released molecules. The release rates of the thermal responsive liposome and the 

photo-responsive liposome are t and p , respectively, where  lt , .  

Since we are interested in the concentration released at a given time instant, we can express this 

concentration as the density function given by 

dt

ed
t

t
T )1(

)(





            (3) 

where 




0

)( dttT  .  

In the case of photo-responsive liposomes, we consider release by photoisomerization, where the release 

of encapsulated content from liposomes is typically achieved by embedding a molecule that experiences a 

conformational change upon light illumination into the bilayer membrane. The conformational change 

destabilizes the lipid membrane and allows release. 

On the other hand, thermo-responsiveness is usually governed by a nonlinear sharp change in the 

(a) (b) 
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properties of at least one component of the nanocarrier material with temperature. Such a sharp response 

triggers the release of the drug following a variation in the surrounding temperature. Ideally, thermo-

sensitive nanocarriers should retain their load at body temperature (~37 °C) and rapidly deliver the drug 

within a locally heated microenvironment (~40–42 °C).  

The injection machine injects the released molecules at a time tD after a period TIN defined by 

RDIN ttT               (4) 

where tR is the time at which the release process starts. We express the output of the electro-bio unit as  

IN
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where   is the total number of liposomes that released their content. 

Let 0v  be the value of c
(f)

 required at the nanonetwork site, which ensures that accurate information is 

delivered to nTR2 and nTR3. The target is to ensure that appropriate 0  and period TIN are employed in the 

IoBNT system in order to achieve the desired information molecule concentration v0. 

B. Bio-electro interface model 

Now let us consider the reverse communication, that is, the link containing the bio-electro transduction 

unit. This unit mainly works on the principle of bioluminescence reaction. In this case, the bio-cyber 

interface detects the presence of the information molecules GC in the blood vessel network and converts the 

information to an equivalent electric one. We model a conceptual bio-electro transduction unit as a 

subdermal/transdermal system with receptor-like probes/nanopores that extend into the blood vessel, as 

shown in Fig. 6. The model we present in this work comprises the sensor part and the transduction part. 

The sensor part consists of a synthesized or genetically modified cellular structure whose membrane 

receptors or nanopores act as probe into the vascular system. When the information molecules GC that are 

released by the nanosensor enter the vascular system, they circulate and are detected by the receptor probes. 

Depending on the molecules to be detected, the probe can be complementary biochemical molecules such 
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as monoclonal antibodies [38]. The detection process can be a ligand-receptor binding action between the 

circulating information molecule and the receptor probe. In this case the architecture shown in Fig. 7(a) 

suffices. On the other hand, the information molecules may directly diffuse into the cellular structure, in 

which case the architecture shown in Fig. 7(b) can be used. The cellular structure can be a bioluminescent 

bioreporter [39-42] that produces a reporter protein, which in this case is a luciferase (LU), on excitation by 

an analyte. The bioreporter can be developed by engineering LU genes genetically in other living cells [43]. 

Prototype circuits have been developed in recent times [44, 45]. The analyte in this case is the information 

molecules emitted by the nanosensor and circulating in the vascular system. The synthesized LU molecules 

undergo a bioluminescence reaction with luciferin (L) in the bioreporter. The emitted light is sensed by a 

nano-scale highly sensitive light sensor, which in turn generates an equivalent output electric signal. The 

electric signal drives the transmitter to transmit the information-carrying wave through the wireless 

channel. For higher sensitivity, a photomultiplier can be used instead of the photoresistor shown in Fig. 7. 

 

Fig. 6. Schematic of the bio-electro transduction unit. 
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Fig. 7. Schematic of the bio-electro transduction unit for (a) direct diffusion scenario (b) receptor-mediated 

scenario. 

(b) (a) 
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The bioluminescence reaction is a complex enzymatic reaction in which the LU catalyzes L oxidation by 

oxygen in the presence of adenosine triphosphate (ATP) and Mg
2+

, as shown below [46].   

hvPPAMP

COinOxyluciferATPOL
MgLuciferace
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               (6) 

where adenosine monophosphate (AMP), phosphate group (PP), carbon dioxide, and light represented as hv 

are the reaction products. 

We shall assume that the concentration of the L and oxygen are much higher than that of LU and ATP, so 

that we can simplify the equation complexity and treat it as a simple one-substrate enzyme reaction kinetic 

involving the LU and ATP. Thus, following the Michaelis-Menten mechanism, the rate of producing light, 

which we simply refer to as bioluminescence intensity I, can approximately be expressed as 

M
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atp
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where la and atp are the concentrations of the LU and ATP, respectively. The terms l  and M  are the 

catalytic reaction constant and the Michaelis-Menten constant, respectively. 

We can obtain the expression for la by considering the following regulated gene expression differential 

equations [24]: 

RNArr
RNA mBg

dt

dm
  )(           (8) 

apRNAp
a lm

dt

dl
             (9) 

where mRNA is the messenger ribonucleic acid (mRNA), )(Bg is the transcription function regulated by the 

transcription factor B, and Tr P)( 10   [24]. The terms p , p  and r  are the rate constant of translating 

mRNA into LU, p is the degradation rate of LU, and r is the degradation rate of mRNA. The terms 0 , 

1 and PT are the basal mRNA production rate, the regulated mRNA production rate and the total amount of 

the free and bound promoter sites, respectively. The function )(Bg  can generally be expressed as a Hill 

function [47],   
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where b is the effective concentration of B,   is the Hill constant that defines the knee of the rate of LU 

synthesis, and n is a coefficient that defines its roll off. Assuming steady state, and for n = 2 [48], then, 
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Typically, in natural cells, the transcription factors are a group of proteins found inside the cells. These 

proteins often exist in an inactive state until they are activated by the downstream activities of the cellular 

signaling pathways initiated by some extracellular signaling. Hence, the binding of the information 

molecules released by the nanosensor to the receptor-like intravascular probe or the direct diffusion of the 

molecules into the bioreporter excites the cellular signaling pathway, leading to the formation of certain 

molecules that bind to the inactive transcription factors to activate them. Usually, the regulation of genes by 

the transcription factor entails the following steps: polymerization and promoter binding [49]. For a single 

transcription factor, the rate of change of the concentration of B is given by [24], 

bbkbk
dt

db
Bpp  0            (12) 

where kp0, kp, and B  are the reverse rate of polymerization, the forward rate of polymerization, and the 

decay rate of B, respectively. 

In [24], the transcription factor was modeled as an oscillatory input. In this present work, we reasonably 

consider that the rate at which the transcription factor is activated through the pathway initiated by the 

receptor-mediated or direct diffusion of the information molecules into the cellular structure depends on the 

concentration of the diffusing information molecules. Hence, in relation to the biological signals c
(r)

(t) that 

go into the bio-cyber interface, we can express the concentration of the transcription factor as  

)()( )( tctb r             (13) 

where  accounts for the signal conditioning at the cellular structure surface through which the molecules 

diffuse.   
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Let 0I  be the illumination intensity required to switch on the transmitter. Hence, when 0)( ItI  , the 

transmitter is on, but when 0)( ItI   the transmitter is in the OFF state. The target is to ensure that for some 

l  and M , the appropriate concentration of LU and ATP are available to ensure that 0)( ItI   is obtained.  

IV. COMPARTMENTAL MODEL FOR MOLECULE PROPAGATION THROUGH THE BLOOD NETWORK  

We employ the compartment model [31] to model the concentrations of the propagating information 

molecules that are in the blood vessel network, and the ones that eventually reach the nanonetwork after 

being injected. A schematic overview of the compartment model is depicted in Fig. 8. In employing this 

model, the following assumptions are made. 1) The rate of nanoparticles‘ movement between 

compartments obeys a first-order reaction law, which is biophysically supported for a number of natural 

phenomena such as diffusion; 2) The system is a well-mixed one. This implies the instant homogeneous 

distribution of nanoparticles within the compartments; 3) The nanocarriers do not undergo chemical 

reactions on their course to the targeted sites; 4) The volumes of the compartments do not vary with time; 

5) The drug is completely eliminated from the body through the blood compartment.  

Blood vessel 
network   v1 (t)

Targeted tissue/ 
Nanonetwork v2 (t)

c(f )

vel (t)
k10

k21
k12

(a) 

Blood vessel 
network  w1 (t)

Targeted tissue/ 
Nanonetwork w2 (t)

vel (t)
k10

k21,r
k12,r

c(r)(t)
k1

m0

(b) 

Fig. 8. Mammillary two-compartment model of in-body molecular propagation for (a) bio-cyber interface 

to nanonetwork, and  (b) nanonetwork to bio-cyber interface. 

The concentration of the information molecules in each compartment is given by the ratio of the number 

of molecules to the volume of the compartment. In Fig. 8(a) and (b), the central compartment is the blood 

system with the concentration of molecules designated as v1(t) and w1(t), respectively, while the 

concentration of molecules in the in-body nanonetwork of interest is designated as v2(t) and w2(t), 

respectively. The function vel(t) is the concentration of eliminated or biochemically modified molecules 

over time as a function of the elimination rate k10. This concentration includes molecules that undergo 
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phagocytosis, reaction process, adhesion process, absorbed through non-targeted tissues, and eliminated by 

the liver. The parameters k12 / k12,r and k21 / k21,r are the first-order rate constant in or out of the 

nanonetwork compartment, respectively. These rate constants are typically dependent on the concentration 

difference between the compartments, the size of the fenestra through the endothelia cell network, and the 

properties of the diffusing information molecules [50]. The following rate equations arise from Fig. 8(a).  

  )()(
)(

22110121
1 tvkkktv
dt

tdv
          (14) 

)()(
)(

221112
2 tvktvk
dt

tdv
           (15) 

with the initial conditions v1(0) = c
(f)

, and v2(0) = 0. For Fig.8 (b), we consider the reverse of the 

conventional two-compartment model and express rate equations as 

)()( 11
)( twktc r             (16) 

  )()(
)(

1110,122,21
1 twkkktwk
dt

tdw
rr           (17) 

)()(
)(

2,211,12
2 twktwk
dt

tdw
rr            (18) 

with the initial conditions w1(0) = 0 and w2(0) = m0. The term m0 represents the total concentration of the 

molecules released by the nanosensor, assuming an instantaneous release of molecules by the nanosensor. 

The kinetic constants k12,r and k21,r are the reverse equivalents of k12 and k21. We associate the parameter k1 

with the dissociation constant of the ligand-receptor binding in the case of the receptor-like probe or 

membrane diffusion constant in the case of direct diffusion of information molecules into the bio-electro 

induction unit. Typically, the movement of molecules in and out of the compartments and through the 

blood network is based on Brownian motion. Hence, we model the molecular concentrations as containing 

Gaussian noise [51]. Thus 

~)(),( twtv ii  N ),0( 2           (19) 

where N ),0( 2 is a zero-mean process with variance, 2 .  
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V. CHANNEL CAPACITY OF IOBNT   

A capacity expression of the diffusion-based MC system is given in [52] and that of the cardiovascular 

system is given in [53] with respect to the TDD scenario. These expressions discretely represents the 

different links in the entire IoBNT, where [52] defines the capacity between a nanodevice and another 

within the nanonetwork, and [53] defines information capacity between the nanonetwork and the bio-cyber 

interface. To obtain a unified capacity expression for the entire link from the access point, AP to the 

nanonetwork NX, we can apply the degraded relay channel [54] abstraction to represent the system as 

shown in Fig. 9.  

 

Fig. 9. Degraded relay channel equivalent of the IoBNT. 

The interpretation is the bio-cyber interfaces acts as a relay in the system. In this pursuit, x1 is the input to 

the wireless channel specified by p(y1|x1) and y1 is the output, x2 is the relay‘s output and y is the output of 

the cardiovascular system specified by p(y2|x2) as shown in Fig. 9. Hence, we can the joint probability as 

p(y1, y2|x1) = p(y1|x1) p(y2|y1). For the degraded relay channel under the consideration, assuming that the 

knowledge of y1 invariably gives x2, then, p(y2|x1, x2, y1) = p(y2|x2, y1). Therefore, following [54], we can 

express the capacity C of the IoBNT channel in Fig. 9 as    

)}|;(),;,(min{sup 211221
),( 21

XYXIYXXIC
xxp

          (20) 

where the supremum is over all joint probability p(x1, x2).  

VI. SIMULATION RESULTS AND DISCUSSION 

In this section, we provide the quantitative simulation results and performance evaluation of the IoBNT. 

The analytical expressions given in Section III and IV are evaluated. This evaluation focuses on the 

proposed bio-cyber interface and the blood network complex, as indicated by the red lines in Fig. 10. 

Specifically, given that on the release of the first drug GA, the nanosensor detects GA and releases GB of 
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total concentration m0, we follow the different transition states of the m0 though the IoBNT network until 

I(t), which translates to a
(r)

, where the value of a
(r)

 is either 1 (transmitter ON) for 0)( ItI   or 0 (transmitter 

OFF) for 0)( ItI  . The effects of some critical system and design parameters such as m0, k21,r, k1, k10, αM and 

the concentration of ATP on a
(r)

 are evaluated. Given that the medical personnel sends out the command 

binary code 011 or 111 to nTR2 or nTR3 in the in-body nanonetwork through the Internet to start the 

delivery of drugs, we also follow the different transition states of the properly received and decoded 

sequence a
(f)

 as it goes though the IoBNT network until it is received as a drug concentration v2(t). The 

effects of critical design parameters such as 0 ,  , TIN, and k12 on the output v2(t) are also evaluated.  

 

Fig. 10. Diagram of the evaluated bio-cyber interface-blood network complex. 

 In the simulation, the values of the evaluation parameters used are taken from the literature and scaled up 

or down in the same order. The values of the compartment model parameters used are k21 = 0.00103 min
-1

, 

k12 = 0.373 min
-1 

and k10 = 0.172 min
-1

 [55]; k12,r = 0.00103 min
-1

 , k21,r = 0.373 min
-1

; and k1 = 0.001 min
-1

. 

We set  = 1 by assuming direct diffusion of information molecules into the bio-electro induction unit. The 

parameters for the expression of LU are as follows: r = 10 [56], p = 150 h
-1 

[57], r = 10.05 h
-1

 [58], and 

p = 4.15 h
-1

 [58]. For the bioluminescence reaction, the values of the parameters used are, αM = 15 μM, αl 

= 4.4 × 10
-2

 and atp = 40 μL [59].  The noise variance used in the simulation is 0.05 μM [60]. In analyzing 

the bioluminescence intensity, we assume that the wavelength of the emitted light is approximately 

constant, which is reasonable if the emitted light color does not vary significantly. Hence, the sensitivity of 

the photoresistor will basically depend on the intensity of the emitted light. By using the experimental data 

in [61] for liposome exposure to ultraviolet light, the value of l = 0.000104 min
-1

 is adopted in our work. 
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In this work, we use t = 0.0078 min
-1

 [62] obtained by using the best fitting curve on nonlinear least square 

methods for experimental data obtained at 42°C [63]. 

For the communication between the nanosensor and the medical personnel, the effects of varying values 

of m0, k21,r, k1, αM, atp and k10 on the bioluminescence intensity I(t) expressed in arbitrary unit (a.u) are 

shown in Fig. 11. The results are obtained from (7), (11), (13), (16) and (17). Let us assume that I0 is equal 

to 0.7 a.u on the normalized scale. In Fig. 11(a), it can be observed that a low value of m0, say less that 80 

μM, will undesirably be unable to turn on the transmitter. Hence, the nanosensor should be capable of 

releasing a high concentration of information molecules to ensure that it is efficiently received at the bio-

cyber interface. This can be achieved by using multiple nanosensors to increase overall capacity. In Fig. 

11(b), the effect of variation in the forward rate constant k21,r on the bioluminescence intensity is shown. As 

stated earlier, this parameter typically depends on the concentration difference between compartment 2 and 

1, the size of the fenestra through the endothelia cell network that separates the nanonetwork from the 

blood network, and the properties of the diffusing information molecules. It is shown in Fig.11 (b) that as 

k21,r increases, more molecules are received by the bio-cyber interface, resulting in higher bioluminescence.  

In Fig. 11(c), it is shown that the bioluminescence intensity significantly increases with the rate at which 

the information molecules are detected by the bio-cyber interface. This rate depends on the concentration of 

the receptor-like probe or the number, size (in relation to the size of the information molecule) and 

distribution of the membrane pores through which molecules enter the bio-cyber interface. In Fig. 11(d), 

we show the effect of variations in the bioluminescence Michaelis-Menten reaction constant αM on the light 

intensity. It can be observed that within the known range of 10-17 μM for firefly [59], there is little effect 

of this constant on the bioluminescence intensity compared to other parameters. The effect of the 

concentration of ATP on the bioluminescence intensity is also shown in Fig. 11(e), where the trend 

indicates that an increase in atp results in higher bioluminescence intensity. 

Typically, we do not have much control over the rate parameter k21,r since it is greatly dependent on the 

in-body system. However, we have control over the design parameters such as m0, k1, aM and atp. Hence, 
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given a low k21,r, it is desired to find a set of parameters with minimal elements whose values can be 

adjusted to ensure efficient communication. Of the following parameters k1, aM and atp, it can be observed 

from Fig. 11(f) that k1 has a significant effect on the bioluminescence intensity. Hence, given some m0 and 

low k21,r we can increase the reliability of transmission by increasing k1. We can achieve this by ensuring 

that the bio-electro transduction unit surface exposed for the detection of the information molecule is large 

enough. This can be achieved by increasing the density of the probes or the nanopores through which 
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Fig. 11. Variation in the bioluminescence intensity with (a) concentration of m0 (b) the diffusion rate 

constant k21,r (c) k1 (d) the Michaelis-Menten constant αM (e) the concentration of atp (f) with concentration 

of αM, k1, atp, and k21,r (g) constant m0 and varying k10 (h) constant k10 and varying m0 and k1. 
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molecules diffuse into the cellular structure/bioreporter. In addition, bioluminescence intensity can be 

increased further by using genetic modification that combines various mutations in LU [64]. Another 

parameter of great importance is the k10, which accounts for the loss of the information molecules by 

absorption through non-targeted tissues, phagocytosis, reaction process, adhesion process elimination by 

liver. It can be seen in Fig. 11(g) that this parameter greatly influences the performance of the IoBNT. The 

degradation in performance caused by increase in k10 can be ameliorated by increasing the m0 and/or k1. In 

Fig. 11(h) it can be seen that a slight increase (less than 0.0005 m
-1

) in k1 raises the bioluminescent level 

significantly compared to a 1 μM increase in m0. Hence, k1 is a crucial parameter for improving IoBNT 

performance.       

Next, we consider the communication between the medical personnel and the nanosensor through the 

electro-bio transduction unit. The effects of varying the values of parameters such as 0 ,  , TIN, and k12 on 

the concentration of information molecules v2(t)  that enter the nanonetwork site are shown in Fig. 12. The 

results are obtained from (3), (4), (5), (14) and (15). In Fig. 12(a), the effects of different values of the 

concentration of the message molecules 0 , which are encapsulated by the liposomes in the electro-bio 

transduction unit, on v2(t) are shown. It can be seen that as expected, v2(t) increases with higher values of 

0 . Let us assume that v0, which is the concentration of molecules that are required at the nanonetwork site 

to ensure that accurate information is delivered to nTR2 and nTR3, has the normalized value of 0.7. With 

 = 0. 0.104 min
-1

 and TIN =  30 min, it can be inferred from Fig. 12(a) that in this simulation, a 

concentration of 0  less than 0.7 mL will be inadequate for efficient communication. The portion of 0  

injected, which is c
(f)

, is controlled by the release rate of the liposome   and the period TIN between the 

commencement of molecule release and injection time, as shown in Fig. 12(b) and (c), respectively. It can 

be seen from Fig. 12(b) and (c) that an increase in respectively  and TIN results in an increase in v2(t). The 

release rate   depends on the type of stimuli that trigger the release and the liposome structure and 

composition. For instance, based on the   of the photo-responsive and the thermo-responsive liposome 

previously stated, it is obvious that the c
(f)

 of the latter will be greater than that of the former, for the same 
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0 and TIN. 

The effect of the forward rate constant k21 on v2(t) is shown in Fig. 12(d), where it can be seen that an 

increase in k21 results in a higher value of v2(t). In relation to our previous discussion, this rate depends on 

the concentration difference between the compartments, the size of the fenestra through the endothelia cell 

network that separates the nanonetwork and the blood network, and the properties of the diffusing 

information molecules. Since we do not have much control over this parameter, it is imperative to ensure 

that  and TIN are high enough to give high c
(f)

, and subsequently v0. While the effect of k10 is not shown in 

Fig. 12, it can be inferred from our earlier assertion that k10 greatly influences the performance of the 

IoBNT, that significantly influences v2(t). 

Finally, it is important to note that the above analysis is unique to the bio-cyber interface architecture 

presented in this work. A different architecture and mechanism of the bio-cyber interface will definitely 

present different parameters, requirements and analysis. Note also that aside from the compartmental model 

used to represent the propagation of the molecules through the blood network; models such as the ones 

presented in [8, 65] can provide more information and better accuracy. Moreover, the inclusion of errors 

that arise from the Internet connection will give a more realistic system performance analysis. 
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Fig. 12. Variation in v2(t) delivered to the in-body nanonetwork, with (a)  ψ0 (b) λ (c) TIN . (d) k12 . 
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VII. CONCLUSION 

In this paper, we have provided an illustration and model example of the IoBNT that is based on a 

prospective realistic scenario in advanced healthcare delivery. We have also presented a design example for 

the bio-cyber interface, which is an important unit in the overall IoBNT. The proposed architecture of the 

bio-cyber interface employed the concept of thermal and light responsiveness of biochemical molecules for 

transduction of an electrical signal to a biochemical signal and the phenomenon of bioluminescence 

reaction for the transduction of a biochemical signal to electrical signals. The propagation of the 

biochemical signal through the body is achieved through the blood vessel medium. To model this 

propagation, we employed the two-compartment pharmacokinetic model. The parameters associated with 

the compartment model were referred to as system parameters, which are intrinsic to the patient's body 

system, while the parameters associated with the bio-cyber interface were termed design parameters. The 

effects of the system and design parameters on the IoBNT performance were analyzed. The analysis was 

based on numerical results from simulations. It was shown that while we do not necessarily have control 

over the system parameters, the choice of the design parameters can go a long way in improving system 

performance and overcoming the challenges posed by the system parameters. 
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