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ABSTRACT
Money laundering is defined as the manipulation of illegally acquired wealth in order
to obscure its true source or nature. This is achieved by performing a series of
transactions that, if successful, will leave the illegally obtained proceeds appearing as
a product of legitimate transactions or investments. The expansion of the internet has
made it possible to transfer money almost immediately through cyberspace. The
internet is ideal for money launderers because of the speed of transacting, easy
access, anonymity of the parties and the capacity to transverse countries within
milliseconds. On national and international level commercial crime poses significant
threat to the stability of financial systems and democratic institutions. Various bodies
have joined forces to fight against the crime of money laundering. These bodies
include the United Nations, the Financial Action Task Force and the Basel Committee
on Banking Supervision. The Financial Intelligence Centre Act 38 of 2001 stipulates
certain obligations that banks have to comply with to combat money laundering. In
April 2014 South Africa’s Reserve Bank (SARB) fined the country’s big four banks a
total of R125 million for failing to have appropriate measures in place to ensure
compliance with the provisions of FICA. More recently in February 2015 SARB
collectively fined Deutsche Bank and Capitec Bank a total of R15 million for breaching
FICA. This dissertation aims to discuss the duties imposed by FICA on South African
banks to combat money laundering and to identify the possible problems that may be
hindering banks from effectively complying with their duties. Recommendations will
be made on how FICA can be amended to prevent non-compliance with these
provisions in the future.
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CHAPTER ONE: INTRODUCTION AND BACKGROUND OF THE
STUDY
1 BACKGROUND
Money laundering has been defined as the practice of filtering ill-gotten gains or
“dirty” money through a series of transactions, in this way the funds are “cleaned” so
that they appear to be the proceeds from legal activities.1 The moment authorities
develop strategies for tracing and confiscating criminal money, a reason exists to hide
its source, thus launder it. 2 Thus money laundering starts with the concept “dirty
money”.3 It is important to note that money is not dirty in the physical sense, but its
dirtiness refers to the way it was obtained.4 Behind the concept “dirty money” exists
the idea that it must have been obtained in some illegal way. 5
Since the start of the criminalization of money laundering and the enforcement of
money laundering laws in the 1970s and more actively in the 1980s and 1990s
evidence from court cases and reported suspect transactions has given an indication
that the most common forms of money laundering have been in the field of organized
crime, corruption, illicit dealing in weapons, drug trafficking, human trafficking, fraud
and theft.6 Successful money laundering acts increase the commission of the above
crimes by providing criminals with avenues to conceal their deeds from the law
enforcement authorities.7 It also rewards criminals for their illegal acts in the form of
money which appears to be legitimately obtained.8
Internationalization of economies and financial services has given money launderers
even greater control of their criminal activities since the origin of funds can be
1

Tuba “Analysis of the ‘know your customer’ policy as an effective tool to combat money laundering: is it about
who or what to know that counts?” 2014 International Journal Public law and Policy 55. See also Savla Money
laundering and financial intermediaries (2001) 7. Madinger Money laundering a guide for criminal
investigators (2006) 6. Note that when criminal money is given the appearance of legitimate funds in a
jurisdiction where anti-money laundering exists then it has been laundered because its criminal nature was
disguised.
2
Van Jaarsveld “Mimicking Sisyphus? an evaluation of the know your customer policy” 2006 Obiter 230.
3
Ibid.
4
Ibid.
5
Ibid.
6

7
8

Alweendo “Crime and money laundering-the challenges” 2005 available at
http//www.bis.org/review/r050322e.pdf accessed 15 August 2014 2.
Ibid.
Ibid.
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disguised better in an international context.9 The internet has played a major role in
the concealment process in money laundering.10 The expansion of the internet has
made it possible to transfer money almost immediately through cyberspace.11 The
movement of money via the internet has become very effective and enables
individuals to execute their financial transactions online, thus making visits to the
bank unnecessary.12 The internet is ideal for money launderers because of the speed
of transacting, easy access, anonymity of parties and the capacity to transverse
countries within milliseconds. 13 This advancement in technology means that banks
and other financial institutions must be more vigilant in their methods of detecting
money laundering within their systems.14
Money laundering poses various economic, political and social threats. 15 It is harmful
to business, development and in general the rule of law.16 Money laundering through
a country’s financial system can have severe consequences for its economy.17 These
include denying legitimate financial systems of the circulation of money into the
legitimate economy, as well as allowing criminals to use profits of their activities to
further other criminal activities.18 The laundering of money also harms the financial
stability of the economy by chasing away long term investors from investing in an
economy driven by illegitimately obtained money.19 Businesses that are backed by
the benefits of crime also damage the stability and development of those businesses
that are operated with legally earned money.20

9

Ibid. Criminals transfer money via EFTs to different jurisdictions away from the place where the crime was
committed and this means that banks experience difficulty in monitoring the accounts of customers
effectively. Therefore international efforts to combat money laundering are aimed at identifying suspicious
customers and their transactions.
10
Van Jaarsveld Money laundering control and banks part 1 (2012) 211.
11
Hamman “Phishing in the world wide web ocean: Roestof v Cliffe Dekker Hofmeyer Inc- a case of cyberlaundering through an attorney’s trust account” 2013 Law and Democracy Development 50.
12
Hamman “Phishing in the world wide web ocean: Roestof v Cliffe Dekker Hofmeyer Inc- a case of cyber
laundering through an attorney’s trust account” 2013 Law and Democracy Development 51.
13
Van Jaarsveld Money laundering control and banks part 1 (2012) 211.
14
Ibid.
15
Fundanga “The role of the banking sector in combating money laundering” 2003 available at
http://www.bis.org/review/r030212f.pdf accessed 15 August 2014 2.
16
Ibid.
17
Ibid.
18
Tuba “Prosecuting money laundering the FATF way: an analysis of gaps and challenges in South African
legislation from a comparative perspective” 2012 Acta Criminologica 106.
19
Ibid.
20
Van Jaarsveld Money laundering control and banks part 1 (2012) 226.
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The financial sector, in particular the banks, need to operate in crime and money
laundering free environments. 21 The inadequacy or absence of sound anti-money
laundering risk management exposes banks to serious risks such as operational,
compliance, reputational and concentration risks. 22 A bank which is involved in a
money laundering scandal may suffer reputational risk and an ultimate forced closure
if its prospective investors are not confident in investing in such a bank.23 Similarly, if
a bank breaches regulatory measures it may be subject to huge financial penalties by
the regulators. 24 Furthermore, the resultant loss of financial stability may indirectly
result in liquidity risk which may in the long run lead to the bank’s insolvency. 25 These
threats cause financial losses on both domestic and international economies
especially where financial institutions are involved.26
1.1 Due Diligence Process
The term “due diligence” refers to a process of investigation of a business or a person
prior to signing a contract or an act that requires one to act within a set standard of
care.27
Spedding defines traditional due diligence as:28

21

Alweendo “Crime and money laundering-the challenges” 2005 available at
http//www.bis.org/review/r050322e.pdf accessed 15 August 2014 2.
22
Fundanga “The role of the banking sector in combating money laundering” 2003 available at
http://www.bis.org/review/r030212f.pdf accessed 15 August 2014 3. Banks become vulnerable to reputation
risk because they easily become a vehicle for or a victim of illegal activities perpetuated by their customers.
Once banks are associated with such activities, their reputation in the market becomes tainted and they risk
losing customers. Concentration risk is the risk posed to a financial institution by any single or group of
exposures which have the potential to produce losses large enough to threaten the ability of the institution to
continue operating as a going concern. Operational risk is defined as the risk of loss resulting from inadequate
or failed processes, people and systems or from external events. Compliance risk is defined as the risk of legal
sanctions, material financial loss, or loss to reputation a bank may suffer as a result of its failure to comply
with laws, its own regulations, code of conduct, and standards of good practice.
23
Tuba, Van der Westhuizen “An analysis of the ‘know your customer’ policy as an effective tool to combat
money laundering: is it about who or what to know that counts?” 2014 International Journal Public law and
Policy 55.
24
Ibid.
25
Ibid. Liquidity risk is the risk that a bank may be unable to meet short term financial demands. This usually
occurs due to the inability to convert a security or hard asset to cash without a loss of capital and/or income in
the process.
26
Ibid.
27
Gillman Due Diligence: A Financial and Strategic Approach (2010) 7.
28
Spedding Due Diligence and Corporate Governance (2004) 2.
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“mainly a legal and financial course of action, first designed to avoid litigation and risk, second
to determine the value, price and risk of a transaction, and third to confirm various facts, data
and representation.”

The term has developed into a preventive exercise for identification and limitation of
certain risks.29 The current due diligence process may involve the investigation of,
among others, companies entering into joint venture agreements, to investigate a
company applying for a stock exchange listing and where a company is applying for
finances in respect of merger and acquisition transactions.30 The investigations that
are involved through a due diligence process target mainly the initial stages of any
transaction.31 For example in a merger and acquisition transaction, due diligence will
be conducted on a target company to identify the risk of entering into such transaction
with such company at a pre-contractual phase.32 However Spedding argues that this
limited scope of due diligence is “never a one single step with a single starting point”
She further argues that:33
“the action surrounding due diligence must be adaptable within the framework that places the
organisation and its owners, employees and advisors in a constant state of data collection and
data organisation that can support whatever process is being started.”

Therefore it is clear that due diligence involves continuous activities that must be
taken by the institution concerned.34 A further explanation of the process involved in
undertaking a due diligence in relation to customers of banks is stated by Article 8 of
the EU Directive 2005 as comprising, among others, of
“Conducting an on-going monitoring of the business relationship including scrutiny of
transactions undertaken throughout the course of that relationship to ensure that the
transactions being conducted are consistent with the institution’s or person’s knowledge of the
customer, the business and risk profile, including, where necessary, the source of funds and
ensuring that the documents, data or information held are kept up to date.”

35

29

Ibid.
Pack Due diligence in Picot (Ed.): Handbook of International Mergers and Acquisitions 153.
31
Ibid.
32
Ibid.
33
Tuba, Van der Westhuizen “An analysis of the ‘know your customer’ policy as an effective tool to combat
money laundering: is it about who or what to know that counts?” 2014 International Journal Public law and
Policy 57.
34
Ibid.
35
European Union (2005) Directive 2005/60/EC of the European Parliament and of the Council of 26 October
2005 on the Prevention of the Use of the Financial System for the Purpose of Money Laundering and Terrorist
30
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Thus in relation to customers of banks, the due diligence involves the following
processes. Firstly it takes place at the moment of acceptance of a financial
relationship by identifying whether prospective customers are who they claim to be
(i.e., applying the KYC policy which requires financial institutions to identify their
clients and the legitimacy of their financial transactions).36 Secondly it ensures that
once this relationship has been established, transactions that goes through the
banking systems are monitored to ensure that personal business activities are in line
with the bank’s knowledge of the customer.37 For the purpose of money laundering,
customer due diligence (CDD) is a slightly broader process than KYC.38 It includes
not only identifying customers or the information but also monitoring their transactions
on a continuous basis.39
1.2 Know Your Customer Policy
The Know Your Customer (KYC) standard forms the cornerstone of global anti-money
laundering efforts because it authorises that banks obtain sufficient information about
customers and use it effectively. 40 The objective of any KYC programme is to
determine the true identity of customers seeking to employ banking services.41 It is
based on the assumption that unless a bank knows who its customer is and
anticipates his behaviour, it can never reasonably distinguish possible suspicious
activity from normal behaviour.42 It was introduced in 1980 in Europe for the first time
in the form of customer identification and suspicious transaction reporting. 43 The KYC
policy develops from an American legislative requirement which compels designated
institutions to file currency transactions reports for transactions above a set
threshold. 44 A typical KYC standard model consists of four requirements namely

Financing [online] http://eurlex.europa.eu/LexUriServ/ LexUriServ.do?uri=OJ:L:2005:309:0015:01:EN:HTML
(accessed 19 September 2015).
36
Tuba, Van der Westhuizen “An analysis of the ‘know your customer’ policy as an effective tool to combat
money laundering: is it about who or what to know that counts?” 2014 International Journal Public law and
Policy 57.
37
De Wit “A risk-based approach to AML: a controversy between financial institutions and regulators” Journal of
Financial Regulation and Compliance 2007 158.
38
Ibid.
39
Ibid.
40
Van Jaarsveld “Mimicking Sisyphus? an evaluation of the know your customer policy” 2006 Obiter 235.
41
Van Jaarsveld Money Laundering control and banks part 1 (2012) 240.
42
Ibid.
43
Ibid.
44
Van Jaarsveld “Mimicking Sisyphus? an evaluation of the know your customer policy” 2006 Obiter 235.
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customer identification,

45

recognition and reporting requirement,

46

retention of

records47 and awareness raising and training.48 It aims to reduce the occurrence of
money laundering by screening new customers and evaluating transactions on a
continuing basis.
Compliance is defined as the act of conforming, acquiescing or yielding. It requires
cooperation and obedience to certain rules or orders. International pressure on
countries to criminalise and prosecute money laundering is applied by the Financial
Action Task Force (FATF) in terms of its possible sanctions for non-compliance with
its anti-money laundering standards.49
1.3 Financial Action Task Force
The FATF was established in 1989 by the Organisation for Economic Development
and Cooperation at the G7 Economic Summit in Paris.50 It is an intergovernmental
body that develops and promotes policies to combat money laundering and the
countering the financing of terrorism.51 It has 34 member countries, including the G8
countries and South Africa which became a member in June 2003. 52 The FATF antimoney laundering measures are known as the “Forty Recommendations”. 53 The

45

Ibid. Know your customer requirement that forms the basis for establishing the identity of a potential or
existing customer.
46
Ibid. Recognition and reporting requirement that creates an obligation to recognise suspicious activities and
to report either knowledge or suspicion of money laundering.
47
Ibid. Retention of records requirement that describes which records must be kept and for how long a period.
48
Ibid. Awareness raising and training requirements that describe internal procedures to assist a bank in
complying with the aforementioned requirements.
49
Tuba “Prosecuting money laundering the FATF way: an analysis of gaps and challenges in South African
legislation from a comparative perspective” 2012 Acta Criminologica 106.
50
Van Jaarsveld Money laundering control and banks part 1 (2012) 256. The Group of 7 (G7) is a group
consisting of the finance ministers and central bank governors of seven major advanced economies as
reported by the International Monetary Fund: Canada, France, Germany, Italy, Japan, the United Kingdom,
and the United States, meeting to discuss primarily economic issues.
51
Van Jaarsveld “Mimicking Sisyphus? an evaluation of the know your customer policy” 2006 Obiter 238.
52
Ibid. The Group of Eight (G8) refers to the group of eight highly industrialized nations namely France,
Germany, Italy, the United Kingdom, Japan, the United States, Canada, and Russia that hold an annual
meeting to foster consensus on global issues like economic growth and crisis management, global security,
energy, and terrorism.
53
The Forty Recommendations of the FATF (1990) as reprinted in: Commonwealth Secretariat A model of Best
Practice for Combating Money-laundering in the Financial Sector (2000) 93-102. The recommendations cover
matters concerning criminal justice, law enforcement and financial systems and international multi-lateral
cooperation. In 1996 the Recommendations were revised for the first time to reflect evolving money
laundering trends and techniques, and to broaden their scope well beyond drug-money laundering. In
October 2001 the FATF expanded its mandate to deal with the issue of the funding of terrorist acts and
terrorist organisations, and took the important step of creating the Eight (later expanded to Nine) Special
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financial provisions of the Recommendations reflect general KYC policy provisions
and relate to both bank and non-bank institutions.54 Included are recommendations
concerning record keeping, suspicious transactions reporting, anonymous accounts
and encouragement of modern systems of money management in lieu of cash
practices and the elimination of anonymous accounts.55
In February 2012, the latest revised version of the original recommendations, namely
International Standards on Combating Money Laundering and the Financing of
Terrorism & Proliferation was released.56 The revisions address new and emerging
threats, clarify and strengthen many of the existing obligations, while maintaining the
necessary stability and rigour in the Recommendations.57 The FATF Standards have
also been revised to strengthen the requirements for higher risk situations, and to
allow countries to take a more focused approach in areas where high risks remain or
implementation could be enhanced. 58 Countries ought to first identify, assess and
understand the risks of money laundering and terrorist finance that they face, and
then adopt appropriate measures to mitigate the risk. 59 The risk-based approach
allows countries, within the framework of the FATF requirements, to adopt a more
flexible set of measures, in order to target their resources more effectively and apply
preventive measures that are proportionate to the nature of risks, in order to focus
their efforts in the most effective way.60
The FATF has set up effective measures to monitor compliance and the
implementation of these recommendations by members and non-member countries.61
Member countries carry out on-site evaluations and assessment exercises regarding
Recommendations on Terrorist Financing. The FATF Recommendations were revised a second time in 2003,
and these, together with the Special Recommendations, have been endorsed by over 180 countries, and are
universally recognised as the international standard for anti-money laundering and countering the
financing of terrorism (AML/CFT).
54
Van Jaarsveld “Mimicking Sisyphus? an evaluation of the know your customer policy” 2006 Obiter 239.
55
Recommendations 5-16 and 21-25.
56
FATF the Revised Forty Recommendations 2012 available at http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf accessed 8 September
2015.
57
FATF the Revised Forty Recommendations 2012 available at http://www.fatfgafi.org/media/fatf/documents/recommendations/pdfs/FATF_Recommendations.pdf accessed 8 September
2015.
58
Ibid.
59
Ibid.
60
Ibid.
61
Tuba Electronic methods of payment and money laundering: exploring the difficulties experienced by banks:
LLM Thesis University of South Africa 13.
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the implementation and compliance with these recommendations. 62 The FATF
publishes these results from the evaluation and annual self-assessment exercises
and in some cases identifies where infractions have occurred.63
The FATF also evaluates non-members without their consent in terms of ‘the noncooperative countries and territories’ (NCCTs) program.64 This exercise results in a
name and shame list.65 The idea behind the NCCTs list is that the named countries
may have pressure applied on them by the international community to work with the
FATF in order to bring about legal, regulatory and law enforcement changes in
compliance with international money laundering control standards.66
Non-compliance with the recommendations can have a negative impact on the
economy of a country. Financial transactions with a NCCT listed country are subject
to heightened scrutiny by financial institutions in FATF member countries. 67 These
due diligence procedures slow down and in certain cases hamper transactions that
are linked to those countries and citizens.68 Non-compliance may also affect the credit
rating of a country and its financial institutions.69
Banks in particular have to be aware of the consequences of doing business with
money launderers or for fraudulently being used as conduits for money laundering. 70
In jurisdictions where national anti-money laundering laws have been promulgated,
non-complying banks and institutions have been subjected to hefty fines 71 and in
62

Tuba “Prosecuting money laundering the FATF way: an analysis of gaps and challenges in South African
legislation from a comparative perspective” 2012 Acta Criminologica 106.
63
Ibid.
64
Ibid. The principal objective of the Non-Cooperative Countries and Territories (NCCT) Initiative was to reduce
the vulnerability of the financial system to money laundering by ensuring that all financial centres adopt and
implement measures for the prevention, detection and punishment of money laundering according to
internationally recognised standards.
65
Ibid.
66
Tuba “Prosecuting money laundering the FATF way: an analysis of gaps and challenges in South African
legislation from a comparative perspective” 2012 Acta Criminologica 107.
67
Ibid. Examples of NCCT listed countries are Democratic People's Republic of Korea (DPRK) and Iran.
68
Access to Financial Services in South Africa: A brief case study of the effect of the implementation of the
Financial Action Task Force Recommendations 2004 4 available at http://www.finmark.org.za/wpcontent/uploads/pubs/Rep_FATFRecom_04.pdf accessed 26 August 2015.
69
Ibid.
70
Fundanga “The role of the banking sector in combating money laundering” 2003 1 available at
http://www.bis.org/review/r030212f.pdf accessed 15 August 2014.
71
In June 2015 HSBC was ordered to pay a record 40m Swiss franc (£28m) and was given a final warning by the
Geneva authorities for “organisational deficiencies” which allowed money laundering to take place in the
bank’s Swiss subsidiary. In February 2015 South Africa's Reserve Bank fined the country's top four banks a
total of 125 million rand over lax anti-money laundering controls.
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some instances the banking licences have been withdrawn. 72 It could also result in
significant financial costs to banks for example through termination of wholesale
funding and facilities, claims against the banks, investigation costs, asset seizures
and freezes and the diversion of limited and valuable management time and
operational resources to resolve problems.73
1.4 Basel Committee on Banking Supervision
Early anti-money laundering efforts at international level were put forward by the
Basel Committee on Banking Supervision (BCBS), a multinational committee devoted
to creating non-binding supervisory principles and standards.74 In 1988 when it was
acknowledged that banks may be employed to launder money, the BCBS issued a
statement of principles which encourages banks to put measures in place to prevent
money laundering.

75

The statement contains four ethical principles for banks

describing, among others, how banks should identify their customers. 76 Banks have a
duty to determine the “true” identity of customers and to confirm the ownership of all
accounts.77
Since 1988, four other documents relevant to the KYC policy have been issued by the
BCBS: the Basel Principles,78 the Basel Core Methodology,79 Client Due Diligence for
Banks,80 and the General Guide to Account Opening and Client Identification.81

72

Alweendo “Crime and money laundering-the challenges” 2005 available at
http//www.bis.org/review/r050322e.pdf 2 accessed 15 August 2014. In 2004 the Russian Central Bank
withdrew the license of Sodbiznesbank on charges of money laundering and shortly afterwards
Novocherkassk City Bank also lost its license due to charges of money laundering and failure to comply with
prudential regulations.
73
BCBS on Banking Supervision- Sound management of risks related to money laundering and financing of
terrorism 2014 2 available at www.bis.org accessed 8 August 2014.
74
The BCBS on Banking Regulations and Supervisory Practices (the BCBS) is a committee of banking supervisory
advisors that was established in 1975. Its members are the central bank governors of the G10 countries. It
operates under the administrative auspices of the Bank for International Settlements (BIS) in Basel,
Switzerland.
75
BIS Statement 1988 reproduced in Commonwealth Best Model 67-101. Available at
http://www.bis.org/publ/bcbsc137.pdf accessed 27 October 2015.
76
BIS Statement 1988 Principles I-IV. Available at http://www.bis.org/publ/bcbsc137.pdf accessed 27 October
2015. The four principles concern the purpose of the Statement, customer identification, compliance with
legislation and cooperation among authorities respectively.
77
BIS Statement 1988 Principle II. Available at http://www.bis.org/publ/bcbsc137.pdf accessed 27 October
2015.
78
BIS Core Principles for Effective Banking Supervision (1997) available at
https://www.bis.org/publ/bcbsc102.pdf. The Basel Principles were drafted mainly to strengthen prudential
supervision. They consist of 25 supervisory rules which are further elaborated on in the Basel Core
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The BCBS recently issued guidelines in a paper titled ‘Sound management of risks
related to money laundering and financing of terrorism’ (2014). 82 The paper describes
how banks should include risks related to money laundering and the financing of
terrorism within their overall risk management framework.83 It also provides essential
elements of sound money laundering risk management, provides increased focus on
the risks associated with the usage by banks of third parties to introduce business
and the provision of correspondent banking services. 84 The guidelines are intended to
be consistent with and to supplement the goals and objectives of the FATF
standards. 85 Van Jaarsveld makes an important point that these documents of the
BCBS are in effect mere guidelines. It is submitted that none of the documents
provide any guidance on how to identify a specific transactions as “suspicious” or how
to link deposited funds with a crime.86 This implies that banks should work out the
details for themselves.87
The core structure of South Africa’s statutory framework to combat money laundering
is formed by two acts namely, the Prevention of Organised Crime Act 121 of 1998
(POCA) and the Financial Intelligence Centre Act 38 of 2001 (FICA). 88 It is evident
that money laundering can have a negative impact on a country’s economy and its
financial institutions. South Africa’s four major banks have been fined for failing to
have adequate measures in place to ensure compliance with the provisions of
FICA.89

Methodology issued in 1999. The Core Principles serve as a basic reference to all bank supervisors and outline
effective supervisory rules.
79
BIS Core Principles Methodology (1999) available at http://www.bis.org/publ/bcbs61.pdf. The Core
Methodology is an assessment system which contains different criteria to ascertain compliance with the Core
Principles. It consists of a set of “essential criteria” and “additional criteria” for each of the 25 Core Principles.
80
BIS Client Due Diligence for Banks (2001) it contains key elements that must be included in the KYC policy
programmes, detailing identification policies and general risk management.
81
BIS General Guide to Good Practice on Account Opening and Client Identification (2003)
82
BCBS on Banking Supervision- Sound management of risks related to money laundering and financing of
terrorism 2014 1 available at www.bis.org accessed 8 August 2014.
83
Ibid.
84
Ibid.
85
Ibid.
86
Van Jaarsveld “Mimicking Sisyphus? an evaluation of the know your customer policy” 2006 Obiter 238.
87
Ibid.
88
De Koker “Client identification and money laundering control: perspectives on the Financial Intelligence
Centre Act of 2001” TSAR 716.
89
Writer “Reserve Bank fines banks over lack of effective anti-money laundering measures” 1 2014 available at
http://www.bdlive.co.za/business/financial/2014/04/16/reserve-bank-fines-banks-over-lack-of-effective-antimoney-laundering-measures accessed 6 April 2014.
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This study will focus on preventive anti-money laundering measures that are imposed
on commercial banks. The focus will be on the duties of banks as accountable
institutions in terms of FICA.90 The main issue which will be investigated in this study
is identifying the main areas banks are failing to comply with their anti-money
laundering duties. The study will explore the difficulties experienced by banks in
complying with the provisions of FICA and whether the provisions can be amended in
line with international standards to assist banks to effectively comply with their antimoney laundering duties.

2 RESEARCH PROBLEM
The confidentiality principle of banks which requires banks to observe confidentiality
of customers in relation to their bank affairs and the capability of banks to handle
huge cashless transactions and transmit funds efficiently makes them targets of
money laundering activities.91 Banks provide an entry point for laundered money into
the financial system, thus most efforts to combat this problem are directed towards
them.92 The regulatory anti-money laundering measures are contained in chapter 3 of
FICA. 93 These measures are imposed on a variety of persons and accountable
institutions. 94 FICA imposes strict obligations on banks as accountable institutions
and creates money laundering offences when these obligations are neglected. 95
These obligations require that a bank establish the identity of its customers, to report
any suspicious transactions to the Financial Intelligence Centre (FIC) money
laundering investigation unit, to report the number of such reports to the Registrar of
Banks, to keep records of their customers’ transactions, to designate an officer in
each branch or office as the money laundering officer and to train employees to
comply with FICA and their internal anti-money laundering measures.96
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In April 2014 the South African Reserve Bank (SARB) fined the four major banks
(ABSA, First Rand, Nedbank and Standard Bank) a total of R125 million for failing to
have adequate measures in place to ensure compliance with the provisions of
FICA. 97 The duties breached were identifying and verifying customer details,
maintaining customer and transactional records, the management and processing of
potential suspicious and unusual transactions and failure to report transactions above
R24 999.99.98 Nedbank and Standard bank also need better control measures for
detecting property associated with terrorists.99
In February 2015 SARB collectively fined Deutsche Bank and Capitec Bank a total of
R15 million for breaching FICA.100 The duties breached were identifying and verifying
customer details (KYC requirements), failure to report cash transactions above
R25 000101 to the Financial Intelligence Centre (FIC) as well as controls relating to the
detection of property associated terrorists and related activities. 102 In terms of FICA
the Reserve Bank is tasked to supervise and enforce compliance with FICA rules to
ensure that banks have controls to deal with money laundering and combat the
financing of terrorism.103 However SARB said the fines did not mean that these South
African banks had in any way facilitated transactions involving money laundering and
the financing of terrorism.104
Standard Bank’s UK subsidiary, Standard Bank plc was penalised with a £7.6 million
fine by the UK’s Financial Conduct Authority for the failings relating to its anti-money
laundering policies and procedures over corporate customers connected to politically
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exposed persons.105 This raises the concern that banks are facing challenges in their
compliance duties to prevent money laundering.
The fined banks responded with statements saying that they have taken steps to
address the weaknesses identified by the Reserve bank and have prepared a plan for
remedial action.106 In a separate statement, the director of South Africa’s FIC, Murray
Michelle, warned that the danger of banks not fulfilling compliance measures can
open the door to criminals abusing South African institutions.107
Therefore it is the aim of this study to investigate the difficulties experienced by banks
in complying with their anti-money laundering duties. Amendments will be proposed
on how FICA can be amended to assist banks to effectively comply with their duties.

3 RESEARCH QUESTIONS
This research will attempt to provide answers to the following questions:
a) What are the compliance duties of banks with regard to money laundering?
b) Who enforces these duties?
c) What are the implications of non-compliance to the South African financial
system?
d) Is FICA an effective piece of legislation to combat money laundering in South
Africa? If not, what are the suggested amendments?
Through identifying the key areas in which banks have failed to comply with their
money laundering duties, recommendations will be made on how banks can
effectively comply with the AML frameworks in South Africa to prevent these
deficiencies and penalties in future. In this study it is argued that the rapid growth in
technology and globalisation have offered and will continue to offer more
sophisticated means to convert ill-gotten proceeds into legally acceptable financial
assets.108 Therefore banks need to be vigilant in their money laundering controls as
105
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they have a big influence on the financial system of a country and its economy.109 It is
very important for them to comply with the duties imposed upon them by the AML
framework in order to effectively prevent money from entering the financial system
illegally.

4 ASSUMPTIONS
This study is made on the following assumptions:
a) Money laundering has a wide range of adverse effects on any country’s
economy. Since laundered money passes through the financial system, money
laundering also has effects on the financial system as a whole and banks as
role players in the financial system.110
b) There are issues that may be preventing banks from effectively complying with
their duties.

5 MOTIVATION
Banks provide a channel through which money, including laundered money, flows.111
Thus the financial system is the central point of anti-money laundering initiatives as
illegal money is most visible when it is first introduced into the financial system.112
Money laundering has harmful effects on financial systems as a whole and banks as
role players in the financial system.113 These effects include:


Firstly, banks are vulnerable to reputational risk because they easily become a
victim of the illegal activities carried out by their customer. 114 Once a bank
becomes associated with money laundering their reputation becomes tainted
and they risk losing customers. 115 The famous collapse of BCCI

116
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particularly significant in this context, because it demonstrates how a bank’s
association with fraud and money laundering may lead to its eventual
demise.

117

BCCI’s money laundering activities catalysed the onset of

management problems and a subsequent run on its deposits.118 The collapse
of BCCI therefore stresses the consequences of having slack internal controls
within banks. Therefore banks need to protect themselves by continuously
evaluating their customer base and updating their money laundering control
systems.119


Secondly, banks may become the subject of lawsuits for failing to practice due
diligence in customer evaluation and acceptance.120 This may result in banks
facing criminal liability, supervisory fines and other penalties.121



Thirdly, banks may also face concentration risk.122 Thus they are expected to
have information systems to identify credit concentration and to also set
practical limits to prevent exposure to single borrowers as well as groups of
related borrowers.123 This challenges banks to set up vigorous programs for
the detection of suspicious transactions because failure to report such
transactions may subject banks to fines.124



Fourthly, lack of anti-money laundering practices in a bank may affect its
relationships with correspondent banks, 125 the reason being that reputable
international banks would not want to be associated with banks that do not
practice anti-money laundering techniques, as this would pose a threat to their
own operations.126
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Lastly, money laundering compromises the corporate governance structure of
banks. 127 Poor corporate governance can contribute to bank failures, which
can in turn pose significant public costs and consequences due to their
potential impact on any applicable deposit insurance system and impact on
payment systems.

In response to these threats FICA imposes duties on banks to prevent money
laundering within the financial system. 128 These obligations require that a bank
establish the identity of its customers, to report any suspicious transactions to the
Financial Intelligence Centre (FIC) money laundering investigation unit. In addition, to
report the number of suspicious transactions reports to the Registrar of Banks, to
keep records of their customers’ transactions and to designate an officer in each
branch or office as the money laundering officer. Moreover banks are required to train
employees to comply with FICA and their internal anti-money laundering measures.129
As indicated above, recently the big four banks were fined by the Reserve Bank for
failing to comply with these duties.130
The purpose of this dissertation is to investigate why banks are failing to comply with
their anti-money laundering duties in terms of FICA and to identify some of the
possible issues that banks may be faced with in their efforts to comply with their
duties. This dissertation is not intended to analyse the crime of money laundering as
a whole. Its aim is to analyse the threats it poses to the banking sector, the duties
imposed by the AML regulatory framework on banks to combat this crime and to
identify the key areas banks are failing to comply with. Recommendations will be
made to amend some of the provisions of FICA.

6 APPROACH AND METHODOLOGY
In this dissertation a descriptive and critical (theoretical) approach will be used to
investigate the research problem and the questions at hand. A descriptive approach
will be used to indicate money laundering threats and countermeasures implemented
127
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internationally and locally to prevent money laundering in the financial system. A
critical approach will be used to analyse the compliance duties of commercial banks
in order to investigate the possible issues the banks may be facing in their efforts to
comply. The aim is to build on the existing literature on anti-money laundering in
South Africa and to suggest possible amendments to FICA to assist banks in
complying with their anti-money laundering duties.

7 STRUCTURE OF THE STUDY
This dissertation consists of three chapters. Following this chapter, the definition and
history of money laundering are discussed in chapter two. Chapter two also discusses
steps in the money laundering process, the objectives of this crime and the reasons
for preventing it.
Chapter three outlines the international and domestic anti-money laundering
initiatives. This chapter will commence with a brief discussion of international antimoney laundering initiatives with special focus on the FATF measures. This chapter
will in addition discuss anti-money laundering measures in South Africa. Particular
focus will be paid to FICA as the main anti-money laundering legislation in South
Africa. The main focus will be on the duties imposed by FICA on banks to combat
money laundering in the financial system. Afterwards there will be a critical discussion
of the anti-money laundering duties imposed by FICA and the key areas in which
banks are failing to comply. Proposals will be made on how FICA can be amended to
prevent non-compliance with these provisions in future.
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CHAPTER TWO: THE JURISPRUDENCE OF MONEY LAUNDERING
1 INTRODUCTION
This chapter aims to explore the concept of money laundering. It deals with the basic
features of money laundering and will focus on the definitions of money laundering in
terms of South African legislation. It will be indicated that internet banking has
presented yet another money laundering opportunity for criminals to exploit. 131 The
reality that money laundering carries negative consequences for the banking industry
and the economy at large will be emphasized.132

2 HISTORICAL BACKGROUNDS
Money laundering is by no means a new form of criminal activity. 133The history of
money laundering dates back to 2000 years before Christ when merchants would
hide their wealth or trade from the Chinese bureaucratic rulers who outlawed many of
their commercial trades.134 As a result prosperous merchants would move their profits
and invest them in other businesses in remote provinces or even outside China in
defiance of these bureaucratic rulers.135 In medieval times credit agreements were
branded by the Roman Catholic Church as criminal acts.136 People thus resorted to
other ways of concealing and moving money.137 The objective was to make interest
charges either disappear or to change them to something different.138
The modern day money laundering was first introduced in the United States of
America (“the USA”) during the 1920s “Prohibition era” when the federal constitution
prohibited the sale, transportation and manufacture of alcoholic beverages that
exceeded the prescribed alcohol percentages. 139 This gave rise to a huge illegal
alcohol market by various American gangsters who used cash orientated clothes
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laundries and car wash businesses as front shops to hide their illegal gains.140 The
main purpose of this process was to mix these ill-gotten gains with the legitimate cash
derived from these businesses and to declare the sum as revenue for purposes of
taxation.141 The term money laundering was, however, not used until 1982 when it
was first used in the legal context.142
The international community committed itself in a number of international instruments
to the combating of money laundering. The first commitments were made in the
context of preventing drug trafficking.143 The anti-money laundering initiative was later
broadened to combat organized crime in general. After the terrorist attacks on the
United States on 11 September 2001 the anti-money laundering agenda was
extended to include the combating of the financing of terrorism. 144 These events
shocked the world and stressed the importance of tracking the movement of money
within their financial networks.145 It was reported that millions of dollars were used by
terrorists to plan and conduct their attacks; monies were disguised in different ways in
order to avoid detection by the law enforcement authorities.

146

Investigators

discovered that the techniques used by the terrorists and their sponsors were similar
to the ones used by money launderers for decades.147 It was reported that in addition
to cash, the terrorists also used banks, wire transfers, informal banking networks,
business fronts and financial systems of those countries where secrecy is law. 148 To
ensure harmonised action by states, international anti-money laundering and
combating of the financing of terrorism standards were formulated. These standards
are expressed in the Forty plus Eight Recommendations of the Financial Action Task
Force.
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3 THE DEFINITION OF MONEY LAUNDERING
Money laundering is commonly described as the process of turning dirty money into
clean money.149 Money is made dirty in several ways. The most common way money
may be tainted is if it originates from the commitment of another crime such as drugtrafficking sales, fraud and corruption.150 It may also become tainted if it is acquired
without reporting its source to the relevant authorities, for example tax evasion.151
Legitimately acquired money may also become the subject of money laundering. 152 A
classic example is the movement of legitimate money destined to finance an act of
terrorism through a complex of financial networks to disguise and conceal its origin. 153
In this case money becomes dirty only on the completion of the underlying crime. 154
Academics have produced for the most part similar definitions of what money
laundering amounts to.155 Money laundering is widely understood as the process of
concealing156 the origin or ownership of the benefits of crime or the illegal nature of a
financial transaction.157
Thus the definition comprises four elements namely:158


a process



a particular outcome: concealing the origin and or ownership of money



the object of the process: the benefits of crime and



a goal: outwitting the anti-money laundering authorities.

Van Jaarsveld 159 suggests that a functional definition of money laundering should
describe money laundering as any type of conduct aimed at concealing the nexus
that exists between money and a criminal activity. 160
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The South African Law Reform Commission defines money laundering as “the
manipulation of illegally acquired wealth in order to obscure its true source or
nature… [this] is achieved by performing a series of transactions that, if successful,
will leave the illegally derived proceeds appearing as a product of legitimate
investments or transactions”.161 In terms of this definition money laundering is only
committed after the commission of an underlying offence. 162 POCA criminalises
activities which are aimed at concealing the nature, source, location, disposition or
movement of the benefits of crime and provides for the confiscation and civil forfeiture
thereof.163
As stated above various definitions of money laundering are provided in both
international and domestic instruments.

164

However for the purposes of this

dissertation the definition of money laundering as stated in the Financial Intelligence
Centre Act (FICA) is used. Section 1 of FICA defines money laundering control as:
“any activity which has or is likely to have the effect of concealing or disguising the nature,
source, location, disposition or movement of the proceeds of unlawful activities or any interest
which anyone has in such proceeds.”
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The definitions above show that money launderers have a key objective, namely to
disguise the ownership and the source of the proceeds of unlawful activities whilst
maintaining control over the money.166 A successful money laundering scheme thus
serves two purposes. 167 Firstly, the money can be used to further other criminal
activities and secondly, it is almost impossible to link the criminal activity to the
individual responsible.168
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4 SCALE OF MONEY LAUNDERING
The estimated magnitude of money laundering remains “just estimates” despite many
attempts. 169 Numerous reasons exist for the lack of the precise scale of money
laundering.170 These include, the inherent difficulty of tabulating money laundering;
the volume of money laundering in recent years caused by the speed and flexibility of
electronic banking and the range of inconspicuous activities and financial instruments
involved in the money laundering process.171 The International Monetary Fund has
estimated the global aggregate of money laundering to be somewhere between 2 to
5% of the global domestic product. 172 However the business of money laundering
takes place in secret thus it is sometimes difficult to estimate its impact with
accuracy.173
According to Van Jaarsveld money laundering numbers should not be dismissed
because they are essential to devise methods to combat crime in general and in
particular money laundering. 174 This is because the volume of laundered money
presents the only evidence of the effectiveness of efforts aimed at controlling money
laundering. 175 It is also stressed that too much time should not be invested in
determining the volume of laundered money but the estimates should be used to
assist with pinpointing where money laundering threats seem the greatest.176

5 THE PROCESS OF MONEY LAUNDERING
Money laundering involves a diverse and often complex process. 177 This process
involves three identified steps which may take place simultaneously or independent of
each other.178 The three steps are placement, layering and integration.179
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5.1 Placement Stage
Placement involves the depositing of money into the financial system in order to
dispose of criminally or illegally obtained proceeds.180 The placement stage poses the
greatest risk181 since it requires the deposit of substantial volumes of cash across the
counters of banks and other financial institutions or the use of cash to buy different
assets at high value.182 Other mediums of exchange such as cheques, credit cards
and other forms of electronic payments systems are also used. 183 However large
cash transactions are subject to reporting duties imposed by law in many countries
including South Africa and attract unwanted attention.184 To avoid detection criminals
use numerous persons to introduce small shares of a large amount of cash so as to
avoid any suspicion at the point of entry into the banking system.185 This process
known as “smurfing” or “structuring”186 is criminalised by section 64 of FICA.187 The
placement stage is important for South African anti-money laundering initiatives.188
Money laundering methods applied in South Africa are still largely cash based and
consist of the depositing of illegitimate money into a bank for withdrawal at a later
stage.189
5.2 Layering Stage
The layering stage consists of generating a series of transactions to distance the
benefits of crime from the criminal source and to obscure the money laundering
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trail. 190 The launderer will seek to create a complex web of transactions, often
involving numerous parties with various legal ranks in as many different jurisdictions
as possible, through which the money will be laundered by means of misleading
transactions.191 The launderer will move his or her money between as many accounts
as possible utilising layering transactions such as international sales, the purchase of
securities, currency and commodity deals and security given as collateral for loans.
Money launderers also make use of overpayments to the revenue services expecting
refunds through cheques or cash payments into the launderers’ bank accounts. 192 It
was held in Commissioner of South African Revenue Services v Absa Bank193 that
the patterns of receiving these types of refunds should serve as warning to banks that
the accounts are used for criminal purposes.194 Electronic fund transfers (EFTs) are
believed to be an essential method of layering because they offer criminals the
advantages of speed, distance, minimal audit trail and increased anonymity.195 In the
meantime, the benefits can be withdrawn in cash and deposited elsewhere into the
system.196 Transfers take place through bank accounts and postal orders or cheques
may also be used. 197 The layering stage is successfully completed if the tainted
money is mixed with the launderer’s clean money and the source of the former cannot
be traced back to the original crime.198
5.3 Integration Stage
This stage occurs when the dirty money has been safely placed and layered to the
extent that it is safe to return it to the launderer via the legitimate financial
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system.199The original amount minus costs of the laundering process such as bank
costs, taxes or any commission payable on the transactions is accumulated and
handed over to the criminal as legitimate earnings. 200 The importance of this stage is
to enable the launderers to use or invest the illicit money in a legitimate economy
without fears of prosecutions and confiscations.201 A simple example is the electronic
transfer from the money launderer’s banking account to a newly opened legitimate
account.202 It could be jurisdictions far away from the place where the offence was
committed.203 It is subsequently used as legitimate money to invest into real estate
markets or to buy luxury goods such as cars and expensive jewellery. 204 A successful
integration stage will result in the criminals freely using their money without fear of
detection or confiscation.205 The above coverage of the three stages is a simplistic
overview of the money laundering process. 206 New methods are undoubtedly
regularly devised by the criminal world in order to disguise the origins of the
laundered money.207

6 EMPLOYING THE BANKING SYSTEM
Banks are mostly targeted by criminals and used to launder the money they acquired
through criminal means. 208 This is because the benefits of crime can enter the
banking system through cash deposits over the counter, EFTs from one bank to some
other bank and letters of credit from businesses.209 The money laundering process is
effective only when the benefits of crime are presented to legitimate businesses in a
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way that its criminal connection is concealed.210 As a consequence the responsibility
to control money laundering mainly resides with banks.211
6.1 Electronic Banking Services
Money launderers today mostly rely on electronic payment systems that offer the best
attributes of traditional currency, ease of use and anonymity. 212 On-line banking
allows a criminal to move money anywhere in the world as fast as transfer and
computer systems allow. 213 This sphere of banking is ideal for money laundering
because most banks cannot afford the cost of implementing programmes to detect
suspicious transactions. 214 In addition to this the nature of the bank-customer
relationship has changed so much that physical contact between the parties has
become redundant.215 Banking in the cyber world allows the customer to open a bank
account and transfer money without ever visiting a bank in person.216
Some of the key areas that pose threats to internet based financial transacting are:
fraud by imposters posing as authorised personnel, damage inflicted by computer
hackers, sabotage in the format of computer viruses and interception of confidential
information through criminal access.217 In addition the difficulty in monitoring criminal
activity over the internet is demonstrated by the fact that financial crimes that are
committed in cyberspace such as cyber-laundering218 are nearly invisible.219
6.2 Money Laundering Methods over the Internet
Electronic money also known as e-money exists outside ordinary bank deposits and
has no physical presence.220 Since e-money does not have physical presence it is
open to manipulation via transfers through any computer at any time and from any
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place in the world.221 In addition electronic cash transactions are borderless and the
principle of anonymity makes identification nearly impossible.222 Money laundering via
the internet may occur in numerous ways.223 Firstly, customers using on-line banking
facilities to access their accounts from a personal computer using internet browser
software through an internet service provider.224 After a customer has provided his
personal identification number to the bank’s web browser he will be able to access his
account from anywhere in the world.225 Since access is indirect (as opposed to faceto-face banking where the transaction takes place inside the bank), the bank has no
way of verifying the identity of its customer.226 Consequently banks are advised to use
alternative methods of verifying the identity of their non-face-to-face customers.227
Secondly, criminals also target online money transfer for money laundering
purposes.228 Since money value transfers facilitate anonymous fund transfers few or
no records are kept which makes it a difficult task to trace funds after the transaction
has been completed.229 Payment takes place through any type of communication or
transfer or through the clearing network to which the money value transfer provider
belongs.230 Money value transfers are provided through the formal regulated financial
system or outside the regulated systems.231
Thirdly, some online money remittance systems facilitate payments for the purchase
of goods, for example EBay.232 A buyer can make payment by credit card to an online
service provider and simply specify the email address of the intended beneficiary. 233
No other particulars are required and there is no limitation to the amount of money
that can be paid. While such service providers assist with the growth of e-commerce,
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they can be used by money launderers to move criminal proceeds around the world
anonymously.234
Lastly, Van Jaarsveld points out that other ways that can be used to launder money
online include the use of fraudulent credit cards, security and commodities markets
and e-money to purchase fictitious good and services.235 But the possibilities are said
to be endless. 236 Money laundering through cyber space also requires the three
stages stated above. 237 Criminally acquired e-money is placed in cyberspace;
criminals aim to disguise the criminal connection by completing a series of
transactions with it, which mirrors layering.238 The e-money is then transferred to an
account or various accounts which renders it impossible for the authorities to
detect. 239 Van Jaarsveld remarks that it is no news that criminals target banks to
launder their money and it is certainly becoming clear that the availability of e-money
has created a money laundering paradise for criminals. 240 However the next step
forward is for the law to adapt to this technology to help prevent online money
laundering.

7 OBJECTIVES OF MONEY LAUNDERING
The main aim of money laundering is to keep the illegal business operating without
attracting attention of the law enforcement authorities. 241 The law enforcement
agencies use confiscation and seizure of illegally obtained goods as their main
methods to punish people behind the crime.242 According to Tuba the track of this
money may also be used as incriminating evidence against the launderers when they
have been prosecuted for the underlying crime. 243 The successful laundering of
money enables the criminals to keep their illegal profits and thus continue funding
their illegal business.
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8 CONSEQUENCES OF MONEY LAUNDERING
The main reasons for combating money laundering is to deny money launderers from
using their illegal gains in a legitimate economy and since money laundering is a byproduct of crime it should be combated if crime is to be reduced.244 Money laundering
facilitates the commission of violent crimes such as September 11 terror attacks in
the United States and the commitment of other serious crimes such as drug
trafficking.245 It also threatens the stability of an economy.246 It denies the legitimate
circulation of money in a legitimate economy.247 It reduces tax revenue as laundered
money is not subject to tax collection.248 It also undermines the country’s democratic
institutions including law enforcement agencies.249 This may be the case where public
officials are bribed by money launderers.250
According to Tuba the integrity and public confidence in financial institutions may also
be affected if money launderers are able to use them to funnel their illicit gains
without proper detection.251 Thus anti-money laundering measures serve to protect
the country’s economy and to safeguard public confidence in its regulatory,
prosecution and financial systems.252 In addition, failure to effectively control it may
also result in the country being listed as a non-cooperative country and territory
(NCCT)253 by the FATF with the effect that the country will lose its credibility as an
investment destination.254
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Chapter three will discuss the money laundering measures that have been taken in
South Africa and internationally to prevent money laundering and the weaknesses
observed in FICA as the main AML legislation in South Africa.
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LAUNDERING

CONTROL
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LEGISLATION IN SOUTH AFRICA
1 INTRODUCTION
A successful money-laundering control system consists of a collaborative effort
domestically, regionally as well as internationally.255 This chapter is a discussion of
the measures that have been taken to combat money laundering at national and at
international level. Firstly, the chapter will commence with a brief discussion of
international anti-money laundering initiatives with special focus on the FATF
measures. Secondly, the anti-money laundering measures in South Africa will be
examined. Particular focus will be paid to FICA as the main anti-money laundering
legislation in South Africa. The aim of this chapter is to evaluate the duties imposed
by FICA on banks to combat money laundering in the financial system and to identify
the weaknesses of these provisions in FICA. Proposals will be made on how FICA
can be amended to improve the current KYC provisions of FICA in order to detect
money laundering more effectively and prevent non-compliance with these provisions
in future.

2 INTERNATIONAL ANTI-MONEY LAUNDERING INITIATIVES
The current global anti-money laundering regime was first introduced in 1988 in order
to provide tools to tackle drug trafficking. The UN adopted the Convention against
Illicit Traffic in Narcotic Drugs and Psychotropic Substances of 1988 (Vienna
Convention).256 The aim of the convention was to tackle challenges posed by drug
abuse and illicit trafficking, criminalising drug related offences and also ensuring that
criminals are stripped off the proceeds of crime.257 The Vienna Convention makes no
reference to the term “money laundering”.258
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Taking into account the limited scope of the Vienna Convention, the UN adopted the
United Convention against Transnational Organized Crimes (Palermo Convention).259
Articles 6 and 7 of the Palermo Convention deal specifically with the illegalization of
money laundering. 260 The main efforts under the UN was to criminalise money
laundering as a result of these unlawful activities, forfeiture of any instruments used to
facilitate money laundering as well as increasing international cooperation in the fight
against money laundering. 261 The Palermo Convention piloted a new regulatory
model to deter and control money laundering. 262 It invites party states to institute
domestic regulatory and supervisory regimes for banks and non-banks to deter
money laundering. 263 The Convention makes no reference to the KYC or due
diligence process, however, the regime includes some of the principles of these
measures.264 These include requirements for customer identification, record keeping
and the reporting of suspicious transactions.265
Specific KYC and CDD policies at international level are currently the innovations of
the FATF and the BCBS.266 Though AML standards are not binding on members, the
prestige and powers of their members to put pressure on other countries have
ensured that many countries adopt their standards.267
The BCBS came with an integration of the KYC and CDD in 2001.268 It developed a
Customer Due Diligence for Banks to tackle potential financial losses arising from
banks being subject to reputational, legal or regulatory risks.269 The development of
the CDD by the BCBS came after concern about the deficiencies of the KYC
259
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procedures.270 Consequently the BCBS took a wider approach for the protection of
the safety and soundness of banks and the integrity of the banking systems.271 The
BCBS put its approach as follows:
“Sound KYC procedures must be seen as critical element in the effective management of banking
risks. KYC safeguards go beyond simple account opening and record keeping and require banks to
formulate a customer acceptance policy and are tiered customer identification programme that involves
more extensive due diligence for higher risk accounts and includes proactive account monitoring for
suspicious activities.”

272

The approach taken by the BCBS clearly integrates the KYC policy and the CDD
process as one integral part of the KYC procedure that must be taken to prevent
money laundering. 273 The main elements of this KYC procedure are, customer
acceptance policy, customer identification, on-going monitoring of high risk accounts
and risk management.274 The specific emphasis of this integrated approach is on the
duty not only to establish the identity of customers but also to monitor accounts to
determine transactions that do not conform with the normal and expected
transactions of that customer or type of account.275 The approach of the BCBS is not
rule bound but leaves room for banks to identify, monitor and mitigate reputational,
operational and legal risks. 276 This process has been identified as the Know the
Transaction of Your Customer (KYTC). 277 KYTC focuses on understanding the
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transaction of the customer and to have systems in place to spot any irregularities on
suspicious transactions.278
In the 2003 revision of the FATF recommendations, the FATF took into account the
CDD adopted by the BCBS.

279

Over and above identifying their customers,

Recommendation 5(d) requires financial institutions to conduct an on-going due
diligence on the business relationship and to scrutinise transactions to identify
whether such transactions are consistent with the customer’s profile. 280 The FATF
methods and strategies of conducting CDD vary with reference to the type of
customer and the risk profile of the type of a particular customer.281

3 ANTI-MONEY LAUNDERING CONTROL FRAMEWORK OF SOUTH
AFRICA
3.1 Historical Developments
3.1.1 General
Subsequent to South Africa’s ratification of the UN’s Convention against the Illegal
Traffic in Narcotic Drugs of 1988 also known as the “Vienna Convention”, the country
set the wheels in motion for the drafting of legislation aimed at combating activities in
relation to the proceeds of drug-related offences.282 As a result the Drugs and Drug
Trafficking Act was enacted in 1992 (hereinafter referred to as the 1992 Act.)283 Due
to the limited scope of the 1992 Act, it was amended by the Proceeds of Crime Act 76
of 1996 (hereinafter referred to as the 1996 Act.)284 POCA repealed the 1996 Act with
its enactment in 1998. South Africa’s anti-money laundering (AML) regime became
complete with the enactment of FICA in 2001.285
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FICA AND POCA form the back bone of the fight against money laundering in South
Africa. 286 POCA sets out the substantive provisions while FICA provides the
administrative provisions.287 The two Acts must be read in conjunction with the AML
regulations which were published following the enactment of FICA.288
3.1.2 South African Law Commission Report
The 1992 Act was enacted pursuant to the Vienna Convention and it dealt mainly with
the seizure of the proceeds of drug related offences.289 However the 1992 Act only
criminalised money laundering activities related to the proceeds of drug related
offences. 290 Thus in 1996 the Minister of Justice appointed a Money Laundering
Project Committee, the South African Law Commission, to examine administrative
measures to combat money laundering.291 The report of the Law Commission was
released in August 1996.292 The report proposed and included draft legislation aimed
specifically at money laundering control. 293 The Money Laundering Control Draft
Bill 294 comprised a proposal for the creation of a unit to facilitate information
dissemination about potential money laundering schemes.295 The bill also established
two categories of offences namely offences committed by designated institutions 296
and the second category relating to the abuse of information obtained from the
proposed Financial Intelligence Centre.297
The Law Commission’s report emphasized two important components of the
proposed administrative AML framework namely, customer identification and
suspicious transaction reporting.298 The two components form the essentials of the
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internationally recognised KYC standard and it is arguably one of the best means to
track down potential money laundering schemes.299
3.2 Anti-money Laundering Legislation
3.2.1 Drugs and Drug Trafficking Act (1992)
The 1992 Act was the first South African legislative instrument to deal explicitly with
money laundering.300 It came about as a result of the recommendations made by a
task-group established to advise the government on the signing of the Vienna
Convention.301 The 1992 Act criminalises the acquisition of property302 by a person
who knew303 it to be the proceeds of a so-called “defined crime”304 and the conversion
of such property where the person knew or had reasonable ground to suspect 305 it to
be the proceeds of a defined crime.
Some of the provisions of the 1992 Act may be considered as the predecessors of the
KYC standard provisions as codified in FICA.306 One example is section 10(2) of the
1992 Act (which was repealed by POCA) which placed a duty on the executive staff
of financial institutions 307 to report suspicions as regards the source of money
acquired in the course of business of which may be the proceeds of listed criminal
activities.308
However the 1992 Act had its weaknesses.309 The definitions used by the Act are
complex.310 In addition, the Act limits the meaning of concepts311 to specific chapters
299
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only with the result that the meaning of some concepts was left undefined in other
chapters.312 Moreover at the time of the Act’s enactment reservations were expressed
about the potential difficulty that banks could experience identifying both the proceeds
of drug related activities and suspicious transactions.313 According to Van Jaarsveld
the greatest weakness of the 1992 Act was that it only criminalised money laundering
activities which were in relation to drug-related offences.314 It was this drawback that
led to the enactment of the 1996 Act.315
3.2.2 The Proceeds of Crime Act (1996)
In 1992 the international financial sanctions against South Africa were lifted and the
country re-entered the international free trade markets.

316

However due to

globalisation of crime South Africa became a target of international crime
organisations whose activities included a wide range of unlawful conduct. 317 Thus
there was a need for a money laundering control Act whose scope extended beyond
drug-related offences.318
The 1996 Act widened the scope of money laundering offences to include proceeds
of all types of criminal activity.319 The 1996 Act was thus an improvement of the 1992
Act. Additional offences320 were inserted into the Act and suspicious transactions had
to be reported to the Commercial Crime Unit of the South African Police Service
(SAPS).321 Banks were not required to know their customers but they were required
to formulate an opinion about the legitimacy of their customers’ money. 322
On the other hand, the reporting duty pursuant to section 31(1) of the 1996 Act was
so ill-defined that it was unclear whether banks had to file suspicious transaction
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reports at all.323 In addition, STRs had to be filed with the SAPS thus banks were not
required to have an internal money laundering reporting officer to facilitate the
reporting process. 324 This resulted in haphazard report filing characterised by
ineffective administrative procedures.325 These weaknesses led to the proposal by the
Law commission of a Draft Bill aimed at strengthening the administrative framework
of money laundering prevention. 326 The 1996 Act was subsequently repealed by
POCA.327
3.2.3 Prevention of Organised Crime Act (1998)
The long title of POCA sets out the purpose of the Act. The aim of POCA is to
introduce measures to combat organised crime, money laundering and criminal gang
activities, to prohibit certain activities relating to racketeering activities, to provide for
an obligation on businesses to report certain information; to criminalise gang
activities, to provide for the recovery of the proceeds of unlawful activity and the civil
forfeiture of assets that are the proceeds of unlawful activity, to establish a Criminal
Assets Recovery Account and to provide for matters connected therewith. 328 POCA
was amended on two occasions to rectify drafting faults, insert further money
laundering provisions and to give some of its measures retrospective effect.329
As stated above POCA repealed the 1996 Act and the effect of this is that all
legislative provisions with regard to the criminalisation of money laundering are now
contained in one Act.330 The feedback on POCA has been that it is a challenging
piece of legislation to use because of the disjointed fashion in which its provisions are
arranged. 331 It is submitted POCA’s objective and the formulation of some of its
323
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provisions fail to correspond with one another. 332 The court in National Director of
Public Prosecutions v Seevnarayan333 the court remarked that the organised crime
leitmotif forms a recurrent theme throughout POCA. 334However a definition for the
concept “organised crime” is not provided in POCA.
POCA creates two categories of money laundering offences namely offences that
involve the “proceeds of all forms of unlawful activities”335 and offences that involve
the “proceeds of a pattern of racketeering activity”. 336 Thus a person commits a
money laundering offence where he benefits from a criminal activity. 337
In terms of POCA the unlawful activities from which the benefits must derive include
all criminal conduct that is unlawful whether it occurred in South Africa or abroad. 338
For example a member of a German crime syndicate used money that was generated
by the illegal selling of cocaine in Berlin to buy property in South Africa.339 According
to POCA the property is the proceeds of a drug-related offence regardless of whether
the illegal activities occurred outside of South Africa.340 Thus it can be confiscated
and forfeited to the state.341 However it is submitted that without the assistance of the
German police authorities it is doubtful whether the National Director of Public
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Prosecutions342 will be successful in establishing that the property is the proceeds of
unlawful activity.343
Chapter 3 of POCA is of special significance to banks because it criminalises three
money laundering offences. 344 The offences can be committed in relation to the
benefits of any unlawful activity.345 The first money laundering offence is contained in
section 4 of POCA which provides that a person that knows or ought reasonably to
have known that property is or forms part of the proceeds of unlawful activities and
“enters into an agreement or engages in a transaction with some other in connection with that property,
whether such agreement or transaction is legally enforceable or not; or
performs any other act in connection with such property which has the outcome of concealing the
nature, source, location, disposition or movement of the property in issue or its ownership thereof shall
be guilty of an offence.”

346

Section 5 of POCA contains the second money laundering offence which states that a
person is guilty of an offence if he knows or ought reasonably to have known that
some other has acquired the proceeds of unlawful activities and enters into a
transaction aimed at making the funds available to him.347 Section 6 criminalises the
acquisition, use or possession of property by a person who knows or ought
reasonably to have known that it constitutes the proceeds of unlawful activities. 348
In order to establish liability in terms of POCA a person is deemed to have knowledge
of a fact if he was actually aware of the fact or if the court finds he knew there was a
reasonable possibility that a fact existed yet failed to investigate the matter. 349 For
example, a bank employee who suspects that money used in a transaction may be
the benefits of crime and then continues with the transaction without taking
reasonable steps to obtain further information will be deemed to have knowledge of
the fact that the money was acquired through criminal means.350
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The phrase “ought to have known or suspected” in sections 4 to 6 makes it possible
for one to commit a money laundering offence negligently. 351 This is because a
person who assists some other person to conclude transactions which are aimed at
laundering the benefits of crime is guilty of committing a money laundering offence.352
Consequently a person will be unable to argue that he was unaware of the purpose of
the transaction, namely to conceal the criminal nexus of the money. 353 POCA also
provides in detail factors which may be considered to establish negligence against a
person.354 A person acts negligently if he fails to recognise or suspect a fact that may
reasonably be expected of a person with the general knowledge, skill, training and
experience in his position and the knowledge, skill, training and experience that he in
actual fact has.355 Thus a bank employee who transfers funds to some other commits
a money laundering offence if a reasonable bank employee would have suspected
that the objective of the transaction was to launder the money.356
It is submitted that POCA is important because it defines key concepts in relation to
money laundering and extends the definition of proceeds of crime from drug-related
offences to include any type of criminal conduct.357 It is important to note that POCA
and FICA supplement each other’s money laundering provisions.

358

POCA

criminalises conduct which amounts to money laundering whilst FICA establishes
offences were designated institutions such as banks neglect its money laundering
control obligations. 359 The focus of this dissertation is on the money laundering
control provisions of FICA which will be discussed below.

4

FINANCIAL INTELLIGENCE CENTRE ACT (2001)

The origins of FICA can be traced back to August 1996 when the South African Law
Commission published a Money Laundering Control Draft Bill as part of a report
entitled “Money Laundering and related matters”.360 The Bill provided for regulatory
351
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structures and mechanisms to combat money laundering. 361 After consultation with
other government departments, public comment and extensive amendment the
legislation was passed and signed by the President on 28 November 2001.362
FICA constitutes South Africa’s principal AML Act.363 It creates a partnership between
the business community and the government in combating national and international
crime.364 In 2007 it was estimated that the value of laundered money in South Africa
may be as high as 80 billion rand annually. 365 The amount is so significant in the
South African economy that it is likely that the majority of businesses in South Africa
are affected by money laundering. 366 The AML framework of South Africa derives
from internationally established guidelines that target banks as entry point for the
benefits of crime. 367 FICA is a progressive statute that takes cognizance of these
international measures and the experience of other countries in combating money
laundering.368 Hence the bulk of its content comprises the KYC standard.369
FICA has four objectives370, namely, to establish a Financial Intelligence Centre (FIC)
and a Money Laundering Advisory Council to oversee efforts aimed at combating
money laundering, impose KYC obligations on designated persons including banks
and other persons who might be used for money laundering purposes, 371 amend
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POCA and the Promotion of Access to Information Act372 and to provide for matters
connected with the above mentioned. FICA regulates the activities of the FIC and
further covers the Know Your Customer standard obligations (KYC), offences and
penalties for failure to observe its provisions373 and the release of AML regulations to
clarify the KYC standard obligations.374
4.1 Know Your Customer Policy in terms of South African Law
4.1.1 Introduction
The KYC standard provisions of FICA are similar to the AML recommendations of the
FATF.375 This is because FICA was drafted with the desire to enact legislation aimed
at combating money laundering which would conform to similar international
legislation. 376 FICA characterises a framework of AML control measures aimed at
facilitating the detection and investigation of money laundering. 377 FICA imposes
suspicious transaction reporting obligations on businesses and international travellers
while additional AML obligations are imposed on accountable institutions 378 and socalled “reporting institutions”.379 The list of accountable institutions in schedule 1 of
FICA includes a person who carries on the “business of a bank” as defined in the
Banks Act, 1990. 380 From the list of these institutions, it is clear that the banking
sector has been given huge AML obligations.381 Specific KYC obligations imposed on
banks include the identification and verification of client information, 382 keeping
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records of any transaction with the client 383 and the reporting of suspicious and
unusual transactions and any cash transaction above the prescribed threshold.384
4.1.2 Identification Obligation
Section 21(1) set out the first obligation of a bank as an accountable institution
namely, to establish and verify the identity of the client.385 Proper identification of a
customer is essential because it forms the foundation upon which other obligations in
the Act are built.386 A bank that fails to obtain sufficient knowledge about the identity
of a customer and the nature of his business would be unable to identify a particular
transaction as unusual or suspicious. 387 The identification obligation further means
that banks have to conduct customer profiling which includes, familiarity with the
background of the customer, his credentials and earning capacity.388
Section 21(1) of FICA requires an accountable institution389 to establish and verify the
identity of a prospective client before establishing a “business relationship” or
concluding a “single transaction” with that client. 390 In addition identification of the
“principal” and “agent” together with proof of authority is required where the customer
is acting on behalf of some other or someone is acting on his behalf.391
FICA distinguishes among the following three levels of identification and dictates the
identification obligations of a bank accordingly to:392
1. where the bank is approached by a customer in person;
2. where the bank is approached by a customer acting on behalf of another;
383
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and
3. where the bank is approached by another person acting on behalf of the
customer.
The AML regulations provide in detail the manner in which identification and
verification of various categories of customers should be conducted. 393 In addition the
AML regulations indicate the manner in which basic customer identification particulars
should be verified.394
In essence, FICA’s identification obligation on banks comprises two parts.395 First, a
bank must have internal account opening identification procedures to establish that
the customer is as he presented himself to be.396 Secondly, the bank must obtain
sufficient on-going understanding of the nature of the customer’s business397 for the
purpose of identifying suspicious and unusual transactions that could be associated
with a money laundering scheme.398 FICA therefore clearly states that banks must
police the account activities of their customer on a continuous basis. 399 Effectively,
this means that banks must question the bona fides of their customers even if there is
no reason for it to be suspicious.400
The obligation of banks to verify and establish the identity of customers was
considered by the Supreme Court of Appeal in Columbus Joint Venture v Absa Bank
Ltd.401The Court declared that banks are required to consider all documents of new
customers and “to apply their minds thereto”.402 With regard to the verification of an
existing customer’s identity the court found that the necessary inquiries should be
made as dictated by the given circumstances. 403 Therefore FICA and the AML
393
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regulations collectively require that banks accurately identify all customers with whom
they conduct business unless an exemption

404

is applicable in the given

circumstances.
It is also important to note that banks are advised to adopt a “risk based approach”
when verifying customer information.405 This requires that the greater the perceived
risk of money laundering “the higher the level of verification, and the more secure the
methods of verification should be.”406 The FIC advises as follows:
“In other words, in the instances where expressions such as ‘can reasonably be expected to achieve
such verification’ and ‘is obtained by reasonably practical means’ are used in the Regulations, the
balance between the accuracy of the verification required on the one hand and the level of effort
invested in the means to obtain such verification on the other, has to be commensurate with the nature
of the risk involved in a given business relationship or transaction.”

The FIC relies on these phrases to argue that institutions are allowed to follow a risk
based approach when verifying information that they are required to obtain in terms of
a small number of regulations that use these two phrases.407
4.1.3 Suspicious Transaction Reporting Obligation
The duty to report suspicious and unusual transactions (STR) 408 is paramount to
money laundering control. 409All three types of institutions 410 to which FICA applies
share the obligation to report certain transactions to the FIC. 411 The reporting
obligation of FICA is a broad and onerous obligation that requires banks to file two
types of transaction reports.412 This type of reporting is known as a “hybrid reporting
system” due to the combination of threshold and suspicion-based reporting that is
created.
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obligation for all businesses to report a transaction if it is known to involve or
suspected to involve the proceeds of unlawful activities or if it does not have an
apparent lawful or business purpose.415 Secondly, FICA creates additional reporting
obligations for two designated groups of institutions namely accountable institutions416
such as banks and reporting institutions.417 In terms of section 76 of FICA the Minister
of Finance has the power to insert additional reporting institutions to Schedule 3 of
FICA if required to meet the objectives of money laundering control.
Banks as accountable institutions have a broader reporting duty as reporting
institutions which are required to report transactions involving cash amounts in
excess of a prescribed amount.418 In addition to the latter, banks must also report
international money transfers in excess of a prescribed amount.419 The two reporting
obligations apply in addition to the bank’s obligation to file STRs. Thus banks must
report two types of transactions to the FIC, namely cash transactions420 above the
prescribed limit421 and any suspicious and unusual transactions.422
FICA identifies four kinds of transactions which must be reported. A reportable
transaction includes 423 a transaction which facilitates or is likely to facilitate the
benefits of crime; without a business or lawful purpose; which is construed to avoid
reporting under the Act; and a transaction which may be relevant to an investigation
as regards outstanding income tax payments and tax evasion.
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Tax evasion is the intentional avoidance of paying taxes to the government. 424
Income from both illegal and legal sources is taxable income.425 Some examples of
tax evasion include making false statements and or not reporting income on a tax
return to the South African Revenue Services (SARS). 426 Criminals launder their
illegally acquired money to make it appear as if it were acquired from a legitimate
source which allows them to spend it in assets without having to worry about tax
consequences.427 Money laundering has a close relationship with tax evasion in as
far as it allows the criminal to benefit from his criminal conduct. 428 Consequently,
transactions aimed at tax evasion are reportable.429 However it is important to note
that only part of the income that is payable to SARS is the object or benefit of theft
and then only after tax evasion was committed.430 Therefore FICA does not expect a
bank employee to determine whether part of the money used in a transaction is
payable to the SARS. 431 Instead he should report any transaction which appears
strange given the customer’s profile.432
An example of a possible suspicious transaction is a case of a bank employee that
knows that a customer is unemployed and does charity work on a part time basis
based on the information that she provided to the bank.433 The customer informs the
bank that she is purchasing property and instructs it to handle the transport on her
behalf.434 Seeing as the customer’s income and the transaction fail to correspond, the
bank employee should file an STR report to the FIC.435
FICA does not require the filing of STR only where a transaction is in actual fact
carried out.436 According to section 29(2) a bank employee that knows or suspects
that a transaction about which enquiries are made may have caused the
consequences that would have rendered it suspicious or unusual must report that
424
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attempted transaction irrespective of the fact that the transaction was not
concluded.437
FICA stipulates the circumstances under which a person is deemed to have or ought
to have knowledge that a transaction is suspicious or unusual. In terms of section 1(2)
of FICA a person has knowledge of a fact if:
[2] “(a) the person has actual knowledge of that fact; or
(b) the court is satisfied that (i) the person believes that there is a reasonable possibility of the
existence of that fact, and (ii) the person fails to obtain information to confirm or refute the existence of
that fact.”
[3] “For the purposes of this Act a person ought reasonably to have known or suspected a fact if the
conclusions that he or she ought to have reached are those which would have been reached by a
reasonably diligent and vigilant person having both – (a) the general knowledge, skill, training and
experience that may be reasonably be expected of a person of his or her position; and (b) the general
knowledge, skill, training and experience that he or she in fact has.”

Parliament thus set down both an objective438 and a subjective test439 to determine
the presence of knowledge.

440

The tests are considered by many to be

straightforward and adequate to determine whether liability should be imposed on an
accused.441 However the aforementioned definition does not contribute to certainty as
regards when to file a STR to the FIC and Van Jaarsveld suggests that the court will
have to determine whether an accused bank employee knew or should have known
that a transaction is suspicious or unusual and therefore reportable.442
In this regard the required element of knowledge is present in two situations. 443 First,
where a bank employee actually knows that a transaction meets with the section 29
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reporting requirements or secondly, where it wilfully turns a so-called “blind eye”444 to
the fact.445 On the other hand the term “suspicion” has been defined as a state of
conjecture or speculation where proof is lacking, in other words where one suspects
but has no proof.446
FICA requires a bank employee to report the grounds for the knowledge or suspicion
as part of the report that has to be filed with the FIC thus it is fair to conclude that for
a valid suspicion to exist some foundation or reasons will have to be present before
an obligation to file a report will arise.447
Section 52(2) of FICA criminalises the failure to file a STR.448 Section 52(2) provides
that a bank employee who “reasonably” ought to have known or suspected facts
which necessitate a section 29 reporting obligation and “negligently” fails to file a
report, contravenes the provisions of FICA and thereby commits a money laundering
offence.449 Section 52(2) when read together with section 29 of FICA implies that a
bank employee must file a STR in either one of the two scenarios:450
1. where he subjectively believes or suspects that a transaction must be reported
and some grounds exist for that belief or suspicion; or
2. where he has grounds upon which another bank employee with his expertise
would reasonably form such a belief or suspicion.
The FIC may request a bank that filed a section 29 report to furnish it with additional
information about the report in as far as the information can reasonably assist the FIC
to execute its duties.451 After the FIC decides that reasonable grounds exist that a
reported transaction involves the benefits of crime, it may direct the bank in writing to
suspend the transaction until it has made further inquiries in the regard or obtained
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advice from the NPA or the SAPS. 452 A bank that ignores such an instruction
contravenes FICA.453
The question that arises is how the bank should explain this situation to a customer
without committing a tipping-off offence.454 Van Jaarsveld suggests that a bank could
use internal banking procedures as the reason for its delay to execute the transaction
provided that the delay is not unreasonable.455 However in the end the bank should
not be blamed when the customer becomes wise to the fact that he is under
investigation for potential money laundering.456
Suspicious and unusual transaction reports are confidential and may be disclosed
only to designated institutions such as the SAPS or SARS.457 In addition, confidential
information gathered from these reports may be used only in certain circumstances
and for certain purposes.458 Therefore a bank employee may not inform the customer
that a STR was filed and that he is under investigation. 459 This provision against the
so-called “tipping off” a customer is also included in the AML directives of Europe.460
The logic behind this provision is that the obligation to report suspicious and unusual
transactions is of not much use and effect if the suspected money launderer is
informed of the fact that he is under investigation.461 The “tipping off” offence usually
occurs when a suspect receives information which could prejudice an investigation. 462
Hence it is suggested that banks must be cautious when providing information to the
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effect that a report about some suspicious transaction or account activity has been
made.463
FICA provides five defences to a charge of failure to file STRs under FICA. 464 The
First four defences are available to a bank’s employees, directors or trustees when
charged with failure to file STR whilst the fifth defence may be used by any person
who is required to file STRs such as the owner of a pawn shop. 465 The accused must
establish first that he complied with the bank’s internal rules as regards the filing of
STRs or secondly that he reported the transaction to the bank’s money laundering
reporting officer.466 Thirdly, that he reported the transaction to his superior because
the bank either does not have a money laundering reporting officer or its internal AML
rules were not made available to him and therefore he was uninformed as to the
nature of the transaction and the procedure to follow.467
As a fourth defence for failure to file STR, a bank employee may contend that he did
not know or suspect that the customer was engaging in money laundering. 468
Nevertheless as pointed out above the bank’s employee will be liable if he is found to
have had reasonable grounds for knowing or suspecting that the customer engaged
in money laundering and neglected to file a report.469
The fifth defence provided by FICA to a charge of failure to file a STR is captured by
section 33 of FICA. This section provides that a bank may continue with a transaction
after filing a STR unless otherwise directed by the FIC.470 Section 33 thus provides an
incentive for banks to ensure that STRs are filed.471 The effect of this section as a
defence is that if a bank employee is charged with a money laundering offence he
may raise the defence that he reported the transaction to the FIC pursuant to section
29 of FICA prior to continuing with the transaction.472
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Section 38(1) of FICA contains a “safe-harbour” provision and states that no criminal
or civil action may be filed against a bank that complies in good faith with the Act’s
reporting provisions. This provision also aims to provide protection to bank employees
against any liability emanating from filing a report pursuant to the Act. 473 Criticisms
levelled against this provision have been that it may promote rather than prevent
potential civil claims against the bank because an unhappy customer can argue that a
bank filed a STR with malicious intent. 474 Van Jaarsveld therefore suggested that
parliament should remove the good faith requirement against any potential liability
emanating from filing an STR.475
To conclude, the obligation of banks to file a section 29-report is closely connected
with the fourth requirement of the KYC standard that banks must provide sufficient
training to employees in all aspects concerning money laundering control. 476
Regulation 27 of the AML regulations requires that the internal rules of a bank should
address specific aspects relating to the filing of STRs.477 The internal AML rules of a
bank should also reflect the guidance notes of the FIC. It is thus important for a bank
to have a money laundering reporting officer who ensures that the content of the
bank’s internal AML rules conforms with national and international standards and also
monitors compliance to these rules.478
4.1.4 Record-Keeping Obligation
The third KYC standard requirement relates to record-keeping.479 The maintenance of
records in relation to customers and transactions is an important part of money
laundering control. 480 The reasons for this is firstly, the records kept in terms of
statutory provisions are admissible to court as an exception to the hearsay rule thus
limiting problems relating to the admissibility of evidence in the event of a criminal
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trial.481 Secondly, the legitimacy of such records is unlikely to be challenged because
they stemmed from ordinary banking business.482
In accordance with FICA banks are required to keep records which identify who the
customer is in every transaction, how his identity was established, the nature of the
business relationship and the number of accounts held by the customer.483 Banks as
accountable institutions are also required to keep records of specific details regarding
agents and principals.484 Records must be kept in electronic format for five years.485
In addition, records originating at different branches of the same bank group must be
centralised to enable access.486 The FIC may have access to the records kept by or
on behalf of the accountable institution. 487 If the records are not by nature public
records access may be obtained by virtue of a warrant issued in chambers.488
4.1.5 Training Obligation
Section 43 of FICA requires that an accountable institution must provide training to
their employees to enable them to comply with FICA and the relevant internal AML
rules of the bank.489 It must additionally appoint a person to ensure compliance by
employees of the accountable institution with FICA and their AML measures as well
as compliance by the accountable institution with its obligations under FICA. 490 This
person is tasked with evaluating, preparing and where good cause exists, report
suspicious transaction reports to the FIC. 491 This so-called “money laundering
reporting officer” must be a senior officer within the bank whose duty includes
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receiving STRs from fellow employees and keeping abreast with the newest money
laundering schemes.492
Failure to observe FICA’s training obligation is not only an offence but may also be
raised as a defence by an employee charged with a money laundering offence. 493 An
employee of a bank when charged with a reporting offence may defend himself by
countering that the bank failed to adequately train him to comply with the provisions of
FICA or the bank’s internal AML rules.494 Thus it is in the bank’s interest to train its
employees as required by FICA.495
4.1.6 Auxiliary Provisions
FICA empowers various supervisory bodies to oversee compliance with its provisions
by accountable institutions under their control.496 Although banks are supervised by
the Reserve Bank, failure to comply with FICA’s provisions may result in
administrative sanction by either the FIC or the Reserve Bank.497 In determining an
appropriate administrative sanction the FIC (or the Reserve Bank) are required to
consider the nature of the bank’s offence, whether it has a history of non-compliance,
any steps it has taken to prevent recurrence of the offence and any mitigating factors
that may exist.498 In the end the bank may be cautioned, reprimanded or ordered to
take remedial action.499 Its activities may further be suspended or it may be fined or
prosecuted for the violation of FICA’s provisions.500
Sections 45A to section 45F were newly inserted in FICA in 2008 by the Amendment
Act. 501 In this regard FICA models US AML statutes which provide for both
492
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administrative and criminal sanctions502 for non-compliance with AML obligations.503
The administrative sanction of FICA has corrective value in the sense that a bank is
afforded an opportunity to rectify its conduct before prosecution is pursued. 504 It may
be assumed that prosecution for a money laundering offence would be pursued by
the authorities only after administrative sanctions have failed. 505 The administrative
sanction has been welcomed by banks because it presents both an alternative to
being prosecuted for a money laundering offence and provides banks with an
opportunity to redress the conduct concerned.506

5

CRITICISM OF THE KYC STANDARD AS STATED IN FICA.

5.1 Identification Obligation
5.1.1 Client Due Diligence
As stated above the relevant process for identifying clients and reporting suspicious
transactions are provided in the FICA regulations as well as Guidance Notes issued
under FICA. However FICA does not provide for CDD process or any reference
thereto.507 Regulation 2-19 provides for information that must be provided by various
categories of clients in order to verify the identity of the client. 508 Regulation 21(3)
specifically provides that accountable institutions must obtain certain information from
clients, among others, “to determine whether transactions involving a client are
consistent with the institution’s knowledge of that client and the client’s business
activities”.509 The Guidance Notes also provides for the relevant information that must
be provided to the banks as well as some indicators on how suspicious transactions
can be detected. 510 Some indicators of suspicions for the purpose of reporting
include; unusual complex transactions, deposit and immediate transfer of money, the
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use of seeming false documents and refusal to produce identification documents. 511
The regulations and the Guidance Notes do not make provisions for continuous
monitoring of client’s activities or scrutiny of transactions.512 Thus FICA has not made
any advancement following the revised Recommendations of the FATF.513
Van Jaarsveld submits that guidelines are not always sufficient to cultivate a culture
of efficient risk assessment in banks. 514 She recommends that Parliament should
amend section 21 of FICA in order to provide for simplified and enhanced customer
due diligence akin to the EU’s AML Directive.515 The amended section should read as
follows:
“Identification of clients and other persons 21(1) An accountable institution may not establish a
business relationship or conclude a single transaction with a client unless the accountable institution
has [used simplified or advanced customer due diligence] (a) to establish […] the identity of the client.”

The AML regulations should further be amended to clarify what is meant by simplified
and enhanced customer due diligence.516
5.1.2 Risk Based Approach
International instruments discussed above advocates a risk-based approach for the
prevention of money laundering. The initial approach for money laundering was rulebased. The rule-based approach requires a financial institution to act in accordance
with the rules.517 Therefore if something meets the conditions specified in the rule,
then the action specified in the rule should be taken. 518 When applied to the KYC
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policy, this means that a financial institution would be satisfied with identifying a
customer and reporting suspicious or cash transactions to the relevant authority.519
The rule-based approach had its own drawbacks.520 This includes the manipulation of
the existing rules and principles regulating transactions and the reporting
requirement.

521

For example criminals could manipulate their transactions by

depositing various small amounts of money in order to fall below the regulated
threshold (known as smurfing or structuring).522 Furthermore the rule-based approach
could lead to over-reporting of transactions, without the institutional decision making
whether to report or not.523 This approach encourages financial institutions to follow
the decisions made by the regulators without being involved in the decision making
processes. 524 Financial institutions would still be subject to too much risk of
laundering despite their compliance with existing rules.525
Formerly the FATF approach to combating money laundering was rule-based.526 High
administrative and financial burdens on banks called for a paradigm shift in this
approach. 527 The revised FATF recommendations of 2003 adopted a different
approach. Recommendation 5 provides that:
“Financial institutions should apply each of the CDD measures […] but may determine the extent of
such measures on a risk sensitive basis depending on the type of customer, business relationship or
transaction. The measures that are taken should be consistent with any guidelines issued by
competent authorities. For higher risk categories, financial institutions should perform enhanced due
diligence. In certain circumstances, where there are low risks, countries may decide that financial
institutions can apply reduced or simplified measures”
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The risk-based approach is a more flexible principled approach to the KYC
process.528 It entails a shift in the focus of complying with rules and pays specific
attention to cases which pose a high risk of money laundering. 529 According to the
risk-based approach a higher degree of identification is given to higher risk clients or
transactions than lower risk clients or transaction.530
Several benefits for financial institutions arise from adopting this approach. 531 It
reduces the flow of reports to only transactions that pose higher risks of money
laundering. 532 It is also suitable for allocation of resources depending on the
vulnerability of financial institutions to high risk of money laundering.533 The FATF has
issued a Guidance Note on the Risk-Based Approach.534 The Note indicates that the
approach was adopted with the purpose of allocating resources according to the level
of potential risks.535 Section 3 of the Note provides guidelines for financial institutions
on how they can implement this approach.536 FATF identifies risks in terms of high
and lower risk. Whether a particular risk is high or low depends on two categories: the
type of customer involved or the type of product used by the customer. 537 For
example politically exposed persons538 and corresponding banks require high degree
of due diligence while regulated financial institutions and public companies are
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regarded as posing lower risks of money laundering.539 Risks are thus categorised
according to customers or transactions involved.540
FICA does not specifically make reference to a risk-based approach. 541 This
approach is partially incorporated in terms of Regulation 21. 542 Thus regulation
requires accountable institutions to “obtain the information concerning a business
relationship or single transaction which poses a particularly high risk of facilitating
money laundering activities.” 543 According to De Koker 544 the regulation is “fairly
rigid”. Although it provides for determining high risk, it does not make provisions for
transactions or clients with low-risk profiles. 545 The regulations find support in the
guidance Notes issued under regulation 21 which specifically disapproves a “one size
fits all approach in the methods used and the levels of verification applicable to all
relevant clients”.546 According to Tuba and Van der Westhuizen by referring to “level
of verification” it is implicit that the low-risk profiles are taken into account.547
However, Guidance Notes do not impose any legal obligations. Consequently, their
positions as legal documents imposing legal obligations remain a debatable
question. 548 Therefore, non-reference to specific level of risk identification leaves
South African AML legislation not clearly identifying the criteria to implement the
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international risk-based approach. 549 It is suggested that the wording of FICA be
amended so as to properly introduce a risk-based approach.550
Another criticism that can be levelled against the identification obligation of FICA is
that its emphasis is placed on mere identification and verification.551 Internationally,
best practice of the KYC requires a financial institution to obtain and verify 552 the
client’s
a)

name;

b)

permanent address;

c)

date and place of birth;

d)

nationality;

e)

occupation, public position held and/or name of employer;

f)

identity number;

g)

type of account and nature of the banking relationship;

h)

signature.

Contrary to international best practice, FICA requires institutions under normal
circumstances to verify only the following information about a natural person who is a
South African resident or citizen: the full names, identity number, date of birth and
residential address.553 According to De Koker these particulars provide some of the
building blocks of a client profile but are regrettably too limited in scope and cannot be
sufficient for a financial institution to satisfy itself that all the transactions by the
customer with the institution will be legitimate at all costs.554 A person’s occupation,
business or the source of his or her income is a vital element of his profile. 555 This
information is only useful to assist these institutions to determine the type of
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customers and not the type of transactions they conduct.556 However this information
is not required under the general FICA scheme.557 Hence some leading South African
institutions refer to this process as “client identification and verification” or “CIV” rather
than “KYC”.558 De Koker suggests that the emphasis should rather have been placed
on the KYC procedures and client profiling.559
It is important to note that regulation 21 in terms of Money Laundering Control
Regulations compels an accountable institution to obtain further information
concerning a business relationship or single transaction which poses particularly high
risk of facilitating money laundering activities “or to enable the accountable institution
to identify the proceeds of unlawful activity or money laundering activities.” 560 De
Koker suggests that this regulation is not well drafted.561 It is argued that the stated
intention of this regulation was to restrict this duty to high risk cases but the quoted
phrase is so broad that it may be argued that the procedure should be followed in
respect of every client and every transaction. 562 Such broad interpretation was not
intended and the gap between the intention and the ultimate wording of the regulation
causes confusion. 563 De Koker correctly points out that the uncertainty could
negatively impact on actual compliance with this regulation.564
De Koker also criticises the requirement that the residential address of a client who is
a South African resident or citizen must be verified.565 It is argued that South Africa
has a system of national identity numbers and documents and that an identity number
is a far more effective identifier than a residential address.566 Thus De Koker submits
that verification of a residential address does not add significant value to the
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identification process taking into account the level of internal migration in South
Africa.567
Therefore it is suggested that FICA should make provision for the KYC procedure by
requiring banks to gather particulars regarding the source of income, occupation and/
or business of the client.568 This information will assist the banks to make a proper
profile and risk assessment of the client.569 However it is submitted that the address
element should not be removed from FICA because such information could be of
assistance to the bank or the investigation authorities to locate a criminal in the event
that a money laundering offence has been committed.
The threshold set for cash transactions is also problematic because it assumes the
stand of a traditional drug dealer with a case full of cash approaching a bank for
deposit.570 The introduction of electronic payment systems has arguably elevated this
idea into disuse.571 A lot of money is flowing into or financial systems with a touch of a
button.572 In addition the cash threshold reporting as an international measure is well
known by potential money launderers. 573 While structuring of cash into smaller
amounts deposited below the set threshold is an international crime, Tuba poses the
following question: how in the absence of proper monitoring, will one be able to track
various transactions deposited over time below the threshold?574 It is suggested that
FICA incorporates the due diligence measures of combating money laundering which
focus on continuous monitoring of transactions.
5.2 Suspicious Transaction Reporting Obligation
FICA makes a distinction between businesses in general and accountable institutions.
However, it is submitted that the listing of 19 accountable institutions in schedule 1 is
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unnecessary.575 In this regard the EU’s AML Directive is better arranged as it simply
states that the instrument applies to banks, financial institutions and businesses that
carry out life insurance activities. 576 It is therefore recommended that schedule 1
should be repealed from FICA and that a definition for “accountable person” should
be inserted in section 1 of the Act which reads as follows:
“Accountable institution” means banks as defined by the Banks Act 94 of 1990, financial institutions,
nonfinancial institutions, businesses that carry out life insurance activities and persons who transact on
577

behalf of customers.

It is submitted that the latter provision should be inserted to ensure that any person
that deals with money or currency on behalf of some other such as attorneys and
money-lenders fall within the ambit of FICA as well. 578
As indicated above section 52(2) of FICA criminalises the failure to file an STR. Van
Jaarsveld made an observation that in contrast to section 52(2) of FICA, section 29(1)
and section 29(2) fail to specify that reasonableness will be used as a standard to
determine the potential liability of a person who failed to file a STR.579 For that reason
it is suggested that the omission should be rectified in order to clarify which standard
will be used to determine liability for the contravention of sections 29(1) and 29(2) of
FICA. 580 Hence Van Jaarsveld correctly recommends that section 29(2) should be
amended with the insertion of “reasonably” before the phrase “knows or suspects”.
The relevant part of the amended section should read as follows:
Suspicious and unusual transactions
Section 29 (2) A person… who [reasonably] knows or suspects… that a transaction…

However following an evaluation of the content of section 29(1), reasonableness is
specified as a standard to determine potential liability of a person who fails to file an
STR. Therefore it is suggested that this section need not be amended.
Section 33 of FICA provides that an accountable institution or reporting institution
required to make a report in terms of section 28 or 29, may continue with a
575
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transaction after it has filed a STR unless the FIC directs the reporting institution in
terms of section 34 not to proceed with the transaction.581 According to Van Jaarsveld
this implies that a bank that has filed a STR and continues with the transaction may in
actual fact be assisting the customer with laundering the proceeds of unlawful
activities. 582 Van Jaarsveld thus suggests that section 33 be amended so that it
affords a bank relief from continuing with a suspicious transaction until the matter has
been resolved by either the authorities or the judiciary.583 The amended section 33
should read as follows:
Continuation of transactions
33 “An accountable institution… may [not] continue with and carry out the transaction in respect of
which the report is required to be made unless the Centre directs the accountable institution... to
proceed with the transaction.”

584

The reason for this amendment is that it will ensure that a bank does not find itself in
two minds as regards whether to assist with money laundering control or whether to
follow the customer’s instruction.585
However it is suggested that the intention of the legislature when drafting this section
was to provide an incentive for banks to assist with money laundering control by
reporting suspicious transactions without any fear of interruption to their business. It
has to be remembered that the bank’s duty is to report this transaction and that it
should not be involved in the investigation process or stop their business pending an
investigation unless it is absolutely necessary. Therefore it is submitted that section
33 should not be amended as it is in line with the intention of the legislature.
5.3 Training Obligation
Van Jaarsveld suggests that the concept “money laundering reporting officer” should
be assumed by FICA.586 Therefore an amendment is recommended that the concept
“person” used in section 43(b) of FICA should be replaced with the notion “money
laundering reporting officer”.587 The reasons brought forward for this amendment are
581
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firstly that the update will be in line with international trends and secondly, to ensure
that the obligations of the appointed person are indeed clear.588
It is essential that South African banks annually review the effectiveness of the
training offered to employees.589 Van Jaarsveld suggests that indicators for example
the quality of KYC standard compliance, level of understanding by staff and the
interaction taking place during training systems should be judged by the bank to
establish the strength of its training programmes.590 Banks could use these indicators
to enhance their internal AML control systems.591

6

CONCLUSION

The above discussion of FICA’s provisions expresses that banks must know with
whom they are conducting business with. Since it is impossible to know with certainty
where a customer’s money is originating from, banks should consider implementing
as parts of their internal AML measures customer due diligence measures which
focus more on the background of the customer rather than on pro forma procedures.
As indicated above an integration of the KYC and the CDD is evident in the Customer
Due Diligence for Banks developed by the BCBS. The integration has not been
incorporated into the relevant AML legislation. The FATF revised Recommendations
refer to CDD and recommends continuous monitoring of transactions, however its
KYC provisions only refers to the type of documents that financial institutions must
require from clients. 592 This process on its own is not sufficient to continuously
monitor the ulterior motives of the client to launder their criminal proceeds. 593
According to Tuba and Van der Westhuizen, a focus on clients is only a limited
strategy required in terms of KYC.594 The current measures deal with KYC and CDD
as isolated measures for the detection of money laundering. 595 If money laundering is
accepted to be a continuous process involving various stages, it is acceptable that
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KYC only addresses the first placement stage. 596 Further movements of money
through the second and third stage can only be detected through continuous
monitoring of transactions.597 This is where it the KYC and the CDD is integrated into
one process.598
As indicated above KTYC involves much more than just profiling the customer, an
added effort is taken to understand the customer’s financial behaviours through the
entire relationship with that customer. 599 The integrated process will be costly and
cumbersome for financial institutions as the process is similar to the common law
process of taking due care and skills which banks must exercise to protect them
against delictual liabilities. 600 Tuba and Van der Westhuizen suggest that this
approach should be integrated with the risk based approach where a particular
transaction will be determined by the potential risk involved. 601 This should help to
limit the costs. In any event it is argued that the costs of implementing an integrated
KYTC policy cannot exceed the costs borne by banks for failure to comply with
domestic money laundering control rules which is evidently counted into millions.602
The KTYC approach is the next step forward in order to effectively detect money
laundering in South Africa. I agree with Tuba that the first step will be to incorporate
the CDD measure into the FICA and provide for a proper guidance for this integrated
KYTC in the regulations and the Guidance Notes issued in terms of Regulation 21 of
the Regulations.603
Therefore it is my recommendation that FICA be amended as pointed out above to
address the current weaknesses in the KYC policy in particular the obligation of
banks to identify and verify their customers and the reporting of suspicious and
unusual transactions. These two duties have been identified in this dissertation as the
most recurring reasons for the recent Bank fines and duties that Banks have difficulty
complying with in terms of FICA. It is suggested that an integrated KTYC policy
596
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applied with the risk based approach will make a difference by reducing the abuse of
banks by money launderers and save the reputation of South African banks from
regular fines from the authorities. Banks are also reminded to make good use of the
opportunity to generate their own AML rules which promote compliance with FICA
and serve their specific interests and the interests of their customers.604
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