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A B S T R A C T

Consumer privacy is becoming an issue of increasing managerial

importance as consumers become concerned about marketers’ intru-

sions on their privacy and insist on the protection of the confidentiality

of their personal information. This study identified the different socio-

demographic variables via a national telephonic survey of a sample of

800 South African consumers and determined their level of concern

towards privacy protection, misuse of information, solicitation and

government protection in privacy information matters. In the privacy

protection dimension, it was found that older consumers were more

concerned than younger consumers; English- and Afrikaans-speaking

consumers were more concerned than consumers from other language

groups; middle and high income groups were more concerned than

lower income consumers; and females were more concerned than

males. In the information misuse dimension, it was found that older

consumers, English-speaking consumers and high income groups were

more concerned; middle and high level education groups were more

concerned, as were employed consumers. In the solicitation dimension,

it was found that older consumers, English-speaking consumers and

high income groups displayed higher levels of concern. Low and middle

level education groups were less concerned. In the government

protection dimension, the only group that showed higher levels of

concern was females in comparison with males. Organisations should

not be reactive in their management of privacy issues and wait for an

external threat before they implement cohesive policies. Organisations

that put off complying with regulations are likely to have more

regulatory mechanisms imposed on them, and such delays may not

be conducive to a trusting relationship with consumers.
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INTRODUCTION

Underlying any definition of information privacy is an understanding that an
individual’s interests need to be balanced with those of society at large. Privacy is a
basic human need essential for the development and maintenance of both a free
society and a mature and stable personality in an individual (Agre & Rotenberg 1998:
193). Privacy, more specifically the right to privacy, is an issue that is increasingly
raised as consumers experience invasions into their lives and personal information.
Integrative social contract theory provides a means for understanding the current
tensions between organisations and consumers regarding privacy. When marketing
transactions are viewed as an implied social contract, consumers provide personal
information in exchange for receiving solicitations and other information, based on
an expectation that their personal information will be managed and protected in a
responsible fashion (Milne & Gordon 1994: 206).
Consumer privacy issues are not new; and many studies report on findings that

illustrate consumers’ concern about how personal data are used by the government
and private organisations (Nowak & Phelps 1992: 28; Wang & Petrison 1993: 7;
Culnan 1993: 341; Petrison & Wang 1995: 19; Louis Harris and Associates & Westin
1998a: ix; Milne & Boza 1999: 5; Phelps, Nowak & Ferrell 2000: 27; Westin 2002: 16).
Various studies have also investigated cross-cultural differences with regard to
consumer privacy. A comparative study by Petrison & Wang (1995: 19) indicates that
Americans express more concern about privacy issues pertaining to solicitations, while
British consumers are primarily concerned with informational privacy issues
pertaining to the collection and exchange of information. In another comparative
study, Maynard & Taylor (1996: 34) conclude that Japanese respondents express a
stronger concern about privacy issues than respondents in the United States do. The
IBM-Harris multinational consumer privacy survey conducted among consumers in
the United States, Britain and Germany demonstrated that consumers are moving
from passive concerns about how their personal information is used into patterns of
‘individual privacy activism’ (Harris Interactive & Westin 2000: 5). Rose (2006: 331)
found that consumers in New Zealand view unauthorised access, followed by
secondary use of information, as their greatest concern (similar to the United States).
Consumers’ concerns regarding the privacy issue are thus very real. For marketers,

the challenge is to balance the advantages of using consumers’ personal information
for marketing purposes with consumers’ information privacy concerns (Milne &
Gordon 1994: 46). In order to do this effectively, marketers have to understand
consumers’ concern in a privacy-sensitive commercial environment, since consumer
privacy concern can potentially turn long-term relationships into short-term
transactional exchanges (Prabhaker 2000: 161). A study in South Africa by Jordaan
(2004: 2) identified four information privacy concerns, namely: concerns about
privacy protection, information misuse, solicitation and government protection. The
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identified information privacy dimensions enable marketers to understand the
magnitude and areas of information privacy concerns. Within the current privacy
sensitive environment, an understanding of consumers’ information privacy concerns
is critical to any organisation’s profitability and sustainable competitive advantage.
The purpose of this paper is to investigate the relationship between consumers’

socio-demographics and their information privacy concerns. First, the article provides
a theoretical overview of information privacy and socio-demographics including age,
language, level of education, employment status, income and gender. Next, the
research objectives and method are described, after which the results are reported.
This is followed by a discussion of the implications of the findings for managers and
organisations. Finally, the article concludes by highlighting the limitations of the
study and identifying future research opportunities.

INFORMATION PRIVACY AND SOCIO-DEMOGRAPHICS

Several international studies have investigated the relationships between consumers’
socio-demographics and their information privacy concerns. The following sections
summarise the findings of international studies on the relationships between
information privacy and socio-demographics such as age, language, level of
education, employment status, income and gender.

Relation between age and privacy concern

Several studies have determined that there is a strong relationship between age and
privacy concern. A study by Rainie (2002: 20) indicated a strong link between age and
Internet users’ behaviour with regard to privacy. The findings of other studies have
shown that younger adults (average ages 18–34) were less concerned about privacy
than those aged over 50 years (Milne, Beckman & Taubman 1996: 25; TNS
Intersearch 2001: 44). This was supported by research done by Harris Interactive &
Westin (2000: 4), who report that a significantly greater number of United States
consumers aged below 30 held a positive view of personalised marketing than did
consumers over 50 years. Similarly, younger consumers in the United Kingdom and
Germany were more likely than consumers over 50 to report a positive view of
personalised marketing. The findings of a study by Wang & Petrison (1993: 7)
demonstrate that certain consumers (particularly in the older age groups) are more
negative about potential threats to their privacy than others. The findings of a study
by Culnan (1995: 14) illustrate that older consumers (aged above 50) are more aware
of name removal procedures, leading to reduced concern about privacy. Various
studies have found that privacy concern appears to increase with age (Nowak &
Phelps 1992: 35; Campbell 1997: 51; Milne & Boza 1999: 15; Harris Interactive &
Westin 2000: 8). American, British and German consumers over 50 were more likely
to fall into the category of the ‘very concerned’ than consumers between 18 and 29
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years of age (Harris Interactive & Westin 2000: 5). The findings of a study by Harris
Interactive (2002: 33) show that older adults (aged above 50) are far more concerned
about specific misuses of personal information than younger adults; they were more
likely to feel that they have little control over how their personal information is used;
but they were far more likely than younger adults to agree that most organisations
handle their personal information properly and confidentially.
Louis Harris and Associates & Westin (1998b: 43) also found that the older the

respondents were, the more likely they were to characterise telemarketing calls as
intrusive. Their results also show that older consumers are more likely to opt out of
receiving telemarketing calls and more likely to refuse to give information to an
organisation, because they argue that this kind of information is not really needed or
is too personal (Louis Harris and Associates & Westin 1998b: ix–xviii). Despite the
fact that Phelps et al. (2000: 34) found no statistically significant relationship between
age and privacy concern, the majority of studies show that privacy concern increases
with age, which provides a motivation for investigating the relation between age and
privacy concern in the South African study.

Relation between language and privacy concern

Smith (2001: 12) concludes that a country’s cultural values have a significant role in
explaining the level of privacy concern in a country. In his study, higher levels of
individualism, masculinity and power distance (as found in the USA) were associated
with higher levels of privacy concern, but the relationship with uncertainty avoidance
was the reverse (as associated with the European approach). He also showed that
there was a relationship between these cultural values and the regulatory approach
embraced by a country. The findings of a study by Louis Harris and Associates &
Westin (1998b: ix–xviii) illustrate that Caucasians are more likely to consider
telemarketing calls to be intrusive than African-Americans or Hispanic Americans.
Caucasians are also among those most likely to state that privacy policies for local
telephone companies are absolutely essential. A comparative analysis between
Japanese and United States consumers’ attitudes toward privacy reports that privacy
has different meanings depending on the culture (Maynard & Taylor 1996: 43). Since
ethnic classification remains a sensitive issue in South Africa, this study used home
language as a substitute variable to measure ethnic orientation and its relation to
privacy concern.

Relation between level of education and privacy concern

The findings of a study by Nowak & Phelps (1992: 35) indicate that concern about
threats to personal privacy do not vary across different levels of education. Most other
empirical studies, however, report a strong relationship between levels of education
and privacy concern. The findings of a study by Harris Interactive (2002: 43) show
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that adults with lower educational levels are more concerned about the potential
misuse of their personal information than adults with higher educational levels. The
study also noted that less educated adults were far less likely to be privacy assertive:
instead, adults with higher educational levels were more active in protecting their
privacy when interacting with organisations (Harris Interactive 2002: 45). Milne et al.
(1996: 25) report that attitudes toward privacy differ significantly according to
educational levels, but that the levels are not directly related to privacy concern. Their
findings show that respondents with the lowest and the highest educational levels are
the most concerned about privacy, with the middle group showing less concern.
Phelps et al. (2000: 34) also found that more highly educated consumers had higher
levels of privacy concern.
Several important privacy concerns were reported to be significantly different

between more educated and less educated consumers. Firstly, the results of a study by
Culnan (1995: 14) indicate that consumers who are aware of name removal
procedures tend to be better educated than those who are not aware of name removal
procedures. Secondly, Louis Harris and Associates & Westin (1998b: xviii) report that
consumers with higher levels of education are more likely than less educated
consumers to request an organisation not to sell or give their name and address to
another organisation. Furthermore, these consumers regard privacy policies as
absolutely essential. The findings of a study by Harris Interactive & Westin (2000: 5,
8) contend that more highly educated consumers are more likely than less educated
consumers to report personal experiences of privacy invasion and therefore more
inclined to limit the use of their personal information. A study among consumers in
the USA, the United Kingdom and Germany indicates that as educational levels
increase, consumers in all three countries are more likely to refuse to provide personal
information (Harris Interactive & Westin 2000: 7). Previous research studies show
conflicting results regarding the relation between educational levels and privacy
concern, necessitating an investigation into this relationship in a South African
context.

Relation between employment status, income and privacy concern

Not many studies report on the relationship between employment status and privacy
concern. A study by Phelps et al. (2000: 34) indicates that there is no statistically
significant relationship between employment status and privacy concern. Further-
more, several studies report that income levels had no direct effect on consumer
information privacy concern (Milne et al. 1996: 25; Campbell 1997: 51; Phelps et al.
2000: 34). However, one study shows that more affluent and established individuals
may view the concept of privacy more seriously (Wang & Petrison 1993: 16). More
specifically, higher income households suggest a higher likelihood that telemarketing
calls will be characterised as intrusive. More affluent consumers are more likely to opt
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out of receiving telemarketing calls and also more likely to refuse to give information
to an organisation because they thought the information was not really needed or was
too personal. Households with larger incomes were also more likely to have asked
organisations not to provide their personal information to other organisations, with
more affluent consumers being most likely to argue that privacy policies are
absolutely essential (Louis Harris and Associates & Westin 1998b: x). More affluent
consumers are also more likely than less affluent consumers to limit the use of their
personal information (Harris Interactive & Westin 2000: 8). Some studies, however,
report the opposite, namely, that respondents with higher incomes are less concerned
about privacy (Milne & Boza 1999: 18; TNS Intersearch 2001: 44). The findings of a
study by Harris Interactive (2002: 43) show that adults with a low income are more
concerned about the potential misuse of their information than the affluent. Because
of the conflicting results from studies in other countries and the fact that no
relationships between employment status, income and privacy concerns are known in
respect of South African consumers, it was considered important to investigate these
relationships.

Relation between gender and privacy concern

Several studies maintain that gender is strongly associated with privacy concern (see
Rainie 2002: 20), although the findings of a study by Phelps et al. (2000: 34) indicate
no statistically significant relationship between gender and privacy concern.
Generally, females express more concern about threats to their personal privacy
(Louis Harris and Associates & Westin 1998b: xi; Sheehan 1999: 24–38).
Furthermore, females seem more concerned than males about unsolicited e-mail
(Sheehan 1999: 24), about secondary usage of information (Sheehan 1999: 28), about
the potential misuse of their personal information (Harris Interactive 2002: 32) and
about insecure transactions or situations where their personal information could be
stolen (Harris Interactive 2002: 32). Even in the online environment, females are
more likely to express privacy concern than males (TNS Intersearch 2001: 44). In
general, when deciding if they want to do business with an organisation, females are
more likely than males to take into consideration whether an organisation explains
how it will use personal information and whether an audit report has been conducted
that verifies the organisation’s privacy practices (Harris Interactive 2002: 93). From
the discussion, it is clear that the findings of most previous studies indicate that
females seem to be more concerned than males about information privacy, but the
lack of evidence of the relation between gender and information privacy among South
African consumers served as a motivation for investigating gender as a variable in this
study.
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RESEARCH PROBLEM, OBJECTIVES AND HYPOTHESES

Consumer attitudes about privacy have been researched in public opinion surveys in
various countries in a number of disciplines, including law, political science, sociology
and psychology (Kelman 1977; Goodwin 1991; Eddy, Stone & Stone-Romero 1999;
Bureau of National Affairs 2002; Peeples, Stokes & Dube 2005: 4). Most international
studies indicate that information privacy is an important concern to many consumers
(Nowak & Phelps 1992: 28; Maynard & Taylor 1996: 41; Campbell 1997: 51; Harris
Interactive & Westin 2000: 5; Meinert, Peterson, Criswell & Crossland 2006: 1).
Moreover, several international studies have shown strong evidence indicating
different dimensions of information privacy concern (Nowak & Phelps 1992; Wang &
Petrison 1993; Culnan 1993; Phelps, Gonzenbach & Johnson 1994; Sheehan & Hoy
1999).
A national study by Jordaan (2004: 2–12) investigated South African consumers’

different information privacy concern dimensions within a commercial environment
when consumer data are used for marketing purposes. The first phase of the data
analysis indicated that consumers’ information privacy concerns consisted of four
dimensions, namely privacy protection, information misuse, solicitation and
government protection.
While international studies show evidence of relationships between consumers’

socio-demographics and their information privacy concerns, such research has not
been done in South Africa. As a country with a unique composition of consumers,
the problem can be identified as a lack of understanding of the relation between
South African consumers’ socio-demographic characteristics and their information
privacy concerns. The aim of the research is therefore to understand South African
consumers’ sensitivity towards privacy, but more specifically how socio-demographic
groups in South Africa differ in terms of their perceptions of their privacy concerns. It
is against the backdrop of Jordaan’s identified privacy dimensions that this study will
investigate the relationship between privacy and socio-demographics.
Given that privacy appears to have numerous dimensions and that various

mechanisms are used to control privacy in different cultures, it seems reasonable to
hypothesise that different types of people may vary in terms of how they view the
construct of privacy (Petrison & Wang 1995: 21). Six hypotheses were formulated to
test for significant differences between the following socio-demographic variables:
age, language, level of education, employment status, income level and gender. As
mentioned previously, the privacy concerns identified in the set hypotheses are
represented by the four dimensions identified by Jordaan (2004: 2–12).
The hypotheses were formulated as follows:

H1: There is a significant difference between young and old people in terms of their
privacy concern.
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H2: There is a significant difference between the main language groups in terms of
their privacy concern.

H3: There is a significant difference between consumers in terms of their levels of
education and their privacy concern.

H4: There is a significant difference between consumers in terms of their
employment status and their privacy concern.

H5: There is a significant difference between consumers in terms of their income
levels and their privacy concern.

H6: There is a significant difference between males and females in terms of their
privacy concern.

The measurement instrument contained 25 Likert-type scale items (ranging from
1 = strongly disagree to 5 = strongly agree) to assess the underlying dimensionality
of information privacy concerns (representing four privacy dimensions) as well as
socio-demographic questions covering age, language, level of education, employment
status, income level and gender.

METHOD

A probability (systematic) sampling design was used to draw a representative sample
of households with listed telephone numbers in the different provincial Telkom
telephone directories. A systematic sample was drawn across 19 geographical
telephone directories where the first number was chosen at random, after which the
first number on every 11th page in the directory was chosen (selecting every i-th
element in succession; the sampling interval, i, is determined by dividing the
population size N by the sample size n and rounding to the nearest integer).
Thereafter, 800 telephone interviews were conducted with the adult in the household
who had most recently celebrated his or her birthday. The sampling frame contained
2.9 million households representing 30.4% of the total households (9.5 million) with
fixed telephone lines at home (SAARF 2001). A total of 2 233 telephone numbers
were dialed to reach the target of 800 completed interviews. The response rate for the
survey was 36%.
The questionnaire was developed on the basis of the literature and pre-tested

among consumers in the selected survey population. The questionnaire was refined
after conducting a pilot test across a sample of 20 respondents drawn from the
identified sampling frame. Interviewers alerted respondents to their involvement in a
preliminary test of the questionnaire, enlisting the respondents as collaborators in the
refinement process. Overall, the survey questions proved to be understandable and
meaningful to the target population.
Multiple analyses of variance (MANOVA) were performed to address the

hypotheses. Instead of using simple ANOVAs on each identified factor (dependent
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variable), MANOVA was used to take into account the pattern of covariation among
all four of the privacy concerns. The objective of MANOVA is to test for differences in
the mean values of several dependent variables across groups. This enables one to
make inferences about whether the observed differences in the sample means across
two or more groups are significant (Lattin, Carroll & Green 2003: 389, 409).
The main purpose of using the MANOVA to test each of the hypotheses was to

assess the differences between the groups collectively rather than individually using
univariate tests. Wilks’ lambda was the test statistic used to assess the overall
significance of the MANOVA. Although the multivariate tests of MANOVA allow the
rejection of the null hypotheses that the means of the groups are all equal, they do not
locate the significant differences if there are more than two groups. Therefore, where
a significant Wilks’ lambda result was found, it was followed by univariate analyses
and post hoc comparisons to reveal more specific differences between groups. Where
this result displayed significance, it was subjected to a one-way analysis of variance
(ANOVA). In the case of more than two groups, a Scheffé post hoc test was applied to
identify the groups that displayed significant differences. An alpha level of 0.025 was
specified for all the hypotheses.

RESULTS

It should be noted that the study cannot be generalised to South Africa as a whole,
since it represents only South African households with listed numbers in the Telkom
telephone directory service. The realised sample of 800 respondents included an
acceptable cross-section of the South African population in terms of gender, location,
employment status, language, income, education and age.

Hypothesis 1

Respondents were divided into two age groups: the first group represented young
consumers (18–39 years) and the second group represented older consumers (40+
years). The sample included 50% respondents in the 18–39 age category and 50% in
the 40+ age category. The mean values of the two age groups and the MANOVA
results of the hypothesis test are shown in Table 1.
The MANOVA result showed a significant difference between the young and older

age groups in terms of their overall concerns. The null hypothesis was thus rejected,
as there is support for H1. The follow-up univariate analyses revealed that these
differences were significant for all the privacy dimensions except for government
protection, where both age groups had high concerns. The higher mean values
among the older age group corresponded with some of the findings of the
international studies, namely that older consumers are more concerned about
information privacy than younger consumers.
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Table 1: Mean values and MANOVA results for different age groups

PRIVACY CONCERNS
Age groups

Privacy
protection

Information
misuse

Solicitation Government
protection

F-
value

p-
value

18–39 years 4.7 3.6 3.5 4.5

40+ years 4.8 3.8 3.7 4.6

Univariate analyses 0.0050 0.0157 0.0066 0.3774

Wilks’ lambda 3.69 0.0056

Hypothesis 2

It was decided to reduce the 11 official language groups in the country to three main
language groups to simplify the results. The first group included all English-speaking
respondents, the second group all Afrikaans-speaking respondents, and the third
group all respondents from black African language groups. The sample included 41%
English-speaking respondents, 37% Afrikaans-speaking respondents and 20% black
African language respondents. Other language groups that could not be classified in
the official language groups were excluded from further analysis since they accounted
for only 2% of the sample. The three main language groups were then compared in
terms of their privacy concerns. The results of the MANOVA, univariate analysis and
post hoc comparisons are shown in Table 2.

Table 2: Mean values and MANOVA results for different language groups

PRIVACY CONCERNS
Age groups

Privacy
protection

Information
misuse

Solicitation Government
protection

F-
value

p-
value

English 4.8a 3.9ab 3.8a 4.5

Afrikaans 4.8b 3.6a 3.6b 4.6

Black African 4.6ab 3.6b 3.2ab 4.5

Univariate analyses 0.0002 0.0014 0.0000 0.0611

Wilks’ lambda 6.34 0.0000

a and/or b: The results of the Scheffé post hoc tests are indicated with a and/or b. All mean values containing the same
letters (for example, a) indicate that the groups differ significantly from one another. All mean values containing
different letters (for example, an a or b) indicate that these groups do not differ significantly from one another.

The Wilks’ lambda value indicates a significant difference (p = 0.0000) between
the main language groups and their overall privacy concerns, providing support for
H2. The subsequent univariate analyses revealed that these differences were
significant for the first three concerns, namely, privacy protection, information
misuse and solicitation. The Scheffé post hoc tests showed that both the English- and
Afrikaans-speaking groups differed significantly from the Black African language
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group and were more concerned with respect to privacy protection as well as the
solicitation dimensions. There were also significant differences between the
Afrikaans-speaking and the Black African language groups compared to the
English-speaking group in terms of the information misuse dimension. The
English-speaking group was more concerned (with a higher mean value) than the
other two groups. The high mean values for all three groups on government
protection indicated that all the groups had strong concerns about government
protection resulting in no significant differences between the groups.

Hypothesis 3

To simplify the analysis and the hypothesis testing, respondents were classified into
three subgroups representing low, medium and high levels of education. Respondents
who indicated that their highest qualification was ‘lower than Grade 8’ or ‘up to
Grade 11’ were classified as the low level educational group. Respondents with a
Grade 12 qualification were classified as the medium level educational group.
Respondents who indicated that they have a degree/diploma or a postgraduate
degree/higher diploma, were categorised as the high level educational group. The
sample comprised 25% respondents in the low education level category, 38% in the
middle education level category and 37% in the high education category. The results
of the MANOVA are reflected in Table 3.

Table 3: Mean values and MANOVA results for different educational groups

PRIVACY CONCERNS
Age groups

Privacy
protection

Information
misuse

Solicitation Government
protection

F-
value

p-
value

Low education level 4.6a 3.4a 3.3ab 4.5

Medium education
level

4.7b 3.6a 3.6a 4.5

High education level 4.8a 4.0a 3.7b 4.6

Univariate analyses 0.0600 0.0000 0.0000 0.8008

Wilks’ lambda 7.01 0.0000

a and/or b: The results of the Scheffé post hoc tests are indicated with a and/or b. All mean values containing the same
letters (for example, a) indicate that the groups differ significantly from one another. All mean values containing
different letters (for example, an a or b) indicate that these groups do not differ significantly from one another.

The specified significance level of 2.5% resulted in a p-value of 0.0000, indicating
support for H3. This shows a difference with respect to privacy concerns between
groups with different levels of education. To determine where the differences between
the three groups lie, univariate analyses were conducted on the different dependent
variables. This revealed that the differences between the various educational groups
were related to information misuse and solicitation. The Scheffé post hoc tests showed
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that all three educational groups differed from one another in terms of information
misuse, with the highly educated group being the most concerned and the least
educated group being the least concerned. Solicitation concerns differed for the least
educated group on the one hand, as well as for the medium and high level
educational groups on the other: both the medium and high level educational groups
were more concerned than the low level educational group. The high mean values for
all three groups on privacy protection and government protection indicated that all
the groups felt very strongly about these two dimensions, resulting in no significant
differences between the groups.

Hypothesis 4

The respondents were divided into two groups: (1) all the respondents who indicated
that they were employed full time, part time or self-employed were classified as the
‘employed group’; and (2) respondents who were students, homemakers, pensioners,
not employed or physically unfit for work were classified as the ‘not-employed group’.
A total of 45% of respondents were in the employed category and 55% in the
unemployed category. Only a few international studies have investigated the
relationship between employment status and privacy concern, and most of them have
not found any significant relationships, as indicated earlier. Table 4 shows the results
of the MANOVA results for this socio-demographic group and their privacy concerns.

Table 4: Mean values and MANOVA results for different employment status groups

PRIVACY CONCERNS
Age groups

Privacy
protection

Information
misuse

Solicitation Government
protection

F-
value

p-
value

Employed 4.7 3.8 3.6 4.5

Not employed 4.7 3.6 3.5 4.6

Univariate analyses 0.4255 0.0044 0.0514 0.2471

Wilks’ lambda 3.61 0.0065

The MANOVA result showed significant differences between the employed and
the not-employed group in terms of their overall concerns. The null hypothesis was
thus rejected, as there was support for H4. The follow-up univariate analyses revealed
that the significant overall result was due to a significant difference on only one
privacy dimension, namely information misuse: the employed group was more
concerned than the unemployed group regarding the misuse of their personal
information. No significant differences were found for any of the other three privacy
dimensions.
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Hypothesis 5

Nine per cent of the respondents refused to respond to this question, and the
remaining 91% of the respondents were classified into one of three different income
level groups. Respondents earning less than R2 000 (gross per month) were classified
as the ‘low income group’. Respondents earning between R2 001 and R6 000 per
month were classified as the ‘middle income group’, and respondents earning more
than R6 001 were labelled the ‘high income group’. The sample included 35%
respondents in the low income level category, 32% in the middle income level
category and 33% in the high income level category. It was pointed out earlier that
previous international studies reported conflicting results regarding the relationship
between consumers’ income levels and their privacy concerns, with some studies
finding no relationship between income and privacy concern. Results of the
MANOVA, univariate analysis and post hoc comparisons are shown in Table 5.

Table 5: Mean values and MANOVA results for different income groups

PRIVACY CONCERNS
Age groups

Privacy
protection

Information
misuse

Solicitation Government
protection

F-
value

p-
value

Low income level 4.6ab 3.5a 3.3a 4.5

Middle income level 4.8a 3.7b 3.5b 4.6

High income level 4.8b 4.1ab 3.8ab 4.5

Univariate analyses 0.0121 0.0000 0.0000 0.2916

Wilks’ lambda 6.53 0.0000

a and/or b: The results of the Scheffé post hoc tests are indicated with a and/or b. All mean values containing the same
letters (for example, a) indicate that the groups differ significantly from one another. All mean values containing
different letters (for example, an a or b) indicate that these groups do not differ significantly from one another.

The Wilks’ lambda value indicates a significant difference (p = 0.0000) between
the three income groups in terms of their overall privacy concerns, providing support
for H5. The follow-up univariate analyses showed that these differences were
significant for privacy protection, information misuse and solicitation. The Scheffé
post hoc tests revealed that both the middle and high income groups differed
significantly from the low income group in terms of the privacy protection dimension:
both the middle and higher income groups have higher privacy concern levels. The
post hoc tests also indicated that both the low and middle income groups differed
significantly from the high income group on the information misuse, as well as the
solicitation dimensions, with the high income group being the more concerned group
in both cases. From the results in Table 5, it can be concluded that higher income
groups tend to have higher privacy concerns.
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Hypothesis 6

The sample comprised 36% male respondents and 64% female respondents. It was
indicated earlier that previous studies found that females express more concern about
threats to their personal privacy than males do. The mean values for the two gender
groups and the MANOVA results of Hypothesis 6 are shown in Table 6.

Table 6: Mean values and MANOVA results for different gender groups

PRIVACY CONCERNS
Age groups

Privacy
protection

Information
misuse

Solicitation Government
protection

F-
value

p-
value

Male 4.7 3.7 3.5 4.4

Female 4.8 3.7 3.7 4.6

Univariate analyses 0.0138 0.5683 0.0481 0.0005

Wilks’ lambda 3.81 0.0046

The Wilks’ lambda value indicates a significant difference (p = 0.0046) between
males and females in terms of their overall privacy concerns, providing support for
H6. The subsequent univariate analyses revealed that these differences were
significant for the first and the fourth privacy dimensions, namely privacy protection
and government protection. In both cases, females had higher privacy concerns,
expressing their need for protection.

MANAGERIAL IMPLICATIONS AND RECOMMENDATIONS

The findings regarding age as a socio-demographic correspond with the findings of
international studies in which older age groups seem to be more concerned about the
protection of their privacy, more concerned that their information is being misused
and more negative towards marketing practices such as solicitation. The findings of
the study also show that Caucasians (measured by language) are more concerned
about privacy and find solicitation practices more intrusive than Black Africans. This
is compatible with the findings of a US study showing that Caucasians have higher
concerns than African-Americans. Although previous studies have shown no
relationship between employment status and privacy concerns, this study uncovered
that employed consumers seem to be more concerned about the misuse of their
information. As indicated in the literature review, various studies have investigated
the relation between income and privacy concern, but with conflicting results. The
findings of this study suggest that high income consumers seem to be more concerned
about privacy protection, information misuse and solicitation practices than low
income consumers, which supports some of the international findings. The relation
between privacy concern and gender shows that females tend to be more concerned
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about privacy and the protection of their personal information. The findings of this
study support this notion, showing that South African females are more concerned
about their privacy protection as well as protection from government than their male
counterparts.
In general, the findings of the study suggest that consumers view privacy protection

as very important and that organisations will have to negotiate a trade-off between the
cost of addressing these consumer protection issues and the expected return from
increased consumer confidence in their privacy practices. One obvious reason why
organisations have to address the privacy protection issue is to minimise the costs
associated with defending the organisation against possible privacy lawsuits.
Moreover, many organisations should invest in privacy for a more positive return
on their investment and active participation by consumers. If consumers with high
privacy protection concerns are targeted, organisations should focus on three groups:
age (40+ years), English and Afrikaans speaking, and females.
It is recommended that organisations develop a privacy protection policy and

communicate this to their customers. A well-designed strategy for communicating the
goals and objectives of an organisation’s privacy policy should be based on a deep-
rooted understanding of the privacy protection concerns of consumers as well as the
laws and regulations affecting the organisation. The strategy should be clear and
comprehensible, should gain and maintain the trust of all participants, and be
efficient in meeting the privacy protection requirements. In addition, organisations
could consider the following privacy protection guidelines:

. To implement appropriate security methods and technologies to protect personal
data while in the possession of the organisation

. To offer consumers the option to opt out of having their personal information
collected, shared or used

. To provide individual customers with reasonable access to their personal data and
provide them with the opportunity to correct or delete information.

The findings strongly suggest that the majority of consumers are becoming
increasingly uncomfortable that information about them is being collected and used
for purposes other than the initial intention. It is especially true for the 40+ age
group, Afrikaans- and English-speaking groups, employed consumers and the high
income group. This study has uncovered what consumers considered to be a misuse
of their information, and signals to organisations that they should be cautious about
how they use consumer information that they have collected. If they use such
information for purposes other than those stated during collection, if they share the
information with other organisations, and if they do not keep consumers’ personal
information safe while stored in their database, consumers will believe that their
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information has been misused. It is often said that an organisation’s most valuable
asset is the data it generates, emphasising why it is so important not to misuse this
information or to create the perception that it is being misused.
It is recommended that organisations should establish the following guidelines to

protect consumers from information misuse:

. Institute security policies and practices that ensure uninterrupted security of
information systems

. Create and implement staff policies, procedures, training and response measures
to protect personal data in everyday practice

. Employ and periodically reassess physical and technological security safeguards

. Inform business partners and service providers of their responsibility to protect the
security of personal data.

Many consumers, such as the Afrikaans- and English-speaking groups, middle to
high levels educational groups and high income groups, perceive unsolicited
communication as intrusive, signifying that their privacy has been invaded.
Increasingly, consumers are becoming annoyed by telephone sales calls interrupting
their dinner, and regard the telephone as an intrusive marketing medium. If
organisations inform and educate their customers on protective information practices,
they will empower their customers to protect their own privacy by requesting the
removal of their names from organisations’ databases when they feel that they are
being solicited against their wishes. Consumers who do not know that they can
remove their names from organisations’ databases have higher solicitation concerns
because their names are still on the contact lists of organisations, and they are
probably inundated with unsolicited communication.
Related to the unsolicited communication concern of consumers is the possible

over-use of consumer lists or organisational databases, which can contribute to
problems associated with unwanted communications. Organisations sending
unsolicited messages impose a negative externality on consumers by distributing
messages to consumers who may not want the products and services, but are forced to
read the received message to establish whether they need what is offered. The
consequence of unsolicited communication for organisations may be that consumers
will stop reading any messages sent to them, thereby decreasing response rates.
It is recommended that organisations focus on a multifaceted approach to address

consumers’ solicitation concerns. They should probably opt for a combination of
endorsing the adoption of new technologies, consumer education and rigid
enforcement of privacy policies. If a consumer asks an organisation to remove his
or her information from its database, the organisation should respond to and honour
such a request. At an organisational level, consumers need to be educated on how to
protect their information, how to query information held in an organisation’s
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database, and how to remove their information if they want to. At an industry level,
consumers should be made aware of their privacy rights. Given that consumer
knowledge of marketing practices is a factor of how they perceive the industry,
marketers need to allow consumers greater access to information.
The majority of respondents in this study felt that government should protect their

personal information. Respondents specifically stated that they expect government to
limit companies’ collection and use of personal information only to that needed for a
specific transaction, and that government must do more to protect the safety of
personal information. Government protection measures can thus be regarded as an
issue of great importance to the majority of consumers, with very few and non-
significant differences in the expectations of different respondent groups.
It is recommended that consumers, organisations and policy-makers work in

unison to lessen consumer information privacy concerns. Government needs to
emphasise that finding a balance between organisations’ information needs and
consumers’ privacy concerns necessitates compromises. The South African govern-
ment has to realise that adequate privacy protection is becoming a necessary
condition for being part of the global information highway. A lack of proper
regulatory frameworks may have far-reaching social and economic implications,
particularly when South Africa fails to comply with existing global regulations.

LIMITATIONS AND FUTURE RESEARCH OPPORTUNITIES

This study has some limitations that need to be recognised. Firstly, the sampling
frame for this study included all South African households with listed Telkom
telephone numbers. Therefore, the results cannot be generalised to all consumers
throughout the country, but are only representative of South Africans with Telkom
landlines. Secondly, the length of the telephone interviews (approximately 25
minutes) may have had an effect on the quality of the responses. Furthermore, many
consumers did not want to participate in the study due to the length of the
questionnaire.
Several opportunities exist for future research on consumer information privacy.

Due to the multifaceted nature of information privacy, future research could
investigate the determinants or antecedents of buyer–seller relationships. Future
research could test relationships among information privacy beliefs, attitudes, intent
and behaviour using structural equation modelling as a useful tool to test the possible
conceptual relationships. The rapid growth of the Internet and e-commerce suggests
that future research should focus on the electronic, computer-based marketing
environment. The Internet and the World Wide Web as a marketing environment
create new and often invisible methods for collecting and using personal information,
along with several issues involving transactional security.
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CONCLUSION

Within the current privacy-sensitive environment, an understanding of consumers’
information privacy concerns is critical to any organisation’s profitability and
sustainable competitive advantage. Recognising that consumers perceive that they
have ownership of their personal information, and sharing that information in a way
that is respectful, relevant and beneficial, are a way of building improved
relationships with consumers and gaining their trust so as to improve consumer
satisfaction and industry performance. When organisations use personal information
in a way that offends consumers, the perception of marketing as a whole suffers.
Organisations should not be reactive in their management of privacy issues and wait
for an external threat before they implement cohesive policies. Organisations that
delay in complying with regulations are likely to have more regulatory mechanisms
imposed on them, and such delays may not be conducive to a trusting relationship
with consumers.
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