Millennium Web Logs

Web Wanderers slowing down your system?
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Agenda

« Why analyze logs?

* Logs from Millennium server
— Setup and retrieving logs
— Tools to analyze logs

* Robots, Crawlers and Spiders

— Control by Systems Administrator
— Robot.txt file on server



Why analyze logs?

« Support web development
— Pages most used
— What scopes are patrons searching
— What browsers are used by clients
— Where traffic is coming from

« Control over who is accessing your WebPAC
— Robots (Web wanderers, Crawlers or Spiders used by

search engines to index web content) i(é |



Set-up and retrieving Millennium logs

« Web server logs available as from Release 2007
— Must run Millennium Rel. 2007 behind Apache WebServer
(Innovative does not provide a log analyzer)

v IManager-Controlled Options For admin Login

Setup to access logs s Login [ Prining [ Edit [

-“Weh Master

. Displayed Processes Other Processes
»Login Manager : . a— _r
Live Web Server Configuration - KidsOnline Live Screens {kldslnd
Live Web Server Feeds - liveicon HKidsOnline Staging Screens (kid
> Web M aSter Live Web Server Screens - live/s Login App Configuration - apps/C]
Live Webh Server XSLT - live/xsh ﬁ. yi'eh Server Logs - live/logs (livel
» Activate Web Server Logs Aitaging Weh Serer Scraant; u)
Staging Web Server XSLT - stagi
[ b




Retrieving Millennium logs

. Millennium Administration - University of PretoriafCSIR. Library Catalogue. - Anette Lessing

File Edit \View Go Tools Admin Reports Help

€ &4 5 F =

Wiew Copy Delate Edit Edit F

- Select Process |[Live Web Server Configuration - Ive (Iveconf... "J

Web Master

kil enmiurn File | Name |Liue Web Server Configuration - Iive (Iveconfig)
1 |crossref.xmi [Live Web Server Feeds - live/configfeeds (livefeeds)
@ 2 Icrnssref_z_l].uml I|Lme Weh Server Screens - live/screens (livescreens)
: 3 [filter _original [ILive Weh Server XSLT - live/xsit (livexsit)
Create Lists 4 l ubmed.xml 3 ¥ :
P = Staging Wehb Server Screens - staging/screens (stagingscreens)
& W ooy paors |
Statistics
ASAN
T In Web Master Mode - Web Server Logs
isb Master

)

D=tz Exchanges




Retrieving Millennium logs

. Millennium Administration - University of Pretoriaf/CSIR. Library Catalogue. - Anette Lessing

File Edit Wiew Go Tools Admin Reports Window Help

Web Master @ & E
W Copy Delete

Millennium

©-

Create Lists

Fut FTS U

Select Procs

File Name
B8 access_log.2009-06-16.9z
9 |access 10g.2009-06-17.9z

10 |access_log.2009-06-18.9z

11 |access_log.2009-06-19.9z

12 |access_log.2009-06-20.9z

13  |access_log.2009-06-21.9z

14 |access_log.2009-06-22.9z

Save In: |3 M Weh logs

Download files and

15 access_00.2009-06-23.9Z
16 access_log.2009-06-24.9z save to your PC
17 access_log.2009-06-25.9z Mame Size | Twpe
18 |access_log.2009-06-26.9z & access_|ng, 2009-06-02.02 1,651 KB Powerarchiver GZIP
;3 :Ezgzz—:zg:gggg:gg:g:g: File Name:  [access_log.2000| [daccess_lng.2009-06-01.g2 1864KE  Powerrchiver GZIP
21 access_10g.2009-06-29.gz| Files of Type: | All Files El sccess log.2009-05-31.q2 B70KE - Powerérchiver GZIP
= E@access_lu:ug.ZEIEIQ-EIS-SEI.gz 749 KE  PowerArchiver GZIP
Sg gzzgzg—:zg:gggg:gg:gg:gi [ access_log.2009-05-29.g2 1,406 KE  Powerdrchiver GZIP
24 access_lug.ZI]I]El-I]?-DE.gz @access_lu:ug.ZDD‘B-DE-ZE.QE 1,755 KB  Powerarchiver GZEIP
25 at:c:ess_lug.ZI]IJQ-I]?-ﬂﬂ.gz az 007863 @access_lu:ug.2009-05-2?.@2 1,913 KB  Powerarchiver GZEIP
26 access:lug.ZI]I]El-I]?-ﬂd.gz qz 200558 @access_lu:ug.2009-05-26.@2 2,060 KB  Powerdrchiver GEIP
27 access_lo0g.2009-07-05.9z gz 177436 @access_lu:ug.2009-05-25.@2 2,309 KB  Powerdrchiver GZIP
28 access log.2009-07-06.9z |9z 894658 @access_ln:ng.2009-05-24.:;2 896 KB Powerdrchiver GZIP
20 access_log.2009-07-07.9z |gz 949828 @access_lng.2009-05-23.92 Q37 KB Powerarchiver GZIP
30 access_log.2009-07-08.9z gz 834491 E@access_lu:ug.2009-05-22.:;2 1,846 KB PowerArchiver GZIP
31 access_log.2009-07-09.9z gz 709033 @access_lug.EDD?-DS-zl gz 1,332 kB Powerarchiver GZIP
ccess lon.2009-07-10.gz gj 'IE-543BI.'I 11-07-2009 1:59AM —




What the logs look like

) access_log. 2009-05-01 - Quick View Plus

Eil=  Edit

Unknown File Type

Wiew Docurnenk

$e B &l

window  Help

£

Use a log analyzer to interpret eg.

bo127.00.1 - - pimay2o0:. \WWebalizer (only analyze one log at a time)
B0 1908223 .16 - - [01Mays

whani sciencedirect com.innog

“hitp#innopac.up.ac. zaf alid QF

whanwy sciencedirect com.innog

esES; r:1.9.010) Gecko/2C .

443 41 15155224 - - [01/M=

HTTRA 1" 200 4755 "hitps i Web Expert the

(compatible; MSIE 7 0, YWind

a0 o0 622515 - oimna: | WED LOg Expert Lite Is the most straightforward,
?’.‘;’;“;;‘;jﬁgigggi'_f;;g?g;,;”;}?d* and will accept wildcards to analyze all the logs in

wsclenceciectcom s @ dlirectory o you can have it by month....” )

443 4115155224 - - [01/Ma 9

fsearchﬂ-SBf?searchtypge=}{& From IUG LIStserV

&S0ORT=D&extended=0&3UBMI | ==Search HI TFST.T7 200 fg14

"hitp=fAnnopac.up.ac zadpatroninfo~32/1128047 fyetpsearches” "Mozillai.0 (compatible; MSIE 7 O;
Windows NT B.0; GTHES; SLCCT; .MET CLR 2050727, .MET CLR 3.004506; .NET CLR 1.1.4322)"
151532

443 41 15155224 - - [01/May2008:02:01:47 H0200] "GET HAorward/http:AA0-
armazon.com.innopac up.ac zafdimagesFAO419201403 01 %20 00T LEZZS HTTRA 1" 404 124
"hitp=finnopac.up.ac zalfsearch~58/ searchtype=¥ & searcharg=eurocode+2 &searchscope=9&sartdr
apdovwn=-E&S0ORT=DEextended=0 &SLIBMIT=Search” "Mozillafd.0 (campatible, MSIE 7.0, Windows
MT B6.0; GTBE; SLCC1; MET CLR Z2.050727; MET CLR 3.0.04506; .MET CLR 1.1.4322)" 12627
443 4115155224 - - [01/May2008:02:01:47 H0200] "GET HAorward/http:A0-
amazon.com.innopac. up. ac. zafimages/FPO5502582538. 01 W20 00TLLZE S HTTRA .1 404 124
"hitpsfinnopac.up.ac zafsearch~=3/7searchtype=x&searcharg=eurocode+? E&searchscope=5Esortdr
opdown=-L30RT=DE&extended=0 &S UBMIT=Search" "Mozillafd O (compatible; MSIE 7.0; Windows
MT B6.0; GTBE; SLCC1; MET CLR 2.050727; MET CLR 3.0.04506;, MET CLR 1.1.4322)" 12806

AAT A4 A Aar— oA L BT P o T T B e T T T T o Y o e T T B BN U s T SRR TR WU o

The contents of access_log. 2009-05-01
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Or go the Google Analytics way

* Reports than can be retrieved
— Traffic sources
— Visitors
— Map overlay
— Site usage
— What browsers were used
— And more (can set various filters)

o




Google Analytics set-up

= Tracking Code - Google Analytics - Windows Internet Explorer,

= (O SROF=2 S O
@.\_—_}. - !E https:,l'_,l'www.google.com,l'analytics,l'settings,l'check_status:handler?id=18590?63 VI % | 1| A . j = £~
File Edit “iew Favarites Tu:u:uls_ Help
@["Eﬁ"‘“”‘“" - || ii Search - | Re I I ; St ; ;
'?-.':? '1".';':? lETracking Code - Google Analvtics Milleriniurn <ldv>
—,|_ _ <idiv> Copy code to
(uOUSIC Analytics <idive
o web page
e - <dive</div>
Create Lists <=
Analytics Settings = Tracking Code </dive
@ <1
2| <h class="xhottom"><h class="xb4"><h><h class="xh3"><h><h class="xh2"><h><b class="xh1"><h><h>
Statistics </dive

| <(div>
| <div>
| <div style="clear:hoth"><idiv>
| <!--{hotlogo}-->

Instructions for adding tracking

New Tracking Code (ga.js) RE:

Copy the following code block into every web pa
If your site has dynamic content, you a3 =

o

il s type="textjavascript™>
gigg var gaJsHost = (("https:" == document.location.protocol) ? "hitps:/issl.” : “hitp:/iwwine<);
2l document.write(unescape("%3Cscript src="" + gaJsHost + "google-analytics.com/ga.js'

Use thigtracfing code to gain access to a wide r

cript type="text/javascript”>

/'—.ra: gadsHost = (("https:" = docy type="textjavascripts3E%3C/script®%3E"™));
document .write (unescape ("$3Cscrig 'f..fscript‘?
</ script> i : i
zf-:'::'_.pt. type="text/javascript™>» ok b :S[:rlpt tWE= TEHHMSCHM E
=.ra£' ﬁage:‘racke: = _gat._getTrackg i W{

\page?:acke: . trackPageview():

;\ce.tc\'.’.[e::] {}<fscript>

“il\var pageTracker = _gat._getTracker("UA-9163802.7");
“l| pageTracker._trackPageview();

221} catch(err) g</scripts|

<hody=

<html>

Dat=Sgchange




Google Analytics Reports

(Trial log for restricted period)

ﬂ; Traffic Sources Overview - Google Analytics#lts=1246515986859#1ts=1246515986859 - Windows Internet Explorer

w y~ i@ https: ] fuwany, google, comyanalytics reportingfsources fid=18444752&pdr=20090601 - 20090701 &cmp=averageftrows= Vl % | 4| X |0pera rmini i 2~
e A (oo Y > é | . [ = e - o
[ackio DashEgard 3 Gzogle Arvalytics (Alt+Left) Fdre... I@ Traffic Sources Crverview,,, 30 | ) Cpera Mini | The most popula. ., | ‘ 'l!f?? 5| = v |rorPage - (CF Tools
Campaigns &
AdVersions
[ Content . ..
B Goals All traffic sources sent a total of 6,556 visits
. g My 16.85% Direct Traffic £ M Referring Sites
[{ Custom Reporting 543500 (52.90%)
o\ 82.90% Referring Sites M Direct Traffic
1,105.00 (16 85%)
Settings .
0 . B Search Engines
(@) mdvanced Segments Beta 'Jlb\ sMat 0.24% Search Engines 16.00 (0.24%)
== Email
Help Resources TOp Traffic Sources
(7) &bout this Report
'C‘__?:' Conversion University Sources Visits Y% visits Keywords Visits % visits
(7) camman @uestions// ais.up.ac.za (referral) 2877 43.88% catalogue 2 12.50%
/ library.up.ac.za (referral) 2,184 I3 N% university of pretoria library 2 12.80%
/ (direct) ({none}) 1,105 16.85% up likrary 2 12.50%
D-atoz.ebscocorminnopac.... 295 4.50% rrillenniurm online catalog 1 6.25%
/ google (organic) 15 0.23% il waal@library for old exa... 1 6.25%
/ view full report view full report

% Try Google's free webmaster tools.

Improve your site's visihility in Google search results.

® 2009 Google | Analytics Home | Terms of Servce | Privacy Policy | Contactus | Analytics Blog tin English)

Dane €D Internet 00 T




Google Analytics Reports

(Trial log for restricted period)

{= Visitors Overview - Google Analytics#lis=1246515712843 - Windows Internet Explorer

1]
(@) About this Report 28.55% Bounce Rate

{‘:?} Conversian University

@.‘— i !@ https: fvaw,goagle. comfanalytics reporting visitors 7id=185862068pdr=20090601-2009070 L Bcmp=averagedtrows= VE % | || X |opera i | Peitke
W ISS | ! |@ 1P Address Report. IP addre... [E Wisitors Owerview - Googl.., X% | ) Opera Miri | The most popula. .. | ‘ ﬁ z F:J EEJ T |_-,“’ Page - “,i' Tools -
D COIltenl I,LUU P\-PU'JI\J YFigIiltew LI Jile P
F Goals . .
rot 1,734 visits Visitor Segmentation
] . . = Visitors Profile: languages, network locations, user
[ Custom Reporting 5 rMNA 1,238 Absolute Unique Visitors = ideaa
Settings rINL 3,864 Pageviews [ Browser Profile: browsers, operating systems,
® ad A5 e e browser and operating systems, screen colors,
= TaRCEeEEgments [ 2.23 Average Pageviews screen resolutions, java support, Flash
Email
M 00:01:09 Time on Site & Map Overlay
Help Resources Geolocation visualization

71.28% New Visits

(7) Comman Questions

Technical Profile

Browser Visits Y visits Connection Speed \isits % visits

Intarnet Explaorar 1,274 73.76% Unknown T2 41.64%
/ Firefiox 327 18.86% T 555 32M%
/ Chrarme a4 311% [Bk=1 428 24 68%
/ Cipera Mini 46 265% Dialup 24 1.38%
/ Safari 1 1.21% Cahle 3 017%
/ wiesy full repart wiews full repaort

@ 2009 Google | Analtics Home | Terrns of Service | Privacy Policy | Contactus | Anabtics Blog (n English) d

Done € Internst 100 -




Google Analytics Reports

(T”al Iog for restricted pe”Od) 6.556 visits came from 61 countries/territories
Detaill Level: City | CountryTeritory | Sub Continent Region | Continent Dimend
Visits
Goal Conversion
Wisits Pagesfvisit Avg. Time on Site
6.556 1.44 00:02:06
% of Site Total: 100.00%  Site Avg: 1.44 {(0.00%)  Site Avg: 00:02:06 {0.00%)
Detail Level  CountryTerritory Visits - Pagy
1. ESouth Africa 6,200
2. Morway 28
3. Swaziland 20
4. United States 20
5. India 16
6. Sweden 14
7. United Kingdom 13
8. China 10
9. Eoypt 9
10, Iran 8
Visits

1 | | | EEE

6.556 visits came from 61 countries/territories

Detail Level: City | CountrgTerritary | Sub Sontinent Redgion | Continent Dimension: | Hone =



Robots

Known as Web Wanderers, Crawlers or Spiders

Used by search engines to index web content

Crawlers try to follow every link embedded in

catalog pages

Used by spammers to scan for email addresses

Increase load on OPAC and slow system down




List non-local access attempts allowed

Limit NETWORK access

Are there many postings for the SAME
IP address in very short time span?

DATE TIME REMOTE IP ADDRESS SErvICE NAEIIEGGEEE
hﬂﬂﬂl > 03-07-09 08:49:03 38.99.13.119 http
0002 > 03-07-09 07:26:50  38.99.44.101 http
0003 > 03-07-09 07:26:50  38.99.44.103 http
0004 > 03-07-09 07:25:50  38.99.44.101 http
0005 > 03-07-09 07:25:50  38.99.44.104 http
0006 > 03-07-09 07:24:50  38.99.44.101 http
0007 > 03-07-09 07:24:50  38.99.44.103 http
0008 > 03-07-09 O07:23:03 72.30.87.98 http
000% > 03-07-09 07:21:37 386.99.44.102 http
0010 > 03-07-09 07:21:12  38.99.44.103 http
0011 > 03-07-09 07:21:09  38.99.44.101 http
0012 > 03-07-09 07:19:37 386.99.44.102 http (2)
0013 > 03-07-09 07:16:51  38.99.44.105 http
0014 > 03-07-09 07:16:d6  38.99.13.117 http
0015 > 03-07-09 07:16:13  38.99.44.102 http
0016 > 03-07-09 07:15:52 36.99.44.103 http
I
F > FORWARD S > SORT Q@ > QUIT
J > JUMP N > Display host NAME P > PRINT
I¢ > CLEAR log file T > TOTAL by date




Look up the host info

(= )[=]E

£~ IP Address Report. IP address lookup. - Windows Internet Explorer

V| || X |i|:u addresses | 2

@ o |\§ hitkpe: f v ipaddressreport, comnfindes: . cgi

T:? Eﬂa\? [\jl IP Address Report, [P address lookup. l l

ﬁ - B r;ég - i-_;}Eage - -:;’:‘;[-Tgcnls -

|

Address IP address lookup.
R e p 0 rt Find IP address by host domain name.

Q Tell me about this host

Hostname or IP address: |38 99 44 104 |

e.q. company.com ar 12.534 5675

A The 33.99.44 104 report:
IP Address: 38.99.44.104
Hostname:  crawl-13. XX XXX

More info about this host
Country: Lnited States
IP address owner: PSIMNet, Inc.
1015 315t St MW
YWashington
D 20007
s

What is a Hostname?

Ag it is rather complicated to memarize |P addresses, moast people use Domain
Mames instead. Domain name looks like wwaw, company.com. The resolution between
domain names and IP addresses is handled by the Domain Mame Servers (DMNS).

Since IP numbers are usually assigned to internet service providers within country-
hased hincks an IP address ran nften he nsed tnidentife the cnnmtre where the

Bookmark this page



Restrict Access on Innopac

Limit NETWORK access

Ak (01) - Innopac

File Edit Transmit Uklities  Setup...  Help
HITP ACCESS ADMINISTRATION
BEEMOTE HOST ACCESS? LOGIN NAME SERVICE LEVEL

Added entry for IP
will block access
immediately

01
02
03
03
05
06
07
03
09
10
11
12

WSRO NN N N
LTI R T ]

|
Key number to modlfy or
P > PRINT b > DELETE Q > QUIT

A > ADD H > Misplav site HAME
4




Robots.txt file on server

 http://<your server/>robots.txt

 Allow legitimate search engines to index main
page of catalog (set by lIl)

I hitp:/fexplore. up.ac.zafrobots. txt - Windows Internet Explorer

Google |G|~ EGD o5 B - D~ 9 Bookmarks» Shzzblocked TP Check w8 Autolink -
W & | i

# This file instructs all WUV robots NOT to index pages that begin
# with the TRLS listed.
User—-agent: *

Disallow: facquire
Dizallow: fairpac
Dizallow: fairwkst
Dizallow: farticles
Dizsallow: favaillim
Dizallow: /fbhookill
Dizallow: /bookit
Dizallow: fcirchistlim
Dizallow: feoircpix
Disallow: /focisti order
Dizallow: fclearhist
Dizallow: [fdocuments
Dizallow: /donate
Dizallow: fextlang
Dizallow: [feeds
Dizallow: /fftlist
Dizallow: fgoto



Bl Specific segment for Google Scholar

gogle Scholar Extension. Allows googlebot IA to crawl
screens
User-agent: Googlebot-IA

Disallow: /airpac
Disallow: /airwkst
Disallow: /articles
Disallow: /availlim
Disallow: /bookill
Disallow: /bookit

Disallow: /circhistlim A"OW

Disallow: /circpix

Disallow: /cisti_order CraW"ng of

Disallow: /clearhist

Disallow: /documents bOth I and

Disallow: /donate

Disallow: i:::é:ng lscreens

Disallow:
Disallow: /ftlist

Disallow: /goto From: Mark Welge, Robots, Crawlers and
Disallow: /fiii spiders...Oh My! Automated Searches and
Disallow: /ill your WebPAC, IUG Anaheim, 17-20 May 2009

Disallow: /illframe

Innovative ﬁﬁj
G
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Web Access Logs

Web access logs are a new feature in Millennium Release 2007 Log
your catalog by focusing your efforts on the most used pages. It iden
same browsers. It can substantiate the investments you make in new
over time

Documentation about web access logs and how to use them is availa
customers and is based on their user experience

. Log Analysis Tools

PrintTemplates
B WebPAC There are many choices for log analysis software_ If you would like to

consider the followind




From: Mark Welge, Robots, Crawlers and spiders...Oh My!
Automated Searches and your WebPAC, IUG Anaheim, 17-20 May
2009



