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Abstract

The interpretability of models has been one of the focal research topics in the ma-
chine learning community due to a rise in the use of black box models and complex
state-of-the-art models [6]. Most of these models are debugged through trial and error,
based on end-to-end learning [7, 48]. This creates some uneasiness and distrust among
the end-user consumers of the models, which has resulted in limited use of black box
models in disciplines where explainability is required [33]. However, alternative models,
"white-box models,” come with a trade-off of accuracy and predictive power [7]. This re-
search focuses on interpretability in natural language processing for misinformation data.
First, we explore example-based techniques through prototype selection to determine if
we can observe any key behavioural insights from a misinformation dataset. We use
four prototype selection techniques: Clustering, Set Cover, MMD-critic, and Influential
examples. We analyse the quality of each technique’s prototype set and use two proto-
type sets that have the optimal quality to further process for word analysis, linguistic
characteristics, and together with the LIME technique for interpretability. Secondly, we
compare if there are any critical insights in the South African disinformation context.
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“Interpret means to explain or to present in understandable terms. In
the context of ML systems, we define interpretability as the ability to ex-
plain or to present in understandable terms to a human. A formal definition
of explanation remains elusive; in the field of psychology, Lombrozo states
“explanations are the currency in which we exchanged beliefs” and notes
that questions such as what constitutes an explanation, what makes some
explanations better than others, how explanations are generated and when

explanations are sought are just beginning to be addressed.”

Doshi-Velez, F. and Kim, B. (2017) ‘Towards A Rigorous Science of Interpretable

Machine Learning’
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Chapter 1
Introduction

Machine learning models have become less explainable in the last couple of decades, such
that they can solve complex problems while not compromising on predictive accuracy
[3, 25, 16]. However, the more complex the machine learning model is, the more difficult
it can be to explain how it made its decisions. Therefore, explaining or interpreting how
a model makes its decisions has become paramount in recent years. Resulting in the
model’s learning biases, models not performing as expected in "the real world,” end-
users wanting to understand why a model selected or did not select them for a particular
class/category, etc. Interpretability has thus become a crucial research field, especially in
high-risk areas like self-driving cars, medical diagnosis, and criminal detection systems.
Interpretable models build trust and transparency between the model and end-users.
Various explainable models have been developed; however, some of the explainable mod-
els do not produce humanly interpretable outputs. Human interpretable models are
essential as this ensures lay users can understand how a model makes its decision with-
out having to be the model/system developer.

Natural language processing models interact with society frequently, like translation sys-
tems, next-word prediction, sentiment, and fake news detection. Therefore explainability

needs to be humanly understandable in this field to ensure safety and trust.
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Chapter 1. Introduction 2

This research aims to explore a humanly explainable model in natural language fo-
cusing on misinformation. We leverage known humanly explainable machine learning
techniques on misinformation data to determine if there are no key characteristics of
misinformation data that can aid in safety online when it comes to fake news.

This chapter provides an introduction to the study; we first discuss in detail the mo-
tivation and background, followed by research objectives & contributions, and finally,

discuss the outline of this paper.

1.1 Motivation

Explainable Al refers to techniques designed to assist in interpreting how models make
their decisions. The need to be able to interpret how a model makes its decision has risen
in the past decade; due to regulation and ethical concerns for end-users to understand
how a model came to its decisions [3]. For example, a recent law that has been put
in place is the General Data Protection Regulation (GDPR) which states the "right to

)

explanation,” meaning that consumers of a model have a right to be provided with an
understandable reason on how the model reached its decision [16, 27].

Interpretability is not required by all machine learning tasks or use-cases, it is required
where an incorrect outcome has significant consequences or the problem has not been
studied sufficiently leading to untrust in systems output [16, 3].

Explainable machine learning in natural language processing (NLP) tasks has recently
become a focal topic. Historically NLP systems were based on hand-written rules and
decision trees based on hard if-then rules. Thus, in earlier years, NLP tasks were ex-
plainable to a certain extent [13, 42]. However, with the introduction and rise in deep
learning models and modern NLP tasks, the systems and models used for NLP tasks
are more complex with deep learning networks or state-of-the-art transformer models

such as BERT (Bidirectional Encoder Representations from Transformers) being used,

making them less transparent and humanly explainable [3, 16].

© University of Pretoria
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Chapter 1. Introduction 3

The need for interpretability in NLP tasks is because most of the tasks in NLP in-
teract with the society at large and tend to learn human biases [42]; For example, a
sentiment classifier that Luminoso trained showed that the trained classifier was repre-
senting racist behaviour; as a neutral sentence "Let’s go get Italian food” was classified
more positive than a functionally similar statement "Let’s go get Mexican food.” Another
well-known example is Taytweets, the Microsoft tweet chatbot, which was supposed to
resemble a 19-year-old girl but instead learned and tweeted racist and offensive tweets.
This shows that interpretability in NLP is crucial to ensure the models can be trusted
as some of the models have the potential to create instability in society. [13, 11].

In this research, we focus on the interpretability of NLP misinformation classification
tasks. We have seen a rise in misinformation being distributed on various social media
platforms. An example is the current COVID-19 pandemic; a lot of misinformation has
been filtering through the media, causing significant panic in society. Governments took
this spread of misinformation seriously and even tasked working groups to deal with the
issue, as it may impact how effective a government can be in dealing with the pandemic.
Thus, if we can explain misinformation and identify humanly interpretable characteris-
tics, there would be more safety online.

Three main techniques can be used to explain models: model-agnostic, model-specific,
and example-based techniques [17, 3, 16, 33]. Model agnostic are techniques that can be
applied to any model, whilst model-specific are methods that can only be used for a spe-
cific family of models and lastly, example-based techniques focus on extracting examples
from the data which is then used as an explanation for the models or summarisation of
the data [17, 3, 16, 33].

In NLP tasks, extensive research has been done on model-agnostic and model-specific
techniques, where the main aim is to determine which variables are the most influential
to the decision made by the model. However, there is limited application of the use
of example-based techniques where the objective is to explore a sparse sample of the
dataset to achieve explainability. This paper explores using example-based techniques

to achieve explainability in an NLP misinformation task.

© University of Pretoria
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Chapter 1. Introduction 4

Explainable machine learning literature has limited consensus on the difference be-
tween the term’s interpretability and explainability. Some literature uses the terms
interchangeably, while others have clear distinct differences between the two. In this
paper, we will use the terms equally as done so in [29, 33] and define interpretability and
explainability as "the degree to which a human can understand the cause of a decision”

[16].

1.2 Objectives

The primary goal of the thesis is to use a human interpretable model for misinformation
classification to identify and characterise misinformation effectively.We leverage example-
based techniques, as psychological studies state humans understand or create reasoning
through creating a mental model by using examples [30].

More specifically, our goal seeks to answer the following research questions:

1. What behavioural factors can distinguish a misinformation class?
a. Can we use prototypes with a combination of another model and feature engi-
neering technique to extract such features?
b. Is there a contrast in these behavioural factors on different datasets from dif-

ferent countries or topics; what underlying commonalities exist?

2. How does prototype/example-based methodology compare to the most commonly
used algorithms?
a. Is an example-based approach significant to an approach that outputs an attri-

bution map?

The secondary goal of this research is to determine the quality of prototypes selected
by training a model on the sparse dataset and analysing how well the model performs.
Based on the results, we can evaluate the quality of the selected prototypes (assist in

use cases where there is insufficient data).

© University of Pretoria
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Chapter 1. Introduction 5

1.3 Contributions

The main contribution that this research will bring to the explainable research commu-
nity is the use of example-based techniques on natural language misinformation tasks
compared to the extensively researched model-agnostic methods with a focus on ex-
tracting key features and characteristics. Instead of focusing on the feature space, we
focus on representative data samples and extract key behavioural insights to achieve
interpretability in misinformation data. We further compare whether there is a contrast

between South African fake news to Global news data characteristics.

1.4 Limitations

The main limitation we experience is the limited data for using South African fake news
data. The dataset is comparable small to the rest of the data with only a sample size of

763 Fake news data and more than 40000 real news.

1.5 Dissertation Outline

The rest of this thesis will be organised as follows.:

In Chapter 2 we look at and review the literature that has been researched on

explainable machine learning.

e In Chapter 3 we discuss the data that was used in this research and how we

performed exploratory data analysis[EDA] on our datasets.

o In Chapter 4 we provide a comparative application on the well known explainable

techniques in natural language processing.

e In Chapter 5 we discuss the methodology that was applied in this research to

determine interpretability in misinformation.

OWork presented on the 28th October 2021 at the Ethics and Explainability for Responsible Data
Science (EE-RDS) and the paper is under Review
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e In Chapter 6 we provide the results of the experiments we performed.

o In Chapter 7 provided the concluding remarks and discussion on future work.
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Chapter 2
Literature Review

The research in this thesis aims to understand interpretability for specifically natural
language processing tasks with a focus on misinformation tasks. We aim to identify
characteristics of misinformation with the help of using interpretability techniques. Such
that we can produce humanly explainable examples for misinformation tasks. This
chapter starts by summarising the taxonomy of interpretability in section 2.1. We then
discuss and review the literature on intrinsically interpretable models in section 2.3,
followed by section 2.3, which focuses on post-hoc model interpretability, and finally,

section 2.5 summarizes key takeaways from the literature reviewed.

2.1 Taxonomy of Interpretability

Interpretability is defined as the degree to which a human can understand an explanation
and is required because of the incompleteness of the problem being solved. However,
further to the issue of incompleteness various pieces of literature like [33] and [16] state
that the importance and the why for having an explainable model is for the following

reasons:

e Trust & Verification:

The models must be trusted by the end-users so that when they interact with the
model, they can fully trust the decisions made by it.
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» Safety:

Refers to understanding how a model works, which is valuable in high stake de-
cisions.This allows for constant improvement of the system such that it has a

near-to-zero error rate as we constantly learn from it.

e Debug & audit:

Explainability allows users and developers to debug models when the model fails.

e Detect bias:

Assists in picking and detecting if a model learns any biases from the data.

The survey by [14]: Opportunities and Challenges in Explainable Artificial Intel-
ligence (XAI) summarises the above-stated need for interpretability into three groups
being:

1. Accountability; to create a sense of accountability when a model fails.

2. Fairness; to ensure that models are fair and safe from bias and lastly

3. Transparency; to ensure trust and verification.

It is argued that accountability is the most important reason that we should aim to

achieve with interpretability.

2.1.1 Evaluation of Interpretability

There has yet to be a consensus on how to validate interpretable models. However, there
are three main suggested evaluation techniques that were first presented in the paper

"Towards A Rigorous Science of Interpretable Machine Learning” by [16]:

1. Application grounded method: The explainable model to be evaluated by the end-

user in the environment in which it will be deployed.
2. Human grounded: How simply can a human evaluate the explanation.

3. Functionally grounded: How well does the explanation faithfully represent the

model.
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Further to the proposed evaluation methods [33] and [13] state that an explainable

technique should have one or more of the following properties:

o Translucent: Relates to how reliant the model is to model parameters. The more

translucent an explainable model is the better.
« Portability: Model can be used for different types of models.
o Accuracy: How well the explainable model predicts unseen data.

o Fidelity: How well the model mimics the model’s prediction.The lower the fi-

delity,the more unreliable the explanations are.

o Consistency: Explanation must be consistent on different models for the same

data.

« Stability: high stability is desired for explainable models; similar to consistency
an explainable model is stable if there are no significant changes in data instances

similar to the data point being explained.

o Comprehensibility: Refers to how well humans can understand the explanation.

2.1.2 Classification of Interpretability

Traditionally interpretable models are classified as either intrinsic or post-hoc which is
determined based on when interpretability is achieved [11, 42].For example, suppose in-
terpretability is achieved with the model’s output or during the prediction phase.In that
case, the model is classified as intrinsic, using figure 2.1 as a visual explanation, the
model would end at the output phase and no additional processing would be required.
Conversely, post-hoc interpretability is achieved through further processing after the

model has predicted an outcome; this is seen in the adapted figure 2.2.
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An explainable model G(.) can either be 1. model-specific indicating that the tech-
nique can only be used for a specific class of machine learning models, or 2. Model-
agnostic indicates that the technique can be used for all model types [16, 3, 27]. The

output, g, of an explanation can be a:

o Feature summary: This indicates features that are the most relevant in making a

decision for a particular class.

o Feature visualization: Output of an image highlighting the important features or

pixels.

o Model internals: Internal weights or structure of models; usually the output of

inherently interpretable models like decision trees, linear models, etc. and

« Data points: Returns sparse data points that best represent the full dataset X.

The scope of an explanation output, g, can either be local, explaining a single data

point, or global, explaining the high-level overview of the model of class [14, 29, 17].

k N
X=Matrix Q)C f(G,X)= Machine ¥= Vector Qf outputs,
data points Learning Model based on input X

Figure 2.1: High-level overview of a typical machine learning system. Which takes in an input
of X data points, which is fed into a learned machine learning algorithm f with parameters

and outputs a vector of decisions Y.
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f(G,X)= “Machine ¥= Vector Qf outputs,
Learning Model based on input X

Q- 8-

Eagafanun'ons g GQO)= Qnte?jaretaﬁlé Model

X=Matrix of
data yoints

Figure 2.2: High-level overview of a typical post-hoc interpretable model. Which uses the
output of machine learning and applies to an interpretable technique G to output an explana-

tion.

2.2 Intrinsically Interpretable models

Most of the traditional intrinsic methods, like decision trees or logistic regression, do
not offer the complex learning that comes with dealing with language data resulting in a
significant trade-off of in accuracy. This motivated researchers to explore the ability to
achieve intrinsic explainability in complex deep learning models by leveraging the internal
structure and knowledge learned by the model. The prominently used architecture to
achieve intrinsic interpretability using deep learning models is the attention mechanism
that can be added to the architecture of a deep learning model [24].

The attention mechanism was proposed to improve the performance of language
models. Attention uses a contextual vector, which is the output of the encoder layer;
attention allows the input to focus on the previous output or, similarly, for the input
features to interact with each other, known as self-attention [24, 44]. Because the atten-
tion mechanism produces weights, the weights can be used to output an attention map
that highlights the most prevalent features that were used in each layer [12, 6]. Although

attention may seem to provide a sense of transparency for deep learning models; [37] and
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[6] states that the attention mechanism should be used with caution as it is a mixture
of various representations and can be misleading.

[44] proposes to iterate through the attention query using an iterative, recursive atten-
tion model which attempts to trace back the contextualized word representation from
the encoder with the aim of learning better representations and attention weights that
can be used as an explanation of the model rather than normal attention.

Alternative to attention as an intrinsic interpretable model [10, 36, 19, 1] leverage off
the convolution neural network (CNN) structure with adaptions in the last layers of the
network to achieve explainability for the model’s decisions. [49]’s approach uses the CNN
with a ReLu(rectified linear unit) in the last two hidden layers, such that they can lever-
age the local linear models (LLM) produced by ReLu. The explanations are obtained by
determining the importance of the text inputs by using the weights of LLM. Similarly,
[19] uses a TC-CNN which, instead of ReLu, in the last hidden layer global average pool
is applied to the spatial feature vectors of the CNN to obtain a single feature vector F.
The obtained feature vector is used on class activation map extraction to determine the
contribution of each feature.

Uniquely [36] uses latent features which are explainable to train a deep learning model.
The proposed latent variables fall into six categories of the complexity contour generator
(CoCoGen), which are part of the Stanford CoreNLP toolkit. The latent variable list
and description can be seen below in table 2.1. The approach first analyses text using
CoCoGen to obtain an output sequence of 154 feature vectors that relate to the features
described in table 2.1. The feature vector obtained can then be fed into a network to de-
termine output and explanation based on the relative importance of the language feature
groups. The relative importance of a feature group is determined through delta scores
which are standard scores obtained by performing normal standardization on all indica-
tors (feature groups); with the scores, one can distinguish interesting patterns between

classes.
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Feature group

Size of Sub-types

Example/Description

Syntactic complexity

18

mean-length,clauses per sen-
tences, Coordinate phrases
per clause and Particular

structures

Lexical Richness

12

contents words, Lexical di-
versity,type token ratio,Lex-

ical sophistication

Register-based n-gram frequency

25

measures of frequencies, n-
gram frequency of order 1-5

from five language registers

LIWC-style

60

function, grammar percep-
tual, cognitive and biologi-
cal processes, personal con-
cerns, affect, social, basic

drives.

Word-Prevalence

36

information on word fre-
quency,contextual diversity
distinctive-

and semantic

ness.

Table 2.1: Table of CoCoGen feature groups and descriptions adapted from the literature [36]
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2.3 Post-hoc Techniques

The most common techniques for explainability for deep learning models is post-hoc
methods. The techniques aim to achieve interpretability after the model has been trained,
by using the information and output of the trained model to explain why a model made its
decision as shown visually in figure 2.2. The techniques can be split into gradient /saliency

based, surrogate based, probing and example based techniques.

2.3.1 Gradient based techniques

Gradient-based interpretable methods use gradient signals to assign relevancy of feature
inputs with the goal of creating an attribution map|[35, 43]. The attribution map captures
the importance of each feature. Attribution maps have to be sensitive to changes in the
input space to ensure they do not focus on unimportant features and are invariant such
that they are consistent in the output result when applied to different models [43, 29].
Further, gradient methods commonly achieve local interpretability for a single instance
x; looking back at figure 2.2; figure 2.3 shows an adaptation of the explanation function
G and output to show what the methodology outputs and the baseline explanation
function.

One of the well-known attribution techniques is saliency, termed the vanilla gradient
in some literature. Explainability is achieved by taking the gradient of the output with
respect to the input. However, saliency can be very noisy. To improve the noise [29, 2]
proposed grad * input to smoothen the attribution maps by multiplying the gradient

with the instance value, see equation 2.1 and 2.2 respectively.

Y
AttributionMap = A® = o (2.1)
8 €T;
Y
AC = gxi o x; (2.2)
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Figure 2.3: High-level overview of a salient-based explainable model. Which uses the output
of machine learning and calculates the gradient of output with respect to input to determine

important features for making the decision.

Vanilla gradient explanations are usually best suited in models where a linear rela-
tionship exists between output and input; given that deep learning models are complex
and linearity does not exist, the technique may not be as faithful to deep learning mod-
els [34, 35]. [43] proposed integrated gradients, a modification of the gradient approach.
Integrated gradients averages all gradients along a straight line between a baseline value
Z and the input of interest z;. The baseline is usually chosen to be an empty sequence.

Attribution methods only focus on the change in the output layer with respect to the
input layer. They do not consider the intermediate layers and the changes of the feature
gradient [43, 35]. Attribution propagation is proposed, which looks at each layer from the
output to the input. Propagation methods decompose the network work layer by layer
assigning relevancy scores on each neuron[35, 34]. One of the most popular attribution
propagation methods applied to NLP downstream tasks is layer-wise relevancy propaga-
tion(LRP). LRP starts from the outer layer Y and works backward, assigning relevancy
score, Ry, to each neuron based on its sensitivity it is to its successor layer [43]. The

score is calculated by decomposing the activation function in each neuron rather than
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1. forward computation

Figure 2.4: Overview of a Layer-wise propagation technique as shown in [42]. Shows the

decomposition process from model prediction layer to input feature layer.

calculating gradients [42]. Figure 2.4 shows a visual example of the decomposition.
Alternative to LRP, [39] proposes a more improved propagation technique, DeepLift.
Instead of directly redistribution the score from the upper layer to the lower layer,
DeepLift uses a baseline to calculate the relevance score by looking at the effect of
the activation neuron from the original data, z;, compared to the baseline data z;.
Contrary to attribution-based methods, [27, 3] Proposes the use of surrogate models
over attribution methods as attribution methods can be fragile and highly unreliable for

an explanation of complex-based models.

© University of Pretoria



&
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

Qe YUNIBESITHI YA PRETORIA

Chapter 2. Literature Review 17

2.3.2 Surrogate Models

Surrogate models attempts to mimic the model and how it achieved its output by using
the information from the model to train a more intrinsic model with the information
captured [37, 23]. Surrogate models were first proposed by [46] to model latent variables
with the aim of making the process more explainable. The benefit of using surrogate
models for explainability is that they are portable and can be applied to any model
for any dataset [33, 16]. The commonly used surrogate model in machine learning is
LIME (local interpretable model-agnostic explainer). LIME was first proposed by [37],
in the paper "why should I trust you? Explaining the predictions of any classifier”. The
technique selects an instance x; for interpretation that has been predicted using a model
F; LIME selects perturbed points close to the instance to create a new data set. The
new data is trained using the model F' and an intrinsic model like logistic regression to
gain insight and explanation for the model’s decision. LIME outputs the most significant
variables for the model when making a classification decision.

LIME only produces local explanations; as such, there have been various adaptations
of LIME to achieve global interpretability. [23] proposes K-LIME, which uses partitioning
to partition the space of the predictors and fits an intrinsic model in each partition.
Similarly, [37] proposed SP-LIME, which rather than partitioning, picks a set of instances
that best represent the data that are used to fit the intrinsic model to gain a global
understanding of the model.

A major limitation of LIME is that the weights produced do not necessarily indicate
the importance of a feature and can create a false sense of relevance in the features.
[49] and [33] propose to compute Shapley values for explanation compared to LIME.
Shapley values use the ideology of game theory to create a linear combination or model
for every permutation of features. The shapely value shows the average contribution of a
feature across all possible permutations. For example given data which has two features
[1, 29 shapely will average across the weights obtained from the permutation [z1], [xs],
[x1,22]. The computational time of obtaining Shapley values can exponentially increase
with the more features one has.

Contrary to determining which features are relevant as explanation [22], proposes

to use feature importance techniques with probing techniques that can inform us what
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linguistic properties are captured in the model. There are various techniques which probe
for various properties such as syntactical structure, context, semantics, sentence length,
word order, verb tense. Probes are shallow networks that are placed on the intermediate
layers of a network and can investigate in each layer what is captured [22, 48, 18]. If
the task being probed for performs poorly, in accuracy terms, then the information is
not encoded or is not needed to make a decision. The main issue with probes is they
can be complex and maybe be unfaithful; instead of learning the representation being
probed it learns the task [22]. Given that linguistics are essential for NLP, probes are
important in giving a holistic explanation and should instead be used as a combination

with an alternate explanation technique.

2.3.3 Example based techniques

[45] argues that using importance value for interpretation may be abstract for a lay-user
to gain a full understating for NLP task as they may not grasp the significance of the
importance of the word “help” for instance. They thus propose using example-based
techniques, given that humans work with mental models and contrasts for explana-
tions; therefore, example-based techniques will help humans build mental models of the
machine learning model [30]. The three most prominent interpretation example-based

methods are:

Counterfactual examples

Counterfactual examples aim to achieve interpretability by producing a contradictory
reality; It aims to describe a causal situation by stating that if X had not occurred , Y
could not have occurred. In figure 2.5 from [38], we see an example of a counterfactual
example generator using text-to-text transfer learning; for an instance where the expla-
nation is a contrasting scenario selected from a sample of candidates. Counterfactual
is interested in what changes in the input of an instance will cause a prediction to flip
[33, 29]. In earlier years, to obtain counterfactuals, it was either through trial and error,
where features where flipped until the desired outcome was obtained, or manual anno-
tations were required by experts of the data [38]. Recently, there have been tool-kits

created to obtain counterfactual explanations from a model by masking a percentage
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. ' . . original pred: positive

¥
‘ Step 1: Binary search with s levels to find optimal masking percentage . ‘ |
1a. Prepend contrast label Beam
and mask 1,% tokens This movie is bad. | ——>
This movie is okay.
- label: megative. Step 2: Repeat Step 1 for
0 input: Thi i ) . i
Stage 1: Train editor inpu o ;:s ;;OVle 1d. Store candidates with each element in the Beam.
- - " highest contrast predictions

Train editor to make edits
targeting (original) labels T Step 3: Repeat Steps 1-2

This movie is okay. until reached maximum
This movie is bad. i
L_ 3 —> consdy. — ERGiT number of edit rounds

1b. Generate candidates 1c. Get predictions

Figure 2.5: Overview of counterfactual generator as shown in [38]. Shows how from the
positive classified input text of a sentiment classifier ”This movie is great,” a % of the words
are masked; in this case, the word ’great’ is masked, and editor searchers for appropriate
counterfactual for the use case being "This movie is bad.” Explaining that if the word "great”

was not there, the sentiment decision would not have been positive

of data through text-to-text transfer learning and conducting a binary search to gener-
ate edits, and once the desired outcome is obtained, the process stops. Similarly, [45]
proposes Polyjuice, which uses a library of annotated data to generate real-world coun-
terfactuals. Counterfactuals may run into the issue of having too many explanations
that can contradict each other [3]. Moreover, they need to be minimal in the sense that
a minimal change to the input is inserted into the original data point, further, they must

be grammatically, and semantically meaningful [45, 37, 16].
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Adversarial Examples

Adversarial examples are very similar to counterfactual examples, but more with the aim
of identifying the model’s vulnerable points [33, 29]. Adversarial examples are looking
for input points that would make the model make an incorrect classification; for instance,
in an NLP misclassification case, the input example would be text that would classify
the text as genuine when in fact, it is fake. Adversarial examples are commonly used for

debugging a model more than interpretability [29].

Prototype Selection

The prototype algorithm goes back to 1968 when it was termed instance-based learning.
The original aim of selecting prototypes was for data editing purposes with the aim
of improving accuracy and efficiency in their data, rather than wanting to understand
the data set [8]. Historically the techniques to select prototypes were using clustering
techniques (K-medoids or K-means) and determining how far instances are from one
another [8, 33, 25]. A recent approach, with the aim of explainability, is the set cover
theorem proposed by [8]. This approach aims to find the smallest subset of data so that
every point around the data is in close proximity.

All the techniques above are aimed at just identifying the dataset which best repre-
sents the full data; however, what about the outliers of the data? [7] states that if we just
rely on prototypes, we may miss important information about our data and consequently
over-generalize. They propose an approach that leverages a bayesian framework and aims
to extract prototypes as well as critics which are data points that do not best represent
the data to gain holistic explainability and understanding of complex data [7, 33]. The
algorithm is commonly known as MMD-critic. It has been explored extensively in image
classification tasks where the prototypes are visual examples of images that best rep-
resent the data. From the small set of prototypes and critics, one can understand the
data and different attributes and features; a visual example of the method can be seen
in figure 2.6. The outputs of the prototypes can be used to explain a particular class in
a classification task and why the model made its decision. Further, prototypes can be

used to train the nearest neighbour classifier for intrinsic explainability [3].
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Prototypes

Prototypes Examples

\ \
LTI [

Example of actual prototype and critics output
Critics Examples image from “Interpreting machine learning
with examples”

mmammEEREE

Selection of prototypes and critics

X=Data Input

For each instance in X, we calculate how close the distribution
of the prototype set is to the original data if instance decrease
the distance, the instance is added as a prototype for
explanation

Figure 2.6: Overview of prototype and critics selection process; we start of with the full
dataset X and from the data set add, x;, data instances which minimise the distance between

the distribution of prototypes and full dataset

2.4 Application of NLP Interpretable models on mis-

information models.

In this research, we focus on one of the applications of NLP, misinformation. The rise
and detrimental effects of fake news have attracted the use of deep learning models
for detecting fake news. However, the model’s performance alone is not sufficient [5].
Therefore in this section, we zoom into the literature related specifically to misinforma-
tion explainability. [31] in the paper "A Survey on Explainable Fake News Detection”

categories the explainability of misinformation models into:

1. Explanation by social features:

Techniques that use social media platform data to achieve interpretability in fake news
detection. These methods often use comments and user profile history of who shared the
news article to explain why an article is classified as fake. For example, [40] proposes the

dEFEND framework, which uses the co-attention mechanism by using both comments
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and news content to achieve interpretability. Similarly, [28] proposed using Graph Neural
Networks, which looks at more attributes compared to the dEFEND framework. Over
and above the comments and news content, the methodology also uses profile history
features to explain why a text was classified as fake. However, these techniques are often

limited to articles disseminated through social media platforms.

2. Explanation by feature importance:

The most common techniques used to achieve interpretability in misinformation models
aim to extract key features. [5, 20, 4] suggest the use of surrogate models or a com-
bination of surrogate models to extract key features. They propose to use techniques
such as LIME, anchors, SHAP, and attention mechanism with misinformation models to
achieve interpretability. Given the gaps identified with surrogate methods in 2.3.2; [5]
further suggests using human-in-the-loop together with the techniques. They selected a
sample of people; one group was provided the output of the model’s prediction, while
another group was provided with both the output of the model and feature importance
outcome from SHAP. The observations noted were that when humans are included to
achieve explanation, it is easier for the users to trust a model and build mental mod-
els of the different categories in the future. Uniquely, [36, 32, 41] suggest using latent
variables and hierarchal structures to achieve explainability in misinformation use cases.
[36] used latent variables as discussed in 2.2; the latent variables are generated using the
complexity contour generator and fed into a misinformation model. The relative impor-
tance of the feature group is then used for an explanation by observing any interesting
patterns in the classes. On the other hand, [32, 41] use hierarchal structures to achieve
interpretability in misinformation use cases. [32] uses a hierarchal attention network;
the attention network looks at salient sentences to determine the most important sen-
tences in each article. The highlighted sentences are outputs and are used to explain
the model’s prediction. Alternatively, [41] builds a hierarchical propagation network for
each class to extract structural, temporal, and linguistic features. The features extracted
from each class are compared to note if any differences exist between fake news data and

true news data.
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3. Explanation by news content:

These methods output the most important words based on the linguistic and semantic
features from the content of the article [31]. [47] developed the xFake system to achieve
this; the system is designed to analyze news items from different perspectives. The sys-
tem uses PERT, which studies the linguistic properties in the news context, and ATTN,
which studies the semantic properties. As a result, the system highlights important
words or features based on linguistic and semantic properties to achieve explainability
in misinformation articles.

In most literature, when it comes to misinformation models and interpretability,
the aim is to provide a reasonable explanation to the user to increase user trust and
confidence. Given that the users are not experts, it is thus paramount for the explanation
to be humanly understandable [5, 31, 4].

2.5 Summary

In the sample literature reviewed, we see that there has been significant progress in
the research of interpretable black box models for natural language tasks. Most ap-
proaches offer post-hoc interpretability meaning explainability is achieved once the model
is trained. We determined two categories of techniques of explainability into two model-
agnostic and model-specific. We find that the approaches applied to NLP models aim
to understand how features interact, determine which words are the most relevant, and
what linguistic properties are captured in the model. We found that example-based tech-
niques are applied for natural language tasks but with a primary focus on counterfactual
and adversarial examples. We focus on example-based methodologies, which select a
subset of the data or instance of the data for interpretability in an NLP misinformation
classification task. We further apply the methodology to a South African fake news data
set to determine if there are any significant insights between global vs. South African

fake news.
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Chapter 3

Data Collection

This chapter describes the data we used for this research and how it was collected. The
data used is categorised into true and fake news classes. In section 3.2, we describe the
pre-processing steps that we took on our datasets, and in section 3.3, we discuss the

exploratory data analysis.

3.1 Datasets

3.1.1 ISOT DATA

We use the commonly known misinformation dataset, the ISOT dataset, as the baseline
dataset collected by the University of Victoria’s Information Security and Object Tech-
nology lab. The dataset consists mainly of a combination of world news and political
news from the year 2015 to 2018. The data was collected from reuters.com, Politifact,
and Wikipedia. In table 3.1 and 3.2 we show how the data is structured and the size of
the data.

24
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Data Attributes Description
ID Unique identification of document

Title Title of document

Author Arthur of document
Text Full text of document
label Class specification (1-misinformation, 0-true)
Date Date the news article was posted(ranges between the year 2015-2018)

Table 3.1: Table showing attributes ISOT dataset

Misinformation Size (number of documents)

Fake News 23481
True News 21417

Table 3.2: Table showing number of news articles in each class

3.1.2 COVID Dataset

The second dataset we use is a COVID dataset; we chose this dataset given the recent
increase in misinformation given the COVID pandemic; the data is named COVID-
FNIR and extracted from IEEE DataPort. The dataset contains news articles related to
COVID news during the year 2020. It consisted of India, USA, and Europe data scraped
from different sources; fake news was collected from Poynter, and true news from verified
Twitter handles and news publishers. The fake and true news datasets were stored in
different files as they had slightly different attributes in table 3.3. We show the attributes

and also include the size of the data.
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Data Attributes | Description FakeNews TrueNews
Date Date the article was created(Period of 2020)  Yes Yes
Link Link to the article Yes Yes
Text Full text of the news Yes Yes
Region Region the article originated from Yes Yes
Country Country the article originated from Yes Yes
Explanation Explanation of why it was labeled fake news  Yes No
Origin URL Original link to article Yes No
Poynter Label The class label provided by poynter Yes No
Label Classification provided by the data collectors 0(Fake) 1(True)
size Size of Article 3794

Table 3.3: Table showing attributes COVID dataset

3.1.3 South African Dataset

South African dataset, which was curated with fake and real news data; the news articles
were posted between the years 2017-2019. The fake news data was obtained from Zenodo
Data Repository, which was data scrapped from disinformation websites in South Africa.
The true news data was collected from various news media across South Africa news24,
eyewitness, etc. The limitation of South African disinformation data is that it is minimal
in size; we had 763 Fake news data and more than 40000 real news datasets as shown in
table 3.4.

Data Attributes Description
Date Date article was released (ranges between the year 2017-2019)
Title Title of document
Text Full text of document
URL URL to the news article
Medium Medium news was shared

Table 3.4: Table showing attributes of South African dataset
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3.2 Data Pre-processing

We perform pre-processing such that we can have quality data when applying explanation
techniques. First, we reduce the number of attributes in each dataset. We want all the
data sets to be standard and comprise just two columns, text and label. For the Covid-19
dataset, we had to change the class labels to align to ISOT where 0=True and 1= Fake
news; we added an additional label column to the South African data to have similar
class labels.

To ensure our data was ready for processing, the following steps were taken.

o Removed all empty text instances and instances with less than five words as these

instances may not provide us with the necessary insight required.
o We detect non-English texts in the text data through language detection.

o We perform regular expression processing by removing HTML tags, digits, punc-

tuation, stop-words, remove duplicate texts, and lemmatizing the text data.

« For each data set we perform further cleaning; for the ISOT data we had to remove
the publication words in the text such that the models do not pick up biases; for
the Covid dataset we ensure one consistent wording for the word covid and lastly
for the South African dataset provided that it has imbalanced classes we performed

under-sampling.
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3.3 Exploratory data analysis

To analyse the dataset further, we use some exploratory text analysis techniques. We
analyze prominent words and word length, perform sentiment analysis, and lastly, unsu-

pervised topic modelling.

3.3.1 Word/length analysis

We analyse the length distribution of words and characters in each dataset by determin-
ing the average word length and vocab in our text. We compare the word count of class
1 (fake) and class 0 (True). We find that in both classes across the datasets, the average
length of words of fake and real text is similar, with fake news having more outlying
values as seen in figure 3.1 to figure 3.3.

To further analyse the words in each datasets we observe the top bi- and tri-gram words
and word cloud to observe the most frequent words in each dataset. As observed in
appendix 1, we find the most frequent words in the true dataset similar to that of fake
news, which is expected as fake news text tries to disguise itself to be true and is usually

around a common topic; we summarise the frequent words in table 3.5.

Data ISOT Covid SA

Class 1(Fake) | President,Coun- COVID19,Peo- ANC,country,Police,govern-
try, Trump ple,lockdown ment,Ramaphosa

Class 0(True) | President,Coun- COVID19,Test, lock- ANC,country,newcase,gov-
try, Trump,Republi- down,hospital ernment,ramaphosa
can

Table 3.5: Table showing prominent words in each datasets as observed in the word cloud in

Appendix1
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Figure 3.1: Density plot of word count for ISOT dataset
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Figure 3.2: Density plot of word count for Covid dataset
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Figure 3.3: Density plot of word count for SA dataset
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3.3.2 Sentiment analysis

Textblob is used to determine the sentiment of the text between the classes. Overall the
sentiment of each class follows a similar distribution and is neutral. We further observe,
as can be seen in figure 3.4 - 3.6 that the South African and ‘Covid data has more
positive outlook compared to that of the ISOT data, which may also be influenced by

the vocabulary and culture in the different regions the data was collected.
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Figure 3.4: Density plot of Sentiment for ISOT Data
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Figure 3.6: Density plot of Sentiment for SA Data
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3.3.3 Unsupervised Topic Modelling

Lastly, we used the genism model to perform unsupervised bi-gram topic modelling on
our dataset to determine the common themes in our data. The output can be observed in
Appendix 2. We observe the themes in ISOT are centered around Presidency, American
politics, and Ministers; the Covid data is centered around Covid cases, death rate, and

lockdowns.

3.4 Summary

We observe that the prominent words, sentiments, and topics in fake news are similar
to that of true news. Showing it is challenging to separate fake and true news by just

using prominent words. We will explore this further in the coming chapters.
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Chapter 4

Measuring and Comparing
Attribution Type Interpretable
Models

In this chapter, we explore some of the popular explainable techniques applied to NLP
misinformation classification tasks. We use the baseline dataset ISOT to obtain results
from some of the most popular techniques for interpretable machine learning. We discuss

each technique and compare the output results.

4.1 Logistic Regression & Decision Trees

We first explore intrinsic approaches, logistic regression, and decision trees that were
traditionally used on NLP classification tasks to achieve interpretability [27]. We first
tokenize our datasets before we train them using the models. We explore two tokenizing
approaches, TfidfVectorizer, and word2vec embeddings. We further explore uni-gram

and tri-gram tokenization to be able to extract phrases rather than single words.

36

© University of Pretoria



&
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

W YUNIBESITHI YA PRETORIA

Chapter 4. Measuring and Comparing Attribution Type Interpretable Models 37

Logistic regression

Once we have tokenized our text data, we use a logistic regression pipeline to train both
uni-gram and tri-gram tokenized data. Given that once the model has been trained and
tested, there is no further pre-processing required, we interpret the model’s decision by
extracting the learned model coefficients.

From the coefficients, we can determine which words and phrases were the most
influential in making a model decision. In figure 4.1 and 4.2 we show the most positive

and negative words for the model in the uni-gram and bi-gram case.

Weight’ Feature
+0.661 century
+0.592 america

+0.579 hillary
+0.533 press Weight? Feature
+0.419 fox +1.373  video screen capture
+0.418 video +1.355 donald trump realdonaldtrump
.y +1.126  black lives matter
+0.416 ISIS +1.105 president united states
+0.411  watch .. 1049497 more positive ...
+0.407 american ... 921118 more negative ...
+0.399 breitbart -0.808 us secretary state
- -0.888 chancellor angela merkel
... 65000 more p osm"_"e -0.920 respond requgst comment
... 28587 more negative ... -0.944  us presidentelect donald
-0.400 presidential -0.973  president vladimir putin
-0.416 minister -0.988 islamic state militant

-0.990  minister theresa may

-0.418  ministry -1.000  prime minister theresa

-0.419  reporter -1.015  president tayyip erdogan
-0.423 clintons -1.020  president robert mugabe
-0.426  representatives -1.190 presidentelect donald trump

-1.264  president barack obamas

-0.431  spokesman -1.480  us house representatives

-0.461 obamas -1.674  us president donald

-0.503 statement -1.833  president donald trump

-1.191  trumps -1.999  president donald trumps
Figure 4.1: Top positive and nega- Figure 4.2: Top positive and nega-
tive features for uni-gram logistic re- tive features for tri-gram logistic re-
gression gression
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We observe that words and phrases with president name’s and ones that mention
American politics negatively contribute to the model’s decision.

We further perform local explanation for a single instance and compare the explana-
tion between the tfidf and word2vec. In figure 4.3 and 4.4 we observe that the explana-
tion for the instance is identical in both cases indicating that the logistic regression as
an explainer is faithful; there is a slight difference in the probability and score and some
words are highlighted darker in word2vec compared to Tfidf meaning they assigned more

importance in the explanation.

y=1 (probabilty 0,999, score 7.575) top features

Controuton”  Feature
+2879 Highlighted n te (sum)
H45 BIS>
... 87 more posiive ..
... 32 more negate...

o ong happler seg sarah palin back staphen colbert folowing former alaska governor endorsement donald rump republican nomination colbert lenty material make fun woman called original material gl god missed magical eagle made wish fiag pin came lfe cobert
palin reappearance which great frump admitiedly given much material make joke nobocy compare original material i colbert played palin socalled qreatest ht referring bizarre - palin made communiy organizer ogama cfil baby drl gonna kick iis as coloert
sarah palin quaranteed donald trump evangelical vote think speaking tongue whils donald trump frequent target colbert one come close original material gi palin primry target colbert year run calber report comedy ceniralfhere fruly lof make fun Seems palin gone doep
end lately ever she nerve blame president son delinuency rambling speech give clear impression someone seem thing togetherin case trump apparently excited palin endorsement position administration possibly vice president sound quite righiening butletlaugh
twofeatured youtube screenshot

Figure 4.3: Local explanation for Tfidf logistic regression model

y=1 (probality 0,998, score 5.574) top features

Contibuion” ~ Feaure
2.1 Highlighted ntext (sum)
o 13 More positie.
... 26 more negaive ..

o one happier see sarah palin back stephen colbgrt following former alaska govemor endarsement . trump- namination coloert plenty material make fun woman called original material gir god missed magical eagle made wish flag pin came ffe colbert
pali reappearance which great frump admittedly given much material make joke nobody compare original material gir colbert played palin socalled greatest hit rferring bizarre - palin made community organizer obama crl baby dril gonna kick Iss as colbert
sarah palin quaranteed - frump evangelical vote think speaking fongue while-trump frequent target cobert one come close original material gir palin primary target colbert year run colbert report comedy centralthere frly lot make fun seems palin gone deep
end alely ever she nerve blame presicent son definguency rambling speech give clear impression someone seem hing fogetherin case trump apparently excied palin endorsement position administration possioly vice president sound quits frightening but letlaugh
tWofeatured youtube screenshot

Figure 4.4: Local explanation for word2vec logistic regression model
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Decision Tree

With the decision tree, the model’s output is a rule-based global explanation. During
the training phase, we limit our trees to a depth of 5. The results of the decision tree

can be shown in figure 4.5.

president donald <=05
i = 0499
samples = 7967
value = 3841, 4126]
class=1

Tue

prme minister <= 0.5

gini =046
samples = 6743
value = 2801, 394]
class =1

donald tump <= 15 presidentiump <= 05
jini = jini = 0.481
samples =132
value = [53, 79]
class=1
House representaives <=05 united sttes <=05 donald tump <= 25
gini= 0487 gini=0473 =
samples = 5559 samples =104 samples =94
value = 2328, 3231) value = 64, 40] value = 50, 44]
class =1 class =0 class =0

president obama <= 05 afordable care <= 05 Tasesory <05
gini=0479 gini=0491 gini=0437
samples = 5306 samples = 60 samples = 65
value = [2115, 3191 value =26, 34] value =44, 21]
class =1 class =1 class =0

=045 gii= 0412
samples =53 samples = 62
value =19, 3¢] value = 44, 18]
class =1 class =0

Figure 4.5: Local explanation for word2vec logistic regression model

The phrase used to make decision rules in the model is also related to the presidency
and politics from the USA| similar to the logistic regression. However, we also note that
the decision rules for fake and true news classes are very similar and making it difficult

to distinguish a clear decision rule between the classes..
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4.2 LIME (Local interpretable model-agnostic ex-

plainer

We apply the LIME surrogate model as explained in chapter 2. We first train an LSTM

(long short-term memory) network on our ISOT dataset to classify misinformation. Once

our model has been trained and tested, we apply the LIME methodology to derive a local

explanation for a single instance. The steps we followed are:

o Use word2vec embeddings on the cleaned dataset.

e Train LSTM

o We select an instance of interest 19 from our test dataset for an explanation,

similar datapoint used across the techniques.

e Select perturbed points that are in the proximity of

o We use LIME to generate explanations.

The output of the explanation can be seen in figure 4.6. The words with the highest

weights for fake and real news are highlighted, with orange indicating importance for

fake and blue real news. The darker the color, the more significant the feature is in

explaining the outcome.

Prediction probabilities True
Orba
e ol
Soros
Fake [ 0099 s
[FOX
0
imigrant
0
(Hungary
0o
[Press
o0
Ivideo
06
[turned
o5
grouy
0ol
budget
[yt

Figure 4.6:

Text with highlighted words

Hungary populist prime minister lashed billionaire financier George Soro claiming group backed want secretly influence country politicsTn annual state nation speech Viktor B group
partly funded Soros born Hungary needed made transparent identifiable Largebodied predator swimming water transborder empire George Soros ton money international heavy artillery
received S i ism d

Frdod bl

hip Hungary transitioning late s cansing trouble trying secretly foreign money influence Hungarian politics - saidHe cite
evidence backing claim identify group mentioned Government official earlier taken aim corruption watchdog Transparency International right group Hungarian Helsinki Committee
Hungarian Civil Liberties UnionThe Open Society Foundations bigger think fact may largest philanthropic organization ever built branch country While Gates Foundation spends money
OSF larger footprint worldwide thanks many local office including throughout Africa OSF budget around million year substantially Ford total grantmaking That budget set annually
George Soros given away nearly billion since got philanthropy decade ago Nevertheless thanks skill financial market Soros recently tumed richer ever net worth estimated billion bulk
fortune slated go one day OSF creating massively endowed foundation recent year redesigned exist perpetuityWatch video explains leaked memo George Soros Open Society Foundation
outlining proposed strategy successfully influencing immigration policyln [BEGH ordered crackdown civic group supported part Norway extensive investigation audit uncover financial
irmegularity noteln email Assaciated Press Soros representative proud support Hungarians insist voice democracy [BR8AH claimed Soros organization still working bringing hundred
thousand migrant Europe contrary wish Hungarians government {388 outspoken strong opposition taking refugee migrant ordered fence built Hungary southern border Serbia Croatia
stop migrant flowOn reiterated government plan keep migrant border camp built shipping container asylum application processedOrban painted bleak picture Western Europe saying future
casting long dark shadow present joked Hungary ready take Western Europeans suffering globalization effect Naturally take real refugee - laughter loud applause panicked German

Thitch French Ttalian nolitician ionmnalist Christians forced leave conntev want find Enrone lot homea FOX

Local explanation for word2vec LIME model
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SP-LIME

We further use SP-LIME to derive a global explanation. We pick a representative sample
in each class that applies LIME to each instance in the chosen samples to determine the
most common explanation for each category. We observe that true news explanations are
words with dates, facts, and neutral words; Fake news explanations are usually related
to the government and are politically connected. The results of SP-LIME can be seen

in Appendix C.

4.3 SHAP Values

Given that LIME weights cannot be trustworthy in determining the importance of a
feature [33], we apply SHAP values as described in chapter 2. We observe the outcome
in figure 4.7, which shows the top 20 features based on their importance. The weight
of each variable based on the average of its combinations across the feature space is
the x-axis and shows whether the variable positively or negatively affects the predicted

outcome.

High
obama - - -
mainstream - -
house - -

told - -

inquiry -

read - - - -

massive
always .- - - -
towards - =

earlier - -

Feature value

government -
never - - -
wire - - -
senior - -
consequence -
rather -
election - .-
reporting - - -

violates =

anyone

—0.05 —0.04 —0.03 —0.02 —0.01 0.00 0.01 0.02
SHAP value (impact on model output)

Figure 4.7: SHAP explainer on ISOT data
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4.4 Attribution values: Integrated gradients

Lastly, we applied attribution methods to observe the outcome of the explanation tech-
nique. We used the same LSTM model applied in LIME; however, for integrated gra-
dients, we create a baseline, empty embedding, and calculate the gradient between the
baseline and the input. In figure 4.8 we observe the results of an explanation for class
label 1 (fake news). It shows the words or features with the most substantial attribution
score, with darker colors indicating more significant attribution scores compared to the

lighter color.

us senate flag pelosi [éad week company many credit regarding us senate replace nothing light Bif8BHBRIUNK senate us full shooting finance officer calling money iran
B888licampaign us senate [fig8liAGIahead thousand but turkey opposition crisis conspiring complain legislation fight at used §t@t@loctober Eall€@security house number top game conspiring
complain used oil recommend [@stofficer|used thousand but victory Brganization congress cambodia at edt engineering gngineeringlused oil @BAaMRNIus senate used disappointed penalty

counterpart Eififigliowa [Bl@ipundit citing Bf@BRIVeanmoney attack true attack panel UNK @effioeratielvoter war used called iGliggltimes

Figure 4.8: Attribution map using integrated gradients explanation for class label 0

4.5 Quantitative results of trained models

In table 4.1 we show the accuracy score of the models trained, indicating how well the
models can predict unseen fake news data. As expected, we observe low accuracy scores
for the Logistic regression and Decision tree model, models which are intrinsically in-
terpretable as described in 2.2. When interpretability is achieved in black-box models
through surrogate and model-agnostic techniques (LIME, SHAP, and Integrated gradi-
ents), we see the model’s performance is not compromised. This shows the trade-off

between accuracy and intrinsic explainable models.

Table 4.1: Table showing the accuracy values of the trained models to achieved interpretability

in section 4.

Logistic Regression | Decision LIME SHAP Integrated
Tree LSTM LSTM gradient
LSTM
89% 62% 96% 96% 96%
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4.6 Summary

Majority of the results of the explanations discussed in this section output attribu-
tion/saliency maps highlighting the most important words(features) that are important
in making the decision. However, although we found some explanation techniques to
be faithful to a lay-user, the words may not be sufficient to distinguish and interpret
between the two classes as we find fake news class to have similar words to true news.
We thus try to use an example based technique in conjunction with one of the techniques
to try and identify any key characteristics between the two classes.

We further observe the trade-off in accuracy and interpretability in table 4.1 as the
accuracy values of intrinsic interpretable models are far less desirable than that of model-

agnostic techniques.
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Chapter 5

Methodology

In chapter 4 we discovered that most interpretable model outputs are attribution maps;
we aim to use example-based techniques such that the explanations are more humanly
understandable. We use four techniques that are commonly used on image data. First,
we scale the techniques to our misinformation data to determine if we cannot extract
any characteristics that could be used to interpret between the two classes. Further, we
choose the best technique by analysing the quality of the examples produced. In this

section, we discuss the methodology we used.

5.1 Experimental Design

The four techniques explored are Clustering, Set-Cover, Influential instances, and MMD-
Critic. The techniques can be summarised as prototypical techniques. Prototype method-
ologies output a subset of the dataset. The subset selected is considered the best rep-
resentation of the dataset. These subsets are then used to explain the data class before
model prediction or after; explanation can be achieved by extracting the commonality
and characteristics of each prototype class. Further, they can also be used to understand
and investigate complex data [21]. For image data, prototypical examples are easy to
digest and distinguish the characteristics that make up a class; however, with text data,
it may not be and may be overwhelming to explain. Because of this, we further process

the text prototypes extracted using text analytics techniques and employ one of the

44
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model-agnostic techniques described earlier. The design steps we follow are described

high-level in figure 5.1.

Apply four example
based techniques to our
datasets X

Extract key features by Determine distinct

using EDA characteristics of classes

Protoype set with
Extract Examine prototype sels Determine the quality of highest quality will be
prototypes received prototype sets. used for further
processing

U e Determine key linguistic

rototypes to probe for .
— Phngu)slzic progee Jies properties between the
two classes

Prototype extraction between classes

Figure 5.1: High-level experimental design steps taken to achieve results

5.2 Algorithms

5.2.1 K-nearest neighbour Clustering Algorithm

Clustering is one of the earliest techniques, for example-based methods. The approach
splits the data into clusters or classes based on their proximity to each other. A new
instance z; is assigned to the cluster to which it has the closest proximity based on
K centroids. The advantage of the clustering method is that it can be used both as a
method to extract prototypes and as an intrinsic interpreter in its own right; however,
the disadvantage is that it can not achieve interpretability on a modular level(global

explainability) just on a local level.
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For text data, the similarity score between documents is used to determine the clus-
ters of the dataset. We utilise the K-nearest neighbour clustering technique to determine
the set of prototypes for each class. We show that running the algorithm on each class
respectively, as stated in [9], yields prototype sets with the K instances chosen for an
instance prediction being the set. Given that interpretability cannot be achieved on a
modular level, the prototype sets are acquired through the prediction phase of test in-
stances.

Given a dataset X with class label Y, where y; € 1,0 we split the data X into X" and
X't For each x € X' we determine which K documents in X" are closest to the
instance x; the K selected documents are the prototype sets for the selected instance.
We repeat for all instances in X" and obtain a list of documents K, which we make

our set of prototypes. The algorithm can be seen in algorithm 5.1 below.

Start with an empty set K = (), given dataset X'"®" and instance x € X!
while K <10:
Find z{r®" which is the most similar to x
K Uxtjain
7

end while

Algorithm 5.1: Clustering Prototype selection method
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5.2.2 Set Cover Algorithm

[9] proposed the set cover approach to select prototypes as an improvement to the K-
clustering techniques. As the name suggests, the methodology leverages the set cover
theorem, which states that given a set X what are the optimal subsets S which cover the
universal set X by minimising the cost. Compared to the above clustering technique,
the set cover approach automatically selects the number of prototypes for each class and

can achieve both modular and local interpretability

The selection of prototypes using the technique can be made via two approaches the
integer program and the greedy approach. We make use of the greedy approach.
An instant x; € X is selected as a prototype if it encompasses the following characteris-

tics:
o In its sphere, it should cover more training points that have the same class as itself.
o It should cover fewer instances of the opposite class.

o It must be sparse

To determine the prototype set P, where P, is the prototype set of class [. We require
a sphere size dependent on a radius value; the sphere and radius are used to determine
each instance’s coverage. The size of the sphere is calculated by using a pairwise distance

formula; we want to minimise the cost of covering a new instance.

Below in figure 5.2 we show an image of the selected prototypes adapted from [15]
which shows the greedy algorithm for a 2-class toy problem using a radius of 1.5. The
prototypes chosen for each class are bolded as their coverings include the most instances

which belong to the same class and less of the other class.
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Drawing graph with radius 1.50

Figure 5.2: Image showing Set Cover example for a classification toy example
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5.2.3 Influential Instances

Influential instances is an example-based technique that does not necessarily output a set
of instances but calculates what influence each instant has on the model parameters. An
influential instance changes the model parameters and decision when deleted; [26] states
that the counterfactual question that is asked is: "how would the model’s predictions
change if we did not have this training point?”.The method is used mainly for debugging

and to explain behaviour of the model.

There are two approaches one can take to determine influential instances:

e Deletion: In this approach, one needs to iterate through the training data and
delete each instance; once deleted, analyse how the model parameters change by

retraining the model.

o Calculation of influence function: The influence function determines which in-
stances are the most influential to the model by up-weighting the instance by a

small amount and determines the change in the model parameters.

We use the calculation of influence function as it is known to be more robust [3, 26];
further, the approach also has the benefit of highlighting which instances are the most
harmful to the prediction of a particular test instance. To use the influential function, one
needs to train a model with a loss function that is twice differentiable and a loss gradient
that is accessible with respect to model parameters. The influence score calculation is
based on the loss function.

Given a dataset X, which maps to a label set Y, we split the dataset into training
and test points. With 21,29, ...,2, € X" and y,vys,...,y, € Y% we state that
z; = (x;,y;) as being the training point for instance i. The loss function is then defined
as + 31" | L(z;,0), where 6 is the model parameters. By up-weighting an instance z; by

a small amount € we get a new loss function: = 37" | L(z;,0) + eL(z,0).
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To determine the influence measure, which measures the change of up-weighting a
training instance, z; by €, the gradient of the loss and inverse of hessian is used as shown

in the below equation 5.1:

I(z) = —H;'VL(2,0) (5.1)

Where:
Hy = 3" V2L(z,0) is the Hessian of the loss function and twice differentiable.

We use the CNN network to train our data with cross-entropy loss. Then for each
instant in the training data, we up-weight the loss function by a small amount(%) and
determine their influence score as described in equation 5.1. We then use the top 100

most influential instances for each class as our prototype sets.

5.2.4 MMD-Critic Algorithm

MMD-critic is a quantitative approach that uses maximum mean discrepancy, a greedy
approach in selecting prototypes. It aims to select a subset of prototypes Z that best
represent our dataset X such that the probability distribution of the data points in Z
approximates that of X. This approach is one of the preferred approaches for selecting
prototypes [33, 25] given that together with prototypes, it outputs critics, which are data
points that least represent a class and has a high probability of being misclassified.

To get the prototype and critic sets, the following attributes are required:

1. m* and n* number of prototypes and critics:
The number of prototypes and critics can be selected manually or alternatively use
€ an error term, such that the algorithm stops searching once the MMD is above
the threshold of the error.

2. Kernel function:

We use the kernel function in the MMD formula to determine the distance between

two points. The kernel ranges between 0 an 1. Values close to 0 indicate the points
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are infinitely apart, while a value closer to 1 indicates similar points. The Euclidean
distance is used in our kernel, and we use the radial basis kernel, a popular kernel

used across the literature.

3. MMD:
The maximum mean discrepancy function is generally used to determine the ”close-
ness” of two distributions. We use it to determine how well our prototype distri-
bution approximates the data i.e., we will add data points that provide the lowest
MMD compared to other samples in the data. The equation of the MMD is shown

in equation 5.2:

MMD? = — Z k(zi, 2;) — = Z k(zi,x;) Zk T, xj) (5.2)

Where:

z; is the ¢ data point in prototype sample set.
z; is the " data point in data set

k=Kernal measure

m= number of prototypes and

n= number of data points in the dataset

The goal is to optimize the function so that the function’s middle term approxi-

martes to zero.
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4. Witness Function:
The witness function is only used once all prototypes are selected. The purpose of
the function is to search for a subset of data points n, which are not represented
well by the data (outliers). It measures the proximity of each remaining data
point to the dataset as well as its proximity to the chosen prototype set. If the
witness function value is close to zero, it means the instance is not a critic, but
instances with a large positive or negative witness value are a critic. Having a large
positive and negative witness function is an indication that the instance either
underestimates or overestimates the data distribution; the equation is shown in

equation 5.3

NE

1 — 1
W==Y kiz,z;)—— Y k(z,z; 5.3
2 2k m 2K (5.3)

where:
z; is the j' data point in prototype set.

z; is the ¢ data point in data set

The algorithm of using the MMD-critic approach for selecting prototypes and critics
is described in algorithm 5.2 and 5.3.
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Start with an empty set Z = (), given dataset X
while Z <m:
Find z; which reduces the M M D?
for all z; in the X do
Calculate the M M D?
Select x; which optimises M M D?
7 Ux;

end while

Algorithm 5.2: MM D? Prototype selection algorithm

Start with an empty set C' = (), given dataset X \ Z
while C <n:
Find z; with largest ||
for all z; in the X \ Z do
Calculate the W
Select x; with largest value
C Uz;

end while

Algorithm 5.3: Critic selection algorithm
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5.3 Prototype Analysis

In this section, we describe how we analyse the prototypes extracted from the data to

determine characteristics that can be used to associate and explain the classes.

Prototype Quality

To determine the quality of the prototypes, we use the trained LSTM model on unseen
data which was not selected as part of the prototypes. The accuracy score of how well

the model predicted will help us understand the quality of chosen prototypes.

Determining class characteristics from prototypes

To determine class characteristics from prototypes, we apply various techniques. First,
we extract top key phrases from each class using Tfidf and Word2Vec. We also determine
the sentiment and perform opinion detection on the extracted prototypes. Further, we
perform a comparative analysis on the part of speech used, word length, and special

characters to determine any significant character differences between the two classes.

Using SP LIME in conjunction with prototypes

We employ the global explainer SP-LIME to determine how the model-agnostic technique
would explain prototype classes, Such that we can have an explainer that is truthful,

portable, and can be understood by a human to a degree.

5.4 Summary

This chapter discusses the approaches taken to extract, analyse and explain the proto-
typical examples. We highlighted the algorithm used and the steps that were taken to

extract the necessary results, which we discuss in chapter 6.
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Results

In this chapter we discuss the results that we retrieve from the data and analysis per-

formed as described in chapter 5.

6.1 Prototypes Selected

We apply the algorithms described in our methodology section to each of our datasets;
ISOT, COVID, and SA data. We analyse the prototypes selected for each data using

the algorithms and determine how common the sets are to each other.

6.1.1 Clustering Sets

We use our test data to acquire our prototype set for clustering. For each instance in the
test data, we select the top 20 documents it is similar to; we then remove any duplicate
indices chosen for more than one test indices to get a unique subset. After applying the
approach to our datasets, we find that for all datasets, the fake news set is larger than
the true news set by at least a margin of 12, as shown in table 6.1. This may indicate
that fake news has more variety compared to true news data. In table 6.2 - 6.4, we also
observe that the prototype sets chosen for ISOT and COVID match the Set Cover sets
highly 43% and 47%, while SA has a match rate of 51% with MMD-critic.

25
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When looking at the phrases extracted and word cloud for each set figure 6.1 - 6.6

, we observe that the sets are closely related to each other and may be difficult to dis-

tinguish between the two classes. This is especially the case for ISOT classes; however,

for Covid and SA, we can see that fake news phrases are centered around controversial

topics and show subjectivity.

Data Set Size of True Set | Size of Fake Set
ISOT 29 43
COVID 24 33
SA 20 32

Table 6.1: Table showing the size of each prototype set using clustering technique for our

dataset

Clustering | Set Cover Influential | MMD-

Set Critic
Clustering 100% 43% 21% 19%
Set
Set Cover 43% 100% 41% 31%
Influential 21% 41% 100% 51%
MMD- 19% 31% 51% 100%
Critic

Table 6.2: Table showing the match rate of the prototype sets for ISOT data
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Clustering | Set Cover Influential | MMD-

Set Critic
Clustering 100% 47% 33% 22%
Set
Set Cover 47% 100% 44% 29%
Influential 33% 44% 100% 56%
MMD- 22% 29% 56% 100%
Critic

Table 6.3: Table showing the match rate of the prototype sets for Covid data

Clustering | Set Cover Influential | MMD-

Set Critic
Clustering 100% 42% 41% 51%
Set
Set Cover 42% 100% 49% 33%
Influential 41% 49% 100% 52%
MMD- 51% 33% 52% 100%
Critic

Table 6.4: Table showing the match rate of the prototype sets for SA data

© University of Pretoria




&
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

W’ YUNIBESITHI YA PRETORIA

Chapter 6. Results

o8

left ditfer , fast f“rl.‘ousfamvilly dead town. h""llerlc holder :

deal loence se 5
supp"ﬁ qulffer scare ‘@ washmgmn post} single person .. sclinton united:
E told yahoo 5
z : i i spoke, 1rayq1

house biden!
century wire

house stalemem b m :
Charge Z“'"a ":’,".F;‘}f;;‘,“med tourlst vieigamerican left
._ . nat1 n asnetcw—lgy
- ' : state lose”
 irey ’ =eustate white
ax

tonal

i

s ead amerlcano

jacob zuma

credit john
biden spoke
court paper

ohn sawyer

ack lcommuni ty
poster proauced

o
3
®

]

L—J

bll( sn]mm)n

mk t "
seda] € 1an merlca 2 min? sTory. rest ci
;_ . resolut;on mfowars p remar defense ) defense, nato .Slabxll ze Bconomy ¢ 2 e sorit QU)a
w0 1nd Story ; g > b3l . S Surwi e
i S gt . - R I C SEB
SQRE> 25 ETN g i g o e G oL
- ;: OE.H? Ay DUbi1Lion yea trayvon martin B = wilfs "_“"‘d)
0 S0 S TR iR e ° — N e )
53\';:' FEEC S o - st S ggA
S tUs effort stabilize - e
STOSIEiD 0t c Epa Ay e g e ATty United nations N -Seo
FOVC L 0 FE VEET @S 5. : s —: g T
A e L 2-Q§m £o. % (U=R P el el
3%, WSl gEiea SEIESE - = e e =l
O Qg8 Cwx 0,3 E N 5 e (0-
= A A e o RS requested iraq g Tay e 2 b s ASSiSTaNCE requested c C_Q~
20 ©2 Eru e T L o o 2 D8] s presion wving e 7 €0
E<s O imesids = O3 S et Pidi S5
23852 1 mlC:E= let i &
£ O0:g i o S
S5 ={fo lowmg adopuonmvaswn lowmg =1t haider abadl
S o t;; ®uptas deny i gbama |[(mnr‘y.; B Slcgigu[.gneph;i%,gb‘gl blas ‘)(nl trump
158118 t is am1Cd1rect1y responsible
§ pmric—iraqi prime€dirig eummeetlng illinois=* “monday democrat illinois monday, sis irea

Figure 6.1: Word Cloud class 1(Fake)for ISOT

we rn natiom d d l n(gn]mg b@émr- t
reso ute SUPPOrt Sl I & oy o
Joshdcaplan j deputy foreign

<

oycotting Leountrys &

"I head state Idespue memberlcolumbla university i

change ‘crop%oodraft reéwte.twgn

charge axmeﬂ

agency kuna

CD
-

soug t memate ._ connnue opernewm-n hosted cooperataon councilegypt mplomancl 3! donald trumpo

;symewwgovernmen T o

. arabm umted difference talk
t soyerelgnty wesiern offor

4 Lt Tvate behrai ocal official =
appe Vll]I?(ooperatlon KEd. half year q) v §eau 1 arabla

turne:

y

arabia economi l;uwau puty united pation .;::J.O‘s.hwg.aplan;—‘

arab emuau _:
L wuthade gatar 2 3
bahram plus i
operate despitewoman child e(embev (allea(w" ry close

- t?d State SO june p(aFd > mon dent t mp re51dent on. aldghan

atar june ouncil conunue rUbber aUthOrl doed

a
I,ﬁ,,,,‘]f}ué,[\ ‘casualty=msenate agriculture ~ dan;el richman’

STIRL trags :
nanonﬂgﬁjléf] r 5
agrlculture C mmlttee [

qa(m unsuccess!ullypo 1t1c expert elgn mxnls(er med,d(e nud, ran doha mm)ster wednesday

5 nS rance r
E r
aemes (har;:e 3
plus member 3
g
B
Caplan ]oshdcap an v

d

jenies
wil

state boycotting

yentual

<hosted kuwait

ember qatar

Ealled countr Yo

killed wounded:. Securlt COU ]3“’}°m‘t‘t'?“r"305h

Alan tald® mmm.mﬂ rh::1rm::n rubber farmer

Figure 6.2: Word Cloud class 0(True) for ISOT.

© University of Pretoria



Chapter 6. Results

99

respect dignity dreamed leadmg
arrestlng people
cure covid claimed doctor

“Spanish authority

Ezﬁi?cr%é‘lk%”gco‘d‘é?e‘%%fme

caught covid ~
ost llfel;t)tp s p]_e a g d

e ectlve cure dOCtOr lostsmple herbalc

authority arrestlng
boiled cure “water garlic

gnity caught nation respect coVvl 51mple

attend massSiife covid

leading navaio

Figure 6.3: Word Cloud class 1(Fake)for COVID Data

curve num sense oklaho ma ® g l d o bt %L?tl?) ]gdn%etw%p
mau today dg C a e d1ger ‘stay

toll

people Qﬁﬂllglfrceed& stop cov1d

< co esearch impact
h cur sting -
f - £
. : : stay staer
exi dvu = 3 y ste
5 3 3 covid live
. b & covid alaska
5555555 i

term autofee
year fresh (<o

= news

source j:ech

N Q] e r ca Se cryc1a1 d1 .<§m'2§mmc;g
épanlc ed GOVl Jn(gnnxpw . major perSpqgo-ta;lattEHEdglr-houmacde]Ela
Eé ((((((((((

news sociale d sufferlng cov1d . d real ‘sen Set bttp 1nd1atodayk
order control™."." Covgspre:g-l dlncreasmg border
f

el

accine COVl """"""""""" "y
ferenea.cowiecalled int S?um';iﬁ?f[mg

l
@gﬁﬁﬁfuba vacc1ne

Figure 6.4: Word Cloud class 0(True) for COVID Data

lady

© University of Pretoria



&
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA

W’ YUNIBESITHI YA PRETORIA

Chapter 6. Results

60

genderdiverse personii:iiiychef bonkingi “efootage tWitler aoied Worker ST i

camera bonkingfree state
Ky «w-deadly poilson Compromlse health power:

<~ Woman 100se memnmn morder o e gtemptation people]:m "f00 .watch} vide,

cOrr ctl Sar

ITed amnesty e

imopen church 1800 2 Se”

blebgzmm mzansistories

lyttelt

ontrol watch_ thing corona

ngg ork

Q r d.@ red S2 i chef caught;

residential complex

Ir ace rrmun

O
]
r-f
C
Sepd s
3

Stfort curb ~Ui i 3 gender dynamix
AL AR o i nwenl 1qokr™se My

‘rprp:s"r m{n: " "W i :é W m a <l attacker (ook
§ throy hand : 5‘: S.c e ‘0 vide video

g fincitement violence . € state a, r)(u (ure Se:url orce olice station
(O:decision open. e b ‘ f -t l O N

st Eurrently A A AR T v

grenade attack-hartner caughtS p '
.5@ g workplace place, . P rervice aepar:n%m_g' : pol]‘ml t]:,S:a ]‘ Ob eCt lVAeL
°:Ccau ht ~camera: ”ghtf”l F i deol
St S A i f orig vishnu e
o watch videoi:
O: "-:J(wu!er blebgzmwi murder uue—ouu ravel ing remrxa g 03 -"‘"Mﬂ polic *’vloltn(e terrorism gworry brig =
‘51&3 place temptation ;: shie - §e
= blShO akes s 2.3
:,:L et ppp 3 m; mm 1v1n g”wqqagmughtfu“ lynﬁhtlme workplace

4 2 tried shool 1. 14kal & ; = —~ “*“hope mlnlst ry
—‘:=L|_S‘,’f°918 ! il ‘ p trans genderdiverse

z' o igh cour R G - aTrikaans inucusly SwearT
‘contain v1rus';8ﬁM§§hlAM}U8m ‘Tnourishment healing

Figure 6.5: Word Cloud class 1(Fake)for SA Data

53 nela provmce
i ture medium

adding ailway .global pgrat*o

kroonstad free ontent

productu:‘ standar

agency I op Lralld Uansn((

halt operation % Poob'e

maverick™insi

3D =

FF.comm gy;lea
prevmusly reporte people sust

mike agefovit u hild spendings 3 ained
H 5 collided, railway 3 By G
3: é ; *-’mgh gou‘rt_ § g §§ o
o is o © injiry early | EHE
O% Se S collisjon january 4 =oE o
P r = kroon ad retof 3 Sig o
e 54 & jacob zuma J 2ida5h
& child school " & th af “:’ gauteng January : R Frec!
e sou rica =3 l rema (= [ -
v] chi Scnclllosmn oo 50 ith, gfricap™ 2. Qoveitabie mina " r en ‘t g 85T
& tlmi T ARSI ety @8 s k) oc down Tegulatio b r¥% 53
ke hayel J,tsha lam y__81® fo Sosey peopie gulati : anner _ & s
ot g ~ 3 =% =
2 .bos threatened ™ ' @ eopie diciflls! & 8 ney1'passenger : g
C ol 's"candln dis te people ermelofll 34 e: o died injured 2 5
o 8 pu orabia regionsl i Tl g rasa geldenhuis £ 2
&
d

dlspute city

fac ing nm eliz aaeth }Dhannesburg (ommlss,\ fail
Ob ga be e
enior corporate

come tell. -
protection pollcyholder

D egu

ear ly yocomot ly

) - ermelo mpumaldnga ini e t 10n
> °
: § grab A= vt a X 1 b 0S corruption deal :
a2t £ = ) outside st envilla =
ze2 free states? & _outStandmg et (3
S s ia
o -~ -1 cing lockdown g H fog
:’3 station near < 2 bosasa gavin : , 5
> Gs T4 M angelo agrxzn 3 2
&z s & 5 3 H a1, 3
3 Si 43 town taxi g B L
3; ecture held: - ’ injured people  failingZinvestigate
5 ! SﬂO[ﬂFUpthﬂuw\{y,g;CCh railway yd'd. killed E\Juved ar g L] Clty ihalls

wmetrorail train®

shipping container
t a X people killed S
train route
affoir panager
egdiim sport

s siineseriti commlssioneificn glickalevidence, Corruptlon“"“m““ ior

ermelo collision examinati sustained minor
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6.1.2 Set Cover Sets

Set Cover has a larger set of prototypes selected compared to clustering, as shown in

table 6.5. Unlike clustering, we observe that the prototype sets for Set Cover are slightly

larger for true news compared to fake, but given that the variance is smaller between

the classes, it indicates similar variation.

When observing the matching rate, table 6.2-6.4, of each set we observe that ISOT
and COVID sets have a higher match rate with clustering sets whilst SA set has higher

rate with Influential instances set. Looking at the word cloud phrases in figure 6.7-6.12,

similar to clustering, the top phrases can be difficult to distinguish between classes; how-

ever, for SA and COVID fake news word cloud we notice phrases such as farm attack and

farm murderer and around covid cures which are controversial and subjective compared

to true news phrases.

Data Set Size of True Set | Size of Fake Set
[SOT 230 225
COVID 174 171
SA 123 119

Table 6.5: Table showing the size of each prototype set using Set Cover technique for our

datasets
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Figure 6.8: Word Cloud ISOT prototype output for class 0(True) using Set Cover
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Figure 6.9: Word Cloud Covid prototype output for class 1(Fake) using Set Cover
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Figure 6.10: Word Cloud Covid prototype output for class 0(True)
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Figure 6.11: Word Cloud SA prototype output for class 1(Fake) using Set Cover
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Figure 6.12: Word Cloud SA prototype output for class 0(True) using Set Cover
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6.1.3 Influential function sets

For influential instances, the prototype sets are not automatically chosen. The algorithm

will tell us which instances are the most influential and harmful. We then choose the top

100 instances, which are the most influential, and the top 20 harmful instances. From

the top 100 influential examples, we show the split per class in table 6.6 and observe
that the true news class makes up 47% of the set and fake news 53% for ISOT and SA
data, similarly for COVID set we find true news is 44% and fake news 56%. We observe

that the top 100 influential instances have a higher match rate with MMD-critic sets.

Data Set Size of True Set | Size of Fake Set
ISOT 47 53
COVID 44 56
SA 47 53

Table 6.6: Table showing the size of each prototype set using Influential technique for our

dataset
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Figure 6.13: Word Cloud ISOT prototype output for class 1(Fake) using Influential instances
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Figure 6.14: Word Cloud ISOT prototype output for class 0(True) using Influential instances
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Figure 6.15: Word Cloud Covid prototype output for class 1(Fake) using Influential instances
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Figure 6.16: Word Cloud Covid prototype output for class 0(True) using Influential instances
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Figure 6.17: Word Cloud SA prototype output for class 1(Fake) using Influential
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Figure 6.18: Word Cloud SA prototype output for class 0(True) using Influential instances
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6.1.4 MMD-Critic Sets

The algorithm automatically selects MMD-Critic sets; we find that the size of the sets is

larger for fake news compared to true news, shown in size split table 6.7. This indicates

there is more variation in fake news compared to true news. We further select the top 10

data instances with a high witness score. Finally, we compare the critics to the harmful

instances selected in influential instances and find that the chosen set is 57% match.

It is observed in figure 6.19 to 6.24 that true phrases are more neutral and have a less

aggressive tone to fake phrases as we can note that there are words such as farm attack,

deliberately negligence, people dead in the fake news phrases.

Data Set Size of True Set | Size of Fake Set
[SOT 54 113
COVID 49 92
SA 42 87

Table 6.7: Table showing the size of each prototype set using MMD-Critic technique for our

dataset
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Figure 6.24: Word Cloud SA prototype output for class 0(True) using MMD-Critic technique
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6.2 Quality of prototypes

We need to determine the quality of the prototypes to ensure that the information we
extracted is truthful and portable to any use case related to misinformation classification.
As described in [7, 8] to determine the quality of prototypes, we train a model with the
prototype sets and determine the accuracy percentage when predicting unseen data. The
prototype set with the highest accuracy has the highest quality. We train our prototype
sets using an LTSM and observe the prediction accuracy in table 6.8.

Across the four example-based methods, we observe that the prototype sets with the
highest accuracy are Influential and MMD-Critic; although the two methods have an
accuracy of less than 70% we believe that if we manually select the prototype sets to
be larger, the accuracy value would increase. Therefore, in the next section, we further

process both the Influential and MMD-critic to determine key characteristics we can

extract.
Data Set Clustering | Set Cover | Influential | MMD-Critic
ISOT 36% 41% 67% 1%
COVID 33% 39% 56% 59%
SA 31% 34% 47% 53%
Table 6.8: Table showing the quality of each prototype set by observing prediction quality
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6.3 Further Processing of Selected Sets.

In this section, we further analyse the two prototype sets with the highest quality mea-
sured by the prediction accuracy. First, we look at the top phrases of each set; we use
them to perform sentiment, opinion detection, and word analysis. We further use a
model agnostic explainer on the sets and, lastly, use a probing technique to determine

linguistic properties.

6.3.1 Analysis of Set Phrases

As seen in Appendix D, the prototypical examples from text data are just a list of sen-
tences where one can not distinguish the key characteristics between the classes. We
take advantage of the SBERT functionality, keyBERT, which uses the embedding of the
model to generate keywords and phrases from a document by calculating the cosine sim-
ilarity of each generated key phrase to the document. We select the top 10 key phrases

with the highest similarity score.
It is observed in figure 6.25 to 6.30 that true phrases are more neutral and have a

less aggressive tone to fake phrases as we can note that there are words such as farm

attack, deliberately negligence, people dead in the fake news phrases.
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Top 10 extracted phrases of Fake and True news from prototypes
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Figure 6.25: Figure showing top 10 phrases extracted from ISOT MMD prototypical set

examples. Green phrases are true news phrases and red fake news phrases
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Figure 6.27: Figure showing top 10 phrases extracted from SA MMD prototypical set exam-

ples. Green phrases are true news phrases and red fake news phrases
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Figure 6.28: Figure showing top 10 phrases extracted from SA Influential prototypical set

examples. Green phrases are true news phrases and red fake news phrases
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Figure 6.29: Figure showing top 10 phrases extracted from Covid MMD prototypical set

examples. Green phrases are true news phrases and red fake news phrases
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6.3.2 Sentiment and opinion detection

We examined both sentiment and subjectivity from the prototypical examples. We used
the textblob measure of subjectivity and polarity to determine whether the text classes
are more positive, negative, neutral, objective, or subjective. As can be observed in
figure 6.31-6.35, we find that overall, fake news displayed in the orange bar is more
subjective compared to true news displayed in the blue bar; however, when it comes to
South African text, we find that true news is more subjective and fake is more objective.
We further observe in figure 6.33-6.35 that true news is more positive than fake news.
Another unique observation of the South African dataset is that it does not have neutral

text when analysed with the MMD set.
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Figure 6.31: Figure showing opinion mining results based on the objective measure of textblob
from all three datasets. It shows the percentage count of the text values that where subjective

compared to objective
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Figure 6.32: Figure showing opinion mining results based on subjectivity measure of textblob

from all three datasets. It shows the percentage count of the text values that were subjective

compared to objective
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Figure 6.33: Figure showing sentiment results based on polarity measure of textblob from all

three datasets. It shows the percentage count of the text values that were negative
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Figure 6.34: Figure showing sentiment results based on polarity measure of textblob from all

three datasets. It shows the percentage count of the text values that were neutral
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Figure 6.35: Figure showing sentiment results based on polarity measure of textblob from all

three datasets. It shows the percentage count of the text values that were positive
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6.3.3 Word analysis
Word length

Next, we observed if there were any significant differences in the average words between
fake and true news data. We find that, on average, between the three datasets, fake
news is about 18% less compared to true news, and we further observe that fake news
has more words in capital, showing a more aggressive tone. Finally, we show the average

words and capital word counts in table 6.9.

Data Average Words | Average Upper
Covid True 35 3
Covid Fake 14 7
SA True 336 2
SA Fake 274 3.5
ISOT True 463 5
ISOT Fake 328 7.5

Table 6.9: Table showing the average words and upper case words in the prototypical example

dataset
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Word comparison

We use the Scattertext library to plot how fake and true news words differ in words and

the intersection points between the groups. For example, in figure 6.36-6.38, we note

that true words for covid data that are not used in fake news are words such as http,

story, covidoutbreak, trending, and social; which are very neutral words that are not

persuasive or negative. While fake news has words such as viral, country names, image,

and kill, which are commonly associated with controversial words or topics.

E. Top True
§ trump
= |3 . resident ' yearsouth africa
§ § y trump iteq Parliament regd south city
= considered i i :
2 |g survey insider states capture rcent premiercommittee . africa president
slE commentary ¥ o state capture | o . 10335 * 'hmﬂ'f * black committee
i . . . "
contributions o united states . league | 9UPIa ,assembly story “fall site effect . findvideo ;
o9 multimedia . gi e ' *conflict ° . N o a0 e @ . A .o election
already insider g qCoaliton * diSCUSannual - o - player e Qe L ee g o, fam parliament
multimedia user o o o . * wife investiqati
unity | ¢ % e o attacker investigation
B -e support
eskom' © o 00 i
. . united
o o= N nt
business report e ¢ ¢ *  husband cape town
- anc.
recent year o o % ’"":°“'V former
power utiity ¢ ®e * racist insider
numsa ¢ N
N ¢ office
public interest
° vision s . .george survey
2 handled whilst
g ~public enterprise apanm S e e . mzansi Top Fake
ublic fun .
puble t asia firing hectare ) tail , . Pane prophet farm
death classified nene y ajax  flag fill W aty o o o2 . .
ame titled l pitch pull owns Ry S, e 8. maried video
declare Sl s, ‘totally
legal board  revised , . . P o e black
desire pool wits tech S s e . « anymore )
’ arts hani cast 7 N Wwhite
jobs . r AV . LI
. jones wing skin liberal
jeff " rush b ioeral
year earlier serf y larger 4 oJouba
) ) piet irene o ¢ .o do attacker
coronavirus pandemic / ¢ . @ & #S . @ .
thandi PP ? 1 cade e M wife
almost certainly curb . P ] . .
; ly J/ / s 7 S e R L g epastor lockdown
religion . 'I 0?0 e’ oo VUS racial . .
take note featured / / mainstream medium  communist
accidental wiap L °% e y racist
sacrifice video show . / ‘/ . / ./ . . globalist
= - lleo Ld / /a Io N o coffee church
g N . o .
g fridays wetking, pon” | oo, o goutd, Al ot _}.- 4 bbes covid
£ will - white family virus
Fake Frequency
T T T 1
Infrequent Average Frequent

Figure 6.36:
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True document count: 400; word count: 104,497
Fake document count: 400; word count: 79,970

© University of Pretoria

Characteristic
ramaphosa
covid
twitter
malema
eskom
mkhwebane
dlamini
lockdown
zuma
magashule
zondo
sassa
afriforum
coronavirus
maimane
gordhan
mzansi
bushiri

zille
mbalula
globalist
gigaba
whatsapp
bbbee
tshwane
facebook
tweeted
instagram
cepvirus
bosasa

Figure showing word differences and similarities between the two class groups
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Figure 6.37:
in ISOT prototypical examples
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Figure 6.38:
in COVID prototypical examples
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Figure showing word differences and similarities between the two class groups
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6.3.4 Linguistic Properties

Given that we are dealing with language data, we also need to observe characteristic

differences in linguistic properties. We, thus, observe the part of speech from each class

in the prototypes shown in figure 6.39 to 6.41. The most significant differences are noted

regarding noun usage in the ISOT prototype examples, where true news uses more nouns

than fake news. Overall across the datasets, true news text use past tense verbs(VBD)

and prepositions(IN) more compared to fake news, while fake news has more adjective
(JJ), verb base form(VB), and verb 3rd person(VBZ) compared to true news. It is

further noted that ISOT fake news text has more pronouns than true text compared to

the rest of the datasets. South African text data has more foreign words(FW) than the

rest of the dataset’s text; this may be because South African text is usually used with a

combination of colloquial words.

0

25 o

20 o

15 -

10

POS tag per class-Covid

label
True
Fake

Figure 6.39:

NNS IN VBZ DT VBD WDT VBG JJS VBP VBN RBS POS WP TO CC RB
index

Figure showing part of speech tag for Covid prototypes
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Figure 6.40: Figure showing part of speech tag for ISOT prototypes
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Figure 6.41: Figure showing part of speech tag for SA prototypes
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6.3.5 Prototypical examples used with SP-Lime

We use the LTSM trained to perform model agnostic global explainer SP-Lime to de-
termine any additional information that can be extracted using both example-based
explainer and model agnostic explainer. The results of the explainer can be seen in
figure 6.42-6.43. We find that the most relevant words indicated by the explainer are
similar to what we observed in the scattertext output, where text classified as fake news
has words that evoke emotion and are centered around a controversial topic whilst true

news is more neutral and objective.

Prediction probabilities True

. ) total Text with highlighted words
rue - _
s CovidPandemic il number @§¥il 888 Bangladesh reached i indiatoday World §0ry bangladesh (SN0 KNl BE88 dcath foll latest april
Fake ool
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world|
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‘mTs(
Take
e
daily
ool
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roe = poner ’ mE o
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o
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|Watney

Figure 6.42: Output of using SP-LIME with Prototypical examples to explain and indicate

prevalent words for true news class
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Figure 6.43: Output of using SP-LIME with Prototypical examples to explain and indicate

prevalent words for Fake news class

6.3.6 Critics and harmful instances

The advantage of both MMD-Critic and Influential instances is that they indicate which
instances are harmful or are outliers to a class. MMD automatically selects the critics
for each class, and 10% of the selected critic set belonged to true news, whilst 90% of the
instances belonged to fake news. This indicates that models are more likely to misclassify
fake news instances as true news.

We analyse phrases and the output of an attribution map for the top harmful influ-
ential instance and MMD-critic instance for fake news class (1).In figure 6.44, we can see
that the phrases selected for the harmful instances are very similar to that of true news,

making it difficult to distinguish between the classes.
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Figure 6.44: Output showing comparison of phrases selected for harmful instance of fake
news data to that of a true news instance

Contribution?  Feature
+3.403  Highlighted in text (sum)
+1.365 <BIAS>
... 13 more positive ...
... 4 more negative ...

every time terrorist murder innocent person falsely invokes name god insult every person faith terrorists worship god they worship death pieSident donald j
trumpdonald trump insisted speech addressing global islamic extremism muslim [@@def must scare terrorist submis

Figure 6.45: Output of using attribution map to determine key features for harmful instance
indicated by influential and MMD-critic
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6.4 Summary

We used four approaches to select prototypes on three of our datasets; once we had
our chosen sets based on the algorithms, we measured for each set the quality of the
prototypes. Influential instances and MMD-Critic produced prototype sets with the
highest quality; for these two sets, we explore if there are any character differences
between the two classes. This is applied across the datasets to determine any differences

between the datasets. Below we list some of the significant differences which we observe:

o In section 6.3.3, we performed word analysis, and the result across the datasets
led to the conclusion that Fake news is shorter in length and contains more capital

words.

o In section 6.3.2, we measured the subjectivity of the prototypes and observed that

Fake news is more subjective and often opinionated.

« Using POS tagging in 6.3.4, we were able to conclude that Fake news uses more

adjectives, verb in 3rd person, and pronouns in linguistic properties.

« By observing the output of the word cloud images, word comparison’s from scat-
tertext, and phrase extraction, we note that Fake news phrases are more aggressive

and are always around controversial topics.

o In figure 6.40 POS tag results for South African data and 6.36 the scattertext
output; We determine that South African fake data has more foreign words as

more colloquial words are used.

o Further, from the POS tag in 6.3.4, we can also say South African text is either

positive or negative, with hardly any neutral text.

o Lastly, South African fake news is less subjective and more objective compared
to the rest of the datasets as per the output of subjectivity analysis performed in
6.3.2.
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We also observed from harmful instances that fake news text could be very difficult to
detect by a layperson. However, by using linguistic properties, a linguistic expert can de-
tect the slight differences that exist. Consumers of news can use the above characteristics

to determine the probability of fakeness from text data.
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Chapter 7
Conclusions

This chapter summarizes the research work presented in this study. We revisit our

research questions and discuss the main findings. We also discuss proposed future work.

7.1 Summary of Conclusions

In this research, we discuss the problem of interpretability in natural language processing,
specifically with respect to misinformation classification tasks. We want to determine
what behavioural factors can be used to distinguish a misinformation class and which
interpretability model is best suited for interpreting misinformation data.

In chapter 4 we used the commonly used interpretation methods for natural language
processing, methods which output attribution maps by highlighting the most important
words and phrases in a prediction to explain the prediction outcome. We found that
the attribution methods were faithful in their interpretation. However, given that they
explained a single instance, it was challenging to determine common characteristics of a
class and clearly determine the characteristics, if any, of misinformation data.

In chapter 5 we used example-based techniques for model interpretation to determine if
any key characteristics could be used to explain the prediction between the two classes.
We found that with natural language; prototype selection methods, unlike images, one
cannot easily determine the differences and explanations of the predictions of the two

classes. We, therefore, further probed the prototypes of each class extracted using vari-

92
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ous techniques and tools to determine the character and linguistic differences. We found
some significant differences in word length, tone, subjectivity, part of speech, and sen-
timent as described in chapter 6. We further found that more fake news instances are
critics compared to true news, showing that fake news curated tries to mimic the prop-
erties and authenticity of the news piece.

From the results obtained in chapter 5 and 4 we were able to compare prototype/example-
based methodology with the most commonly used algorithms. We note that with
example-based methods, one can extract a sample of the data which best represents
a particular class. Then from the sample, easily extract characteristics that make up the
class. The key difference’s between example-based techniques and common techniques
is that with example-based techniques, one could make characteristic differences before
having to train a model. In contrast, most techniques require a model to be trained
to extract patterns. Further, examples extracted may help build mental models using
the prototypes and critics to achieve better human interpretability. However, when it
comes to natural language processing, using both techniques to achieve interpretability
in misinformation is best suited to truly understand the data and extract key information
between the classes. Lastly, given that most of the characteristic differences between the
two classes observed require a language expert, the method may be extended to include

human-in-the-loop to determine the prototypes’ robustness, faithfulness, and quality.

7.2 Future Work

There are more insights that we can achieve from the prototype methodology. We list

below some potential avenues for future research, specifically in disinformation:

« The quality of prototypes and critic sets selected can change based on the kernel
used in MMD-critic and how we represent the data. Using MMD-critic as the
algorithm, we can explore how the prototype and critic sets differ if a string kernel

or sequence embeddings is used to capture the sequence of the documents.

o Determining the quality of the prototypes is crucial and needs further exploring.

Current literature proposes, together with training, a model to have humans in
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the loops to assess the prototypes to determine their quality and characteristics.
In the future, we can extend our research by adding a human-in-the-loop measure,

more specifically, linguistic experts, to examine the quality of prototypes.

o Lastly, Given the distinct key patterns observed, we can explore building an in-
trinsic interpretable pipeline. Which will have two phases, with the first phase
extracting key feature attributes from the text and then using the feature at-
tributes as feature inputs in a logistic regression model or any white-box model.
Such that we can distinguish if, over time, we can have key features that can be

used in white-box models to classifier misinformation.
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Appendix A
Appendix 1

The first Appendix shows the word analysis images discussed in the exploratory data

analysis section in chapter 3. We show visually word cloud and tri-gram output of our

three datasets.
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Figure A.1: Word Cloud class Figure A.2: Word Cloud class

1(Fake) word clod image. 0(True) word clod image.
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Figure A.3: Word Cloud class
1(Fake) word clod image.
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Figure A.5: Word Cloud class
1(Fake) word clod image.

A.1 Word Cloud analysis
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Figure A.4: Word Cloud class
0(True) word clod image.
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Figure A.6: Word Cloud class
0(True) word clod image.

We observe that the prominent words in fake news are similar to that of true news.

Showing it is difficult to separate fake and true news by just using prominent words.
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Appendix 2

In this Appendix we show the results of unsupervised topic modelling with the gensim

model as described in Chapter 3.
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Figure B.1: Bi-gram topic analysis for ISOT Data
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Figure B.2: Bi-gram topic analysis for Covid Data
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Figure B.3: Bi-gram topic analysis for SA Data

B.1 Topic Modeling

We show the three main topic themes across each dataset.

© University of Pretoria



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

A 4

Appendix C

Appendix 3

In this Appendix we show the results of unsupervised topic modelling with the gensim

model as described in Chapter 4.
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In this Appendix we show the results of using MMD-critic approach to extract prototypes

as discussed in chapter 6. We extracted prototypes for each dataset.
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Figure D.4: Extracted True-ISOT class prototypical examples
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Appendix D. Appendix 4
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Extracted True-SA class prototypical examples

Figure D.6
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