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Abstract The South African Local Government (SALG)
uses the tendering system to procure goods and services.
Some of these tendering projects are aimed at promoting
socio-economic and industrial policies. Hence, the tender-
ing system used by SALG should be fair, transparent, com-
petitive, cost-effective, equitable, and free from corruption.
However, the mismanagement of the tendering system might
lead to interruption of operations, late service delivery, ris-
ing costs, and most importantly, fraud and corruption. The
use of paperwork to share project information might lead to
the mismanagement of the tendering project because it might
contribute towards illicit altering of project information dur-
ing the process. The purpose of this study is to develop a
Blockchain prototype that might be used to securely share
project information with all the parties interested in the ten-
dering project. It is recommended that the adoption of the
proposed solution will enable various organisations to have
access to real-time data, allowing them to have access to
the entire project history regardless of their geographical
location. Access to real-time data would promote real-time
auditing and digital forensic investigations because both
auditors and investigators will have access to credible digital
evidence or project information of their interest in real-time.
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1 Introduction

We are living in a digital world where most people are
exposed to digital information. This digital information is
driven by the advancement of technologies that are being
used daily. Digital information requires electronic devices
that have the capabilities of processing and manipulating
digital data. These capabilities tend to affect the perception
of society as they rely in some way on how we collect, pro-
cess, analyse and retrieve data more easily and efficiently.
Some of these capabilities also play an important role when
it comes to new innovations in information and communica-
tion technologies (ICTs). The evolution of these technolo-
gies has positively benefited society by providing access to
information and improving communication channels. The
internet is one of the most used platforms that provide such
services. Adversely, various risks come with the usage of
the internet. These risks include identity theft, cybercrime,
fraud, and many other malicious activities [1, 2]. The most
used electronic devices that are targeted by these activities
are computers and mobile devices. However, these cyber
threats do not stop the adoption of ICTs as a tool that aims at
enhancing the standard of living [3], because as ICTs evolve,
new mechanisms are being implemented to address some of
these risks.

The South African organs of state have also adopted
the use of these devices as a tool that enables them to per-
form some of their tasks. Even though some of their tasks
are still using manual processes, where they rely heavily
on paperwork to accomplish certain tasks. For instance,
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various South African organs of state collect tendering
information through the use of paperwork, which will then
be captured and converted into a digital format. Tendering
is one of the methods used by these organs to deliver some
of their basic services. Tendering can also be regarded as
a process that enables the government to procure goods
and services from a contractor, which is an organisation
within the private sector in most cases. Tendering data
is collected whenever there is a call for tender projects.
During the tendering process, there might exist some
negative activities or irregularities that seek to undermine
the norms of a tendering system. The following section
explores this problem statement in more detail.

1.1 Problem statement

The current South African tendering system still relies
heavily on manual processes, which requires skilled
personnel to deal with manual forms and also adminis-
ter the entire process [4]. The main reason behind using
paperwork is to accommodate all the participants includ-
ing small and new contractors because some of them are
unable to share their projects due to various reasons. Some
of the reasons are; lack of internet access or personal com-
puters, which lead to the usage of files to store their project
information. Project information plays an important role
when it comes to awarding a tender to a particular contrac-
tor since it reflects the competency area and project history
of a particular contractor. All contractors are required to
submit such information when they are applying for a ten-
der. Some of this information will go through a verification
process, whereby a referee will then be contacted regard-
ing a specific item indicated on the documents. A referee,
in this case, might be either a client of that particular con-
tractor or someone who might provide more information
or clarity. Some of the tools that are used to share project
information are reports, meetings, presentations, site vis-
its, and other intermediaries such as trusted third parties.
Through these processes, information might be altered for
corrupt purposes at any given stage.

Therefore, the primary problem of this study is that
paperwork is used to share project information, which might
contribute to the illicit altering of information during the
process. This might also affect the fairness, transparency,
data integrity, and competitiveness of the tendering system.
To provide a solution to this problem, the following ques-
tions are also addressed:

e Research question (RQ) 1: how does the tendering sys-
tem work in the South African context?

e RQ 2: is distributed ledger technology (DLT) a possible
solution to the identified problem?
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e RQ 3: how does transparency, accountability, and integ-
rity of data in a potential solution work and how will it
contribute to digital forensics?

1.2 Research objectives

There are various ways of providing a solution to a problem,
however, there are certain goals that need to be set before
attempting to solve a particular problem. Therefore, this
study addresses the following objectives:

i. To investigate how Blockchain as a technology work
and how data transparency and accountability are
achieved. Blockchain technology (BCT) can be viewed
as peer-to-peer decentralised, DLT that is replicated to
all nodes participating in a network [1].

ii. To develop a Blockchain prototype that allows various
organisations to share project information securely and
efficiently. The proposed prototype might also be used
to improve the current tendering project communica-
tion in South Africa.

iii. To investigate how digital forensics might be applied
to trace the accountability of the records or data.

The remainder of this study is structured as follows: the
adopted research method is detailed in Section II. A brief
overview of the background details related to the tendering
system landscape and the adopted technology description
is detailed in Section III. Section IV provides the details of
the proposed model used to distribute project information.
Section V explores the design of the proposed model. The
application of the proposed model is demonstrated in Sec-
tion VI, whereby a fictional use-case scenario is provided.
The details of the ShareTendPro model results are discussed
in Section VII. Thereafter, Section VIII depicts the evalua-
tion of the research study by outlining some of the benefits
and shortcomings associated with the adoption of the pro-
posed solution. Finally, the last section, which is Section IX,
provides the conclusion of this study, which includes a recall
of the problem statement and future work.

2 Research methods

This study has adopted the following research methods
to achieve the desired objectives, namely: design science
research (DSR), literature reviewing, modelling, theoretical
use-case, and prototype methodologies. This study adopted
the DSR because it is a problem-solving paradigm that seeks
to develop or enhance an artifact with an aim of improving
the functional performance of the existing tendering system
[5]. In order to understand the identified problem, a brief lit-
erature study is detailed to explore how the tendering system
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Fig. 1 Adopted research methods

work in the SALG, which also includes how the adopted
technology work in general and some of the related work.
After obtaining a holistic idea of how the tendering system
work, then this study proposes a model that can be used to
share project information securely and efficiently with all the
parties that have an interest in it. Hence, the modelling meth-
odology was adopted to achieve this objective. Additionally,
this study also uses a theoretical use-case to expand the idea
behind the proposed model, which is based on a fictional
use-case scenario. Lastly, the prototype methodology was
adopted to implement the proposed solution to provide a
proof of concept'.

Figure 1 depicts how these various research methods were
adopted.

The following section focuses on the background details
that seeks to provide an in-depth on the identified problem,
as well as outlining some of the terminologies used within
this study.

3 Background

This section is classified into three subsections namely: the
current tendering system used by SALG, the adopted tech-
nology description, and related work. The current tender-
ing system used by the SALG focuses on the background

details related to the tendering system used by the SALG.
The adopted technology description focuses on the back-
ground details that seek to explore the technology solution
adopted by this study to implement the prototype of the pro-
posed solution, while the related work focuses on some of
the related work that can be associated with this study.

3.1 The current tendering system used by SALG

The delineation of this study lies in sharing tendering pro-
ject information amongst organs of state that fall within the
SALG because it is the smallest sphere used by the South
African Government to deliver some of the basic services
to the surrounding communities. Additionally, most of these
services or projects have a direct impact on the surrounding
communities. The SALG is divided into three categories
namely: Metropolitan (Metro), District, and Local Munici-
palities [6]. District and Local municipalities share their
responsibilities when it comes to executing some of the pro-
jects, while Metros are regarded as standalone municipalities
since they report directly to the Provincial Government.

The Local Municipalities (LMs) are responsible for all
the tendering projects that fall under their mandate, even
though some of these projects are overseen by their District
Municipality (DM) [7]. The execution of these tendering
projects requires municipalities to contract suppliers which
are capable of executing similar projects. Thereafter, all
these municipalities are also required to share some of their
project information with the affected parties, such as Com-
munities and Investigators. Communities act as the benefi-
ciaries of some of these projects, while the Investigators are
responsible for investigating irregularities that might occur
during the execution of some of these projects. Additionally,
these municipalities are also required to share their financial
reports of these projects with their Auditors because there
are responsible for overseeing how these municipalities use
public funds. The communication channel used by these
municipalities to share project information is structured in
a centralised manner whereby municipalities are seen as the
centre that distributes project information to all the parties
that have an interest in the project information, as shown
in Fig. 2. Furthermore, this communication channel relies
heavily on paperwork to share project information, even
though some of this information is used for decision making-
purpose, especially when it comes to awarding a tender to
a particular supplier. Therefore, Fig. 2 seeks to summarise
this concept by providing a high-level visualisation of how
the current project information-sharing work.!

! Note that the prototype processes adopted during the implementa-
tion of the proposed solution are similar to the ones outlined by [52].
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Fig. 2 Current project informa-
tion sharing concept
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This section has outlined an overview of how the tender-
ing system works in the SALG, which includes identify-
ing various stakeholders. Therefore, the following section
seeks to explore the adopted technology that might be used
to share project information securely and efficiently.

3.2 Adopted technology

This study adopts DLT as the technology solution that might
be used to address the identified problem. ASTRI [8] defined
DLT as a “technology protocol that can be used for devel-
oping a replicated and shared ledger system that stores a
wide range of assets and transactions in a distributed man-
ner”. This implies that a distributed ledger (DL) is regarded
as a shared ledger system since its records of transactions
are maintained across several locations or among multiple
nodes, regardless of their geographical location [9]. Fur-
thermore, it implies that all the nodes that are found within
that network have the same copy of the ledger. Hence, a DL
does not consist of a central repository or a single point of
failure like a centralised ledger system. However, every time
when a specific node in a DL has made some valid changes
on the ledger, those changes are propagated automatically
and shared with other nodes that form part of the network.
Additionally, this mechanism of sharing information ensures
that there is no single point of failure and it is also aimed at
maintaining data integrity across all the nodes within that
network.

Note that the DLT has become more prevalent in 2008,
after the circulation of a white paper titled “Bitcoin: a
peer-to-peer electronic cash system” authored by Satoshi
Nakamoto [10]. The white paper proposed a solution for
the financial industry that addresses the issue of double-
spending and eliminating the norm of using intermediar-
ies. However, the ideology of the proposed solution existed
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theoretically [11, 12], until 2009 when the first DLT imple-
mentation (Bitcoin system) emerged [10]. The underly-
ing technology used to implement the Bitcoin system was
termed “Blockchain” technology. Blockchain refers to the
ways in which the proposed system stores and organises its
information. The word “Blockchain” is a combination of
two words namely “block” and “chain”. This is due to the
fact that “Blockchain” technology use blocks to store their
information, and these blocks are linked together to form
a chain-like data structure, hence “Blockchain”. As time
progresses, similar ways of organising and storing infor-
mation emerged which led to the term DLTs as a broad
term used to categorise such technologies [9].

Various DLTs support or use the Blockchain data struc-
ture to organise and share their information. However, all
the frameworks that adopt the use of Blockchain data
structure can be classified into three categories namely
[13]:

e Permissionless (public) Blockchain allows any member
of the public to join the network and participate in it.

e Public-permissioned Blockchain allows any member of
the public to verify the records or transactions stored in
the network.

e Private-permissioned (private) Blockchain allows spe-
cific members to participate in the network, hence it is
designed to support private network configurations.

There are various Blockchain frameworks that might
be adopted to implement a distributed solution that seeks
to address the identified problem. Therefore, the follow-
ing subsections explore the most popular Blockchain
frameworks which are Bitcoin, Ripple, Ethereum, and
Hyperledger-fabric (HLF) [8].
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Table 1 .Comp arison of Requirements Blockchain framework [8, 27, 28]
blockchain frameworks
Bitcoin [10]  Ripple [16]  Ethereum  HLF
[29, 30] [29, 31,
32]
Support cross-industry application development \/

It must not rely on a native cryptocurrency
Support private Blockchain configurations

Support SC

It must not rely on miners to add new transactions
It must support a data auditing mechanism

Support Blockchain data structure

v

<L <
<.
LR =X

1. The Bitcoin framework is the first DLT implementa-
tion that was specifically designed to support the native
cryptocurrency known as Bitcoin [13]. Additionally, this
framework is regarded as a public Blockchain that uses a
mining consensus algorithm called proof-of-work [14].
Furthermore, it relies on miners to add new transactions
to the network.

2. The Ripple framework is specially designed for digital
currency exchange, remittance, and the real-time gross
settlement system (RTGS) [15]. The RTGS is an open-
source, distributed technology that focuses on payment
systems, particularly in banking and finance [16]. It sup-
ports a native cryptocurrency known as Ripple and it
also uses a custom-made consensus algorithm called the
ripple protocol consensus algorithm [17, 18].

3. The Ethereum framework is specially designed to sup-
port the native cryptocurrency known as Ether [19]. It
also supports smart-contract (SC) [20], which is the
mechanism used by some of the DLTs to govern the
network transactions, without relying on a trusted party
or authority to mitigate the transaction processes. How-
ever, the SC used by Ethereum is written in high-level
languages (e.g., solidity [21]) and compiled by bytecode
which requires an Ethereum Virtual Machine (EVM) to
execute it [22, 23]. Furthermore, the Ethereum frame-
work can be regarded as both a private and a public
Blockchain that uses proof-of-work and proof-of-stake
consensus algorithms [24].

4. The Hyperledger-Fabric framework is an open-source
platform hosted by Linux Foundation, created to
advance cross-industry Blockchain solutions [25]. It
does not support native cryptocurrency since it was
designed to build a new generation of transactional
applications that aimed at establishing trust, account-
ability, and transparency [25]. Additionally, it supports
private Blockchain and uses a crash fault-tolerance con-
sensus algorithm [26]. HLF also supports the use of SC
(also known as chaincode), which can be viewed as a

mechanism that seeks to manage access and modifica-
tion of the data within the network.

5. Selecting a particular Blockchain framework The com-
parison of these Blockchain frameworks favours HLF
because all the requirements are met. Additionally,
all the participating members of HLF are also known
(since it is a private Blockchain) and such members are,
therefore, accountable for their actions. Hence, it can be
assumed that all the participants can be trusted with the
assigned tasks. Note that the participating members, in
this case, refers to the identified stakeholder in the pre-
vious section, which are Auditors, Investigators, Com-
munities, Suppliers, District, and Local Municipalities.

Table 1 compares the above Blockchain frameworks
to select a suitable framework that might be adopted
by this study. The comparison is based on whether the
identified requirements are favourable or not. However,
some of these requirements are based on the features or
benefits offered by these frameworks. The comparison of
these Blockchain frameworks favours HLF because all
the requirements are met. Additionally, all the participat-
ing members of HLF are also known (since it is a private
Blockchain) and such members are, therefore, accountable
for their actions. Hence, it can be assumed that all the
participants can be trusted with the assigned tasks. Note
that the participating members, in this case, refers to the
identified stakeholder in the previous section, which are
Auditors, Investigators, Communities, Suppliers, District,
and Local Municipalities.

This section has highlighted the background details of
the adopted technology, which included the selection of
HLF as a favourable Blockchain framework. Therefore, the
following section focuses on the related work that can be
associated with this study.
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3.3 Related work

There are several related works that can be associated with
this study. Some of these related works tend to focus more
on the procurement processes, which includes processes
such as applying for a tender, submitting tender documents,
tender bidding, and awarding of tenders, including manag-
ing tender contracts or projects. Various studies classify
the following processes: applying for a tender, submitting
tender documents, tender bidding, and awarding of tenders
as e-procurement because their information is widely used
during the procurement proceedings. The management of
the tendering contract or projects tends to come after the
e-procurement processes to combat issues that emanate from
duplication of contracts or tendering projects.

For instance, the study done by [33] proposed an e-pro-
curement system that can be used to create, publish, bid,
and award tendering projects. The proposed system is based
on the Ethereum platform, which relies on cryptocurrency
or mining algorithms to add new transactions to the main
network. The study by [34] also adopted the Ethereum plat-
form to expand the tender bidding concept by including pro-
cesses such as sharing and verifying tendering information.
Additionally, the study done by [35] also adopted a similar
approach to expand the tender bidding concept by including
processes such as supplier habilitation and delivery verifica-
tion. However, the model presented by [36] has adopted a
different approach or technology solution since it uses the
Hyperledger-composer (HLC) tool to implement a prototype
that can be used to share data associated with the bidding
and awarding of tender projects. Note that HLC makes use of
HLF as the underlying Blockchain framework. Additionally,
HLC is also regarded as a deprecated tool because none of
its maintainers are actively providing support or develop-
ing new features for it [37]. The solution presented by [38]
also adopted HLF to expand the tender bidding concept by
including a mechanism that can be used to monitor the pro-
curement proceedings.

The following studies [39, 40] can be associated with
managing tender contracts because they contain some of
the elements that seek to eliminate issues that emanate from
duplication of contracts or projects, especially in the public
sector. Some of the issues that are addressed by these stud-
ies relate to data integrity, transparency, and accountability
among various individuals that are involved in finalising the
procurement contracts. The Mexican Government is one of
the countries that has implemented a tool that seeks to man-
age its procurement contracts [41], especially managing
contracts of the projects that are executed using tendering
systems.

The framework presented by [42] focused on how the
Blockchain can be used to facilitate data integrity within
the document management for construction-related projects.
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Note that the proposed framework is also based on the
Ethereum platform. Additionally, the work presented by
[43] explores a framework that can be used to secure ten-
dering records that are highly susceptible to tampering. The
study conducted by [44] expanded this ideology by includ-
ing a concept that seeks to manage construction projects
executed by multiple constructors to provide transparency
and accountability within the project.

The study by [45] proposed a framework that might be
adopted by the South African Government to reduce corrup-
tion and other issues that emanates from managing procure-
ment contracts. However, this study took a slightly differ-
ent approach since it proposes a concept that can be used
to monitor the tendering project, including sharing project
information securely and efficiently among various parties
that have an interest in the tendering project.

Table 2 summarises the details of the related work by
providing a comparative survey that seeks to outline some
of the features or issues that were not addressed by these
related works. As indicated in Table 2, most of the related
work make use of the Ethereum platform as their technol-
ogy solution, while this study adopted the use of HLF. It
should be noted that the features in the last four columns of
Table 2 resemble positive features. For example, the column
on “Does not support tender bidding” should be conceived
as positive because this study focuses on monitoring the
execution of tendering projects rather than processes that fall
within e-procurement. The notion of monitoring tendering
projects aimed at ensuring that it is executed successfully
and all the parties that are involved during the execution
phase account for their action.

4 A forensic Blockchain model for distributing
tendering project information

Fig. 3 depicts how various components, i.e., actors, gate-
way, and Blockchain network of the proposed model inter-
act with each other. The following items briefly explore the
logic behind these components as used by the ShareTendPro
model [46]:

1. Actors consist of various organisations that were identi-
fied in Fig. 2.

2. The gateway allows actors to interact with the Block-
chain network by managing the identities of various
resources (i.e., actors and nodes). HLF achieves this
by using the following mechanisms: REST-API, access
control list, and secure communication channel [46].

3. The Blockchain network stores and distributes project
information among all the nodes used by various actors
that form part of the network.
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Table 2 A comparative survey of the related work

References Key contribution Features or issues

Industry/depart-  Blockchain tech-
ment nology

Does not sup-
port tender
bidding

Support the
execution of
projects

Does not rely
on mining algo-
rithms

Support private
Blockchain (not
rely on native

cryptocurrency)

[33] e-tendering Ethereum
system (create,
publish, bid,
evaluate, &
award tender)

[34] e-bidding system
(share & verify
data)

[38] Tender bidding
& monitoring
framework

Supply chain

Supply chain Ethereum

Supply chain HLF

[35] Bidding process, Ethereum
supplier

habilitation &

delivery verifi-

cation

Supply chain

[39] Contract manage- Healthcare Ethereum

ment

[45] Public procure-
ment frame-
work (contract
management)

Supply chain N/A

[36] Tendering system Supply chain HLF, HLC
(sharing tender

data, bidding,

& awarding

tender)

[43] Government ten- Construction Ethereum

der framework
[44] Managing

construction

projects

Construction Ethereum

[47] Government ten- Ethereum

dering process

[40] Contract
management
(tender bidding,
evaluation &
awarding)

Supply chain

Supply chain Ethereum

[48] Supply chain Ethereum
conceptual

model

Supply chain,

5 ShareTendPro model design

This section is classified into two subsections namely: the
functional requirements, and the ShareTendPro design.
The functional requirements summarises the functions
of the proposed model, while the ShareTendPro design
focuses on the information flow within the proposed
model.

5.1 Functional requirements

Figure 4 depicts an algorithm that seeks to outline the fea-
tures or functions of the proposed solution. The process
starts when the network is initialised and resources (which
are organisations and their members) are added. Thereafter,
all the participants that form part of the network would now
have access to perform various functions such as: submit

@ Springer
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Fig. 3 Sharetendpro model [46]

Functional requirements algorithm
1: Initialise ShareTendPro/Blockchain network
2: If (Resource does not exit, i.e., Organisation or user)
3. Adding resources
4. Else
5: Submit project reports
6: Update project information
7 View project information
8:  Access the entire history of a particular project
9: If (LM or DM created tendering project)
10: Delete project details
1: End If
12: End If

Fig. 4 Functional requirements algorithm

project reports, update project data, and access the entire
history of a particular project. The delete tender function
is only accessible by LM/DM that has created that project.
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This section has outlined the functional requirements of the
proposed model. The following section explores how various
components within the ShareTendPro model interact with
the project information.

5.2 ShareTendPro design

This section focuses on how the proposed solution work
in general, which is the theoretical concept that seeks to
explore the distributed nature or implementation of the pro-
posed solution. Additionally, the information flow discussed
in this section explores the interaction between some of the
embedded objects and the surrounding environment within
the proposed solution. Note that HLF consists of various
nodes that seek to ensure that the network achieves the
desired objective of securely and efficiently distributing pro-
ject information to all the nodes within the network. These
nodes can be classified into three categories: clients, peers,
and orderers [49].

Fig. 5 depicts a theoretical representation of the infor-
mation flow within the proposed solution. For instance,
the proposed solution will enable actors such as Suppliers
and Communities to utilise the municipality’s resources
whenever they want to share their project information
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related to a particular tendering project. Fig. 5 also rep-
resents how the identified nodes interact with each other
to accomplish certain objectives within the network.
However, all these nodes are represented using Docker
containers (virtual nodes) within this study as supported
by the HLF framework. A Docker container is a compo-
nent that can be used to package a code or an application
with all its dependencies (i.e., libraries) and deployed
as one package [50]. Note that Fig. 5 consists of four
organisations namely: LM, DM, Auditor’s Firm (AF), and
Investigator’s Firm (IF). Each of these organisations con-
tains a client node and n number of peer nodes (which are
labelled from nodes 1-n). Additionally, Fig. 5 represents
the four ordering nodes (represented by nodes 1-4) used
by the proposed solution to add or append new transac-
tions to the network. The numbering from 1-6 in Fig. 5,
represents the order in which various nodes interact with
each other to achieve certain objectives within the net-
work [51].

All these processes seek to ensure that the ledger
within the peer nodes is kept up-to-date across the
network.

Investigator's Firm

6 Fictional use case scenario

This section explores a fictional use-case scenario used
to expand the idea behind the proposed solution, which
includes identifying a problem and providing a counter-
solution to it using the ShareTendPro model. Therefore,
the following items present the process that takes place
within the scenario and these processes are visualised later
in Fig. 6.

e 1-The LM opens tendering project X for bidding.

e 2-Various suppliers apply for tender project X by submit-
ting tender documents to the LM.

e 3-The tendering committee assigned by the LM assesses
all the suppliers who applied for project X and submits
the results of the assessment to the LM.

e 4-The LM awards project X to Supplier S based on the
outcomes presented by the tendering committee.

e 5-The LM assigns Peter to manage project X. Thereaf-
ter, Peter uses computer LM_NO (which stands for LM
node 0) to issue a progress report for project X as part of
his responsibilities which seeks to portray the following
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Fig. 6 Scenario problem

progress “so far, 20% of project X was completed within
four months”.

6—Peter shared this report with John from the AF who
was tasked to audit the financial expenditure of tendering
project X. Hence, the report acts as proof of payments
associated with the work that was completed by Supplier
S.

7—Peter also shared this report with David from the IF
who was tasked to investigate allegations of corruption
in tendering project X. The report acts as proof of work
completed by Supplier S.

8—Later on, the DM opens tender project Y for bidding.
Assume that project Y is similar to project X.
9—Assume that Supplier S decided to collude with Peter
when it comes to falsifying the report of project X to
portray the following progress “50% of project X was
completed within four months”.

10—Various suppliers apply for project Y, including Sup-
plier S. Assume that Supplier S has included a falsified
progress report of project X when applying or bidding for
project Y and included Peter as a referee who can provide
more clarifications regarding project X.

@ Springer

11-The DM assigns Martha from the tendering commit-
tee of project Y a task to request a progress report of
project X from Peter as part of trying to confirm whether
Supplier S managed to complete 50% of the project
within four months or not. Note that Martha used com-
puter DM_NO (which stands for DM node 0) to send
an electronic mail (email) to Peter when requesting the
progress report of project X.

12—Peter submitted a falsified progress report of project
X to Martha (DM_NO) at the DM.

13-The tendering committee of the DM assesses all
the suppliers who applied for project Y and submits the
results of the assessment to the DM.

14-The DM awards tendering project Y to Supplier S
based on the outcome of the assessment which was moti-
vated by the information provided by the supplier and
confirmed by Peter who works at the LM.

The main objective of this scenario was to depict a loop-
hole that might be used to tamper with the project informa-
tion in such a way that it can be used to influence the deci-
sion of other projects offered by a different municipality. For
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instance, in the scenario, a falsified report of project X was
used to influence the decision when it comes to awarding
project Y offered by the DM. Fig. 6 seeks to visualise this
scenario as various actors in different organisations interact
with either a falsified or a legit report of project X. Assume
that the communication mechanism used to share the report
of project X was an email. Hence, Fig. 6 depicted the com-
puters used by various actors in different organisations as
they interact with an electronic report of project X.

To support the current tendering system, this study pro-
posed a distributed model, instead of conventional email,
that seeks to connect all the computers of various organi-
sations that have an interest in the tendering project. For
instance, the computers that have an interest in project
X are LM_NO (i.e., LM node 0), DM_NO, IF_NO, and
AF_NO as shown in Fig. 6. Therefore, the proposed model
would be used as a tool that replaces email when it comes
to sharing project information with all the people that
have an interest in the tendering project. Additionally, the
establishment of the Blockchain network also allows these

computers to share project information securely while pre-
serving the integrity of the information. The establishment
of the ShareTendPro network as a solution is also aimed at
enforcing trust and transparency among various organisa-
tions that have an interest in the tendering project.

Fig. 7 depicts how this study addresses the identified
problem within the scenario by introducing the Share-
TendPro network as a solution. A more detailed discussion
of the ShareTendPro solution as shown in Fig. 7 follows
next in an attempt to solve the problem shown in Fig. 6.

The process taking place within the ShareTendPro solu-
tion (which is Fig. 7) is as follows:

e 1-4: These steps are similar to steps 1-4 as discussed
in the scenario of Fig. 6.

e 5-Represents the establishment of the ShareTendPro
network that would be used to share project information
securely while preserving the integrity of the informa-
tion.
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e 6-Depicts Peter using computer LM_NO to create a pro-
gress report of project X. Note that computer LM_NO
is one of the computers of the LM that has joined the
ShareTendPro network. Hence, the report created by
Peter would be stored within the blockchain of the Share-
TendPro network.

e 7-Depicts various computers accessing the report of pro-
ject X that was created using computer LM_NO. Note
that this step is automatically activated when computer
LM_NO submits the report of project X to the Block-
chain in the ShareTendPro network, whereby the Share-
TendPro network distributes it to all the computers that
have joined the communication channel, due to the inner
workings of the HLF framework.

e 8-Depicts the DM opening project Y for bidding. This
step is similar to step 8 of Fig. 6.

e 9-Depicts Supplier S and Peter colluding by falsifying
the report of project X. This step is similar to step 9 of
Fig. 6. Later it will become clear how this falsification is
detected.

e 10— Depicts various suppliers applying for tendering pro-
ject Y offered by the DM, including Supplier S. This step
is similar to step 10 of Fig. 6. Assume that Supplier S has
included the falsified report on the tendering documents
when bidding for project Y.

e 11-Represents Martha who was tasked by the tendering
committee of project Y to confirm the progress report
submitted by Supplier S within the ShareTendPro net-
work. Note that Martha at node DM_NO did not request
the report of project X as compared to the scenario
depicted in step 11 of Fig. 6 because the report is now
available in the ShareTendPro network as she can access
it directly.

e 12-Depicts the tendering committee of the DM assess-
ing all the suppliers that have applied for project Y and
submitting the results of the assessment to the DM. How-
ever, the tendering committee realised that the report (i.e.
document) of project X submitted by Supplier S con-
tradicts the actual details (i.e. report) stored within the
Blockchain of the ShareTendPro network. Due to this
discrepancy, Supplier S is removed from the bidding pro-
cess of project Y with consequences, and another sup-
plier will need to be appointed.

e 13-Depicts the DM awarding tender project Y to supplier
Z. Note that this was achieved after penalising Supplier S
since the information or report provided by the supplier
does not correspond with the actual report stored within
the ShareTendPro network.

e 14-Represents Martha who is part of the tendering com-
mittee of project Y alerting the LM and IF about the fal-
sified report of project X for further investigations. The
LM will conduct an internal investigation to discipline
Peter, while the IF will conduct corruption-related activi-
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Algorithm for sharing tender project data
1: Initialise tendering project (procurement process)
2: Establish Blockchain netwok connection (Configuration results)
3. Interact with Blockchain network (Operational testing)
4: If (tender project does not exist)
5: Create tender project report (i.e., project X)
6: Else
7 Enable various nodes to access project report created in step 5
8: If (Update tender projects)
9: Update supplier details of the tendering project
10: Update report details of the tendering project
11: Query the update tender project information
12: End If
13: Delete tender project
14: Query tender project history
15.  EndIf

Fig. 8 Sharetendpro algorithm

ties or investigations between Peter and Supplier S which
include acts of bribery. This, however, is out of the scope
of this research and will not be shown further.

This section has outlined the theoretical use-case scenario
and its solution with an aim of visualising how the proposed
model handles such issues. Therefore, the following section
focuses on the results of the ShareTendPro prototype.

6.1 ShareTendPro prototype results

The algorithm depicted in Fig. 8 describes the basic pro-
cess used to generate the results of the proposed solution.
Note that there are various results that were generated by the
ShareTendPro prototype during the testing phase. Some of
these results were associated with the Blockchain network
configurations and the operational network testing. How-
ever, this section only focuses on the results associated with
operational testing of the proposed solution because it seeks
to either create, modify, query, and delete project informa-
tion within the network. Hence, the following subsections
explore the results generated by these operations starting
from “creating tender”, “querying tender”, “updating ten-
der”, and “deleting tender”, as well as “querying tender
history”.

6.2 Creating tender

The results generated by the “creating tender” process
(which is step 6 of Fig. 7) depict the creation of a tender-
ing project report by computer LM_NO as shown in Fig. 9.
Therefore, lines 202-212 of Fig. 9 depict a function called



Int. j. inf. tecnol. (March 2023) 15(3):1255-1274 1267
202  chaincodeInvokByAddingProject() {
203 setGlobalsForPeerOLocalMunicipality
204 peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride ordererl.ordererOrg.workplace \
205 --tls $CORE_PEER TLS_ENABLED --cafile $ORDERER _CA -C $CHANNEL NAME -n ${CC_NAME} \
206 --peerAddresses localhost:7051 --tlsRootCertFiles $PEERO_LocalMun_CA \
207 --peerAddresses localhost:9051 --tlsRootCertFiles $PEERO_DistrictMun_CA \
208 --peerAddresses localhost:11051 --tlsRootCertFiles $PEERO_InvestigatorFir CA \
209 --peerAddresses localhost:13051 --tlsRootCertFiles $PEERO_AuditorFir CA \
210 -c¢ '"{"function": "createTender","Args":["Tenderl000", "Local Municipality", "Project X",
211 "20% of the project has been completed within four months", "Supplier S"]}'
212}
213 chaincodeInvokByAddingProject
PROBLEMS ~ OUTPUT  TERMINAL  DEBUG CONSOLE Rl gbash + v [0 A X

nths\",\"supplier\":\"Supplier S\"}"
pardon@pardon-VirtualBox:~/Documents/mscProject/mscProjects [

pardon@pardon-VirtualBox:~/Documents/mscProject/mscProject$ ./deployChaincode.sh
2021-09-14 20:02:53.120 SAST [chaincodeCmd] chaincodeInvokeOrQuery -> INFO 001 Chaincode invoke successful.
{\"tenderOwner\":\"Local Municipality\",\"projectName\":\"Project X\",\"reports\":\"20% of the project has been completed within four mo

[ |

result: status:200 payload:"

Fig. 9 Create tender

chaincodelnvokeByAddingProject() that contains a com-
mand line used by peer( (i.e. corresponding to LM_NO)
of the LM to create the tendering project information
of project X. Line 203 of Fig. 9 calls a function called
setGlobalsForPeerOLocalMunicipality() that enables the
Blockchain network to initialise peerO (LM_NO) in the
LM. Lines 204-211 represent the command line that cre-
ates tendering project information within the Blockchain
network. Line 210 represents a flag that seeks to execute a
function called createTender() contained within the chain-
code with the following five arguments namely:

args[0] = Tender1000 D
args[1] = Local Municipality 2)
args[2] = Project X 3

args[3] = 20% of the project has been completed within four months
“
args[4] = Supplier S 5)

Note that this project report is identified using the key
(1). Label R of Fig. 9 represents the results displayed
within the command prompt after executing the chainco-
delnvokeByAddingProject() function, as presented by line
213. Additionally, the command line returns a successful
status of 200 which implies that the information of the
tendering project X was successfully created within the
Blockchain network, as shown in label R.

After the project information has been added to the
Blockchain network, that information would automati-
cally be available for other nodes to access it. The follow-
ing section focuses on the results generated by the “query

tender” process. Note that other nodes use the key (1) to
access the project report created in Fig. 9.

6.3 Querying tender

The results generated by the “querying tender” process
(which is step 7 of Fig. 7) depict an example of how nodes
can access project X information using the key (1), as shown
in Fig. 10. Therefore, lines 215-232 of Fig. 10 depict the
details of a function called chaincodeQueryByProject(),
which contains the command lines used by various nodes
to access the report of tendering project X. For instance,
lines 217 and 218 represent the command used by peerO (i.e.
AF_NO) of the AF to access project X information (using
(1)). Additionally, line 2017 seeks to call a function called
setGlobalsForPeerOAuditorFirm() that enables the Block-
chain network to initialise AF_NO, while line 218 depicts the
command line used by AF_NO to access project X informa-
tion using the key (1). Note that the command line makes
use of a function called queryTender() contained within the
chaincode to interact with the Blockchain network, as shown
in Fig. 10. The results of this command line are displayed
within the command prompt represented by label R. How-
ever, the same notion applied to the command line repre-
sented in line 218 can also be used to other command lines
used by other nodes. Label R of Fig. 10 represents the results
generated after executing the chaincodeQueryByProject()
function using line 233. Hence, the results contained within
this process also portray the distributed nature of the Share-
TendPro model because other nodes automatically have
access to the report of tendering project X compared to the
scenario depicted in Fig. 6.

After the project information of tendering project X
is distributed to other nodes, we can then proceed with a
process that seeks to update some of the details contained
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215 chaincodeQueryByProject() {

216 echo " query chaincode using Peer® Auditor's Firm -

217 setGlobalsForPeer0AuditorFirm

218 peer chaincode query -C $CHANNEL NAME -n ${CC_NAME} -c '{"function": "queryTender","Args":["Tender1600"]}"
219 echo " nd query .

220 echo " query chaincode using Peer0 Investigator's Firm H

221 setGlobalsForPeer0InvestigatorFirm

222 peer chaincode query -C $CHANNEL_NAME -n ${CC_NAME} -c '{"function": "queryTender","Args":["Tender1000"]:
223 echo " nd query n

224 echo " query chaincode using Peer0 District Municipality "
225 setGlobalsForPeeroODistrictMunicipality

226 peer chaincode query -C $CHANNEL_NAME -n ${CC_NAME} -c '{"function": "queryTender","Args":["Tender1600"]:
227 echo " nd query "

228 echo " query chaincode using Peer0 Local Municipality -

229 setGlobalsForPeerOLocalMunicipality

230 peer chaincode query -C $CHANNEL_NAME -n ${CC_NAME} -c '{"function": "queryTender","Args":["Tender1000"]:
231 echo " d query .

232}

233  chaincodeQueryByProject

PROBLEMS QUTPUT TERMINAL DEBUG CONSOLE

¢ bash +v @D @ ~ x

pardon@pardon-VirtualBox:~/Documents/mscProject/mscProject$ ./deployChaincode.sh

{R]

query chaincode using Peer® Auditor's Firm

ocal Municipality"}
d query

ocal Municipality"}
nd query

ocal Municipality"}
d query

ocal Municipality"}
d query
pardon@pardon-VirtualBox:~/Documents/mscProject/mscProjects i

{"projectName":"Project X","reports":"20% of the project has been completed within four months","supplier":"Supplier S","tenderOwner":"L

query chaincode using Peer0 Investigator's Firm
{"projectName":"Project X","reports":"20% of the project has been completed within four months","supplier":"Supplier S","tenderOwner":"L

query chaincode using Peer® District Municipality
{"projectName":"Project X","reports":"20% of the project has been completed within four months","supplier":"Supplier S","tenderOwner":"L

query chaincode using Peer© Local Municipality
{"projectName":"Project X","reports":"20% of the project has been completed within four months","supplier":"Supplier S","tenderOwner":"L

Fig. 10 Query tender

within the project report. The following section focuses
on the results generated by a process that seeks to update
the details of the supplier and project report. Note that
the update process might still be used for illegal altering
of project information by some of these authorised nodes.
However, the project history that would be discussed later
can be used as a mechanism that seeks to explore what has
transpired within that project since the information stored
within the Blockchain data of the ledger is immutable by
default as indicated earlier on.

6.4 Updating tender

The results generated by the “updating tender” process
depict a process that seeks to modify some of the infor-
mation of a particular tendering project (i.e., project X in
this case). However, this section explores the two possible
updating processes implemented within the ShareTendPro
network which are “update supplier details” and “update
tender report details”. The “update supplier details” process
focuses on the results generated during a process that seeks
to update the details of the supplier (e.g., contact details or to
assign a new supplier altogether). The “update tender report
details” process focuses on the results generated by a process
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that seeks to update the report of the tendering project (e.g.,
doing editorial updates).

1. Update supplier details

Fig. 11 depicts the results generated by a process that
seeks to update supplier information on tendering project
X. For instance, lines 235-244 of Fig. 11 depict a function
called InvokeByChangingSupplier(), which is a function
used by peerO of the LM to update the details of a sup-
plier from “Supplier S” to “Supplier Z”. As indicated in
lines 237-243, the command makes use of a function called
changeTenderSupplier(), as seen in line 243, contained
within the chaincode to interact with the Blockchain net-
work. The changeTenderSupplier() function requires two
arguments. The first argument represents a key (1) used to
identify a tendering project, while the second argument is
used to assign the updated details of the supplier which is
“Supplier Z” in this case. Therefore, the results displayed
(as presented by label R) are generated after executing the
InvokeByChangingSupplier() function using line 245. The
status of the results reflected within label R is 200, which
implies that the supplier details were updated successfully.
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235  InvokeByChangingSupplier() {
236 setGlobalsForPeer0LocalMunicipality
237 peer chaincode invoke -o localhost:7050 --ordererTLSHostnameOverride ordererl.ordererOrg.workplace \
238 --tls $CORE_PEER TLS ENABLED --cafile $ORDERER CA -C $CHANNEL NAME -n ${CC_NAME} \
239 --peerAddresses localhost:7051 --tlsRootCertFiles $PEERO®_LocalMun CA \
240 --peerAddresses localhost:9051 --tlsRootCertFiles $PEER® _DistrictMun CA \
241 --peerAddresses localhost:11051 --tlsRootCertFiles $PEERO_InvestigatorFir CA \
242 --peerAddresses localhost:13051 --tlsRootCertFiles $PEERO_AuditorFir CA \
243 -¢ '{"function": "changeTenderSupplier",b"Args":["Tender1000", "Supplier z"]}'
244 [}
245  InvokeByChangingSupplier
PROBLEMS ~ OUTPUT  TERMINAL  DEBUG CONSOLE gbash + v (L

[R]

pardon@pardon-VirtualBox:~/Documents/mscProject/mscProject$ ./deploychaincode.shl_l
2021-09-14 20:12:19.464 SAST [chaincodeCmd] chaincodeInvokeOrQuery -> INFO 001 Chaincode invoke successful. result: status:200
R ; 5 ¢ jects |l

Fig. 11 Update tender supplier

296  chaincodeQueryProjectHistory() {

297 echo " query chaincode using Peer@ Auditor's Firm ===

298 setGlobalsForPeer@DistrictMunicipality

299 peer chaincode query -C $CHANNEL NAME -n ${CC_NAME} \

300 -¢ '{"function": "getHistoryForTender","Args":["Tender1000"]}'

301

302 )

303 chaincodeQueryProjectHistory [

PROBLEMS ~ OUTPUT  TERMINAL  DEBUG CONSOLE gbash +v M @ ~ X
. [R}

pardon@pardon-VirtualBox:~/Documents/mscProject/mscProject$ ./deployChaincode.sh =

query chaincode using Peer® Auditor's Firm
[{"TxId":"a35fa2ec5f2225a5befcdb3936facb3cac0c194d3d3ac215a67c2f251616be68", "Value":null, "Timestamp":"2021-09-15 12:28:
09.409964752 +0000 UTC"A"ISDelete":"true"},{"TxId":"919896445f5350f eb11c3011140090b5219d9593b9fd7643dac9led6d31030f",
Value":{"tenderOwner":"Focal Municipality","projectName":"Project X" reports":"50% of the project was completed within f
our months","supplier"/"Supplier z"}, "Timestamp":"2021-09-15 12:24:46.098319371 +0000 UTC", "IsDelete":"false"},{"TxId":
"b31185f27ae9cd52119eTe81d7fdbdc2b8e369281e15F227748c6781681e9e9c", "Value":{"tenderOwner":"Local Municipality","projectN

ame":"Project X","reports": %

of the project has been completed within four months","supplier":"Supplier Z"}, "Timestam
p":"2021-09-15 12:23:23.951643768 +0000 UTC", "IsDelete":"false"},{"TxId":"94a208cc045ee21011580be40f2241e528381eeb59f78b
c505ala75517da258¢c¥, "Value":{"{enderOwner":"Local Municipality","projgctName":"Project X",
has been completed within four menths","supplier":"Supplier S$"},

eports":"20% of the project
"Timegtamp":"2021-09-15 12:2h§8.628973647 +0000 UTC", "

IsDelete":"false¥}] \ . <

========¢nd que!y::::::::::: \ - N

pardon@pardon-I\urtuaLBox:~/Documenfsﬁ\s:c?ro;ect/mscPrOJect$ (] ; N
U O A N ., TS, W W 0 0O G 0 T O W W \ PG00 v 5 AR AP, N5 . W Sl 000 \ pmmm =N e a \
| Transaction ID for | . Transaction ID for . \  Transaction ID for . . Transaction ID for :
, deleteTender : updateTenderSuppIier; | updateTenderReport ! , createTender :

1
1
Ve eoeoeoeeoeee- ’ ~

Fig. 12 Query tender history

After updating the details of the supplier, the second pro-
cess that seeks to update the details of a project report is
considered. Hence, the following section explores the results
generated by a process that seeks to update the project report
of a tendering project.

2. Update tender report details

Note that the results generated using the “update tender
report details” process are similar to the results generated by
the “update supplier details” process (as depicted in Fig. 11).
Hence, the in-depth details of the results generated by the
“update tender report details” process are not explored in

detail to avoid the repetition of some of the concepts. Fur-
thermore, note that the “update tender report details” process
seeks to modify the project report to reflect the new report
that portrays the following progress “50% of the project was
completed within four months”.

The results depicted in Fig. 12, under transaction ID
updateTenderSupplier and updateTenderReport, seek to
verify that the project information was updated successfully
since it has changed:

e From: “20% of the project was completed within four
months”, as shown in Fig. 10.
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e To: “50% of the project was completed within four
months”, as shown in Fig. 12.

e From: “Supplier S”, as presented in Fig. 10.

e To: “Supplier Z” as shown in Fig. 12.

After updating the details of a tendering project, one
might decide to delete the project information stored within
the ShareTendPro network. Assume that this process was
activated by a withdrawal of the tendering project by a sup-
plier that results in the termination of a contract between
“Supplier Z” and the LM. Therefore, the following section
explores the results generated by a process that seeks to
delete project information stored within the ShareTendPro
network. As indicated in the previous section, the evidence
of the existence of tendering project X will not be com-
pletely lost because this information is still stored in the
Blockchain data of the ledger and it is immutable by default
(which implies that it cannot be changed or permanently
deleted for historic investigation purposes).

3Deleting tender

The concept used to implement the “deleting tender” pro-
cess within the ShareTendPro network is similar to the con-
cept used to implement the update tender supplier process
(depicted in Fig. 11). Hence, the details of the delete tender
process are not explored in detail to avoid the repetition of
some of the concepts. However, the main difference is that
the delete tender process calls a deleteTender() function con-
tained within the chaincode instead of calling updateTender-
Supplier() function. The deleteTender() function only takes
one argument which is the key (1).

After performing all the processes that seek to either
create, update or delete the project information of a par-
ticular tendering project, then the evidence related to such
processes is stored within the Blockchain data. As indicated
earlier on, the information stored within the Blockchain data
is immutable since it seeks to preserve the evidence of what
transpired within that specific tendering project. Addition-
ally, the evidence contained within the Blockchain data can
also be used as forensic data since it portrays the entire his-
tory of a particular tendering project. Therefore, the follow-
ing section focuses on the results generated by a process
that seeks to access a project history of tendering project X.

6.5 Querying tender history

The results generated by the “querying tender history” pro-
cess depict how various nodes can access the entire project
history of a particular tendering project, which is project
X in this case. Therefore, lines 296-302 of Fig. 12 depict
a function called chaincodeQueryProjectHistory(), which
contains the details used by a command line that seeks to
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access the project history of a tendering project associated
with the key (1). As indicated in lines 299 and 300, the com-
mand makes use of a function called getHistoryForTender(),
as seen in line 300, contained within the chaincode to inter-
act with the Blockchain network. The results displayed
(as presented by label R) are generated after executing the
chaincodeQueryProjectHistory() function using line 303.
Note that the project information displayed within label R
contains various transaction IDs and each of these trans-
action IDs represents a specific process that was executed
using the key (1). Furthermore, note that these processes
have been executed already, as follows. The processes that
were executed using key (1) are creating a tender project (as
shown in Fig. 9), updating the tender supplier (as shown in
Fig. 11), updating the tender report, and deleting a tender
project. All these processes are identified using a unique
transaction ID (represented by TxID in label R). Again, note
that the status of a tag “IsDelete” is only true when it comes
to the Transaction ID that represents a process that seeks to
delete the information of a tendering project, else it is false.

7 Evaluation of the research study

The details contained within this section are classified into
two subsections namely: the “benefits of this research study”
and the “shortcoming of this research study”. Therefore, the
following items provide the details of these two subsections.

7.1 The benefits of this research study

1. Distributed nature of the proposed solution—it is derived
from the use of DL to share project information with all
the actors that have an interest in it. This ensures that
the participants would not be able to collude with each
other over project data since they would have access to
the same data.

2. Enhanced information security-refers to the mecha-
nisms used to increase the difficulty for unauthorised
parties (i.e., hackers) to either access or tamper with
project information within the ShareTendPro network.
The mechanisms used by the proposed solution to secure
project data are: distributing project data in multiple
locations, the use of cryptography for a secure commu-
nication channel, and the use of timestamp and immu-
table transactions for data integrity.

3. Greater transparency over project information—is derived
from the use of DL because it ensures that the business
process used to either create, modify, or delete project
information within the ShareTendPro network is trans-
parent. Hence, the authorised actors will not have to
worry about accessing project data that might be pro-
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cessed unnoticed. This mechanism disables the rogue
parties the ability to collude over project information.
Automated transactions—refer to the use of chaincode
components to reduce human interactions within the
ShareTendPro network while increasing the efficiency
and speed at which it processes transactions. As indi-
cated in the previous section, all the transactions submit-
ted by various nodes are sent to a specific method con-
tained within the chaincode. Thereafter, the processes
that follow next are triggered automatically since the
chaincode uses the submitted transactions to perform
certain tasks within the network.

Time efficiency-refers to the time it takes for a partici-
pant to have full access to the entire project history of
a specific tendering project of their interest using the
ShareTendPro network. Note that the authorised par-
ties within the network have full access to the data col-
lected by the Blockchain component of the ledger since
it contains records of the transactions that seek to cre-
ate, update, or delete project information of a specific
tendering project. Therefore, this data is readily avail-
able to all the authorised parties who have an interest in
knowing what transpired within that tendering project.
For instance, having access to such data by the AF ena-
bles them to audit the tendering project in real-time,
which reduces the time taken to look at the financial
documents that portray the expenditure incurred during
the execution of the tendering project at the end of a
fiscal year or closing period of the desired project. Fur-
thermore, having access to such data by the IF enables
them to conduct a real-time investigation without going
to the municipality to collect such information in person.
Additionally, having access to such data by both the AF
and IF enables them to quickly resolve issues related
to irregular expenditure or corruption allegations while
promoting accountability on other hand.

Credible evidence—refers to information that can be
presented to the court of law as evidence of what has
transpired within a specific tendering project. This evi-
dence is collected by an investigator from the Share-
TendPro network by accessing the project history of
a particular tendering project because the data stored
within the Blockchain component of the ledger is immu-
table, timestamped, and cryptographically encrypted.
All these mechanisms of having data that is immutable,
time-stamped, and cryptographically encrypted seek to
preserve the integrity of the evidence that portrays what
transpired within that project.

Promotes real-time auditing and investigations—refers
to information that can be accessed in real-time that
allows both auditors or investigators to either audit or
investigate a tendering project in real-time. The benefit

7.2

of having real-time auditing or investigation is derived
from the distributed nature of the ShareTendPro net-
work because it enables both auditors and investigators
to access project information in real time. Having access
to real-time data allows the auditors or investigators to
complete their auditing or investigation process quickly,
which also contributes towards having greater account-
ability over the tendering project, while aiming at sav-
ing the municipality’s funds that might be spent through
irregular expenditure or corruption activities.

Improve collaboration-refers to the use of the Share-
TendPro network to share project information among
various actors working on the same tendering project.
For instance, the improved collaboration can benefit
both the LM and DM when it comes to executing a joint
project because the use of the ShareTendPro network
will eliminate issues related to collusion over project
information. The responsibility of the LM within the
joint project might be executing the tendering project,
while the responsibility of the DM might be to over-
see the project executed by the LM. Hence, the use of
a ShareTendPro network by these municipalities will
ensure that accountability is achieved because the pro-
cess of reporting that tendering project would be more
transparent compared to the conventional method of
sharing project information in a joint project.

The shortcoming of this research study:

Lack of political will-this can only be regarded as a
shortcoming because most of these higher-ranking
positions or members of the organisations are easily
influenced by the political space. Hence, the political
will might be reluctant to adopt a solution that seeks to
manage issues associated with monitoring the tendering
projects since some of them might be linked to these
projects.

Training or workshop-related issues—this study foresees
this as a shortcoming because some of the participants
might be reluctant to undergo such training, especially
when they are already using several systems or applica-
tions.

8 Conclusion and future work

This section provides a summary of this research study
while aiming to shed light on the contribution made by
this research. However, the details contained within this
section are classified into three subsections: a “recap of
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the problem statement”, “future work”, and “concluding
remarks.

8.1 Recap of the problem statement

The primary problem this study sought to address is the
use of paperwork to share project information among
various organisations since it might contribute to illicit
altering of project information during the process. This
might also affect the fairness, transparency, data integrity,
and competitiveness of the tendering system used by the
SALG. To address this problem, this study outlined the
following research questions:

e RQ I: how does the tendering system work in the South
African context? This question was answered in the
following way. It was addressed by Section III because
it explored the background details on how the current
tendering system used by SALG work.

e RQ2:is DLT a possible solution to the identified prob-
lem? This question was answered in the following way.
It was addressed by implementing a Blockchain proto-
type that might be used to securely share project infor-
mation among participants that have an interest in it.
The ShareTendPro prototype was designed in Section V
and the test results of it were discussed in Section VII.

e RQ 3: how does transparency, accountability, and
integrity of data or information in a potential solution
work, and how will it contribute to digital forensics?
This question was answered in the following way. The
transparency, accountability, and data integrity part of
this research question was addressed in Sections IV &
V. The other information security mechanisms were
also highlighted in other sections such as Sections VII
& VIII, including the issue that is related to how does
the proposed solution contribute to the digital forensic
investigation.

8.2 Future work

The implementation of the ShareTendPro solution shows
the potential of sharing tendering project information
within the SALG. One of the main benefits is that the pro-
posed solution seeks to enforce collaboration among vari-
ous organisations that have an interest in tendering pro-
ject information by providing real-time data. The access to
real-time data also assists other organisations such as AF
and IF to audit or investigate a specific tendering system
in real-time, which also promotes accountability within
that tendering project.

@ Springer

9 Concluding remarks

The ShareTendPro network demonstrates how BCT as a tool
can be used to securely share project information with all
parties that have an interest in the tendering project. The
ShareTendPro network secures its project information using
various information security mechanisms such as DL, cryp-
tographic encryptions, timestamps, and immutable data or
transactions. Note that the ShareTendPro network satisfies
the four features or issues highlighted in Table 2 because
it seeks to monitor the execution of the tendering projects
(i.e., project X), rather than focusing on the processes that
fall within the e-procurement (i.e., tender bidding process).
Additionally, the ShareTendPro network supports a private
Blockchain network configuration that does not rely on
either gas or mining algorithms to add new transactions to
the network.

The SALG uses a tendering system to promote public and
private partnerships, therefore, the ShareTendPro network
becomes an essential platform for securely sharing project
information without colluding. Additionally, the ShareTend-
Pro network will provide greater transparency and account-
ability over project information, while enforcing trust on the
other hand because no one will have to worry about the ille-
gal altering of project information that might be processed
unnoticed. This ensures that the ShareTendPro network
stores credible digital evidence of the tendering project that
can be used to depict the entire project history of a particular
project of interest. Furthermore, the ShareTendPro network
ensures that all the participants have instant access to real-
time data stored within the Blockchain network without hav-
ing to worry about issues that emanate from requesting that
data directly from a specific organisation because some of
them might be reluctant to share it.

The ShareTendPro network, therefore, would provide a
revolutionary step towards curbing corruption in countries,
like South Africa, where corruption currently enjoys high
tide. Additionally, it is hoped that other countries that face
similar issues might also adopt this scheme since it can be
configured to accommodate various tendering systems used
by different countries.
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