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EMPLOYEES’ CYBERSECURITY AWARENESS AND BEHAVIOUR
IN SOUTH AFRICAN HIGHER EDUCATION INSTITUTIONS

ABSTRACT

The widespread cyberattacks necessitate robust cybersecurity practices within South African
higher education institutions (HEIs). System users, particularly employees, are often the
inadvertent major entry for cyberattacks, highlighting the critical need for employees’
cybersecurity behaviour to adhere to ethical guidelines and adapt to evolving cyber threats.
This study investigates how South African HEIS' cybersecurity environment, encompassing
factors like cybersecurity awareness, policies and prior employee experience, influences
employee cybersecurity behaviour. Building on the protection motivation theory and the theory
of planned behaviour, the study developed a conceptual model that integrates and explores
the impact of cybersecurity awareness, policy awareness and experience within the
institutional context on employee attitudes, subjective norms, perceived behavioural control,
threat appraisal, and self-efficacy, ultimately leading to cybersecurity-compliant behaviour.
This model was tested using data from a survey of 283 employees in South African HEIs.
Structural equation modelling, ANOVA and post hoc procedures are employed to test the
proposed hypotheses. The findings indicate that employees are more competent in managing
cybersecurity tasks when they are aware of or know their institutions’ cybersecurity policies
than those unaware. The findings show that institutions’ cybersecurity environment, including
cybersecurity awareness, policy and experience, positively influences employees’ attitudes,
subjective norms and perceived behavioural control, which, in turn, positively contribute to their
cybersecurity-compliant behaviour. Similarly, perceived behavioural control, threat appraisal
and self-efficacy directly and significantly impact cybersecurity-compliant behaviour. These
results highlight the importance of fostering a comprehensive South African HEIs cybersecurity
environment, highlighting awareness training, transparent policies, practical experience, and
efforts to cultivate empowerment sense amongst employees regarding cybersecurity practices.
This study contributes to advancing knowledge on cybersecurity behaviour in South African
HEIs by offering insights specific to the institutional cybersecurity environment and ultimately

fostering a more secure cybersecurity structure within these institutions.
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1 INTRODUCTION

The recent cyberattack on the Tshwane University of Technology, which compromised vast
amounts of data, highlights the rapidly growing vulnerability of South African (SA) higher
education institutions (HEIS) to cybercrimes and related incidents (Govender, 2024). Similarly,
incidents like the University of Zululand data breach in 2019 and the University of
Witwatersrand ransomware attack in 2020 further underscore the severity of these breaches
within these institutions (Charandura, 2022; Pieczywok, 2021; Pretorius, 2019). These
vulnerabilities are increasingly emphasised by the growing reliance on technology within HEIs,
which has transformed how individuals and organisations conduct their daily operations
(Eltahir & Ahmed, 2023; Kumar & Nanda, 2020). The integration of technology in HEls
demonstrably enhances teaching, learning and operational efficiency (Abdel-Aziz et al., 2016;
Kumar & Nanda, 2020). These technologies empower institutions and individuals to transform
and streamline their work processes (Eltahir & Ahmed, 2023). However, this transformation
has exposed HEIs to cybersecurity risks, making them susceptible to cybercrime due to
increased interconnectedness, presenting an alarming increase in cyber threats (Eltahir &
Ahmed, 2023).

Especially, Information and Communication Technology (ICT), technological platforms have
become pivotal components of modern society, profoundly influencing our daily lives (Serrat,
2023; Abdel-Aziz et al., 2016). A significant impact of these is the imminent need for remote
work during the global lockdowns imposed due to the COVID-19 pandemic. ICT was crucial in
connecting organisations, enabling teleworking and ensuring smooth access to information
(Eltahir & Ahmed, 2023). The significance of these platforms also extends to HEIs, where they
have transformed the delivery, accessibility and learning experience. Thus, these platforms
have become essential tools for students and educators, significantly improving education
accessibility, quality and flexibility (Giovannella, 2021). Unfortunately, the growing adoption of
ICT brings about an ever-increasing wave of cybercrime that impacts individuals and
organisations (Martens, De Wolf & De Marez, 2019; Lowry et al., 2017; Dang-Pham &
Pittayachawan, 2015).

HEIs manage a wealth of sensitive data, making them prime targets for cyberattacks, including
ransomware, phishing and malware (Zwilling et al., 2022). The study of Pieterse (2021)

suggests that data exposure incidents affecting higher education and other public sectors are
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among the leading sources of cyberattacks. The vast amount of sensitive and valuable
information within HEIs has made them appealing targets to cybercriminals (Mohammed et al.,
2018). Also, the rapid adoption and reliance on technology in HEIs has led to a rise in cyber
threats (Cheng & Wang, 2022). Therefore, Bada et al. (2019) advocate for the enhancement
and improvement of the approach as cybersecurity measures in HEIs are often ineffective.

Many factors have contributed to organisations, including HEIs, vulnerability to data breaches
and cyber-attacks. For example, a significant factor revolves around employee-related issues
(Ponemon Institute, 2016) and is considered the primary target through which cybercriminals
exploit organisations’ networks (Vishwanath et al., 2020). These encompass deficiencies in
training, employee negligence, inadvertent errors, inadequate cybersecurity awareness and
deviations from established cybersecurity protocols (Sohrabi Safa et al., 2016). Notably, many
cyberattacks targeting organisations, like HEIs, are attributed to employees’ non-compliance
with security policies (Alshammari et al., 2018). Thus, this underscores the need for

organisations to consider human factors when addressing cybersecurity concerns.

In today’s digital landscape, the human factor presents a considerable cybersecurity challenge
as cyberattacks against organisations and individuals increase (Branley-Bell et al., 2021; Choi,
Martins, & Bernik, 2018). The IBM (2021) report reveals that 95% of cybersecurity breaches
revolve around human error, such as interactions with malicious links or falling victim to
phishing scams. This report is consistent with Verizon Data’s earlier findings (2020), which
revealed that 22% of data breaches involve human error, encompassing instances such as
inadvertently transmitting sensitive data to unauthorised recipients or misconfiguring
databases. These statistics align with previous studies indicating that human factors account
for 20% of organisations’ cybersecurity losses (Richardson, 2007). Furthermore, many
employees’ susceptibility to cyberattacks is compounded by their limited proficiency in
proactively identifying and addressing cyber threats (Khairil et al., 2016; Richardson et al.,
2020). Given this background, it becomes evident that institutions’ cybersecurity is inextricably
linked to employee awareness and behaviour. Employees are pivotal in fortifying cybersecurity

measures, serving as the primary defence against cybercrimes.

The education sector accounts for 7.2% of the total breaches, signifying a notable rise in
cyber-attacks in HEIs (Risk Based Security, 2020). This statistic highlights the escalating

threats HEIs face as cybercriminals increasingly exploit vulnerabilities within online learning
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models. Given this critical situation, this study focuses on employees’ cybersecurity awareness
and behaviour within SA HEIs, emphasising the necessity of active employee engagement for

effective cybersecurity measures.

Research suggests that implementing comprehensive cybersecurity awareness programs
within HEIs can enhance employees’ understanding of cybersecurity best practices, thereby
mitigating and preventing cyberattacks (Bada et al., 2019). Despite extensive research on
cybersecurity in general, a notable gap exists in specific studies focusing on cybersecurity
awareness and behaviour within SA HEIs (Bada et al., 2019; Mare et al., 2018). While some
studies exist, they particularly stress the need for a more comprehensive exploration of
cybersecurity awareness programs in these institutions. More recently, Eltahir and Ahmed
(2023) further advocate for additional research within the cybersecurity domain, signalling the

need for a more detailed investigation into cybersecurity within the SA HEIs context.

Research efforts in South African HEIs remain crucial in raising cybersecurity awareness and
developing best practices (Mitrovic, Thakur, & Palhad, 2023). However, funding constraints
often hinder these efforts and limit the exploration and development of effective cybersecurity
awareness (Oke & Fernandes, 2020). Mitrovic et al. (2023) added that investments in
cybersecurity are essential to addressing the evolving threat landscape and protecting
sensitive institutional information. Furthermore, Mare et al. (2018) previously emphasised the
urgency of addressing SA HEIs’ lack of preparedness for cyberattacks. Therefore, when
especially considering the underexplored nature of cybersecurity awareness programs, it

becomes crucial to identify the factors hindering SA HEIs’ preparedness against cyber threats.

Cultural and social factors should be proactively considered when implementing cybersecurity
awareness programs, as highlighted by Albreem and Almutairi (2018). Therefore, this study
seeks to investigate the factors influencing employees’ cybersecurity awareness and
behaviour in SA HEIs and develop effective strategies for enhancing cybersecurity measures.
The study employed surveys to gather data from employees within SA HEIs. The findings will
advance the understanding of cybersecurity awareness in SA HEIs and contribute to

developing more effective cybersecurity awareness programs.



1.1 BACKGROUND INFORMATION

The technological revolution has transformed how HEIs operate and fostered increased
connectivity and seamless employee access to information (Hina et al., 2019). However, this
pervasive access introduces novel cyber risks and threats, potentially compromising the vast
amount of sensitive data HEIs manage, including student records, research information,
financial details and intellectual property (Zwilling et al.,, 2022). The openness of HEIs,
operational requirements, and the diverse IT workforce with varying IT skills further exacerbate
their cyberattack vulnerability (Hina et al., 2019). While this revolution empowers HEI
employees to retrieve information locally and remotely, enhancing productivity (Hina et al.,
2019), it also introduces new risks like cyberattacks, leading to data breaches, reputational
damage and financial losses (Chen et al., 2018; Perera et al., 2022).

HEIs are organisational structures with systems vulnerable to cyber-attacks, yet cybersecurity
research overlooks or ignores these environments (Sadaf et al., 2019). Due to their openness
to the public, operational requirements, and the need for employees to access distributed
networks, HEIs are particularly vulnerable to cyber-attacks (Hina et al., 2019). For example,
they store and manage a repository of sensitive data and intellectual property, including
student records, research data and financial information, making them vulnerable to
cybercrimes (Perera et al.,, 2022). Further, HEIs are communities of a diverse workforce,
including students, faculty, admin and other staff members (Coman et al., 2020), each with

unique and various needs regarding cybersecurity awareness and IT skills.

While the general literature offers abundant studies on cybersecurity awareness, HEIs need
more research focusing specifically on cybersecurity awareness and risk (Ulven & Wangen,
2021). Recent contributions like Zwilling et al. (2022) stress the importance of cybersecurity
awareness for HEI employees to mitigate cyber-attack risks. However, the effectiveness of
cybersecurity awareness training significantly hinges on the design and implementation of
these programs. Moreover, cultural and social factors impacting users’ behaviours may
constrain success and hinder effectiveness (Mogoane & Kabanda, 2019). Understanding and
addressing these factors are pivotal in optimising the impact of cybersecurity awareness

initiatives within HEIs.

The inception of the Internet has led to the introduction of technology platforms that have

enabled individuals and institutions to communicate more effectively (Haleem et al., 2022).
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The growth in technology in daily operations has made cybersecurity awareness a crucial
aspect of organisational management. South African HEIs are not immune to cyber threats,
which can lead to data breaches and other cybersecurity incidents (Bongiovanni, 2019). In
2020, the University of Witwatersrand experienced disruptions on its online learning platforms
due to cyber-attacks. Therefore, investigating cybersecurity awareness among employees in
SA HEIs is crucial. This study investigates the factors influencing employees’ cybersecurity
awareness and behaviour in SA HEIs and develops effective strategies for improving

cybersecurity measures.

1.2 PROBLEM STATEMENT

The growing reliance on technology in SA HEIs has significantly increased their cyberattack
vulnerability. These attacks threaten the vast amount of sensitive data HEIs manage, including
student records, research information, financial details, and intellectual property (Zwilling et al.,
2022). Such breaches carry profound repercussions, encompassing financial losses,

reputational damage and disruptions to academic activities.

Employees are often the weakest link in the cybersecurity posture due to a lack of awareness
regarding cyber threats and best practices. This lack of knowledge can lead to them falling
victim to phishing scams, clicking on malicious links, or unknowingly introducing vulnerabilities

through improper data handling (Chen et al., 2018; Pool et al., 2024).

While limited research exists on employee cybersecurity awareness and behaviour within SA
HEIs as a critical area of focus, this study also acknowledges the broader challenges facing
South Africa, such as the lack of understanding of core cybersecurity concepts and inadequate
data protection policies (Shingange, 2022). According to recent statistics by Accenture (2020),
the general public’s lack of understanding of cybersecurity concepts significantly contributes to
the nation’s vulnerability to cyber threats, costing the economy over two billion rands annually.
Furthermore, research by Bada et al. (2019) indicates that CSA remains underexplored across
Africa, highlighting the need for more research within the SA HEI context (Chandarman & Van
Niekerk, 2017). This knowledge gap hinders the development of effective cybersecurity
measures in SA HEIs despite government efforts through legislation like POPIA (2013) and the
Cybercrimes and Cybersecurity Bill (2017). By understanding and addressing these factors,

this study aims to develop more effective and targeted cybersecurity awareness programs for
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HEIs, ultimately bolstering cybersecurity readiness, mitigating cyber risks, and fostering a

secure learning environment.

1.3 RESEARCH PURPOSE

The rapidly expanding digital landscape of SA HEIs has been accompanied by a worrisome
rise in cyber-attacks (Risk Based Security, 2020), highlighting the pressing need for robust
cybersecurity measures. This study addresses this concern by comprehensively examining
and explaining the factors influencing employee cybersecurity awareness and behaviour within
SA HEls. Drawing from the established theoretical models of the Theory of Planned Behaviour
(TPB) (Ajzen, 1991) and Protection Motivation Theory (PMT) (Rogers, 1975), this investigation
delves into the intricate factors influencing employee cybersecurity readiness within this unique
context. These concepts are explored in detail in sections 2.4 and 2.5.

1.4 RESEARCH OBJECTIVES

This study aims to investigate the factors influencing employee cybersecurity awareness and
behaviour in SA HEIs and to identify effective strategies for enhancing cybersecurity
measures. The study proposes the following objectives to achieve this goal and address the

research question:

Main Research Objective: To investigate how cybersecurity awareness and related factors

influence employee cybersecurity behaviour in SA HEIs.

The specific objectives of the study are:
1. To explore the cybersecurity awareness programs currently available in SA HEIs.
2. To investigate effective methods for measuring current employee cybersecurity
awareness levels in SA HElIs.
3. To identify and analyse the factors influencing employees’ cybersecurity awareness and
behaviour in SA HEIs.
4. To investigate the challenges that hinder the effectiveness of cybersecurity awareness

programs and practices in SA HEIs.



1.5 RESEARCH QUESTIONS

Based on the preceding discussion and research objectives, this study seeks to answer the
following main research question and sub-questions to gain a deeper understanding of the

main research question (RSQ denotes research sub-question):

Main Research Question: How do cybersecurity awareness and other factors influence

employee cybersecurity behaviour (CCB) in SA HEIs?

RSQ1: What are the cybersecurity awareness programs currently available in SA HEIs?
RSQ2: How can current employee cybersecurity awareness levels in SA HEIs be effectively
measured?

RSQ3: What factors influence employees’ cybersecurity awareness and behaviour in SA
HEIs?

RSQ4: What challenges impede the effectiveness of cybersecurity awareness programs and

practices in SA HEIs?

1.6 SIGNIFICANCE OF THE STUDY

Security incidents such as the University of Zululand data breach in 2019, the University of
Witwatersrand and the University of Johannesburg ransomware attacks in 2020 highlight the
severity of cybersecurity breaches and the urgent need for effective cybersecurity measures
and awareness among employees within HEIs in South Africa (Pretorius, 2019; Pieczywok,
2021; Charandura, 2022). However, despite the significant roles of HEIs, limited cybersecurity
studies have focused explicitly on employees’ CCB in SA HEIs (Chandarman & Van Niekerk,
2018; Cheng & Wang, 2022; Bada et al., 2019). This study aims to contribute to the theoretical
knowledge of employees’ CCB in SA HEls and the development of practical solutions. By
investigating the factors leading to cybersecurity-compliant behaviour, this study can inform

the creation of more effective cybersecurity awareness programs within these institutions.

The findings of this study will benefit a wide range of stakeholders.

Policymakers: This research can inform the development of targeted policies that promote

cybersecurity awareness and training within SA HEIs. By understanding the factors influencing
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employee cybersecurity behaviour, policymakers can design interventions that address these

specific areas, ultimately strengthening the overall cybersecurity posture of HEIs.

Students: Improved cybersecurity awareness among employees translates into a safer
learning environment for students. By identifying the factors contributing to positive
cybersecurity behaviour, this study can contribute to developing training programs that
empower staff to make better cybersecurity decisions, ultimately reducing the risk of data

breaches and protecting student information.

Administrative and Academic Staff: Understanding their cybersecurity behaviour patterns
will be crucial for administrative and academic staff. This study provides valuable insights that
can inform the development of more targeted training programs tailored to their specific needs.
Employees will be better equipped to protect sensitive information and contribute to a more

secure digital HEI landscape by improving cybersecurity awareness and skills.

Ultimately, this study bridges a significant gap in existing knowledge and offers valuable
insights to guide practice, shape policy, and fortify SA HEIs' digital security stance.

1.7 ASSUMPTIONS

Several assumptions underlie this study. Firstly, the researcher assumes that employees in SA
HEIs have varying levels of cybersecurity awareness, influenced by factors such as training,
experience, organisational policy and culture. Secondly, another assumption is that effective
cybersecurity awareness programs can improve employees’ cybersecurity knowledge and
behaviours, thereby ultimately reducing the risk of cybersecurity incidents in SA HEIs. Thirdly,
given the similarities in cybersecurity risks and awareness challenges across sectors and
contexts, the researcher also assumes that the study’s findings and recommendations will
have broader applicability beyond the SA HEIls sector. Fourthly, the data collected from
respondents is accurate and reliable, and the measures used to assess cybersecurity
awareness and program effectiveness are valid and reliable. The last assumption is that SA

HEIs and other interested parties will implement and adopt the study’s recommendations.



1.8 CONTRIBUTION

This study contributes to the information systems (IS) body of knowledge on cybersecurity
awareness in SA HEIs by investigating the factors influencing cybersecurity awareness and
developing an effective cybersecurity awareness program for SA HEIs. The study will also
enhance employees’ cybersecurity awareness levels and inform the design of effective

cybersecurity awareness programs for other sectors and industries.

The findings of this study will be valuable to several stakeholders, including SA HEIs and their
employees, the South African Department of Higher Education and Training (DHET) and other
interested parties. By addressing the gaps in the literature on cybersecurity awareness in SA
HEIs and developing effective training programs, this study seeks to improve cybersecurity
preparedness in these institutions and ultimately contribute to the protection and security of

digital assets.

This chapter discusses cybersecurity risks and threats SA HEIs face. It highlights their
vulnerability to cyber-attacks due to the storage and management of sensitive data and
intellectual property and a diverse workforce with varying cybersecurity awareness and digital
skills. It emphasises the importance of effective cybersecurity awareness programs for
employees, identifying factors that may limit their effectiveness, such as design,
implementation, cultural and social factors, and employees’ technology knowledge. It also
noted that ineffective and inadequate training could result in security breaches, data loss,
reputational damage and significant financial implications for HEIs. The chapter presents the
research objectives and questions to address knowledge gaps, discusses its assumptions and
limitations and provides an overview of SA HEIs’ challenges concerning cybersecurity risks

and threats.

This study’s contribution is significant given the increasing cybersecurity threats and incidents
in SA HEIs. The study’s recommendations inform the design of effective cybersecurity
awareness programs and contribute to developing a more secure digital environment in SA

HEIs, which will apply to other sectors and industries.



1.9 BRIEF CHAPTER OVERVIEW

The study comprises six chapters: introduction, literature review, methodology, data

interpretation and discussion of findings, discussions and conclusion, structured as follows:

Chapter One - Introduction:

This chapter introduces the study based on cybersecurity awareness in SA HEls and
highlights the importance of this issue and the factors influencing employees’ cybersecurity
awareness and behaviour. The researcher structures the chapter into the following sections:
background, problem statement, study’s significance, research questions, objectives,

assumptions, limitations, contribution and conclusion.

Chapter Two - Literature review:

This chapter reviews the extant literature on cybersecurity awareness and related phenomena,
including cyber threats and risks, cybersecurity awareness programs, and cybersecurity
theoretical frameworks. It also discusses the gaps in the literature and presents how this study
would contribute to the body of knowledge. Lastly, it gives the study’s theoretical underpinning.

Chapter Three — Research Model and Hypotheses:

This chapter presents the research model and hypotheses developed to address this study’s
research questions and objectives. It introduces the underlying theoretical frameworks and
factors informing the research model. It then outlines the research model, illustrating the
relationships between the key variables. Based on the literature review and theoretical

foundation, each hypothesis is presented and justified.

Chapter Four — Research Design and Methodology:

This chapter outlines the research methodology and planning, covering the research design,
paradigm, strategy, data collection, and analysis. It also covers the methods and instruments
used for data collection and discusses the ethical considerations of this study.

Chapter Five - Interpretation and Discussion of Findings:
This chapter analyses and presents the data collected in this study. It uses various statistical
methods to test the hypotheses and answer the research questions. It also presents the

study’s results and briefly discusses the hypothesis test results.
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Chapter Six — Conclusions and Recommendations:

This chapter discusses the impact of this study’s findings, presents the limitations, and
recommends possible further research. It also answers the main and sub-research questions,
explains the decisions, summarises the research’s main findings, discusses the implications of

the results for SA HEIs, and presents recommendations.

1.10 CONCLUSION

This chapter introduces the study on cybersecurity awareness in SA HEIs. It highlights the
importance of this issue and the factors influencing employees’ cybersecurity awareness. The
chapter is structured as follows: introduction, background, problem statement, research

questions, objectives, significance, and conclusion.

The chapter provided an overview of the thesis’s structure, including the remaining chapters.
Chapter two focuses on the extant literature on cybersecurity frameworks, awareness, risks,
threats, and programs. The research model and hypothesis present the conceptual model and
hypotheses employed to validate it. The research design and methodology chapter outlines
the research design and data collection, while the succeeding chapters cover data analysis,

findings, discussions and conclusions. The next chapter presents the study’s literature review.
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2 LITERATURE REVIEW

2.1 INTRODUCTION

This chapter delves into the existing body of knowledge through a comprehensive literature
review, serving as a vital foundation for the investigation, offering valuable insights and laying
the groundwork for further exploration within the cybersecurity field (von Solms & von Solms,
2018). The primary objective of this chapter is to conduct an in-depth assessment of the
existing literature related to cybersecurity awareness among employees in South African (SA)
Higher Education Institutions (HEIS). This review encompasses a wide range of discussions,
including associated activities and measures designed to strengthen the security frameworks
of HEIs. The goal is to provide profound insights into the rapidly evolving landscape of
cybersecurity within HEIs.

The study comprehensively explores essential themes related to cybersecurity awareness and
behaviour within SA HEIs and guides readers through a detailed examination of various
aspects of cybersecurity, including:

e Cybersecurity and Cybercrime in SA HEIs: This section introduces the concepts of
cybersecurity and cybercrime, highlighting their relevance to HEIs and explaining how
the two are interlinked.

o Cybersecurity Policies and Regulations in South Africa: This section explores the
current landscape of cybersecurity policies and regulations in South Africa, particularly
those relevant to HEIs.

« Cybersecurity Awareness and Effective Strategies: These sections explore the
cybersecurity landscape, strategies, and their correlation with employees’ cybersecurity
behaviour.

e« Cybersecurity Risk Management: This section delves into the role of risk
management in fostering cybersecurity awareness within HEISs.

o Cybersecurity Behaviour: This section examines existing research factors informing
acceptable or compliant cybersecurity behaviour.

« Theoretical Foundations: This section explores the theoretical foundations for

understanding employee cybersecurity awareness and behaviour.
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The chapter concludes with a summary and a synthesised perspective on the multifaceted
discussions. This synthesis helps to facilitate a seamless transition into the subsequent
sections, ensuring a cohesive flow of ideas and concepts. The deliberate structure of this
literature review prepares readers to navigate the following content with a clear understanding
of the discourse’s trajectory and the foundational insights that support it. This sets the stage for
introducing the study’s proposed model, which builds upon this knowledge base to address the

research gap identified earlier.

2.2 CYBERSECURITY AND CYBERCRIME IN SA HEIS

Cybersecurity encompasses a comprehensive set of measures to protect information systems,
networks, and devices from unauthorised access, use, disclosure, disruption, modification, or
destruction (Raimundo & Rosario, 2022). This suggests that cybersecurity is a multifaceted
strategy crucial for protecting sensitive information assets in today’s digital landscape. This
multi-layered approach employs technical and administrative measures to secure digital assets
(Furstenau et al., 2021). Thus, understanding these layers is essential for developing effective
cybersecurity awareness and policies within HEIs. Information security is a subset of
cybersecurity that focuses on safeguarding confidential information from unauthorised access,
modification, or deletion (World Economic Forum, 2019). Information security is significant for

HEIs as they handle massive amounts of sensitive student and staff data and intellectual
property.

Conversely, cybercrime is any criminal activity targeting or exploiting computer systems and
networks (Schwab, 2019), highlighting the ever-present threat malicious actors pose in the
digital age. HEIs, with their vast networks and valuable data, become prime targets for
cybercriminals. Cybercriminals employ various tools and methodologies, often leveraging
readily available devices like smartphones and laptops to execute illicit activities (Raimundo &
Rosario, 2022). This ease of access for criminal actors and attackers strengthens the

importance of employees’ vigilance within HEIs.

The pervasive digitisation of SA HEIs has made cybersecurity a top priority globally (Eltahir &
Ahmed, 2023). This dependence on technology exposes institutions to diverse cyber threats,
ranging from malware attacks to data breaches (Mogoane & Kabanda, 2019). These threats

are growing in frequency and severity and are often influenced by employees’ insecure
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behaviour (Mou et al., 2022; Millett et al., 2019; King et al., 2018). Sutherland (2018) asserts
that employees’ lack of cybersecurity awareness makes them and their institutions prime
targets for these threats. Mitigating these risks requires a multifaceted approach, combining

robust technical safeguards with a human element (Malatji et al., 2022).

Creating awareness and educating employees about cyber threats, and fostering appropriate
security behaviours, are crucial for mitigating risks and protecting sensitive data and resources
within HEIs (Cheng & Wang, 2022). This chapter reviews extant cybersecurity literature and
delves into the current landscape of cybersecurity policies and regulations in South Africa,
focusing on employee training, risk management, and awareness programs within HEI
contexts. It further explores the theoretical foundations for cybersecurity and presents relevant
research models and hypotheses. Ultimately, this analysis aims to identify and understand the
factors influencing employee cybersecurity awareness and behaviours, thereby informing the

development of effective cybersecurity strategies for SA HEIs.

Several vital interventions can empower HEIs to build a more secure digital environment.
These interventions, aligned with research by Vrhovec et al. (2023), include the following:
o Education Initiatives: Equipping employees with knowledge about online threats and
mitigation strategies is crucial for fostering secure behaviour within HEIs.
e« Awareness-Raising Campaigns: Regular reminders about potential threats and
countermeasures help maintain vigilance and preparedness.
o Training Programs: Developing essential information security skills, such as secure
password management and phishing identification, empowers employees to contribute

actively to cybersecurity efforts.

Despite being custodians of sensitive information, many SA HEIls lack comprehensive
cybersecurity measures, rendering them vulnerable to cyberattacks and data breaches
(Cloete, 2017; Osuagwu et al., 2020). This alarming reality underscores the urgent need for
HEIs to implement robust cybersecurity measures, including effective employee awareness
programs, to mitigate risks and protect valuable institutional resources (Cheng & Wang, 2022;
Osuagwu et al., 2020; Cloete, 2017).

It is paramount for SA HEIls to ensure that all employees adhere to CCB when accessing

institutional network resources and the internet to strengthen national cybersecurity capability
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(National Integrated ICT Policy, 2017; SA Government Gazette, 2015). Also, the South African
National Cybersecurity Policy Framework (SA-NCPF) is a comprehensive strategy that
underscores the importance of integrating human factors into cybersecurity measures
(Department of Telecommunications and Postal Services, 2019). As the SA-NCPF emphasis
on human behaviour aligns with this study’s focus on employees, it can be a key legal statute
for the current investigation. Also, by fostering a culture of awareness and promoting
adherence to best practices through effective education and training programs, HEIs can
significantly reduce cyberattack risks and protect their critical assets (SA Government Gazette,
2015). This collective effort requires the collaboration of institutional leadership, IT
professionals, and all employees, ultimately safeguarding the digital landscape of SA
HEIs.Therefore, the following section explores the cybersecurity regulations and policies in SA

HEIs to understand how these threats can be effectively mitigated.

2.3 CYBERSECURITY REGULATIONS AND POLICIES

2.3.1 Human Behaviour: The Critical Factor in Cybersecurity Efforts

Several studies consistently highlight that employee non-compliance with established
cybersecurity policies is a significant cause of cyber breaches (Khatib & Barki, 2022; Aldawood
& Skinner, 2019; Sommestad et al., 2015). This underscores human behaviour’s critical role in
cybersecurity, consistent with the current study’s emphasis on addressing the human element
within SA HEIs. While cybersecurity regulations exist, Porcedda (2018) argues that they often
focus on symptoms rather than root causes, potentially exacerbating vulnerabilities.
Recognising and mitigating this national and institutional security limitation, South Africa has
implemented a comprehensive legal framework to address these challenges (Malatji et al.,
2022). This development aligns with the global need for robust cybersecurity frameworks to
safeguard against evolving cyber threats (Schwab, 2019; Srinivas et al., 2019). Further, the
International Telecommunication Union (ITU) highlights the importance of formulating national
cybersecurity strategies with proactive measures for prevention, response and recovery from
cyberattacks (ITU, 2019, 2020).
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2.3.2 Cybersecurity Regulations and Policies in South Africa

The South African Government has responded to the cyberattack surge by introducing
cybersecurity legislation, regulations, and frameworks (Khan et al., 2022). These legislative
efforts are pivotal in fortifying digital and national cybersecurity environments. For example,
South Africa’s legal framework, particularly the SA National Cybersecurity Policy Framework
(SA-NCPF), calls for a concerted national approach to establishing cybersecurity and provides
the measures and mechanisms for policy coordination nationwide (Steenkamp-Fonseca & Van
Wyk, 2021). It aims to protect information infrastructure in cyberspace and prevent
cyberattacks and threats (Chigada, 2023), emphasising the human element in cybercrime
(Malatji et al., 2022). Thus, consideration of human behaviour becomes fundamental within

comprehensive cybersecurity strategies and overarching regulations.

The SA-NCPF, published in May 2015 (SA Government Gazette, 2015), is a comprehensive
framework designed to create a secure cyber environment. This framework addresses four key
cybersecurity issues: an inadequate regulatory framework, uncoordinated approaches, lack of
public awareness, and insufficient skills and resources. It outlines ten core elements to tackle
these challenges, including establishing a dedicated policy, protecting critical information
infrastructure, promoting cybersecurity cultures, and forming public-private partnerships. The
emphasis on cybersecurity culture and awareness underscores NCPF’s consideration of
human behaviour and its recognition of cybersecurity awareness, which aligns with the current

study’s focus on employee awareness and behaviour.

Despite its comprehensive structure, the NCPF faces several challenges that hinder its
effectiveness. These include complex stakeholder relationships and misaligned cyber
legislation, as Bote (2019) highlighted. This misalignment creates gaps that cybercriminals can
exploit (Pokwana & Kyobe, 2016). Furthermore, Steenkamp-Fonseca and Van Wyk (2021)
argue that the NCPF’s effectiveness hinges on proper cybersecurity legislation to provide a

strong foundation. Recognising this need, South Africa has implemented legislative measures.

The Protection of Personal Information Act (POPIA) (Information Regulator, 2013) enforces
stringent data security standards and compels organisations to safeguard personal data. This
significantly impacts SA HEIs by highlighting the need for proactive measures against

cybercrime, such as employee awareness programs. Thus, exploring how POPIA compliance
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translates into employee awareness and compliance behaviour within HEIs can provide
valuable insights for this study. Similarly, the Cybercrimes Act (Act 19 of 2020) is another
legislation that strengthens the legal framework by criminalising various malicious cyber
activities and compelling organisations to report cybercrimes (South African Government,
2021). While these acts primarily deter illegal operations, they offer valuable insights for
institutions to strengthen their cybersecurity postures. These insights inform the need for

effective employee cybersecurity awareness and policy development within SA HEIs.

The SA-NCPF further emphasises the importance of ongoing education and awareness
programs, aligning with the recognition that technical measures alone are insufficient
(Department of Telecommunications and Postal Services, 2019). By equipping employees with
the knowledge and skills to identify and respond to cybersecurity risks, HEIs can significantly
reduce their vulnerabilities. This focus on human behaviour bridges the gap identified in the
NCPF’s limitations. By promoting a culture of cybersecurity awareness through training
programs, this study aims to empower employees and strengthen the overall cybersecurity
posture of SA HEISs.

2.3.3 Limitation of Frameworks and Need for Cybersecurity Awareness

Despite well-intentioned frameworks like the SA-NCPF, South Africa’s cybersecurity landscape
continues to face challenges. The NCPF lacks robust alignment with legislation, which is
necessary to make it effective. (Steenkamp-Fonseca & Van Wyk, 2021). This misalignment
creates loopholes that cybercriminals exploit (Pokwana & Kyobe, 2016). It also requires
complex stakeholder relationships that hinder the NCPF’s operational efficiency (Bote, 2019).
Given this background, Chigada (2023) underscores the need to review this framework to

enhance its effectiveness in addressing cybersecurity issues.

Chang and Coppel (2020) advise that the exponential growth of cyber threats demands a
multi-pronged approach beyond frameworks and legislation. The NCPF’s emphasis on
promoting awareness and cybersecurity culture further echoes this view. Thus, as earlier
highlighted, the combined approach should include addressing behaviour that remains
significant in cybersecurity. Due to insecure behaviour, the human element, including
employees, remains the weakest link in cybersecurity (Malatji et al., 2021). Aldawood and

Skinner (2019) highlighted that employees’ lack of awareness and training remains a
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significant cause of their susceptibility to social engineering attacks and manipulation,
ultimately compromising institutional cybersecurity. Moreover, Costa and Figueira (2016)
suggest that the NCPF and other frameworks should require organisations to enhance their
employee awareness programs against social engineering threats. Therefore, having explored
the national frameworks and legal landscape, the following section delves into the role of

employee awareness programs in SA HEIs.

2.3.4 International Comparisons and Areas for Improvement

Recent and increasing cyberattacks on institutions underscore the importance of robust
cybersecurity measures, as highlighted in section 1.6. This incident highlights the critical need
for institutions such as HEIs to implement and enforce effective cybersecurity measures to
protect sensitive data (Bana & Bhana, 2018). South Africa’s emphasis on human behaviour in
its cybersecurity frameworks aligns with the growing global recognition of this factor (Malatji et
al.,, 2022; ITU, 2020). However, some countries, such as the US and the UK, have
implemented mandatory employee cybersecurity awareness and training (ITU, 2020). The ITU
(2020) report indicates that many countries, including South Africa, have introduced data
breach and incident reporting requirements in legislation, frameworks and policies. This

highlights a positive step towards strengthening the national cybersecurity landscape.

An analysis of the 2020 Global Cybersecurity Index (ITU, 2020) reveals that while South Africa
ranks 8th on the continent and 59th globally, this calls for improvement in its overall
cybersecurity approach. Specifically, the “Organisational Measures” category, which examines
governance and coordination mechanisms for cybersecurity, highlights areas for improvement
and development. The index’s leading countries, like the USA, UK, Saudi Arabia, and Estonia,
have set higher standards in areas such as legal frameworks, technical infrastructure, policy-
coordinating institutions, and investment in research development, education and training
programs (ITU, 2020; TvaronaviCiené et al., 2020). The future of cybersecurity regulations in
South Africa might involve the development of more specific data privacy regulations similar to
those implemented by the leading countries that have already set higher standards. Such
regulations could further enhance personal data protection within SA institutions, including

HEIs, and strengthen the overall cybersecurity landscape.
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2.3.5 Cybersecurity Policies in SA HElIs

The global landscape reveals inadequate cybersecurity policies, leaving many organisations
susceptible to cyberattacks (Lippert & Cloutier, 2021). This vulnerability particularly affects SA
HEIs, which increasingly rely on technology to store and manage sensitive student and staff
data and intellectual property (DHET, 2020). A report by the Department of Higher Education
and Training (DHET) highlights that many colleges lack formal cybersecurity policies and
training programs, underscoring a broader challenge within the SA HEIs sector. HEIs play a
crucial role in establishing and communicating clear cybersecurity policies. These policies
outline legal obligations and shape organisations’ overall cybersecurity posture by
emphasising the importance of employee behaviour (Srinivas et al., 2019). Effective policies
go beyond mere technical considerations; they encompass a comprehensive strategy that
outlines individual and collective responsibilities across regulatory, legal, technical, and

behavioural aspects (Srinivas et al., 2019).

Cybersecurity policies play a crucial role in shaping the overall cybersecurity posture of SA
HEIs. These policies outline the acceptable rules and procedures that guide employees in
utilising computer resources (Sommestad et al., 2015). They establish clear lines of
cybersecurity responsibilities within the institution and, importantly, mandate employee
awareness and training programs. The scope of cybersecurity policies has expanded in
research. For example, Mishra et al. (2022) propose a broader definition encompassing not
just rules but also tools, best practices and management techniques. This holistic definition
ensures that policies address the various aspects of cybersecurity, including technical
measures and human behaviour. These policies serve as a foundational framework, defining

the standard behaviours employees expect to maintain a secure cyber environment.

More than establishing cybersecurity policies is required, as Almansoori et al. (2023) highlight
that active enforcement and implementation are critical for their success. This involves
integrating cybersecurity best practices into the HEI's overall structure. The effectiveness of

these strategies thrives on a multi-pronged approach:

« Active Policy Enforcement: Ensuring clear consequences for non-compliance

strengthens the impact of the policies.
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« Employee Awareness and Training: It is essential to equip employees with the
knowledge and skills to identify and respond to cyber threats.
e Integration of Best Practices: It is crucial to continuously update policies to reflect the

evolving cyber threat landscape and incorporate best practices.

This comprehensive approach, addressing both technical and human vulnerabilities, is vital to
a robust cybersecurity posture. The International Telecommunication Union (ITU, 2020) also
emphasises the importance of awareness campaigns, training, and incentives to develop a
strong cybersecurity culture within HEIs. By effectively implementing these elements, South
African HEIs can leverage cybersecurity policies to empower employees and create a secure

digital environment.

2.3.6 Necessitating Cybersecurity Awareness Programs

While the primary objectives of POPIA and the Cybercrimes Act are to deter illegal cyber
activities, such as mandating data breach disclosures, they also offer valuable insights that
guide future defensive strategies (Pieterse, 2021). These legislations directly impact SA HEIs,
necessitating robust measures to safeguard personal information against data breaches.
Organisations such as SA HEIs must legally uphold and protect all processed personal data’s
confidentiality, integrity and availability (Information Regulator, 2013). This proactive stance
ensures ongoing improvement in security and reduces vulnerabilities that cybercriminals

exploit.

SA HEIs must comply with these regulations and promote employee awareness through
comprehensive training programs. Effective policy implementation requires concerted efforts to
raise awareness, educate employees about the legal landscape, and foster a security-
conscious culture (South African Government, 2021). In line with Malatji et al. (2022), research
confirms the critical role of employee cybersecurity awareness and training in enhancing the

effectiveness of cybersecurity policies and preventing data breaches.

Having explored the national frameworks and legal landscape, the transition to cybersecurity
awareness programs within SA HEIs necessitates a deeper exploration of employee
awareness. This aligns with current legal requirements and the increasing emphasis on the

human factor in cybersecurity. Therefore, the subsequent sections delve into the mechanisms
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and benefits of such programs, providing a comprehensive understanding of their critical role

in enhancing the cybersecurity posture of SA HEIs.

2.4 CYBERSECURITY AWARENESS

Recent research suggests that over 60% of all cybersecurity incidents result from a lack of
employee knowledge and understanding (Mcllwraith, 2021). This highlights the critical
importance of cybersecurity awareness programs in combating cyber threats. Cybersecurity
safeguards cyberspace and organisational assets, ensuring information availability, integrity,
and reliability (Von Solms & Van Niekerk, 2013; von Solms & von Solms, 2018). It
encompasses the protective mechanisms individuals and organisations adopt to shield
interconnected systems, including computer networks, hardware, software, and data, from a
spectrum of online risks (Perwej et al., 2021). These definitions mirror information security,
which emphasises the critical aspects of information availability, integrity, and confidentiality
(Safa et al., 2016).

Cybersecurity, primarily linked to data in cyberspace, distinguishes itself from information
security, which encompasses protection for all information (Khan et al., 2020). The
International Telecommunications Union (2020) defines cybersecurity as a multifaceted
collection of tools, policies, security concepts, risk management approaches, best practices,
assurances, and technologies deployed to protect users, organisations, and the cyber
environment. Similarly, Chigada and Kyobe (2018) define information security as safeguarding
information and information systems from unauthorised access, use, disclosure, disruption,

modification, or destruction, aiming to establish integrity, confidentiality and availability.

The terms “information security” and “cybersecurity” are often used interchangeably in
academic literature, with some scholars arguing that cybersecurity encompasses and replaces
information security (von Solms & von Solms, 2018). However, despite the overlap, they are
frequently treated synonymously. This study uses both terms interchangeably to align with the
perspective in the literature. Nevertheless, it is crucial to recognise that cybersecurity is not a
simple task but a multifaceted undertaking encompassing technology, individuals with diverse
roles within organisational structures, and related processes that significantly influence

operations (Clark et al., 2020).
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The root causes of employee errors often stem from a lack of cybersecurity awareness,
ignorance, negligence, apathy, mischief and resistance (Safa et al., 2016). The lack of
awareness poses a significant challenge in preventing cyberattacks (Awoleke & Adigun, 2017;
Brynard, 2016). Furthermore, studies have revealed a concerning lack of cybersecurity
awareness among employees in various sectors, including the Nigerian banking industry
(Awoleke & Adigun, 2017) and healthcare workers in South Africa (Brynard, 2016). These
findings underscore the criticality of cybersecurity awareness, warranting an investigation into
the factors influencing it. This aligns with this study’s primary objective of investigating factors
influencing employee cybersecurity awareness and behaviour in SA HEIs (see Section 1.4).

In response to the escalating concerns regarding cyberattacks in organisational settings,
substantial resources have been invested in addressing this issue (Li et al., 2019). Building
cybersecurity awareness plays a pivotal role in preparing employees to understand, manage
and prevent attacks in organisations (Wang et al., 2021; Berkman et al., 2018). Chandarman
and Van Niekerk (2017) define awareness as the correlation between knowledge, self-
perception of skills, actual skills and behaviour, attitudes and other elements, establishing it as
a non-technical measure utilised by organisations to augment employees’ cybersecurity
defences (Paolini, 2021). This multi-dimensional construct involves various factors that
strengthen employees’ ability to defend themselves against online threats by enhancing their
understanding of attack risks and preventive measures (Bhana & Bhana, 2018). Equipping
individuals with knowledge about cybercrime threats and preventive measures enables
organisations, such as SA HEIs, to better prepare employees to tackle cyberattacks.
Compliance with organisational security policies that deter deviant behaviour further enhances

cybersecurity measures (Alshaikh, 2020).

The primary goal of cybersecurity awareness is to disseminate information about cybersecurity
threats, vulnerabilities, and potential mitigation strategies, ensuring alignment with security
policies and best practices (Bowen et al., 2006). Promoting cybersecurity awareness enables
organisations, including SA HEls, to fortify data protection against malicious actors and
cybercriminals (Richet, 2022). Highlighting the criticality of cybersecurity awareness in
preventing cyberattacks and safeguarding sensitive information underscores its importance.
Therefore, SA HEIS’ cybersecurity measures must prioritise building employees’ awareness of
cyber threats and risks to establish a secure organisational environment (Jalali et al., 2019).
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2.4.1 Factors Influencing Employees’ Cybersecurity Awareness

Several factors influence cybersecurity awareness among HEI employees. A critical factor is
the need for effective cybersecurity training. Employees must have the knowledge and skills to
recognise and respond to cybersecurity threats (Harindranath, 2018). For example, Brynard
(2016) found that 86% of South African organisations still require a formal cybersecurity

awareness and training program.

The lack of comprehensive cybersecurity awareness and training significantly contributes to
inadequate awareness in SA HEls: this directly aligns with this study’s objective, which
investigates the effectiveness of the current strategies. Training should cover topics beyond
the basics, including social engineering, phishing, and ransomware, as these attack
mechanisms are widespread (Harindranath, 2022; Wang et al., 2021; Mansoori & Welch,
2020; da Silva, Feitosa, & Garcia, 2020). Even when employees receive training, they may not
retain the information if the programs are ineffective (Awoleke & Adigun, 2020). This
emphasises the need for well-designed, engaging training programs; this aligns with this

study’s sub-objective that explores how training effectiveness influences employee awareness.

Another crucial factor influencing cybersecurity awareness is the perception of cybersecurity
risk. Employees who perceive cybersecurity risks as low are generally less inclined to take
appropriate actions (Chikandiwa et al., 2021). Conversely, employees who perceive the risks
as high are likelier to adopt suitable measures (Li et al., 2019). Therefore, it is imperative to
raise awareness regarding the risks of cyberattacks and emphasise the significance of
protection (Wong et al., 2022). Furthermore, organisational culture plays a significant role. A
robust cybersecurity culture educates employees about risks and instructs them on mitigation
measures (Uchendu et al., 2021; Awoleke & Adigun, 2020). This can be fostered through top-
level management support, regular training programs, and transparent communication
(Mogoane & Kabanda, 2019; Alshaikh, 2020).

2.5 EFFECTIVE STRATEGIES FOR CYBERSECURITY AWARENESS

Effective Strategies and Employee Training: Various strategies have successfully improved
cybersecurity in different sectors. Cybersecurity awareness education and training are
significant measures to prevent cybersecurity incidents like cyber threats (Back & Guerette,

2021; Miheli€ et al., 2019). Training should cover threat identification and response, password
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management and data protection (Bryant & Conger, 2019). Additionally, organisations can
leverage technology to fortify network perimeters and enhance cybersecurity (e.g., encryption,
firewalls, intrusion detection systems). Fostering a cybersecurity awareness culture through
regular communication and mandatory threat recognition and response training is also crucial
(Awoleke & Adigun, 2017).

Challenges and Considerations: Implementing effective cybersecurity measures in HEIls
faces challenges, such as insufficient funding (Bana & Bhana, 2018). Continued investment
and improvement are necessary to address the evolving threat landscape. Another challenge
is the lack of understanding and awareness of the importance of cybersecurity organisation-
wide, leading to a lack of management commitment (Fernandes & Alves, 2020). Therefore,
organisations need to create a culture of awareness where employees are informed and

trained on their role in establishing a secure environment.

Employee training is a cornerstone of effective cybersecurity, particularly in HEIs, where data
breaches can severely affect institutions (Cloete, 2017). Regularly training all employees
increases awareness and helps prevent cyber-attacks and potential intellectual property
violations (He et al., 2020). Research suggests the effectiveness of training in enhancing
awareness and reducing security incidents (Liu et al., 2019; Ozturk & Bilge, 2018).
Organisations must invest in training programs that equip employees with the knowledge and
skills to identify and proactively prevent cyber-attacks (Awoleke & Adigun, 2017). These

programs should include:

e Regularly Updated: The cybersecurity threat landscape constantly evolves, so training
content needs to reflect the latest threats and tactics (Fernandes & Alves, 2020).

o Tailored to the Organization’s Needs: Training should address the specific risks and
vulnerabilities relevant to the HEI's environment (Awoleke & Adigun, 2020).

« Engaging and Interactive: Traditional lecture-style training may be less effective than
interactive simulations, role-playing or gamification methods (Bhana & Bhana, 2018).

e Accompanied by Continuous Support: Training should be part of an ongoing
awareness program with regular communication updates and reminders about

cybersecurity best practices (Awoleke & Adigun, 2017).

24



Thus, by implementing a comprehensive cybersecurity awareness program that incorporates
effective employee training and fosters a culture of security consciousness, HEIs can
significantly reduce their cyber risks and protect sensitive information. This will create a more
secure learning and research environment for students, faculty, and staff. Having reviewed
how cybersecurity awareness contributes to an institution's cybersecurity structures, the

following section focuses on risk management.

2.6 RISK MANAGEMENT

In addition to training employees, effective risk management is paramount for addressing
cybersecurity issues within HEIs (Brynard, 2016; Bhana & Bhana, 2018). Risk management, a
systematic approach to identifying, assessing and mitigating potential risks (i.e., cyber threats),
allows institutions to safeguard their digital assets proactively. This focus on risk management
aligns with the research objective of identifying effective strategies for enhancing cybersecurity

measures in SA HEIs (see Section 1.4).

Implementing a well-defined risk management process is a cornerstone of effective risk

management (Brynard, 2016). This process involves several key steps:

Identification of vulnerabilities and threats: This initial stage systematically catalogues potential
security weaknesses within the HEI's IT infrastructure, data, and user behaviour (Pieterse,
2021). The research sub-question (Section 1.5) delves deeper into understanding these

factors influencing employee behaviour.

Likelihood and impact assessment: Following identification, each vulnerability and threat is
evaluated to determine the probability of its occurrence and the potential severity of its impact
on the HEI (Brynard, 2016).

Mitigation strategy development: Based on the assessment, institutions develop and
implement appropriate countermeasures to address the identified vulnerabilities and threats.
These measures can be technical (e.g., firewalls, intrusion detection systems) or non-technical

(e.g., security policies, training programs).
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Risk management should be an ongoing and iterative process, with institutions regularly
reviewing and updating their strategies to effectively address emerging and evolving threats
(Brynard, 2016). This iterative approach ensures that HEIs remain adaptable in the ever-
changing cybersecurity landscape. Furthermore, adherence to recommended standards and
best practices, such as those outlined by the National Institute of Standards and Technology
(NIST) Cybersecurity Framework or ISO/IEC 27001, can provide valuable guidance for

developing a comprehensive risk management strategy (Pieterse, 2021).

One valuable HEI approach is utilising cybersecurity frameworks, such as NIST's
cybersecurity framework or ISO/IEC 27001. These frameworks provide guidance and best
practices for managing cybersecurity risks, covering aspects like identifying, protecting,
detecting, responding to, and recovering from cyber-attacks (NIST, 2018). What makes these
frameworks particularly valuable is their adaptability to an organisation’s specific needs, aiding
institutions in developing a comprehensive cybersecurity strategy that aligns with our primary
research objective (Section 1.4). Thus, South African HEIs can adopt these valuable

frameworks to improve and strengthen their cybersecurity preparedness.

Since not all employees may possess a high level of cyber-savviness and might be unaware of
the potential risks associated with their online behaviour, regular training, education, and user
awareness sessions are crucial for mitigating cybersecurity risks (Pieterse, 2021). This aligns
with our research objective of investigating the factors influencing employee cybersecurity
awareness and behaviour (Section 1.4). Consequently, institutions must implement robust risk
management practices by employing technological measures to secure their network systems,
including firewalls, antivirus software, intrusion detection, and prevention systems (Brynard,
2016). Furthermore, institutions should consistently update their systems and software with the

latest security patches to prevent potential vulnerabilities from being exploited.

Research has underscored the importance of effective risk management in preventing cyber-
attacks on HEIs (Osuagwu et al., 2020). Several studies have explored risk management
strategies in different contexts. For instance, Amin et al. (2018) developed a risk management
framework for the banking sector in Pakistan, while Hasan et al. (2019) proposed a framework
for the healthcare sector in India. These studies, along with the investigation into the specific
context of SA HEIs, emphasise the need for organisations to implement effective risk

management strategies tailored to their unique needs.

26



2.7 CYBERSECURITY BEHAVIOUR

The significant consequences of cybersecurity incidents on organisations are well-highlighted
(Ponemon Institute, 2020; Verizon, 2020). Increased attention should focus on encouraging
employees to comply with information security policies that inform cybersecurity behaviour
(Balozian et al.,, 2019; Cram et al., 2019). Cybersecurity behaviour is crucial for fortifying
institutions' information security measures and encompasses actions to mitigate vulnerabilities
and enhance cybersecurity among end-users in organisational settings (Adams, 2019;

Rasmussen et al., 2020).

Drawn from the personal hygiene concept of public health systems’ literature, cyber-hygiene
denotes cleanliness measures against germs and diseases (Vishwanath et al., 2020). Given
its relevance, the personal hygiene concept should be employed and incorporated into the
organisations’ cybersecurity environment to establish healthy online organisation conditions
and cybersecurity-compliant behaviour (ENISA, 2016, p. 4). Cybersecurity behaviour signifies
practices aligned with security policies to ensure information confidentiality, availability and

integrity within organisational frameworks (Vishwanath et al., 2020).

2.7.1 Cybersecurity-Compliant Behaviour and Protective Behaviour

In response to cyber risks and threats, end-user employees adopt various measures to
mitigate vulnerabilities, including cyber hygiene, protective behaviour, and cybersecurity-
compliant behaviour (CCB). Within information security management, CCB refers to practices
aligned with security policies, ensuring information confidentiality, availability, and integrity
within organisations (Vishwanath et al., 2020). It captures users' actions to protect personal
and organisational digital assets (Watkins et al., 2016). While some studies differentiate
between CCB and protective behaviour, this study adopts the term CCB to encompass
employees’ adherence to security policies and best practices (Borrajo et al., 2015). This
broader definition is consistent with our research objective, investigating the factors influencing
employee cybersecurity behaviour in South African HEIs (see Section 1.4). Aligned with the
Protection Motivation Theory (PMT), cybersecurity protective behaviour aims to mitigate
human vulnerabilities by promoting secure cyber practices (Borrajo et al., 2015), often

synonymous with CCB.
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Guided by the organisation’s cybersecurity environment, CCB encompasses actions such as
adopting robust password practices, utilising multi-factor authentication, exercising caution

with phishing emails and routinely backing up critical data (Cain et al., 2018).

Gaunt (2000) emphasises the significance of the human elements within organisational
cybersecurity structures. They are often identified as the weakest link in the cybersecurity
chain (Abraham & Chengalur-Smith, 2010; Aloul, 2012). The author highlights the need for
employee awareness, further supported by recent studies demonstrating that organisations
and individuals can address security vulnerabilities by adopting CCB (van Bavel Rodriguez-
Priego et al., 2019; Zimmermann & Renaud, 2019; Lee, 2021). However, limited research
explores the specific factors influencing CCB in the context of South African HEIs. This study
addresses this gap by investigating how various factors influence employee CCB in these

institutions.

2.7.2 Cybersecurity Behaviour in Organisational Contexts

In an organisation’s cybersecurity context, “cybersecurity behaviour” characterises employee’s
actions, reactions and overall conduct, aligning with an organisation’s cybersecurity
awareness, policies, and prior experience (Li et al.,, 2019; Safa et al., 2015). Different
organisations’ settings significantly influence user behaviours, with varying behaviours
observed in diverse environments (Liang & Xue, 2010; Kruger et al., 2011). Policies and
regulations guide employee security behaviour within organisational settings, supplemented by

cybersecurity awareness training shaping compliance with these policies (Blythe, 2013).

2.7.3 Standardisation and Awareness of Cybersecurity Behaviour

This study primarily focuses on classifying cybersecurity behaviour within organisational
security settings, emphasising the necessity for standardised definitions and associated
security behaviours (Blythe, 2013). The diverse interpretations of CCB across various studies
highlight the need for standardisation in defining and implementing these behaviours.
Understanding user behaviour aims to foster a culture of cybersecurity compliance while
discouraging non-compliant behaviour that could be malicious. Cybersecurity behaviour is
multifaceted and influenced by various factors, including organisational settings, policies,

regulations, awareness training and theoretical frameworks (van Bavel Rodriguez-Priego et
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al., 2019). Standardising and raising awareness of these behaviours is essential, especially
amid the rapidly evolving cybercrimes. Understanding how these factors influence
cybersecurity-compliant behaviour in SA HElIs aligns with the research objective, investigating
the factors influencing employee cybersecurity awareness and behaviour (Section 1.4). The
following section reviews theories and organisational factors that underpin CCB.

2.8 THEORETICAL UNDERPINNING

The rapidly expanding digital landscape of SA HEIs has raised significant cybersecurity
concerns. This study examines and explains employee cybersecurity awareness and
behaviour within this unique context. This section explores the theoretical underpinnings for
understanding employee cybersecurity awareness and behaviour within organisations such as
HEIs. It emphasises the critical role of employee cybersecurity awareness in fostering CCB
within institutions, as evidenced by theoretical and empirical insights (Kovacevic, Putnik &
Toskovic, 2020). Studies consistently demonstrate that motivated employees who prioritise the
protection of organisational assets are more inclined to comply with cybersecurity policies that
significantly contribute to fostering CCB. Sikora and Biros (2016) noted a positive correlation
between employees’ motivation to comply with cybersecurity policies and their engagement in
secure behaviours, such as adopting robust passwords and promptly reporting suspicious
activities. The investigations by Hoxhaj et al. (2021) substantiated this viewpoint by
highlighting that employees possessing heightened cyber threat awareness tend to comply
with security policies. These studies highlight the role of employee motivation in driving CCB
within organisational environments, underlining that security compliance is a primary defence

against multifaceted cyber threats.

Commonly Applied Behavioural Theories in Cybersecurity Research

Among the commonly applied behavioural theories in cybersecurity studies are the General
Deterrence Theory (GDT), Planned Behaviour (TPB) and Protection Motivation Theory (PMT)
(Nasir et al.,, 2018; Lebek et al.,, 2014; Sommestad et al.,, 2014). While the Technology
Acceptance Model (TAM) is included in some studies, its application is relatively less frequent
(Nasir et al., 2018). Notably, TPB and PMT stand out for their effectiveness and extensive use
as foundational theories in cybersecurity research (Almansoori et al.,, 2023; Williams &

Joinson, 2020). While TPB focuses on attitudes, subjective norms (i.e., beliefs about what
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others expect), and perceived behavioural control, PMT emphasises the role of threat and

coping appraisals.

TAM and GDT share some conceptual similarities with PMT (Nasir et al., 2018). TAM suggests
that users are more likely to adopt security measures they perceive as valuable and easy to
use, similar to PMT's focus on coping appraisal (perceived effectiveness of security measures)
(Davis, 1989; Rogers, 1975). Likewise, GDT acknowledges the potential negative
consequences of non-compliance, aligning with PMT's threat appraisal (Grasmick et al., 1993).
However, TAM's primary focus on explaining initial technology adoption (Steyn et al., 2015)
may not be as relevant today, where ICT is already widely used. In this environment,
understanding effective security behaviours becomes more critical. Additionally, TAM does not
account for existing security knowledge, which can significantly influence cybersecurity
behaviours. PMT's focus on threat appraisal indirectly considers security knowledge by
emphasising the perceived seriousness of cybersecurity threats. For these reasons, PMT
provides a more suitable framework for investigating the factors influencing employees'

cybersecurity awareness and behaviours in South African Higher Education Institutions.

TAM and GDT are also relevant as they share some conceptual similarities with PMT. TAM
suggests that users are more likely to adopt security measures they perceive as valuable and
easy to use, similar to PMT’s focus on coping appraisal (perceived effectiveness of security
measures). Like PMT’s threat appraisal, GDT acknowledges the potential negative
consequences of non-compliance (Grasmick et al., 1993). However, TAM’s primary focus on
explaining initial technology adoption (Steyn, 2015) may not be as relevant today, where ICT is
already widely used. Interestingly, PMT’s concept of threat appraisal aligns with GDT’s focus
on sanctions. Both theories acknowledge the potential negative consequences of non-
compliance (Rogers, 1975; Grasmick et al., 1993). Similarly, PMT’s coping appraisal aligns
with TAM’s perceived usefulness and ease of use. Like TAM, which suggests that users are
more likely to adopt easy-to-use technologies (Davis, 1989), PMT theorises that individuals are
more likely to adopt protective behaviours if they believe they are effective (Rogers, 1975).
This alignment makes PMT a valuable tool in cybersecurity research (Nasir et al., 2018). Thus,

its connection with TPB will be explored by integrating both theories.

Studies that employed TPB and PMT identify factors that promote employee compliance with

cybersecurity policies and protocols, encompassing awareness, training initiatives and
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leadership support (Hina et al., 2019; Lowry & Moody, 2015; Cheng et al., 2013; Ifinedo, 2012;
Vance et al., 2012). These theories provide valuable frameworks for comprehending and
explaining the relationship between these factors within the cybersecurity landscape. This is
evident by their successful application in studies focusing on cybersecurity behaviours,
establishing them as fundamental theories in the field (Kuppusamy et al., 2020).

The traditional TPB model focuses on behavioural intention, while PMT emphasises threat
appraisal and risk perception (Almansoori et al., 2023). HEIs possess unique cybersecurity
environments shaped by diverse local and international standards and regulations (Hina et al.,
2019; Goel et al., 2017). It is argued that with well-defined security policies and comprehensive
awareness programs, HEIS’ cybersecurity environment significantly influences its cybersecurity
culture (Hina et al., 2019; Goel et al., 2017; Chen & Wen, 2015). Therefore, considering this
distinction, this study explores a broader variety of dimensions by integrating TPB and PMT
(Almansoori et al., 2023). Specifically, it utilises PMT for adaptive responses to threats and
TPB to enhance employees’ policy compliance in HEIs, as noted in several studies (i.e., Burns
et al., 2017a; Bulgurcu et al., 2010).

The study’s conceptual model draws from PMT and TPB, encompassing key variables such as
attitude, subjective norms, perceived behavioural control, self-efficacy, threat appraisal,
response efficacy and response cost (Han et al., 2017). Previous studies have demonstrated
the potential of integrating these theories to predict security policy compliance (Ifinedo, 2012;
Bulgurcu et al., 2010). Other studies investigate antecedents of cybersecurity policy
compliance, including habits, perceived threats and the severity of security breaches (Vance et
al., 2012; Herath & Rao, 2009a). With detailed discussion in (section 2.9), the conceptual
framework comprises three primary components— cybersecurity awareness, policy and
experience within the organisational (i.e., institutional herein) cybersecurity environment—
which influence TPB and PMT to shape employees’ CCB. Having highlighted the foundation of
the study’s conceptual framework, the following subsections provide a detailed discussion of
the theories and constructs related to the research purpose.

2.8.1 Theory of Planned Behaviour

Among the commonly applied behavioural theories in cybersecurity studies, TPB stands out

for its effectiveness and extensive use (Almansoori et al., 2023; Williams & Joinson, 2020).
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Developed by Ajzen (1991), TPB builds upon the Theory of Reasoned Action by introducing

the concept of perceived behavioural control as a determinant of behaviour (Ajzen, 2011). It

has also been integrated with other theories, such as social cognitive theory, to develop more

comprehensive models of human behaviour (Ajzen, 2011). For instance, the integrated model

of cybersecurity behaviour combines TPB with social cognitive theory to predict and explain

employee security-related behaviours (Sommestad & Hallberg, 2013). Figure 1 illustrates the

TPB antecedent and consequence constructs.
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Figure 1: Theory of Planned Behaviour (Ajzen, 1991)

Model and Construct Definitions

The TPB model focuses on three key determinants to explain behavioural intention:

Attitude: An employee or individual’s positive or negative evaluation of performing a
specific behaviour, shaped by their beliefs about the outcomes of that behaviour
(Bulgurcu et al., 2010; Blythe et al., 2015).

Subjective Norms: These are perceived social pressures or expectations related to
behaviour, which include the beliefs of significant individuals or groups and the
motivation to comply with these beliefs (Bulgurcu et al., 2010).

Perceived Behavioural Control (Self-Efficacy): employee perceived ability to perform
a behaviour, considering factors such as skills, resources and external constraints
(Bulgurcu et al., 2010; Rhee et al., 2009).
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TPB posits that these constructs collectively influence employees’ intention to engage in a
behaviour, predicting the actual behaviour. For example, employees with positive attitudes
towards cybersecurity, who perceive that their colleagues or supervisors expect them to
practice cybersecurity and who feel confident in their ability to do so, are more likely to engage
in CCB.

Benefits and Shortfalls

The TPB offers several advantages, including its comprehensive outlook, predictive efficacy
and clear targets for behaviour change interventions. Lebek (2014) highlighted its significance
and dominance, recently supported by Nasir et al. (2018), noting that its three determinant
constructs are consistently robust predictors of cybersecurity behaviour. However, like any
theory, TPB has limitations. For instance, it may not fully account for the influence of intricate
contextual factors on behaviour or accurately predict automatic or unconscious behaviours,

especially in dynamic and rapidly changing contexts such as cybersecurity threats.

Past Applications

TPB adaptability is evident in its widespread application across diverse domains, including
cybersecurity, where it has been validated to predict security policy compliance well (Nasir et
al., 2018). It has also been used to study users’ intentions to use social networking websites
(Pelling & White, 2009), understand environmental actions like recycling (Teng et al., 2013;
Lam, 1999), and explore factors influencing entrepreneurship (Miralles et al., 2015). TPB has
been deployed in cybersecurity to predict and influence compliance with security practices
(Bulgurcu et al., 2010; Chandarman & Van Niekerk, 2017).

Relevance to the Study

In the HEIs, the TPB’s applicability to cybersecurity awareness and behaviour is noteworthy. It
sheds light on how employees' beliefs about cybersecurity (attitude), social pressures from
colleagues and superiors (subjective norms), and perceived ability to perform secure
behaviours (perceived behavioural control) influence their intentions and actual cybersecurity
behaviours. Despite the limitations mentioned earlier, TPB remains a suitable foundation for
this study, particularly when complemented by other theories, such as PMT. Having explored

the focus of TPB on behavioural intention, the next section now delves into the PMT model.
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2.8.2 Protection Motivation Theory

PMT (Rogers, 1975) is a prominent social psychological theory that sheds light on how
individuals (i.e. employees herein) react to potential threats and adopt protective behaviours
(Rogers et al., 1983). Initially developed to understand health-related decision-making (Menard
et al., 2018; Posey et al., 2015), PMT has gained adoption in cybersecurity research. It has
been valuable in exploring employee CCB within organisations such as HEIls, as investigated

in the current study.

PMT Main Constructs

PMT revolves around two fundamental constructs: threat appraisal and coping appraisal
(Rogers et al., 1983). Threat appraisal focuses on an individual's perception of a cyber threat’s
severity (how serious the consequences could be) and susceptibility (how likely they are to be
targeted). Coping appraisal examines an individual's belief in the effectiveness of available
security measures (response efficacy) and their confidence in using them (self-efficacy). These
combined appraisals trigger a motivational process that significantly determines an individual’s
or employee’s intention to engage in CCB (Rogers et al., 1983). Figure 2 visually illustrates

PMT’s core constructs and their influence on behaviour.
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Figure 2: Protection Motivation Theory (Rogers, 1975)

PMT Strengths and Limitations
PMT offers many benefits, such as leveraging fear appeals to motivate behavioural change,

and it is a valuable tool in cybersecurity awareness campaigns. It also provides a holistic
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assessment of factors influencing behaviour by considering threat perception and coping
mechanisms. Additionally, PMT demonstrates versatility across various domains, including
cybersecurity (Dang-Pham & Pittayachawan, 2015). Studies by Johnston and Warkentin
(2010) highlight how PMT’s core constructs, particularly threat severity, self-efficacy and
response efficacy, significantly influence employee cybersecurity behaviours when dealing
with spyware threats. This aligns with research by Boss et al. (2015), which suggests that PMT

is a valuable tool for understanding the motivation behind using anti-malware software.

However, similar to TPB, as highlighted above, PMT also faces limitations, as critics argue that
it struggles to capture the complexities of specific cybersecurity phenomena (Karjalainen &
Siponen, 2011; Moody et al., 2018; Roberts, 2021). For instance, the theory often emphasises
personal threats rather than those specific to the workplace environment (Warkentin et al.,
2016). Additionally, PMT assumes rational decision-making, potentially neglecting the impact
of emotional or situational factors on behaviour. Furthermore, some studies have reported
inconsistent results regarding its effectiveness (Mou et al.,2022), suggesting it may not fully

capture all influences on behaviour.

PMT Past Applications and Relevance to this Study

PMT was initially used to explore responses to health threats, and PMT has been successfully
applied in environmental conservation and cybersecurity research. Studies demonstrate its
dominance in predicting factors influencing the intention to adopt cybersecurity-compliant
behaviours (Dang-Pham & Pittayachawan, 2015). Research (i.e., Boss et al., 2015; Burns et
al., 2017a; Ifinedo, 2012; Menard et al., 2018) demonstrate PMT’s effectiveness in predicting
intentions to comply with cybersecurity practices. Similarly, Herath and Rao (2009) and Vance
et al. (2012) explored the influence of PMT on factors affecting compliance with cybersecurity

policies, validating the theory’s explanatory power in this domain.

This study focuses on employee CCB in SA HEIs, making PMT particularly relevant. The
theory helps to understand how employees’ assessments of cybersecurity threats - severity
and likelihood and their beliefs about coping mechanisms - response efficacy and self-efficacy
influence their cybersecurity practices. While limitations exist regarding emotional and
situational factors (Mou et al.,2022), PMT remains valuable, especially when complemented
with theories like the TPB.
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2.8.3 Integrating TPB and PMT for a Comprehensive Understanding

Having individually explored the TPB and PMT, this section examines how the theories can be
integrated to provide a comprehensive understanding of the reason behind employee belief
and motivation for secure behaviours. These theories complement each other by focusing on
different aspects. While the TPB focuses on employees’ beliefs and social influences (Ajzen,
1991), PMT emphasises their perceptions of threats and coping mechanisms (Rogers et al.,
1983). By integrating these significant factors, this study forms a richer picture of what informs
and motivates employees to adopt CCB within their institutions. The urgent need for employee
cybersecurity awareness is emphasised and well-documented (Kovacevic et al., 2020; Li et al.,
2019) as it directly impacts the formation of secure behaviours. This emphasis aligns with
other studies highlighting a positive correlation between employee motivation and secure
behaviours (Sikora & Biros, 2016; Hoxhaj et al., 2021).

Rationale for Integrating TPB and PMT in this Study

TPB and PMT provide frameworks to explore the factors influencing employee cybersecurity
awareness and behaviour (objective 4, see section 1.4). For instance, PMT’s threat appraisal
can be linked to employees’ challenges in recognising cyber threats through employee security
awareness (Vance et al., 2013). Similarly, TPB is a strong tool for predicting behavioural
intentions based on attitudes, subjective norms and perceived behavioural control, while PMT
excels in describing how threat appraisal and coping appraisal influence protective behaviours
By integrating these theories, this study proposes a comprehensive framework that captures
the multifaceted nature of cybersecurity behaviour. This combined approach provides a holistic
understanding of the cognitive, social and motivational factors influencing employees’ CCB
within SA HEIs.

The integrated model proposes that a combination of factors influences CCB:
« TPB Constructs: Attitudes, subjective norms, and perceived behavioural control

e PMT Constructs: Threat appraisal and coping appraisal

The study integrates these theories by utilising PMT to facilitate adaptive responses to threats
among employees in South African HEIs (Burns et al., 2017a). The combined constructs from
both theories (TPB’s attitude, subjective norms, perceived behavioural control, and PMT’s

threat appraisal and coping appraisal) are hypothesised to influence employees’ CCB in HEIs.
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The following sections delve deeper into the research model and hypotheses, exploring how
these combined theories are applied to the organisations’ cybersecurity environment concepts
to establish a robust and comprehensive research model. Table 1 summarises the key insights

from the literature review regarding the theoretical foundations of cybersecurity research.

Table 1. Summary of Key Insights from Theories of Cybersecurity Behaviour

Theory Key Insights
Theory of Planned Employees’ attitudes, social norms and perceived control over
Behaviour cybersecurity behaviours influence their behaviour.
General Deterrence Individuals are discouraged from engaging in undesirable behaviour
Theory when they witness others facing adverse consequences for similar

actions.

Protection Employees’ perceived vulnerability to cyber threats and the perceived
Motivation Theory effectiveness of protective behaviours influence their motivation to

engage in cybersecurity behaviours.

Technology Employees’ perceived usefulness and ease of use of technology or
Acceptance Model cybersecurity awareness measures may influence their acceptance
and use of technology as cybersecurity measures.

2.9 EMPIRICAL SECTION

This section reviews related empirical studies on cybersecurity to better understand the factors
influencing these outcomes. The studies reviewed are discussed under the three distinct
categories below and further illustrated in Table 2. The study uses the TPB and PMT theories
to investigate the factors influencing employees’ cybersecurity awareness and behaviour in SA
HEIs. Cybersecurity awareness and behaviour are essential for protecting SA HEIs and their
employees from cyber threats resulting from insecure behaviour. These findings collectively

underscore the pivotal role of insecure and non-compliant security behaviour.
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2.9.1 Psychological Factors

Psychological factors, such as self-efficacy, attitude, threat appraisal and response efficacy,
play vital roles in shaping cybersecurity awareness and CCB, as Safa et al. (2018) noted. For
instance, Ifinedo (2012) conducted a study revealing that employees with high self-efficacy,
positive attitudes and a strong belief in response efficacy were more inclined to comply with
cybersecurity policies. Similarly, Farooq, Ndiege, and Isoaho (2019) emphasised that self-
efficacy and attitude significantly predict employees’ intentions to adopt cybersecurity
measures. Likewise, De Kimpe et al. (2022) extended this exploration by investigating
protection motivation in cybersecurity behaviour. Their findings revealed that perceived
knowledge, internet trust and protection motivation influence individual cybersecurity decision-
making. Furthermore, Sulaiman et al. (2022) studied government employees and identified the
critical roles of severity, vulnerability, response efficacy and self-efficacy in motivating

employees to comply with cybersecurity practices.

While these studies contributed substantially to understanding the impact of psychological
factors on compliant behaviour, none exclusively examined the influence of an organisation’s
cybersecurity environment, such as cybersecurity awareness, on psychological factors (i.e.,
attitudes). Therefore, the current study endeavours to bridge this gap by considering the
impact of an organisation’s cybersecurity environment while leveraging the insights from these
studies. Further, it investigates the influence of cybersecurity awareness on attitudes, which

subsequently lead to cybersecurity-compliant behaviour within the SA HEIs setting.

2.9.2 Behavioural Factors

Considering the behavioural aspects, Tsai et al. (2016) examined the factors influencing online
safety behaviours. Their findings highlighted the significance of coping appraisal variables and
the perceived threat severity in establishing individuals’ online navigation and internet use.
Furthermore, Sommestad, Karlzén, and Hallberg (2015) introduced the concept of anticipated
regret as a powerful motivator for adhering to cybersecurity policies, offering a novel angle on
predictors of cybersecurity policy compliance. In another vein, Van Bavel et al. (2019) explored
the impact of cybersecurity notifications on behaviour. They discovered that notifications
incorporating coping messages were notably more effective in promoting secure and compliant
behaviour. Khan et al. (2023) investigated cybersecurity awareness training and found that

PMT-based training effectively enhances self-efficacy and triggers behavioural change.
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These findings collectively underscore the pivotal role of behavioural factors in shaping
cybersecurity compliance within individual contexts. They form the empirical foundation for this
study, which explores the impact of PMT variables on cybersecurity-compliant behaviour within

organisational contexts.

2.9.3 Organisational Factors

This exploration delves into the organisational factors influencing employees' cybersecurity
awareness and compliance. Employee awareness and policy compliance significantly impact
CCB in organisational settings (Nifakos et al., 2021). For instance, Kadir et al. (2016) found
that positive acceptance and adherence to cybersecurity policies enhanced CCB in Malaysian
organisations. Similarly, Brown and Johnson (2019) found that stringent policy enforcement
impacted users’ compliance with cybersecurity measures in HEIs. In a more recent study,
Garcia et al. (2020) emphasised the roles of employees’ attitudes and threat appraisals in
promoting CCB within HEIs. Chen and Kim (2021) extended this knowledge by demonstrating
the positive effects of cybersecurity training on awareness and behaviour among employees in
HEIs. Adams (2022) also found high levels of threat appraisal among employees in HEIs,

albeit accompanied by neutral attitudes and low self-efficacy.

When exploring the influence of organisational experience, Li et al. (2016) revealed that
employees’ cybersecurity experience significantly improves cybersecurity behaviour within
organisational settings. Building upon this, a more recent study by Li et al. (2019) further
expanded our understanding by delving into employee cybersecurity experience and its effects
on the severity of cybersecurity threats. Using a sample of 579 business managers and
professionals, their study highlighted how employees acquire competencies, especially when
exposed to organisations’ cybersecurity awareness programs. Li et al.’s (2016; 2019) findings
shed light on the critical influence of policy awareness and the organisation’s cybersecurity
environment on threat appraisal and coping appraisal toward CCB. This study synthesises
empirical findings to explore the factors influencing employees’ CCB. This study addresses
these limitations by integrating PMT and TPB to highlight the significance of organisational
factors in shaping CCB. Table 2 summarises key literature on employee CCB within HEISs,

categorised into three focused groups: psychology, organisation, and behavioural factors.
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Table 2: Summary of Key Studies in Cybersecurity Research

Author & Year

Research Title &
Category

Key Variables
Investigated

Key Findings

Understanding

Self-efficacy, attitude

Self-efficacy, attitude,
subjective norms,

Ifinedo . . . .
(2012) information ' towa_rd cpmphance, response ef_flcacy and
systems security subjective norms, perceived
policy compliance response efficacy, vulnerability influence
Psychological perceived employees' intentions
Factors vulnerability. to comply with
security policy.
Facto.rs Affectlng Self-efficacy and
Security Behavior , . : A4
Self-efficacy, attitude attitude significantly
Farooq et al. of Kenyan . ;
shape the intention to
(2019) Students. )
- adopt security
Psychological
measures.
Factors
What we think we _ Pgrcelved knowledge,
Perceived internet trust, and
. know about : : .
De Kimpe et : knowledge, internet protection motivation
Cybersecurity ) .
al. (2022) : trust, protection influence
Psychological L .
motivation cybersecurity
Factors .
behaviour.
. Cybe_rsecurlty Severity, Highly motivated
Sulaiman et Behavior among vulnerabilit employees activel
al. (2022) Government s ploy ) y
response efficacy, engage in
Employees. . :
. self-efficacy cybersecurity
Psychological : .
compliance practices.
Factors
Understanding
online safety . . Coping appraisal
Tsai et al. behaviors: A Cop_lng appraisal variables and threat
: variables, threat o
(2016) protection . severity influence
e severity .
motivation theory online safety
perspective behaviours.
Behavioural
Factors
Sommestad, The sufficiency of Anticipated regret Anticipated regret is a
Karlzén & the theory of significant predictor of
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Hallberg

planned behavior

cybersecurity policy

(2015) for explaining compliance.
information
security policy
compliance.
Behavioural
Factors
Using protection
Van Bavel motivation _theory Coping messages Coping messages in
in the design of e
et al. (2019) ) notifications promotes
nudges to improve :
) . secure behaviour.
online security
behavior
Behavioural
Factors
Evaluating
protection PMT-based
Khan et al. motivation-based Self-efficacy cybersecurity
(2023) cybersecurity awareness training
awareness training enhances self-
on Kirkpatrick's efficacy and
Model. behavioural change.
Behavioural
Factors
A robust
Cybersecurity cybersecurity
- awareness program
Smith Awareness Awareness program in SA HEIs enhances
(2018) Program in SA . prog | ,
HEIS impact employees
——r: cybersecurity
Organisations
awareness and
Factors i
compliance
behaviour.
Impact of Security qulcy enforcement
Brown & - : influences user
Policies on HEIs Policy enforcement .
Johnson L behaviour and
(2019) Ol 2 cybersecurity
Factors .
compliance.
Garcia et al. Psychological Attitudes, Threat Employees' attitudes
(2020) Factors in Appraisals and threat appraisals
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Cybersecurity promote cybersecurity

Compliance in compliance.
HEIs
Organisations
Factors
Cybersecurity Cybersecu.r.lty training
7 has a positive impact
. Training Impact on . X
Chen & Kim Training on employees
HEIls : .
(2021) o Effectiveness cybersecurity
Organisations
awareness and
Factors .
behaviour.
Adams Emplc_)yee Threat appraisal, Employees have high
Perceptions of levels of threat
(2022) : awareness, self- .
Cybersecurity officac appraisal but neutral
Threats in HEIs y attitudes and low self-
Organisations efficacy.
Factors
Lietal. Investigating the Policy awareness and
(2019) impact of Threat and coping the organisation's
cybersecurity appraisals, policy, security environment
policy awareness awareness. significantly impact
on employees’ threat appraisal and
cybersecurity coping appraisal
behaviour towards
Organisations cybersecurity-
Factors compliant behaviour.

2.9.4 Empirical Findings and Recommendations

These empirical studies offer comprehensive insights into the multifaceted aspects of
cybersecurity awareness, policy, employee experience, behaviour, and the interconnected
factors that shape them. They are the robust foundation upon which these study endeavours
are grounded, further enriching the mission to enhance cybersecurity awareness and cultivate
compliance behaviour, particularly within the SA HEIs context. Based on the insights gained
from the empirical studies reviewed in this section, the following recommendations can be
proposed to enhance cybersecurity awareness and promote compliant behaviour within SA
HEIs:
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1. Develop and implement comprehensive, tailored cybersecurity awareness programs to
educate employees about threats, best practices, and the importance of compliance.

2. Implement clear and concise cybersecurity policies, ensuring effective communication
with employees.

3. Provide regular cybersecurity training, covering topics like phishing awareness,
password security, and social engineering.

4. Foster a cybersecurity awareness and compliance culture by encouraging employees to

report suspicious activities and rewarding adherence to cybersecurity best practices.

By implementing these recommendations, SA HEIs can significantly strengthen their
cybersecurity posture against the evolving landscape of cybersecurity threats and protect

institutions and employees.

2.10 LINKING RESEARCH QUESTIONS TO THE LITERATURE

Exploring the landscape of cybersecurity awareness programs within SA HEIs provides a focal
point for fortifying defences against evolving cyber threats. This section meticulously examines
the role of Cybersecurity Awareness, delving into its pivotal contribution to safeguarding data
against cybercrimes. It scrutinises the significance of diverse approaches, including
educational programs, technological measures, and cultivating a cybersecurity-aware culture

within organisational settings.

These discussions underline the critical importance of cybersecurity awareness and offer
insights into the multifaceted strategies currently employed across various sectors in SA HEISs.

This comprehensive analysis aligns with the study’s sub-research question.

2.10.1 Cybersecurity Awareness and Risk Management in SA HEIs

Sections 2.4 and 2.6 extensively explore cybersecurity awareness and risk management,
providing crucial insights into SA HEIs’ cybersecurity landscape. In Section 2.4, the literature
emphasises the pivotal role of cybersecurity awareness in fending off cyber-attacks. Notably,
studies (e.g., Awoleke & Adigun, 2017; Brynard, 2016) stress the urgency of heightened
employee awareness, especially within SA HEIs, underscoring the pressing need to elevate
awareness levels. Moreover, Section 2.6 delves into risk management and its direct correlation

with cybersecurity awareness levels within HEIls. Effective risk management becomes a
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marker of prevailing awareness among employees. These insights help to answer the
research question: What is the current level of employees’ cybersecurity awareness in SA
HEIs?

2.10.2 Key Determinants of Cybersecurity Awareness and Behaviour in SA HEIs

Multiple sections meticulously dissect multifaceted factors shaping cybersecurity awareness
and behaviour among employees in SA HEIs. Section 2.5 extensively examines critical
elements such as the necessity of training programs, the perception of cybersecurity risks, and
the significant impact of organisational culture on cybersecurity behaviours. Furthermore,
Section 2.8 introduces leading cybersecurity theories like TPB and PMT, offering profound
insights into factors influencing employees’ cybersecurity awareness and behaviours within SA
HEIs. The comprehensive analysis addresses the research question: What factors influence

employees’ cybersecurity awareness and behaviour in SA HEIs?

2.10.3 Strategies for Enhancing Cybersecurity Awareness in SA HEIs

Section 2.5, Effective Strategies for Cybersecurity Awareness, delineates successful strategies
across industries to improve cybersecurity. This section provides valuable insights into
potential approaches applicable to SA HEIls, encompassing education, technology utilisation,
and fostering a cybersecurity-aware culture. These strategies offer actionable pathways to
enhance cybersecurity awareness within SA HEIs.

Integrating literature across Sections 2.2 to 2.9 seamlessly interconnects and addresses
research questions cohesively. It thoroughly analyses the theories underpinning cybersecurity
awareness programs, existing awareness levels, influential factors, challenges and potential
improvement strategies within SA HEIs. Building upon the theoretical frameworks of TPB and
PMT, this study investigates the relationship between various factors influencing employee
cybersecurity behaviour in SA HEIs. To empirically examine these complex relationships and
model formative constructs like cybersecurity awareness and organisational policies, this study
employs partial least squares structural equation modelling (PLS-SEM). PLS-SEM offers
several advantages for this study, including its ability to handle non-linear relationships,
accommodate formative constructs (Petter et al., 2007), and work effectively with small sample
sizes and non-normally distributed data (Gefen et al., 2011). Also, this study implemented
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established procedures and statistical tests outlined by MacKenzie et al. (2011) to minimise

and test for common method bias.

2.11 CONCLUSIONS

This chapter comprehensively reviewed existing literature on cybersecurity awareness,
employee training, risk management in HEIs, and prominent cybersecurity theories. It
emphasises the crucial role of cybersecurity awareness in safeguarding sensitive information
and preventing cyber-attacks. The review highlights practical strategies for improving

cybersecurity, including employee training programs and robust risk management practices.

Key Findings from the Literature Review: Importance of Cybersecurity Awareness: Existing
research confirms the crucial role of cybersecurity awareness in mitigating cyber threats.
Strategies for Improvement. The review identifies practical approaches for enhancing
cybersecurity, such as employee training and risk management frameworks. The review also
identifies critical gaps in the existing literature, including the unique cybersecurity challenges
and needs of the higher education sector, the influence of cultural factors on employee
cybersecurity awareness, and the effectiveness of various training delivery methods in

promoting cybersecurity awareness.
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3 RESEARCH MODEL AND HYPOTHESES

3.1 INTRODUCTION

This chapter presents the research model and hypotheses developed to address this study’s
research questions and objectives. Drawing from the literature and existing theoretical
frameworks discussed in the preceding chapter, this study investigates employee
cybersecurity-compliant behaviour (CCB) in South African Higher Education Institutions (SA
HEIs). It integrates the Theory of Planned Behaviour (TPB) and Protection Motivation Theory
(PMT) within organisational cybersecurity environments. These environments are absent in
traditional models focusing solely on individual psychological factors influencing cybersecurity
behaviour. Some studies noted inconsistent results from PMT and TPB due to a lack of
moderating constructs (Schuetz et al., 2020), while others found some TPB factors inadequate
(Karlsson et al., 2018; Sommestad et al., 2019). Safa et al. (2015) and Li et al. (2019)
underscore promoting a strong cybersecurity culture through security policies and employee
awareness (Safa et al., 2015; Li et al.,, 2019). Considering this background, this study
proposed the institutional cybersecurity environment as an antecedent that influences the

psychological factors considered in TPB and PMT. These antecedents include:

Cybersecurity Awareness refers to employees’ knowledge and understanding of cyber threats
and best practices. Studies by Bada et al. (2019), Heidt et al. (2019), and Wong et al. (2022)
suggest that awareness acts as an intrinsic motivator, driving employees to adopt secure
practices due to a sense of internal responsibility. Employees who understand cyber threats

are more likely to take proactive steps to protect themselves and the organisation.

Cybersecurity Policy: Clear and well-defined policies set expectations for secure behaviour
and provide a framework for employees to follow. These policies can serve a dual purpose:
acting as a guide for secure practices and as an extrinsic motivator for compliance, as
evidenced by research from Li et al. (2019) and Safa et al. (2015). By outlining acceptable and

unacceptable behaviour, policies encourage employees to prioritise cybersecurity.

Employee Experience: This component considers the past encounters and practical

knowledge employees have gained from cybersecurity incidents. Previous experiences with
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cyberattacks or data breaches can heighten awareness and influence employees' perception
of the threat landscape. Li et al. (2016, 2019) and Safa et al. (2015) show that experiences can
shape behaviour and act as intrinsic motivators. Employees may be more likely to adopt
secure practices to avoid similar incidents in the future. Table 3 presents the proposed
constructs used in the study’s model to investigate employee CCB within SA HEIs. Each

construct is defined to ensure clarity and understanding of its role within the model (Table 3).

Table 3: Proposed Constructs’ Meaning and Usage

Construct Meaning Usage
Cybersecurity Refers to an individual’s comprehension of Assessing employees’
Awareness (CA) cybersecurity threats and the necessity for understanding of cybersecurity

protective actions. threats and their importance.

Institution Refers to the organisation’s security policy Evaluating the impact of

Cybersecurity formulated to instruct and guide organisational security policies

Policy (ICP) employees on the acceptable standard of on employees’ behaviour.
cybersecurity behaviour.

Cybersecurity Employees’ cybersecurity experience and Assessing the influence of

Experience (CEl) involvement in dealing with previous employees’ prior cybersecurity
cybersecurity incidents, training and experiences on their behaviour.
related activities.

Attitude (ATT) Represents an individual's overall Examining the influence of
evaluation of performing cybersecurity- employees’ attitudes toward
compliant behaviour. cybersecurity-compliant

behaviour.

Subjective Norm  Reflects the perceived social pressure or Assessing the impact of

(SN) approval/disapproval from significant subjective norms on employees'
others regarding cybersecurity-compliant cybersecurity compliance.
behaviour.

Perceived This measures the perceived ease or Examining the influence of

Behavioral Control difficulty in performing cybersecurity- perceived behavioural control on

(PBC) compliant behaviour. employees' ability to comply with

cybersecurity practices.

Threat Appraisal  This assesses an individual's perception  Evaluating how employees

(TA) of the severity and vulnerability of the perceive the severity and
threat, which, in this case, refers to vulnerability of cybersecurity
cybersecurity threats. threats in the context of their

compliance behaviour.
Response Efficacy Reflects an individual’s confidence in the Assessing the effectiveness of

(CRE) effectiveness of recommended measures recommended cybersecurity
against cybersecurity risks. measures perceived by
employees.
Self-Efficacy Denotes an individual’s belief in their Evaluating employees'
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Construct Meaning Usage

(CSE) capacity to perform recommended confidence in their ability to
cybersecurity actions successfully. perform recommended
cybersecurity actions.

Cybersecurity- Depicts an individual’s adherence to Measuring the level of

Compliant advised cybersecurity practices. compliance with recommended

Behaviour (CCB) cybersecurity practices among
individuals.

3.2 CYBERSECURITY AWARENESS

Despite significant investments in technological solutions, the human factor remains crucial in
mitigating cyber threats (McCormac et al.,, 2017). Studies highlight the critical role of
cybersecurity awareness in strengthening an organisation’s digital security posture (Kruger &
Kearney, 2006; Safa et al., 2015). In HEIs, cybersecurity awareness extends beyond mere
knowledge to encompass threat understanding, their potential impacts, and the specific
context of the institution (Ol}itgh et al., 2016). This heightened awareness fosters positive
attitudes towards secure behaviours, ultimately leading to Cybersecurity-compliant behaviour
(CCB) (Herath & Rao, 2009a).

The TPB provides a valuable framework for understanding this relationship (Ajzen, 1985). It
posits that attitudes, subjective norms and perceived behavioural control are key determinants
of intention to perform a specific behaviour. In HEIs, cybersecurity awareness is crucial in
shaping attitudes and PBC. Organisations leverage cybersecurity awareness programs,
security policies and prior experiences to influence employees’ understanding of threats, their
role in cybersecurity and their confidence in performing secure actions (Bada et al., 2019;
Burns et al., 2018). This, in turn, leads to positive attitudes, subjective norms and perceived

behaviour towards CCB.

Effective awareness programs are dynamic, contextually relevant, and aligned with
organisational culture to minimise breaches and ensure employee engagement (Li et al., 2019;
Safa et al., 2015). Such programs and insights into potential attack methods significantly
impact employees’ attitudes and behaviours (Allam et al., 2014; Safa & Von Solms, 2016).

Furthermore, prior experience, knowledge sharing, training interventions, and collaborative

48



efforts can further influence positive behaviour (Abawajy, 2014; Feledi et al., 2013;
Tamjidyamcholo et al., 2014).

Several studies support the positive impact of cybersecurity awareness on shaping secure
attitudes and behaviours (e.g., Venkatesh et al., 2003; Herath & Rao, 2009a; Bulgurcu et al.,
2010; Bada et al., 2019; Heidt et al., 2019; Wong et al., 2022). This reinforces the strong

connection between awareness and both attitudes. Thus, it is hypothesised that:

H1: Cybersecurity awareness positively impacts employees’ attitudes that lead to CCB.

3.3 ORGANISATION’S CYBERSECURITY POLICY

Institutions advocate policies such as acceptable behaviour, social media, ethical email and
computer use to establish compliant behaviour among employees (Ifiendo, 2012). These
policies are pivotal in mitigating threats and strengthening institutions’ cybersecurity structure.
Herath and Rao's (2009) research reveals that factors such as social norms, potential
penalties and peer behaviours significantly influence employees' adherence to these policies.
Furthermore, when an organisation's culture aligns with its cybersecurity policies, it reinforces
compliance (Jaeger, 2018). Organisations allocate substantial resources to cybersecurity
technology tools in the current digital landscape. However, these tools are futile once users do
not utilise security measures properly or neglect basic security policies (Martens et al., 2019).
Also, abundant studies have shown that relying solely on technological solutions is insufficient
to address the complexity of cybersecurity (Whitman & Mattord, 2018; Ponemon Institute,
2018; Safa et al., 2015; Chu & Chau, 2014; Herath & Rao, 2009).

Despite this understanding, organisations often prioritise technical security controls over
addressing the human factor (Evans et al., 2019). For instance, Bojjagani and Sastry (2017)
proposed cryptography as a technological solution to enhance data security and integrity.
However, concerns persist regarding how technology users apply cryptographic techniques,
necessitating further scholarly investigation (Eastin et al., 2016). Hence, Safa and Maple
(2016) outline human behavioural approaches that mitigate cybersecurity concerns, including
conscious care behaviour and clear, comprehensible policies and procedures (Evans et al.,
2019). Therefore, technology users must acquire cybersecurity awareness concerning
technology usage while adhering to policies guided by subjective norms and CCB.
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Within the organisational context, non-compliance refers to actions that disregard established
cybersecurity policies, often resulting in adverse consequences for employees and
organisations. Cybersecurity behavioural studies conducted by Cheng et al. (2013) and
Williams et al. (2019) have concentrated on employees exhibiting non-compliance and the
underlying intentions driving such behaviour. This emphasis on non-compliance highlights the
importance of investigating compliance, given the prevalence of explicit security policies in
many organisations (Li et al., 2019). Adherence to these policies serves as a safeguard

against insecure behaviours.

The evolving challenge posed by users' behaviour is serious within organisations, including
HEIs, underscoring the significance of cybersecurity policies and procedures on cybersecurity
behaviour (Safa et al., 2016; Crossler et al., 2013). Implementing awareness programs and
rigorously enforcing security policies is an effective strategy to mitigate cybersecurity breaches
(Herath & Rao, 2009). The interplay of intrinsic and extrinsic motivations significantly shapes
employee compliance, with social norms, peer influence and penalties resonating within

cybersecurity behaviour (Herath & Rao, 2009).

D'Arcy's (2014) empirical findings show that cybersecurity culture can influence employees'
compliance with security policies in an organisation. Organisations must enhance employees'
awareness in alignment with security policies to foster a security policy compliance culture.
Organisational culture is crucial in promoting cybersecurity, with employees consistently
exhibiting compliant behaviour when their self-efficacy beliefs align with policies (Jaeger, 2018;
Stanton et al., 2005). Clear and well-communicated policies and procedures are essential to
forming the basis for positive employee behaviour (Jaeger, 2018). An individual's adherence to
security policies significantly influences subjective norms towards CCB (Hina, 2019).

Consequently, this study proposes the following hypothesis:

H2: Organisational policies positively affect subjective norms towards performing CCB.

3.4 CYBERSECURITY EXPERIENCE

Several models propose that previous cybersecurity experience significantly influences users’
decision-making in cybersecurity (Li et al.,, 2019; Safa et al.,, 2015). Recent research has

revealed a positive correlation between cybersecurity experience and users' attitudes toward
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compliance with cybersecurity policies (Ifinedo, 2014; Bulgurcu et al., 2010). Furthermore, the
value of a prior experience lies in users' anticipation that lessons learned from cybersecurity
incidents and training will cultivate a culture of compliance (Ahmad et al., 2015). However, it is
noteworthy that Ahmad's case study represents a small subset of research focused on
integrating employees' cybersecurity experience into the PMT domain, as most studies within
the PMT domain primarily explore the causal relationship between threat and coping appraisal
on intended behaviour (Anderson & Agarwal, 2010; Herath & Rao, 2009b; Johnston &
Warkentin, 2010; Siponen et al., 2014).

The interplay of users’ cybersecurity experience profoundly influences their beliefs regarding
the feasibility of executing security-related behaviours. Users with substantial cybersecurity
experience inherently comprehend risks and threats better than their less-experienced
counterparts. Armed with the skills and knowledge to adhere to security policies and protocols,
experienced users tend to exhibit stronger self-efficacy beliefs, leading to increased CCB
(Hosseini et al., 2017). Likewise, users deeply involved in cybersecurity are more likely to
recognise the criticality of security and possess a heightened motivation to protect their
organisation's data and information assets (Siponen et al., 2007). This experience often
translates to enhanced self-efficacy beliefs in executing cybersecurity-related behaviours,

consequently contributing to increased CCB. Therefore, this study hypothesises that:

H3: Employees’ experience positively affects perceived behavioural control towards
performing CCB.

3.5 TPB’S ATTITUDE, SUBJECTIVE NORMS AND BEHAVIOURAL CONTROL

According to TPB, an individual’s intention to engage in a specific behaviour is influenced by
attitudes, subjective norms and perceived behavioural control (Ajzen, 1991). In complying with
organisational cybersecurity measures, including policies, these determinants affect an
individual’'s intention to comply (Siponen et al., 2007; Ajzen, 1991; Albrechtsen, 2007).
Cybersecurity Attitudes refer to an individual’'s positive or negative evaluation of cybersecurity-
related behaviour and reflect how people perceive and feel about complying with policies. The
TPB is a successful model of the attitude-behaviour relationship, given its apparent ability to
predict and explain human behaviour. Research by Ifinedo (2014) shows that individuals with a

positive attitude toward cybersecurity are more inclined to comply with policies. Conversely,
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those with a negative attitude are less likely to adhere to them. This highlights the need for

organisations to foster environments that support positive attitudes toward CCB.

Subjective norms or normative beliefs influence an employee’s behavioural intentions and
actions (Bulgurcu et al., 2010). Furthermore, influence from management, supervisors and
colleagues significantly impacts employees’ cybersecurity behaviour (Cheng et al., 2013),
suggesting that others influence individuals in their decision-making processes. Subjective
norms encompass the perceived social pressure individuals experience regarding their
engagement in certain behaviours. These norms pertain to how individuals perceive their
peers’ and supervisors’ expectations and opinions regarding compliance with security policies.
Abundant studies have shown that subjective norm is a significant direct predictor of behaviour
(Anderson & Agarwal, 2010; Herath & Rao, 2009). Also, research like Cheng et al. (2013)
shows that individuals who sense pressure from their peers and supervisors to adhere to these
policies are more likely to do so. Thus, organisations can encourage CCB by fostering a

positive environment and culture that supports subjective norms.

Perceived behavioural control refers to an individual’s belief about how easy or difficult it is to
perform a behaviour. In cybersecurity, perceived behavioural control refers to how people feel
about their ability to comply with cybersecurity policies. Individuals who believe it is easy to
comply with policies are likelier to do so (Albrechtsen, 2007). It is worth noting that perceived
behavioural control and self-efficacy represent similar concepts when observing an individual's

perceived ease or difficulty in performing a specific behavioural action.

Several studies have conclusively shown that attitudes, subjective norms and perceived
behavioural controls influence individuals’ behaviour (Bauer & Bernroider, 2017). For instance,
Martens et al. (2019) found that subjective normative is an important predictor of an
individual’s intentions to protect against cybercrimes, which informs CCB. Additionally, the
integration of TPB with other theories has significantly impacted compliance with cybersecurity
policies (Aurigemma & Panko, 2012; Bulgurcu et al., 2010; Ifinedo, 2014; Safa et al., 2015;
Siponen et al., 2014). Consistent with Herath and Rao (2009) and Anderson and Agarwal
(2010), this study conceptualises that attitudes, subjective norms and perceived behavioural

control positively impact employees’ CCB. Thus, this study proposes that:

H4: Attitude towards cybersecurity has a positive impact on performing CCB.
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H5: Subjective norms have a positive impact on performing CCB.

H6: Perceived behavioural control has a positive impact on performing CCB.

3.6 PMT’S THREAT PERCEPTION

The organisational environment influences employees’ CCB, security management efforts and
employees’ cybersecurity experience (Ahmad et al., 2015). Aligning the organisational
environment with cybersecurity awareness helps employees identify security threats and
understand their severity (Moon et al., 2018). PMT offers a comprehensive framework for
explaining how employees' prior computer security experience influences their perception of
threat severity and vulnerability, shaping their CCB. Thus, this section explores the impact of
PMT on employees’ CCB, emphasising that individuals’ perception of threat severity and
vulnerability, combined with belief in their ability to execute recommended responses
(response efficacy) and their capacity to implement these responses (self-efficacy), motivates

them to protect themselves (Rogers, 1975). In this context, employees adopt CCB.

PMT outlines two key motivational routes that drive individuals to adopt cybersecurity-
protective and compliant behaviours: threat appraisal and coping appraisal (Hina et al., 2019;
Li et al., 2019; Safa et al., 2015; Boss et al., 2015; Topa & Karyda, 2015). Threat appraisal
involves how employees assess the seriousness of threats (perceived severity) and
susceptibility to these threats (perceived vulnerability). It evaluates how severe a cybersecurity
incident could be regarding damage resulting from non-compliance with cybersecurity policy
(Siponen et al., 2014). Furthermore, it assesses how likely employees may fall victim to a
cyber threat if they fail to adhere to the organisation's cybersecurity policy and embrace CCB
(Topa & Karyda, 2015).

To illustrate PMT in the context of cybersecurity, the researcher references the malware
example presented by Tsai et al. (2016). When computer users encounter malware threats,
threat appraisal involves assessing how likely their computer will be infected by the malware
(perceived vulnerability). If they perceive a high likelihood of infection, they evaluate whether
the consequences of malware infection are as severe as resulting in a system failure
(perceived severity). Then, coping appraisal comes into play to assess the effectiveness of
their computer antivirus software (response efficacy) and whether they possess the knowledge

to take appropriate measures to install and manage the software for dealing with malware

53



(self-efficacy). The combination of threat and coping appraisals predicts whether the computer

user will use antivirus software for protection.

In this study, threat perception is pivotal in encouraging employees to engage in cybersecurity
training and adopt appropriate cybersecurity-compliant practices (Herath & Rao, 2009a). Prior
research suggests that employees who understand the significant damage that may result
from cybersecurity threats are more likely to participate in cybersecurity training programs and
actively adopt protective and compliant behaviours (Ahmad et al., 2015). Additionally,
perceived vulnerability to cyber-attacks has been found to influence employees' willingness to

prevent new incidents (Ng et al., 2009). Thus, the study proposes the following hypothesis:

H7: Threat appraisal positively impacts employees’ CCB.

3.7 PMT’S COPING APPRAISAL

The PMT posits that the coping appraisal process is triggered in response to the perception of
a cyber threat, following the earlier threat appraisal process, to determine an appropriate
coping response (Boss et al., 2015). Coping appraisal involves individuals’ decisions on
effectively handling a cyber threat, where adherence to an organisation’s cybersecurity policy

may vary among employees (Boss et al., 2015).

PMT operationalises coping appraisal through three key elements: response efficacy, self-
efficacy, and response cost (Floyd et al., 2000; Mousavi et al., 2020; Vrhovec & Miheli¢, 2021).
Hypotheses suggest that response efficacy and self-efficacy positively influence the attitude
toward CCB, whereas response cost is modelled to influence the attitude toward behaviour
negatively (Martens et al., 2019). Some prior research suggests that response cost is often a
barrier and is generally an insignificant predictor of CCB (Blythe & Coventry, 2018; Menard et
al., 2017). Also, Sommestad et al. (2015) suggest that high response costs could indicate low
self-efficacy, thereby representing inverse concepts. More recent studies, like Martens et al.’s
(2019), did not operationalise response cost due to its difficulty and ambiguity, leading to its

exclusion from the current study.

The recent adoption of PMT indicates that self-efficacy and response efficacy significantly

correlate with individuals’ behavioural intentions to comply with cybersecurity (Miraja et al.,
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2019). Additionally, several studies highlight a positive relationship between response efficacy
and protective behaviour, indicating that individuals who strongly believe in the effectiveness of
a protective measure are motivated to adopt corresponding behaviours (Martens et al., 2019;
Tsai et al.,, 2016). Likewise, self-efficacy significantly influences protective behaviour, with
individuals confident in their ability to execute certain behaviours and being more motivated to

undertake protective measures (Martens et al., 2019; Dang-Pham & Pittayachawan, 2015).

In the organisations’ cybersecurity context, research indicates that both response efficacy and
self-efficacy are pivotal in fostering CCB (Mou et al., 2022; Tsai et al., 2016; Siponen et al.,
2007), underscoring their importance in influencing individuals’ intentions and actions related
to cybersecurity compliance. In this study, response efficacy reflects employees’ confidence
that adhering to institutionally recommended cybersecurity policies and procedures will
effectively mitigate a cyber threat. Simultaneously, self-efficacy relates to employees’ belief in

their ability to execute cybersecurity procedures (Boss et al., 2015).

The recent integration of PMT and TPB suggests that employees who believe in the
effectiveness of their actions (i.e., response efficacy) are more likely to exhibit CCB (Boobalan
& Nachimuthu, 2020; Grimes & Marquardson, 2019; Herath & Rao, 2009; Masser et al., 2020;
Pang et al., 2021; Youn et al., 2021; Zhang et al., 2019). Conversely, employees who believe
in their capacity to perform a specific behaviour (self-efficacy) are also more likely to exhibit
positive behaviour or CCB (Herath & Rao, 2009). Existing literature suggests that response
efficacy and self-efficacy can significantly impact CCB (Pang et al., 2021; Zhang et al., 2019;
Herath & Rao, 2009). Therefore, it is proposed that:

H8a: Cybersecurity response efficacy has a positive impact on CCB.

H8b: Cybersecurity self-efficacy has a positive impact on CCB.

Table 4 summarises the theories and main constructs adopted for this study, along with
information such as the theoretical application fields, definition and authors (see Table 4).
Figure 3 (Based on Literature) depicts the proposed model investigating the factors influencing
employee CCB within SA HEIS’ cybersecurity environment. The model integrates the influence
of cybersecurity awareness, policy and experience on employee attitudes, subjective norms,
perceived behavioural control, threat appraisal and self-efficacy, ultimately leading to CCB.

Arrows represent the hypothesised relationships between the constructs.
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Table 4: Theories and Main Constructs

Main

Theory Source Field Definition Constructs

TPB Ajzen (1991) Psychology Powerful theory explanatory theory  Attitudes;
for predicting behavioural intention,  Subjective

such as employees' CCB Norms;
Perceived
Behavioural
Control.
PMT Rogers (1975). Psychology Highly effective theory for predicting Threat
Maddux & intention to engage in protective Appraisal;
Rogers(1983) actions such as employees’ CCB. It Response
explains behaviours elicited as a Efficacy;
response to fear appeal. Self-Efficacy.
Organisation TPB
Environment HL_ 1 reirid
. itudes
Cybersecurity // \
Awareness
H2 __{»w it
— // Subjective norms l
Institution H5 H4
Security Policy
Perceived | ,
) H3 behavioural control Cybersecurity
Cybersecurity Compliant
Experience Behaviour
PMT H7
Threat Appraisal |
H8xH8
Response Efficacy P
Self-Efficacy
/|

Figure 3: Conceptual Model
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3.8 CYBERSECURITY POLICY AWARENESS AND COMPLIANCE

Human error is a major contributor to organisational cybersecurity failures and is often
considered a leading cause of successful cyberattacks (Connolly et al., 2019). Studies reveal
that less than 1% of such attacks exploit system vulnerabilities (ProofPoint, 2019; IBM, 2019).
To combat this evolving threat, cybersecurity professionals and researchers continuously
identify factors that mitigate cyber risks in organisations like Higher Education Institutions
(HEIs) (Connolly et al., 2019; Crossler et al., 2019). While technology-based countermeasures
offer risk reduction (Connolly et al., 2019), research highlights the need for human-centric
approaches, as technology alone is insufficient (Connolly et al., 2019; Li et al., 2019; Rocha
Flores & Ekstedt, 2016; Safa et al., 2015).

This emphasis on human factors and organisational disruptions has prompted institutions to
re-evaluate their cybersecurity policies to guide employees and stay ahead of evolving threats
(Li et al., 2019). However, evidence suggests that employees do not always comply with
policies designed to protect institutional digital assets and prevent information system misuse,
abuse, and destruction (Li et al., 2019; Ifinedo, 2014). Therefore, this study expands its
investigation of employee cybersecurity behaviour to examine its correlation with their
awareness of the institution’s cybersecurity policy. Building upon prior research by Li et al.
(2019) and Ifinedo (2012), this study identifies three categories of employee attitudes towards
institutional cybersecurity policies:

(1) Aware: Those who are aware of the institution’s cybersecurity policies.

(2) No Policy: Those whose institutions lack a cybersecurity policy.

(3) Unaware: Those who are unaware of their institution’s cybersecurity policy.

Based on these categories, the study proposes the following hypothesis:

H9: Cybersecurity policy awareness will positively impact employees’ cybersecurity-compliant

behaviour.

Based on the Literature, Table 5 presents the hypotheses (H1-H9) derived from the literature
review. Each hypothesis outlines the predicted relationship between the independent and
dependent variables within the model described in Figure 3. These hypotheses will be tested
using data collected from employees within SA HEIs. Further, hypothesis (9), illustrated in
Figure 4, will be tested on a large data sample of employees within SA HEIs using Analysis of

variance (ANOVA) and post hoc procedure (see Figure 4).
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Employees’ Awareness of Institutions — Employees’ perceived beliefs and behaviours
Cybersecurity Policy

1.Yes, there is a cybersecurity policy Cybersecurity Awareness
Institution Cybersecurity Policy
Cybersecurity Experience
Attitudes

Subjective Norms

2.No, there is no cybersecurity policy Perceived Behavioural Control
Threat Appraisal

Response Efficacy
Self-Efficacy
Cybersecurity-Compliant
Behaviour

\ 4

3. | do not know if there is
cybersecurity policy

Figure 4: Cybersecurity Policy Awareness Model

3.8.1 Description of Research Hypothesis Table

Drawing from the established theoretical foundation from Section 2.9 (refer to the conceptual
model and hypotheses), this research proposes a conceptual model to understand employee
CCB within the specific context of SA HEIs. This model goes beyond existing research by
integrating the institutional cybersecurity environment with PMT and TPB in a SA HEI context.
The model proposed focuses on understanding the factors that influence employees’
cybersecurity behaviours within SA HEIs. By testing the following hypotheses (H1-H9), this
study aims to validate the model and provide valuable insights into these influencing factors.
Following Mark et al.’s (2023) recommendations, these hypotheses will be tested using data
collected from employees within SA HEIs, and the results will be presented and discussed in

detail in Chapter 5 (See Table 5 for detailed hypotheses).
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Table 5: Proposed Hypotheses for the Conceptual Model

No Hypothesis

H1  Cybersecurity awareness positively impacts employees’ attitudes, which leads to CCB.
H2  Organisational policies positively affect subjective norms towards performing CCB.

H3  Employees’ experience positively affects perceived behavioural control towards
performing CCB.

H4  Attitude towards cybersecurity has a positive impact on performing CCB.
H5  Subjective norms have a positive impact on performing CCB.

H6  Perceived behavioural control has a positive impact on performing CCB.
H7  Threat appraisal positively impacts employees’ CCB.

H8a Cybersecurity response efficacy has a positive impact on CCB.

H8b Cybersecurity self-efficacy has a positive impact on CCB.

H9  Cybersecurity policy awareness will positively impact employees’ CCB.

3.8.2 Research Instrument: Survey Questionnaire

The study employed a survey questionnaire as the primary tool for data collection. This
guestionnaire was adapted from the published literature (i.e., Safa et al., 2015; Li et al., 2019)
and modified to address employee cybersecurity behaviours context within SA HEls
specifically. The questionnaire comprised various sections, each focusing on a specific
construct within the conceptual model. Participants were asked to respond to a series of
statements using a Likert scale, typically ranging from “Strongly Disagree” to “Strongly Agree”.
This approach allowed researchers to gauge participants' perceptions and attitudes towards
various aspects of cybersecurity. Table 6 provides a detailed breakdown of the questionnaire,
outlining the constructs measured and the corresponding sample items used.
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Table 6: Research Survey Questionnaire adapted (e.g., Safa et al., 2015)

Construct

Items

Cybersecurity Awareness (CA)

CAL: I know the potential cybersecurity threats
that could impact my work.

CAZ2: | possess sufficient knowledge about the
cost of cybersecurity breaches to my institution.

CA3: | understand the risk of cybersecurity
incidents to my institution.

CA4: | keep myself informed and updated on
cybersecurity threats and cybersecurity
awareness best practices.

CAb: | share cybersecurity knowledge with
colleagues to increase awareness.

Institution Cybersecurity Policy (ICP)

ICP1: Cybersecurity policies and procedures are
significant in my institution/organisation.

ICP2: Cybersecurity policies and procedures
impact my behaviour.

ICP3: Cybersecurity policies and procedures
have attracted my attention.

ICP4: Behaviour in line with institutional
cybersecurity policies and procedures is of value
in my institution/organisation.

Cybersecurity Experience (CEI)

CEI1: My cybersecurity experience improves my
ability to have safe behaviour in terms of
cybersecurity.

CEI2: | am involved with cybersecurity and care
about my behaviour at work.

CEI3: My cybersecurity experience helps to
organise and assess Cybersecurity threats.

CEl4: | can sense the cybersecurity threat level
due to my experience in this domain.

CEI5: | perform cybersecurity-compliant
behaviour due to my experience.

CEI6: | possess the suitable capability to manage
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cybersecurity risk due to my experience.

Attitude (ATT)

ATTL1: Cybersecurity-compliance behaviour is
essential.

ATT2: Cybersecurity-conscious care behaviour is
usually beneficial.

ATTS3: Practicing cybersecurity compliance
behaviour is usually helpful.

ATT4: | have positive views about changing
users’ Cybersecurity behaviour to conscious
care.

ATTS: My attitudes toward cybersecurity
compliance behaviour are positive.

Subjective Norms (SN)

SN1: Cybersecurity policies in my
institution/organisation are significant for my
coworkers.

SN2: My coworkers’ cybersecurity behaviour
influences my behaviour.

SN3: My institution’s/organisation’s cybersecurity
culture influences my behaviour.

SN4: My supervisor's Cybersecurity behaviour
influences my behaviour.

Perceived Behavioural Control (PBC)

PBCL1: | believe that cybersecurity compliance
behaviour is a relatively straightforward practice.

PBC2: My experiences help me have careful
behaviour in cybersecurity.

PBC3: For me, following cybersecurity policies
and procedures is easy.

PBC4: Cybersecurity-compliance behaviour is an
accessible and achievable practice.

Threat Appraisal (TA)

TAL: To reduce the risk, | must avoid opening
unexpected and out-of-context emails.

TAZ2: | could fall victim to different attacks if | do
not follow cybersecurity policies.

TA3: My data’s cybersecurity will be ineffective if
| do not comply with cybersecurity policies.
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TAA4: Hackers (Cybercriminals) attack with
different methods, and | should be careful in this
dynamic environment.

Cybersecurity Response Efficacy (CRE)

CREL1: Complying with the information security
policies in my organisation will keep security
breaches down.

CREZ2: If | comply with information security
policies, the chance of information security
breaches occurring will be reduced.

CRE3: Careful compliance with information
security policies helps to avoid security problems.

Cybersecurity Self-efficacy (CSE)

CSEL1: | possess the necessary skills to protect
my institution and private data.

CSEZ2: | possess the expertise to protect my
institution and private data.

CSE3: | think the protection of my data is in my
control in terms of cybersecurity violations.

CSEA4: | can prevent cybersecurity violations.

Cybersecurity Compliance Behaviour
(CCB)

CCB1.: | follow the recommendations of security
experts in my cybersecurity manner.

CCB2: | consider its consequences before taking
any action affecting cybersecurity.

CCBa3: I talk with cybersecurity experts before
doing anything related to cybersecurity.

CCB4: | consider my previous cybersecurity
experience to avoid repeating similar or prior
mistakes.

3.9 CONCLUSION

Building upon the identified literature gaps, this study proposes a conceptual model for

investigating the factors influencing employees’ CCB in HEIs. The model integrates TPB and

PMT to understand employee motivations, attitudes, and perceived control over cybersecurity

practices. The proposed conceptual model and hypotheses provide a framework for

investigating the relationship between various factors and CCB in HEIs. This framework guides

the development of the following research hypotheses presented in the chapter. This study
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aims to contribute valuable insights to cybersecurity awareness in HEIs by investigating these
hypotheses. The findings will inform effective strategies for promoting employee cybersecurity

compliance behaviour and ultimately strengthen these institutions’ overall security posture.
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4 RESEARCH DESIGN AND METHODOLOGY

4.1 INTRODUCTION

The previous chapter explored the existing literature and theories that underpin cybersecurity
research within the information systems domain. This chapter introduces the research
methodology that guides this study and the selected research design, serving as the roadmap
to achieving the research goals and answering the research questions. Research methodology
encompasses the techniques and procedures used to gather, process, and analyse data
related to a specific research question or hypothesis (Crotty, 1998). This aligns with Ngulube's
(2021) and PEDIAA’s (2017) assertions, emphasising the comprehensive nature of research
methodology, which involves procedures, processes, data collection, and analysis tools. Also,
research design, as explained by Tobi et al. (2017), describes the overarching structure of an

academic research project, providing a framework to achieve the research objectives.

This study focuses on cybersecurity awareness and behaviour within South African (SA)
Higher Education Institutions (HEIS) to identify factors influencing Cybersecurity-Compliance
Behaviour (CCB). The research methodology drew upon Saunders et al.’s (2023) research
onion framework to provide a structured approach to research design. Specifically, this study
employed a causal-comparative research design (Babbie, 2010; Creswell, 2015). This design
is well-suited for exploring the effects of independent variables, such as educational
background, on a dependent variable, like cybersecurity compliance behaviour, through
comparisons of multiple groups within SA HEIs. For instance, we will utilise this causal-
comparative design to examine how factors like educational background and other variables
influence employee cybersecurity compliance behaviour within SA HEIls. By comparing
employee groups with different educational backgrounds, we can gain a deeper understanding
of the potential influence of this factor on cybersecurity compliance behaviour.

4.2 SAUNDERS’ RESEARCH ONION

Saunders et al. (2023) developed the research onion framework, a valuable tool for
researchers to visualise and systematically approach the different aspects of research
methodology. As illustrated in the onion diagram (see Figure 5), the research onion comprises
six layers, each building upon the previous one. These layers guide researchers through key
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decisions they must make when designing their research strategy (Saunders et al., 2023), as

outlined below.

PhilosOphy = — = = = = = =~ ——mm e T Positivism

Critical
Realism
Approach to theory development - 4 ——————————

Deduction
Mono-method

quantitative

Mono-method
qualitative

Survey

Experiment
Ethnography 5

Multi-method
quantitative

Grounded
Theory

Interpretivism| Abduction Narrative

Inquiry

Archival
Research

\ collection and /|
analysis

Multi-method
qualitative

Methodological choice - -~ - - - - - ==\~ - ——————

Case

Strategy(ies) - ————————X————————— - —————— - Study  Action
Mixed method Research

simple

Mixed method
complex

Postmodernism Induction

2 Pragmatism
Time horizon ————=—=—=—=—= === e C e e T e

Procedures and techniques — — — ——— = — = — = = = — — J

Figure 5: Saunders Research Onion Model. Source: Saunders et al. (2023, p. 177).

Therefore, this research methodology drew upon Saunders et al.’s (2023) research onion
framework to provide a structured approach to research design. This chapter is organised
following the research onion layers:
o« Research Philosophy (Section 4.3): This section will explicitly state the study’s
philosophical underpinnings (e.g., positivism).
o« Research Approach (Section 4.4): This section will outline the broad research
strategy, such as quantitative or qualitative.
« Research Strategy (Section 4.5): This section explores the data collection methods
chosen (i.e., surveys).
e Research Choices (Section 4.6): This section will focus on the practical decisions
within the chosen research strategy, such as sampling techniques and data analysis
methods.
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« Time Horizon (Section 4.7): This section will consider the timeframe for conducting the
research.
« Data Collection Methods (Section 4.8): This section details the techniques and

procedures used to gather data (e.g., survey instruments).

In addition to the above structure, the following sections elaborate on data analysis procedures

(Section 4.9), ethical considerations (Section 4.10) and the chapter conclusion (Section 4.11).

4.3 RESEARCH PHILOSOPHY

Every research project is grounded in a specific set of philosophical assumptions guiding the
knowledge acquisition approach. These assumptions encompass ontological, epistemological,
and methodological viewpoints, each playing a distinct role in shaping the research process
and its outcomes (Saunders et al., 2019). They guide our perspectives on various aspects of
the world (Danermark et al., 2002). These foundational philosophies translate into interpretive

frameworks such as positivism, constructivism, pragmatism and transformative research.

This section explores the research philosophy that underpins this study, focusing on positivism
(Holden & Lynch, 2006). Positivism is a philosophical stance that emphasises knowledge
acquisition through objective observation and measurement (Bryman, 2021). This aligns well
with research that employs scales to measure technology and attitudes (Rosen et al., 2013).
Furthermore, the positivist paradigm suits the study’s objectives, which are to investigate the
factors influencing employees’ cybersecurity awareness and behaviour in SA HEIs and to

identify effective strategies for improving cybersecurity measures (Hair et al., 2016).

Positivism posits that reality exists independently of human observation and is subject to
examination through scientific methods (Saunders et al., 2023; Bryman, 2021). Herein, the
research delved into the objective reality of cybersecurity awareness and behaviour among
employees in SA HEIs. The study systematically and objectively explored this reality using
survey questionnaires to gather quantitative data on employee CCB and its influencing factors.
By adopting the positivist paradigm, the study validated its commitment to aligning with its
objectives and adhering to scientific methods. This approach provides a robust framework for
investigating the multifaceted cybersecurity realms in SA HElIs.
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The selection of positivism as the research philosophy establishes a foundation for employing
a quantitative approach and survey methods in subsequent sections. This aligns with the
research goals of uncovering the factors influencing cybersecurity compliance behaviour and

proposing strategies for improvement.

4.4 RESEARCH APPROACH

This study employed a quantitative approach aligned with a positivist paradigm because it
emphasises robust empirical evidence for testing and explaining relationships between
variables (Saunders et al., 2019). This relationship is more robust when used amid
predetermined, highly structured data collection methods (Mark et al., 2023). This aligns with

similar studies such as Le Grange (2018), which advocate for evidence-confirmatory research.

Numerical data and statistical analysis are central to quantitative methods, enabling the
investigation of connections between the research variables outlined in the conceptual model
(see Figure 3) (Saunders et al., 2019). Additionally, quantitative research typically uses an
approach that collects and analyses data to test existing theories, such as the TPB and PMT

employed for this study.

Therefore, this study implemented quantitative analysis through survey questionnaires to
assess the targeted relationships and test theories (e.g., TPB and PMT) against data collected
from SA HEI employees. This approach provided insights into the research phenomena.
Furthermore, probability sampling techniques ensured the unbiased generalisability of the
findings (Saunders et al., 2019).

This section explains the chosen approach (quantitative) and how it aligns with the research
philosophy (positivism) discussed earlier. It highlighted the importance of robust evidence,
predetermined data collection methods, numerical data, and statistical analysis, which are all
hallmarks of quantitative research.

4.5 RESEARCH STRATEGY

This section outlined the study’s research strategy, a set of procedures that guides a
researcher's thoughts and efforts (Saunders et al., 2019). This systematic approach to
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conducting research yields high-quality results and enables comprehensive reporting.
Research strategies represent a logical thinking approach involving drawing conclusions from
specific incidents or observations (Creswell & Creswell, 2017) and guiding data collection
methods to achieve research objectives (Mark et al., 2023). Considering this study’s research
questions and goals, a survey strategy was chosen as the primary method for data collection
(Hair et al., 2017b). Surveys are a popular method in social science research for gathering
guantitative data from large samples and enabling statistical analysis (Bryman & Bell, 2015;
Mccusker & Gunaydin, 2015).

This study utilised an online questionnaire, known for its efficiency and accuracy in collecting
data from geographically dispersed populations (Fowler, 2014; Sepehr et al., 2014). Online
guestionnaires minimise researcher influence during data collection and promote objectivity
(Saunders et al., 2019). Survey research involves administering standardised questionnaires
or interviews to a sample group (Bryman & Bell, 2015). This approach is particularly suitable
for this study as it allows for the collection of quantitative data on employee cybersecurity

awareness, behaviours, and the factors influencing them (Hair et al., 2017b).

As a result, the researcher selected and used a survey strategy for the study’s data collection
to achieve the research goals (Hair et al., 2017b). This choice aligns with the confirmatory
research approach (Saunders & Lewis, 2012) and is consistent with positivists’ preference for
large-scale sample surveys (Saunders et al.,, 2019; Bhattacherjee, 2017). The survey
employed an online questionnaire, considered the most accurate and efficient method for
gathering data from a broad, geographically diverse sample (Fowler, 2014; Sepehr et al.,
2014). This approach ensures objectivity by minimising the researcher’s influence during data
collection (Mark et al., 2023). Survey research involves collecting data from a sample of
individuals using standardised questionnaires or interviews (Bryman & Bell, 2015). This
approach is well-suited to this study as it supports collecting quantitative data on employees’

cybersecurity awareness and behaviour and the influencing factors (Hair et al., 2017b).

4.6 RESEARCH CHOICES

Having established a structured research approach and outlined the research questions and
objectives, this chapter delved into the specific choices to gather and analyse data. These
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choices, including the research instrument, measurement tool, and sampling strategy, directly

influence the data quality and generalisability of the research findings.

This research employed a structured approach to gather and analyse data to achieve the
research objectives (Goddard & Mellvile, 2004), which involved clearly defined research
questions, a specific data collection method, and a systematic analysis process. The chosen
research design ensures the objectivity and reliability of the findings. The research objectives
outline the specific goals this study aims to achieve. These objectives are formulated based on
the identified research problem and relevant literature review findings. They provide a clear
direction for the research and guide the data collection and analysis processes. The research
employed a specific data collection method to gather the necessary information. This method
was carefully selected based on the research objectives and the nature of the data required.
The chosen method ensures the validity and reliability of the collected data.

The research used systematic data analysis to interpret and make sense of the collected data.
This process involves employing appropriate statistical techniques or quantitative analysis
methods, depending on the type of collected data. The chosen analysis approach ensured the
objectivity of the research findings, which eventually validated or revised the theories, as the

steps involved in the research are illustrated in (Figure 5).

Theory |,| Hypothesises || Data | Findings || Validate/Reject | | Theory
Collection Hypotheses Revision

Figure 6: Research Steps (Tracy, 2019; Bhattacherjee, 2017)

Therefore, herein, the researcher starts with the general theory suggesting a relationship
between cybersecurity awareness and behaviour, then develops hypotheses (See Table 5)
that test these relationships. The hypotheses are then tested using data collected from the
study. For example, the following hypothesis was developed: Employees with higher
cybersecurity awareness are more likely to engage in cybersecurity-compliant behaviours.
This approach requires formulating research theories and hypotheses to test and analyse the
collected data (Saunders et al., 2019) and consists of five stages:
Stage 1: Identifying theories and Formulating the research question or hypothesis

e Integrate the organisation’s cybersecurity environment with TPB and PMT to formulate

a framework for investigating employees' cybersecurity behaviour. This framework
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provides a model of the factors influencing cybersecurity awareness and behaviour
among employees in SA HEIs. The researcher can use this framework to formulate a
research question or hypothesis about the factors influencing cybersecurity behaviour.
Stage 2: Reviewing the literature
o Adopting hypotheses from cybersecurity and general IS literature. The researcher
reviewed cybersecurity literature to identify previously proposed hypotheses used to
develop the research hypotheses.
Stage 3: Developing the research design
« The researcher developed a research design to collect data for hypothesis testing. The
researcher used a survey instrument to collect data from employees in SA HEIs. The
data was then analysed using statistical methods to test the hypotheses.
Stage 4: Collecting the data
« The researcher collected and analysed research data to test the hypotheses. The
results of the data analysis determine whether the hypotheses are supported or refuted.
Stage 5: Analysing the data
o Validating or refuting the hypotheses. The results of the data analysis determine
whether the hypotheses are supported or refuted.

Consequently, this research employed the five-stage process commonly found in quantitative
research (Saunders et al., 2019; Hatch, 2012), which is iterative as the researcher may revisit
stages as needed (Bhattacherjee, 2012). For example, the research questions might be

refined based on the insights from the literature review or data collection phase.

4.7 TIME HORIZON

This study employed a cross-sectional design, collecting data from SA HEI employees
between December 2023 and February 2024 to investigate factors influencing their
cybersecurity awareness and behaviour (Saunders et al., 2019; Bhattacherjee, 2012). This
approach aligns well with the survey methodology, capturing a snapshot of employees’ current

perceptions and cybersecurity practices during the study.

Rationale for Data Collection Period: Data collection occurred between December 2023 and
February 2024 to minimise potential seasonal variations in employee workload or computer

system usage patterns that might influence responses.
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Limitations of the Time Frame: A cross-sectional design offers a valuable starting point but
cannot capture changes in perceptions or behaviour over time. Future research might consider

a longitudinal design to explore these dynamics.

4.8 DATA COLLECTION

This study used a questionnaire to gather quantitative data on employees’ cybersecurity
awareness and behaviour and the influencing factors (Aguinis & Vandenberg, 2014). The
questionnaire (Table 5) included questions on employees’ level of cybersecurity awareness,
their perception of cybersecurity risk, their experience with cybersecurity training programs,
and their perception of their organisation’s cybersecurity culture (Nagle & Pope, 2013). To
ensure anonymity and comply with POPIA, the survey excluded all demographic questions
except for education level. For simplicity, the survey began with questions on education level

and cybersecurity policy awareness (Bhattacherjee, 2012).

4.8.1 Target Audience and POPIA Compliance

In adhering to the POPIA, the researcher ensured the target audience comprised employees
directly involved with computer usage. This alignment minimised collecting irrelevant personal
information, such as names, ages, or institutional details (Bates & Cozby, 2012). The survey
design excluded personal identifiers, and respondents were not asked to provide any

information that could reveal their identity.

To achieve this targeted approach, the researcher secured permission from the management
of the participating SA HEIs to collaborate with their Human Resource (HR) departments or
designated representatives. Institution HR departments and general management typically
maintain comprehensive employee lists (Saunders et al., 2019) that include job roles and
details on computer usage. By collaborating with these departments, the researcher ensured
the survey only reached employees whose positions directly involved IT or computer usage.
This aligned with the research objectives and minimised the risk of collecting irrelevant
personal information. We did not directly communicate with any potential respondents.
Instead, after informing the institutions about the survey requirements and target audience, the
survey materials were shared only with HR or designated sections within the institutions for

internal distribution to the appropriate employees.
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4.8.2 Survey Distribution Process

Following ethical approval from the institution’s management board (Appendix A), the
researcher collaborated with SA HEIS’ management for survey distribution within these
institutions. This collaboration focused on utilising management-assigned departments, like
HR, to ensure access to the target population and maximise response rates (Sheehan, 2001;
Saunders et al., 2019).

1. Identifying Target Participants

The researcher collaborated with the HR departments or management-assigned departments
of participating SA HEIs to identify potential participants. These departments maintain
comprehensive employee lists, allowing for the selection of a representative sample that aligns
with the research objectives. The researcher then established inclusion criteria to focus on
employees with direct or indirect involvement in computer usage (Saunders et al., 2019;
Sheehan, 2001).

2. Distribution Channels
The researcher distributed Qualtrics survey link through management-assigned departments
that identified employees through two primary channels:

« Email: An institutionally personalised email invitation was emailed to the HR or
management-assigned departments, which redistributed it to potential participants (i.e.,
employees) through their internal distribution channels. The email explained the study’s
purpose, ensured anonymity and confidentiality of responses, and included the survey
link. This widely used online survey distribution approach leveraged institutional email
systems’ reach and efficiency (Sheehan, 2001).

« Mobile Phones (Optional): Collaborating with the participating HEIs, the researcher
coded the link to be accessible from mobile phones and advised the institutions as
such. This offers an additional channel for employees who cannot access personal
computers to complete the survey (Saunders et al., 2023). It is important to note that

this mobile phone option campaign was optional.

3. Communication and Reminders
As Saunders et al. (2019) recommend, the researcher sends reminders to the management-

assigned departments of the participating institutions to maintain participant engagement; a
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communication plan was implemented throughout the data collection period. This plan
included:
o Initial Welcome Email: Upon survey launch, an introductory email outlining the study’s
objectives and the importance of their contribution was sent to all potential participants.
« Reminder Emails: Gentle reminder emails were sent at pre-determined intervals to
encourage participation from those who may have not responded initially.
e« Survey Completion Thank You: After the participant completed the survey, an
automated thank-you message was sent to express appreciation for their time and

contribution.

4. Control Measures
The researcher implemented several control measures to ensure data quality and integrity:

« Anonymous Survey Link: An anonymous survey link was generated for each
participating HEI, allowing researchers to track participation rates from different
institutions.

o Participant Screening: The Qualtrics platform was configured to limit participation to
one completed survey per individual, preventing duplicate responses.

e Question Logic: The survey was designed with logical branching and skip logic,

ensuring respondents only answered questions once.

This comprehensive survey preparation and distribution approach ensured that respondents

were informed and engaged, leading to smoother and more successful data collection.

4.8.3 Sampling

This study investigated cybersecurity awareness and behaviour among employees in SA HEIs.
Employees within these institutions emerged as the default study population, ensuring the
findings are generalisable. Quantitative research (Saunders et al., 2019, pp. 296-297) typically
uses two primary sampling techniques: probability and non-probability sampling. The former
employs randomisation to ensure that all members of a sampling frame have an equal chance
of selection. In contrast, the latter selects participants from a quota system. In survey-based
studies, probability sampling is cost-effective and precise, producing generalisable results
(Neuman, 2011).
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This study employed simple random sampling, a probability sampling technique, to target
employees from various departments or roles within the HEIs who utilise computers and other
digital devices as part of their official responsibilities (Saunders et al., 2019). Given this study’s
focus on employee cybersecurity behaviour, the survey officially targets employees who use
computers and other digital devices. Thus, those without such responsibilities or who decline
participation are excluded. This study employed a simple random sampling approach (Hair et
al., 2017; Bhattacherjee, 2012), which accords each member of the population with an equal
selection chance for the study (Anderson, 2019). This method ensures unbiased selection and
simplifies the sampling process, making it suitable for situations with a homogeneous
population (Mark et al., 2023), like in SA HEIs. Thus, with permission from the relevant
institutional management, a comprehensive list of employees will be used as the sampling
frame, a list of all elements in the target population (Saunders et al., 2019). In this study, the

frame will ensure that all employees have an equal opportunity to participate in the survey.

484 Research Instrument

Online questionnaires are a popular data collection method in modern research due to their
convenience, efficiency, and ability to gather extensive data from a diverse pool of participants
(Saunders et al., 2019; Hair et al., 2017; Bhattacherjee, 2012). Unlike paper-based surveys,
online questionnaires eliminate physical distribution, reduce administrative expenses, and
enable remote data collection without geographical constraints. Also, online questionnaires
enhance data accuracy through automated entry, mitigating human error (Saunders et al.,
2019). Similar to prior cybersecurity research (Li et al., 2019; Safa et al., 2015), this study used
online questionnaires to collect data on cybersecurity awareness and behaviour and their
influencing factors. This aligns with the confirmatory survey method recommended for
exploring and elucidating relationships between research variables (Saunders et al., 2019;
Hair et al., 2017; Bhattacherjee, 2012). The choice is also justified by their suitability for

efficient quantitative data collection from a diverse participant pool (Hair et al., 2017).

The research instrument was a comprehensive questionnaire to facilitate systematic data
collection (Saunders et al., 2019). The introductory section informed participants about the
study’s purpose, title, and ethical considerations, adhering to recommendations by Hair et al.
(2017) and Saunders et al. (2019). It also assured them of the study’s approval by the
University of Pretoria (UP) and the Faculty of Engineering, Built Environment, and IT Ethics
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Committee (EBIT). The first section focused on collecting demographic information, a crucial
aspect for describing the sample and ensuring its representativeness of the larger population
(Saunders et al., 2019). Complying with POPI Acts and UP EBIT policies regarding personal
information collection, this section collected data on education level and awareness of the

cybersecurity policy.

To explore the factors influencing employee cybersecurity behaviour in SA HEIs, the survey
instrument was adapted from prior research instruments on cybersecurity (Safa et al., 2015; Li
et al., 2019), following the UP’s questionnaire policy. This adaptation involved careful selection
and modification of questions to ensure their relevance to the specific context of this study
(see Section 3.7.2 for details). Specific constructs like “cybersecurity awareness”, “security
policy”, “cybersecurity experience”, “attitude”, “subjective norms”, “perceived behavioural
control” “threat appraisal”’, “response efficacy”, and “self-efficacy”, along with questions on
“cybersecurity-compliant behaviour”, were adapted from various publications (i.e., Li et al.,
2019; Safa et al., 2015; Herath & Rao, 2009a; Ifinedo, 2012; Johnston & Warkentin, 2010).
Notably, questions assessing “cybersecurity policy awareness” were adapted explicitly from Li
et al. (2019) to better reflect the unique policy landscape within SA HEIs.

Explanation of Adaptation: While the original instruments by Safa et al. (2015) and Li et al.
(2019) provided a strong foundation, the researcher adapted them to reflect better the unique
employee roles and challenges within SA HEIs. This involves revising existing questions for
clarity and relevance to this study population (Saunders et al., 2019). Moreover, new questions
were added to capture specific aspects of cybersecurity awareness relevant to the settings of
SA HEIs. The questionnaire was designed to be easily accessible to participants through an
emailed hyperlink. This approach aligns with Saunders et al.’s (2019) recommendations and
ensures compatibility with various devices, including computers and mobile phones. The
careful selection of questions and format within the instrument was guided by the study’s key
objectives, focusing on achieving clarity and effectiveness in data collection. The specific
questions featured in the instrument (see Table 6).

485 Measurement

A questionnaire is a central data collection instrument in survey research, often using closed-
ended questions like the Likert scale (Saunders et al.,, 2019). In this study, the survey

guestionnaire evaluated employees’ awareness and CCB and related factors using a 5-point
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Likert scale (1 = Strongly Disagree, 5 = Strongly Agree), a widely used method for measuring
attitudes and opinions (Hair et al., 2017b). A 5-point scale was chosen due to its ability to
capture a range of opinions, offer clear response options, facilitate statistical analysis, and
minimise potential midpoint bias (Hair et al., 2017; Boone & Boone, 2012). This format aligns
with the previous focus on cybersecurity behaviour (Safa et al., 2015) and ensures that the

collected data is appropriate for statistical analysis to address the research objectives.

A sample size calculator was used to determine a precise sample for the study’s investigation.
The sampling confidence interval represents the confidence level in the population’s selection
of an answer within a specified range (Hair et al., 2017b). The margin of error determines the
extent to which survey results align with the views of the overall population. A smaller margin
of error indicates a closer approximation to the precise answer at a given confidence level.
Determining the appropriate sample size for representativeness involves various methods and
formulas that hinge on factors such as research design, statistical analyses, expected effect
size and confidence levels (Charan et al., 2021). Several studies have endorsed using power
analysis for sample size calculation to ensure the population subset provides sufficient
information to draw representation and conclusions (Hair et al., 2017; Ringle et al., 2018).
Thus, this study used a sample size calculator to determine an appropriate sample size of 384
employees (SurveyMonkey, 2019). This sample size maintains a 95% confidence level with a
5% margin of error and adheres to the criteria for accurately representing the broader
population (Saunders et al., 2019; Hair et al., 2016b).

Thus, the study utilised Cochran’s sample size formula to determine the required sample size.
Employing a 95% confidence level (Z-score = 1.96), a standard deviation of 0.5, and a margin
of error of 5% (0.05), the sample size was calculated using the Cochran formula:

n = (Z-score) "2 * Standard Deviation * (1 - Standard Deviation) / (Margin of Error) 2

Where:

n is the sample size

Z-score is the critical value for the chosen confidence level (i.e., 1.96)

Standard deviation is the standard deviation of the population proportion (i.e., 0.5)

The margin of error is the desired/acceptable margin of error (i.e., 0.05)
n=(1.96)"2*0.5*(1-0.5)/(0.05) "2
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Thus, this resulted in a 384-sample size, deemed adequate as it aligns with prior cybersecurity

studies employing PMT and TPB models and the study’s cross-sectional nature.

4.8.6 Pilot-testing

Designing a questionnaire is a complex process that requires careful planning (Campanelli,
2008). The researcher pilot-tested the questionnaire to ensure it was easy to understand and
complete and to identify potential data capture or collection errors. This process helped to
confirm the validity and reliability of the data, which is essential for making inferences and

generalisations about employees in SA HEIs (Saunders et al., 2019).

The size and frequency of the pilot test were determined by the research questions, objectives,
project scale, available resources, and questionnaire design (Saunders et al., 2019). Perneger
et al. (2014) recommend a sample size of 30 participants for pilot-testing questionnaires. This
study’s pilot tests focused on 30 participants, which were deemed sufficient for meaningful
inferences and assessing the questionnaire’s potential. The pilot-test evaluation was guided by
Yellow and Bell (2014), which considered factors such as completion time, clarity of

instructions and questions, respondent challenges, omitted details, layout, and feedback.

The researcher employed multiple questionnaire delivery and collection strategies, including
guestionnaire length, appearance, delivery methods, contact procedures, content quality, and

communication (Anseel et al., 2010). These strategies attracted timely, high response rates.

The Qualtrics platform facilitated the questionnaire’s design, offering features such as bullet
points, text boxes, and automatic user-friendliness (Boas et al., 2020; Cardella et al., 2018).
The survey was delivered through various platforms to accommodate diverse participants, with
multiple communications and reminders sent to address inquiries and ensure successful data
collection. This comprehensive approach guarantees questionnaire quality, validity, and

reliability while facilitating data collection from a broader audience.
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4.9 DATA ANALYSIS

Data analysis is a crucial step in research, where collected data is examined, interpreted and

used to validate proposed hypotheses and draw meaningful conclusions (Saunders et al.,

2019). This study employs both descriptive and inferential statistics for analysis.

4.9.1

Data Analysis with PLS-SEM

Partial least squares structural equation modelling (PLS-SEM) with SmartPLS 4.0 software

was chosen for data analysis and hypothesis testing for its specific advantages in this context:

This study employed PLS-SEM for data analysis, which aligns well with the study’s research

design and data characteristics.

Advantages of PLS-SEM

Accommodates Smaller Sample Sizes: PLS-SEM is well-suited for smaller sample
sizes, which is particularly relevant for this study, as 283 usable responses were
obtained from participants within SA HEIs (Hair et al., 2022).

Handles Non-normal Data: Real-world data often deviates from perfect normality.
PLS-SEM exhibits robustness towards non-normality (Hair et al., 2012), making it
suitable for analysing data collected from various sources, including surveys.

Focuses on Prediction: Since this study aims to predict and understand the factors
influencing cybersecurity-compliant behaviour, PLS-SEM'’s prioritisation of prediction

aligns well with this objective (Hair et al., 2017).

Additionally, PLS-SEM offers several advantages that are particularly relevant to this research:

Formative Constructs: This study included critical formative constructs such as
cybersecurity awareness, policies, and prior experience. PLS-SEM effectively
accommodates these, providing a more accurate representation of their influence.
Confirmatory Nature: Given the study’s aim to comprehensively examine and confirm
cybersecurity awareness and behaviour, PLS-SEM offers valuable insights into causal
relationships between variables.

Flexibility: PLS-SEM’s ability to handle small or large sample sizes and non-normally

distributed data (Hair et al., 2017) aligns with the characteristics of this research data.
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Limitations of PLS-SEM

4.9.2

Limited Hypothesis Testing: While offering valuable insights into relationships and
predictive power, PLS-SEM has limitations in rigorously testing specific hypotheses.
This method may only be suitable for studies partially confirming or rejecting pre-
established theoretical predictions.

Black Box Issues: Compared to other SEM techniques, PLS-SEM can be less
transparent in pinpointing the specific sources of variance within the model. While
providing an overall understanding of relationships, it may not readily reveal the exact
pathways of influence between constructs (Hair et al., 2017).

Data Cleaning and Analysis Procedures

Data analysis followed established procedures and statistical tests outlined in MacKenzie et al.

(2011) to minimise and test for common method bias (CMB). Findings suggest that CMB is not

a significant concern for this research.

4.9.3

Data Cleaning: Missing or inconsistent data were identified and rectified before
analysis, ensuring data integrity (Pallant, 2016).

Descriptive Statistics: Descriptive measures of central tendency (means, medians)
and dispersion (standard deviations, ranges) were used to summarise the data’s
primary features (Field, 2013). Visual representations like histograms and scatter plots
also aided data exploration.

Data Analysis and Descriptive Statistics: Descriptive and frequency analyses (Hair
et al., 2017) using SPSS and applied PLS-SEM method using SMART PLS-4 to test
relationships between variables and test the study’s hypotheses. SMART-PLS is a well-
substantiated method for estimating complex cause-effect-relationship models in

business research (Gudergan et al., 2008; Ringle et al., 2022).

Reliability and Validity

Scale reliability and validity are crucial factors for ensuring meaningful and dependable

research results (Surici & Maslakei, 2020). Therefore, the following measures were

implemented to guarantee that the study’s findings are reliable and valid:
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« Reliability: Cronbach’s alpha assessed the questionnaire’s internal consistency, with a
value exceeding the 0.7 acceptable threshold (Surici & Maslakci, 2020; Nunnally,
1978).

« Content Validity: The questionnaire underwent scrutiny by experts and supervisors to
ensure it accurately measures the intended constructs (Surtuct & Maslakgi, 2020; Polit
& Beck, 2006).

o Construct Validity: Confirmatory factor analysis was conducted to evaluate the
questionnaire’s underlying structure and verify its accurate measurement of the
intended constructs (Hair et al., 2017).

This study strives to ensure data accuracy, questionnaire reliability and alignment of research
objectives with the questionnaire design by employing these rigorous data analysis procedures
and reliability and validity assessments. Table 7 provides a synopsis of this study’s research
methodology and data analysis.

Table 7. Research Design and Methodology Summary

Category Characteristics

Research Philosophy Positivism - focuses on objective measurement and observable data to
investigate and explain real-world phenomena.

Research Approach  Quantitative approach - emphasises collecting and analysing numerical
data to test hypotheses and arrive at generalisable conclusions.

Survey methodology - utilises questionnaires to collect data from a
Research Strategy large sample of SA HEI employees.

Research Choices Sampling: Simple random sampling was used to select employees
from various departments who use computers. Data Analysis:
Statistical techniques, including descriptive statistics and PLS-SEM,
were used using SmartPLS software.

Time Horizon Cross-sectional—Data was collected from December 2023 to February
2024 to capture a snapshot of employees’ current perceptions and
practices.

Data Collection An online questionnaire was distributed through SA HEIs’ management

and HR departments. The questionnaire used Qualtrics and included a
mix of question formats (e.g., five-point Likert scale) to gather
guantitative data on cybersecurity awareness and behaviour.

Descriptive statistics summarise the data (e.g., means and
Data Analysis frequencies). PLS-SEM tests the relationships between variables in the
research model.
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4.10 ETHICS

This research upholds rigorous ethical principles, adhering to informed consent, anonymity,
confidentiality, and data security as outlined in the UP-EBIT ethics standards, literature and
legislation (e.g., Saunders et al., 2019; POPIA Act). The study received ethics approval from
the UP-EBIT Faculty Committee for Research Ethics and Integrity on November 30, 2023
(reference number EBIT/244/2023).

HEIs participatory approval: As stated in the Ethics approval, the study first sought
management approval from the participating HEIs before realising the survey link to the

institution for employees’ participation.

Informed Consent: Respondents provided informed consent through a detailed information
sheet explaining the study, their rights, potential risks, and commitment to upholding
anonymity and confidentiality (Bryman, 2021). Participation was voluntary and withdrawable at

any time without repercussions.

Anonymity and Confidentiality: Data was pseudonymised using unigue codes instead of
names and stored securely on password-protected servers. Specific measures addressed
online survey anonymity, such as using an anonymous platform that avoids embedding IP
addresses (Resnik, 2015). All data was handled according to the principle of least privilege,

with access granted only to authorised individuals.

Data Privacy and Legislation: The study adhered to the POPIA by not collecting personal
identifiers (South African Government, 2019). The researcher also obtained management

approval and consent from participating SA HEIs and relevant institutions (Resnik, 2015).

Ethical Conduct: Throughout the research process, ethical considerations are paramount to:
e Protect participant rights and well-being: This includes addressing any unforeseen
ethical concerns promptly and transparently (Bryman, 2021).
e Maintain research integrity: Ethical practices ensure the validity and credibility of the
research findings (Field, 2013).
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This approach ensured participant privacy by refraining from collecting personally identifiable
information (PII), which was unnecessary for the study’s aims. This balanced the ethical
imperative of protecting participants with the research objective of acquiring crucial data

required for the investigation.

4.11 CONCLUSION

This chapter outlined the research design and methodology adopted, rooted in the research
onion’s framework. The study adopts a positivist stance and objectivist ontological and
employs a survey research strategy. It follows a quantitative approach with a confirmatory
purpose. It uses an online questionnaire to collect data on employees’ cybersecurity
awareness and its influencing factors within SA HEIs. Qualtrics and SPSS-29 were used for
data collection, cleaning and description. Ethical considerations uphold the research integrity

and protect respondents and organisations.

The researcher used a cross-sectional survey implemented across SA HEIs and employed
SMART-PLS-4 to test the study’s research hypotheses. The study utilised a simple random
probability sampling technique, with a sample of employees using computers within the SA
HEIs. Data was collected between January and February 2024 through an online
questionnaire distributed on Qualtrics software. The next chapter presents the data analysis
and research findings.

82



5 INTERPRETATION AND DISCUSSION OF FINDINGS

5.1 INTRODUCTION

The preceding chapter details the research design and methodology employed in this study.
Following the detailed data collection process in chapter three, this chapter analyses the data
and presents the findings concerning the research objective. This quantitative survey
investigated factors influencing cybersecurity awareness and behaviour among South African
(SA) Higher Education Institutions (HEIs) employees. Following Boas et al. (2020), the survey
questionnaire was developed and distributed online using Qualtrics, a versatile platform for
online surveys and statistical analysis (Boas et al., 2020; Qualtrics, n.d.-a). A pilot test
involving 30 participants from the target population provided valuable feedback that led to

revisions, primarily shortening specific questions.

The researcher designed and distributed the survey online using the versatile Qualtrics
platform (Boas et al., 2020; Qualtrics, n.d.-a) and yielded 399 initial responses from SA HEI
employees between January and February 2024. After data cleaning to ensure quality and
address missing values, a final sample of 283 usable responses remained. Further, since the
study employed SmartPLS for data analysis, it adheres to the 10-times rule (Hair et al., 2017,
2022). The rule recommends a minimum sample size of 10 times the number of structural or
This quantitative survey investigated factors influencing formative indicators to a particular
construct in a model. The proposed model has nine paths. Thus, at least 90 sample sizes are
required for the analysis. This study’s 283-sample size surpasses established minimums for
various analytical approaches and aligns with recommendations for SmartPLS analysis (Hair
et al., 2018; Hair et al., 2017; Guilford, 1954).

Initial data analysis using IBM SPSS (Version 29) involved checking for missing values and
establishing normality, resulting in a final dataset of 283 complete and usable responses
(Lane, 2003). This sample size further aligns with recommendations for SmartPLS analysis
(Hair et al., 2017), requiring a minimum of 144 observations for an 80% statistical power in

detecting R-squared values of at least 0.10 with a 5% error probability.
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The remainder of the chapter is structured as follows: Demographic representation of data,
Descriptive statistics, Demographic effects on explanatory variables, Presentation of structural

equation modelling, and chapter conclusion.

5.2 DEMOGRAPHICS OF RESPONDENTS

This study obtained demographics about the respondents' education level to better understand
the factors influencing employee cybersecurity behaviour within SA HEIs. Research suggests
a positive correlation between an individual’s educational level and cybersecurity awareness
(Aivazpour & Rao, 2020; Wiley et al., 2020). In student contexts, studies by Fatokun et al.
(2019) and Kovacevic et al. (2020) further highlight that the educational level is a significant
factor in mediating cybersecurity behaviours. Thus, understanding the educational background
of our respondents is crucial as the research objectives explore the factors influencing
employee cybersecurity behaviour within SA HEIs. By analysing the respondents’ educational
background alongside other variables, the study can determine the relative influence of

education on employee cybersecurity behaviour.

Respondents’ Education

The sample comprised employees with diverse educational backgrounds within the SA HEIs.
Most respondents held a bachelor's degree qualification (44.9%, n = 127), suggesting a
population with a solid foundation in academic knowledge. This was followed by employees
with Certificate/Diploma qualifications (30.7%, n = 87), depicting a focus on applied skills and
vocational training. Master’s degrees (13.4%, n = 38) and Doctoral degrees (4.6%, n = 13)
comprised sizable portions of the sample, suggesting a representation of higher-level
education. The remaining respondents (5.9%, n = 17) held other qualifications categorised as
“other,” indicating a degree of heterogeneity within the sample. This varied distribution of
educational backgrounds among participants within SA HEIs will be further analysed to explore
its potential connection to cybersecurity within these institutions (see Table 8).
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Table 8: Respondents’ Education

Factor Frequency Percentage (%)
Higher school 4 1.4%
Certificate/Diploma 87 30.7%
Bachelor’s Degree 127 44.9%
Master’s Degree 38 13.4%
Doctoral Degree 13 4.6%
Other 17 5.9%

Note N =283

5.2.1 Cybersecurity Policy Awareness

Responses concerning cybersecurity policy awareness revealed a spectrum of familiarity
among employees within SA HEIs, as responses indicated. Over 41% (n = 116) reported being
aware of a cybersecurity policy within their institutions. This suggests that many employees
within SA HEIs operate within institutions that prioritise cybersecurity measures. However, a
substantial portion (47.3%, n = 134) were unsure of the existence of such policies, highlighting
a potential gap in awareness or communication within some institutions. A smaller group
(11.7%, n = 33) confirmed the absence of a formal cybersecurity policy, indicating a possible
area for improvement in certain institutional practices. Figure 7 provides visual representations

of respondents’ cybersecurity policy awareness distribution. Each pie chart slice corresponds

to a distinct cybersecurity policy awareness category: aware, unaware and unsure.

Does your institution have a cybersecurity Policy?

Y¥es, there is a cybersecurity
policy.

m Mo, there is no cybersecurity
policy.

|:|| do not know if a cybersecurity
policy exists.

Figure 7: Graphical Representation of Cybersecurity Policy Awareness



5.3 DESCRIPTIVE STATISTICS

The survey yielded 283 usable responses from SA HEIs employees. Descriptive statistics
were employed to analyse data on ten key variables, namely Cybersecurity Awareness (CA),
Institution Cybersecurity Policy (ICP), Cybersecurity Experience (CEIl), Attitude (ATT),
Subjective  Norm (SN), Perceived Behavioural Control (PBC), Threat Appraisal (TA),
Cybersecurity Response Efficacy (CRE), Self-efficacy (CSE) and Cybersecurity-Compliant
Behaviour (CCB). Table 9 summarises each variable’s central tendency, dispersion and range.

The mean (M) represents the average score for each variable, reflecting the central tendency.
The standard deviation (SD) depicts the variability of responses around the mean, with higher
values indicating greater spread. Additionally, the table includes the minimum and maximum
values encountered for each variable, providing context regarding the data's range. The study
used a five-point Likert scale ranging from 1 (“strongly disagree”) to 5 (“strongly agree”) to
gauge participants' perceptions. This information is essential for interpreting the descriptive
statistics and drawing meaningful conclusions about the data's distribution and central
tendencies across all ten variables. Table 9 presents the descriptive statistics for the key
variables used in the study. The variables represent the constructs within the conceptual

model investigating employee CCB in SA HEIs (Table 9). The table includes:

Table 9: Descriptive Statistics for Key Variables

Factor  Minimum Maximum Mean Standard Deviation Interpretation
CA 1.00 5.00 3.4290 0.854 Neutral
ICP 1.00 5.00 3.4779 0.855 Neutral
CEl 1.00 5.00 3.1031 0.934 Neutral
ATT 1.00 5.00 4.0537 0.705 Slightly agree
SN 1.00 5.00 3.3348 0.867 Neutral
PBC 1.00 5.00 3.6608 0.700 Slightly agree
TA 1.00 5.00 4.0883 0.669 Slightly agree

CRE 1.00 5.00 4.1578 0.681 Slightly agree

CSE 1.00 5.00 3.2951 0.894 Neutral

CCB 1.00 5.00 3.5901 0.760 Slightly agree
Note N =283
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Factor: Abbreviated label for each variable. Minimum: The lowest score obtained on the five-
point Likert scale (ranging from 1 “strongly disagree” to 5 “strongly agree”). Maximum: The
highest score was obtained on the Likert scale. Mean: Each variable’s average score reflects
the central tendency. Standard Deviation: The variability of responses around the mean, with
higher values indicating greater dispersion of data points. Interpretation: A brief description of

the central tendency based on the mean score (e.g., neutral, slightly agree).

Key Observations from Demographics Analysis

The data reveals a relatively neutral stance on cybersecurity within SA HEIs, with most
variables (e.g., CA, ICP) scoring between 3 and 4 on a 5-point Likert scale (neutral range).
This suggests a potential need to emphasise cybersecurity awareness and behaviour within
these institutions further. However, interestingly, the analysis of education level and policy
awareness revealed no statistically significant differences (see Section 5.3.1 for details).

5.3.1 Education Level Impact on Cybersecurity Policy Awareness

Table 10 presents a post hoc analysis of Tukey’'s Honestly Significant Difference (HSD)
conducted to explore potential differences in cybersecurity policy awareness among
employees with varying highest education levels (High School, Certificate/Diploma, Bachelor’s
Degree, Master’'s Degree, Doctoral Degree and Other). The analysis answers the question:

“‘Does your institution have a cybersecurity policy?

The table displays the mean difference in policy awareness scores between each pair of
education levels (columns | and J). The corresponding standard error (Std. Error) and
significance level (Sig.) are also reported. A significance level greater than 0.05 (indicated by
values close to 1) suggests no statistically significant difference in policy awareness between

the education levels.
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Table 10: Education Level Impact Cybersecurity Policy Awareness

(I) Highest Education Level (J) Highest Education Level Mean Difference Std. Error Sig.

High School Certificate/Diploma -0.365 0.48 0.974

Bachelor's Degree -0.36 0.477 0.975

Master's Degree -0.303 0.494 0.99
Doctoral Degree -0.173 0.537 1

Other 0.179 0.532 0.999

Certificate/Diploma High School 0.365 0.48 0.974
Bachelor's Degree 0.005 0.131 1

Master's Degree 0.062 0.183 0.999

Doctoral Degree 0.192 0.279 0.983

Other 0.544 0.27  0.339

Bachelor's Degree High School 0.36 0.477 0.975
Certificate/Diploma -0.005 0.131 1

Master's Degree 0.058 0.174 0.999

Doctoral Degree 0.187 0.273 0.984

Other 0.539 0.264 0.324

Master's Degree High School 0.303 0.494  0.99

Certificate/Diploma -0.062 0.183 0.999

Bachelor's Degree -0.058 0.174 0.999

Doctoral Degree 0.13 0.302 0.998

Other 0.481 0.294 0.573
Doctoral Degree High School 0.173 0.537 1

Certificate/Diploma -0.192 0.279 0.983

Bachelor's Degree -0.187 0.273 0.984

Master's Degree -0.13 0.302 0.998

Other 0.352 0.362 0.926

Other High School -0.179 0.532 0.999

Certificate/Diploma -0.544 0.27 0.339

Bachelor's Degree -0.539 0.264 0.324
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Master's Degree -0.481 0.294 0.573
Doctoral Degree -0.352 0.362 0.926

Key Findings on the Impact of Education on Cybersecurity Policy Awareness:
While literature shows a positive correlation between education and cybersecurity awareness
(Aivazpour & Rao, 2020; Wiley et al., 2020), our data suggests a different scenario. This could

be attributed to several factors, particularly the potential influence of institutional efforts:

« Institutional Cybersecurity Awareness Programs: HEIs with varying education levels
among employees may cultivate a uniform level of cybersecurity policy awareness
through standardised training programs. These programs ensure that all staff,
regardless of their educational background, possess a baseline understanding of cyber
threats and policies. For instance, organisations like SA HEIs often adhere to
frameworks like NIST SP 800-16, which recommends basic cybersecurity literacy and
policy awareness for all employees (Toth et al., 2014).

o Cybersecurity Culture: A robust institutional cybersecurity culture that emphasises the
importance of policy adherence and secure practices can significantly influence
employee behaviour across all education levels (Wolak et al., 2017). This culture is
fostered through various means, such as leadership commitment, ongoing
communication, and security awareness campaigns. Even employees with lower
educational backgrounds might exhibit assertive cybersecurity behaviour if the
institutional culture emphasises security best practices.

e South African Regulatory Environments (i.e., POPIA) advise organisations like HEIs
to implement measures to safeguard personal information. Regardless of employees’
education level, cybersecurity policy awareness can be crucial in achieving this,
validating similar policy awareness levels observed across groups (see Table 10).

The following section delves into the data analysis procedure, noting other factors that might

influence cybersecurity policy awareness. The results and discussion will reflect these factors.
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5.4 DATA ANALYSIS PROCEDURES

This study analysed the quantitative data using SmartPLS 4 (Ringle et al., 2022) software for
partial least squares structural equation modelling (PLS-SEM). The choice of PLS-SEM was
justified by its effectiveness in causal relationship research (Byrne, 2001) and its ability to
address challenges often encountered in social and business science research, such as small
sample sizes and non-normal data (Hair et al., 2022, 2017). The analysis followed a two-stage

approach, a widely accepted PLS analysis reporting style, as studies suggested (Chin, 2010):

1. Measurement Model Assessment: This stage evaluates the constructs’ reliability,
validity, and associated variables to validate them before model analysis. It involved
examining indicators like loadings, composite reliability (CR) and average variance
extracted (AVE) to ensure the measures accurately captured their intended constructs.

2. Structural Model Assessment:. This stage analyses the relationships between the
constructs hypothesised in the research conceptual model. It involved estimating path
coefficients, assessing their significance, and evaluating the model's overall fit using

various indices.

Following these two stages, researchers can ensure a robust and reliable data analysis using
PLS-SEM. The measurement model assessment is presented next.

5.4.1 Measurement Model Assessment — Reliability and Validity

This section assessed the reliability and relationships between the constructs and their
measurement items. It adhered to the guidelines set by Hair et al. (2022) to ensure all
constructs achieve acceptable levels of reliability and validity. The reliability and validity of the
measurement model are assessed by examining (1) indicator reliability, (2) internal
consistency reliability, (3) convergent reliability, (4) discriminant validity and (5) multicollinearity

assessment.
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Indicator Reliability

Indicator reliability or Factor Loadings represent the associations between the constructs and
their measurement variables, measured by examining item loadings. It is the extent to which
each item (i.e., CE1, TA2) in the correlation matrix correlates with the principal component
(Hair et al., 2022). A recommended 0.6 threshold (Hair et al., 2022; Chin et al., 2008; Gefen &
Straub, 2005) indicates a strong association and satisfactory indicator reliability. All 43
indicator loadings exceeded this threshold, signifying a strong association between individual
items (e.g., CE1l, CE2, TAl, TA2) and their respective constructs (e.g., Cybersecurity

Awareness, Self-efficacy). Thus, all items are retained for the following assessment (Table 11).

Internal Consistency Reliability
« Cronbach’s Alpha (a) is the traditional criterion that measures internal consistency but is
considered a conservative approach (Hair et al., 2022).
o Composite Reliability (CR) also measures internal consistency and is recommended by
Hair et al. (2022) for a more comprehensive evaluation. It complements a’s limitations

and vice versa.

Table 11 presents the reliability and validity measures for the key constructs employed in the
study’s conceptual model. These measures assess the internal consistency (reliability) and
convergent validity of the constructs used to investigate employee CCB within SA HEIs. Both a
and CR and two CR options (rho_a and rho_c) were used to generate a more robust reliability
measurement. All constructs surpassed the minimum thresholds of 0.7 for a and 0.70 for CR,
demonstrating adequate internal consistency and convergent validity. The results for FL, a, CR
values, and AVE (Table 11).
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Table 11: Loadings, Reliability and Validity of Constructs

Constructs Loadings Alpha CR (rho_a) CR (rho_c) AVE
Cybersecurity Awareness 0.86 0.87 0.90 0.65

CAl 0.78

CA2 0.84

CA3 0.83

CA4 0.85

CA5 0.71
Institution Cybersecurity Policy 0.86 0.88 0.91 0.71

ICP1 0.85

ICP2 0.85

ICP3 0.81

ICP4 0.86
Cybersecurity Experience 0.92 0.92 0.94 0.72

CEIl 0.74

CEI2 0.75

CEI3 0.90

CEl4 0.88

CEI5 0.90

CEl6 0.89
Attitude 0.93 0.93 0.95 0.78

ATT1 0.83

ATT2 0.92

ATT3 0.92

ATT4 0.83

ATTS 0.90
Subjective Norms 0.89 0.91 0.92 0.75

SN1 0.83

SN2 0.85

SN3 0.91

SN4 0.88
Perceived Behavioural Control 0.82 0.84 0.88 0.65

PBC1 0.64

PBC2 0.85
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PBC3
PBC4
Threat Appraisal
TAl
TA2
TA3
TA4
Response Efficacy
CRE1
CRE2
CRE3
Self-Efficacy
CSE1
CSE2
CSE3
CSE4
Cybersecurity-Compliant Behaviour
CCB1
CCB2
CCB3
cCB4

0.88
0.84

0.80
0.89
0.88
0.83

0.89
0.93
0.93

0.89
0.86
0.78
0.84

0.87
0.89
0.78
0.83

0.87

0.90

0.86

0.87

0.87

0.90

0.86

0.88

0.91

0.94

0.91

0.91

0.72

0.84

0.71

0.71

Multicollinearity Assessment

Multicollinearity, which refers to excessive intercorrelations among independent variables, can

lead to inaccurate estimates of path coefficients and inflated standard errors in structural

models (Hair et al., 2017). This study assesses multicollinearity using Variance Inflation

Factors (VIFs) (Fornell & Bookstein, 1982). VIF values above 3.3 generally indicate potential

multicollinearity concerns (Hair et al., 2017). As depicted, All VIF values in the current model

are below 1.33, suggesting no significant multicollinearity issues within the model (Table 12).
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Table 12: Multicollinearity Statistics (VIF) for Indicators

Independent Variable VIF
CA->ATT 1.00

ICP -> SN 1.00

CEl -> PBC 1.00
ATT -> CCB 2.43

SN -> CCB 1.33
PBC -> CCB 2.64

TA -> CCB 2.65
CRE -> CCB 2.63
CSE -> CCB 1.70

Convergent Validity

Convergent validity assesses the degree to which multiple items within a construct measure
the same underlying concept. The Average Variance Extracted (AVE) value serves as an
indicator, targeting a desired minimum threshold of 0.5 (Fornell & Larcker, 1981; Hair et al.,
2017). The current study’s convergent validity is based on AVE values, which show that all
constructs exhibit AVE values exceeding 0.5, suggesting convergent validity. Table 13
presents the convergent and discriminant validity measures for the key constructs employed in

the study’s conceptual model.

Discriminant Validity

The following assessment is the discriminant validity, which represents the degree to which the
measures of different concepts are distinct (i.e., do not reflect other variables as two more
concepts are unique). This study employs Two criteria to assess validity. First, the Fornell-
Larcker Criterion, the square root of AVE for each construct, should be higher than its
correlations with other constructs (Table 13).
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Table 13: Discriminant validity (Fornell-Larcker Criterion)

Constructs CA ICP CEl ATT SN PBC TA CRE CSE CcCB
CA 0.80
ICP 0.62 0.84
CEl 0.63 0.58 0.85
ATT 0.49 0.52 0.51 0.88
SN 0.31 0.54 0.46 0.43 0.87
PBC 0.60 0.51 0.71 0.63 0.44 0.81
TA 0.40 0.39 0.38 0.65 0.29 0.59 0.85
CRE 0.37 0.33 0.36 0.67 0.35 0.54 0.74 0.91
CSE 0.47 0.43 0.66 0.37 0.33 0.63 0.39 0.36 0.84
CCB 0.55 0.44 0.61 0.58 0.38 0.72 0.64 0.58 0.61 0.84

Bold and italics on the diagonal are AVE'’s square root, while the off-diagonals are correlations.

All diagonal elements in the table fulfil this criterion, confirming discriminant validity. Second,

discriminant validity was tested using the Heterotrait Monotrait (HTMT) procedure. According

to Henseler et al. (2015), (=0.90) is the most conservative threshold value of the HTMT ratio

for checking discriminant validity. This procedure measures the ratio of between-construct

(heterotrait) and within-construct (Monotrait) correlations. All HTMT values fall below the

conservative 0.90 threshold (Henseler et al., 2015), further supporting discriminant validity
(see Table 14).

Table 14: Discriminant validity (Heterotrait-Monotrait)

Constructs CA ICP CEl ATT SN PBC TA CRE CSE CcCB
CA
ICP 0.73
CEl 0.71 0.65
ATT 0.54 0.58 0.54
SN 0.34 0.59 0.49 0.46
PBC 0.70 0.60 0.80 0.72 0.52
TA 0.46 0.45 0.42 0.73 0.32 0.70
CRE 0.42 0.37 0.39 0.74 0.39 0.63 0.84
CSE 0.55 0.49 0.75 0.40 0.36 0.76 0.44 0.40
CcCB 0.64 0.51 0.68 0.64 0.43 0.84 0.73 0.65 0.70

Shaded boxes are the standard reporting format for the HTMT procedure.
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5.4.2 Structural Model Assessment

The structural model examines the hypothesised relationships between the constructs within
the research framework, which integrate the institution’s cybersecurity environment with TPB
and PMT. It analyses and tests the relationship between all constructs, also known as causal
relationships, to denote the theoretical structure between the constructs (Hair et al., 2017b).
This section evaluates the model’s fit and the significance of the path coefficients using a one-
tailed Bias-Corrected and Accelerated (BCa) bootstrapping procedure with 5000 samples (Hair
et al., 2022, 2019, 2017; Streukens & Leroi-Werelds, 2016) in SmartPLS 4. This approach was
used to calculate path coefficients and R-squared values and assess significance at a level of

a = 0.05 (Hair et al., 2017; Ringle et al., 2015). The analysis considers 283 sample sizes.

The structural model’s analysis is divided into three parts: (1) R? (explanatory power), Q2

(predictive relevance), and path coefficients (relationship strength and direction).

Goodness-of-Fit Measures

A well-specified measurement model (assessed by AVE and CR, see Table 11) provides the
foundation for reliable path coefficients and overall model fit. This section evaluates the
structural model's fit using R-squared (R?), Adjusted R-squared, and Q-squared (Q?) in
SmartPLS 4.

e R-squared (R?) and Adjusted R-squared:

e R-squared (R2): R2 represents the variance explained in each endogenous construct by
the independent constructs, reflecting the model’s predictive power (Hair et al., 2017).
Generally, an R? value of 0.1 or above indicates acceptable power (Falk & Miller, 1992).
As shown in Table 15, all R? values exceed this threshold. For instance, the R? value for
CCB (0.635) suggests that the model explains 63.5% of the variance in this construct.
Adjusted R2 accounts for model complexity and is slightly lower. The adjusted R2 value
for CCB was 0.627, slightly lower due to the consideration of model complexity.
Similarly, R? and adjusted R? values were calculated for other endogenous constructs
(see Table 15).

e Q-squared (Q?: Q? assesses and establishes the predictive relevance of the
endogenous constructs (Hair et al., 2017a; Richter et al., 2016). A Q2 value greater than
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zero indicates good value reconstruction and model predictive relevance (Hair et al.,
2017). The table below displays significant predictive relevance for the constructs. For
example, Q2 values for CCB range from 0.311 to 0.504, indicating moderate to strong
predictive ability. Similarly, the range of Q2 values for constructs (i.e., SN and PBC)
suggests moderate predictive relevance (Table 15).

Table 15: Q Square and R Square predictive values

Construct Q?predict R-squared Adjusted R-squared
CCB Range: 0.311 - 0.504 0.635 0.627
ATT Range: 0.134 - 0.234 0.241 0.239
SN Range: 0.108 - 0.303 0.292 0.289
PBC Range: 0.150 - 0.434 0.504 0.502

Significance of Path Coefficients

Path coefficients represent the strength and direction of relationships between constructs. The
P-value value represents the probability of observing the obtained results by chance
(Bhattacherjee, 2012). A p-value less than 0.05 suggests that the observed relationship is
statistically significant. Hair et al. (2017) suggest path coefficient thresholds of 0.20 to 0.30.
Table 16 displays the path coefficients for each hypothesised relationship. Notably, the
relationships between Cybersecurity Experience (CEI) and Perceived Behavioural Control
(PBC) (B = 0.71, p < 0.002) and between Self-Efficacy (CSE) and CCB ( = 0.247, p < 0.002)

are significant.
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Table 16: Path Coefficient

Path Path Coefficient
CA > ATT 0.491
ICP -> SN 0.54
CEl -> PBC 0.71
ATT -> CCB 0.05
SN -> CCB 0.031
PBC -> CCB 0.33
TA -> CCB 0.247
CRE -> CCB 0.088
CSE -> CCB 0.24

The structural model assessment results indicate that the model has acceptable predictive
power and relevance. The hypothesised relationships between the constructs are statistically

significant and contribute to explaining the variance in CCB.

5.4.3 Hypothesis Tests

The hypotheses in the study’s structural model test the proposed relationships among
Cybersecurity Awareness (CA), Institution Cybersecurity Policy (ICP), Cybersecurity
Experience (CEIl), Attitude (ATT), Subjective Norm (SN), Perceived Behavioural Control
(PBC), Threat Appraisal (TA), Cybersecurity Response Efficacy (CRE), Self-efficacy (CSE)
and Cybersecurity-Compliant Behaviour (CCB) (Figure 8). The hypothesis test reveals several
significant findings regarding the factors influencing employees’ cybersecurity-compliant
behaviour (CCB) in SA HEIs. The summary of the hypothesis test is presented (Table 17).
This table summarises the hypothesis testing result to examine the relationships between the
study’s independent variables and employee CCB within SA HEIs. Also, provide the following

information for each hypothesis:

Path Coefficient (B) is the standardised regression coefficient and represents the
independent variable’s relative influence on CCB when all variables are standardised.

Std Deviation: The standard deviation of the path coefficient.
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T-statistic is the test statistic used to assess the null hypothesis that there is no relationship

between the independent and dependent variables.

The P-value represents the significance level associated with the t-statistic. Values less than
0.05 indicate a statistically significant relationship, supporting the hypothesis. Values greater
than 0.05 indicate non-significant relationships, suggesting the hypothesis is unsupported.
Decision indicates whether the hypothesis was supported or not supported based on the p-

value.

Supported Hypotheses

H1: Cybersecurity awareness has a positive and significant relationship with attitude towards
cybersecurity (8 = 0.49, p = 0.000). This indicates that respondents (i.e., employees) with
higher cybersecurity awareness are likelier to have positive attitudes towards cybersecurity
practices. H2: Institutional cybersecurity policies positively and significantly influence
subjective norms surrounding CCB (B = 0.54, p = 0.000). This suggests that having clear and
well-established cybersecurity policies within SA HEIs can foster positive social pressure and

expectations for employees to engage in CCB.

H3: Employees’ cybersecurity experience has a statistically significant positive impact on
perceived behavioural control regarding CCB (B = 0.71, p = 0.000), signifying that employees
with significant cybersecurity experience feel more confident and capable of performing CCB
effectively. H6: Perceived behavioural control has a positive and significant relationship with
CCB (B = 0.33, p = 0.000), indicating that employees who feel confident in their ability to
perform CCB are likelier to engage in such behaviours.

H7: Threat appraisal positively and significantly influences CCB (B = 0.25, p = 0.000). This
suggests that when employees perceive a higher level of cyber threat, they are likelier to adopt
CCB practices to mitigate the threat. H8b: Cybersecurity self-efficacy is positively and
significantly associated with CCB (B = 0.24, p = 0.000). This finding aligns with H3, highlighting
that employees with higher confidence in their ability to handle cybersecurity situations are

likelier to engage in CCB.

However, the following three hypotheses were found insignificant and thus unsupported:
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H4: Attitude towards cybersecurity does not significantly impact CCB (B = 0.05, p = 0.410).
Although previous research suggests a positive link, these findings indicate that employees’
attitudes alone may not directly translate into CCB in the SA HEIs. H5: Subjective norms do
not significantly influence CCB (B = 0.03, p = 0.483). This suggests that peer pressure or
social expectations might not be a strong and independent motivator for CCB within SA HEIs,
highlighting the need to explore alternative factors beyond social influence. H8a: Cybersecurity
response efficacy does not significantly relate to CCB (B = 0.09, p = 0.179). This implies that
employees’ perceptions of their cyber-threats responding ability do not directly and effectively

translate into engaging in CCB within this study’s context.

This result supports the proposed model of relationships between the institution’s
cybersecurity environments, which comprises cybersecurity awareness, policy, experience,
TPB, PMT and self-reported cybersecurity behaviour. Cybersecurity awareness is a positive
driving force behind positive attitude, as policy positively contributes to subjective norms (i.e.,
workplace social pressure and expectations). Cybersecurity experience is a positive predictor
of PBC towards CCB, signifying that employees feel more confident and competent in handling
CCB if they possess related experience. Threat appraisal and self-efficacy are related to more
CCB. This validates the protection motivation theory and the theory of planned behaviour as
valuable conceptual frameworks for explaining employees’ cybersecurity behaviour. The
following section analyses the link between cybersecurity policy awareness and employees’
CCB.

Table 17: Hypothesis Testing Result

Hypothesis Path Coefficient (3) Std Deviation T-statistic p-value Decision

H1: CA — ATT 0.49 0.05 9.31 0.00 Supported
H2: ICP — SN 0.54 0.06 9.35 0.00 Supported
H3: CEl — PBC 0.71 0.04 20.51 0.00 Supported
H4: ATT — CCB 0.05 0.06 0.83 0.41  Not Supported
H5: SN — CCB 0.03 0.04 0.7 0.48 Not Supported
H6: PBC — CCB 0.33 0.07 4.95 0.00 Supported
H7: TA - CCB 0.25 0.07 3.59 0.00 Supported
H8a: CRE — CCB 0.09 0.07 1.34 0.18 Not Supported
H8b: CSE — CCB 0.24 0.05 4.59 0.00 Supported
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Table 17 summarises the result of hypothesis testing conducted to examine the relationships
between various constructs in this study. This table provides statistical evidence to support or

refute the proposed relationships.
Figure 8 visually represents the results from a bootstrapping procedure applied to your PLS-

SEM analysis. Bootstrapping is a statistical technique used to examine the model’s robustness

and the significance of the relationships between the constructs.
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Figure 8: PLS-SEM Bootstrapping - Structural Model Evaluation
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Key Findings

Table 17 reveals several significant relationships between the constructs (p-value < 0.05):

« H1, H2, H3, H6, H7, and H8b: These hypotheses were supported, indicating positive
relationships between various constructs influencing cybersecurity behaviours or
intentions.

« H4, H5, and H8a: These hypotheses were not supported, suggesting no statistically

significant relationships between the proposed constructs in these cases.

5.5 CYBERSECURITY POLICY AWARENESS

This section applies the ten theory-based constructs identified in previous sections, including
CA, ICP, CEI, ATT, SN, PBC, TA, CSE, CRE, and CCB. The hypotheses focus on the
relationship between cybersecurity policy awareness and employees’ cybersecurity-compliant
behaviour. Responses to the study’s survey instrument regarding the “institution’s explicit
cybersecurity policy” show that over 41% of the respondents confirmed their institutions have a
cybersecurity policy (Yes, 41%, n = 116), over 11% confirmed no (No, 11.7%, n = 33), and

over 47% were unsure (47.3%, n = 134), as depicted in section 5.2.1 (see Figure 7).

The researcher conducted ANOVA or analysis of variance in (SPSS 29) to analyse the impact
of cybersecurity policy awareness on employees’ cybersecurity-complaint behaviour. The
independent variable was cybersecurity policy awareness, represented in three groups that
responded to the question, “Does your institution have a cybersecurity policy?”. (a) Yes
(employees who reported institutions having a cybersecurity policy), (b) No (employees who
reported no policy), and (c) Don’t know (employees who don’t know or are unsure about the
existence of a policy). The dependent variable was the ten-theory-based constructs. The F
statistics for ten constructs range between 3.11 and 23.04, and all are statistically significant at
p < 0.05 (Table 18). The results of the ANOVA indicated a statistically significant effect of
cybersecurity policy awareness on employees’ belief about cybersecurity and self-reported

cybersecurity-complaint behaviour, supporting the proposed Hypothesis 9.

Table 18 presents the results of an Analysis of Variance (ANOVA) test conducted between
groups. This test is likely used to investigate whether statistically significant differences exist in

the means of specific constructs (variables) across different groups.
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Table 18: ANOVA - Between Groups

Constructs Mean F Sig.
CA 11.10 16.93 0.00
ICP 13.32 20.80 0.00
CEl 17.39 23.04 0.00
ATT 4.42 9.43 0.00
SN 4.16 5.72 0.00
PBC 5.52 12.16 0.00
TA 2.55 5.90 0.00
CRE 1.42 3.11 0.046
CSE 11.12 15.30 0.00
CCB 8.91 17.21 0.00

ANOVA tests the null hypothesis that all group means are equal without identifying which
specific groups differ from each other. Thus, after the ANOVA test showed a significant result,
the post hoc (Tukey’s HSD) tests determined which specific group differences were significant,
contributing to the overall significant result in the ANOVA (Field, 2018). For example, when
multiple pairwise comparisons are made, these tests control for the increased risk of Type |
error. They help prevent drawing false conclusions about group differences and provide a

more nuanced understanding of the data.

Therefore, the researcher conducted a post hoc test with Turkey’s HSD to compare and
analyse the differences in cybersecurity complaint behaviour in the three sub-groups. Table 18
presents the results of multiple comparisons that analyse the differences in various
cybersecurity-related factors based on employees’ cybersecurity policy awareness within their
institutions. The factors analysed are CA, ICP, CElI, ATT, SN, PBC, TA, CRE, CSE and CCB.

Cybersecurity Awareness (CA) - Comparing three groups

Respondents (i.e. employees) who were aware of cybersecurity policies (“Yes” group) had
significantly higher mean scores compared to those who don’t know (“No” group) on all
measures except for perceived barriers, where there was no significant difference. The “Yes”

group also showed significantly higher mean scores on all measures than the “Don’t Know”
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group except for perceived barriers and self-efficacy, where there was no significant

difference.

Institution Cybersecurity Policy (ICP) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures compared to those who reported No (“No” group) and those who
don’t know (“I don’t know” group) except for perceived barriers, where there was no significant

difference. The “No” and “I do not know” groups did not significantly differ on any measure.

Cybersecurity Experience (CEI) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores compared to those who reported No (“No” group) and those who don’t know (‘I
don’t know” group) on all measures except for perceived barriers, where there was no
significant difference. The “No” and “I do not know” groups did not significantly differ on any

measure.

Attitude (ATT) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures compared to those who reported No (“No” group) and those who
don’t know (“I don’t know” group) except for perceived barriers, where there was no significant
difference. The “No” and “I do not know” groups did not significantly differ on any measure.

Subjective Norm (SN) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures except perceived barriers, where there was no significant
difference, compared to those who reported No (“No” group) and those who were don’t know
(“l don’t know” group). The “No” and “I do not know” groups did not significantly differ on any

measure.

Perceived Behavioural Control (PBC) - Comparing three groups.

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures compared to those who reported No (“No” group) and those who
don’t know (“I don’t know” group) except for perceived barriers, where there was no significant

difference. The “No” and “I do not know” groups did not significantly differ on any measure.
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Threat Appraisal (TA) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures compared to those who reported No (“No” group) and those who
don’t know (“lI don’t know” group) except for perceived barriers, where there was no significant

difference. The “No” and “I do not know” groups did not significantly differ on any measure.

Cybersecurity Response Efficacy (CRE) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures compared to those who reported No (“No” group) and those who
don’t know (“I don’t know” group), except for perceived barriers, where there was no significant

difference. The “No” and “I do not know” groups did not significantly differ on any measure.

Self-efficacy (CSE) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures compared to those who reported No (“No” group) and those who
don’t know (“I don’t know” group) except for perceived barriers, where there was no significant

difference. The “No” and “I do not know” groups did not significantly differ on any measure.

Cybersecurity-Compliant Behaviour (CCB) - Comparing three groups

Employees who were aware of cybersecurity policies (“Yes” group) had significantly higher
mean scores on all measures compared to those who reported No (“No” group) and those who
did not know (‘I don’t know” group) except for perceived barriers, where there was no
significant difference. The “No” and “l do not know” groups did not significantly differ on any

measure.
Post Hoc Multiple Comparisons

Table 19 presents the post hoc multiple comparison results following a significant ANOVA test.

This analysis builds upon the (ANOVA — Between Groups) findings in Table 18.
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Table 19: Post Hoc Multiple Comparison Result: Cybersecurity Policy Awareness

No/Yes Gl No/Don’t Know G2 Yes/Don’'t Know G3
Variables MeanDiff. Std.Error Sig. MeanDiff. Std.Error Sig. Mean Diff. Std.Error Sig.
CA 0.30 0.16 0.15 0.597* 0.10 0.001 -0.30 0.16 0.14
ICP 0.55695* 0.16  0.000 0.64* 0.10 0.001 0.08 0.16 0.86
CEl 0.44296* 0.17 0.003 0.75* 0.11 0.001 0.30 0.17 0.17
ATT 0.38067* 0.14 0.001 0.35* 0.09 0.001 -0.03 0.13 0.98
SN 0.35377* 0.11  0.000 0.30 0.17 0.17 -0.35377* 0.11 0.00
PBC 0.42122* 0.09 0.001 0.20 0.13 0.27 -0.42122* 0.09 0.01
TA 0.28644* 0.08  0.000 0.12 0.13 0.62 -0.28644* 0.08 0.00
CRE 0.20351* 0.09 0.05 0.19 0.13 0.32 -0.20351* 0.09 0.05
CSE 0.59139* 0.11 0.001 0.40349* 0.17 0.04 -0.59139* 0.11 0.01
CCB 0.51618* 0.09 0.001 0.44623* 0.14 0.00 -0.51618* 0.09 0.01

The mean difference is significant at the 0.05 level. G1, G2 and G3 signify three CPA groups

The results of the comparisons of the three groups suggest that employees’ cybersecurity
policy awareness (CPA) within institutions is associated with more positive attitudes, beliefs
and behaviours related to cybersecurity. Therefore, HEIs must consider implementing and

promoting cybersecurity policies to improve employees’ cybersecurity awareness and CCB.

5.6 DISCUSSION OF FINDINGS

This study investigated the factors influencing CCB among employees in SA HEIs by using
PLS-SEM with bootstrapping to test the proposed hypotheses within the conceptual model.
The study introduced a model informed by the TPB and PMT, two prominent theories in
cybersecurity research. These theories were integrated with the concept of an institution’s
cybersecurity environment, including cybersecurity awareness, policy and experience to inform
employee CCB. The resulting model demonstrated strong predictive power in explaining
employee intention and motivation to adopt CCB. The model was validated using data
collected from 283 SA HEI employees (see Figure 3), as the measurement model assessment
demonstrates that the constructs possess acceptable reliability and validity, suggesting that

the items effectively capture the intended constructs. This paves the way for further analysis,
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where the structural model will be examined to determine the relationships between the

identified factors and their influence on the CCB of employees within SA HElIs.

5.6.1 Key Findings Summary

This study investigated the factors influencing employees’ cybersecurity behaviour within A
HEIs. By integrating the TPB and PMT with the concept of an institution’s cybersecurity
environment, the study identified two crucial influences on CCB. First, the institutional
cybersecurity environment encompasses policy, awareness and experience. Second, the
institutional influence through constructs like subjective norms (perceptions of colleagues’
expectations). Both factors significantly enhance employees’ cybersecurity behaviour by

fostering intrinsic or extrinsic motivation.

5.6.2 Finding Analysis

The study’s findings regarding the influence of psychological factors on CCB are consistent
with prior research by Ifinedo (2012) and Farooq et al. (2019). The role of self-efficacy and
threat appraisal in cybersecurity decision-making and compliance has been highlighted by
Kimpe et al. (2022) and Sulaiman et al. (2022). These studies underscore the significance of
CCB formation as a proactive strategy to bolster employee cybersecurity behaviour in SA
HEIs. Given the inherent openness of HEIs computer networks and the vulnerabilities of the

internet, proactive measures are necessary to prevent cybersecurity incidents.

This study demonstrates how CCB emerges from an institution’s cybersecurity environment,
encompassing cybersecurity awareness training, established policies and opportunities to gain
practical experience. This environment forms a foundation for employee CCB by equipping
them with the knowledge and confidence to engage in secure practices. These findings offer
valuable guidance for institutional leadership seeking to enhance CCB. Firstly, the
pervasiveness of cyber threats underscores the importance of compliant behaviour in
mitigating employee security risks. Secondly, the study reinforces the notion that technology
alone cannot guarantee cybersecurity; a robust safeguard measure requires a combination of

technological measures and a culture of CCB.
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The study’s adoption of the TPB and PMT theories, which are well-established in cybersecurity
research, strengthens its contribution to the field. These frameworks illuminate how an
institution’s cybersecurity environment shapes employee behaviour. The findings supported

the following hypotheses and addressed the research questions highlighted in section 1.5:

Institutional Cybersecurity Environment: This environment encompasses cybersecurity
awareness, policy, and experience, as validated by H1, H2, and H3. Increased cybersecurity
awareness has consistently positively impacted attitudes and CCB (Haeussinger & Kranz,
2013; Safa et al., 2015; Nifakos et al., 2021). This study’s findings (H1) affirm this notion,
indicating that a well-established institutional cybersecurity environment fosters intrinsic and

extrinsic motivation, ultimately leading to enhanced CCB.

Similarly, effective cybersecurity policies play a significant role in shaping subjective norms
and guiding employee perceptions of colleagues’ expectations regarding cybersecurity
behaviour, as supported by previous research (Cheng et al., 2013; Safa et al., 2015; Brown &
Johnson, 2019; Nifakos et al., 2021). These findings underscore the role of explicit and well-
communicated policies in fostering a security culture that provides a sense of security and

guidance conducive to CCB.

Moreover, cybersecurity experience (H3) enhanced knowledge, boosting employee confidence
in their ability to perform cybersecurity tasks effectively. This finding aligns with prior studies
(Tendel et al., 2014; Safa et al., 2015; Li et al., 2019) and echoes the importance of training
programs that Khan et al. (2023) highlighted in developing confidence and skills for handling
cybersecurity incidents.

Regarding H6, the study aligns with the core principles of the Theory of Planned Behaviour
(TPB) (Ajzen, 1991), showing that Perceived Behavioural Control (PBC)—an individual’'s belief
in their capability to perform cybersecurity behaviours—significantly influences CCB. This
underscores that employees who perceive themselves as capable of performing CCB are
more likely to engage in such behaviours, consistent with Safa et al.’s (2015) findings in

cybersecurity research.

Psychological Factors: Hypotheses (H7) Self-efficacy and (H8b) Threat appraisal emerged
as significant predictors of CCB, consistent with PMT’s propositions (Rogers, 1975). This
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suggests that employees with higher self-confidence (self-efficacy) in their cybersecurity skills
and a heightened perception (threat appraisal) of cyber threats are more likely to engage in
secure cybersecurity practices. These findings align with previous studies that emphasise the
motivating effect of threat severity on adopting protective measures (Padayachee, 2012;
Vance et al., 2012; Safa et al., 2015; Sommestad et al., 2015; Verkijika, 2018). As Sommestad
et al. (2015) also posited, cybersecurity awareness campaigns can be tailored to highlight the
potential consequences of cyberattacks to strengthen threat perception. Furthermore, self-
efficacy also has a strong influence on CCB, reinforcing existing cybersecurity research
underscoring the importance of self-confidence in cybersecurity decision-making and
compliance (Warkentin et al., 2016; Li et al., 2019; De Kimpe et al., 2022; Sulaiman et al.,
2022). Therefore, this indicates that employees who believe in their ability to perform safe

cybersecurity practices are likelier to adopt such behaviours.

Also, H9 was supported and aligns with the research by Li et al. (2019), who found a
significant relationship between policy awareness and CCB. These findings suggest that
establishing a clear and accessible cybersecurity policy and ensuring employees are aware of
the policy can contribute to positive employee cybersecurity beliefs and CCB. One potential
mechanism for this effect might be that awareness increases employees’ understanding of
cybersecurity threats and the consequences of non-compliance, as recently highlighted
(Zhang et al., 2021; Aldawood & Skinner, 2019). Further, it increases trust in the organisation’s
commitment to protecting information assets, as Yang et al. (2020) posited.

Subjective Norms (H5): Unexpectedly, the study found no significant impact between
subjective norms (perceptions of colleagues’ expectations) and CCB in SA HEIs. This finding
partially contradicts previous research (Cheng et al., 2013; Safa et al., 2015) and differs from
Garcia et al.’s (2020) study, highlighting social pressure’s role in HEIs. Herein, perhaps social
influence plays a less significant role, highlighting the need to explore alternative motivators for
CCB. It is possible that other factors, such as coping appraisal variables (threat severity,
anticipated regret), might hold more sway over employee cybersecurity behaviour in this

specific environment (Tsai et al., 2016; Sommestad et al., 2015; Van Bavel et al., 2019).

Neither attitude nor response efficacy significantly impacted CCB. On attitude, this contradicts
Safa et al.’s (2018) findings that employees aware of the policy generally reported more

positive attitudes; it aligns with Menard et al.’s (2017) and could be attributed to limitations in
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SA HEIs’ cybersecurity efforts, as recent studies suggested. Ntloedibe et al. (2024) found that
a lack of awareness training could hinder employees’ understanding of cyber threats and best
practices, weakening the link between attitude and cybersecurity behaviour. Similarly, Brown
and Johnson (2019) identified a positive impact of stringent policy enforcement on user
compliance. These findings suggest that SA HEIs can strengthen the relationships between
these constructs and CCB by implementing targeted interventions, such as enhancing

cybersecurity training programs and reviewing policy enforcement mechanisms.
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Figure 9: Validated Research Model

Key Findings

Figure 9 depicts the validated research model using data from employees in SA HEIs, with
lines representing significant positive relationships between constructs (p-value < 0.05). The
model validated the influence of institutional cybersecurity environment (awareness, policy,
experience and policy awareness) and psychological factors (perceived behavioural control,
threat appraisal and self-efficacy) on employee CCB.

Therefore, institution leaders should implement and deliver regular communications stressing

the importance of cybersecurity breaches and the fact that such threats can lead to institutional
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vulnerability and the disclosure of private information. Keeping employees updated on
cybersecurity and increasing their knowledge in this domain significantly affects their
behaviour. In addition, ensuring the availability of explicit cybersecurity policies and
procedures is another effective approach to preventing cybersecurity breaches. Cybersecurity
policies and procedures should be clear, concise, and accessible for all employees.

Connection to Framework

The positive outcomes of the measurement model assessment establish a strong foundation
for further analysis. The established reliability and validity of the constructs ensure confidence
in accurately representing the intended theoretical concepts. This aligns with the research
objective of identifying factors influencing employee cybersecurity awareness and behaviour
within SA HEIs.

Furthermore, the chosen constructs, such as cybersecurity awareness (CA), attitude (ATT),
perceived behavioural control (PBC), self-efficacy (CSE), and threat appraisal (TA), directly
correspond to the combined framework of the Theory of Planned Behaviour (TPB) and
Protection Motivation Theory (PMT). These theories posit that individuals’ intentions to engage
in specific behaviours, like cybersecurity-compliant behaviour (CCB), are influenced by their

attitudes, subjective norms, perceived behavioural control, and threat appraisal.

The successful establishment of these constructs through the measurement model
assessment demonstrates the potential of this research to contribute to the existing knowledge
within the field of cybersecurity in SA HEIls. The study can shed light on their influence on
employees’ CCB by analysing the relationships between these constructs in the structural
model. This aligns with the research objective of determining factors influencing employee

cybersecurity awareness and behaviour.

5.7 CONCLUSION

This chapter analysed data collected from employees within the SA HEIs to explore the factors
influencing employees’ cybersecurity-compliant behaviour (CCB). The study adopted a novel
framework integrating the TPB and PMT with an institution’s cybersecurity environment

concept, encompassing cybersecurity awareness, policy and experience.
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The data analysis used PLS-SEM with bootstrapping, which yielded several key findings. The
institutional cybersecurity environment, including awareness programs, established policies,
and opportunities to gain experience, emerged as a significant factor influencing CCB. This
environment not only equips employees with knowledge but also instils confidence in them to
make secure choices, thereby empowering them in the realm of cybersecurity.

Furthermore, psychological factors such as self-efficacy (confidence in cybersecurity skills)
and threat appraisal (perception of cyber threats) were identified as significant predictors of
CCB. Employees with higher self-efficacy and a stronger perception of cyber threats are
likelier to engage in CCB. Interestingly, the study found no significant relationship between
subjective norms (perceptions of colleagues’ expectations) and CCB in this context. This
finding warrants further exploration to understand the influence of social dynamics within HEIs

on employee cybersecurity behaviour.

Data analysis provides a foundation for understanding how various factors influence CCB
amongst employees within the SA HEIs. These findings provided valuable guidance for SA
HEIs in developing targeted interventions to strengthen their cybersecurity posture. By building
a strong institutional cybersecurity environment, fostering employee self-efficacy and threat
appraisal and exploring alternative social motivators, HEIs can create a culture of

cybersecurity compliance and mitigate cyber risks.
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6 CONCLUSIONS AND RECOMMENDATIONS

6.1 INTRODUCTION

The previous chapter rigorously analysed the study’s data, presenting the results objectively
and discussing the research findings and objectives to conclude the study. It comprehensively
outlined the methodologies employed to achieve the research goals and objectives. Building
upon the foundation laid by earlier chapters, which covered the introduction, literature review,
methodology, and detailed data analysis, this chapter concludes with comprehensive
discussions of the research’s implications, limitations, and recommendations. The rest of the

chapter is structured as follows:

Section 6.2 revisits the research objectives and questions, critically evaluating how they
addressed the research purpose. Section 6.3 explores the research’s contributions, detailing
how the findings advance the understanding of information systems within South African (SA)
higher education institutions (HEIs). Sections 6.4 and 6.5 delve into the implications for
academic research and practical applications, establishing connections to the broader body of
knowledge in information systems and their relevance to SA HEIs. Section 6.6 critically
examines the limitations encountered during the research process, offering valuable insights
and paving the way for future studies. Section 6.7 encapsulates the recommendations derived
from the research findings, providing actionable insights for stakeholders in academia and
beyond. Lastly, Section 6.8 offers a comprehensive report summary, summarising key
findings, implications, and the significance of the study’s contributions.

6.2 ADDRESSING RESEARCH OBJECTIVES AND QUESTIONS

The study’s main objective was to investigate how cybersecurity awareness and related
factors influence employee cybersecurity behaviour in SA HEIs, focusing on identifying
effective strategies for enhancing cybersecurity measures (Section 1.4). The following were

employed in this study to address the objective:

Creating a Conceptual Model: The study created a testable model that integrated two well-
established cybersecurity research theories (TPB and PMT) with the concept of an institution’s

cybersecurity environment. The model examined how cybersecurity awareness, policy, and
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experience within the institutional environment influence employee attitudes, subjective norms,

perceived behavioural control, threat appraisal and self-efficacy, which lead to CCB.

Hypothesis Testing and Model Validation: PLS-SEM analysis validated and confirmed
significant relationships between several constructs that lead to employees’ CCB, supporting
the proposed conceptual framework (see Section 5.1.2 and Figure 3). These findings offer
insight into the multifaceted influences on employee CCB within SA HEIs and pave the way for

addressing the research questions discussed below.

Main Research Question: How do cybersecurity awareness and other factors influence
employee cybersecurity behaviour (CCB) in SA HEIs?

This study investigated the multifaceted influences of cybersecurity awareness and other
factors on employee CCB in SA HEIs. The study identified factors from the institutional
cybersecurity environment and PMT’s and TPB’s psychology factors that significantly impact

employees’ CCB. The below outlines how these factors impact CCB within the HEIs:

The Institutional Cybersecurity Environment

Cybersecurity Awareness (H1), the study found a positive relationship between cybersecurity
awareness and employee CCB. This suggests that institutions offering effective awareness
programs that equip employees with the knowledge and skills to identify and respond to cyber
threats can ultimately influence their secure cybersecurity behaviour within the SA HEIs.

Cybersecurity Policies (H2): The study found a positive relationship between cybersecurity
policies and CCB, indicating that defined policies enable employees to make informed
security-related decisions. Therefore, having clear and accessible security policies establishes

expectations and guidelines that guide employees’ behaviour.

Cybersecurity Experience (H3): The study found a positive relationship between cybersecurity
experience and CCB, suggesting that hands-on learning can contribute to more secure
employee behaviour. This suggests that employees who gained practical experience through
cybersecurity incidents or training exercises will likely develop a deeper understanding of

cyber threats and their potential consequences.
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Cybersecurity Policy Awareness (H9): Awareness of the institution’s cybersecurity policies is
crucial for ensuring cybersecurity compliance behaviour. The study confirmed a positive
relationship between cybersecurity policy awareness and CCB, highlighting the importance of

effective communication strategies to ensure employees remain informed about these policies.

Psychological Factors (TPB & PMT)

Perceived Behavioural Control (H6): This factor refers to employees’ belief in their ability to
perform specific cybersecurity behaviours. The study shows a positive relationship between
perceived behavioural control and CCB. Thus, when employees are confident in their ability to
handle cybersecurity incidents, they are more likely to engage in secure practices. Threat
Appraisal (H7): Employees’ perception of the severity and likelihood of cyber threats can
influence their behaviour. The study found a positive correlation between threat appraisal and
CCB. Thus, employees who are cognisant of and recognise the potential consequences of

cyberattacks are likelier to embrace secure practices to mitigate these risks.

Self-efficacy (H8b) refers to employees’ confidence in their cybersecurity skills and abilities.
This study found a positive relationship between self-efficacy and CCB. Employees who
believe in their ability to handle cybersecurity challenges are more likely to exhibit secure

behaviour.

Addressing Sub-questions

RSQ1: What cybersecurity awareness programs are currently available in SA HEIs? This
study investigates the programs offered, and the findings support the importance of such
programs in fostering positive attitudes towards CCB. This is validated by hypothesis (H1),
which suggests that increased awareness leads to positive attitudes towards CCB and

strengthens the argument for investigating the effectiveness of these programs.

As the study’s scope does not focus on designing and exploring the specific programs offered
in SA HEIs, the findings provide valuable insights into program design effectiveness and
inform future research in developing more impactful cybersecurity awareness initiatives. For
example, surveying IT security personnel or interviewing employees can be a starting point.

RSQ2: How can current employee cybersecurity awareness levels in SA HEIs be effectively

measured?
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This study focused on factors influencing employee CCB, highlighting the importance of
effective cybersecurity awareness programs (H1) and employee cybersecurity policies
awareness (H9). These findings highlight the importance of improving current employees’
awareness levels within SA HEIs. Future research can gain valuable insights into the
effectiveness of existing programs and identify areas for enhancement by focusing on
measuring these awareness levels. For example, developing and applying standardised
surveys that focus on assessing cybersecurity knowledge could provide a basis for evaluating
the effectiveness of current programs that inform the design of future interventions to improve
employee CCB.

RSQ3: What factors influence employees’ cybersecurity awareness and behaviour in SA
HEIs?

The findings revealed that the institutional cybersecurity environment and psychological factors
significantly influence employees’ CCB. This environment, encompassing cybersecurity
awareness programs (H1), clearly defined security policies (H2) and policy awareness (H9),
and cybersecurity experience (H3), fosters positive CCB. Likewise, PMT and TPB
psychological factors, including perceived behavioural control (H6), heightened threat
appraisal (H7), and strong self-efficacy (H8b), also directly and significantly influence

employee CCB.

RSQ4: What challenges impede the effectiveness of cybersecurity awareness programs and
practices in SA HEIs?

The study addresses important gaps in current cybersecurity strategies by exploring the
challenges impeding the effectiveness of cybersecurity awareness programs and practices in
SA HEIls. The findings related to subjective norms (H5), attitude (H4) and response efficacy
(H8a) indicate that there are challenges in motivating employees to adopt secure practices due
to limitations in existing cybersecurity approaches within SA HEIs. Thus, these necessitate
alternative factors and interventions to improve the effectiveness of cybersecurity awareness
programs. Future research can gain valuable insights into how SA HEIs can enhance their
cybersecurity posture by addressing the identified issues and focusing on the identified

challenges.

The study’s findings provide valuable insights into the multifaceted nature of employee CCB in

SA HEIs. Institutions can significantly improve their cybersecurity posture by implementing a
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comprehensive approach that addresses the identified factors and explores opportunities for

improvement in cybersecurity awareness programs and practices.

6.2.1

Key Finding Summary

The study’s key findings contribute to a deeper understanding of employees’ CCB in SA HEls,

directly addressing the research objectives:

Institutional Cybersecurity Environment: This study highlights the importance of a
robust institutional cybersecurity environment and structure, including policy, awareness
training and opportunities to gain practical experience (Section 1.1 & 5.1.2). These
factors equip employees with the knowledge and confidence to engage in secure
practices. The data analysis showed that cybersecurity awareness, policy awareness
and experience positively influence CCB, underscoring institutions' critical role in
shaping employee cybersecurity-related behaviour (Section 5.1.2).

Psychological Factors: This study shows consistencies with previous research by
demonstrating the influence of psychological factors like self-efficacy and threat
appraisal on CCB (Ifinedo, 2012; Farooq et al., 2019; De Kimpe et al., 2022; Sulaiman
et al., 2022). As hypothesised (see Table 4), employees with an elevated perception of
cyber threats and greater self-belief in their ability to perform secure actions were
likelier to exhibit CCB (see Section 5.1.2).

Subjective Norms and Response Efficacy: The result did not find a significant impact
of subjective norms (perceptions of colleagues’ expectations) on CCB in SA HElIs, as
response efficacy (perceived ease of performing desired cybersecurity behaviours) did
not significantly influence CCB (Section 5.1.2). These findings suggest that social
influence and confidence in the effectiveness of specific actions play a less prominent
role in this context relative to other factors. Future studies are required to explore
alternative motivators for CCB in SA HElIs.

These findings improve understanding of employee CCB in SA HEIs and further inform
the development of effective strategies to enhance employee cybersecurity behaviour.
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6.3 CONTRIBUTIONS

This study contributes to the cybersecurity research in SA HEIs and the information systems

body of knowledge by:

Providing a comprehensive model: The study developed a model that integrated PMT and
TPB with factors found within the institutional cybersecurity environment and offers a holistic
understanding by identifying five key factors that influence employees’ CCB. This framework is
valuable for researchers and institutions seeking to improve their cybersecurity structure by

providing a data-driven approach to understanding and achieving employee behaviour.

Validating the influence of key factors: This study demonstrates and validates the importance
of psychological factors such as perceived behavioural control, threat appraisal and self-
efficacy and the institutional cybersecurity environment (i.e., cybersecurity awareness, policy
awareness and experience) in shaping employees’ CCB. This acquired knowledge informs the
development of targeted interventions, including training programs that focus on building self-
efficacy and threat awareness, to improve employees' behaviours regarding cybersecurity

issues.

Identifying areas for further exploration: Some results regarding subjective norms and
response efficacy establish a need for further studies to inquire into alternative motivators
beyond social pressure and how institutions can improve the perceived effectiveness of their
cybersecurity efforts. Exploring the influence of organisational culture on CCB could also be a

valuable area for future investigation.

6.4 IMPLICATION FOR RESEARCH

This study makes three significant contributions to cybersecurity research. Firstly, it proposed
a conceptual framework that integrates the institution’s cybersecurity environment with TPB
and PMT to validate the relationships among cybersecurity awareness, policy, employees’
cybersecurity experience, attitude, subjective norms, perceived behavioural control, threat

appraisal, self-efficacy, response efficacy and cybersecurity-compliant behaviour.
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The results confirm several key findings: (a) cybersecurity awareness significantly enhances
employees' positive attitudes towards cybercrimes; (b) cybersecurity policies serve as a guide
for employees, establishing subjective norms within institutions; (c) employees' cybersecurity
experience positively affects their perceived behavioural control, influencing their
cybersecurity-compliant behaviour. These findings validate previous research regarding the
factors that motivate employees to comply with cybersecurity policy in the workplace, aligning

with the nature of cybersecurity motivation for risk mitigation and threat reduction.

Secondly, this study acknowledges and contributes to addressing the inconsistencies and
limitations identified in previous research. For instance, Zahedi et al. (2015) highlighted
response efficacy as the primary coping factor, contrasting with Warkentin et al.’s (2016)
emphasis on self-efficacy. In addition, studies have reported varying results with PMT, often
citing a lack of moderating constructs (Schuetz et al., 2020) and identified inadequacies in
certain TPB factors (Karlsson et al., 2018; Sommestad et al., 2019). This study extends
traditional TPB and PMT frameworks by introducing the concept of ‘institutional cybersecurity’

as a determinant influencing employee behaviour to address these gaps.

Third, this study proposes that some ambiguous results involving TPB/PMT and cybersecurity
may be due to the exclusive use of behavioural intention or likelihood of future behaviour as
the criterion measure. While using behavioural intention is reasonable in research aiming to
change employee behaviour, the relationship among variables that affect intentions may differ
from those that determine current beliefs and behaviours. Thus, this study assesses
employees’ current cybersecurity behaviour by asking them to self-report their engagement in
specific behavioural activities, noting that accounts of behaviour are subject to biases (Vance
et al., 2014). This approach provides a view of the relationship between concurrent beliefs and
actions, which researchers and institutions can employ to develop interventions and policies
(Chowdhury et al., 2020).

Lastly, this study investigates the relationship between employees’ cybersecurity policy
awareness and perceptions of the institution’s cybersecurity environment. This includes
cybersecurity awareness, policy, experience, attitudes, subjective norms, perceived
behavioural control, threat appraisal, self-efficacy, response efficacy and CCB. The results
offer a new dimension to evaluating employees’ CCB, potentially extending previous research

in workplaces and employee belief factors. Specifically, the results indicate that when
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employees are aware of their institution's policy, they are better equipped to cope with

cybersecurity incidents in the workplace.

6.5 IMPLICATION FOR PRACTICE

Building upon the study’s findings, which directly addressed the research objective, this
section offers practical guidance for SA HEIls seeking to enhance employees’ CCB. The
proposition of a more holistic approach towards cybersecurity management offers
contributions applicable to managing employees’ security behaviour that go beyond just
theory. Cybersecurity issues are increasingly pivotal challenges for many organisations
despite the advancements in cybersecurity technology (Li et al., 2019; Whitman & Mattord,
2018). This highlights the importance of successful cybersecurity policy implementation and
organisational strategies as the foundation for successfully implementing technological

solutions (Ponemon Institute, 2018; McCormac et al., 2017).

Institutions should consider cybersecurity a top management issue, elevating it to strategic and
priority levels. This ensures cybersecurity responsibility is institution-wide (i.e., all employees
are involved) and not just the technical responsibility of technical or cybersecurity/information
officers. As reported in this study (see section 4.4), the significant difference in security
behaviour between employees aware and unaware of cybersecurity policies highlights

institutional management's need for proactive measures. These measures include:

e Support from Top Management and Involvement: Top management support and
involvement in cybersecurity policy implementation are key to success. Employees
often follow cues and gain awareness from regular cybersecurity awareness programs,
especially when mandatory and monitored at the management level. Thus, a digitally
secure workplace starts with a well-defined cybersecurity policy and awareness
program championed and monitored by management.

e Regular Security Awareness Programs: Institutions should implement periodic and
regular (annually, quarterly or needs-driven) cybersecurity awareness programs to
cultivate positive employee attitudes toward cybersecurity. These programs can be

particularly beneficial for those who may have overlooked or disregarded such policies.
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o User-Friendly Security Materials: Cybersecurity procedures, guidelines, and policies
should be written concisely and user-friendly to ensure comprehension and compliance
by all employees, regardless of technical background.

« Ongoing Communication and Reminders: Regular communication is key. Institutions
should regularly disseminate information security tips, advice, and reminders to keep
employees engaged and motivated to practice secure behaviours.

e Supportive Learning Environment: Creating an effectively supportive institutional
cybersecurity environment is essential as it offers opportunities for employees to gain
exposure to emerging security technologies and develop their cybersecurity skills and
knowledge (Caldwell, 2013; Jeske & van Schaik, 2017).

e Monitoring and Improvement: As over 41% of employees confirmed their institutions
have a cybersecurity policy, 47% were unsure. This highlights a potential gap in policy
communication or accessibility. Therefore, HEIs must prioritise effective communication
strategies and continuously monitor the effectiveness of their awareness programs. By
bridging the gap between policy-aware and unaware employees through ongoing

improvement, institutions can create a more secure environment.

Additional Considerations

Interestingly, the study’s data reveals that employee education level does not significantly
impact their awareness of cybersecurity policies. This positive finding may be attributed to the
guidelines the POPI Act set forth, which informs and ensures a policy communication baseline
level across all staff regardless of educational background. This highlights the importance of
clear, well-defined and consistently communicated cybersecurity policies for effective
cybersecurity awareness, which HEIs can leverage and maintain to cultivate positive employee
cybersecurity behaviour and ultimately foster a more secure institution technology
environment. Further, following the comprehensive approach, this study outlines and
addresses the institutional cybersecurity environment and psychological factors. Institutions
can bolster positive employee cybersecurity behaviour and strengthen the overall
cybersecurity structure of institutions.

6.6 STUDY LIMITATIONS AND SUGGESTIONS FOR FUTURE WORKS

This study successfully addressed its research objectives but experienced some limitations

that offer valuable insights for future research, which include:
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Measurement Limitations:

o Self-reported Behaviour: The study employed self-reported cybersecurity behaviour
as the primary measure, which is susceptible to self-report bias. Future research should
explore methods to capture actual cybersecurity actions rather than relying solely on
self-reported behaviour (although many studies have used this approach successfully).

Timeframe Limitations:
o The study’s cross-sectional design limits the establishment of causal relationships due
to the time constraint. Further research using longitudinal studies could explore how

policy awareness or training program changes might impact CCB over time.

Generalisability Limitations:
o Context Specificity: The study focused exclusively on SA HEIs. Future research can
investigate the role of cybersecurity behaviour in broader contexts, including social

networks, community structures, and their evolution (Kapoor et al., 2018).

Future Research Opportunities:

e Motivating Policy Compliance: While the study identified employee awareness of
cybersecurity programs as influential, it did not explore procedures for motivating
employees to learn and implement cybersecurity policies. One potential area of future
research is developing employee cybersecurity awareness programs and creating
feasible procedures to enhance policy implementation.

« Mixed-Methods Approach: This study employed a quantitative approach, limiting the
capture of employee voices. Future research could benefit from adopting mixed
methods, collecting quantitative and qualitative data from multiple sources (e.g.,
surveys and interviews) to achieve triangulation and enhance reliability and validity.

o« Framework Validation: The developed conceptual framework could be further
validated by applying it to multiple case studies and including a larger, more diverse
group of research participants from various contexts. This would strengthen the
generalisability and validity of the research findings.

e User Behaviour and Ethics: The study highlights the importance of employee
behaviour in safeguarding institutional cybersecurity. Future research could delve
deeper into the role of user behaviour and ethical conduct in cyberspace. While humans

play a central role in cybersecurity, this study did not quantify their specific level of
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influence. Future investigations could explore other factors influencing CCB within the

workplace.

6.7 RECOMMENDATIONS

Cybersecurity research offers opportunities for collaboration and knowledge sharing within the
community of cybersecurity professionals in SA HEIs rather than just individual pursuits. Thus,
researchers, institutions and government entities should collaborate to address several areas

that warrant future investigations, which include but are not limited to:

1. Applicability in Broader contexts: Conduct similar studies at different institutions to
explore and ascertain the applicability of this study’s findings across various SA HEIs.
Obtaining and comparing results across diverse contexts can validate the robustness of
identified factors influencing cybersecurity behaviour.

2. Institutional Culture: Investigating the institutions’ cultural influence on employees’
cybersecurity behaviour can illuminate how institutional norms, values, and practices
shape cybersecurity attitudes and practices, which can inform tailored interventions to
foster a cybersecurity-conscious culture.

3. Longitudinal Research: Conducting longitudinal research to capture changes in
cybersecurity behaviour over a long period can track the effectiveness of cybersecurity
awareness programs and policies longitudinally and provide insights into their
sustainability and long-term impact on employee behaviour.

4. Specified Interventions: Designing and evaluating targeted cybersecurity training
interventions based on the identified factors influencing cybersecurity behaviour can
assess their effectiveness in improving employees’ cybersecurity awareness and
practices and guide the development of evidence-based training programmes.

5. Comparative Analysis: Comparing the effectiveness of different cybersecurity
awareness programs and policies across SA HEIs can identify best practices and
lessons from successful implementations, which can inform policy development and
enhance cybersecurity measures.

6. Technological Approach: Investigating the role of technological measures, tools, and
solutions in influencing employees’ cybersecurity behaviour can provide insights into

enhancing the technical aspects of cybersecurity within institutions.
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6.8 CONCLUSION

This study has comprehensively investigated the factors influencing employees’ cybersecurity
behaviour in SA HEIls. The study’s framework enhances our understanding of CCB within SA
HEIs by integrating established theories with institutional cybersecurity environments. The
findings underscore the critical role of these environments and contribute to the IS body of
knowledge by identifying key institutional and psychological factors impacting CCB. The
validated conceptual model provides a holistic view of these relationships, offering valuable
insights for researchers and institutions aiming to strengthen their cybersecurity frameworks.

The study’s limitations and recommendations for future research highlight areas for further
exploration and development aimed at enhancing cybersecurity effectiveness within SA HEIs.
Fostering a robust cybersecurity environment within SA HEIs is crucial. Therefore,
empowering employees through targeted interventions like awareness training, transparent
policies, and practical experience opportunities can help mitigate cybersecurity risks. These
strategies align with recommendations from previous research and contribute to a broader
effort to enhance cybersecurity across organisations. Lastly, this research advances the
researcher’s understanding of CCB in SA HElIs. It provides practical guidance for institutional
leadership seeking to foster a more secure digital environment, ultimately contributing to a

more secure cyberspace for HEIs and beyond.
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