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ABSTRACT

The number of security failure discovered and disclosed publicly are increasing at a pace like
never before. Wherein, a small fraction of vulnerabilities encountered in the operational
phase are exploited in the wild. It is difficult to find vulnerabilities during the early stages of
software development cycle, as security aspects are often not known adequately. To counter
these security implications, firms usually provide patches such that these security flaws are
not exploited. It is a daunting task for a security manager to prioritize patches for
vulnerabilities that are likely to be exploitable. This paper fills this gap by applying different
machine learning techniques to classify the vulnerabilities based on previous exploit-history.
Our work indicates that various vulnerability characteristics such as severity, type of
vulnerabilities, different software configurations, and vulnerability scoring parameters are
important features to be considered in judging an exploit. Using such methods, it is possible
to predict exploit-prone vulnerabilities with an accuracy >85%. Finally, with this experiment,
we conclude that supervised machine learning approach can be a useful technique in
predicting exploit-prone vulnerabilities.
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1 INTRODUCTION

Nowadays, software system is omnipresent. From a machine to the modern human life
everything highly reliant on a variety of software. Accordingly, software security becomes a
curial concern for the software developers, as an exploited vulnerability not only inculcate
extra cost, but also severely disrupt and weaken the targeted organization. It is then essential
for software firms to utilize right tools and procedures in order to measure and anticipate the
vulnerabilities present in the software. Even with all the efforts attempted to encapsulate the
software security, developers still leave some loopholes that can later be exploited. Due to the
complexity of software, developing a secure system is a challenging and complex task that
usually is a timely task. Besides, software engineers use many methods to find the defects
and vulnerabilities, still the most effective ones usually require a lot of time with specialized
efforts for the removal. The impact of severity caused by a software vulnerability depends on
various attributes, such as exploitability likelihood, authentication type, and attack surface.!
To find the vulnerabilities, many techniques such as testing and code inspection are well
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accepted method, but these methods have their own limitations. Although software testing is
easier and economical to apply, but it may result in developing its own code irrespective of
its system code. Similarly, the code inspection technique may be viewed very effective in
identifying the bugs, but with a larger artifact, the code inspection and reviews limit its
applicability because of its cost intensive nature.

A vulnerability or a flaw when identified in a system often follows a lifecycle that starts with
a discovery date to its final exploit date. Upon its discovery, the vendor is first notified and
corresponding patch is released within a stipulated time frame suggested by various
organization dealing with software security like: CERT, Bugtraq, iDefence, Tippingpoint,
etc. After that, a vulnerability is publicly disclosed. Public disclosure has been a staple part of
software vulnerability lifecycle, with thousands of new vulnerabilities identified and revealed
each year.”? In turn, these vulnerabilities are shared via various communication channels,
which reaches to software vendors who then analyze their vulnerable system and decide the
required action to be taken. Developing a patch early might incur significant manpower and it
is costly. However, developing a patch lately may be costly for end users as the probability of
exploiting an unpatched vulnerability increases with time. Software firms have the required
resources to acknowledge each vulnerability discovered that might impact their users. To get
this around system administrators must prioritize their efforts in fixing the most exploitable
or problematic vulnerabilities. In order to do so, various metrics are defined to assess the risk
of a vulnerability quantitatively such as confidentiality, integrity, authentication, and many
others. To measure the scores of identified vulnerabilities, a common vulnerability scoring
system (CVSS) is used that is governed by Forum of Incident Response and Security Teams
(FIRST) and is a de facto standard across the security community. A CVSS evaluate the
vulnerabilities based on various parameters to assess its severity and exploitability. It consists
of three metrics: Base, Temporal, and Environmental. Each metric produces a numeric score
between 0 and 10 and together when combined reflects the values used to derive the score.
The base metric signifies those characteristics of a vulnerability that remain same with
respect to the user environment and time. The temporal metric reflects those features that
change over time but not with the user environment. The environmental metric as its name
suggests represent the characteristics that are unique to a particular user's environment.? In
this context, the CVSS measures typically the base score as other metrics are dependent on
time and user environment.

The vulnerability types also play an important role in determining the likeliness of a
vulnerability discovered that can be exploited. It has been observed in various reports of
Open Web Application Security Project (OWASP) that respective types of vulnerabilities
such as: SQL Injection, Cross Site Scripting, and Execute Code impact the security risk
associated with a software system. Moreover, the software product category also helps in
prioritizing the vulnerability mitigation based on its occurrence in any specific categories
such as application, operating system, and hardware application.

The major implication of this research is to anticipate the vulnerabilities that might be
exploited after being disclosed to the public. In this regard, we explore how the likelihood of
vulnerabilities to be exploited is reliant on of various features considered in CVSS,
vulnerability types, and of various software classes. This study incorporates the techniques
defined from the literature of machine learning that can be helpful in automatically predicting
the nature of vulnerabilities being encountered in the software. Our objective is to investigate
whether the information published with the discovery of a vulnerability can be used to
determine if a software system is likely to have an exploitable vulnerability.



In Section 2, we review some related work exist in the vulnerability prediction modeling.
Section 3 deals with the building block of our paper that provides the background on CVSS
and other metrics and provides an overview of the exploit prediction framework in Section 4.
In Section 5, we provide a brief description of data considered in prediction of an exploit-
prone vulnerabilities. In Section 6, we conclude the results obtained for exploit-based
vulnerability prediction. Finally, we conclude our work followed by the references.

2 RELATED WORK

Predicting cyber exploits has received an increasing attention in the domain of cybersecurity.
However, there exists a little work in this line of research as related to the works proposed for
predicting vulnerabilities in a software system.*’ Of late, this side of coin has been given
importance in order to help the vendors to prioritize their vulnerability patching phenomenon
based on the discovered vulnerability's likelihood of exploitation. Many previous studies
compelled with only the CVSS score as an indicator of predicting the exploit proneness of a
vulnerability. Bozorgi et al® considered a model that gather features from a database namely
Open Source Vulnerability Database (OSVDB) that is now discontinued to predict the
exploits based on the Proof of Concepts (PoCs) availability. In the work of Allodi and
Massacci’ and Edkrantz and Said,'° 73% of vulnerabilities were recorded as exploited as
compared to ones recorded in the literature. Later, Sabottke et al'! developed an exploit
prediction model using a dataset acquired from Twitter having links to CVE-IDs and from
Symantec threat signatures for the positive labels. Edkrantz and Said!° also predicted cyber
exploit using the CVSS scores and parameters and claimed a high prediction accuracy as
compared to previous predictive studies. And, further predicted the exploited vulnerability
using the CVSS metrics and their attributes using the Naive Bayes, Support Vector Machine,
and Random Forest as the prediction techniques and reported only the accuracy criteria of
their study on exploit prediction.'? As far as the accuracy is concerned Support Vector
Machine performed as the best prediction technique with a score of 83.68%. Of late,
Almukaynizi et al'> deduced a model that considers data from various sources to predict the
likelihood of exploitation and claimed it a highly effective approach for the exploit that could
be seen in the wild. They also considered CVSS attributes acquired from National
Vulnerability Database NVD and exploit details from three repositories Exploit Database
(EDB), Zero Day Initiative (ZDI), and Dark Web (DW) to predict the likelihood of
exploitation. They considered Random Forest, Support Vector Machine, Bayesian Network,
Logistic Regression, Decision Tree, and Naive Bayes techniques for the prediction. They
compared the classifiers with respect to precision, recall, and F1-measure and conclude that
the Random Forest perform best with the value of Precision and F1-measure to be 0.45 and
0.40, respectively.

3 BUILDING BLOCKS OF OUR WORK

This section provides the background on how different types of features can be hypothesized
to affect exploit-proneness of a vulnerability.

3.1 The common vulnerability scoring system
To assist security administrators, vulnerability disclosures typically includes information for
assessing a vulnerability's severity qualitatively or quantitatively. It includes CVSS metrics

and various parameters for each CVE disclosed. The CVSS is designed to measure the
severity of a software by utilizing various characteristics that affects a vulnerability. It
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comprises some factors that produce a numeric base score rating from 0 to 10 that reflects a
qualitative severity rating. The base score is computed in terms of Impact and Exploitability
factors using the following equation:

Base Score = (E EE E - E) # 1.176.

b 5 2 (1)
We further note that the impact and exploitability score are themselves calculated based on
various set of characteristics a vulnerability have had when it is discovered. The impact
metric measures the significant consequences of an exploited vulnerability and the
exploitability metric measures the conditions required to exploit a vulnerability, and a
detailed description of these metrics can be found in Mell et al.? Critical vulnerabilities are
considered to be the highest priority flaws. These signifies exposures, if exploited, could lead
to consequences that affect IT assets. These flaws should be addressed immediately owing to
the significant threat on the software. It has been observed in CVSS guide that the critical
vulnerabilities are marked with high and medium risk levels. These risk levels are set by
vulnerability bulletin analysts, security product vendors, or application vendors and are
dependent on various factors considering a vulnerability being successfully exploited. Several
factors are evaluated when a given vulnerability is measured critical: an attacker's ability to
remotely exploit a flaw, obtaining privileges after a successful attack, and the degree of loss
of confidentiality, integrity, and availability. Thus, considering the severity index along with
the impact and exploitability metrics may help in predicting the likelihood of an exploit
proneness of a vulnerability.

3.2 Vulnerability types and software classes

In addition to classifying vulnerabilities by their severity,?® another important characteristic
that is relevant in predicting the exploit-proneness of a vulnerability is by classifying them by
their types.>* An exploit comes in all forms and extents, but it takes advantage of a weakness
that is occurred more often than others.?!-??> A software exploit can be classified by the
expected consequences of an attack on a target software, such as code execution, cross site
scripting, overflow, SQL injection, or some other types of vulnerabilities. Some of the most
common vulnerabilities occurred in major operating system includes denial of service, code
execution, overflow, memory corruption, and gain information. Similarly, application
software includes SQL injection, cross-site scripting, and cross-site request forgery types of
vulnerability attacks. This study focuses 13 major types of vulnerabilities that can be used in
attacking a target software.

Furthermore, different types of software products like application software, operating
systems, and hardware applications have been considered such that any occurrence of an
exploit can be classified based on the type of attack on any respective software product.'’
Although exploiting a software can occur in variety of ways, one such process can be done
using the malicious websites. Such attacks typically target software applications containing
vulnerabilities in unpatched web browsers or plug-ins. Hence, in view of the type of attack on
a target software class, the security managers can be benefited, in predicting, whether the
vulnerability can be exploited or not.



4 OVERVIEW OF EXPLOIT PREDICTION FRAMEWORK

Software vulnerabilities are exploitable flaws that pose a substantial security risk. To
anticipate the vulnerabilities in a software system there are mainly two approaches. First,
count-based procedures emphasis on predicting the number of vulnerabilities present in a
software system over a specified time horizon. Software managers may find them useful in
understanding the security trends, allocating security resources, or expected to find the
lurking vulnerabilities. Another approach deals with the classification-based methods to
predict the entities that are exploit prone. The prediction based on the classification of
vulnerabilities can assist managers in directing their resource allocations to the exploit prone
vulnerability.

In the current work, we consider vulnerability prediction as a classification problem — that
predict whether a vulnerability discovered is exploit prone or not. In our introductory
investigation, we have observed that a very small proportion of vulnerabilities are
exploitable. But a formal verification and validation may account a stringent security
measures that would also be resourceful in facilitating the area most likely to be exploitable.
Thus, these areas require most of the attention during the Software Development Life Cycle
(SDLC).'® The methodology uses binary classification approach to predict whether a
vulnerability is exploitable or not. For example, we can draw a correspondence between our
exploitation prediction approach and the weather prediction. Based on the previously known
data accounting in raining a particular day, a classification approach can be deduced to
predict will it likely to be rain today with a probability between zero and 100%.

This paper presents a framework that describe how various characteristics such as CVSS
metrics, vulnerability types, and product type can be used to predict the exploit-prone
vulnerabilities, as illustrated in Figure 1. In the first step, we map each discovered
vulnerability with its associated CVSS metric and linked with its related vulnerability type
and with the type of software product it is affecting. This mapping is the base step for setting
up each vulnerability to predict its exploitability status. For mapping the metrics to
vulnerabilities, we find out the respective features and the exploitability status a vulnerability
has had in past. Thereby, we extract vulnerability summary from advisories, and tracing the
linked entries in exploit repositories via analyzing the common vulnerabilities and exposures
(CVE) entries. The exploit status helps us in determining the characteristics a vulnerability
pertain in a software that can be exploited. Then, these characteristics of each discovered
vulnerabilities can be used to construct and train an exploit predictor. Machine learning
algorithms allow us to anticipate vulnerability exploits by considering newly discovered
vulnerability entries and generates the probability that it would be exploited or not. As per the
calculated probability, making an early assessment by predicting the exploit prone
vulnerabilities can then help security managers to schedule resources in terms of deployment
of patches.
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Our main challenge is to discover an algorithm that optimize the performance of our binary
classification. In the field of machine learning there exist a theorem named “No Free Lunch
theorem,” which states that there is no one model that will always works best for every
problem. In this context, we use several machine learning and statistical techniques to
examine the exploit predictor such that the inferences drawn from the outcomes are not
overly impelled by any specific method. The results allow us to see if some vulnerability
characteristics are more likely to be exploited or not. Lastly, we rank all the algorithms based
on their performance measures by considering a statistical technique weighted criteria-based
ranking method.

5 PREDICTING EXPLOITS

This section describes how to predict exploit-prone vulnerabilities in a software as sketched
by the framework presented in Figure 1. To empirically evaluate the framework, we conduct
an experiment using the National Vulnerability Database (NVD) to predict its exploit-prone
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entities. This section begins with information retrieval process, with an overview of the data
used. Then, we explain the endogenous and exogenous variables of the exploit-predictor.
This is followed by a detailed description of the steps in the exploit-prediction framework
applied on the NVD. First, we describe how we map the vulnerability characteristics back to
NVD entries and then linked the respective exploit status from the Exploit Database (EDB) to
each entry. Then, we specify how we build a feature matrix along with the corresponding
labels required to run the machine learning algorithms be used in predicting the exploit-
predictor.

5.1 Vulnerability databases

The data considered in this study were extracted from different sources. We used two well-
known online repositories, NVD!® 2% and EDB.!*?° The NVD consist of information for all
Common Vulnerabilities and Exposures (CVEs). With an approximate CVEs base of more
than one hundred thousand entries, it is one of the most informative repositories available.
Moreover, each CVE is connected to external links citing to bug trackers, exploits, vendor
advisories, etc. Additionally, each CVE entry contains CVSS metrics, parameters, and a
small text description, which can be found in Figure 2. Each CVE entry is assigned with a
CVE-number of format CVE-Year-Number, denoting the year in which vulnerability is
disclosed and its assigned number.

Vulnerability Details : CVE-2014-3975 (1 public exploit)

Absolute path traversal vulnerability in filemanager.php in AuraCMS 3.0 allows remote attackers to list a directory via a full pathname in the viewdir parameter.

Publish Date : 2014-06-05 Last Update Date : 2014-06-06

Collapse All Expand All Select SelectaCopy Scroll To Comments External Links
Search Twitter Search YouTube Search Google

- CVSS Scores & Vulnerability Types

CVSS Score 5.0
Confidentiality Impact
Integrity Impact
Availability Impact

Access Complexity cumstances do not exist. Very little knowledge or skill is required to

Authentication Not required (Authentication is not required to exploit the vulnerability.

Gained Access None
Vulnerability Type(s) Directory traversal
CWE ID 22

- Products Affected By CVE-2014-3975

# Product Type Vendor Product Version Update Edition Language

1 Application Auracms Auracms 3.0 Version Details Vulnerabilities

- Number Of Affected Versions By Product

Vendor Product Vulnerable Versions

Auracms Auyracms 1

- References For CVE-2014-3975

hita:fiacudh acalchowlocdh/iNIECS

FIGURE 2. An Example of a CVE Entry

The NVD dataset also includes various parameters that influence the impact and
exploitability metrics like confidentiality, integrity, availability, complexity, and
authentication. These parameters are used in order to calculate the impact and exploitability
score for any CVE. Further, the NVD also includes information of different affected software
product type, vendor, product name, and version. A typical CVE may affect application
software and operating system, and moreover a specific range of versions. There are many



links to external pages related to exploit databases, advisories, and other information. The
EDB is a curated repository for exploits and proof-of-concept code to 40,000 vetted software
exploits. The general problem with the NVD is that it does not keep all details about
vulnerabilities and exploits. The data is partial in some specific area; for example, out of
>100,000 vulnerabilities, it contains only 4333 links to EDB. However, as per the EDB
record for every exploit entry, there are >20,000 references back to CVE-numbers. The
integrated nature of the repositories enables us to accurately map vulnerabilities to their
exploits via the CVE-number.

To validate this study, we have extracted vulnerability-exploit information disclosed in years
2012-2015. Over the aforementioned period, 2203 (8%) of the total 28,158 vulnerabilities
have had exploits. In total, these 2203 vulnerabilities have proof-of-concepts available for
their exploitation. However, the EDB listed proof of concepts of 6197 exploits from year
2012 to year 2015. But, only 2203 exploits have links related to the CVE-number. Figure 3
provides a pictorial representation of number of vulnerabilities or exploits per year.
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2015

2014

Years

2013

2012

(=]
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FIGURE 3. Number of Vulnerabilities and Exploits per Year
5.2 Building the feature matrix

One of the most important tasks in machine learning algorithm is selecting a good feature
space. The data extracted from different sources are required to be transformed into a feature
matrix, to be used for the prediction. In the feature matrix, each row constitutes a
vulnerability entry and each column represents a feature dimension. Each feature dimension
is represented as an exogenous variable that is used to make a prediction and the
corresponding exploit label is termed as endogenous variable about which we make a
prediction in our study. The feature space is presented in Table 1.



TABLE 1. Feature Space

Feature cluster Type MNo. of features Source
CW55 metrics Categorical 7 MNVD
Type of Vulnerabilities Categorical 13 NVD
Software Classes Categorical 1-7 NVD
Exploit Categorical 1 ECE

The independent variables are the CVSS metrics that comprise impact and exploitability
attributes, severity level, vulnerability types, and product category. The fundamental
hypothesis of our study is identifying the exploit-proneness of a vulnerability that may be
affected by its underlying characteristics.

5.3 Extracting vulnerability information from NVD

Vulnerabilities are security issues that are disclosed in advisories that help users in avoiding
security problems by implementing workarounds themselves. For example, CVE lists
publicly disclose information about security vulnerabilities from the NVD, which maintain
CVE data feed available in JavaScript Object Notation (JSON) format. Some of the features
considered in our study, such as base score, severity, impact, and exploitability metric, are
available in structural form. However, other concerned features, such as types of
vulnerabilities and the affected type of software products, are not mentioned in the NVD.

Apart from the structural data, NVD also contains unstructured information in the form of
text description for each vulnerability. The text description field is examined with tuple of
words that relate them to specific type of vulnerability that is present in a software. As
mentioned in the Figure 2, the text description refers to absolute path traversal like common
words that relates a vulnerability to any specific type. We consider 13 major classes of
vulnerabilities that are used in exploiting any software. Each CVE entry is assigned with a
binary label under the feature dimension of the respective types of the vulnerability. For
example, CVE-2012-4886 lists two different execute code and overflow type of vulnerability.
Therefore, the feature dimension belonging to execute code and overflow vulnerability type
in the feature matrix has been assigned.

On similar lines, we utilized the information of the products affected by any CVE to classify
the type of a product viz application software, operating system, or hardware application, a
vulnerability is affecting. It has also been observed that a vulnerability might have many
types and may affect different types of software product. The type of product a vulnerability
is affecting is classified into different classes, viz application software, operating system,
hardware application, and a collection of all multiple types. Based on a vulnerability affecting
a software, the feature dimensions are assigned. For example, if a CVE is affecting both
application and operating system product type then, the feature dimension corresponding to
application and operating type is assigned.



5.4 Mapping vulnerabilities to exploits

To map vulnerabilities to exploit, we need exploitability status of a vulnerability. Since, there
is no parameter explicitly mentioned in the NVD about the exploit information of a
vulnerability, what can be found are some links to exploit information. Moreover, most of the
vulnerabilities acknowledged in NVD have missing links to exploits in the EDB. Hence, due
to the asymmetrical relation between EDB and NVD; we consider CVE-number in cross
referencing their exploit status with each vulnerability. A vulnerability can be classified as
exploited if it had a linkage via CVE-number extracted from the EDB. Similarly, if a
vulnerability does not pose any information in the EDB, we label it as unexploited
vulnerability. A snapshot of EBD page is shown in Figure 4, where a detailed description of
an exploit referencing a CVE-number and some proof-of-concept code of a vulnerability is
provided.

AuraCMS 3.0 - Multiple Vulnerabilities

EDB-ID: CVE: Author: Type: Platform: Date:
2014-3974 2014- MUSTAFA WEBAPPS PHP
3975 ALTINKAYNAK

Vul ble App:
EDB Verified: Exploit: + / {} uinerable App: 3

&

# Exploit Title: AuraCMS 3.8 Multiple Vulnerabilities
# Date: @5/28/2014
# Author: Mustafa ALTINKAYNAK

FIGURE 4. A Screenshot of Exploit Database with CVE-number

Once we have the CVSS metrics and vulnerability characteristics for each CVE entry in
NVD, we can use this information to predict the exploit-proneness of a vulnerability. The
next section presents a detailed illustration of the results employed in the prediction of an
exploit.

6 RESULTS AND DISCUSSION

So far, we have discussed various features required in predicting exploit proneness of a
vulnerability. For our binary classification, the main challenge is to identify some algorithm
and a feature set that will provide an optimal classification performance. To numerically
evaluate the likelihood of exploitation, we have employed five machine learning algorithms
namely Naive Bayes, Logistic Regression, Support Vector Machine, Decision Tree, and
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Random Forest. For implementing algorithms, WEKA tool is implemented. WEKA is an
efficient tool for machine learning and data analysis. A brief introduction to WEKA can be
found in Witten et al.!3

We also need to know the performance of the model based on various algorithms. The most
often used criterion to evaluate the performance are accuracy, precision, recall, false positive
rate, and false negative rate. In our case, the two-class problem (exploit prone or not exploit
prone), these performance criterions can be derived with the help of confusion matrix, shown
in Table 2.

TABLE 2. Confusion Matrix

Predicted as
Actual Mot exploited Exploited
Mot Exploited TN = True Negative FP = False Positive
Exploited FM = False Negative TP = True Positive

The confusion matrix relates the actual versus predicted results where:

o True Negative (TN) represents the number of vulnerabilities predicted as not being
exploit-prone where no exploit is occurred in those vulnerabilities.

o False Positive (FP) represents the number of vulnerabilities wrongly predicted as
exploit-prone.

o False Negative (FN) denotes the number of vulnerabilities predicted as not being
exploit-prone but rather turn out to have an exploit.

e True Positive (TP) represents the number of vulnerabilities predicted as exploitable
that actually are exploitable.

6.1 Performance metrics

To evaluate the predictive performance, several measures such as accuracy, recall, precision,
F-measure, false positive rate, false negative rate, and mean absolute error can be calculated
as follow:

e Accuracy: It represents overall classification rate. It can be defined as the ratio of total
number of vulnerabilities correctly predicted to the total number of vulnerabilities.

TP+TN

Accuracy = b T FP + TN + FN @)

e Precision: It is known as correctness; it measures the efficiency of prediction. It can
be defined as the proportion of number of vulnerabilities correctly predicted as exploit
prone to the total number of vulnerabilities predicted as exploit-prone.

TP
TP+FP’ 3)

Precision —
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e Recall: Recall can be defined as the ratio of number of vulnerabilities correctly
predicted as exploit-prone to the actual number of vulnerabilities as exploitable.
Recall represents the exploit detection rate which allow us to quantify the
effectiveness of prediction. It is given as:

TP

Recall = o5 7N @)

To fully evaluate the performance measures, both precision and recall are considered. The
higher the recall, fewer exploitable vulnerabilities go undetected. And, higher the precision, a
less amount of effort is wasted in inspection and testing. There exists a trade-off between
precision and recall. It can be described as: If we predict only one vulnerability as exploit-
prone and this vulnerability is in fact exploitable, then we will be having a 100% precision.
However, if there exist other exploitable vulnerabilities then the recall will be low. In another
case, if we predict all vulnerabilities as exploitable, then the recall would have 100%
effectiveness but its precision would be significantly low. Hence, a measure is required that
takes both false positives and false negatives in a single efficiency measure.

o F-measure: F-measure is a measure of test's accuracy and it is a weighted average of
precision and recall. To obtain a trade-off between precision and recall, it is expressed
in terms of percentage such that it reaches it best and worst value at 100 and 0,
respectively. It is represented as given in Equation (5).

1+ A* x Precision x Recall
(#® % Precision) x Recall (5)

Fg — measure =

Here, Fs measures the prediction effectiveness with respect to a user who attaches p times
importance given to recall as precision. The tradition F-measure provide importance to both

recall and precision and is denoted by £'1 — M€@SUTE e congider that it is more
important to classify exploitable vulnerabilities, even at the cost of incorrectly predicting
non-exploitable vulnerabilities as exploit-prone. It is because a single exploitable
vulnerability may lead to serious loss and damage. In this context, we have assigned more
weight to recall than precision. Therefore, we consider £2 — measure as it provides twice
weight to recall in comparison to precision, in order to evaluate prediction.

e FP and FN rate: The FP rate and FN rate are defined in Equations (6) and (7),
respectively. A high FN rate indicates that there is a risk of overlooking
vulnerabilities, whereas a high FP rate indicates effort may be wasted in investigating
the predicted exploit-prone vulnerable entities.

FP

FP rate = g5 rn ©)
FN

FN rate = mpiFw 7

e Mean absolute error (MAE): MAE is the average of the absolute differences between
the predicted and actual values. It is used for summarizing and assessing the quality of
a machine learning model.
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6.2 Unequal dataset

To evaluate the prediction capability, vulnerability data extracted from the year 2012 to year
2015 have been used. There are 2203 instances of exploitable vulnerabilities (minority
category) as opposed to 25,955 non-exploitable vulnerabilities (majority category) in the
obtained data set. We further remove those instances that have missing information, and
finally the data set represents 2164 instances of exploitable vulnerabilities and a total of
20,438 instances of non-exploitable vulnerabilities. If we train a classifier on such an
imbalanced dataset, it would lead to a biased prediction toward the majority class and cause
overfitting.!> We train a classifier on such a highly imbalanced data set. For the sake of
showing the results on such a highly imbalanced data set we consider Decision Tree (DT)
technique as shown in Table 3. Since, the predictor is biased towards the majority class and it
predicts many exploitable vulnerabilities as non-exploit. Thereby missing many exploitable
vulnerabilities. It can be represented by a lower recall rate of 0.5%. Naturally, the FP rate
would also be low as it is rarely a vulnerability would be predicted as exploit-prone.
Moreover, the accuracy of prediction is also misleading of 91.24%. Even with a low FP-rate
and a high accuracy of prediction, such a biased predictor is unusable as it would miss a
majority of exploitable vulnerabilities.

TABLE 3. Performance Parameters for Imbalanced Dataset

FP Rate Recall F-Measure Accuracy

DT 0.001 0.005 0.009 91.24

In order to facilitate building of an unbiased predictor, a balanced subset of 4328 instances
has been created that consists of 2164 instances of exploitable vulnerabilities and a random
selection of 2164 instances representing non-exploitable vulnerabilities. In many prior
studies, under sampling of majority category has been performed to obtain a balanced set.!* 13
With the balanced dataset, the proportion of exploitable vulnerabilities and non-exploitable
vulnerabilities is accurately 50%. Therefore, a prediction is likely to be useful, if it correctly
classifies a vulnerability to be exploited or non-exploited >50% of the time.

6.3 Vulnerability types and their exploitability

To analyze the effect of types of vulnerabilities identified in a particular software class, we
try to segment the vulnerability types based on their severity identified in each software class.
It is easy to come up that some specific types of vulnerabilities have a higher likelihood of
getting exploited in a particular software class. Figure 5 represents a visualization of different
types of vulnerabilities exploited and not-exploited in a various software class.

13



Gain Privileges Gain Privileges Buffer Overflow " Buffer Overflow

RHG wlOW § MM BHGH MLOW S MEOAM

=G4 mlOW =MEDLM PG WO MDA

Number of Vidr

A . n.. 0., ., “ sl Iell .
ML WP APARD Am0t b o oo e o s 05 o5 osum

i
H

Exploited Not Exploited

Gain Information Code Execution Code Execution

#HG 8LOW #MEDAM aHG! sow s mEoRM

¥EER

Womber of Volprabilss,_ o

0
®
%
I 1
1 . s — N -~ L __ <l i e e e Mo 11 .
Not Exploited Exploited Not Exploited
X85 x5S Directory Traversal Directory Traversal
"
01 wioW aMEORM o1 aiow
I oy - - - =
Exploited Not Exploited
Bypass DosS DoS
pE— = re e wioW waes
o m, - - = i . | - l_ [] 0 | -I Il
Software C ¢ Classes. Software Classes Software Classes
Explotted Not Exploited Exploited Not Exploited
Memory Corruption Memory Corruption SQL Injection SQL Injection
0 " x ]
EHGH ELOW & MEDLM W oW T e WHGH =MEDAM & LOW
F——
- - : |l | = . =
AppOs o o5 arr P05 o o OSHARD. ’ o o oo ASPHARD -3
Sofrw es Software Classes Software Classes Software Classes
Exploited Not Exploited Exploited Not Exploited

FIGURE 5. Distribution of Types of Vulnerability

It can be seen from the figure that vulnerabilities belonging to type gain privileges are more
exploitable in case of vulnerabilities that occur in an operating system. However, an equal
count of vulnerabilities also impacted the application software but a high severity index
vulnerability is more exploitable. In case of gain information type, majority of vulnerabilities
occurs in non-exploitable class that may suggest that vulnerability of this type might not get
exploited but the vulnerabilities encountered in application software with medium severity
level have an equal chance of exploitation and not. The cross site-scripting (XSS) type
vulnerabilities impact application software more and it can be seen that vulnerabilities
belonging to high severity index are more exploitable prone as compared to the low index
vulnerabilities. A vulnerability of type bypass in application software with a high severity
index has a higher chance of exploitation as compared to its counterpart, although in
operating systems the number of counts of bypass vulnerability is more in non-exploited
vulnerabilities as compared to exploited ones. The memory corruption flaws exist more in
operating systems and a large share of vulnerabilities of high severity index are exploitable as
compared to the application software. In case of buffer overflow type, application software of
high severity index is more prone to exploits as compared to low and medium severity index.
The vulnerabilities of type code execution occur more in application software and it can also
be seen in Figure 5, high severe vulnerabilities of code execution type are more exploit-prone
in both operating system and application software. Similarly, SQL injections also occur more
in application software with a higher rate of exploitation for high severe vulnerabilities. But,
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in case of denial of service (DoS) type, the operating systems collect a higher count of
vulnerabilities that are not exploitable. However, those vulnerabilities discovered in
application software are more exploit-prone. Hence, we can advocate that vulnerability type
and the software class in which the vulnerabilities have been occurred influences the
exploitation process significantly. Also, the exploit count of vulnerabilities is more in
application software as compared to the operating system. But a higher severe vulnerability
discovered in an operating system is more exploit-prone than a low or medium level. In the
next section, we examine the results obtained to predict the exploit-proneness of a
vulnerability considering the CVSS metric, vulnerability types, and software classes.

6.4 Prediction performance of different classifiers

We have considered different machine learning algorithms — Naive Bayes (NB), Support
Vector machine (SVM), Logistic Regression (LR), Decision Trees (DT), and Random Forest
(RF) to predict the exploit-proneness of a vulnerability and have compared their predictive
performance. To obtain the results, we have considered 10-fold cross validation technique to
test the classifiers in order to reduce the variability in the prediction. It is a technique used for
accessing the predictive performance of a model by randomly spliting the dataset into 10-
folds of equal size and each fold is used as testing at any giving iteration. Here, we have used
stratified sampling such that an equal proportion of exploitable and non-exploitable
vulnerabilities present in each fold during the random splitting. Finally, we calculate the
performance metrics obtained using different technique and is presented in Table 4.

TABLE 4. Prediction performance of different techniques

Algo Accuracy Precision Recall F-Measure ROC Area MAE FP Rate
DT 88,5397 0.947 0.816 0.877 0.91% 01723 0.045
RF 88,4935 0.913 0.851 0.881 0.948 0.1519 0.081
NE 75.878 0.786 0.711 0.747 0.281 0.2328 0.194
LR 87.2231 0.923 0.818 0.868 0.936 01724 0.068
SVM 87,8928 0.971 0.781 0.866 0.879 0121 0.024

From Table 4, we would like to emphasize some points that: first, mostly all the techniques
are predicting >75% accuracy. This validate the usefulness of using vulnerability types and
the software classes in predicting the exploit-proneness of a vulnerability, irrespective of
what learning methodology is considered. Second, we are able to predict 85% of exploit-
prone vulnerabilities having an overall accuracy of 88% in case of Random Forest
classification.

For a detailed analysis of different prediction models, various measures such as accuracy,
recall, FP rate, and Fi-measure are compared. The performance measures of a prediction
technique having a higher value is considered better in terms of accuracy, recall, and Fi-
measure. And, as far as FP rate and MAE is considered smaller value is considered for a good
predictor. From Table 4, it can be observed that Decision Tree and Random Forest
performing best when overall accuracy is considered. The recall measure for the classifier
Random Forest outperforms all other techniques, thus in our case Random Forest techniques
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can be considered as an efficient technique in predicting a maximum number of exploit-prone
vulnerabilities. However, many exploit-prone vulnerabilities remain unnoticed if the
prediction is done using Naive Bayes technique. If we consider Precision attribute the SVM
and Decision Technique can be considered as the best classifier. Similarly, the false positive
rate criteria for the SVM and Decision Tree criteria will likely to raise fewer false results as
compared to other techniques.

As mentioned earlier, there exists a trade-off between recall and precision. If we observe the
Fi-measure score, Decision Tree and Random Forest maintains a higher balance between
recall and precision as compared to other techniques. It is also important to observe how
significantly different techniques predict the exploit-prone vulnerabilities while giving more
emphasis to recall by examining the F2-measure. Figure 6 presents a comparison of Fz-
measures of different techniques, with Decision Tree and Random Forest showing the best
performance. Hence, to predict a higher percentage of exploitable vulnerabilities, then both
Decision Tree and Random Forest are likely to be preferred.

F, - Measure
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91
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85
84
83
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FIGURE 6. Comparison of F>-measures of Different Techniques

Moreover, we investigate the trade-off between recall and false positive rate by examining
the Receiver Operating Curve (ROC). ROC is often used to analyze the performance of a
predictor in determining a positive label or a true class. Figure 7 presents the ROC curves of
all different techniques considered for predicting the exploit-proneness of a vulnerability. A
predictor achieving a higher true positive rate with a low false positive rate is considered as a
good predictor. This can be interpreted as a technique perform better if its ROC curve lies
above that of another technique. As per Figure 7, the Random Forest technique is performing
best for predicting the exploit-prone vulnerabilities since its ROC value is coming out highest
as compared to the other algorithms. Moreover, to choose a classifier based on only ROC
value does not make sense as other comparison criterion and the value of F2-measure also
plays important role in selecting the best techniques. Hence, it is required to rank the
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techniques considering all different criterions in order to find out which technique is
performing best for detecting the exploit-prone vulnerabilities.
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FIGURE 7. ROC curves of Different Techniques

6.5 Weighted criteria based ranking

In this section, we discuss the results obtained using the weighted criteria-based ranking. The
steps involved in finding the weights and the ranks are provided in Anand et al.'® In order to

rank different techniques, Table 5 provides an overview of various weights computed using
the weighted criteria based ranking method.
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TABLE 5. Weighted criteria table

Algo Sum of Weight Sum of Weighted Value Model Value Rank
DT 1.4281 0.838823 0.58737 1
RF 0.928195 0.678176 0.73064 2
NE 6.971831 79.40498 11.3804 5
LR 1.641466 7.837359 477461 4
VM 1.663031 5.856979 3.521869 3

After applying the weighted criteria value method in determining the ranking for different
techniques used in predicting the exploit-prone vulnerabilities, it has been found that
Decision Tree is performing best followed by the Random Forest techniques. Hence,
considering all the criterions to evaluate the best classifier for the prediction; Decision Tree
approach is coming out as the most efficient algorithm in predicting the exploit-prone
vulnerabilities.

7 CONCLUSION

In this paper, we evaluate the effectiveness of applying different vulnerability characteristics
to predict exploit-prone vulnerabilities discovered in a software system. To analyze, we
consider five alternative machine learning techniques that learn from disclosed
vulnerabilities. We conduct an empirical study on NVD database that aggregate the early
signs a vulnerability poses in determining the likelihood of exploitation that helps in
prioritizing the patches. Overall, we are able to correctly predict >75% of exploit-prone
vulnerabilities, maintaining a false positive rate <20%. This study shows that the
vulnerability types, CVSS parameters, and target software classes can be useful in predicting
the exploit-prone nature of a vulnerability. Such predictions will allow software developer to
take preventive action while developing a software against the potential threats evolve during
the coding.
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