Case Study Research as a Method for Digital

Forensic Evidence Examinations
by

Oluwasayo Oyeyemi Oyelami

Submitted in fulfilment of the requirements for the degree
Master of Science (Computer Science)
in the Faculty of Engineering, Built Environment and Information Technology

University of Pretoria, Pretoria

November 2018



Publication data:

Oluwasayo Oyeyemi Oyelami. Case Study Research as a Method for Digital Forensic Evidence Examinations, University

of Pretoria, Department of Computer Science, Pretoria, South Africa, November 2018.

Electronic, hyperlinked versions of this dissertation are available online, as Adobe PDF files, at:

http://icsa.cs.up.ac.za/

http://upetd.up.ac.za/UPeTD.htm


http://icsa.cs.up.ac.za/
http://upetd.up.ac.za/UPeTD.htm

Case Study Research as a Method for Digital Forensic
Evidence Examinations

by

Oluwasayo Oyeyemi Oyelami

E-mail: sayo.oyelami@gmail.com

Abstract

At the heart of any forensic science discipline, there is the need to ensure that the
method applied in the discipline is based on a valid scientific method. The aim of any
forensic examination is to make verifiable and consistent inferences about phenomena
with high certainty. The highest state of inference is determining causality. In science,
two methods that can be applied in digital forensic examinations are experimentation and
case studies. Experimentation is a well-tested scientific method used for a whole range
of scientific studies, but there are situations where it is not always possible to carry
out experiments. In these cases, the case study method offers a suitable alternative
approach to examining phenomena. Though case study research is very popular in
the social sciences and not widely used in the natural sciences. it is accepted as a
valid method and applying this method in examining digital occurrences may produce
insightful results. This research work examines the suitability of case study research
as a scientific foundation for digital forensics. The research aims to show that case
study method provides a scientific foundation for digital forensics and a suitable adapted

method of case study research would be applicable in examining digital evidence.
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Chapter 1
Introduction

In regard to legal matters the requirement to prove a case beyond reasonable
doubt and the weight of evidence presented before the court are crucial factors
in the determination of the outcome of a case. In a criminal case where the
method applied in examining evidence produced findings that favoured a guilty
outcome and these findings are later proven to be faulty, the need to examine
the reliability and adequacy of the methods applied in examining evidence

becomes paramount.

Most transactions today typically rely on the use of digital devices for seamless com-
munication. Financial systems, industrial systems and world economies mainly rely on
digital systems to work effectively. An individual previously could only engage in fi-
nancial transactions by visiting a financial institution within specific hours; now, these
transactions can be completed using a variety of internet-connected digital devices. It
is no surprise that digital crimes have increased over the past decade mainly due to the
widespread use of digital devices. Crimes such as financial fraud and identity theft have
become synonymous with digital crimes. Cyber criminals are capable of breaching cor-
porate IT infrastructure with malicious intent such as to cripple IT services, steal money,
and exfiltrate sensitive data from vulnerable systems within the organisation. These cy-
ber criminals, also known as adversaries, include script kiddies, crime syndicates as well
as nation-state actors.

Unlike physical crimes, the nature of computer crimes allows the perpetrator to
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commit crimes without physically being at the crime scene. However, like physical
crimes where investigators may find fingerprints, footprints, DNA samples as well as
other physical evidence, digital crimes generate footprints also known as artefacts or
traces within affected systems and devices at the scene of the crime. As physical crimes
sometimes leave artefacts that can be investigated and traced back to the perpetrators or
employed in narrowing down the suspects to a list of possibilities, traces found in digital
crimes may also be useful in determining the actions executed by the perpetrators within
the environment [31]. Determining these actions enable investigators to reconstruct
plausible patterns of events and attribute events to sources or root causes.

In a digital investigation, traces can be found in different locations on a digital system.
These include web browsers, system registry, computer servers, network systems, intru-
sion detection systems, firewall systems, personal computer systems and mobile devices.
These devices and systems logs are preserved as evidence and examined to determine the
events of the crime. Digital examinations also enable a forensic examiner to demonstrate
a consistent reconstruction of the crime should the perpetrators be apprehended, and
the case is examined by the courts. The handling and examination of evidence must,
however, be done in a forensically sound manner to be accepted as evidence by the court.

Ultimately, the findings of a forensic examination will depend on how the evidence
was obtained, its forensic soundness, the examination process, interpretation of the find-
ings, and the probative value of the evidence before the court. A forensically sound
examination process ensures that the findings of the examination have a high level of

certainty.

1.1 Motivation

To provide scientifically based facts applied in a legal or justice system to support and
uphold the law. This is the goal of forensic science. This goal is achieved through the
application of science and law to legal matters in the determination of truth. A landmark
National Academy of Science report [36] noted that the court’s reliance on forensic science
poses important questions about forensic science disciplines. These questions include the

following;:
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e How scientific are the processes used in carrying out a forensic inquiry?
e How certain are the findings of a forensic inquiry?

e How can the findings of a forensic inquiry be shown to be reliable and consistent

with respect to the goals of the inquiry?

The need to ensure the certainty of the findings of a forensic inquiry and the ability
to demonstrate the method applied in obtaining these findings is scientific is a critical
requirement in most forensic science disciplines that claim to be scientific. This is the
motivation for this research: To demonstrate the application of science in digital forensics

and validate the findings made in a forensic examination.

1.2 Context of this Research

In applying a scientific approach to digital forensics, the examination of evidence provides
a suitable point where science can be introduced. The aim of forensic examinations is
to identify, examine and attribute phenomena to plausible causes. A cause produces its
effect. The effect is the phenomenon observed. The cause may be intermediate causes
or root causes. The determination of the cause of a phenomenon, the sound recon-
struction of the pattern of events, the consistency established by the causal relationships
demonstrated between the causes and effects observed using a logical and methodological
approach, satisfy the requirement for a scientifically sound approach for the examination
of digital evidence.

In science, two methods that can be applied in achieving this aim are experimentation
and case-study research. The use of experiments in examining phenomena is well estab-
lished and has been applied in a wide range of scientific studies. Experiments, however,
are also limited since when complex phenomena are examined by means of experiments,
the factors and conditions that formed the phenomenon cannot all be considered at once.
There are also situations where it would be unthinkable to carry out experiments as it
may have disastrous effects within the environment. In other situations where experi-

ments are possible, one may not wish to carry out experiments due to factors such as
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prohibitive costs. In these situations, there is a need to examine the phenomenon using
a different method.

The application of case study research, though not widely applied in the natural sci-
ences, offers a viable alternative method to experimentation. Case studies are suitable
for examining a complex phenomenon within its real-world context taking into consider-
ation all the factors and conditions that formed the phenomenon. Case studies very often
do not have a disastrous impact when applied in examining an unforgiving phenomenon.
Its application may even reveal more findings than an experiment can provide.

The application of case study research to forensic examinations is non-existent and
the only research done in this area of study was carried out by Oyelami and Olivier
[44] [43]. There is therefore the need for a formal approach for conducting forensic
examinations in digital forensics using case studies. This research aims to examine how
this can be done: by applying the case study method to digital examinations, an inherent
logical approach is applied that ensures the consistency of findings and demonstrates the
application of science to the forensic examination.

Yin [65] provides a systematic approach to examining phenomena. This approach is
well established in the social sciences having been shown to be sound with Yin’s seminal

publication, “Case Study Research and Applications”, is in its 6th edition [66].

1.3 Problem Statement

This research applies Yin’s case study approach to digital forensic examinations and
demonstrates the method can be suitably applied in determining and establishing causes
within a digital forensic investigation as well as validating the findings of the digital
investigation.

In order to address the research problem, several sub-problems need to be addressed.

These are:

e To provide an analysis of the state of the field of digital forensics in the context of

forensic science disciplines;

e To apply case study as a scientific method to forensic examinations specifically in

the field of digital forensics;
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e To show that case study method can be suitably used in examining forensic evi-

dence;

e To strongly align the case study method to current practices in digital forensics;

and

e To demonstrate the scientific status of digital forensics using case study research.

1.4 Contributions

This dissertation makes the following novel contributions to the field of digital forensics:

e An analysis of the state of the field of digital forensics in the context of forensic

science disciplines.
e The “discovery” of a scientific method that closely aligns with digital forensics.
e The introduction of case study research as a scientific method for digital forensics.
e The application of case study research to examine digital evidence.

e The determination that case study research is more closely aligned with digital

forensics than experimentation.

e The determination that case study research validates and extends what is currently

achieved in digital forensics.

1.5 Dissertation Outline

The layout of the dissertation is provided below with a brief overview of each chapter of

the dissertation.

e Chapter 2 focuses on the relationship between forensic science and the law and
the intricacies that outline this relationship. It further provides a discussion on

the state of forensic science disciplines with emphasis on digital forensics.
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e Chapter 3 provides an overview and discussion which aims at investigating peer-
reviewed research carried out in the field of digital forensics with a focus on methods

geared towards examination of digital evidence using a scientific approach.

e Chapter 4 develops a conceptual framework for examining digital evidence using

Yin’s case-study method.

e Chapter 5 develops a model for applying case studies to forensic examinations.
It further provides a critical discussion on several key aspects of the model such
as validity, addressing alternative plausible explanations, establishing a web of

consistency, causality and demonstrating logical reconstructions.

e Chapter 6 provides further discussions on the model concepts and its applications

within a digital forensic context.
e Chapter 7 concludes the dissertation and provides a list of possible future work.

The following appendix containing a list of relevant information are included for quick

referencing purposes:

e Appendix A lists the publications derived from this work.



Chapter 2
Forensic Science and the Law

Science is an enduring search for truth [33]. This search has been shown to be a far-
reaching and continuous process. It is then not surprising that the definition of science
has seen many modifications with no generally accepted definition in the scientific com-
munity. While science has lacked a consensus on a general definition, the goal of science
has been widely accepted, is firm and unwavering.

The goal of science is to discover truths that explain real-world occurrences based on
valid empirical and logical (including mathematical) deductions [39]. Law, on the other
hand considers disputes with the goal to determine the facts of a legal case. A valid claim
is a fact, which is regarded as the “truth”. In a situation where two opposing claims
are valid, the weight or probative strength of the claims enables the court to determine
the outcome of the case. The claim having more support using different valid sources of
evidence is considered as having greater probative strength than the opposing claim.

The stronger claim is considered the greater “truth” and is accepted as fact while
the other opposing claim is disproved or set-aside by the court due to its lesser probative
strength. The need for law to ensure that its findings are based on facts aided the
application of science to matters of law. This synergy inherently produced forensic
science disciplines. The disciplines of forensic science are dedicated to the application of
scientific techniques and principles for the determination of facts that are scientifically
valid. The goal of forensic science is to provide scientifically based facts applied in a

legal or justice system to support and uphold the law [36] [39] [44].
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The rest of this chapter explores various aspects relevant to forensic science and is
structured as follows: Section 2.1 provides an introduction to forensic science. Sec-
tion 2.2 provides a brief description of forensic science disciplines. Section 2.3 provides
a discussion on the impact of the forensic science on legal matters. Section 2.4 provides
a discussion on the requirements for the legal admissibility of scientific evidence. Sec-

tion 2.5 illustrates the scientific method. Section 2.6 provides a summary of the chapter.

2.1 What is Forensic Science

Forensic science is an intriguing subject, and its definition makes it even more intriguing.
Several attempts to define forensic science have caused much heated debate through the
years without producing a consensus or a generally accepted definition. The difficulty is
occasioned by the challenge to define science itself. The definition for forensics on the
other hand is very clear. The word forensic has at its origin, the notion of a forum -
a place of public debate. This in contemporary practice would refer to a court of law.
This definition does emphasize certain conclusions. forensics does not have the same
meaning as forensic science. Olivier in [40] provides a definition for forensic science.

Forensic science is defined as the “application of science to answer questions that are
of interest to matters of law”.

The definition emphasises the need for the “application of science” where forensic
enquiries are concerned. The challenge then is to determine what constitutes science
and what is non-science? This is a hard question, one which has been reflected upon by
scientists and philosophers over the years. This problem is known as the demarcation
problem in the philosophy of science 28] [52]. Several criteria have been formulated to
classify what can be construed as science and what is not science within what is termed
as the demarcation criteria.

The following three demarcation criteria can be considered the most important land-
marks in the philosophy of science [67] [39] [22]. The first is the notion of logical posi-
tivism. The notion of logical positivism was developed by a group known as the Vienna
Circle [63] [15] [53]. The Vienna circle agreed that statements derived from mathematical

and logical tautologies and empirically verifiable claims are considered meaningful and
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scientific while other claims are inherently unreliable or useless. The notion therefore
requires that a claim must be backed by mathematical or logical reasoning and must
be verifiable for it to be considered scientific. This criterion poses a requirement which
most forensic science disciplines, except for DNA analysis, have failed to meet.

The second demarcation criterion is falsifiability. The falsifiability criterion was pro-
posed by Karl Popper. Popper [48] [49] proposed that theoretical propositions or theories
are regarded as scientific if they can be tested and are falsifiable. Falsifiability indicates
that there are scientific tests that can be performed to demonstrate that these proposi-
tions are false. A falsified theory is replaced by a new theory which has not been falsified
using the same or higher criteria despite numerous attempts to disprove the theory. Pop-
per regarded falsifiability as both a necessary and a sufficient condition to confirm that
any theory is scientific. Falsifiability as a necessary condition implies that for a theory
to be considered scientific, scientific tests capable of falsifying the theory must have been
applied to disprove the theory. Falsifiability as a sufficient condition implies that the
repeated failed attempts to falsify a theory indicates that the theory is scientific and
that once a theory has been falsified, it can no longer be deemed as scientific.

The third criterion is postpositivism or postempiricism proposed by Thomas Kuhn
[27]. Kuhn described scientific activities as a puzzle-solving activity which involves the
application of scientific paradigms in solving problems. A scientific paradigm which fails
to solve a new problem is replaced with another paradigm which solves all the problems
solved by the previous paradigm it replaced and the new problem encountered. [67]
39][22)

While the philosophy of science provides criteria for recognising science, the law also
provides criteria for what can be accepted by the court as scientific evidence. A later
section of this chapter discusses criteria for admissibility of scientific evidence in the

court of law.

2.2 Categorisation of Forensic Science Disciplines

Forensic science encompasses a broad range of disciplines. These disciplines cover various

aspects of forensic inquiries with varying scientific degree regarding general acceptabil-



Chapter 2. Forensic Science and the Law 10

ity, reliability, techniques, methods, error rates, research and peer reviewed publications.
Due to these distinctions, several forensic disciplines classified as forensic science disci-
plines lack the scientific underpinning to be considered as such. However, progress in
science and research continue to impact on the state of several forensic science disciplines.

Several classifications have been proposed for forensic science disciplines [36] [35]. A
recent classification by the United States National Institute of Science and Technology

[37] classified forensic science disciplines into five general categories as shown below:

1. BIOLOGY AND DNA which include Biological Data Interpretation and Reporting,
Biological Methods, and Wildlife Forensics

2. CHEMISTRY AND INSTRUMENTAL ANALYSIS which include Fire Debris and
Explosives, Geological Materials, Gunshot Residue, Trace Materials, Seized Drugs

and Toxicology

3. CRIME SCENE AND DEATH INVESTIGATION which include Anthropology,
Disaster Victim Identification, Dogs and Sensors, Fire and Explosion Investigation,

Medico-legal Death Investigation and Odontology

4. DIGITAL AND MULTIMEDIA which include Video and Imaging technology and

Analysis, Speaker Recognition, Facial Recognition, and Digital Evidence

5. PHYSICS AND PATTERN INTERPRETATION which include Bloodstain Pat-
tern Analysis, Firearms and Toolmarks, Footwear and Tyre, Forensic Document

Examination and Friction Ridge

2.3 The Impact of Forensic Science on Legal Matters

The impact of forensic science on legal matters cannot be overemphasised. In determining
the “truth” of a legal case, especially criminal cases, the court relies heavily on forensic
science to make justified inferences regarding a case [39]. Records show that many
people have been incarcerated based on evidence obtained from invalid application of
science [51] [36]. Some of these court rulings have been overturned due to the results of

scientific research from evidence analysis derived from DNA analysis. The impact of bad
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science cannot be estimated only in terms of the wasted years that the innocent spent
in incarceration but also in the lack of trust in the courts and in the reliability of the
methods employed in several forensic science disciplines.

The court’s reliance on forensic science poses important questions such as: “how
scientific are the processes applied in carrying out a forensic enquiry?”, “how certain
are we of the findings of a forensic enquiry?”, “how can we show that the findings of
a forensic enquiry are reliable and consistent with the enquiry we are tasked to solve?”
[36]. These questions must be answered in scientific enquiries especially those requiring
legal proceedings.

Much science precedes a forensic investigation. The National Academy of Sciences
(NAS) report [36] noted that techniques such as DNA analysis, serology, forensic pathol-
ogy, toxicology, chemical analysis and digital forensics are built on a scientific body of
knowledge based on theory and research. The report [36] further concluded that, “With
the exception of nuclear DNA analysis . .. no forensic method has been rigorously shown
to have the capacity to consistently, and with a high degree of certainty, demonstrate a

connection between evidence and a specific individual or source.”

2.4 Requirements for Legal Admissibility of Scien-

tific Evidence

The need to ensure that evidence that is accepted by the courts is scientific occasioned
the need to fashion out rules for evidence admissibility. In the bid to validate scientific
evidence before its admittance as evidence in court, tests covering several requirements
have been proposed to satisfy the scientific admissibility of expert testimony. While vari-
ous courts apply different approaches and strategies to determine evidence admissibility,
the approach employed by the United States is widely discussed in the digital forensic
literature and is therefore discussed in this research. Three standards discussed are the
Frye standard, the Federal Rules of Evidence and the Daubert standard.

The first standard is the Frye test, also widely known as the general acceptance test.
The Frye standard requires that scientific, technical or specialised knowledge must have

general acceptance within the relevant scientific community for it to be considered ac-
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ceptable by the courts. This implies that forensic evidence will only be admissible if
it passes the general acceptance test. The general acceptance test provides that for an
expert testimony or a technique to be admissible and considered reliable as scientific ev-
idence, the technique applied must hold general acceptance within the relevant scientific
community. To meet the Frye standard, the court must conclude that scientific evidence
presented to the court applies generally accepted procedures, principles or techniques
and that the validity of the evidence is supported by experts working in the relevant
scientific field [13] [17].

The Frye standard originated from the Frye vs the United States case [13] where
the discussion centred on the admissibility of polygraph tests as scientific evidence. In
this case, the court noted the need for methods to employ the use of clearly defined
experimental procedures based on a well-recognised scientific principle or discovery, and
that the deductions made from using this method must have general acceptance in the
scientific community from which it is derived [13].

The second standard is provided by the Federal Rules of Evidence (FRE) Rule 702
[25]. In 1975, the Federal Rules of Evidence took effect in US federal courts. Rule
702 which is part of the FRE replaced the Frye standard. The first version of the
rule required that a scientific, technical or specialised knowledge provided by an expert
witness qualified by knowledge, skill, experience, training, or education that can assist
the court in understanding the evidence or determining facts was acceptable. Rule 702 to
a degree lowered the requirement for “general acceptance” enforced by the Frye standard
which it superseded [25].

The Federal Rules of Evidence Rule 702 provides key provisions for admission of
expert testimony in court. The first provision required that the expert testimony must be
backed by scientific knowledge which is grounded and derived from applying the scientific
method. The second provision required that the expert testimony must assist the court
in the determination of facts within the context of the case. The third provision required
the judge to weigh the expert evidence and make a threshold determination on whether
the evidence can be accepted as scientific or not based on whether the reasoning or
methodology underlying the testimony is scientifically valid. These three key provisions

weigh heavily when scientific evidence is considered for admissibility under Rule 702. It
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is noteworthy that Rule 702 did not include Frye’s standard of general acceptance as a
requirement for evidence admissibility by the court. [25].

The third standard for legal admissibility is the Daubert Standard. The Daubert
Standard [12] [14] in a way extended the Federal Rule of Evidence and provided clar-
ification to grey areas of Rule 702. The Daubert standard occasioned by Daubert v.
Merrell Dow Pharmaceuticals, Inc case provided specific details on the requirements for
the admissibility of evidence.

In Daubert, the court agreed on a set of guidelines for scientific admissibility of evi-
dence. The first of these guidelines identifies the court as the gatekeeper, the custodian
that ensures scientific testimony accepted by the court proceeds from scientific knowl-
edge or methodology. Scientific methodology incorporates activities such as formulating
hypotheses, testing and falsifying hypotheses. This requires that methods claiming to
be scientific must embody elements of scientific methodology in hypothesis formulation,
testing and falsification of hypothesis. The second guideline required that scientific
evidence presented before the court must be relevant to the case and be grounded in
scientific principles. As a third guideline, the court in Daubert provided key factors for
determining whether the criteria for scientific admissibility are met. The first of these
criteria is general acceptance, which tests whether the theory or technique used by the
expert is widely accepted in the scientific community. The second criterion tests whether
the theory or technique has been subjected to peer review and publication. The third
criterion tests whether the theory or technique can be tested and has been tested. The
fourth criterion tests whether the technique has an acceptable known or potential error
rate. The fifth criterion tests whether standards exist and are maintained which control
the theory or technique’s operation [12] [14]. The Daubert standard using these guide-
lines and criteria provides comprehensive tests for evidence admissibility in the courts.
The enforcement of the Daubert standard is, however, flexible and dependent on the
discretion of the trial judge.

The three standards discussed, the Frye standard, the Federal Rules of Evidence Rule
702 and the Daubert standard continue to play a major role in the United states courts

and have influenced standards of evidence admissibility in other parts of the world [2].
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2.5 The Scientific Method

The scientific methodology follows a general pattern of process cycle from the formulation
of a problem to the eventual contribution of new knowledge to the body of knowledge
[3]. In the investigation of problems, special methods are often applied. These special
methods apply the scientific method within the context of the problem with varying tech-
niques from the general pattern. These special methods can be referred to as paradigms
of the scientific method [26] [27].

Paradigms provide a set of ideas and processes which are based on established general
patterns and approaches to solving problems. In applying paradigms to scientific inquiry,
the general pattern of scientific investigation provides a series of steps in the application
of the scientific method [3]. These steps include the problem statement, formulation
of hypotheses, derivation of logical inferences based on deductive reasoning, design or
specification of test techniques to test hypotheses, evaluation and interpretation of test
results and the evaluation of new problems arising from the application of the method.
The application of the scientific method is a cycle as it is applied again and again at the
end of each cycle as new knowledge and problems are evolved.

In digital forensics, several methods have been proposed with the aim of applying
science to digital forensics. These methods are explored in the next chapter of this

dissertation.

2.6 Summary

This chapter introduced forensic science as a field and discussed a brief overview of
forensic science disciplines based on the National Institute of Science and Technology
(NIST) current classification of forensic science disciplines are highlighted. Furthermore,
the relationship between forensic science and the law and the intricacies that outline this
relationship as well as the impact of the forensic science on legal matters are highlighted.
The requirements for the legal admissibility of scientific evidence remain a very important
aspect of this chapter as it emphasises the role of the scientific method in the admissibility
of evidence in the court of law. The scientific method also enables the systematic process

of generating and incorporating new knowledge into the scientific body of knowledge.
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The next chapter focuses on the methods applied in digital forensics literature that
have the specific goal of providing a scientific basis for digital forensics. The chapter
explores digital forensics processes and further investigates peer reviewed research in
the field of digital forensics with a focus on digital forensic examination methods and
how these methods are applied in digital forensics. The forensic examination methods
explored include Gladyshev’s examination method which observes digital evidence from a
finite state level of granularity using a finite state machine, Carrier’s examination method
which is based on applying a hypothesis-based approach to digital forensic investigations
and Cohen’s examination method which studies digital evidence from the bit level, a bag

of bits. Also, methods proposed by Pollitt as well as Olivier are discussed.



Chapter 3

Digital Forensics and the Science of

Digital Forensic Examinations

This chapter investigates peer-reviewed research carried out in the field of digital foren-
sics with a focus on the methods geared towards the examination of digital evidence
using a scientific approach. These methods are explored by examining the theories from
which the methods are derived, the application of the methods, the results that can be
obtained from their application and the reliability of findings based on the application
of these methods in digital forensic examinations. The goal of this chapter is to provide

a background on research done in digital forensic examinations.

3.1 Digital Forensics

Digital forensics can be broadly defined as the process that involves the identification,
extraction, preservation, and examination of digital evidence and the reconstruction of
the events around the occurrence of the evidence under examination. Using this broad
definition, digital forensics can be seen to encompass scientific and non-scientific activities
during the processes covering the entire investigation.

In observing forensic science disciplines, it can be noted that digital forensics bears
the marking of the universal forensics. This is evident in that almost all output from all

forensic science disciplines are obtained by using digital equipment and software used in
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analysing data to obtain the results that can be interpreted by the forensic examiner.
These pieces of digital equipment and software and the output of the computational
process of these tools are all within the domain of digital forensics [41].

Digital forensics as a maturing forensic science discipline [4] continues to evolve with
technology. As information and technological advancement increase, the role of digital
forensics and the need to develop tools and processes to cater for investigations and
analyses across disparate information cannot be over emphasised. This is prominent
as information relates to outputs from computational processes and considered to be
artefacts or digital evidence [10].

The alignment of digital forensics with computing is also striking. Digital forensics
examines artefacts which are generated by computational processes. An understanding
of the computational process underlying a digital system enables an examiner to analyse
the operations within the system in a predictable manner. While a piece of software
cannot be said to be a 100 percent reliable, the goal of digital forensics is to determine
methodically the what, and why of actions that caused the digital evidence that was
observed.

This chapter focuses on reviewing methods that have been applied in examining dig-
ital evidence. Before delving further, it is important to provide a more formal definition
for digital forensics. Below are a few definitions for digital forensics in literature.

What is Digital Forensics? Digital Forensics has been defined in various ways. The
following are two notable definitions of digital forensics as defined by Zatyko and at the
Digital Forensic Research Workshop (DFRWS). Zatyko in forensic magazine [68] defined
digital forensics as: “the application of computer science and investigative procedures for
a legal purpose involving the analysis of digital evidence after proper search authority,
chain of custody, validation with mathematics, use of validated tools, repeatability and
possible expert presentation.”

The DFRWS in 2001 [45] defined the science of digital forensics as “the use of sci-
entifically derived and proven methods towards the presentation, collection, validation,
identification, analysis, interpretation, documentation and presentation of digital evi-
dence derived from digital sources for the purpose of facilitating or/and furthering the

reconstruction of events found to be criminal or helping to anticipate unauthorised ac-
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tions shown to be disruptive to planned operations.”

A more general definition of digital forensics refers to the processes, techniques and
tools for the identification, extraction, preservation and recovery, examination involving
analysis, interpretation, attribution and reconstruction of digital evidence in a forensi-
cally sound manner through the application of scientifically proven methods suitable for
presentation in the courts of law [4] [61] [38] [5] [30] [10]

What is Digital Evidence? Digital Evidence according to [68] [58] is any information
of probative value that is stored or transmitted in digital form.

The probative value of digital evidence is that it is required and sufficient in its ability
to prove a case or aspects of a case in court [9]. Digital evidence may comprise of text,
numerals, images, sound or video. It may also be in the form of bank statements, spread
sheets, emails, and so forth. [59]. Digital evidence can be easily created, altered, forged
or destroyed. Digital evidence may also be latent and require the use of special tools or
software to extract and make sense of the evidence [11]. It is required as a legal standard
that digital forensic tools are validated and properly applied by well-trained professionals.
In this dissertation, the reader will come across terms like artefacts, effects, side effects,
phenomenon and occurrence. These terms are used to illustrate digital evidence within
the context of use. An effect is a direct result of a cause or root cause and side effects
are traces which may have been left behind due to the cause. These terms are explained

in greater detail in subsequent chapters.

3.1.1 The Digital Forensic Investigation Process

In digital forensic examinations, practical activities are usually carried out when investi-
gating digital occurrences or incidents. These activities provide a forensic examiner with
a systematic procedure which incorporates scientific approaches. This section discusses
the digital forensic investigation processes.

Valjarevic [55] [56] in his digital forensic investigation process model defined five
classes of investigation processes. These classes are readiness, initialisation, acquisitive,
investigative and concurrent processes. The first class of processes are the readiness
processes. These processes occur prior to the start of the digital investigation and are

aimed at ensuring the requirements for the investigation are covered. These sub processes
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include identification, collection, storage and handling of possible evidence sources. This
readiness class is considered optional as its application depends on the nature of the
investigation.

The second class of processes are the initialisation processes. This class of processes
involves incident detection, first response and may cover continuity planning and prepa-
ration. The third class of processes are the acquisitive processes. The acquisitive class
of processes complement the readiness class of processes and involves evidence identifi-
cation, transportation and storage. The fourth class of processes are the investigative
processes. This class of processes cover the examination of digital evidence, interpre-
tation, attribution as well as reconstruction and presentation and the final closure of
the investigation. The fifth class of processes are the concurrent processes which are
completed throughout the life cycle of an investigation. These processes cover the tasks
involved in maintaining a chain of custody, documentation and preservation of digital
evidence through the lifetime of the investigations.

There are also various other models of digital investigation process such as proposed
by Cohen [11], Casey [7] [1] [45]. In comparison with the model by Valjarevic [55]
[56], these models implicitly define initialisation and concurrent processes as forensic
principles in their various models.

In order to provide a comprehensive review of the digital forensic processes as un-
derstood in the literature, the rest of this section provides a discussion around Cohen’s
model for digital forensics [11]. Cohen’s [11] digital forensic model covers the following
processes which include the identification of digital evidence, digital evidence collection,
transportation, storage, evidence analysis, interpretation, attribution, reconstruction,
presentation and possible destruction of digital evidence. Within these processes, Cohen
classified the digital forensic evidence examination phase to include analysis, interpre-
tation, attribution and reconstruction of digital evidence. While all the processes in a
digital investigation are important, the examination processes are very important and
constitute the most challenging aspects of a digital evidence investigation.

The first process in Cohen’s model is digital evidence identification. The identification
of evidence places an important role in a digital investigation as unrecognised evidence

cannot be collected and preserved and may cease to exist at the time it is required.
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Digital evidence mainly exists as traces with digital systems. Using an example of a
digital system executing a malicious software, the execution of the malicious software
itself is digital evidence. However, these executions are transient when occurring in a
digital system and if not actively observed cease to exist. Transient evidence can only
be observed using special tools while the evidence is at play. What is typically left in
the digital system are traces of the malicious execution. These are also called indicators
of compromise [29]. Other examples of transient evidence include network traffic which
must be captured at the time of occurrence otherwise it is lost. Traces on the other hand
can be observed after the occurrence. These typically include system logs, registry keys
and stored data on digital systems.

In digital evidence collection, it is usually considered good practice to collect as
much evidence as possible as one may not know when such evidence may be required.
First responders typically consider any digital device as constituting potential digital
evidence. A crucial requirement when collecting digital evidence as well as any other
forensic evidence is that evidence is acquired in a manner that preserves its integrity.
Digital evidence is void and considered inadmissible should its composition change when
it is collected. The integrity of digital evidence is usually preserved by using a write
block device [34] which prevents any change to the structure of the digital device when
digital evidence is imaged for analysis.

Generally, it is common to take forensically sound images of digital media considered
as evidence. In some cases, the original media may continue to be used or may be retained
during the digital investigation. It is also forensically sound practice to validate images
created using cryptographic hashes to demonstrate that the integrity of the imaged
evidence remains intact. The collection of evidence may be carried out in different ways
depending on the type of evidence and the circumstance. In Live investigations, where
systems cannot be turned off abruptly for forensic imaging, obtaining a live copy of the
evidence will also serve the purpose of the investigation. Obtaining a memory dump of
live system provides considerable data for analysis as much of the evidence relating to
the case may reside in memory.

Evidence transportation is the process of transporting digital evidence in a way that

will preserve the content of the evidence and ensure preservation of the chain of custody.
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It is required that the chain of custody is preserved throughout the period of transporta-
tion and while the evidence is secured in an evidence locker. Digital evidence can also
be preserved by making exact bit by bit image copies of the original media and validated
using cryptographic hashes. It is good practice to keep digital evidence away from mag-
netic and electro-magnetic sources. The use of anti-static bags [1] is recommended in
preserving digital evidence such as CDs, Hard drives, motherboards as these artefacts
are typically sensitive to temperature, humidity, physical shock, static electricity and
magnetic fields.

Digital evidence storage process entails ensuring that digital evidence is properly
maintained in a safe environment throughout the lifetime of the digital investigation.
It is important to minimise interaction with the original evidence. Storage must be
adequately secure to enforce and assure a proper chain of custody.

The next process of Cohen’s digital investigation model is the analysis of digital
evidence. This process is also the start of the examination phase of digital forensic ex-
aminations. The analysis of digital evidence involves an in-depth examination of the
digital evidence to confirm or refute claims made pertaining to the case. While this
phase is regarded as the most difficult aspect for forensic analysts, it is also considered
the main aspect of forensics where scientific activities are typically performed in a digital
investigation. As stated in Locard’s exchange principle [7] [45], perpetrators typically
always leave traces behind on the crime scene and these traces are essential to under-
standing what happened in a digital occurrence. In analysing digital evidence, examiners
look for specific patterns in traces left behind in digital evidence that confirm certain
claims made of the investigation. These patterns form a convincing proof that provide
confirmation for the assertions made in the analysis [43].

The next phase of Cohen’s digital forensic investigation covers the interpretation
of the findings of the analysis process phase. Interpretation of evidence has a certain
difficulty attached to it. A finding can be interpreted in various ways and it is plausible
that conflicting conclusions may sometimes be made when interpreting the findings of an
investigation. In interpreting digital evidence, the forensic examiner must ensure that
alternative explanations for a finding are considered to make informed assertions and

interpretations grounded on facts about the occurrence of the digital evidence. Further
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support for the assertions can be obtained from other evidence sources which can be
applied in reinforcing the claims made regarding the evidence and its interpretation.

The next phase of Cohen’s investigation process is evidence attribution. Attribution
of digital evidence is based on the analysis and interpretation of evidence. In attribution,
a forensic examiner, based on the interpretation of the evidence, links the evidence to
its root cause. The attribution of events to actors is often hard to carry out and needs
to be backed by other sources of evidence outside the scope of digital forensics such as
DNA, fingerprints. There may also be video or audio recordings which confirm actions
taken by the suspects or actors. However, in digital forensics, attribution is made to the
digital source of the occurrence. This is typically an IP address, GPS coordinates of the
location of a digital device, digital fingerprints identifying the source of a file, or origin
of malicious software. The actor who invoked the commands or carried out the actions
may, however, remain unknown. The process of attribution leads to a demonstrated
reconstruction of the events shown to have occurred in a logical manner.

The next phase in Cohen’s digital forensic investigation model is the evidence recon-
struction phase. The phase is Cohen’s final step in evidence examination. The recon-
struction of the events is the step by step demonstration of the events that produced the
digital evidence with the aim of validating the claims made about the evidence. This
process in digital forensics brings all the work done in examination of evidence together.
While it is hardly possible to reconstruct the events of an investigation with a 100 per
cent certainty, reconstruction can provide a level of certainty for the digital investigation
and based on this level of certainty, the examiner can make definite conclusions on the
results of the investigation which assist the court to make conclusive findings on the case.

On conclusion of the examination of digital evidence, the findings are presented before
the court. The presentation process involves the transmitting of the result of the digital
investigation to the attorneys for their review and the presentation of selected evidence in
a legal or administrative proceeding. In presenting evidence, the process applied forms
the start of the investigation through which the analysis and final reconstruction of
digital evidence is presented before the court. It is noted that the presentation of digital
evidence in court is considered an art rather than a science, but it is also important

to note that in presenting digital evidence before the court, being the gatekeeper, the
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investigation must be shown to have applied scientific methodology in its processes. The
findings of the investigation must be based on the scientific evidence presented before
the court and this evidence must be relevant to the case presented to the court [12] [14].

The final process of Cohen’s digital forensic investigation model is the destruction of
digital evidence on conclusion of the trial. While this process is not always completed
as there may be a requirement to continue to preserve the evidence for another trial,
evidence and other information attached to the case may be destroyed or returned to
the owner after the completion of the legal matter. This is carried out only by order of
the court.

In summary, the process of carrying out a digital forensic investigation must be
completed in such a manner to ensure that the method applied is scientific and the
principles guiding the handling, preservation and examination of evidence are applied to
ensure that the evidence holds up firmly in the court of law. The next section discusses

applying scientific methodology specifically in examination of digital evidence.

3.1.2 The Science of Digital Forensic Examinations

While digital forensics covers several processes, in this chapter, the focus is mainly on
the methods applied in the examination of digital evidence. Digital evidence examina-
tion is a complex process which requires that a forensic examiner exhibit an in-depth
understanding of the architecture and the underlying technology of the system from
which digital evidence is extracted. This includes the various parts of the system such as
the mechanism applied by the control logic of the system to determine how the system
processes, interprets and displays information. Forensic examiners are also required to
have a comprehensive understanding of how to apply the scientific method with the goal
of properly interpreting the output from forensic tools which are applied in gathering as
much information from the evidence as possible while eliminating flaws in analysis.
The examination of digital evidence involves four main processes. These include
evidence analysis, interpretation, reconstruction and attribution [10]. These processes
employ the use of the scientific method in operation. Casey [8] notes that the applica-
tion of the scientific method enables a forensic examiner to reason and reach a logical

conclusion about important questions involving who, what, where, when, how and why.
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As noted in chapter 2, the scientific method follows a series of steps in its application.
These steps include the problem statement, formulation of hypotheses, derivation of
logical inferences based on deductive reasoning, design or specification of test techniques
to test hypotheses, evaluation and interpretation of test results and the evaluation of
new problems arising from the application of the method [3]. The application of the
scientific method is a cycle as it is applied again and again at the end of each cycle as
new knowledge and problems are evolved.

The scientific method in digital evidence examination begins with the problem def-
inition. This requires the forensic examiner to understand the intricacies of the case
to be investigated. While it may not be possible to completely contextualise the case
from the very beginning, the examiner is able, based on the knowledge of the system,
to determine the facts of the case. Based on the facts, an examiner can proceed to the
next stage of the scientific enquiry.

The next stage in the scientific method is the forming of the hypothesis based on the
facts and observations made. This is the theory or set of theories that explains the ex-
istence of the digital evidence. Hypothesis formulation leads on to experimentation and
testing. The aim of experimentation and testing is to determine whether the hypothesis
can be strengthened or falsified, and this enables the examiner to determine whether the
digital evidence aligns with the hypothesis. This involves reconstructing the events that
may have occurred to confirm or refute the hypothesis formulated. Experimentation
eventually would lead to falsification or general acceptance. However, there are occa-
sions where the findings are inconclusive. This may occur in situations where there is
insufficient evidence available or where there is evidence of tampering. The final stage is
the conclusion where the findings and result of a thorough analysis are presented. These
findings are presented to the court or other decision makers as proof to a certain degree
of certainty [8].

In applying the scientific method to digital forensic examination, several models have
been proposed and are currently in use. These models are designed to ensure that
scientific methodology is applied in the examination of digital evidence. In the next
section, we provide a study of the scientific approach employed in a few digital forensic

examination models. These include Gladyshev’s examination model, Carrier’s model of



Chapter 3. Digital Forensics and the Science of Digital Forensic Examinations 25

digital evidence examination and Cohen’s model of digital evidence examination amongst

others.

3.2 Digital Forensic Examination Models

This section is focused on discussions around models that have been applied in the
examination of digital evidence in the literature. Several approaches have been proposed
with the goal of introducing science to digital forensics when digital evidence is examined.
These approaches include methods by Gladyshev, Carrier, Cohen, Pollitt and Olivier
amongst others. In this section, the approaches employed by these methods are discussed.
The first model discussed is the approach by Gladyshev [20] [18] [19] which explores an
approach to examining digital events represented as states in a finite state machine. The
second model discussed was proposed by Carrier [5] [6] explores the application of a
hypothesis-based approach to digital forensic investigations. The third model discussed
was proposed by Cohen [10] and is focused on studying complex occurrences starting
from its granular form, a bag of bits from which the forensic examiner proceeds to make
sense of the investigation. Furthermore, approaches employed by Pollitt [46] [47] and
Olivier [41] [39] are also discussed in this section.

The work by Gladyshev provides one of the notable approaches to establish a sci-
entific basis for digital forensics. Gladyshev’s examination model defines an approach
to examining digital events represented as states in a finite state machine. Gladyshev’s
Finite State Machine approach(FSM) [20] [18] [19] [41] [40] can be summarised as an
approach to finding all possible paths through a finite state machine, and in essence
all possible scenarios of an incident. Gladyshev’s model applies an event reconstruc-
tion algorithm to compute possible explanations of the incident. The key aspects of the
model are the evidential statement and the known facts. The evidential statements are
propositions or statements which represent known facts obtained from the evidence. The
known facts are truth statements which are accepted as facts of the case. The known
facts provide context for the investigation. The known facts also restrict the finite state
machine to a limited number of possible computations which enables plausible findings

to be made from the investigation.
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Gladyshev’s approach seeks to demonstrate the application of a finite state machine
in formalising event reconstructions in digital investigations. In his work, Gladyshev
notes that any program can be mapped to a finite state machine. Gladyshev expressed
the representation of a digital system or a program as a finite state machine depicted
as a graph. This depiction provides a view of the system to the forensic examiner
in two layers; the higher layer being the program and the lower layer being the finite
state machine. The finite state machine represented as a graph displays the states and
transitions within the system. States are points on the graph while transitions reflect
changes in state from one state to the next state. Based on this representation, all
possible states and state transitions can be represented and reconstructions from a state
can be made by tracing all transitions leading to the state.

In determining the plausible explanations for what may have happened in an incident,
Gladyshev notes that knowledge applied by the forensic examiner are in two categories.
The first category is the expert knowledge of the system’s functionality and design while
the second category is the knowledge of the system’s final states and outputs from each
state in the system. The findings are made from observing a system’s state and the
transitions between the states in a finite state machine at a point in time that enables
a forensic examiner to evaluate and reason about plausible explanations. These findings
also enable an examiner to determine whether the hypotheses made cover all aspects of
the investigation and to demonstrate a plausible reconstruction of the events that have
occurred while also making informed inferences about an investigation.

There are several limitations in Gladyshev’s finite state machine method. It is very
likely that state explosion will occur due to an exponential increase in the number of
states within any given system and especially in complex systems. In addition, while it
is possible theoretically to represent the entire set of states in a system, this approach
introduces prohibitive costs, time constraints and complexities in computation. Olivier
[41] in reference to Gladyshev’s model, illustrates these complexities using an example
of a system with n bits of storage. n bits of storage in a digital system would have 2"
possible states. Where additional storage is added, the states to be represented in the
finite state machine grows in exponential proportion and becomes unmanageable and

inevitably leads to state explosion. This makes Gladyshev’s approach practically limited
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in its application to real-life scenarios.

Carrier’s model [5] [6] explores a hypothesis-based approach to digital forensic inves-
tigations. The basis of Carrier’s work is to formulate a hypothesis or a set of hypotheses
and test these hypotheses to validate or invalidate them. Carrier considers artefacts to
be of two main types namely primitive artefacts and complex artefacts. Primitive arte-
facts are lower level hypotheses which are formulated about the design and capabilities
of a system. These are the building blocks and are mainly based on information that
can easily be measured or observed within the system. Complex artefacts on the other
hand are higher level hypotheses which are derived from observing and testing primitive
artefacts. In Carrier’s model, complex artefacts are the primary interest of the forensic
examiner in an investigation. Complex artefacts are hypotheses made about higher level
system events that are investigated by a forensic examiner.

Carrier in his work notes that the development of higher level hypotheses is where
an investigation typically starts. While primitive artefacts are of secondary concern to
the forensic examiner, they may still be tested for validity to show that the artefacts
are valid. However, complex artefacts are typically examined on the assumption that
primitive artefacts that constitute their building blocks are valid or can be tested and
shown to be falsifiable. Carrier, however, notes that all the claims made about the states
and events in a digital system require some degree of testing and these claims may be
higher level hypotheses or lower level hypotheses.

In separating lower level hypotheses from higher level hypotheses, Carrier considers
artefacts like the time when an event occurred, information on the size of a disk, data
file types and system configuration as primitive artefacts. Carrier notes that primitive
artefacts may not be completely reliable. For example, Carrier notes that formulating
a hypothesis on the time of occurrence of an event cannot be completely relied upon
due to the nature of digital evidence. Also, though Carrier’s method relies on testing
lower level hypothesis, it can be noted that lower level hypothesis is better tested by
measurement or observation. The time of occurrence, the size of a disk, the file type
and the configuration of a system are measurable and observable artefacts that may not
require the use of hypothesis as stated by Carrier [41].

It is much more realistic to calculate the time of occurrence of an event or measure



Chapter 3. Digital Forensics and the Science of Digital Forensic Examinations 28

the size of a disk to ascertain a conclusion than to hypothesise about the time frame
the event occurred or the size of the disk [41]. Carrier also noted that the theories in
most forensic science disciplines are published, generally accepted and testable. However,
Olivier [41] noted that Carrier’s work leads mainly to contextualised theories and not
theories which are published, tested or generally accepted. In a similar effort Olivier [41]
concludes that Carrier’s effort to apply hypothesis testing where it is more suitable to
measure or observe does not make digital forensics more scientific.

Carrier, like Gladyshev, also represents a system as a finite state machine. An impor-
tant difference between Carrier’s characterisation of finite state machine and Gladyshev’s
is that in Carrier’s characterisation, states can change from transition to transition. Car-
rier also suggests that the finite state machine itself can change between transitions using
an example of system changes due to the mounting and unmounting of disks. It can also
be noted that both Carrier and Gladyshev design their models in layers. However,
Gladyshev focuses on the lower layer, where states and transitions between states in the
finite state machine are examined while Carrier focuses on the higher layer, in develop-
ing and testing higher level hypotheses or complex primitives. Like Gladyshev, Carrier’s
model also suffers from state explosion in the finite state machine due to the exponential
increase in the number of states as more artefacts are added to the finite state machine.

Carrier’s examination process based on the scientific method includes the processes of
observation, hypothesis formulation, prediction and testing. In the observation process,
the system is observed, and relevant information collected for analysis. The process of
hypothesis formulation is based on what is observed. In this process, high-level and
low-level hypotheses are formed based on relevant information obtained from observing
the system. Based on the hypotheses formulated, the digital forensic examiner can make
predictions about the system and test these predictions against the evidence to validate
or invalidate a claim.

Cohen [10] in his work explores the physics of digital information as a new science that
can be suitable as a scientific background for digital forensics. His research work explores
the definition of rules that are accepted as facts within the field of information physics.
These facts are then applied based on this science to digital forensic examinations with

a view to validate or refute a claim or a formulated hypothesis.
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In defining rules within the physics of digital information, Cohen starts by defining
the attributes of digital data at the finite granularity of digital information, a bag of
bits. Cohen [10] notes that digital information essentially exists in two states. These two
states can either be represented as true(1) or false(0) and digital information is capable
of transitioning only between either of these two states. Cohen notes that in a digital
forensic examination, this level of granularity makes digital information predictable and
limits the possibilities when representing information and system instructions to a finite
number of values.

Cohen further notes that this same granularity can be observed with digital time
which is expressed in clock cycle times and rates or instruction processing speeds and
rates. This indicates that in a digital system, there are a limited number of instructions
a system can perform at any point in time. The predictability of digital information
is further enhanced as time itself is limited and therefore a finite data representation
in finite time offers more predictability in a digital system. A system’s instruction
processing speed and the rate at which instructions can be processed by a system in
relation to the time of occurrence can enable a forensic examiner to determine facts
about the capabilities of the system and how it would process digital information should
this information be required when examining the system or analysing evidential data.

In pursuing the physics of digital information, Cohen observes the nature of digital
data in relation to physical mechanisms and how observation affects their states. Cohen
notes that digital data can be observed without altering its state. While physical mech-
anisms that represent the data may be altered slightly when the data is observed, these
changes are not large enough to change the state of the bits represented. Aside from ob-
servation, exact replication of data can be achieved without altering the original state or
content of the original data. This poses several problems for a digital forensic examiner.
Information can be copied without affecting the validity of the original information, and
information can be transferred from one source to a destination without affecting the
source of the information. This indicates that information can also be created, altered
and stolen without it being noticed.

In order to make sense of digital information, there is a need for the information to

be provided within a contextual frame. Cohen noted in his work that the result of an
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examination can only have value when interpreted within the context of the occurrence.
Cohen limited the context of digital information to be within the FSM through which
the information is processed and the interpretation of digital information to the resulting
states and output observed or traces within the FSM.

Cohen observed that FSMs have many properties; one unique property is that due to
incomplete traces seen in FSMs, knowing the current or final state and the finite state
machine means that an examiner will be able to determine what prior states occurred,
the inputs and the sequence through which the final state was reached. However, as finite
state machines may have transitions from an initial state through a sequence of states
and reach a final state which may be identical to the state from which the finite state
machine initially started, the examiner may find that initial states and inputs in those
states may not be unique. This implies that the current state of the FSM does not imply
that its history or initial states are unique and that an effect or trace observed may have
different plausible causes. While Cohen’s focus initially was on finite state machines,
Cohen notes that a Turing machine is achieved with the addition of an unlimited tape
to a finite state machine.

Cohen then goes on to discuss the limitations of finite state machines and notes the
role of computational complexity in examining digital information. Cohen [10] notes that
where the mechanism of a finite state machine is clearly understood, the transformation
of digital nodes in a finite state machine from one state to the next requires space and
time which is proportional to the mathematical properties of the transformation. This
implies that the input, state and configuration of a finite state machine determines the
number of steps to achieve a desirable output. Additional input at a certain state in a
finite state machine may influence the time required to reach the desired output.

The focus in Cohen’s model is mainly on understanding the nature and structure
of data and how this structure can be applied in examining digital evidence. Cohen
also examined higher level structures i.e. programs in operating systems and notes the
impact different versions of programs have on evidence examination providing additional
structures that produce effects or traces within the system. The knowledgeable examiner
would be able to contextualise the information obtained based on the differences each

program version introduced to the system.
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In much of Cohen’s work, the overarching theme is to determine all the factors and
constraints that can be observed in the identification, analysis, interpretation, attribution
and reconstruction of digital evidence and the limitations that are often observed in
the validity and consistency of results that can be obtained from a digital evidence
examination. Cohen’s work relies heavily on the physics of digital information with the
basis that it provides the underlying information required for a forensic examiner to
properly identify, analyse and interpret evidence in a clear, concise way.

Cohen built on the background provided in his work on information physics and
further explored issues relating to the design and reliability of digital systems as well
as the reliability of forensic software used to examine and analyse digital information.
Cohen also explored and defined processes that are part of the digital forensic evidence
examination starting from evidence analysis and proceeding to interpretation, attribution
and reconstruction of digital evidence.

An alternative approach that moves away from formal computational models applied
by the previous three models discussed is one that applies two literary theories, narrative
theory and surrealism from the field of humanities and was explored by Pollitt [47] [46].
Pollitt in his work applies the theory of the narrative to derive a context and “story” or
explanation for the evidence under examination and the theory of surrealism to derive
a meaning from the evidence.

Pollitt [46] before introducing the ideas around his theories, makes a series of as-
sumptions about digital information and digital evidence. Pollitt notes that in general,
though evidence can be massive in size, most of what is relevant in a digital investiga-
tion for probative and exculpatory purposes is a small subset of the original evidence
collected from the scene of the crime. In addition, Pollitt hypothesised about the digital
space, the continued growth in the size of storage media, the increasing application of
computing devices, the continued increase in the amount of private and personal infor-
mation residing in electronic storage and how much information about an individual may
be obtained from these devices. These hypotheses continue to hold true as technology
continues to proliferate and find new areas of application.

Pollitt starts his examination by exploring the concepts of digital data, digital arte-
facts and digital media. He observed that digital data can be defined as “text” that is
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contextualised and has a meaning. According to Pollitt, “text” is not merely a number,
letter, words, sentences or even paragraphs, but is a recording that is meaningful within
a certain context. Digital artefacts or digital evidence such as program files, web server
logs and network activity logs are considered as text and the digital media that stores
these texts represent the collection, an anthology store or a digital anthology.

Pollitt applies two main theories in his work, the theory of the narrative and the
theory of surrealism. In applying the narrative theory, Pollitt defines a narrative as a
“story” that describes the text. The theory of surrealism on the other hand is applied to
derive meaning from the text. Pollitt noted that the adherents of surrealism applied the
theory mainly in games where the purpose of the games was to suppress the individual’s
consciousness and allow the unconscious to fuel the individual’s creativity. The idea
behind applying surrealism to digital examinations is to disrupt the flow of the narrative
by integrating the use of montage as a technique. Montage is applied as a technique that
observes a part of a whole in isolation. The strategy is then to place the parts together
to form a narrative, a plausible explanation for the evidence. Pollitt defines what he
termed the surreal narrative in which the narrative context and the montage are applied
from surrealist games to digital forensics.

Pollitt notes that in examining an individual’s anthology, an examiner seeks to iden-
tify all the data points that are relevant to a specific theme. Where the theme is that of
a digital crime investigation, an examiner identifies data points that indicate suspicious
criminal activities within the individual anthology. Much of the criminal plot in a digital
crime will be recorded in electronic media, an examiner is able to examine data points in
the media which provide a valuable amount of data points to the “subplot” of criminal
activity. Pollitt notes that the problem mainly encountered by an examiner is not a lack
of data and context, it is that a person’s life consists of various different complex data
points that are written in different contexts and limiting these data and contexts to a
manageable amount that provides an accurate picture of the individual in the context of
the “subplot” can be a challenge for the examiner. Digital forensics according to Pollitt
is made up of several nested narratives which include the narrative of how the digital ev-
idence came to be and the narrative of the content of the digital evidence. The problem

encountered by examiners is to identify narratives from the evidence and demonstrate a
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coherent complete meta-narrative from the selected narratives.

Pollitt noted that to build a system that applies the core concepts of the narrative
and montage, three things are mainly required. The first is to parse the electronic media
or digital evidence into narratives, the second requirement is to formalise the narratives
and the context of the investigation in a formal language or code for it to be computable.
The third requirement is to understand the different levels of completeness and reliability
of the narratives to apply appropriate weights for making reliable inferences about the
examination.

A final approach discussed in this chapter that seeks to apply science to digital foren-
sics is Olivier’s work on algorithmics [39]. Olivier in his research proposed algorithmics as
a suitable foundation for digital forensic science. The focus of his work was on applying
probabilistic algorithms to a whole range of problems that are considered intractable or
“hard problems” in computing. Olivier’s work is significant as it applies this method to
a difficult part of forensic science that several methods have been unable to satisfy, the
determination of the rate of error of computations. Olivier notes that a forensic examiner
can answer questions about the error rate accurately if the problem faced is probabilis-
tic in nature. Olivier, however, noted that theoretical results are often obtained from
tools and applications and the implementation of these tools is not without error. Error
in tool implementation introduces error rates in forensic tests and these error rates are
dependent on the input as certain tests produce different error rates when applied in

different situations.

3.3 Summary

In this chapter, the science of digital forensics has been discussed with the main aim
of demonstrating how science has been applied in digital forensic examinations. While
this chapter has focused mainly on discussing models proposed by Gladyshev, Carrier
and Cohen, there are other models in literature that are relevant to the science of digi-
tal forensics. These models have also sought to achieve the same purpose of proposing
a scientific basis for digital forensics. They include Casey’s model for digital forensic

investigation [8], Pollitt’s model which applies narrative theory in digital forensic ex-
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aminations [46] and Olivier’s work on the application of algorithmics in digital forensic
examinations [39]. These research works contribute extensively to the body of knowledge
of digital forensic science. It is important to note that this dissertation complements the
work done by these authors in achieving a scientific basis for digital forensics.

The next chapter introduces case study research as a method for digital forensic ex-
amination providing detailed discussion on various aspects of the method. The chapter
explores case study research as a scientific basis for digital forensics. Furthermore, Vir-
chow’s autopsy method is examined as a specialised approach of case study research
focused on performing post-mortem examinations in the medico-legal profession. While
case study research is seen in this chapter as a generalised approach to forensic ex-
aminations, it is shown to be suitable for specialised applications in digital forensic

examinations.



Chapter 4

Methods in Science and Forensic

Science as Paradigms for DFE

How do we examine forensic evidence? How do we make decisions or inferences about
what we have examined? How do we validate these inferences to show that our claims
are justified, and we are not biased in our conclusions? These questions are asked
by a forensic examiner every time an examination is required. There are, however,
other equally important questions that a digital examiner may fail to consider which
are crucial to ensuring that the examination is a valid one. These questions look at the
“scientificness” of the method used in examining the evidence. The Daubert standard
[12] [14] states a number of these questions and provides criteria for ascertaining the
“scientificness” of a method. A discussion on the Daubert standard was provided in
chapter 2.

The field of digital forensics has made considerable progress in research [42] but is
yet to attain a level of consistency and certainty comparable to those obtained in DNA
analysis mainly in inferences made during examination of evidence [36].

The highest state of inference in a digital examination is determining causality.
Causality relates to cause and effect. It is the determination of attributable causes
in relation to specific incidents, events or actions [62]. Inferences in a digital inquiry are
made mainly during evidence examination.

For evidence to be considered admissible in the court of law, a prerequisite is for it

35
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to be obtained through a forensically sound approach. A forensically sound approach
indicates that the principles and practices involved in the determination of the findings
obtained from the evidence and the conclusions inferred from the findings are grounded
in science [36].

To ensure the findings are grounded in science, a forensic examiner may apply a
general approach such as a scientific method or a specialised method established within
a scientific discipline or field of study such as forensic science. The scientific method
is the body of knowledge which is tried and tested from which scientific principles and
practices are derived and applied in the examination of phenomena, the acquisition of
new knowledge and the validation of already accepted knowledge [3] [27]. A specialised
method such as used in a forensic science field is also grounded in scientific method.
However, it provides an inquiry based on definitive processes and patterns of reasoning for
extracting and analysing information when examining specific events without tampering
with the evidence in a way that jeopardises the entire investigation.

Therefore, in establishing the cause and effect findings during evidence examination,
a forensic examiner must be able to show that scientific principles and practices grounded
by a scientific method or a specialised method in the forensic science discipline (grounded
in a scientific method) was applied, the outcome of which demonstrates the reliability
of the processes employed in evidence examination and ultimately the findings of the
examination phase.

The use of methods in science and forensic science as paradigms for establishing cause
and effect (causality) is well documented [27]. A paradigm is a framework that brings
together accepted concepts, theories and ideas which provide direction on how research
should be performed [27]. The application of methods in science and forensic science
as paradigms provide a consistent and reliable approach to ensure the legitimacy of the
findings of an inquiry. This is one of the main goals of the research, to consistently apply
methods in science and forensic science as paradigms in the determination of cause and
effect in digital forensics.

In the natural sciences, two methods that may be applied to digital forensics to
determine causality are experimental research and case study research [65]. The use

of experiments is well tested and scientifically accepted as a method for determining
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causality [6] [3] [16]. The case study research method, while also an accepted scientific
method is not widely used in the natural sciences [65]. Although experimentation is used
for a whole range of scientific studies, there are situations where it is not always possible
to carry out an experiment. In these cases, the only option left would be to carry out a
case study. In other cases, though experimentation is possible, carrying out a case study
may reveal even more findings during the examination phase than an experiment can
provide.

In the field of forensic science, and within established forensic science disciplines
with well-defined methods, there are methods that can be applied as paradigms in digi-
tal forensics. One of these methods is Virchow’s method of autopsy. Virchow’s autopsy
method is a specialised forensic science method of carrying out an examination to de-
termine the cause of death in a forensic environment. Virchow’s method was the first
systematic method developed for autopsy and has become the standard method for per-
forming autopsies.

This chapter introduces the application of the case study method, a general method
of scientific inquiry and Virchow’s autopsy method, a specialised forensic science method

as paradigms for digital forensics.

4.1 The Case Study Method as a Paradigm

To provide a clear perspective in this section, a definition of terms is provided.

A case is an instance, an event, an occurrence or a phenomenon. A case for example
may be a police investigation of illegal drug use, a criminal or civil proceeding where the
court makes a finding that reflects “the truth” based on the expert witness testimony
and evidence before it, a “network breach” case where the intrusion is investigated to
determine the cause and the actors. Investigating a case is essentially carrying out a
“case study”. In a forensic context, a case study would likely start at the examination
phase of an investigation. The investigation, however, may also form a larger case study.
However, the focus of this research on the examination of evidence restricts the scope of
the case study to the examination phase of the investigation, typically to what would be

carried out in the laboratory.
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As shown above, the term “case” has a different meaning in legal and scientific
settings. To avoid ambiguity, the use of the word “case” will not refer to a legal case in
any sense but will always refer to the instance, event or phenomenon of interest observed
in the case study. When referring to a legal “case”, we use the word “proceedings” as in
legal proceedings.

In the sciences, a case study may be a descriptive, an exploratory or an explanatory
analysis of a case. A descriptive case study aims to illustrate an event and the exact
context of the event. An exploratory case study aims to define the research questions
and hypothesis pertaining to an event. An explanatory case study aims to establish
causality.

Yin [65] defined a case study as two-fold: 1) the scope and 2) the features of the case
study [65]. In terms of the scope, a case study is an in-depth investigation of a real event
the cause of which is not fully understood and is investigated taking into consideration
all the conditions or circumstances that formed the event. In terms of the features, a
case study copes with events exhibiting complex conditions, relies on multiple sources of
evidence and supports the notion of theoretical proposition [65].

The above definition highlights why a case study is relevant. A case study helps an
investigator to understand a phenomenon while considering all the conditions pertaining
to the phenomenon. This differentiates a case study from an experiment which typically
occurs in a “controlled” environment. Therefore, an experiment cannot cope with events
exhibiting complex conditions [65].

According to Yin, a case study, like an experiment, can be used to answer “how”
and “why” questions [65]. Yin also noted that “the more your questions seek to explain
some present circumstance (e.g., “how” and “why” some social phenomenon works), the
more case study research will be relevant”. Answering “how” and “why” questions is an
approach to establishing causality. This is essentially determining the root cause of an
event, a process called root-cause analysis [21]. Note that the word “social” phenomenon
is used. Yin’s approach to case studies is designed from a social science perspective.
However, Yin did say that “...case study research is commonly found in both the social
science disciplines and the practising professions” [65]. Digital forensics is a practising

profession therefore an applicable field for case study research.
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4.2 Case Study Design

The design of a case study can be considered as having two main aspects that are
relevant. The first aspect incorporates five design components necessary to carry out
a case study. These are the questions of the case study, the hypotheses of the case
study, defining the unit of analysis, linking data or evidence to the study hypotheses
and finally, specifying criteria for interpreting the findings of the case study. The five
design components enable an examiner to approach an examination or case study from
a perspective that is based on a logical design. The second aspect of the design of a
case study involves the validation of the case study design. This aspect tests the validity
of each aspect of the five design components by incorporating four validation tests that
assess the quality of the case study design and the findings of the case study. The four
validation tests are construct validity, internal validity, external validity and reliability.

The rest of this section discusses these two aspects of the Case Study Design.

4.2.1 Case Study Design Components

Yin’s case study method highlights five design components. The first three components
within a case study design are the case study questions, the case study hypotheses, and
the unit of analysis. These three components aim at providing direction or focus for
the study, assisting the examiner in determining what other evidence is relevant to the
investigation and whence such evidence can be extracted. It is important to note that
these three design components are carried out before the evidence is examined. The last
two components within the case study method are linking data to propositions and the
criteria for interpreting the case study findings. Each of these components are discussed

below.

I. The Case Study Questions

An examination using the case study approach starts with the questions that are asked
of the evidence [65] [44]. These questions are what the examiner is expected to provide
answers to while examining the case. The questions are usually provided by the pros-

ecutor or the defence. A forensic examiner interprets the legal question (for instance,
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Did A kill B?) into questions that science can answer (for instance, what fingerprints or
DNA type are present at the crime scene or on the murder weapon? Is the genetic type
consistent with A’s profile?). Answers to these scientific questions can then be used to
make inferences and assist the court in answering the legal question [24]. In construct-
ing a scientific question, the element of guilt is lost and all that remains is a scientific
question.

Case studies are designed to answer “how” and “why” questions. It may be important
to note that to answer how and why questions, “what” questions may also be asked.
However, “what” implies identification, a process usually performed before the case
study is initiated. While it is likely that “what” questions may come up during the case

study, these questions can also be answered during the case study.

II. Developing the Case Study Hypotheses

These constitute the theoretical propositions or hypotheses that focus the study on what
needs to be tested within the study. Hypothesis generation, an integral part of the scien-
tific method [65] [3], is fundamental to any scientific activity. Without the formulation
and testing of hypothesis, a scientist cannot confidently state that a scientific activity
has been carried out [54] [24] [6]. Hypotheses are formulated by a forensic examiner
based on the questions that need to be answered. It also provides clarification on what
evidence may be useful and where potential evidence or data may be found. Exploratory
studies typically do not have propositions, but rather have a study purpose. Once the
questions are known, the examiner formulates a hypothesis or a set of hypotheses or
theoretical propositions around the questions [54]. This necessitates the experience and
scientific knowledge of the examiner as well as an understanding of the context of the
case [24]. The hypotheses establish what the examiner expects to demonstrate about
the evidence in question.

In the field of statistics, the development of theories produces two competing hypothe-
ses, the null hypothesis which states that the theory does not hold and the alternative
hypothesis which states that the theory holds. Hypothesis testing proceeds by finding
evidence that rejects the null hypothesis in favour of the alternative hypothesis. How-

ever, in Yin’s approach to case study research, various strategies and techniques are
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applied to derive an explanation for observed facts. These explanations are subjected to
testing before they are deemed proper explanations. Colloquially, one may refer to these
explanations as hypotheses but in order to avoid confusion with other uses of the word
“hypothesis”, we will refer to such use of the word as the “main hypothesis”. To test
the main hypothesis, one attempts to find rival explanations that would also explain the
observed facts. Effectively, these are attempts to disprove the main hypothesis. In this
dissertation, we will refer to these rival explanations as rival hypotheses when they are
tested.

Hypotheses are typically developed in sets with one of them being the main hypoth-
esis and the other, the rival hypothesis. The main hypothesis reflects what the examiner
expects to observe and demonstrate within the context of the examination. Rival hy-
potheses are plausible explanations that oppose the main hypothesis and are required to
be disproved. While there will always be plausible rival hypotheses, possibly the defence
or prosecutor’s version of events, the examiner must gather enough data that would
likely demonstrate support for the main hypothesis and/or refutation of the plausible
rival hypothesis under study. The examiner’s task is to show that given the context of
the case, the evidence shows that the main hypothesis is true. The forensic examiner,
however, has a duty as a scientist to be objective in the examination of evidence and
present explanations which might not benefit his client in the same manner accorded to

the main explanations of the case [24].

III. The Unit of Analysis

This involves the determination of what will be examined i.e. the case based on the
study hypothesis as well as the selection of two design choices. The first choice is between
applying a single and a multiple case design while the second choice is between a holistic
and an embedded design. A descriptive, exploratory or explanatory case study can be
designed as a single-case design or a multiple-case design.

A single case design examines a case in-depth to demonstrate whether the hypothesis
made about the case is true or that there are rival explanations that can explain the case
more explicitly. Essentially, a single-case study is carried out to confirm a hypothesis

or theoretical proposition. The goal may also be to capture relevant information or find
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rival explanations relating to the studied case. According to Yin, there are five main
justifications for carrying out a single case study: 1) A Critical case: A case where a
theory or theoretical propositions believed to be true are studied to determine whether
the propositions are correct or whether there are rival explanations which are more valid.
2) An Eztreme or Unusual case: A case where the event differs from widely accepted
theories or normal events. 3) The Common case: A case where a normal event is
investigated to capture expected conditions. 4) The Revelatory case: A case where an
event that was previously inaccessible becomes observable. A description of this event
alone is revelatory. 5) A Longitudinal case: A case where the interest of the research is
to determine whether in an event, certain conditions change over time.

A multiple case design examines two or more events to draw similarities and find
support for the study findings and/or refute rival explanations by predicting opposing
results to invalidate them. When a study requires an in-depth analysis of more than
one occurrence or event, a multiple case study is required. A multiple-case study also
provides more compelling evidence to support the inferences and conclusions made in
the study. Yin noted that to use a multiple case study design, one would have to apply
the logic of replication [65]. Yin highlights two sides of this logic: literal replication and
theoretical replication. Literal replication aims to predict similar results. A multiple
case study with two to three cases would refer to literal replication. The idea is to
study a case in-depth and find similar support for the study findings from examining a
second or third case to show a web of consistency. The aim of theoretical replication
is to predict opposing results and invalidate them. Theoretical replication extends the
logic of literal replication. To achieve theoretical replication, an investigator must first
achieve literal replication i.e. show that the main hypothesis of the study is supported
in multiple cases, two to three cases. After literal replication is achieved, an investigator
is required to carry out a further in-depth study of two or three more cases making the
disproving of plausible rival hypotheses the goal of the study. In this way, the examiner
can demonstrate that the rival explanations cannot possibly be true and, in the process,
further reinforce the initial findings of the study.

The secondary design choice is between a holistic design and an embedded design.

Here, the aim is to structure the case in such a way that facilitates the ease of study and
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reduces the complexity of the case when required. A holistic design allows an investigator
to study a case in its entirety, while an embedded design allows an investigator to study
separately a subunit or subunits of a case. The choice between a holistic and an embedded
design depends on the scope of the case. A simple case requiring an in-depth analysis of
an isolated event is suitably studied as a holistic case while a complex case with a chain
of events will usually require an embedded design. A single case or multiple case design
may, however, have a holistic or embedded design.

An example of a unit of analysis may be an entire computer, a local area network,
a cloud resource, in the case of network investigations, the units of analysis could span
across the Internet depending on the incident. Non-complex cases are simply studied
as a single-case study (one case) with a holistic approach which enables the examiner
to analyse the incident in depth. The more disperse the likely sources of evidence, the
more complex the evidence analysis will be. Complex cases involving disperse events
and evidence can be suitably analysed as a single-case study or multiple-case study (two
or more cases) with an embedded design. An embedded design allows an examiner to
break up a case into subunits that can be examined individually but with a focus on
triangulation of events, that is, linking results and findings from each subunit within the
one case for single cases, or subunits of each case within multiple cases together to show
certain consistencies within the case(s) and ultimately demonstrate a web of consistency
that reflects the findings of the examinations.

This is well illustrated in cases spanning several technological platforms and geo-
graphical jurisdictions where findings from each jurisdiction are linked to findings from
other jurisdictions to test the study hypotheses and to reflect the full context of the
case and demonstrate a web of consistency in the conclusions made about the case. At
this stage the examiner can identify other likely sources of evidence and where evidence
which may need to be examined can be found. The forensic examiner by establishing
what evidence is relevant to the examination eliminates the need for mining all evidence
for possible hits and allows the analysis to focus on evidence that is immediately useful

for analysis.
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IV. Linking Data to Study Propositions

This aspect focuses on testing the study hypothesis and demonstrating consistency and
possibly causality in the evidence under analysis. There are two processes within this
phase that must be achieved when analysing a case: the selection of a general analytical
strategy for examining the evidence and the application of analytical techniques to anal-
yse, interpret and draw inferences from the evidence under study. While the early stages
of the case study focus the analysis on immediately relevant evidence, the examiner
must now determine what analytical strategy to employ in evidence analysis with the
aim of linking evidential data to the hypothesis. This requires strong analytical thinking
ability on the part of the examiner and the experience and ability to use forensic tools.
While forensic tools are useful in extracting and manipulating data, it remains the job
of the examiner to establish useful patterns and triangulations from the data obtained
to demonstrate the hypothesis to be tested. In the selection of a strategy, an examiner
may choose to come up with an analytical strategy of choice [11].

In the selection of a general analytical strategy, the case study method provides four
strategies that an examiner may consider when examining evidence. The first analytical
strategy is to rely on theoretical propositions. This strategy focuses on proving or dis-
proving the study hypotheses, an obvious strategy since the questions that need to be
answered are reflected by the hypotheses or propositions made about the evidence. The
second analytical strategy is to work your data from the ground up. It focuses on the
data or evidence, an inductive approach unlike in the first strategy where the focus is on
the hypotheses. In applying the second strategy, the examiner looks through the data
to find interesting traces or clues that can lead to further analysis. These traces provide
a path or paths through which the data can be examined.

The third analytical strategy is to develop a case description. This strategy employs
the use of a descriptive framework, or a narrative [46]. A narrative is really a detailed
description or story about the event under examination. By applying this strategy, an
examiner is trying to tell a story about the occurrence and to provide a context to the
case. Developing a case description also allows an examiner to identify explanations that
should be analysed.

The fourth analytic strategy is to examine plausible rival explanations. While the
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above three strategies are extremely useful, there are usually always rival explanations for
an occurrence. In some cases, these rivals may not be mutually exclusive. This strategy
requires the examiner to identify plausible rival explanations that need to be addressed.
This strategy can be applied alongside the other three analytic strategies. For instance,
an examiner’s initial theoretical proposition may include rival propositions. There may
also be other clues found while studying the evidence that lead to rival propositions.
The description of a case may also produce rival propositions that should be analysed.
By addressing rival explanations, the examiner can strengthen the study findings. These
four strategies enable an examiner to link the evidence to the study propositions.

Within each analytical strategy, analytical techniques can be applied. The selection
of an analytical technique or a combination depends on the case. Applying analytical
techniques is also intended to deal with the problems associated with the requirement for
satisfying the validity of a case study which will be discussed in the section 4.2.2. The
analytical techniques are pattern matching, explanation building, time-series analysis
and logic models and are discussed below. These analytical techniques provide the
examiner with an ability to show logically how the conclusions of the examination were
made and taking into consideration all the factors that may have influenced the existence
of the phenomenon under study.

Pattern matching is applied mainly under the first strategy (to rely on the hypotheses
of the study) and is a technique applied by comparing patterns based on the findings
of the study with the predicted pattern or hypothesis made before the evidence was
observed and analysed. For example, an examiner may hypothesise that an individual
accessed a certain website and downloaded malicious software that was used to carry out
criminal activities and may have deleted traces of the individual’s activities. Usually,
one would expect to find traces of web activity on the suspect system but if these traces
have been deleted on the suspect system, we expect to find a gap in the web browser
logs when no web activity was recorded even though the suspect was active online at
the time. On accessing other sources of evidence such as web server logs, ISP logs,
firewall logs, an examiner may find web artefacts not present (deleted) from the suspect’s
computer confirming the initial hypothesis that the individual accessed and downloaded

the said malicious software. The matching of these patterns, the predicted pattern to
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the empirical pattern provides a strong argument for the findings made.

Ezplanation building is applied mainly under the second analytical strategy (working
your data from the ground up). The whole idea of this technique is to develop a narrative
that explains the phenomenon under examination by showing how each piece of the
puzzle came to be, the causal links, what caused what to exist and how each piece fits
into the whole. It can also be described as an attempt at tracing the interactions of each
piece and building up a narrative that explains its interaction with the whole.

Time-series analysis is an analytical technique applied in tracing the changes in the
state of a phenomenon over time. For example, reconstructing the state of a system at
the time a file was created and observing the intermediate states as changes were made
to the file until arriving at the final state. Another example is the reconstruction of
the web activities of an individual in time. Time-series analysis is therefore a form of
reconstruction that aims to specify “how” and “why” a phenomenon came to be.

Logic model is a form of pattern matching and is applied to break down complex
events into repeated cause and effect patterns to reflect how the conclusions were reached
from intermediate findings. This is also a form of event reconstruction. By reconstructing
the sequence of events that caused an evidence or phenomenon, a forensic examiner can
demonstrate that all the pieces of the puzzle are accounted for.

The use of any of these four analytical techniques within a suitable analytical strategy
enables the examiner to demonstrate the findings of the study from the evidence and
establish the consistency of the main hypothesis and /or the inconsistency of the plausible

rival hypothesis with the evidence.

V. Findings Interpretation Criteria

Finally, a forensic examiner will have to interpret the findings of the analysis of the
evidence using certain criteria [65]. During the interpretation of the evidence obtained
from the analysis of the findings, an examiner may identify explanations that rival the
findings made from the examination. Addressing these rival explanations can be used as
criterion for interpreting the findings of the examination. The more rival explanations

are addressed and excluded, the stronger the findings of the case study.
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4.2.2 Validating the Case Study Design

The validation of a case study design is an important step in demonstrating that the
findings made from the case study is consistent and reliable. Yin provides four tests that
can be used in validating a case study design. They include tests for construct validity,
internal validity, external validity and reliability. In satisfying these tests, important
principles or tactics must have been implemented while carrying out the case study.
These tests also ensure that the case study is consistent in its claims that the findings
of the case study are valid and that these findings are the outcome of a computational

process, a process based on an accepted scientific method.

I. Construct Validity

The test for construct validity critiques the justification for the evidence collected for ex-
amination. It determines whether the data collected is sufficient to answer the questions
that are asked of the evidence and tests the rationale behind the examiner’s decision on
what evidence to collect. What this means in a case study is that the data obtained for
the study should be justifiable. Given any question, the examiner must be convinced
that the appropriate piece of data was selected for the study.

Three tactics or actionable principles [65] can be applied to strengthen construct
validity: the use of multiple sources of evidence [8], establishing a chain of evidence [§]
[10] and peer reviewing the study’s findings.

The first tactic is to ensure the use of multiple sources of evidence. This is consistent
with Casey’s certainty scale which points out that evidence that is supported in multiple
independent sites has a higher certainty value than information on a single source that
could have been tampered with [8]. This ensures the case study findings are strengthened
by a web of consistency that can be established during the evidence examination. The
second tactic is to establish a chain of evidence, an important principle already estab-
lished in digital forensics [8] [11] [10] [60]. A well-documented chain of evidence confirms
that the evidence was handled correctly throughout the lifetime of the investigation. The
third tactic is to ensure that the draft findings of the case study should be reviewed by
key informants. This is to enable the key sources to validate the information they have

provided. In digital forensics, there are no key informants, because the evidence is pri-
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marily bits and bytes extracted from a computer system. Therefore, the closest to a key
informant review is a peer review of the findings by another forensic examiner or a peer
group. This includes a critical discussion of what has been analysed. [44]. This is a new
element in digital forensics that is not currently in use. Two subtypes of validity that
make up construct validity are convergent and discriminant validity. Convergent validity
measures the degree of similarity between data collected and discriminant validity tests
the unrelated of data collected for the study. This enables an examiner to assess the

accuracy of the study construct relates back to the study data.

II. Internal Validity

The test for internal validity critiques the findings of a study and is a main concern
for explanatory case studies (case studies which apply case description as an analytical
strategy.). Internal validity tests the logic that led to the findings of the study to confirm
that the findings reflect what was analysed. It critiques the forensic examiner’s findings
and asks the question “how can be we sure that our findings reflect the outcome of the
case and that there are no other factors that may have influenced our findings?” What
this means in any case study is that the conclusions should follow from the observation.
For example, if an event E; can cause F5 and an event F5 can also cause E3, how can we
explain with certainty that event E; and event Fy both caused E3 or that even though
event F5 was present, it did not contribute to Ejs.

Four tactics can be applied in strengthening internal validity. These are pattern
matching, explanation building, addressing rival explanations and logic models.

The first analytical tactic is pattern matching. Pattern matching [65] is a technique
that is applied by comparing patterns based on the findings of the empirical case study
with the predicted pattern(s) or hypothesis made before evidence collection. The whole
idea behind hypothesising is to show that the matching of predictions made before em-
pirical observation provide a stronger argument for the validity of the study. A simple
example is if we know a certain web browser was used to access a website, the critical
element of a web browser communication is that we expect to find information such as
the sender details in the destination web-server log, what browser was used, and the IP

address of originating network. Finding these artefacts shows that we are following a
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structured approach.

The second tactic is explanation building, considered a special type of pattern match-
ing. The process of explanation building is mainly to analyse the evidence by building an
explanation about the case. Explaining a case is essentially establishing the relationships
between the variables or conditions of the case. This is an attempt at interpreting the
evidence by accounting for all the conditions that produced the evidence and showing
that all the pieces fit into the case.

The third tactic used to meet internal validity is to address rival explanations. Rival
explanations or theoretical propositions must be developed and expressed in a way that
the conditions of these rival explanations are mutually exclusive, that is, if one explana-
tion is valid, the other cannot be valid. For instance, a forensic examiner might recognise
a rival explanation for an occurrence, say in a child pornography investigation, where
the suspect may claim that a Trojan was responsible. The forensic examiners’ task is to
rule out the possibility of the presence of a Trojan. Using pattern matching, the forensic
examiner can show that for a Trojan to be present, it is expected that certain specific
system files would have changed, and certain unusual activities will be present in the
system. Proving that these expected changes and activities are not present addresses
the Trojan issue and strengthens the findings of the investigation.

The fourth tactic is the use of logic models as an analytic technique for internal valid-
ity. Logic models are another form of pattern matching. However, it can be distinguished
from pattern matching in that it breaks down a complex chain of events into repeated
cause-effect patterns to reflect intermediate findings and final findings [65]. This is a
form of event reconstruction. By reconstructing the sequence of events that caused the
evidence, a forensic examiner can show that there are no missing pieces in the puzzle

and account for all the conditions that produced the evidence.

I11. External Validity

The test for external validity tests the generalisability of the study findings beyond the
immediate study. It asks the question “will the findings be the same for a similar case”.
In a case where the findings are causal, the question may be whether or not “for all

cases, an event I will always cause another event Fy?”. To fulfil this requirement, an
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examiner may consider applying analytical generalisation which aims to show that the
findings of a case explain what was observed in that specific case. However, if in another
similar case, an examiner finds that there may exist another possible explanation, then
it is important to show that the findings of the previous case do not apply. The tactics

applied in strengthening internal validity are also applied to strengthen external validity.

IV. Reliability

The reliability of a case study is crucial to ensuring that its findings are consistent, and
a structured approach was followed in carrying out a case study. The goal of reliability
is to minimise errors and bias in a case study. To ensure reliability, the case study
must provide a full documentation of evidence, processes as well as the actions taken
throughout the study. The importance of documentation is to show that a structured
approach was followed in carrying out the case study and if the same case study were to
be repeated by another examiner using the same procedure, it would be very likely that
the other examiner would arrive at the same conclusions.

In summary, these four tests (construct validity, internal validity, external validity
and reliability) can be applied in assessing the quality of case study designs. These tests
ensure that the study findings are consistent with the underlying theoretical propositions,
have been peer reviewed, and that the case study is repeatable and rival explanations

are taken into consideration to reinforce the study findings.

4.2.3 Modelling the Case Study Design

Figure 4.1 and Figure 4.2 displays design model of the case study. In Figure 4.1, The
model is illustrated as from a bird’s eye view while Figure 4.2 is a detailed model incorpo-
rating the design components, validity tests, principles or tactics as well as the strategies
and techniques for carrying out a case study in a logical manner. These models are
not discussed again in this section as they have been discussed in earlier sections of this

chapter.
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Figure 4.1: A Model of the Case Study Design.

4.2.4 Examples on applying Case Studies in digital examina-

tions

In digital forensic investigations, the examination of digital evidence starts when the first
responder hands over forensically sound copies of the digital evidence and a case file to
the forensic examiner. The case file contains details of the “case” and the questions that
need to be answered by the examiner. The goal of the forensic examiner is to demonstrate

his findings based on the evidence. We examine three basic case study examples below.

Using a simple example, a forensic examiner is given a digitally signed document
and a suspect’s public key. The forensic examiner is asked to examine the document
and determine if the document was signed using the suspect’s private key. The
examiner simply must show whether the document has really been signed with the
suspect’s private key. The examiner’s finding would be a simple “Yes” or “No”, a

decision problem.

In a slightly more elaborate example, a forensic examiner may be given two emails
M; and M, which are purported to be sent by a suspect S using the S’s system
to a receiver R. The suspect S admits sending the first email M; to R but denies

sending the second email M,. The forensic examiner’s task is to determine if the
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suspect S sent the second email M, to R.

The forensic examiner’s objective here will be to analyse the email messages and
find similarities between the first email M; and the second email M,. The examiner
may request further data such as an image of the suspect’s system, mail server logs
and ISP logs to make definite findings pertaining to the case. The examiner’s
findings in this case will not be definite. It will be to the level of certainty by
the examiner of the inferences made and the consistency of data examined. The
examiner’s finding may also be inconclusive which would mean the examiner does
not have sufficient evidence to examine the case (mail server and ISP logs deleted,

suspect’s system not available).

The email example above can be suitably analysed using Yin’s approach to case
studies. It is a multiple case-study design which is aimed at literal replication.
Using the case study approach, our first step will be to define the case study
question: How possible is it that these two emails M; and Ms sent to R did not
originate from the suspect S? From this question, we derive our hypothesis that
the email messages M; and M, were received at R, and allegedly originated from
the suspect S. The unit of analysis defines the interest of our research, which is
an in-depth study of the two email messages (specifically the email headers) to
establish if there are consistencies between them. At this point, the examiner can
identify what other sources of evidence are relevant to the case e.g. the suspect’s
system, the mail server logs and ISP logs of the suspect system. The next step
would be to link the study findings or data to the propositions. This is where the
analysis of the emails are done and the examiner studies in-depth the email headers
of both emails in order to find and establish a web of consistency, the suspect’s
system to establish if both emails can be found in the mail client specified on the
mail header, the server logs and ISP logs to establish if the path the emails followed
is consistent with the assertion that the emails originated from the same source

computer.

The examiner then considers how he would interpret his results or findings by
establishing criteria for interpretation of the case study’s findings. Consistencies

found in the server logs, ISP logs and the suspect’s computer strengthen the find-
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ings that the email M, originated from the same source as M;. While of course, a
rival explanation may exist, the task for the examiner is to show that these rival
explanations are unlikely or practically infeasible given the strength of the find-
ings. Identifying and addressing rival explanations strengthens the study findings
and the more rival explanations are addressed, the stronger the examiner’s findings

become.

A final example is detailed as follows: In the investigation of a murder case, an
examiner is tasked to show the sequence of events that occurred using several
witnesses’ phone records to demonstrate the reliability of the defendant’s version
of events. The examiner is presented with a case file containing the facts of the
case. The study question can be stated as “How can we show that the phone
records of several witnesses provide a sequence of events that is consistent with the
version of events as described by the defendant?” Here, we see that the examiner’s
goal is to determine if in this case, the sequence of events is consistent with the
defendant’s version. This requires a single case study design approach. The single
case design approach requires an in-depth study of the witnesses’ phone data to

reconstruct the sequence of events.

Next, the examiner defines the study propositions. Based on the study question,
the hypothesis may be that the witness’s phone records agree with the defendant’s
version of events. The unit of analysis is to study the phone records of the various
witnesses concerned and construct a sequence of events to establish the study
propositions. Another relevant source of evidence would be the service providers’
call logs, which can be used to confirm the witnesses’ call and timestamps. During
analysis, the examiner analyses the timestamps on the witnesses’ phones, creates a
reconstruction of the time lines and establishes its consistency with the defendant’s

version of events.

Identifying the criteria for interpreting the results is crucial. As discussed earlier
in the email case study, explaining inconsistencies found during the analysis stage
serves to strengthen the study findings. The witnesses phone clocks may not be

synchronised with the mobile service provider’s clock and when different mobile
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providers are involved, the inconsistencies are bound to increase.

4.2.5 Documentation on Yin’s work on Case Studies

Yin’s work on case study research is not an isolated idea. It is widely accepted and
has undergone five editions of publication [65] and over a hundred and sixty thousand
citations on google scholar. It is important to note that much of what happens in
a forensic laboratory already reflects what we understand in the work of Yin. Yin’s
approach to case studies therefore validates what we as digital forensic professionals do
and provides the field with a formal scientific backing. The approach further extends the
forensic processes by providing quality indicators for assessing the findings of a digital

investigation.

4.3 The Virchow Method for Autopsy Examination

as a Paradigm

Virchow’s method [57] of carrying out autopsies provides a systematic and scientific
approach to performing post-mortem examinations. As noted in the introduction to
this chapter, the method is the first systematic method developed and is the standard
method for performing autopsies from which newer methods have evolved. As in the
first section on case studies, a definition of terms is required. The similarity of the terms
is also highlighted so the reader may gain insight into the distinct use of terms in the
methods.

In an autopsy, the examination’s core focus is on the object of investigation. The ob-
ject of investigation is the corpse to be examined. In normal autopsies, should a patient
die while under treatment of some ailment involving a specific organ, the object of inves-
tigation may be confined to that organ and other organs may be secondarily observed.
An autopsy, also known as a post-mortem examination, is a specialised examination of
a corpse that aims to determine the cause and manner of death and the way the death
occurred. This is similar to a case study. A prognosis is a statement that speculates the

likely cause of death. This is the similar to a priori in a case study.
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The clinical anamnesis is also called the medical history. It contains information
gained by a physician from past interaction with a patient when alive. This information
is gained typically by asking specific questions, either of the patient or of people who
know the patient and can provide the required information. However, as the focus is on
autopsies, this indicates that the object of investigation i.e. the corpse is in no capacity
to provide a medical history. For an identified corpse, an history of prior treatment may
be obtained. In some cases, such as if the corpse is unidentified, a clinical anamnesis
cannot be obtained.

It is important to note that an autopsy is a specialisation of a case study. A case
study provides a generalised approach to understanding any occurrence or event while
an autopsy is a more specialised approach used to gain insight into the cause of death.

The rest of this section examines the Virchow autopsy method and its application as
a specialised forensic science method for determining the cause of death. In discussing
this method, the emphasis is on the underlying principles that inform the application of

the method in post-mortem examinations.

4.3.1 Requirements for Autopsy Examination

An autopsy commences after the death of a patient or an individual. The cause of death
may be because of natural or unnatural causes. The aim of an autopsy is to ascertain
the cause of death. The first step in this process is to obtain a medical history.

In the determination of the cause of death, there are several considerations and
it therefore becomes imperative to provide some context to the process from which
a medical history is obtained. While the patient was alive under medical care, the
practitioner would determine what organ would be investigated and should the health
of the patient deteriorate, and death occurs, an autopsy may be required. In situations
where the cause of death was normal or by natural causes, the autopsy would usually be
confined to the same organ with a brief examination of other organs. However, should
there be evidence that shows that the cause of death may be unnatural, it becomes
necessary to examine the corpse in detail as the object of investigation.

The medical history determines the course of the autopsy examination, the questions

that need to be answered regarding the object of the investigation. It is important
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to note that the medical history can only be obtained while the patient is alive. An
unidentified corpse will not have a medical history. However, a proper autopsy with or
without a medical history, if the corpse is unidentified, would have a prognosis.

The medical history implies the existence of a posteriori (knowledge from previous
experience) from which the a priori can be developed about the object of investigation
- the case - before examination (empirical observation) is conducted. It is therefore
important to note that without a correct knowledge of the underlying principles and the
body of knowledge of the field, the application of the method would likely yield false
results from which incorrect inferences would have been made.

Virchow’s method of autopsy examination was designed for medico-legal purposes
i.e. examining unnatural death for obtaining evidence and making inferences that can
be admissible in the court of law.

Virchow’s method relies on two main requirements to ensure and demonstrate the
reliability of the findings of the examination. The first requirement is for a complete
examination covering the degree of changes in every organ. The second requirement
necessitates the examination should be carried out with the utmost care to ensure the
least possible disruption to the connection of the parts or organs. This is to ensure
consistency in examination and provide certainty that the findings are consistent with
the observations as well as the admissibility of evidence for legal purposes. A discussion
of these requirements is covered in the rest of this section

The first requirement is for a complete examination covering the degree of changes
in every organ. Unlike autopsies for natural death situations where an organ may be
the object of the investigation and other organs are subjected to a brief examination,
Virchow’s method emphasises the completeness of the examination requiring an in-depth
examination of the corpse in a methodical manner. This requirement becomes even
more relevant should the findings of the autopsy be questioned in aspects relating to
other organs. The emphasis on the completeness of the examination ensures important
observations are not omitted during the examination.

The second requirement is to carry out this examination with the utmost care that
ensures the least possible disruption to the connection of the parts. This requirement

places emphasis on the exactness of the method. While examining the organs, the
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practitioner must ensure utmost care is taken to limit changes to the state or linking of
the organs. This is equally important for forensic purposes as there is the need to exercise
every precaution in ensuring that the evidence is presented without loss or change at the
disposal of the law.

The two requirements discussed above ensure that the method applied is complete
and exact. Since a methodical approach presupposes the existence of a definite plan, the
insistence of the completeness and exactness of the implementation of the plan guaran-
tees the integrity and consistency of results. However, there will be situations where a
deviation from the method is not only required but necessary. In such a situation, the
practitioner can alter the course of the examination on well-established grounds while

ensuring that the motivation for which such alterations are necessary is well documented.

4.3.2 Virchow’s Examination

Virchow’s Autopsy method can be broadly classified into two parts: external examination
and internal examination.

The first part, external examination involves the identification and description of the
external state of the object under investigation, that is, the case. The purpose is to
reflect the external attributes of the elements of the case. To illustrate this concept, in
an autopsy, the external examination would observe the body specifying attributes such
as the sex, age, height and structure of the body as well as observations that can be
noted on all parts of the body such as the head, hands, face, hair and nails for marks of
external injuries specifying attributes such as colour, foreign bodies, condition.

The second part, internal examination involves the dissection of the body in a me-
thodical manner in order significantly examine every organ in detail while ensuring the
least disruption in the connection of the organs examined. In situations where the prac-
titioner may deviate from the methodical approach required by Virchow’s method, this
deviation is allowed and may be necessary based on the uniqueness of the case under
examination. The practitioner should, however, be able to support logically with well-
grounded motivation the rationale for deviating from the method. The most important
and most difficult step in the scientific performance of an autopsy is the reasoning and

motivation behind the decision to follow a set of processes in every aspect of the exami-
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nation.

An equally important step in Virchow’s method is the need to document the ex-
amination process as well as the reasoning process that motivated the selection of the
procedures used in the examination. Following a prescribed approach not only guaran-
tees completeness and prevents the omission of important aspects of the examination, it
also ensures that a repeatable, reliable documentation of the examination can be collated

in a manner that reflects a methodical approach.

4.4 Exploring the Methods

The case study method is a scientific method, an approach that is generalised for examin-
ing an occurrence or phenomenon. Virchow’s method on the other hand is a specialised
forensic science method specifically designed for examination during autopsies. Both
methods, however, focus on achieving the aim of establishing reliable findings about the
cause of a specific occurrence using approaches that are methodical and grounded on a
scientific body of knowledge.

This section provides a preliminary exploration of the two methods in tandem with
a view to derive a methodical approach that further contributes to the examination of
occurrences in such a way that advances the certainty of findings for forensic examina-
tions

As the reader may have now realised, an autopsy is really a case study. The logic that
the autopsy method implements is very similar to that of the case study method. The
issues that underlie a case study also underlie the autopsy method and it is important
to note that the goal of the autopsy method maps to the goal of the case study method.
An important goal is to ensure completeness and exactness of the method as well as to
eliminate bias and errors in the examination. Each of these aspects are explored in this
section.

Logic implies a structure, a course of action or a definite plan that guides the im-
plementation of a system or method. Logic enables valid reasoning and deductions to
be made when examining an occurrence. Methods, i.e. Virchow’s Autopsy and Yin’s

Case study method, implement very similar logic in the examination of an occurrence.
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In a case study, questions are asked of the occurrence from which hypotheses are made
that need to be tested. The questions in a case study maps to what is obtained from a
clinical anamnesis. As indicated earlier, an unidentified corpse would not have a clinical
anamnesis. Whether or not a clinical anamnesis is made, the main question of the au-
topsy is to determine the cause of death. Therefore, a prognosis can still be made about
the object under investigation.

The case study method introduces the logic of replication using several techniques and
strategies. The idea of replication logic provides the examiner with the ability to test the
study hypothesis using literal replication and disprove rival hypotheses using theoretical
replication. The whole idea is based on establishing causal relationships using multiple
sources of evidence and ultimately showing consistency, or a web of consistency that
supports the hypothesis in the case.

The case study method employs several analytical strategies and techniques. An
obvious analytical strategy employed in the case study method is to focus on proving
the hypothesis. A second analytical strategy is to work the data from the ground up.
Using this strategy, the examiner analyses data to find interesting patterns and traces
within the evidence. This strategy is interesting as it maps to the logic employed by
Virchow’s method. Virchow’s method studies the object of investigation on an organ
by organ basis in a systematic order. FEach organ is observed covering the degree of
changes while it is necessary to ensure the least disruption to the connection of the parts
or organs.

Virchow’s method further provides unique insight into an aspect of the logic used
in the method which illustrates the issue of completeness and exactness of the method.
In the examination of an autopsy, it may be necessary to deviate from a predetermined
course of action. Such a deviation is allowed. Furthermore, he states that “In a sys-
tematic and scientific performance of an autopsy, nothing is more difficult, and at the
same time more important than the insight into the reasons for pursuing a definite order
of sequence in every detail of the examination” [57]. This implies that the reason for a
practitioner’s decision for taking a course of action must be supported by valid reasoning
and documented.

To ensure completeness and exactness of the method, the case study method employs
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the use of validity tests: Construct validity, Internal validity, External validity and Reli-
ability. The use of criteria for interpreting the findings of the analysis also supports the
completeness of the method. One of these important interpretation criteria is the ad-
dressing of rival explanations that do not support the hypothesis of the study. The more
rival explanations are addressed and excluded, the stronger the findings and inferences
made from the examination.

The goal of the methods is implicit: To present a consistent complete examination
of the case or object of investigation. To determine the cause and possible attribution
of causes in relation to the effect observed. To ensure consistency of results and the
reliability of findings made from the examination.

The case study method and Virchow’s autopsy method have similar logic but also
together can provide more consistent results when employed in the examination of oc-

currences.

4.5 Summary

This chapter provided a description of two methods, a scientific method and a forensic
science method that can be applied as paradigms to incorporate scientific principles and
actions in a forensic process. Of utmost importance in both methods is the need to
follow a methodical approach, the specifying of a priori that provides a focus for the
examination and the documentation of the processes carried out within the examination
process. The need for a methodical examination cannot be over emphasised. An un-
methodical approach greatly limits the subsequent documentation of the examination.
An unmethodical approach obliterates the existent condition of the parts of the object
under investigation. An unmethodical approach to an examination will undoubtedly
yield errors and ultimately, the opinions based on these results will be false.

In the next chapter, the focus will be on developing and applying a conceptual frame-
work based the principles presented in this chapter to examining digital evidence. The
next chapter applies the principles and techniques derived from the case study research
method to digital evidence examination and demonstrates the suitability of case study

research as a scientific basis for digital forensics.



Chapter 5

A Framework for Digital Evidence

Examination

Chapter 4 provided an introduction to Yin’s approach to the case study method and
Virchow’s method of autopsy examination. Yin’s case study method was explored as a
general method of scientific inquiry and Virchow’s autopsy method, as a specialised foren-
sic science method. The intricacies of applying the methods and their use as paradigms
for digital forensics were also examined. Virchow’s method of autopsy examination was
observed to essentially illustrate a specialised method of case study examination.

This chapter examines the application of the case study method as it relates to digital
evidence examinations. The approach is to apply the principles and techniques derived
from the case study method in the examination of digital evidence. Several concepts are
defined in this chapter to provide context for digital examinations. This chapter aims
to adapt the principles and techniques derived from the case study method to digital
forensic science and demonstrate the viability of the case study method to digital forensic
examinations. As noted earlier, the highest state of inference in a digital examination
is determining causality as it relates to observed phenomenon. As such, this chapter
commences by examining causality and its intricacies and goes on to apply the concepts
adapted from the case study method for conceptualizing digital evidence examination
using case studies.

Causality is about drawing relationships between an observed phenomenon - effect -
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and its cause(s). The effect is the evidence under observation. In forensic examinations,
establishing these relationships implies proof and validity of the findings of a forensic
examination. In establishing cause and effect relationships, a forensic examiner analyses
evidential data obtained from the evidence and identifies patterns within the data that
may be used in establishing different paths or relationships for evidence attribution.
An understanding of the patterns within data and their application in establishing or
refuting hypotheses made by a forensic examiner is central to establishing the findings
of the forensic examination.

To demonstrate causality, a forensic examiner will look for consistencies within the
evidence. Consistencies found provide validity of causal findings made during examina-
tion. These consistencies ultimately form a web of consistency which provides proof for
the findings of an examination. A web of consistency provides proof that supports the
facts of the findings and validates supporting information that validates or invalidates
the hypothesis made by a forensic examiner. The concept of establishing a web of con-
sistency is further supported by Casey’s certainty scale [8] which notes that evidence
supported by multiple independent “and verifiable” sites have a higher certainty value
than information obtained from a single source that may have been tampered with.

This chapter presents a framework for examining forensic evidence by applying the
case study method in establishing a web of consistency within forensic evidence and
ultimately demonstrating causality. Section 5.1 provides a brief introduction to cause
and effect as it relates to digital forensic examinations. Section 5.2 derives concepts and
ideas from Yin’s case study method and Virchow’s method of autopsy examination and
applies these concepts to develop a framework for examining digital forensic evidence
using the case study method. Section 5.3 further reinforces the concepts of causality in
digital systems and applies the framework in example digital occurrences. Section 5.4

concludes the chapter.

5.1 Nature of Cause and Effect

Evidence exists in different forms. Locard’s principle on the transfer of evidence stip-

ulates that the act of committing a crime leaves traces or artefacts at the scene of the
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crime [24]. Tt is also possible that artefacts are also taken from the scene of the crime. In
digital systems, Locard’s exchange principle also holds. A digital crime leaves traces on
several systems and on the systems from which the crime was committed. This section

explores the nature of cause and effect in relation to digital evidence.

Cause - The Source of Evidence

A cause triggers an effect. An effect may have several plausible causes. These plausi-
ble causes provide rival explanations that explain an observed effect. Establishing the
real cause from several plausible causes is essential to establishing the findings of the

examination.

Effect - The Evidence

An effect is an observed phenomenon, the evidence that reveals an occurrence or a crime.
An effect can be observed in two forms namely actively or passively. An active effect
reflects the main occurrence, which can usually only be observed while it is happening.
In most cases, active effects are transient. A passive effect reflects the trace or side effects

that are due to the occurrence of the active effect.

5.2 Forensic Evidence Examination

Chapter 4 provided an approach for examining phenomena using the Case Study method
and Virchow’s method of autopsy examination. This section brings together concepts
and ideas from the application of these methods for conceptualising digital evidence

examination.

5.2.1 The Examination Process

The process of carrying out a proper forensic examination involves several aspects to en-
sure the reliability of the findings of the investigation. Three aspects that may determine

the outcome of a forensic examination process are the forensic examiner’s experience and
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knowledge of the field of expertise in which the evidence is being examined; the formu-
lation of the hypotheses of the forensic examination and the testing of hypothesis of the
examination. These three aspects impact on the reliability of the findings of a forensic

examination and are explored in this section.

The Body of Knowledge

The first aspect requires a forensic examiner to have the experience and scientific knowl-
edge of the forensic field to practice within that field. The understanding of the body
of knowledge of the field is a necessary requirement for all forensic science disciplines
[24][36]. An examiner must have expert knowledge of the field in which the examina-
tion is intended to be carried out. Without expert knowledge of the field, an examiner
cannot consistently make valid claims, nor will the hypothesis be based on the body of

knowledge and experience gained from the scientific practice within the profession.

Hypotheses Formulation

The second aspect is the development of hypotheses. The formulation of a hypothesis
is based on the questions that are asked about the evidence. Hypothesis formulation
plays an important role in the examination of evidence. The process of formulating the
hypotheses also guides the examination phase. As earlier noted in 4.2.1, hypotheses are
typically developed in sets with one of them being the main hypothesis and the other,
the rival hypothesis. The main hypothesis reflects what the examiner expects to observe
and demonstrate within the context of the examination. Rival hypotheses are plausible
explanations that oppose the main hypothesis and are required to be disproved.

In forming a hypothesis, an examiner typically would seek to explore one or two main
forms of questions during the examination of evidence. In its first form, the examiner
may be required to address a decision problem [39]. In its second form, the requirement is
to address a narrative problem [46] [47]. The decision problem addresses the examination
of evidence in terms of the main hypothesis.

For example, “Do these fingerprints match?” A generic decision problem in digital
forensics may be stated as “Does this pattern occur on the disk?” where the pattern may

refer to a software signature, execution of a malicious software, a downloaded software
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or evidence of an intrusion or compromise on a network. A decision problem usually
produces a definite result, that is, a “yes” or a “no”. The narrative problem on the other
hand addresses the examination in terms of causality. For example, “what is the cause
of death?” A generic formulation of a narrative problem in digital forensics is “what
caused this pattern to occur on the disk?” where the pattern is as illustrated above. To
further explore the use of decision problems and the narrative in digital forensics, these
cited publications [39] [46] [47] may be of interest to the reader.

The formulation of hypotheses may take any of the two forms discussed above. While
a narrative problem may also be interpreted in the form of a decision problem, both forms
serve different purposes but also achieve the same goal of explaining the findings made
from the evidence examination. The formulation of hypothesis should be done before
examining the evidence to ensure that the examination is free of bias and errors [36] [40]

and provides a focus for the examination of the evidence.

Hypothesis Testing

This leads the forensic examiner to the third aspect which is the evidence analysis phase.
The main purpose of this phase is testing the hypothesis made by the forensic examiner.

In testing a hypothesis, an examiner examines the likelihood of an occurrence reaching
a definite conclusion. In the example where the question “Does this pattern occur on the
disk?”, the examiner may seek to demonstrate the occurrence of the pattern on the disk.

¢

The result may be a “yes” or a “no” which is a definite result. However, the result may

“maybe” indicating that what is observed does not provide sufficient proof to

also be a
confirm or deny the plausibility of the pattern occurrence. This may occur in cases of
file deletion, evidence tampering and so on.

The question “what caused this pattern to occur on the disk?” examines the occur-
rence in terms of causality. The examiner may seek to demonstrate that the pattern
is attributable to a certain cause - confirming the hypothesis. However, in doing this,
the examiner must also actively identify evidence that refutes this hypothesis. An ex-
aminer may successfully be able to show that a certain effect is attributable to a cause.
However, to reinforce the finding, an examiner is required to refute other plausible rival

explanations.
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To ensure the reliability of the findings, a methodical approach must be applied
analysing the evidence, establishing causal relationships and demonstrating a web of
consistency between the evidence and its plausible causes. There are several strategies
and techniques that can be applied. These techniques are pattern matching, explanation
building, time-series analysis and logic models briefly discussed below. Also, for multiple
case studies, an examiner may use the cross-case synthesis technique which applies the
logic of replication namely literal replication and theoretical replication.

The pattern matching technique enables an examiner to compare predicted patterns
or hypotheses made before examination against observed patterns. Predicted patterns
are hypotheses specifying expected findings made based on the body of knowledge about
the occurrence.

The explanation building technique enables an examiner to develop a narrative of
the case by specifying a set of causal relationships about the occurrence or explaining
“how” and “why” the occurrence happened. This involves making an initial hypothesis
or explanatory statement about the case, then testing the explanatory statement and
revising it to reflect the new findings within the case. The revised explanatory statement
is then tested again as new findings are made in an iterative manner until an explanatory
statement is made that fully reflects the final findings of the case.

The time-series analysis technique enables an examiner to observe an occurrence
bringing together key aspects of the occurrence in a chronological order as it happened
over time. The chronology also reflects the case as a set of causal relationships showing
which aspect caused or contributed to the existence of the other aspect of the case.

The logic model technique enables an examiner to break down complex occurrences
into repeated cause and effect patterns which demonstrate how the final findings were
made from intermediate findings within the case.

Another technique which is equally important is the cross-case synthesis technique,
mainly used in multiple case examinations. This technique applies the logic of replication
which has two sides: literal replication and theoretical replication. By using literal
replication, an examiner can select several cases to demonstrate similar findings. This
also provides a web of consistency. Theoretical replication enables an examiner to select

and examine another set of cases while predicting opposing results and invalidate them.
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Whatever strategy or combination of strategies are employed in examining a case,
an examiner must take note of and address plausible rival explanations found within the
case. To achieve this, an examiner must also collect data on possible rival explanations
and examine them to demonstrate their unsuitability. Using the explanation building
technique, an examiner must build in an explanation to rival explanations as the case is
explored. Using the time-series analysis technique, an examiner can show that the rival
explanation does not fit the chronological pattern and therefore is unsuitable to explain
the case. Also using the logic model technique, an examiner can demonstrate that rival
explanations cannot be reached from intermediate findings.

The goal of addressing rival explanations is to demonstrate the unsuitability of the
rival explanation in sufficiently explaining the case. The refutation of rival explanations
reinforces the findings of a case. It also validates the examination by demonstrating the
design of the examination followed a methodical approach that is based on science.

The next section focuses on establishing causal relationships. The process of estab-

lishing causal relationships conceptualises this analysis phase of evidence examination.

5.2.2 Understanding Causal Relationships

Drawing relationships between a cause and its effect requires identifying patterns during
the analysis of evidential data. Patterns that are found can be applied in establishing
and demonstrating different relationships. These relationships may take several forms
such as correlations, consistency in data and plausible causes. Relationships that form
correlations are patterns that reflect matching data within the evidence. Consistency
relationships are patterns that posit a cause or plausible causes on an effect. Plausible
causes are several likely mechanisms or actions that can initiate the effect and as such
may have initiated the effect.

For example, a valid user name and its corresponding password have a correlation as
a login credential. A relationship that demonstrates consistency may be, for example,
a successful login attempts to a website which reflects a valid user name and a corre-
sponding password entry within the database was applied. However, a successful login
attempt to a website may also be executed by a SQL injection mechanism captured in

the database log which enabled access to login information. The plausible causes of the
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successful login to the site are as such the use of an SQL injection mechanism and the use
of valid login credentials. Though the SQL injection mechanism initiated a successful
login via the use of valid login credentials, both actions produced effects on the system.

Using matching data, an examiner can posit that an action was taken causing an
effect to occur. This indicates that correlations support the claim for consistency and
this implies that consistency claims have a higher order in establishing causes. From
correlations, consistency claims can be established, and these claims can be applied in
demonstrating causal relationships or causality. The next section explores concepts that

support the establishment of causal relationships.

5.2.3 Establishing Causal Relationships

The process of establishing causal relationships supports the proving of the hypothesis.
It also strengthens the claims of causal inferences that are made by the examiner. In a
forensic examination, there may be several causes that can trigger an effect. An exam-
iner may be required to show that a certain cause is the main cause by demonstrating
its plausibility and the strength of the correlation and consistency patterns that support
the claim of causality. The following discusses three main concepts that support the
establishment of causal relationships. These concepts are the specification of the neces-
sary and sufficient conditions for causality, establishing a web of consistency within the

evidence and refutation of rival hypotheses or explanations.

Specification of the Necessary and Sufficient Conditions for Causality

An effect may occur under certain conditions, and several conditions may be necessary
for the effect to occur. The existence of causes may not be indicative that all the
plausible causes contributed to the effect. A certain cause may be considered sufficient
to initiate an effect without the participation of other conditions or causes. Thus, an
examiner may be required to determine which cause(s) contributed to the effect being
observed from two or more plausible causes. The examination may further determine
under what conditions the effect would be rendered implausible. A condition X is said
to be necessary for an effect B to occur if and only if the falsification of the condition X

guarantees the falsification of B. A condition X is said to be sufficient if its occurrence
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guarantees the effect B will occur. Therefore, necessary conditions are the conditions
without which an event cannot happen, and sufficient conditions are the conditions that
guarantee an expected outcome.

To illustrate this concept using a simple example, to delete a file, a system may
support a DEL command, an rm command or any other command that enables the file
to be deleted. The execution of any of these actions can cause a file to be deleted on the
system. However, a user attempting to delete a file while having a read-only permissions
on the file would be unable to do so as the necessary conditions or pre-conditions required
for a deletion to occur have not been met. This implies that an appropriate user access
right and an appropriate command to delete are necessary conditions for deleting a file.
An administrator or super user on the other hand has full control of a system and in
this case, a DEL command would be sufficient to delete the file.

In establishing causal relationships, an examiner may be required to show proof that
a certain effect can be attributed to a cause. By demonstrating that all the conditions
existing are sufficient for the effect to occur, an examiner can corroborate the claim that
the effect was as a result of the cause. A plausible rival explanation may be eliminated or
at least considered doubtful by showing that one or more conditions that are considered
necessary for the effect to be considered attributable to the rival cause are not found.

Using another example, suppose X implies visiting a web page, the side effects of
X may be the HTML file displayed on the screen, followed by subsequent connections
to retrieve images for the page and then followed by requests for linked web pages. In
addition, the action of X may also cause a log of the source IP address to be written on
the web server, and a log of the web page in the browser web history and the file may be
cached at the source system and so on. Suppose then that X and Y are two events where
a web page was visited, and a defendant confirms X and denies Y. It is sufficient to show
that Y occurred if the examiner can show that the conditions necessary for Y to have
occurred are observed and the effects that can be attributed to the occurrence of Y are
also observed. The demonstration of these conditions establishes a web of consistency
within the evidence that show that what is claimed is backed by multiple sources of
evidence which corroborate and reflect the findings of the examination. A finding made

in an examination without the necessary condition of the hypothesis being met refutes
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the validity of the hypothesis.

Establishing a Web of Consistency

A web of consistency is established when the evidence from various sources are found to
corroborate and therefore form a convincing argument for the claim for which the findings
are made. The specification of the necessary and sufficient conditions of a case supports
the establishment of a web of consistency. The more tightly coupled the evidence found
within a case are, the less likely that there will be several plausible causes. This reinforces
the certainty of the findings based on the attribution of events.

Using the example above of the defendant denying a webpage Y was visited, estab-
lishing a web of consistency requires that network devices such as firewall, proxy and
intrusion systems within the network have activity logs that validate the web page vis-
ited. Examining the user device may also provide evidence of the browser web history,
web cache, search history, cookies and web beacons which store information about the
user’s online activities. However, if evidence is not found, it may be likely that the user
may have cleared the browser cache and deleted the web history. The examiner may
then be able to show that that data deletion occurred. The examiner expects to see
traces or signs of deletion to make justified inferences about the case. In the case that

there are limited or no traces, justified inferences cannot be made about the case.

Refutation of Rival Hypothesis or Explanations

In examining a case, plausible rival explanations may be found that usually also explain
an occurrence contrary to the main hypothesis. These explanations may be eliminated
or at least considered doubtful by demonstrating that one or more conditions that are
considered necessary for the effect to be considered attributable to the rival cause are
not found. A statement by Campbell [65][64] demonstrates the significance of rival
explanations in the examination of occurrences. Campbell [65][64] noted that “More
and more I have come to the conclusion that the core of the scientific method is not
experimentation per se, but rather the strategy connoted by the phrase, ’plausible rival
hypothesis™ ”.

Addressing rival explanations can be used as a criterion for interpreting the findings
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of an examination. Rival hypothesis must be addressed to strengthen the findings of an
examination. The examiner must be able to demonstrate that a certain rival cause does
not fully address the conditions that are present within a case and therefore cannot be
an attributable cause. This provides a more convincing argument for the findings of the
case. The more rival explanations are addressed and excluded, the stronger the findings
of the examination.

In establishing causal relationships, the specification of the necessary and sufficient
conditions for an effect to occur, the requirement to establish a web of consistency and
the examination of rival explanations enables an examiner to test the hypothesis and
validate the findings of an examination. The next section examines how case study

method can be applied to the examination of digital systems.

5.3 Applying the Framework to Digital Systems

A digital system is made up of a complex set of programs that are executed within a
system. These software programs are executed and controlled by the programs’ control
logic. The control logic is an important part of a program that executes and controls
the operations of the program. The control logic processes commands passed by a user
and executes the commands on the system. It also controls and executes automated
operations that have been structured into the software program.

The execution of input commands and/or automated operations by the control logic
causes its effect in the system. This implies that the control logic is the cause in the
system. The control logic triggers its effect. The effect triggered by the control logic may
be an active effect or a passive effect. A passive effect occurs when the execution of the
control logic causes traces or side effects in the system. In other words, passive effects
are known as traces or side effects in the system. On the other hand, an active effect
occurs when the execution of control logic triggers further control logic executions in the
system. The further executions of control logic are active effects within the system but
may also leave traces or side effects which are passive within the system. An illustration
is shown in Figure 5.1

In Figure 5.1, a cause C leaves a passive effect or trace T} and its execution triggers an
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Figure 5.1: An illustration of Cause and Effect in a Digital System.

active effect ;. The initiation of the active effect E; leaves a trace T and its execution
triggers another active effect E5. The initiation of the active effect Fs leaves a trace
Ty and the execution of the active effect Ey also leaves a trace Ty. As illustrated in
Figure 5.1, an effect can be an active effect, or it may be a passive effect which is a
trace in the system. The active effects - the execution of the program control logic is
transient within the system. This indicates that active effects are not observable because
the execution of a command is invisible in the system. What can be observed in the
system are the traces or effects of commands executed on the system.

To further illustrate the concept of cause and effect in a digital system, consider the

following examples.

Example 1: Execution of a Bash Shell Command. An example of this concept
is the execution of a bash shell command initiated when a certain input was passed by
a user. The input passed to the bash shell is stored in the bash history and execution
is initiated by the control logic. An examiner knows that the control logic initiated the
bash shell command because of the traces of the command left in the bash history. The
execution of the bash command is however invisible and leave no traces therefore it is
not possible to know if the command did execute. It is also possible that environmental
variables may have been configured to disable the bash history. However, programs that

execute may leave traces and an examiner can conclude that the program caused those
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traces.

Example 2: Crontab File Execution. A second example is the execution of a crontab
file. A crontab is a system service that causes commands to be executed at specified
times. The execution of the crontab is controlled by the cron daemon, the control logic
which executes the commands in the system background. When the specified time for a
command execution is met, the cron daemon initiates the command, and passively logs
the initiation of the command. The logging of the crontab command is a passive effect
while the execution of the command is the active effect in the system. The command
may or may not, however, have been executed and may not leave any traces within the
system. There may be passive effects to indicate success or failure in execution and there

may not be any effects to indicate whether the execution was successful or not.

Example 3: Execution of a Database Trigger. A third example is the execution of
a database trigger. A database trigger executes a sequence of commands when a logical
condition is met. The initiation of the database trigger may create a log entry, a passive
effect and its execution may create another log entry and may also initiate another trig-

ger, which is an active effect and may in turn cause a log entry.

Example 4: Email arrival at a Mail Transfer Agent. A fourth example is the
arrival of an email at a Mail Transfer Agent (MTA). Email is forwarded from one MTA
to the next until it is delivered to the recipient’s inbox. The arrival of an email at a
MTA causes a log of the email communication to be written, a passive effect, and the
email is then routed onwards to the next MTA in the delivery path or delivered to the
mailbox of the recipient. The routing of the email is an active effect while the delivery

to the mail box of the recipient is a passive effect.

Drawing inferences from the above examples, the arrival of the email at the Mail
Transfer Agent (MTA) in example four is almost similar to the bash shell interface
waiting for a command from the user. This is also similar to the cron daemon waiting

till the time arrives to execute a command from the crontab and this is also similar
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to a database watching the data and waiting for a condition to be met to execute an
operation. From these, it is possible to conclude that the command entered in example
one, the logical conditions met in examples two and three and the email that arrived
at the MTA in example four are all forms of input to the system that cause the control
logic to take a specific course of action.

In conclusion, the control logic waits for an input which may be a command that
is typed or a logical condition that is met, and the arrival of the input may cause a
passive effect and may also cause an active effect within the system. It is important
to again note that observing passive effects on a system does not imply that an active
effect, a command execution occurred, it only implies that the command was initiated.
If, however, the execution of the command leaves traces on the system, then the traces

can indicate the command was executed on the system.

5.3.1 Notion of Causality in a Digital System

A digital system operates on a pre-set mode of execution, the system configuration.
It is also programmed to accept certain inputs into the system and depending on what
input is received, the program control logic executes the expected sequence of commands
pre-defined by the system. Depending on the configuration of a system, certain traces
are typically left in the system. This implies that from the system configuration and
known inputs, an examiner may be able to predict what traces may be found on the
system. This can be described as the forward motion of causality. On the other hand,
an examiner may also be able to predict based on the traces found on the system, the
system configuration and the input to the system at the time. This can be described as
the backward motion of causality. This concept is illustrated in Figure 5.2.

In applying the notion of causality in a digital system to a forensic examination, the
forward and backward motion of causality are applied as illustrated in Figure 5.3. A
forward motion allows an examiner to predict what traces are expected based on the
system configuration and program input. The backward motion enables an examiner
to predict the plausible causes within the system. Again, note that an input may be
a command that is typed into an interface or a logical condition met which satisfies

the requirement for the execution of a database trigger. Based on the predictions made



Chapter 5. A Framework for Digital Evidence Examination 76

——Forward motion of causality——

Program
Configuration | ——
[P rd
[ Control Logi
gic
- n
H'.L (€. /I Traces {T,]
Known Inputs | \___/

i) I

—Backward motion of causality———

Figure 5.2: An Illustration of the Forward and Backward motion of Causality in a Digital

System.

from the traces using the backward motion, an examiner can test the plausible causes
to demonstrate causality. This is again applying a forward motion in hypothesis testing.
This process is depicted in Figure 5.3.

In formalising the notion of causality in a digital system, a formal definition of cause
and effect is required in the context of a digital system. As earlier noted, the control logic
is the cause. The control logic requires an input to initiate an effect in the system. An
effect may be passive or active. An active effect occurs when the execution of program
control logic initiates further control logic executions within the system. A passive effect
is a trace within the system which is as a result of the initiation of control logic within
the system.

Based on the above, the notion of causality in a digital system is defined in terms of

its forward and backward motion.

Definition 1: Notion of Causality in a Forward Motion. A cause, based on an
input, may initiate its passive effects and the initiation of its active effects. The execu-
tion of the active effect is a cause which may further initiate passive and/or active effects

within the system.
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Figure 5.3: An Illustration of the Forward and Backward motion of Causality as applied in

Forensic Examinations.

Definition 2: Notion of Causality in a Backward Motion. From traces, the
execution of a cause, i.e. the control logic, may be predicted. The initiation of this cause
may be from one or more inputs or may be an active effect of another cause that has its

own traces and/or causes within the system.

The notion of causality in its forward motion defines a view of a digital system in
terms of its expected mode of execution. This enables a forensic examiner to predict
what traces are expected when program control logic initiates an execution. The forward
motion of causality is also applied in testing the plausible causes that the examiner
determined may have occurred based on the traces found in the system. The backward
motion defines a view of a digital system that allows an examiner to determine the

activities of a system after the fact. This is emphasised by the fact that when a digital
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system is examined, what are mainly examined are the traces. The notions of causality

in its forward and backward motion together formalise causality in a digital system.

5.3.2 Forensic Examination of a Digital System

In examining a digital system, a forensic examiner analyses the effects on the system.
As noted earlier, active effects cannot generally be observed as a forensic examination
usually commences after the fact. Therefore, what are examined are the passive effects
which are traces or side effects left in the system. In a live digital forensic examination,
it may be possible to observe active effects within the system. In examining traces in
a digital system, the forensic examiner can determine, based on the traces found, that
certain events may have occurred. From the traces, a forensic examiner may be able
to predict what active effects may have been executed on the system. The rest of this
chapter examines how a methodical approach can be applied in demonstrating causality
when examining digital systems for forensic purposes. The next section illustrates the

determination of causes using a real-world scenario of a Lottery Terminal Hack [50].

Case Study: The Lottery Terminal Hack

The determination of causes is an important task in digital forensics as demonstrated us-
ing the following real-world case of a Lottery Terminal Hack [50]. This incident involves
the manipulation of a lottery game system known as 5 Card Cash. The 5 Card Cash
game [32] is a digital 52 card playing deck system based on a standard poker game that
generates a ticket containing five randomly selected cards. This allows a player to win
up to two times. The first win is an instant prize based on the card composition on the
ticket. The second win is when the lottery draws five cards from the deck each evening
and a player can match the ticket with two or more of the randomly drawn cards. The
real-world investigation of this incident is summarised, and the incident is examined as

a case study.

The Case

The 5 Card Cash game was suspended after it was suspected that the lottery
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game may have been manipulated. It was observed that the game winnings

were excessively higher than the game’s parameters should have allowed.
The Investigation

“An investigation determined that some lottery retailers were manipulating

lottery machines to print more instant winner tickets and fewer losers . ..

]

An investigator [...] determined that terminal operators could slow down
their lottery machines by requesting several database reports or by entering
several requests for lottery game tickets. While those reports were being pro-
cessed, the operator could enter sales for 5 Card Cash tickets. Before the
tickets would print, however, the operator could see on a screen if the tickets
were instant winners. If tickets were not winners, the operator could cancel

the sale before the tickets printed.”

Examining the Lottery Hack Incident as a Case Study

The examination in this case will be focused on testing the inferences made by the
investigators. This will be done by examining the case and applying the principles and
techniques in the case study method. The goal is to demonstrate using this method how
the inferences may have been determined and with what certainty the inferences can be
considered reliable.

As the case itself does not provide much information about the design of the 5 Card
Cash game, a generic design of such a game will be used to illustrate the examination
and assumptions will be made about the workings of the 5 Card Cash system. Figure 5.4
provides a topology of the 5 Cash Card game.

To provide the context from which the examination can commence, a generic program
configuration is provided in Figure 5.5 displaying the components that make up the
system.

The system has six components which perform different functions such as generat-
ing lottery tickets, processing payment for tickets, printing tickets as well as generating

reports. From the diagram, one can observe that the output of a system component
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Slot Machine

Figure 5.4: Topology of a 5 Cash Game System.

may also be the input to another component in the system. This implies that certain
components of the system must be executed before another component may be able to
start its execution. For instance, a ticket must be generated before it can be displayed

or printed. Reports also must be generated before they can be printed.

Formulating the Study Hypothesis

From the investigation as explained above, the questions that the examiner may likely
be asked can be framed as a decision problem and a narrative problem. As stated earlier,
the decision problem addresses the examination in terms of the hypothesis of the study
and the narrative problem addresses the examination in terms of causality. The decision

problem and the narrative are stated as follows:

Decision problem. Are transactions deliberately cancelled after the results

are known?

Narrative problem. What enables the cancellation of transactions after the

results are known?
The case study based on the above questions tests the following hypothesis.

...the hypothesis that the terminal was manipulated to display the results
in a way that would allow the operator an undue advantage in determining

favourable results and enable the cancellation of unfavourable transactions.
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Input: Select lottery game Input: Process payrment Input: Payment{approved)
Execute: Run option Execute: Process payment Execute: Generate ticket
Output: Process payment Output: Payment[approved /declined) Cutput_1: Display ticket

Output_2: ticket

Imput: Print{ticket / report) Imput: Request report Input: Cancellation command
Execute: Print(ticket / report) Execute: Generate report Execute: Process refund
Output: Printout COutput: report COutput: Return to Start

Figure 5.5: Program Configuration of a 5 Cash Game System.

The expected outcome of testing the hypothesis is to confirm its claim. To do this, the
examination must be able to demonstrate that unfavourable transactions were cancelled
after the results were known and that transactions which were considered favourable
were not cancelled after the results were known.

The rival hypothesis is that the terminal was not manipulated in any way and the
game’s winning are the result of legitimate transactions obtained within the scope of the

game’s parameters.

Testing the Hypothesis - Case Analysis and Interpretation

Based on the program configuration in Figure 5.5, an examiner can depict the system
as a cause and effect pattern or logic model as shown in Figure 5.6.

In Figure 5.6, one can observe the system in terms of the input and the causes and
the effects within the system. An input to query the database using the Select(report)
triggers the control logic to initiate the execution to generate the report, the execution of
which also processes the report generated and initiates a passive effect to print the report.
Another pattern that can be observed is in the generation of a ticket. The selection of
the lottery game triggers the program control logic to initiate the payment module which

on execution issues the ticket and sends it to the printer without prompting the user.
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Figure 5.6: Cause and Effect pattern (Logic model) of a 5 Cash Game System.

The ticket is also displayed during the process as a passive effect.

To test the hypothesis that the terminal was manipulated, the examiner will then

have to determine whether it can be shown that the terminal was manipulated and

under what conditions it would be considered necessary and sufficient to demonstrate

the manipulation of the terminal and therefore demonstrate the hypothesis to be correct.

The specification of the necessary and sufficient conditions enables an examiner to



Chapter 5. A Framework for Digital Evidence Examination 83

know what to test. As earlier indicated, the necessary conditions are the conditions
without which an event cannot happen while the sufficient conditions are the conditions
that guarantee an expected outcome.

The necessary conditions that are required to support the hypothesis that the ter-
minal was manipulated to display the results in a way that would allow the operator an
undue advantage in determining the results and enabling the cancellation of unfavourable

transactions are articulated as follows. It is necessary to show that

e There were tickets sold within some short time period before the transaction dead-

line.
e The machine was busy or delayed during the time the winning tickets were printed.

e Only unfavourable tickets during machine busy/delay times were cancelled.

The sufficient condition in this case is expected to provide a definite indicator of
malicious activity. It is sufficient to demonstrate the hypothesis holds if it can be shown

that:

e The activities specified under the necessary conditions were carried out at numerous

times.
e There is a consistent pattern in which these activities happened.

The examiner is required to demonstrate that if there are late sales, and the machine
was busy, then tickets sales made were mostly winning tickets and ticket sales cancelled
were all unfavourable tickets. Also, the examiner may be able to show that this pattern
happened at numerous times in a consistent manner. To test the hypothesis in this way
eliminates the chance of having an rival explanation that would take into consideration
the necessary and sufficient conditions highlighted in the case. An explanation that
cannot explain these conditions of the case is excluded. It is important to note that
sufficient conditions may only be found if the hypotheses are narrowed down to a list of
possibilities.

The specification of the necessary and sufficient conditions of a case also supports

the establishment of a web of consistency. The examiner may, after observing the logs



Chapter 5. A Framework for Digital Evidence Examination 84

of activities on the system, be able to plot a time series analysis of the case displaying
what transactions and at what time they occurred on the system

Examining the logic model in Figure 5.6 further, an analysis of the log of tickets
generated provides an examiner with information about whether there were sold tickets
within a specified period before the transaction deadline. The result from this query
provides the examiner with data for further analysis to demonstrate the necessary re-
quirement which is to determine the tickets that were processed during the time the
machine was busy or delayed.

To do this, the results from querying the sold ticket log are compared with the log
of reports generated. This analysis is based on the knowledge that the machine will be
busy or delayed when the suspected tickets were generated and during the time when
the reports were being processed. The result of this analysis provides the examiner with
a smaller set of tickets that were generated during the time the machine was busy or de-
layed. From this result set, an examiner expects to find that winning tickets were printed,
and non-winning tickets were cancelled. To determine whether that only unfavourable
tickets during machine busy times were cancelled, the result set is then compared with
the log of cancelled transactions. From this analysis, an examiner can show that a larger
number of unfavourable tickets were cancelled and the remaining tickets which were not
cancelled were largely winning tickets.

An examiner has successfully demonstrated the correctness of the hypothesis when
the necessary conditions for the case have been tested and not disproved. This indicates
that the terminal could have been manipulated in a way that the results could have
been known before the transaction was completed and unfavourable transactions were
deliberately cancelled. To demonstrate sufficient proof of the hypothesis, an examiner
can widen the scope of the examination to other time frames within the same machine
to demonstrate that this manipulation was carried out over several times thereby estab-
lishing a web of consistency. It may also be sufficient to demonstrate that tickets sold at
other times which were non-winning tickets were sold when the machine was not busy
and are legitimate transactions carried out on behalf of a lottery user by the retailer.

Using replication logic, an examiner can also expand the scope of the examination into

a multiple case examination. By applying literal replication, an examiner can examine
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several other suspected terminals using the same conditions and sufficiently demonstrate
the manipulation was done on these suspected terminals. This further confirms and
strengthens the hypothesis and enables a web of consistency to be established. By ap-
plying theoretical replication, an examiner can select another set of suspected terminals
and examine them to invalidate the hypothesis i.e. to demonstrate that the manipu-
lation cannot be found thereby invalidating the rival hypothesis. Another process of
theoretical replication is to select a few known “clean” terminals and show that the kind
of manipulation found on the suspected terminals cannot not be found on the “clean”
terminals.

The identification, testing and validation of the necessary and sufficient conditions
of a hypothesis and the application of analytical techniques and strategies employed in
the case study method strengthens an examination though the demonstration of causal
relationships and a web of consistency which ensures that the findings of an examination
is consistent and reliable.

The analysis of this case employed the use of the logic model technique to illustrate
the application of analytical techniques in examination of occurrences in a digital sys-
tem. Similarly, the application of other analytical techniques such as pattern matching,
explanation building, time series analysis and cross-case synthesis can also be applied in

establishing findings in digital forensic examinations.

5.4 Summary

This chapter set out to demonstrate the practicality of the case study method in exam-
ining digital occurrences. The focus was to apply the case study method in establishing
the findings of digital forensic examinations. We examined the relationship between
digital evidence and its plausible causes and how patterns can be identified and applied
in demonstrating findings in a digital forensic evidence examination. By applying Yin’s
case study method, a forensic examiner can establish relationships that support and
validate the findings of a forensic examination.

Chapter 6 discusses the reliability of the findings of a forensic examination. It further

explores how the case study method can be applied in validating the findings made in
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a forensic examination. The suitability and applicability of the method’s four validity
tests and the tactics applied in satisfying these tests are applied in a digital forensic
environment ensure that a logical approach has been followed and that the findings

follow from the underlying hypotheses.



Chapter 6

A Discussion of the Case Study
Model

This chapter focuses on exploring discussion areas on the application of the case study
method. The application of case study in policing and laboratory work is explored as
well as the reliability and validity of the case study method. The case study model is
expected to be applied in a variety of situations. These situations will typically be in
digital forensic examinations especially in crime scene investigations by the police and
in evidence examination in the laboratory. While it is expected that there are several
other examination methods in use by forensic examiners in digital crime investigations,
this chapter proposes the case study method as a suitable alternative approach to other
methods currently used for digital evidence examinations. The discussions provided in
this chapter are divided into two sections.

In section 6.1, the author provides a discussion around applying the case study
method in areas such as policing and laboratory work which are the two areas where dig-
ital forensic examinations are mainly carried out. In these areas, the discussion explores
the suitability of the case study method when applied in investigating digital crimes.

Section 6.2 evaluates the case study method in relation to a United States report [23]
on forensic science in criminal courts. This report is geared towards ensuring scientific
validity of feature-comparison methods. Feature-comparison methods are generally fo-

cused on identification, i.e. determining whether an evidential sample possibly obtained
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from the crime scene is associated with potential attributive sample possibly obtained
from a suspect, based on the presence of similar patterns, impressions, or other features in
the evidential sample and the attributive sample. These include methods such as applied
in the analysis of DNA, latent fingerprints, hair, toolmarks and bitemarks, firearms and
spent ammunition, shoeprints and tyre tracks, and handwriting. The report evaluates
these methods applied in forensic science fields with a view to determine where improve-
ments can be made in strengthening the validity of findings in these forensic-science
disciplines. While this report is specifically geared towards making improvements in
forensic science within the United States legal system, the application of forensic science
is generally the same and therefore, the report is relevant in its application to assess
forensic science practices in other parts of the world.

The concluding section provides a summary of the chapter.

6.1 Application of the Case Study Method in Polic-
ing and Laboratory Work

The case study method can be applicable in several different industry areas and as noted
in the introductory section of this chapter, the situations where digital forensic exami-
nation methods are typically applied are mostly in crime scene investigations conducted
by the police and in evidence examination in the laboratory. This section explores both
aspects.

In crime scene investigations, the goal of a detective or crime scene investigator is
to investigate, to find the evidence that demonstrates a claim. While carrying out an
examination, the goal is mainly to analyse evidence to demonstrate its validity and the
inferences made from the evidence. The case study method is suitable when applied as
an investigative approach and as an approach for examining evidence.

A police investigation or a criminal investigation typically incorporates several activ-
ities that cannot be considered as scientific and even those activities that are “scientific”
mostly do not have scientific underpinnings. The identification and determination of
evidential material is mostly objective and dependent on what is observed in the crime

scene. While evidence identification itself cannot be totally considered as scientific, the
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need to identify relevant evidence in a criminal case cannot be over emphasised. Evidence
that is overlooked may either have probative value or may be suitable as exculpatory
evidence in a criminal investigation. Police investigators also find that leads that are
investigated are very often incorrect and based on evidence that cannot be relied upon.
The decision to follow or abandon leads are also found not to be objectively defined
nor are these decisions validated by the application of objective criteria. This indicates
that the reasoning and approach employed in criminal investigations are often not re-
peatable nor is the logic that lead to the conclusions and inferences arrived at by police
investigators.

What often determines the course and decisions followed in most police investigations
is the years of experience the investigator has in solving crimes, the skill and intuition
possessed by the investigator, the behaviour of the suspects investigated before and after
the crime, the bias of the investigator, the requirement by the law to obtain warrants to
search and obtain evidence from the suspects as well as other permissions that may be
required.

While it is expected the investigation will often uncover relevant facts that point to
a certain conclusion for the investigation, it is often observed that rival explanations
are not often taken into consideration or presented as alternative facts that should be
considered in a case. The case study method applies several tactics, which can also
be considered as principles that when applied in a police investigation can prove to be
instrumental in ensuring the conclusions and inferences made in an investigation are
based on a reliable and repeatable approach. It has been noted earlier that though the
process of evidence identification cannot be considered as scientific, there is a need to
identify evidence that is suitable and relevant to the investigation from which analysis
and inferences can be made.

Forensic examinations in laboratories provide a more structured approach to analysing
evidence. Laboratories often focus on a specific type of analysis or test. As noted in
chapter 4, much of what happens in a forensic laboratory reflects what is known in the
application of the case study method. Unlike crime scene investigations that focus on
the general crime scene, laboratory analysis focuses on answering specific questions that

were raised by the investigative team. Investigations are carried out by detectives, and
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the findings from these investigations are compiled and submitted to the court as evi-
dence. In laboratories, evidence is analysed, and claims are made by scientists about the
evidence by applying scientific approaches. This indicates a clear differentiation between
the work of detectives and scientists. A scientist tests a hypothesis and returns a result
without bias. The result of the hypothesis may not favour the claim the investigator
seeks to demonstrate or may even on occasion be found to be inconclusive. The de-
tective on the other hand investigates a crime even while not certain that a crime was
committed. The detective plots a course through the crime scene searching for leads,
facts, and opinions which most often cannot be tested or validated. The detective may
often formulate hypotheses about what happened and more often these hypotheses are
not in a form that enables them to be testable and falsifiable. The detective often aims to
find as many leads, facts and opinions that make a case suitable for prosecution without
the underlying proof of evidence reliability and validity. In this way, the detective is a
puzzle solver while the scientist tests theories.

The case study method assists the investigator or detective by focusing the investiga-
tion on the questions that need to be answered by the case and enables the investigator to
address these questions as problems and then hypotheses that enable the application of
science to the investigation. These questions may be a decision problem which addresses
the investigation in terms of what needs to be tested and the narrative problem which
addresses the investigation in terms of finding root causes. These enable the investigator
to focus attention on what evidence is important to the case.

The case study method incorporates three requirements that assist the investigator in
making informed decisions about what evidence is relevant to the investigation. The first
requirement is that an understanding of the inner workings of the system is required by
a forensic examiner in determining the likely sources of evidence and where these sources
of evidence are located.

The second requirement is to use multiple evidence sources where possible which
enables an investigator to demonstrate the reliability of the plausible evidence sources.
The third requirement expects the investigator to address rival explanations. This is
instructive in that while collecting evidence, the investigator is required to also collect

and analyse evidence that may be contradictory to what the investigator intends to
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demonstrate. This enables the investigator to refute rival explanations and by invali-
dating rival explanations, reinforce the reliability of the findings and inferences made
in the investigation. The case study approach provides a crime scene investigator with
a logically thought-out approach to reaching a conclusion that is reproducible, testable
and falsifiable. In this way, the case study method can be applied as an investigative

method of inquiry that supports the investigative process.

6.2 Evaluating the Reliability and Validity of Case
Study Method

In September 2016, a report was released by the United States presidential committee,
the President’s Council of Advisors on Science and Technology (PCAST) titled: Forensic
Science in Criminal Courts: Ensuring Scientific Validity of Feature-Comparison Methods
[23]. This report was mandated to determine whether additional steps could be taken
to strengthen forensic science disciplines and ensure that forensic evidence produced in
the court was valid. PCAST focused on forensic science disciplines that apply feature-
comparison methods in examining evidential data. Feature-comparison methods attempt
to determine whether evidence obtained from a crime scene is comparable with evidence
obtained from a potential suspect. The report focused mainly on methods applied in
analysis of DNA, hair, latent firearms and spent ammunition, toolmarks and bitemarks,
shoeprints and tyre tracks, and handwriting.

Due to developments in the past two decades where forensic science has played a
crucial role in the determination of a case by the courts, some of these cases including
wrongful convictions, increasing attention has been focused on the question of the scien-
tific validity and reliability of some important forms of forensic evidence and of testimony
based upon them. PCAST concluded two important gaps requiring the committee’s at-

tention:

the need for clarity about the scientific standards for the validity and reliability of

forensic methods, and

the need to evaluate specific forensic methods to determine whether they have been
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scientifically established to be valid and reliable.

The study aimed to determine how the gaps in several forensic science disciplines
particularly “feature-comparison” methods can be closed to strengthen scientific valid-
ity of the methods applied in forensic science disciplines. In this section, a review of
the aspects of the study covering the criteria and evaluation of several forensic science
disciplines are discussed. Furthermore, the criteria are then applied to evaluate the case
study method and determine its validity as a forensic science method for digital evidence.

The PCAST report focused on two types of scientific validity in evaluating a forensic
science method: “foundational validity” and “validity as applied”. Foundational validity
focuses on the reliability of the method and its suitability for application to the intended
problem. It requires that a forensic science method is demonstrated empirically to be
repeatable, reproducible, and accurate at the level of its measurement, and be suitable
for application to the field in which it is applied. Validity as applied on the other hand,
focuses on the application of the method in practice to forensic cases. It requires that
the method has been reliably applied in practice.

In evaluating foundational validity and validity in practice of forensic science disci-
plines, PCAST noted that scientific methods may depend either on objective or sub-
jective applications based on the design of the methods. Objective applications require
limited human judgement in interpretation of the findings of the method eliminating
issues of human error and cognitive bias. However, a forensic method which is subjec-
tive relies heavily on human judgement and is vulnerable to human error, inconsistencies
in reproducibility among examiners, and cognitive bias. To critically assess forensics
science methods whether objective or subjective, PCAST provided a set of criteria to
satisfy foundational validity and validity as applied.

For foundational validity, it is required that:

e the method has been subjected to empirical testing by multiple groups under the
conditions in which it is intended for use and the method is demonstrated to be
repeatable and reproducible, and that the method is able to provide valid estimates

of its accuracy.

e for objective methods, measuring the accuracy, reproducibility and consistency of
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each individual step in the method validates the method’s foundational validity.

e for subjective feature-comparison methods, the method is suitably evaluated for
validity and reliability in its entirety as a black-box study involving many indepen-

dent tests using “known” and “questioned” samples to determine the error rates.

e without providing an appropriate estimate of accuracy, an examiner’s conclusion

that two samples are similar or indistinguishable is considered baseless.
For validity as applied, it is required that:

e the forensic examiner’s capability to demonstrate the reliable application of the
method must have been shown by ensuring the documentation i.e. procedures,

findings, processes are available to other scientists for review.

e the forensic examiner must demonstrate scientifically any assertions or inferences
made about the probative value of the evidence. The forensic examiner should
report the method’s overall error rates and demonstrate that the evidential samples
examined are relevant to the facts of the case and inferences made are empirical

and are valid inferences inferred from the evidence within the context of the case.

As noted above, the PCAST study focused mainly on methods applied in analysis of
DNA, hair, latent firearms and spent ammunition, toolmarks and bitemarks, shoeprints
and tyre tracks, and handwriting and while the findings from this report are important,
the goal of this section is to assess the criteria in relation to examinations in digital
forensics using the case study approach.

The PCAST criteria for foundational validity require that the method be repeatable
and reproducible. The case study method applies a defined analytical set of practices
in examining digital evidence. The application of defined logical patterns and analytical
strategies, techniques and tactics defined in the case study method by a forensic examiner
ensures that findings are obtained from well-structured logical practices that are repeat-
able, and reproducible. The case study method using this set of practices assists the
forensic examiner in validating the findings of the study. For example, applying the logic
of literal replication enables a forensic examiner to validate a hypothesis using a similar

case to strengthen the findings of the case. The logic of theoretical replication enables
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the forensic examiner to test rival explanations or theories under the same conditions as
the main explanation to invalidate them.

The case study method itself also provides for the validation of the design of the
digital forensic examination as a case study. The validity test that focuses on the re-
peatability and reproducibility of the case is the test for internal validity. As discussed
in chapter 4 of this research, internal validity tests the logic that led to the findings of
the study to confirm that the findings reflect what was analysed. It critiques the forensic
examiner’s findings and asks the question “how are we sure that our findings reflect the
outcome of the case and that there are no other factors that may have influenced our
findings?” Within the case study method, four tactics can be applied in strengthening
internal validity. These tactics are pattern matching, explanation building, addressing
rival explanations and logic models.

In addressing internal validity within the case study method and also to satisfy the
criteria for foundational validity, the pattern matching tactic compares patterns based
on the findings of the empirical case study with the predicted pattern(s) or hypothesis
made, with the goal of showing that the matching of predictions made before empirical
observation provide a stronger argument for the validity of the study. In other words, a
forensic examiner can infer from the input to the system and the system configuration,
the expected traces that can be observed within the system. Observing these traces
provides proof of valid application of logical patterns implemented within the system.
An explanation building tactic is applied to analyse the evidence to build an explanation
about the case by establishing the relationships between the variables or conditions of
the case. This technique enables the forensic examiner to account for all the conditions
that produced the evidence and showing that all the pieces fit into the case. The devel-
opment of rival explanations or theoretical propositions as a tactic for assessing internal
validity is considered a very reliable tactic in validating a case study design. The tactic
enables a forensic examiner to develop the hypotheses of the case in a way that plau-
sible rival explanations of the case are mutually exclusive, that is, if one explanation is
valid, the other cannot be valid. In this way, the forensic examiner can apply the logic
of replication; literal replication or theoretical replication in demonstrating the claims

made. Logic models as a tactic breaks down a complex chain of events into repeated
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cause-effect patterns to reflect intermediate findings and final findings within a case. By
reconstructing the sequence of events that caused the evidence, a forensic examiner can
demonstrate that the case is reproducible and repeatable and demonstrate that there
are no missing pieces in the case that are not accounted for within the explanation pre-
sented from the findings of the case. These tactics employed in the case study method
demonstrate repeatability and reproducibility which satisfies the criteria for foundational
validity.

The second PCAST criteria covers the scientific criteria for validity as applied. These
criteria focus mainly on the reliability and error rates of the method. The case study
method does not directly address the error rates of the method but provides validity
tests that ensure the method has been adequately applied. These tests include construct
validity, internal validity and reliability tests. The tests for internal validity have been
discussed when addressing the PCAST foundational validity test. Therefore, the focus
will be on construct validity and reliability tests.

The test for construct validity justifies the evidence collection process. It tests the
rationale behind the examiner’s decision on what evidence to collect. This is to ensure
that given any forensic question relating to the case, the forensic examiner can demon-
strate that sufficient digital evidence was collected to answer the question asked of the
evidence. The method employs three tactics or actionable principles in satisfying the
requirement for construct validity: the use of multiple sources of evidence consistent
with Casey’s certainty scale, establishing a chain of evidence or chain of custody, and
peer reviewing the study findings.

The case study method also employs the test for reliability. Reliability in a digital
forensic examination is crucial to ensure that the findings are consistent, and a structured
approach was followed within the examination. The tactics employed by the case study
method in satisfying the test for reliability is to provide full documentation of evidence,
processes as well as the actions taken throughout the examination. Documentation of
all steps taken throughout the life cycle of the digital evidence examination ensures re-
peatability and reliability of the examination process and demonstrates that a structured
approach was followed in carrying out the digital forensic examination. We note that

while the case study method does not enable a forensic examiner to quantify and report
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error rates, its tests for validity and associated tactics enable a forensic examiner to
qualitatively demonstrate, using the method validity tests and associated tactics, that
the method is scientifically valid and has been reliably applied to produce consistent and

reliable findings from a digital forensic examination.

6.3 Summary

This chapter explored various topics relating to the application of the case study method
in areas of crime scene investigation and in laboratory work. The case study method
was shown to be suitably applied in these areas. Furthermore, the reliability of the case
study method was evaluated using the PCAST criteria. While the case study method
does not completely satisfy the quantitative requirement for validity as applied criterion
in the determination of the method’s error rates, the method applies tactics in ensuring
the validity of the method by applying tests for construct validity and reliability and
employing tactics inherent in the method in satisfying the requirement for the method’s
reliability

The next chapter provides a conclusion for the work done in this research and sum-

marises the conclusions and future work for which this research can provide a basis.



Chapter 7
Conclusion

This research work examined case study research as a method for digital forensic ex-
aminations. The underlying work examines whether case study research is a suitable
scientific foundation for digital forensic examinations. It was demonstrated in the re-
search, that the method can be suitably applied in determining and establishing causes
and validating the findings of a digital examination.

The impact of this research on the forensic science community is two-fold. The first
is to propose an alternative methodical approach for digital examinations which can
be applied where experiments are not possible. The second is to explore and propose
strategies for examining and validating the findings of digital forensic examinations.

In forensic examinations, one of the key questions involves the reliability of the find-
ings of a forensic examination. Also, the challenge of this research was primarily one of
mapping the case study method suited to the social sciences to digital forensics which is
primarily in the natural sciences. To reflect on the suitability of the case study method,
the literature was mapped to analytical strategies and techniques employed in digital
forensic examinations. The techniques that make case study a suitable method in re-
search also applied in digital forensic examinations.

Based on the application of the case study approach applied in forensic examinations,
the conclusion of this research is that the author’s adaptation of Yin’s case study method
or a suitable adapted method of case study research, would be applicable to digital

forensic examinations.
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The research further explored approaches to carrying out a digital examination, the
strategies to establishing inferences when examining evidence and justifying claims made
in an examination for the purposes of conducting a proper evidence examination and
demonstrating a logical reconstruction of the facts or findings derived from the exami-
nation of the case.

In reviewing the work done in this research, the method explored answers to two main
forms of questions. The first form addresses a decision problem, where the outcome is
often determined by empirical evidence derived by measurement and observation. The
second form addresses a narrative problem where the outcome is determined by analytical
techniques and tactics applied in an in-depth examination of the case. These forms of
questions provide the basis for a digital examination and are applied in the formulation
of hypotheses. The main hypothesis and plausible rival hypothesis reflect what will be
proved or falsified in an examination.

Inherent in the method is a methodical approach to conducting a digital examination.
This is the design of the case study. Hypotheses are formulated by a forensic examiner
based on the questions that need to be answered. The main hypothesis reflects what
the examiner expects to observe and demonstrate within the context of the case. Rival
hypotheses are plausible explanations that oppose the main hypothesis and are required
to be disproved. Depending on the complexity of the case, the method is suitably applied
in isolated cases or multiple case studies involving dispersed events.

In examining the evidence, the application of analytical strategies and techniques
establish a web of consistency within the evidence and demonstrate its reliability. The
rationale behind establishing a web of consistency is one of utmost importance to the
method. The more tightly coupled the patterns found during evidence analysis, the less
likely there will be plausible rival explanations that can readily explain all the facts of
the case. The concept of establishing a web of consistency proposed in this research is
considered a contribution to the forensic science body of knowledge.

Using any of four analytic strategies (relying on the case hypotheses, working the
data from ground up, developing a case description, examining plausible rival expla-
nations), analytical techniques which include pattern matching, explanation building,

time-series analysis and logic models are applied to demonstrate webs of consistency.
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Pattern matching is applied mainly when the strategy relies on the case study hypothe-
sis. It compares patterns based on the findings with the predicted pattern made before
the evidence was analysed. Explanation building is applied when working to case from
the ground up. Time-series analysis is applied in tracing the changes in the state of a
phenomenon over time. Logic models are a form of pattern matching and are applied
to break down complex events into repeated cause and effect patterns to reflect how the
conclusions were reached from intermediate findings.

The question of the validity of the findings of a forensic examination was also ex-
amined. This involves three tests which are construct validity, internal validity and
reliability. In satisfying these tests, tactics are applied. The test for construct valid-
ity critiques the justification for the evidence collected for examination. The test for
internal validity critiques the findings of a study. The test for reliability critiques the
reproducibility of the examination. These tests ensure that the findings are consistent,
and a structured approach was followed in carrying out the digital examination.

The method’s three validity tests (construct validity, internal validity and reliabil-
ity) further address the requirement for reliability. Construct validity justifies the ev-
idence collected for examination, internal validity justifies the findings and reliability
test demonstrates the examination reproducibility. Tactics applied to satisfy these tests
ensure that the findings follow from the underlying hypotheses and are peer reviewed.
The examination is also repeatable and rival explanations are refuted strengthening the
examination findings.

Causality is a crucial element in this research and particularly in evidence analysis
and attribution. This research demonstrates the notion of causality in digital systems by
exploring the establishment of causal relationships in evidence analysis. The specification
of the necessary and sufficient conditions for causality, establishing of a web of consistency
within evidence and refutation of plausible rival explanations are central to establishing
causal relationships.

In applying causality to digital systems, the notion of causality is extended by for-
malising the notion of causality in its forward motion and backward motion. The context
of a digital system which is controlled by the control logic is held in this research. The

control logic is the cause in a digital system and requires an input, the execution of which
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may cause an effect within the system. This effect may be active in the form of program
executions or passive in the form of traces. The notion of causality in its forward motion
enables a forensic examiner to define a view of a digital system based on its expected
mode of execution or behaviour. This enables a forensic examiner to identify and exam-
ine plausible causes and validate traces thereby reconstructing the events observed in the
case. The notion of causality in its backward motion defines a view of the digital system
based on the traces observed. From the traces found in a system, a forensic examiner
can predict the system configuration and input to the system at the time and attempt a
complete reconstruction of the events of the case applying the strategies and techniques

inherent in the case study method.

7.1 Future Work

This research work explored the application of the case study method in digital forensics
examination and while the suitability of the method in digital forensic science has been
established, further research into the application of the case study method in several
digital forensic cases are necessary to reinforce the method’s applicability to the field of
digital forensic science. In addition, the method is inherently limited due to its origin
in the social science field by its qualitative approach to reliability and error rate. While
the method incorporates strategies and tactics applied in validating the findings of the
examination, further research is needed to explore the suitability of qualitative techniques

applied by the method in the field of digital forensic examinations.
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