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Abstract

An analysis of the security vetting files of 19 employees within a South African
National Department (“the researched department”), who had been found guilty of
financial misconduct in the last five years, uncovered that existing security vetting
processes did not detect the financial misconduct of which these employees have been
found guilty. This research sets out to establish whether security vetting can be
extended to include the detection of financial misconduct within said department and
if so, how. Moreover, if security vetting can indeed be so extended, can it possibly
enhance the management of fraud risk across all South African public sector
departments. Qualitative interviews were conducted with 27 employees, who are key
to fraud risk management and security vetting within the researched department.
During the interviews, the following 5 themes emerged, were probed and are reported
on: (1) the reasons why employees commit financial misconduct and (2) why it is not
detected by the security vetting process; (3) the potential alignment of the security
vetting process to facilitate the detection of financial misconduct; (4) the following

through on security vetting findings, and (5) particularly sharing these findings with
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the internal audit and risk management functions within state departments. The
research established, firstly, that security vetting can indeed be extended to include
the detection of financial misconduct within the researched department, and secondly,
that it can enhance the management of fraud risk across all South African public
sector departments, given the specific mandate of the State Security Agency (“SSA”)

and the national security vetting strategy.

Keywords: Security Competence, Vetting, Financial Misconduct, Fraud Risk Management, Risk.

Introduction

Security vetting is increasingly aligned with current and emerging priorities and as a
result morphed into much more than what it set out to achieve twenty years ago. In
various countries, security vetting is now used not only to determine security
competence, but also, to fight fraud, corruption and terrorism, to screen immigrants,

and to determine the suitability of candidates for key appointments.

Yet — Tashfeen Malik,' the Pakistani woman who along with her husband killed
fourteen people in California in 2015 and Edward Snowden,? the American National
Security Agency (“NSA”) contractor who leaked classified information in 2013,
seemingly sailed through multiple security vetting interventions. Similarly, and of
specific relevance for this article, 19 employees within the researched department and
numerous other Tom, Dick and Harries within the South African public sector, despite

having undergone security vetting, committed financial misconduct in the workplace.

Why is this? Can security vetting, in fact, be extended to include the detection of
financial misconduct in the workplace and if so, how? Moreover, if it can indeed be so
extended, can security vetting enhance the management of fraud risk across all South
African public sector departments? These are the questions that this research is

charged with.

Article 1 of the National Strategic Intelligence Act 39 of 1994 (“the Intelligence
Act”), defines a vetting investigation as the prescribed investigation to be followed in

determining a person’s security competence, which, in turn, is defined as a person’s
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ability not to compromise classified information (referred to as “security vetting”
hereinafter). Security competence is measured against a person’s susceptibility to
extortion, blackmail and bribes and seeks to assess his or her loyalty to the State and
other essential institutions. Security vetting for applicants, and security re-vetting for
current employees (collectively referred to as the “security vetting of employees”
hereinafter) follow the same methodology: the security vetting process consists of
interviews and utilises aids such as record checks, polygraph examinations and

interactions with evaluators who must ensure that there are no investigation gaps.*

In line with the international trend of extending the application of security vetting for
multiple purposes, the South African public service has similarly been required to do
so in response to the President’s 2012 State of the Nation address, in which he
undertook to include initiatives, such as the vetting of personnel working in supply
chain management in government departments, in the fight against corruption.* This
was echoed by the Minister for State Security during his budget vote speech on 26
April 2016. These pronouncements have created an expectation within the public
service, and possibly also within the general public, that security vetting would not
only determine an official’s security competence but would also identify employees

with a propensity for financial misconduct.

The State Security Agency (“SSA”) is mandated to conduct security vetting
throughout the South African Public Service in accordance with article 2A of the
Intelligence Act. The South African Police Service (“SAPS”) and the South African
National Defence Force (“SANDF”) are the only two state departments that are
currently still responsible for their own security vetting but their approach is in large
part aligned to that of the SSA as Cabinet approved a national security vetting strategy
in 2006 that is applicable to all state departments.® In addition, much progress has
been made in reworking the 2006 national security vetting strategy in support of the
plan to create a single security vetting agency within South Africa, as also reported on
by the Minister for Sate Security during his 2016 budget vote speech.” It is
accordingly argued that this research, although conducted in respect of one National

Department, would have universal application across South African state departments.
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In addressing the research questions set out above (i.e. whether security vetting can be
extended to include the detection of financial misconduct in the workplace and if so,

how), the following four questions were explored:

1. Why are employees committing financial misconduct and why is this not
detected by the security vetting process?

2. What questions should be included in the security vetting process that would
facilitate the detection of financial misconduct?
How should these findings be followed through on?

4. Would it assist efforts to combat financial misconduct if pertinent security
vetting findings were to be shared with the internal audit and risk management

functions within state departments?

Literature review

What inspires employees to commit financial misconduct? Greed is often the answer,
but then again, not all greedy people commit financial misconduct in response to their
greedy impulses.® A study conducted by Albrecht’ and colleagues, compared fraud
perpetrators, property offenders and college students. They found that fraud
perpetrators have more similarities with college students than with property offenders
[it is helpful to note that in the Federal Bureau of Investigation’s (“FBI’s”) Uniform
Crime Reporting (“UCR”) Program, “property crime” includes the offenses of
burglary, larceny-theft, motor vehicle theft, and arson].!® Employees who later
perpetrate fraud have the very same characteristics and skills that companies are
looking for in employees, and have profiles similar to those of honest people. It is

therefore very difficult to predict which employee would turn to financial misconduct.

In line with the above, research conducted by Colwill** found that although 70% of
fraud is committed by employees, a full 90% of security controls and monitoring
effort is focussed on external threats. The Association for Certified Fraud Examiners
(“ACFE”)* uses the 30/40/30 principle, which maintains that 30% of employees are
honest all the time, 40% are dishonest all the time, and that the remaining 30% can be

swayed to be either honest or dishonest, depending on the circumstances. Employers
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should therefore not only appoint honest employees but also keep them honest and

identify dishonest employees.

Employers need to continuously monitor employees to identify and anticipate areas of
concern.”® The United Kingdom’s Fraud Prevention Service (“CIFAS”) highlights
vetting, internal corporate culture and the monitoring of employees as the key
measures to combat employee fraud effectively.** Nixon and Kerr™ also argue that
employers too often ascribe to a false sense of assurance by believing that employees
who were honest on the day they were hired, would remain honest throughout their
careers. Employees are human and the values, thoughts, beliefs and behaviour of
human beings are never cast in stone. People evolve as they are exposed to other
people’s beliefs and changing situations, which could potentially change their own
behaviours and values in turn. In addition, predictions at the point of hiring are not
accurate, and vetting can, at best, be an effective way of ensuring a basic level of trust
only at a specific point in time. In the absence of accurate foresight, however, vetting
has proved to be the best available and most acceptable predictor of future

behaviour.*®

A report published by the Chartered Institute of Management Accountants (“CIMA”)
in 2008," indicates that no internal control system is completely flawless, and would
thus not eliminate all fraud. Focussing on common fraud indicators can, at best,
provide an early warning sign that fraud is being perpetrated. Thus, an effective fraud
risk management plan focuses on prevention and detection, and includes a response
plan to be implemented when fraud is detected. Employees would generally be
provided with channels for reporting concerns about fraud and other types of financial
misconduct. Typically, these channels include the line managers and/or a hotline.
Proactive data analysis can also be conducted to indicate anomalies in financial
transactional data that require further investigation. This report did not regard vetting
as a fraud detection method.'® The ACFE’s 2016 ‘Report to the nations on
occupational fraud and abuse’*’lists a number of detection methods but, peculiarly,

vetting is also not listed as one of them.

This peculiarity is what triggered the researchers’ analysis of the security vetting files

of 19 employees within the researched department that were found guilty of financial
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misconduct (specifically fraud, theft and corruption) in the last five years. The
findings from this analysis, in fact, supported the omission of security vetting
processes from the list of occupational fraud and abuse detection methods, as it laid
bare that existing security vetting processes did not detect the financial misconduct of
which these employees have been found guilty. It can accordingly be argued that
security vetting, as a measure to detect and identify financial misconduct, is not
effective and therefore can also not be listed as a fraud detection method in line with
the above reports. This might be attributed to the fact that security vetting focusses

primarily on determining someone’s security competence.

The incorporation of Donald Cressey’s?’ fraud triangle into the security vetting
process may contribute to the extension of its application to fraud risk management.
The fraud triangle is well known within the fraud risk management environment and
is used to explain and study the phenomenon of fraud. The fraud triangle as we know
it today consists of three elements, namely pressure or perceived pressure, opportunity
and rationalisation. The elements of the fraud triangle are interactive in that the
greater the perceived opportunity or the more intense the pressure the less
rationalisation it requires for someone to commit fraud. It is also argued that the more
dishonest the person is, the smaller the opportunity and/or the pressure it takes to

persuade that person to commit fraud.?

LaSalle?? introduced accounting students to the fraud triangle (using an
interdisciplinary approach) and achieved positive results. The ability of the accounting
students to assess risks improved by the addition of this further dimension to their
accounting skills when compared with the efforts of fellow students who had only
been exposed to the Committee of Sponsoring Organisations’ Internal Control-
Integrated Framework. The fraud triangle has now been accepted into international
auditing standards, and assists in analysing individual fraudulent behaviour. Similarly,
it can be argued that the fraud triangle should also be introduced and used during

security vetting investigations.

Opportunities are created or mitigated by companies depending on the insight and
ability of management to perceive and understand the pressures and rationalisations

that form part of the thought processes of employees, and other less controllable and
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predictable influences.”® Rubasundram?® argues that the challenge when implementing
mitigating processes is that too many controls can cause bureaucratic strangulation,
which would cost additional money and time. The cost to develop controls capable of
preventing all types of fraud may exceed the benefits, and even the most robust of
controls may become ineffective over time.?® There are also those employees who
simply want to see if they can get away with something undetected, and would
continue to challenge controls simply because “beating the system” has become a

personal challenge.?®

The pressure component of the fraud triangle can be divided into financial pressure,
vice pressure, work related pressure and other pressures.?” Financial pressure can be
subjective, and hence the concept of perceived pressure is preferred in the fraud
triangle paradigm. Employees compare themselves with friends, colleagues and
neighbours who may appear to be better-off, and this may lead to a desire to be equal
or better off in terms of wealth, lifestyle and possessions.”® Financial pressure is
primarily caused by personal insecurity, manifesting as greed, living beyond one’s
means, high personal debt, medical debt, personal financial loss, and from unexpected
financial needs. Vice pressures are caused by drugs, alcohol, gambling and expensive
sexual relations.?® Kassem and Higson® state that the term “work-related pressures”
refers to the pressure on employees to report results that are better than actual
performance, and include the financial interests of management that link bonuses to
the achievement of good results.

Domzalski®* advances that the manner in which employees deal with these pressures
would be determined by their personal integrity. Integrity would guide not just the
ethical conduct of the employee but also the manner in which he or she would
rationalise his or her conduct and decisions. Rationalisation is the process by which
fraudsters justify their criminal behaviour. Typically, they would say, “I am just
borrowing the money and will pay it back once I win the money back from the
casino”, or they may nurture the feeling that “the department owes me for all the extra
hours | put in.” Rationalisations used by perpetrators can include denial of
responsibility and this allows them to view themselves as morally responsible

individuals being forced to act unethically. They shift the moral responsibility of their
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acts to another person, entity, or situation by blaming it on circumstances beyond their

control.

According to Silverstone and Sheetz*® white-collar criminals’ have the ability to
accommodate both the normal and the awkward simultaneously, without experiencing
conflict within themselves. They are able to do this through acts of “mental deftness”
which allow them to circumvent behavioural norms that would otherwise result in

their perceiving themselves as criminal or deviant.

Fraud perpetrators also argue that their actions do not cause anyone harm and that
fraud is a victimless crime. Brown, Esbensen and Geis** are of the view that a
victimless crime involves consensual participation, which would naturally not be the
case when an employer is being defrauded. Large cases of fraud have also lead to
companies closing down and many employees losing their jobs. This way of thinking
is also present when perpetrators argue that they had to steal to feed their families, or
believe that because they stole from the rich and gave to the poor, it does not

constitute any crime.*

Research conducted by Hollinger and Davis® furthermore found empirical support for
a correlation between disgruntlement and dishonesty. The rationalisation of these
disgruntled employees is that they steal from their employers to resolve their feelings
of anger and unfair treatment. Often employees work within an organisation for many
years without committing fraud until a trigger factor such as financial problems;
changes, resulting in job dissatisfaction; or simply an opportunity to commit fraud

presents itself, which then tips the scale towards dishonest behaviour.*’

Albrecht and colleagues® found that employees who commit fraud, rapidly get used
to the extra income, and this almost always brings about a change in lifestyle. Very
few perpetrators save some of the money that they illegally obtain, and thus the most
obvious sign of fraud is an otherwise inexplicably extravagant lifestyle. Perpetrators
may thus buy expensive cars, homes, jewellery and clothes, and while fellow

employees may notice this they do not ask where the money comes from.
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Whilst ongoing security vetting may not necessarily identify red flags such as
accounting anomalies (although it could) it would highlight behavioral red flags.*
The security vetting process can be used to identify pressures and opportunities for
rationalisation that might exist in the lives of employees. These red flag situations can
then be used for further investigation. Red flags indicate unusual circumstances and
actions that stand out from normal activity patterns. It does not mean that there is

fraud, but that there may be a need to investigate further.*

A common finding emerging from concluded investigations is that the warning signs
of changes in employees’ attitudes, actions, and behaviours were noticed by
colleagues, but not acted on. They either did not realise the situation’s significance or
did not know where to report it.** Despite the recent increase in the number of red
flags being raised, many of these are being ignored, which results in missed
opportunities to identify fraud.** Fellow employees may typically be able to identify
these tell-tale signs before a formal security vetting is conducted. Singh and Nayak,*
in fact, used a 360-degree viewpoint approach when they studied bank fraud in India,
where they identified, amongst other fraud indicators, a lack of fraud awareness
amongst employees as a significant contributor to the occurrences. The Indian
government, after having uncovered numerous cases of espionage, furthermore
considered the establishment of a positive vetting cell that employs a 360 degree
intense security profiling that includes the assessment and background checks of
officials and their family members, before granting them clearance to access top

secret files.**

Security vetting is, however, costly and labour intensive. The Australian government,
for example, reports that about 350 000 employees have an active clearance status, in
comparison with the 15000 clearances issued per year about 15 years ago. The
concern is that while not all of these employees are in need of clearance in order to
perform their intended tasks, the system seems unable to make the distinction,
resulting in exponentially accelerating associated costs.* In addition, access to IT
systems and databases is critical. Australia’s Vetting Agency experienced first-hand
the extent to which its IT systems compromises reliability and functionality.*® It is
therefore submitted that security vetting should be a risk-driven process, which should

translate into fewer but more effective security vettings being conducted.
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To further optimise the return on investment made in doing security vettings, it is
sensible to follow a focussed approach by determining beforehand what the desired
outcomes of the security vetting process should be. Security vetting criteria should
accordingly be in line with the focus or objective of vetting candidates and should be
strictly adhered to. France, for example, has updated their vetting criteria after the
recent Paris bombings, and their definition of ‘suspicious behaviour’ now also
includes, refusing to work under a female manager. This criterion was reportedly used
to withdraw security clearances for 70 employees at French airports last year.*” The
focus of vetting in France, it can be deduced, is in support of counter terrorism efforts,

when using this criterion as part of their criteria.

It is also important that the security vetting process should not be predictable to the
extent that it limits the return on the investment made. It is with this in mind that the
Attorney-General of Australia, for example, requested that “dynamic vetting” be
explored — the information about an employee who requires a clearance should be
obtained by the security vetting agency, rather than being provided by the employee

him or herself.*®

Research design

The initial analysis of the security vetting files of 19 employees of the researched
department, who had been found guilty of financial misconduct in the last five years,
uncovered that existing security vetting processes did not detect the financial
misconduct of which these employees have been found guilty.

This elicited the research questions that this research is charged with, namely whether
security vetting can be extended to include the detection of financial misconduct in
the workplace and if so, how. Building on these questions, the focus of this research is
whether security vetting can enhance the management of fraud risk across South
African public sector departments. Given the specific mandate of the SSA to conduct
security vetting throughout the South African Public Service and the reworking of the
national security vetting strategy of 2006 in support of the plan to create a single
security vetting agency within South Africa, it is argued that the answers to these

research questions within the context of the researched department would have
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universal application. Therefore, although this case study was conducted within a
single national government department, it is probable that the findings would be
duplicated if the study were to be replicated in other departments. The findings can
accordingly be considered sufficiently robust to contribute positively to the research

questions.*®
Method

Qualitative research was conducted, making use of an exploratory case study, as the
intervention being evaluated has no clear or single set of outcomes.® Yin>* advances
that the use of a case study is ideal when the envisaged research addresses a
descriptive and explanatory question (such as how or why something happened) with
the aim to produce a first-hand understanding of people and events. One useful
qualitative research method identified by Labuschagne® is the use of open-ended
interviews that result in the (usually verbatim) recording of the respondents’
experiences, opinions and knowledge. Open ended questions are exploratory in nature
and allow the respondent to provide any answer they identify as appropriate or
informative, without forcing the selection of possibly inappropriate or sub-optimally

relevant preselected options.*®

For purposes of this research, and with the intention to provide respondents with an
opportunity to consider their answers, four such open-ended questions were sent to
the intended respondents prior to the face-to-face interviews. These questions were as

follows:

1. Why are employees committing financial misconduct and why is this not
detected by the security vetting process?

2. What questions should be included in the security vetting process that would
facilitate the detection of financial misconduct?

3. How should these findings be followed through on?

4. Would it assist efforts to combat financial misconduct if pertinent security
vetting findings were to be shared with the internal audit and risk management

functions within state departments?
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The requisite ethical clearance and consent from stakeholders were duly obtained and

processed.

Sample

Permission was obtained to interview 27 key employees within the researched
department, charged with fraud risk management (including internal audit and risk
management) and security vetting (including vetting investigations, polygraph
examinations, vetting evaluations and management). An initial group of 15 employees
was interviewed, where after further employees were interviewed until a data

saturation point was reached, being the point at which no new information was added.

Data collection and analysis

Personal interviews were conducted with the 27 key employees within the researched
department and data comprised their responses to the four open ended questions, set

out above, which were used to structure and standardise the interviews.

To preserve the anonymity of the 27 employees of the researched department who
were interviewed, their responses were identified according to their number in the
interview sequence. Data collected from the interviews was then consolidated in one
document. The data was analysed qualitatively using a manual process; the use of the
computer coding program AtlasTi was investigated but not used due to the
manageable extent of the data. Coding was done for each of the four questions which

uncovered five themes, as set out below under interview findings.

Data was then categorised under these five themes in accordance with the responses
received. Responses unrelated to the questions were initially kept, but later discarded
during the categorisation of data. Not all respondents had the same level of
understanding of the security vetting process, emphasising in itself the importance of
co-operation between the respondents’ domains. The findings were submitted to a

senior line manager (who was also interviewed) as part of a peer review process.
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Results

The findings from the interviews are discussed next under the five primary themes
identified during the data coding and analysis phase of the research process.

Theme 1: Reasons for committing financial misconduct:

@ Financial pressures

Financial pressures were listed by about a third (9) of the respondents as a primary
reason why employees might commit financial misconduct. According to these
respondents, it is human nature to be opportunistic and greedy, and the pressure to act
dishonestly builds as employees gradually take on increasingly onerous financial
responsibilities, such as expensive cars, houses and/or simply start living beyond their
means. Their lifestyles cannot be supported by their incomes, and their inability to
service their debts inevitably leads to stress, which in turn renders them vulnerable

when opportunities to commit financial misconduct arise.

It should be borne in mind that employees, when initially appointed, might not have
had any criminal intensions, nor shown any desire to get involved in financial
misconduct. Security vetting, as currently practiced, would therefore not detect a
tendency for financial misconduct because the security vetting process primarily
reviews history, and at the specific stage that the security vetting security is
conducted, the employee may not have participated in or committed any financial
misconduct yet. The decline into financial misconduct might only happen at a later
stage due to changes in life circumstances, for example. The security vetting
investigator must therefore be attentive to sudden changes in lifestyle and employees’

character references should also be specifically questioned on this.

(b) Opportunities to commit financial misconduct

Some of the respondents (3) indicated that ineffective and weak controls within a
department, coupled with poor management and a lack of clarity of the duties of
employees in respect of these controls, enable financial misconduct. Employees with

financial problems are entrusted with, for example money, valuable assets or
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information, which present them with opportunities to resolve or better their financial

positions, albeit by committing financial misconduct.

(c) Rationalisation of financial misconduct

Some of the respondents (3) listed the ability to rationalise as a significant reason why
employees commit financial misconduct. Security vetting cannot pre-emptively detect
the intention to commit financial misconduct. It is a slow-growing attitudinal change:
employees gradually become disgruntled, they may feel the department does not give
them the recognition they deserve and/or that they do not have satisfactory career
prospects. As the impulse to commit financial misconduct becomes stronger, these

employees may start looking for opportunities.

Dissatisfaction is reportedly being used to rationalise misconduct, and management
should identify and resolve these issues timeously. Security vetting investigators must
appropriate the requisite attention to the red flags associated with comments such as “I
have three children at university”, “my wife loves spending money”, “I have large

house payments that are killing me” and so forth.

Discussion

Financial pressures, coupled with opportunities to commit financial misconduct and
the ability to rationalise such misconduct, are cited as the main reasons why
employees commit financial misconduct. This accords with the fraud triangle,

discussed in the literature review.

Theme 2: Factors hindering security vetting efforts to detect financial

misconduct:
(@) Reliance on information supplied by the employee
More than half of the respondents (16) advanced that security vetting does not detect

financial misconduct, or associated risk indicators, because the process relies on

information supplied by the employee that is subjected to the security vetting process.
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Even if the security vetting investigator therefore asks questions relating to financial
misconduct, the employee might not divulge the information during the interview.
The employee is, in fact, able to lead the security vetting investigation. The security
vetting process and interviewers seem to be too dependent on the subject’s self-
assessment, apparently circumventing an independent assessment and verification of

the information provided.

Financial documents should be sourced by the security vetting team and no reliance
should automatically be placed on the employee’s ability or willingness to provide
them with a full set of statements. In addition, three months’ bank statements, which

is the current norm, are not enough to determine a trend.

Security vetting investigators rely on the references provided by the employee even
though such references are highly unlikely to be independent: friends and family
members would rarely say negative things about the employee, and these references
are also routinely re-interviewed during each security re-vetting cycle. Security
vetting investigators must therefore identify their own references, ensuring that they
are relevant to the needs of the investigation.

(b) Polygraph questions are not focussed on financial misconduct

More than a third of the respondents (10) stated that polygraph questions are
“standard”, and that these questions should be aligned in accordance with the purpose
of the security vetting process, and also to the particular employee being vetted. The
security vetting findings should inform the questions for use during future polygraph
testing. The identification of financial misconduct would be more likely if the
polygraph interview questions are relevant to or directed at uncovering such
misconduct. Instead, questions routinely relate to substance abuse and the leaking of

information.

(c) Security vetting investigators are not trained to identify financial misconduct

More than half of the respondents (16) commented that security vetting investigators

received insufficient training in the investigation of financial misconduct and simply
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do not have sufficient depth of knowledge of associated processes, such as supply
chain management. Security vetting investigators would be better positioned to
identify indicators of fraud and corruption if they were trained to do so. Indicators of
fraud are sometimes present but are overlooked or escape further investigation. This
observation made by the respondents was confirmed during the analysis of the

security vetting files of the 29 employees within the researched department.

The training of security vetting investigators should also include interviewing skills
and investigative techniques, to bring their skills in line with those of the elite

investigative units within the SAPS and the office of the Public Protector.

(d) Enforcement of legislation and/or tone from the top

Almost half of the respondents (12) identified a lack of enforcement of legislation
within the department and no clear tone from the top as significant contributors to the
security vetting process not detecting financial misconduct. Once the findings are
presented, little, if anything, is done about it and recommendations are routinely
ignored. It appears to be common knowledge that there are “no consequences” for
negative security vetting findings. It is the prerogative of the accounting officer to
decide how to respond, if at all, to security vetting findings. The consequence is that
security vetting is not always taken seriously, as employees know that even negative
findings and recommendations are unlikely to affect their careers adversely. Thus,
there should be a policy of “no clearance, no entry” to employment in the public
service: a valid and vigorously performed clearance should be a condition of

employment.

Efforts to address this aspect of the problem could include conducting awareness
campaigns in order to inform employees that it is their duty to report financial
misconduct and that failure to do so represents, in itself, misconduct. Employees do
not always know where to report misconduct. It is suggested that the security vetting
investigators and process could be used to report financial misconduct, and that this
would provide specific focus to the security vetting of the employee against whom the

allegations have been levelled.
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(e) Quality versus quantity

A few of the respondents (4) highlighted the fact that the departmental emphasis is on
the number of files concluded per month, which makes it virtually impossible to
follow up on fraud indicators because of the time constrains dictated by the work load.
The pressure on security vetting investigators to adhere to these tight deadlines has a
negative impact on the quality of the reports generated. The constant pursuit of higher
production has allowed poor quality fieldwork to be submitted by security vetting
investigators and is seemingly deemed acceptable by evaluators and management.
Quality is thus sacrificed for quantity, as statistics indicating improved throughput

impress the powers that be.

Q) The predictability of the security vetting process

About half of the respondents (14) stated that the security vetting process is open to
manipulation because it has become an established and standardised routine. Security
vetting has been done in an unimaginative and repetitious manner for some time and
employees know that. Knowing when the security vetting interviews are due also
allows employees to manipulate their financial statements not to attract attention
during the security vetting process. Employees acquire loans to prop up their financial
positions, but might then experience financial problems soon after the conclusion of
the security vetting process.

Security vetting is typically only conducted every five years, regardless of the risks
inherent in the specific area where the employee is employed. There should be
employee and employment-specific concerns that the security vetting investigator
must seek to answer, and this should then inform the selection references to be

investigated.

Security vetting should be informed by the risks present both within the department
and externally — the failure to contextualise is debilitating to the security vetting
process. An organisation’s top management should be clear about the reasons why
they call for security vetting at all. These reasons must inform the content and method

of the security vetting process
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Discussion

The respondents assert that the over-reliance on information supplied by the employee
is not conducive to the detection of financial misconduct. Independent sources of
information should be sourced by the security vetting investigator. Polygraph
questions must be aligned with the purpose of the security vetting and the particular
employee and must be based on the security vetting process. These findings are
echoed in the literature review with the Attorney-General of Australia calling for
“dynamic vetting” and that information about an employee for purposes of security
vetting should be sourced by the security vetting agency and not simply requested

from the employee him or herself.>*

The observations made by respondents that indicators of fraud are sometimes present
but overlooked or escape further investigation, are confirmed during the analysis of
the security vetting files of the 19 employees within the researched department.
Security vetting investigators must furthermore receive training in fraud risk
management, financial investigations and interviewing techniques. This may enable
them to identify financial misconduct, as was the case for the accounting students in
LaSalle’s™ study referred to in the literature review. If properly trained, security
vetting investigators may furthermore be empowered to customise and prevent the

predictability of the security vetting process.

Quality of security vetting is sacrificed for quantity, as statistics indicating improved
throughput impress the powers that be. The associated dangers were, however, clearly
demonstrated in the Edward Snowden case referred to in the literature review. The
United States Investigation Services Incorporated (“USIS”) processed hundreds of
thousands of cases, many of them poorly, in an attempt to meet company revenue

targets: Snowden’s was one of them.*®
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Theme 3: Proposed alignments to security vetting interviews to enable the

detection of financial misconduct.

(@) Questions focusing on finances

Almost a third of the respondents (7) pointed out that some security vetting
investigators do not ask questions that pertain to financial misconduct, at all. To
detect or prevent possible financial misconduct, emphasis should be placed on
investigating the financial situation of an employee. In addition, it would seem
prudent for security vetting investigators to thoroughly analyse and question the
details of financial statements provided by employees, and possibly to widen the

conversation to include the finances of spouses and partners.

(b) Third party questions

Some of the respondents (4) proposed that the security vetting process should include
questions about fellow colleagues, specifically whether the interviewee has ever
observed any wrongdoing on their part. If such wrongdoing is raised, details thereof
must be pursued. In further support of efforts to improve the rigour of the security
vetting process, the references of employees must be asked about their financial
lifestyle, and whether they have observed any recent or drastic changes in the lifestyle
of the employee.

(©) Lifestyle questions

Almost a quarter of the respondents (10) raised the issue of lifestyle audits and
advised that a formal analysis of the financial affairs of employees (including
specifically also the income and expense statement), should inform the questions that
need to be asked during the security vetting interview. For example, if the expenses
exceed the income but apparently without causing financial difficulties, the security
vetting investigator should determine the sources of possible additional income. If the
additional income cannot be found in the form of legitimate deposits into the
employee’s bank account, or are not being carried by a spouse or relative, it must be

determined how such excess expenses (for example school fees or vehicle finance
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agreements) are paid. Databases such as those maintained by the FIC and SARS, and
posts and blogs on social media should all be cross-referenced against the stated
income of employees. Frequent cash transactions should raise concerns and

employees must be questioned about them.

(d) Social media questions

A few of the respondents (5) indicated that social media should be referenced in the
security vetting process as these platforms may reveal a great deal about an employee.
The use of social media in the security vetting process would also give the security
vetting investigator more insight into the character, status, and motivations of the
person that they are vetting, and would enable the security vetting process to be more
focussed.

(e) The functions performed by the department and the role of the employee must

determine the questions

Almost a third of the respondents (8) posited that the security vetting investigator
should understand the functions of the department and also the role that the employee
plays within the department. Thus if it is, for example, suspected that identity
documents are being sold by Home Affairs employees, the security vetting
investigator should already know, before the interview, the role that the employee
plays regarding the issuance of identity documents. The security vetting investigator
should have sufficient familiarity with the system to have some knowledge of how the
employee could abuse his or her position to commit financial misconduct. Pertinent
questions (also relating to fellow colleagues) include the following examples: “Did
someone ever offer you money for an identity document?” or “Do you know if any of
your colleagues have ever been offered money for an identity document?” The same
type of questions should also inform the polygraph examiner’s preparations. In other
words, the vetting planning process should start with the supervisor informing the
security vetting investigator about the business processes within the department where
security vetting is about to be conducted, even before handing out the specific files.

Involving security vetting evaluators at this preparatory stage could also play a
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beneficial role in determining what information should be collected by the security

vetting investigators.

\) Work performed outside of the public service

Almost a quarter of the respondents (10) proposed the inclusion of questions
addressing possible performance of private work outside of the public service. At
present analyses of remunerative work performed outside of the public service are not
being done. Security vetting investigators must therefore identify behavioural patterns
that might be suggestive of the conduct of undeclared “outside work” by analysing,
for example, the employee’s movement register (log that captures arrival and

departures to and from the office) entries.

A copy of the employee’s declaration of financial interest as provided to his or her
employer must be obtained and its information verified against the findings of the
security vetting investigation. Similarly, any official requests to perform remunerative
work outside of the context of his or her employment and any additional income(s)
generated as a result thereof, must also be examined and understood.

Discussion

Most respondents in the study, instead of listing specific questions, preferred to
indicate where the focus of such questions should be so as to enable the detection of
financial misconduct. Questions should revolve around the financial affairs and
lifestyle of an employee and should be customised to the role that the employee fulfils
within a particular department. Any work performed outside of the department must
be investigated. There are numerous questions that can be asked but listing these
questions would just create another standard set of questions — with the same risks
inherent in the predictability that plagues the current questioning styles and processes.
Questions should furthermore be posed to third parties, such as interviewees and
fellow employees, who may be best placed to comment on any financial misconduct

or apparent lifestyle changes.
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The importance of social media checks is now more apparent than ever, as evidenced
by Tashfeen Malik, the Pakistani woman referred to in the literature review, who
passed three background screening tests when she moved from Pakistan to the USA,

and yet her social media posts about jihad were not found.>’

The Australian government, also referred to in the literature review, called for a more
focused approach to security vetting.® Security vetting should be a risk-driven
process, which should translate into fewer but more effective security vetting
investigations being conducted.

Theme 4: Following through on security vetting findings

(@)  Action on security vetting findings

About a third of the respondents (8) were of the opinion that security vetting findings
are not always implemented in a consistent and transparent manner, and that
management permits too many exceptions and decision overrides. Security vetting
findings should, in principle, be considered binding and not dismissed as mere

recommendations.

Cases of employees suspected of financial misconduct should be handed over to the
department’s security division for investigation and, when necessary, to the SAPS.
Departments should have an anti-corruption policy and strategy in place that includes
details on how to report and investigate suspected corruption. Specific processes
should be implemented to ensure that red flags that are picked up on during the

security vetting processes are monitored and tracked to appropriate outcomes.

Respondents indicated that security clearances should not be issued to employees who
have become a liability to a department. Such employees should be demoted or
transferred to sections with fewer opportunities for unauthorised conduct. The reasons
for denying an employee a security clearance should also be published and
communicated to the rest of the department to emphasise the seriousness of the

offense, and to sensitise employees to not becoming involved in similar conduct. This
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would create awareness of the importance of security vetting within all government

departments.

(b) Monitoring/managing negative findings so as to prevent escalation into

misconduct

About a quarter of the respondents (10) offered suggestions on how to manage
negative findings that are not serious enough to prevent the issuance or withdrawal of
a clearance status. It was held that these outcomes should be communicated to the
employee and to his or her line management, and must be accompanied by an offer to

assist the employee to overcome the problems.

There should, however, be zero tolerance once misconduct has taken place. Every
exception creates a precedent. Management in all national departments should be
advised that when red flags or risks are uncovered during security vetting processes,
similar circumstances should call for more vigilant scrutiny. However, respondents
agreed that a distinction should be made between findings affecting an individual
employee and findings that have an impact on section- or department-wide

organisational systems and procedures.

Where findings identify an individual perpetrator, that employee could be assisted by
enrolling him or her in an Employment Assistance Program (EAP). The actions of the
more serious offenders, whose actions affect the organisation, should be investigated
and analysed by the entity’s risk division. Security vetting evaluators should build
products that address these trends and security vetting investigators should be
informed and empowered to improve the focus and effectiveness of the security

vetting process.

The accounting officers (departmental Directors-General) must be made to understand
the risks of retaining an employee in the supply chain management area if a security
vetting process has found that he or she has, for example, previously accepted bribes

and that a clearance can therefore not be issued.
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(c) Central database

Almost a third of the respondents (8) proposed that there should be a central database
containing all security vetting findings, as this would enrich the security vetting
process. Thus, there could be a centrally maintained database at the Department of
Public Service, for instance, that contains all security vetting findings and disciplinary
records of all employees. Prospective employees must then also be screened against
this database as employees do move between departments, sometimes before the
conclusion of a disciplinary hearing. Such a database would go a significant way to

preventing the re-hiring of high risk misconduct-prone employees.

Discussion

Security vetting finding trends, and the risks associated with these trends, within a
department must be managed systemically. The French government, for example,
updated their security vetting criteria after the Paris bombings to manage the risks
associated with employees refusing to work under a female manager.*® It can also be
deduced from this new criterion that the French government, directs security vetting at

countering terrorism.

A central database containing all security vetting findings would enrich the security
vetting process. Access to IT systems and databases is critical, as was illustrated in the
literature review by referring to Australia’s Vetting Agency and the extent to which its

IT systems compromises reliability and functionality.®

The importance of effective and comprehensive databases is also illustrated by the
challenges encountered while attempting to screen Syrian refugees entering the USA.
A war-torn country that has limited criminal and terrorist databases against which to
check refugee details and immigration authorities are limited to essentially relying on
interviews with people that claim to know the refugee, a process that has its own

limitations as were highlighted in the literature review.®
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Theme 5: Sharing security vetting findings with internal audit and risk

management

(@) Ensuring the implementation of security vetting recommendations

Some of the respondents (2) said that it would benefit the security vetting process if
findings were to be shared with the internal audit and risk management functions, as
this would allow for, or trigger, thorough investigations, including possible
disciplinary actions and further legal sanction. Both external and internal audit have
the authority to follow up on situations where an employee remains in the same

position despite not having an appropriate security clearance.

(b) Contributing to the identification of organisational risks

Almost a third of the respondents (8) agreed that communicating security vetting
findings to the risk management and audit functions would assist in the identification
of operational and organisational risks by enabling the development of risk indicators
and controls, which would be tested during audits. Security vetting findings may also
be used to determine whether there are ineffective risk controls within the department
and in this way, render the audit and risk management functions more pro-active. The
findings of the security vetting process can be used to introduce more, and more
effective, control measures in ongoing efforts to prevent or eliminate financial
misconduct.  Furthermore, if employees without clearances are identified in a
consolidated database, departments would be enabled to decide whether to employ

such a person at all or whether he or she can be transferred to a lower risk function.

(c) Mitigating risks

Almost a fifth of the respondents (5) stated that it would assist them if the security
vetting findings were promptly communicated to risk management units. This would
enable the proactive implementation of mitigating controls throughout the department,
thereby reducing opportunities to commit similar acts of financial misconduct.

Respondents acknowledged that employees are being corrupted, influenced, and paid
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off to override controls. Risk and audit functions should therefore be informed

promptly if control measures are not effective or are being overridden.

d) Symbiotic flowing of information between security vetting, risk and audit

functions

About a third of the respondents (8) were of the opinion that security vetting findings
should be reported to the internal audit and risk management functions, and that these
structures must also provide information to the security vetting structures to inform
and focus the security vetting process. As an employee risk management tool, security
vetting forms part of the greater risk management tool-chest, hence it would be
beneficial to share the results of the security vetting process between all other risk
management practitioners. This should strengthen the collective effort of these
functions. Considering that financial misconduct appears to mutate and exhibits
fluctuating degrees of intensity, it is only through the collaborative efforts of all role
players involved in risk management that considerable attempts can be made to

successfully combat such financial misconduct.

(e) Identifying risk trends within the department

Almost a third of the respondents (8) highlighted the importance of identifying risk
trends within a department. In doing so, the department would be able to see where it
is vulnerable and develop internal policies and counter-measures to combat the
threats. Security vetting statistics should therefore not just be reported as numbers.
Risk management is concerned with trends and findings related to processes which
would help to determine if risks are increasing or being sufficiently mitigated. This, in
turn, would affect the risk profile of the department, and would alert those conducting
the security vetting process to anticipate possible financial problems that so often lead

to financial misconduct.

One of the respondents referred to current studies which indicate that we are now
living in what is described as the Volatile, Uncertain, Complex and Ambiguous
(VUCA) world, characterised by diverse risks that cannot be identified or mitigated

by a single profession. Multi-disciplinary efforts are required. Collaboration between
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labour relations, departmental ethics task teams, administrative boards and operational
divisions would inform a better understanding of a department’s risk picture. Such
risk picture should be shared by all the stakeholders, including all assurance providers
and investigative teams. Respondents indicated that it is important to note that the
specific risk being discussed here is “financial misconduct” and that security vetting is
just one of the control measures that should be implemented in an effort to minimise
or eliminate this risk. Departments should also have other controls in place that should

support the entity-wide, combined effort to minimise or eliminate the risk.

Discussion

Security vetting, internal audit and risk management functions should share pertinent
findings to support the achievement of better results in the fight against fraud and
corruption. This approach is in line with recommendations emerging from the study
conducted by Singh and Nayak,®® that organisations should follow a 360 degree
approach by including all employees in the security vetting process. Security vetting
is furthermore but one of the risk management tools available. Synergies and the
symbiotic flow of information between the security vetting, audit and risk functions

would significantly enhance fraud risk management efforts.

Conclusion

The research established, firstly, that security vetting can indeed be extended to
include the detection of financial misconduct within the researched department, and
secondly, that it can enhance the management of fraud risk across all South African
public sector departments, given the specific mandate of the SSA and the imperatives

of a South African national security vetting strategy.

In accordance with the fraud triangle, the research established that financial pressures,
coupled with opportunities to commit financial misconduct and the ability to
rationalise such misconduct, are the main reasons why employees commit financial

misconduct.
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The research uncovered certain factors which hinder the detection of financial
misconduct during the security vetting process. One such factor is the over-reliance on
information supplied by the employee. This is not conducive to the detection of
financial misconduct and independent sources of information should be sourced by
the security vetting investigator. Polygraph questions must also be aligned with both
the purpose of the security vetting and the particular employee, and must be directed
by the security vetting process. Another such factor hindering the detection of
misconduct is the lack of training of security vetting investigators in fraud risk
management, financial investigations and interviewing techniques. If properly trained,
security vetting investigators may also be empowered to customise and prevent the
predictability of the security vetting process. A further factor is the sacrifice of the
quality of security vetting for quantity, as statistics indicating improved throughput
impress the powers that be. The lack of clarity at organisational top management level
about the reasons why security vetting is called for, in the first instance, is another
contributing factor. Security vetting must risk-based, focussed and contextualised.
Lastly, the lack of enforcement of legislation within the department and no clear tone
from the top are further factors which hinder the detection of financial misconduct.
Employees should also be made aware of their duty to report financial misconduct.

From the research it emerged that the detection of financial misconduct could possibly
be enabled by certain alignments to the security vetting process. Firstly, the focus of
questions must be aligned to enable the detection of financial misconduct. However,
whilst there are numerous questions that can be asked, listing these would just create
another standard set of questions. Questions should revolve around: the financial
affairs and lifestyle of an employee; the role of the employee within the particular
department; and work performed outside of the department. Secondly, questions
should also be posed to third parties, such as interviewees and fellow employees, as
these parties may often be best placed to comment on any financial misconduct or
apparent lifestyle changes. Thirdly, social media checks are becoming increasingly
important and should be pursued. Lastly, a focussed, risk-driven approach should be
followed by determining beforehand what the desired outcomes of the security vetting

process should be.
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From the research it is concluded that security vetting findings must be actioned
visibly, consistently and transparently. Cases of financial misconduct must be
investigated and not only should employees be appropriately sanctioned, but they
should also be seen to be so sanctioned. Red flags picked up on during the security
vetting processes must be tracked to appropriate outcomes lest opportunities to
identify financial misconduct are missed. Negative findings must be managed, and
may have to be managed differently, on an individual and organisational basis.
Security vetting finding trends within a department, and the risks associated with
these trends must be managed systemically. A central database containing all security

vetting findings would enrich the security vetting process.

The research suggested that the sharing of security vetting findings with internal audit
and risk management would yield certain positive outcomes in that it would ensure
the implementation of such findings by triggering thorough investigations; it would
contribute to the identification of organisational risks and risk trends and the
mitigation thereof; it would further strengthen the collective pro-active efforts by the
security vetting, audit and risk management functions; and it would enhance fraud

risk management efforts.

Future Research

It is recommended that this study could be replicated in the private sector. A holistic
view of the extended use of security vetting in both the public and private sectors to
detect financial misconduct, and the ways in which to do so, would advance the fight

against fraud and corruption.
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