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ABSTRACT

Privacy entails controlling the use and access to place, location and personal information.
In South Africa, the first privacy legislation in the form of the Protection of Personal
Information (POPI) Act (Act 4 of 2013) was signed into law on 26 November 2013. The
POPI Act promotes the protection of personal information by South African institutions and
specifies the minimum requirements in 12 Chapters, which includes 8 Conditions for lawful
processing of personal information. Condition 7 of the POPI Act makes specific provision
for security safeguards to ensure the confidentiality and integrity of personal information.
While the legislative requirements of Condition 7 of the POPI Act are spelt out in Sections
19, 20, 21 and 22, the requirements are not supported by specific guidance in terms of
how these should be satisfied. There is also no specific guidance on the security
safeguards, as required in Section 19, to ensure the confidentiality and integrity of
personal information. Hence, this thesis - which focuses on electronic personal information
- proposes a framework that includes a selection of security safeguards that may serve as
a frame of reference and be used by South African institutions that store, process and
transmit electronic personal information, to achieve and maintain compliance with
Condition 7 of the POPI Act. As part of this study, a POPI research survey is used to
assess the current state of security safeguards in South African institutions and to validate
the selection of security safeguards of the proposed framework. In addition, a model of
operation of security safeguards is proposed to guide one on how the selection of security
safeguards should be implemented to achieve and maintain confidentiality and integrity of
electronic personal information as required by Condition 7 of the POPI Act. Furthermore,
this thesis explores the concept and principles of privacy as well as the importance of
privacy and provides an overview of the global privacy legislative landscape, including
South African privacy legislation. An analysis is also conducted to assess the extent to
which the privacy legislation of the European Union (EU) and South Africa addresses the
international 2013 Organisation for Economic Co-operation and Development (OECD)
guidelines. The POPI research survey is also used to assess the level of compliance with
the POPI Act and specifically Condition 7 of the Act. In addition, the POPI research survey
is used to assess the financial value associated with electronic personal information and

the potential impact of a data breach of electronic personal information.
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1.1 INTRODUCTION

Today, more than ever, we find ourselves in an information revolution that has transformed
the way we transact and conduct business, resulting in an unparalleled proliferation of
records preserved within databases containing fertile fields of personal data (Solove,
2004). According to the National Crime Prevention Council (2016): “Since its beginning in
the 1990s, the Internet has grown into a vast electronic network that now spans the entire
globe, and it will only continue to grow. Because people use the Internet in their everyday
lives, they rely on it for a safe and accurate exchange of information. Constantly, personal
data such as social security numbers, credit card numbers, and passwords are traveling
through wires, and also through the air, from one computer to another. With security
measures in place to protect this sort of information online, most people feel safe on the
Internet and trust that their personal information will remain confidential. But, unfortunately,
criminals have also adapted to advancements in technology and, these days, people are

becoming victims of crimes committed over the Internet.”

The currency of the digital world and “oil” of the Internet is personal information (Kuneva,
2009). Personal information according to the Organisation for Economic Co-operation and
Development (OECD) (2013) is regarded as any information relating to an identifiable,
living and natural individual. Personal information can be bought, sold and traded creating

economic value (Ali et al., 2013).

Hence, the global risks identified by the World Economic Forum (2014, 2015, 2016 and
2017) from 2014 to 2017 include data loss as a result of data fraud or theft as a major risk
within the technology domain. Furthermore, for the first time in 2017, since 2007, is a
massive incident of data fraud/theft listed in the top 5 global risks in terms of the probability
by the World Economic Forum (2017).

The value of personal information has increased significantly due to the advent of the
information age (Saunders and Zucker, 1999) and this has subsequently resulted in the
most prevalent crime of the new millennium known as identity theft (Hoar, 2001). Identity

theft is defined by the OECD (2009) as a form of crime which, “occurs when a party
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acquires, transfers, possesses, or uses personal information of a natural or legal person in
an unauthorized manner, with the intent to commit, or in connection with, fraud or other
crimes”. Similarly, according to Schipke (2006) identity theft, “involves stealing another
person’s “identity” - personal and financial information - for the purpose of committing other
crimes constituting fraud.” This rampant form of crime is largely achieved through
techniques such as phishing (luring victims to divulge personal information via deceptive
emails or fake web sites) and pharming (redirecting victims from an authentic web site to a
fraudulent web site which replicates the authentic web site in appearance with the intention
to illicit personal information from victims) that are used to trick victims to divulge personal
information for illicit purposes (OECD, 2009). The magnitude of this ever increasing
prevalent crime is indicated in the 2016 Identity Fraud Study (Javelin, 2016) that assessed
the financial impact of identity theft for a 6-year period ending 2015, at 112 billion U.S.
dollars, which is equivalent to 35600 U.S. dollars per minute for the aforementioned
period.

Furthermore, criminals break into information systems of institutions to gain unauthorised
access to databases, commonly referred to as a data breach, which provides them with
the ability to steal personal information such as, among others, financial account numbers,
addresses or identity numbers (Information Systems Audit and Control Association
(ISACA), 2014a).

The World’s Biggest Data Breaches by Information Is Beautiful (2017) provides a
graphically illustration of data breaches and globally the number of data breaches and the
extent of the data breach in terms of the number of personal information records have both
progressively increased on an annual basis from 2004 to 2017. Appendix A provides a
summary of numerous high profile data breaches experienced in recent times on a global
level by international institutions such as Ashley Madison, Sony Entertainment and the
Korean Pharmaceutical Information Centre (Internet Society, 2016) as well as LinkedIn,

the Philippine Commission on Elections and Yahoo (Identity Force, 2016).

19

© University of Pretoria



EIT VAN PRETORIA
TY OF PRETORIA
THI YA PRETORIA

Chapter 1 - Introduction

This growing trend of data breaches is further confirmed by the 2016 Internet Security
Threat Report (Symantec, 2016), which reported 318 (429 million identities exposed) data
breaches in 2015 compared to 253 (552 million identities exposed) and 312 (348 million
identities exposed) data breaches in 2013 and 2014 respectively. Similarly, from 1 January
to 13 December 2016, the Identity Theft Resource Centre (2016) reported a total of 980
data breaches which exposed over 35 million records across several industry sectors as
illustrated in Figure 1.1 below.

2016 DATA BREACH CATEGORY SUMMARY - 2016 DATA BREACH CATEGORY SUMMARY -
NUMBER OF BREACHES NUMBER OF RECORDS EXPOSED

i
>‘ ‘ T
4
T \'

1015813

&

Category Number of Number of
breaches records exposed
Banking/Credit/Financial 43 71912
432 5649046
84 1015813
66 13070531
355 15426015
Total 980 35233317

Figure 1.1: 2016 Data Breach Category Summary
Source: Adapted from Identity Theft Resource Centre (2016)

From a South African perspective, the reporting of data breaches by South African
institutions is limited to the extent that only 5 data breaches were registered in 2015
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(Gemalto, 2015). The non-reporting of data breaches in South Africa is due to the lack of
privacy legislation compelling South African institutions to notify the public in the event of a
data breach (Alfreds, 2016). In 2016, the non-reporting of data breaches by South African
institutions continued, however the following data breaches became public knowledge:

e Armscor - Invoicing information displaying customer and supplier details exposed
(MyBroadBand, 2016a).

e Government Communication and Information Services (GCIS) - Personal
information associated with 1500 government employees exposed, including
names, phone numbers, e-mail addresses and hashed passwords (Vermeulen,
2016a).

e Department of Water Affairs - Highly sensitive financial data, names of managers
and details of projects exposed (Vermeulen, 2016b).

e Ethekwini Municipality - Personal information associated with 98330 residents
exposed, including passwords, full names, addresses, and identity numbers
(MyBroadBand, 2016Db).

e MTN - Names, numbers and bills of customers made accessible to other customers
(MyBroadBand, 2016c¢).

Due to the instrumental value associated with privacy (Moor, 1997), the data breach trend
will continue to increase, locally in South Africa and internationally, in terms of the number
of data breaches and the extent of personal information exposed. As a result, legislation in
the ambit of protecting personal information is critical to preserve the privacy of individuals,
which according to Moore (2008), entails controlling the use and access to place, location
and personal information. Furthermore, protection of personal information legislation would
protect individuals against identity theft as well as offer wide-ranging benefits to institutions
including the protection of an institution’s brand, image and reputation, enhancing the
credibility of an institution as well as promoting consumer confidence and goodwill (Titus,
2011). Specifically in the South African context, privacy legislation will enhance
transparency and end attempts by institutions to keep data breaches under the radar
(Floor, 2015).
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Countries around the world such as Canada and the United States of America (USA) as
well as member states of the European Union (EU) have identified the importance of
protecting personal information and as such have implemented privacy legislation with a
specific focus on protecting personal information. The EU adopted the Data Protection
Directive (also known as Directive 95/46/EC) of 1995 to protect personal information of
individuals within member states (European Parliament, 1995). The USA responded to
meet the requirements of the Data Protection Directive (1995), specifically relating to the
adequacy standard, by introducing the Safe Harbor Act of 2000 designed to allow for the
transfer of personal information between EU member states and the USA (Steinke, 2002).
Similar to the EU, Canada has the Personal Information Protection and Electronic
Document Act (PIPEDA) of 2000 in place to govern how institutions collect, use and

disclose personal information (Government of Canada, 2014).

The South African response to the protection of personal information legislation has taken
the form of the Protection of Personal Information (POPI) Bill, which was first published for
comment in 2005 (Stein, 2012). After undergoing numerous reviews, the POPI Bill (2009)
was finally enacted and signed into law on 26 November 2013 as the POPI Act (Act 4 of
2013). This thesis commenced in 2014 and at the time of completing the thesis, the POPI

Act (2013) was still not enforced and the commencement date was still to be announced.

This chapter serves as an introduction to the thesis and also provides the motivation for
undertaking the study. Furthermore, this chapter provides the research problem and
associated research questions as well as the research goal, scope, limitations, objectives,
methodology and layout. In addition, a listing is provided of the research work associated
with this thesis, which has already been published as research papers as part of
conference proceedings and formulated to be submitted to a journal for consideration to be

published.

1.2 MOTIVATION
As highlighted in the introduction of this chapter, there was a need for protection of

personal information legislation in South Africa, which eventually came to the fore in 2013
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when it was enacted in the form of the POPI Act (2013). This thesis is motivated by
Condition 7 of the POPI Act (2013) in the context of electronic personal information, as
well as the view shared by de Stadler and Esselaar cited by Heyink (2015), who state that:
“It must be recognised that addressing the information security issues will be critical to the
achievement of compliance with POPI.” Specifically, Condition 7 of the POPI Act (2013),
brings to the fore the information security element, in that a selection of security

safeguards is required to ensure confidentiality and integrity of personal information.

1.3 RESEARCH PROBLEM

As highlighted in the motivation above, Condition 7 of the POPI Act (2013) requires a
selection of security safeguards to ensure confidentiality and integrity of personal
information. However, the research problem identified is that while the legislative
requirement of Condition 7 of the POPI Act (2013) is spelt out in Sections 19, 20, 21 and
22, the requirements are not supported by specific guidance in terms of how the
requirements should be satisfied. There is also no specific guidance on the security
safeguards, as required in Section 19, to ensure the confidentiality and integrity of
specifically electronic personal information. Sikhungo (2016) confirmed this problem and
stated that: “POPI does not provide a “tick list” of security requirements to meet.
Responsible parties must consider applicable industry security practices and then
implement security appropriate security measures for the business.” Therefore, in
providing a solution to the aforementioned research problem, specifically focused on
Condition 7 of the POPI Act (2013) and limited to electronic personal information, this
thesis is guided by the following 6 research questions:

e Research question 1 - To what extent does the privacy legislation of the EU and
South Africa address the international 2013 OECD guidelines?

e Research question 2 - How can South African institutions, who store, process and
transmit electronic personal information achieve and maintain compliance with
Condition 7 of the POPI Act (2013), including the security safeguards to be
considered to ensure confidentiality and integrity of electronic personal information?
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e Research question 3 - What is the current level of compliance by South African
institutions to the POPI Act (2013) and specifically Condition 7 of the POPI Act
(2013)?

e Research question 4 - What is the current state of security safeguards within South
African institutions to achieve compliance with Condition 7 of the POPI Act (2013),
specifically in relation to electronic personal information?

e Research question 5 - To what extent is the selection of security safeguards
proposed as part of the framework within this thesis valid?

e Research question 6 - How can the security safeguards proposed as part of the
framework within this thesis be implemented to achieve and maintain confidentiality
and integrity of electronic personal information as required by Condition 7 of the
POPI Act (2013)?

1.4 RESEARCH GOAL, SCOPE, LIMITATIONS AND OBJECTIVES
The research goal, scope, limitations and objectives are formulated below based on the
defined research problem and 6 associated research questions.

1.4.1 GoaL
The goal of this research is to provide a solution to the aforementioned research problem
by addressing the 6 associated research questions outlined in section 1.3, with a specific

focus on Condition 7 of the POPI Act (2013) and limited to electronic personal information.

1.4.2 Scope

Based on the research goal, the scope of this thesis provides a solution that encompasses
a framework and model of operation of security safeguards to ensure the confidentiality
and integrity of electronic personal information, in order to achieve and maintain
compliance with Condition 7 of the POPI Act (2013).

1.4.3 LIMITATIONS
This thesis is focused on Condition 7 of the POPI Act (2013) and is limited to electronic

personal information. As such, the research survey was specifically targeted at participants
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from South African institutions who store, process or transmit electronic personal

information and who, as a result, are impacted by the POPI Act (2013).

The research is further limited by the South African context, in terms of the implementation
of the POPI Act (2013), which at the time of writing this thesis, had still not come into
effect, despite being ratified.

Furthermore, this thesis is premised within the information security domain as a result of
Condition 7 of the POPI Act (2013). As such, this thesis is not premised in the legal
domain and therefore does not in any way aim to encompass an analysis from a legal
perspective, for example a legal analysis of the requirements of the POPI Act or EU Data

Protection Directive.

1.4.4 OBJECTIVES

In analysing the above-mentioned research goal, scope and limitations in conjunction with
the research problem and 6 associated research questions, this thesis is guided by the
following objectives:

e Exploring the concept and principles of privacy as well as the importance of privacy
and providing an overview of the global privacy legislative landscape.

e Providing an overview of South African privacy legislation.

e Analysing the extent to which the privacy legislation of the EU and South Africa
addresses the international 2013 OECD guidelines.

e Proposing a framework that includes a selection of security safeguards that may
serve as a frame of reference and be used by South African institutions, who store,
process and transmit electronic personal information, to ultimately achieve and
maintain compliance with Condition 7 of the POPI Act (2013).

e Assessing the level of compliance with the POPI Act (2013) and specifically
Condition 7 of the Act, through a research survey aimed at participants from South
African institutions.

e Assessing through a research survey aimed at participants from South African

institutions the current state of security safeguards within these institutions to
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achieve compliance with Condition 7 of the POPI Act (2013), specifically related to
electronic personal information.

e Evaluating the applicability and completeness of the selection of security
safeguards through a research survey aimed at participants from South African
institutions who store, process and transmit electronic personal information, in order
to validate the selection of security safeguards of the proposed framework.

e Proposing a model of operation of security safeguards to guide how the selection of
security safeguards should be implemented to achieve and maintain the
confidentiality and integrity of electronic personal information as required by
Condition 7 of the POPI Act (2013).

1.5 RESEARCH METHODOLOGY

The research methodology encompasses a combination of research techniques including
a literature review of several sources of information namely, research papers, academic
journals, whitepapers, web sites and previous surveys, as well as analysis, modelling and

guantitative inferential research, utilising a research survey.

The literature review led to the formulation of the research problem and associated
research questions and provided a background in terms of the concept and principles of
privacy, the importance of privacy and an overview of the global privacy legislative
landscape, including South African privacy legislation. A combination of a literature review
and analysis was used to assess the extent to which the privacy legislation of the EU and
South Africa addresses the international 2013 OECD guidelines. Modelling was used to
propose a framework that includes a selection of security safeguards that may serve as a
frame of reference and be used by South African institutions that store, process or transmit
electronic personal information, to achieve and maintain compliance with Condition 7 of
the POPI Act (2013). The assessment of the level of compliance with the POPI Act (2013)
and specifically Condition 7 of the Act was achieved through quantitative inferential
research techniques, in the form of a POPI research survey aimed at participants from
South African institutions. The POPI research survey was also used to understand the
current state of security safeguards within South African institutions and to validate the
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selection of security safeguards of the proposed framework. Modelling was once again
employed to propose the model of operation of security safeguards to guide how the
selection of security safeguards should be implemented to achieve and maintain
confidentiality and integrity of electronic personal information as required by Condition 7 of
the POPI Act (2013).

1.6 LAYOUT

This thesis consists of 10 chapters divided into 7 parts as illustrated in Figure 1.2 below.

| Chapter 1- Introduction |
5

| Chapter 2 - Conceptand Principles of Privacy and Global Privacy Legislative Landscape |
RS

| Chapter 3 - South African Privacy Legislation |
L3

| Chapter 4 - Extentto which the Privacy Legislation of the European Union and South Africaaddresses the International 2013 OECD Guidelines |
L¥3

| Chapter 5 - Proposed Framework with a Selection of Security Safeguards |
L

| Chapter 6 - POPIResearch Survey |

RE

| Chapter 7 - Level of Compliance with the POPI Act and Specifically Condition 7 of the POPI Act |
RE

| Chapter 8 - Current State of Security Safeguards and Validation of the Selection of Security Safeguards |
LV

| Chapter 9 - Model of Operation of Security Safeguards |
52

| Chapter10- Conclusion |

Figure 1.2: Layout

Part 1 - Introduction - comprises of Chapter 1, which serves as an introduction to the
thesis. This chapter includes the research problem and associated research questions as
well as the research goal, scope, limitations, objectives, methodology and layout. In
addition, the research publications associated with the thesis in the form of conference
research papers and a journal article is provided.

Part 2 - Background - provides a background to the thesis and consists of Chapters 2 and

3. Chapter 2 explores the concept and principles of privacy as well as the importance of
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privacy in the context of this research and provides an overview of the global privacy

legislative landscape. Chapter 3 provides an overview of South African privacy legislation.

Part 3 - Privacy Legislation Comparison - provides a privacy legislation comparison and
consists of Chapter 4. This chapter provides the rationale for the privacy legislation
comparison followed by the analysis in terms of the extent to which the privacy legislation
of the EU and South Africa addresses the international 2013 OECD guidelines. Lastly, this
analysis gives rise to a critical evaluation in terms of the similarities and differences

associated with the privacy legislation compared within the chapter.

Part 4 - Proposed Framework - comprises of Chapter 5, which proposes a framework that
includes a selection of security safeguards that may serve as a frame of reference and be
used by South African institutions that store, process and transmit electronic personal
information, to achieve and maintain compliance with Condition 7 of the POPI Act (2013).
In addition, this chapter provides a critical evaluation in terms of the benefits and

limitations associated with the proposed framework.

Part 5 - Research Survey and Results - is made up of Chapter 6, 7 and 8 respectively.
Chapter 6 provides an overview of the POPI research survey in terms of the research
design, research instrumentation, research group, data analysis approach and the POPI
research survey results in terms of demographics as it relates to the participants’
institutions’ sector (public versus private), industry sector and institution size. Chapter 7
provides the level of compliance with the POPI Act (2013) and specifically Condition 7 of
the Act as well as the financial value associated with electronic personal information and
the potential impact of a data breach of electronic personal information. Furthermore,
Chapter 8 focuses on the current state of security safeguards within South African
institutions and validates the selection of security safeguards of the proposed framework
from Chapter 5 through the POPI research survey results. Lastly, a critical evaluation in
terms of key findings and recommendations based on the analysis of the POPI research
survey results is provided in Chapter 7 and 8 respectively.
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Part 6 - Model of Operation of Security Safeguards - consists of Chapter 9, which
proposes a model of operation of security safeguards to guide one on how the selection of
security safeguards should be implemented to achieve and maintain confidentiality and
integrity of electronic personal information as required by Condition 7 of the POPI Act
(2013). In addition, this chapter provides the benefits and limitations associated with the

model of operation of security safeguards as part of a critical evaluation.

Part 7 - Conclusion - comprises of Chapter 10 devoted to concluding the thesis. The final
chapter assesses the extent to which the research problem and associated research
qguestions have been addressed by the thesis. In addition, the final chapter provides the
research contribution associated with the thesis as well as highlights potential areas of

future research.

Finally, the appendices associated with this thesis as well as a bibliography of research

consulted during the formulation of this thesis is provided after the last chapter.

1.7 RESEARCH PUBLICATIONS
During the process of formulating this thesis, research publications were produced in the
form of peer-reviewed conference research papers and a journal article was formulated to

be submitted to a peer-reviewed journal for consideration and publication.

The research publications in the form of published peer-reviewed conference research
papers are provided in Appendix F and a summary is provided in Table 1.1 below, in

chronological order based on the date that they were presented at the respective

conferences.
Table 1.1: Research Publications
Conference research | Conference Date and | Acceptance rate
paper title location

A Framework of Security | 10" International | 24 to 25 March | Acceptance Rate:

Safeguards for | Conference on | 2015. 47%.
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Conference research | Conference Date and | Acceptance rate

paper title location

Confidentiality and Integrity | Cyber Warfare and

of  Electronic  Personal | Security (ICCWS) | Kruger National | Received the

Information. 2015. Park, South | Joint Award for

Africa. the Best

Conference
Paper presented
at ICCWS 2015.

The Extent to which | African Cyber | 2 to 3 November | Acceptance Rate:

Privacy Legislation of the | Citizenship 2015 39%

European Union and South | Conference Port Elizabeth,

Africa addresses the 2013 | (ACCC) 2015. South Africa.

OECD Guidelines.

Understanding the Level of | South African | 26 to 28 | Acceptance Rate:

Compliance by  South | Institute of | September 2016. | 39%.

African Institutions to the | Computer

POPI Act (2013). Scientists and | Johannesburg,

Information South Africa.

Technologists
(SAICSIT) 2016.

The
Security Safeguards within
South African

Current State of

Institutions to  achieve
Compliance to Condition 7

of the POPI Act (2013).

African Cyber
Citizenship
Conference

(ACCC) 2016.

31 October 2016
to 1 November
2016.

Port Elizabeth,
South Africa.

Acceptance Rate:
52%

At the time of concluding and submitting this thesis for examination, a journal article

entitled: A Model of Operation for Electronic Personal Information to Achieve and Maintain
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Compliance to Condition 7 of the POPI Act was formulated and submitted to a peer-

reviewed journal for consideration and publication.

1.8 CONCLUSION

Part 1 (Introduction) of this thesis was concluded in terms of Chapter 1, which served as
an introduction to the thesis and as a result of a literature review, the research problem
and associated research questions were defined. In addition, the research goal, scope,
limitations, objectives, methodology and layout were provided. Lastly, the research
publications associated with the thesis in the form of conference papers and a journal

article were provided.

As such, Table 1.2 below demonstrates the relationship between the research questions
defined based on the research problem and the layout of the thesis together with the
research publications produced as a result of this thesis. For example, the research
guestion 2, “How can South African institutions, who store, process and transmit electronic
personal information achieve and maintain compliance with Condition 7 of the POPI Act,
including the security safeguards to be considered to ensure confidentiality and integrity of
electronic personal information?” is addressed by Chapter 5 within Part 4, of the thesis,
“Proposed Framework with a Selection of Security Safeguards”, which is associated with a
peer-reviewed conference research paper titled, “A Framework of Security Safeguards for
Confidentiality and Integrity of Electronic Personal Information”, which was published in the
conference proceedings of the 10th International Conference on Cyber Warfare and
Security in 2015.

Table 1.2: Research Questions, Layout and Research Publications

Research question Layout Research publications

Research question 1 - To what| Part 2 - Chapter 4. | Conference paper
extent does the privacy legislation of | Extent to which the | published and presented -
the EU and South Africa address | Privacy Legislation of | ACCC 2015: The Extent
the international 2013 OECD |the EU and South |to which Privacy
guidelines? Africa addresses the | Legislation of the EU and
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Research question Layout Research publications
international 2013 | South Africa addresses
OECD Guidelines. the 2013 OECD
Guidelines.
Research question 2 - How can | Part 3 - Chapter 5:| Conference paper

South African institutions, that store,

process and transmit electronic
personal information achieve and
maintain compliance with Condition

7 of the POPI Act (2013), including

the security safeguards to be
considered to ensure the
confidentiality and integrity of

electronic personal information?

Proposed Framework
with a Selection of

Security Safeguards.

published and presented -
ICCWS 2015: A
Framework of Security
Safeguards for
Confidentiality and
Integrity of Electronic

Personal Information.

Research question 3 - What is the
current level of compliance by South
African institutions to the POPI Act
(2013) and specifically Condition 7
of the Act?

Part 4 - Chapter 7:
Level of Compliance
with the POPI Act and
specifically Condition
7 of the POPI Act.

Conference paper
published and presented -
SAICSIT 2016:
Understanding the Level
of Compliance by South
African Institutions to the

POPI Act (2013).

Research question 4 - What is the
current state of security safeguards
within South African institutions to
achieve compliance with Condition
7 of the POPI Act (2013),
specifically in relation to electronic

personal information?

Research question 5 - To what
extent is the selection of security

safeguards proposed as part of the

Part 4 - Chapter 8:
Current  State  of
Security  Safeguards
and Validation of the
Selection of Security

Safeguards.

Conference paper
published and presented -
ACCC 2016: The Current
State of Security
Safeguards within South
African Institutions to
Achieve Compliance to
Condition 7 of the POPI

Act.
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Research question

Layout

Research publications

framework within this thesis valid?

Research question 6 - How can the
security safeguards proposed as
part of the framework within this
thesis be implemented to achieve
and maintain confidentiality and
integrity of electronic personal
information as required by Condition

7 of the POPI Act (2013)?

Part 5 - Chapter 9:
Model of Operation of

Security Safeguards.

Journal article formulated
in 2017 to be submitted to
a peer-reviewed journal
for consideration and
publication: A Model of
Operation for Electronic
Personal Information to

Achieve and Maintain
Compliance to Condition

7 of the POPI Act.

Part 2 (Background) of this thesis follows this chapter and serves to provide a background

to the thesis in Chapter 2 and 3 respectively. Chapter 2 explores the concept and

principles of privacy as well as the importance of privacy and provides an overview of the

global privacy legislative landscape. Chapter 3 provides an overview of South African

privacy legislation.
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2.1 INTRODUCTION
Chapter 1 provided an introduction to the thesis. This thesis is underpinned within the
privacy domain specifically in the context of privacy legislation to ultimately protect
personal information. As such, this chapter unpacks the concept and principles of privacy
as well as the importance of privacy and also provides an overview of the global privacy
legislative landscape.

2.2 PRIVACY CONCEPT

The concept of privacy dates back to as early as the era of Greek philosophers such as
Socrates, in that his writings differentiated between ‘public’ and ‘private’, ‘inner’ and ‘outer’
as well as ‘society’ and ‘solitude’ (Holvast, 2009). According to Holvast (2009), the concept
has evolved from a period of understanding the importance of privacy to a period of taking
measures in the form of privacy regulations and more recently, to a deep understanding of
the critical role played by information in combating fraud, criminality and terrorism.

Despite the evolution of privacy, Solove (2006 and 2008) characterised the concept as
suffering from an “embarrassment of meanings” and argues that it is a concept in disarray
as: “It is a sweeping concept, encompassing (among other things) freedom of thought,
control over one’s body, solitude in one’s home, control over personal information,
freedom from surveillance, protection of one’s reputation, and protection from searches
and interrogations.” As such, Solove (2002) demystified the concept of privacy and stated
that privacy entails the right to be left alone, providing limited self-access, maintaining
secrecy, controlling personal information, the protection of personhood in terms of
personality, individuality and dignity as well as intimacy by controlling access to aspects of
life and intimate relationships. Similarly, the philosophical dimensions of Schoeman’s
(1984) privacy study associated the concept of privacy with claim, entitlement, right, the
degree of control, access and visibility to personal information and intimacy. In addition,
Gormley (1992) explored the concept of privacy and a similar association is made in terms
of autonomy, personhood, and the ability to regulate personal information as well as
secrecy, anonymity and solitude also affirmed by Gavison (2012). Furthermore, according

to Privacy International (2017) the concept of privacy enables the creation and
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management of boundaries to ultimately serve as a form of protection in terms of
controlling who has access to an individual’'s body, place, possessions, communication
and information. The concept of privacy in a South African context is provided from a legal
perspective in terms of the definition by Neethling (2005), which is accepted in case law -
National Media Ltd v Jooste. This definition by Neethling (2005) states that: “privacy can
be described as a condition of human life characterized by seclusion from the public and
publicity. This condition embraces all those personal facts which the person concerned
has himself determined to be excluded from the knowledge of outsiders and in respect of
which he has the will that they be kept private”. As such Roos (2007) argues, based on
definition of privacy provided by Neethling (2005), that privacy allows an individual to have

control in terms of either sharing or restricting information, such as personal information.

A common theme associated with the concept of privacy as highlighted by the
aforementioned researchers is the ability to control. This theme is affirmed by Galvez Cruz
(2008) and Reddy (2012) who also explored the concept of privacy, as part of their
respective research theses, in order to adopt a formal definition of privacy. According to
Galvez Cruz (2008) privacy allows a person to be in control of disclosure, personal
information and boundaries. Similarly, Reddy (2012) stated that: “privacy is the right of
individuals to control both information about themselves and their boundaries during

interactions with others”.

A further clarification of the concept of privacy is achieved by understanding the context in
which privacy is applied i.e. what an individual is able to control, therefore giving rise to the
different types of privacy. As a result, Clarke (1997) who according to Finn et al. (2013)
was the first to formulate the types of privacy in logical and structured manner as
illustrated in Table 2.1 below.

Table 2.1: Types of Privacy
Source: Adapted from Clarke (1997)

Privacy type Definition

Bodily Privacy Addresses the integrity associated with a person’s
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Privacy type Definition

body, such as blood transfusion without consent.

Behaviour Privacy Addresses all behavioural aspects in both public and
private locations and is particularly focused on sexual
preferences and habits, political activities and

religious practices.

Personal Communication Privacy | Addresses the ability for individuals to utilise various
forms of media to communicate with other individuals,
without the prevailing communication being subjected

to monitoring by individuals or institutions.

Personal Data Privacy Addresses the ability of individuals to control the
access and use of personal data by other individuals

or institutions.

Holvast (2009), identified bodily and personal data privacy types same as was identified by
Clarke (1997) with the exception of the territorial privacy type. Territorial privacy addresses
who has access to a person’s belongings such as a home or car (Holvast, 2009). Similar
to Clarke (1997) and Holvast (2009), Banisar and Davies (Unknown) identified bodily,
personal communication, personal data (information) and territorial privacy types.
However, more recently in 2013, Finn et al. (2013) proposed an expansion to the different
privacy types by Clarke (1997), from 4 to 7 privacy types, due to the advances in
technology such as whole body imaging scanners, unmanned aerial vehicles, human
enhancement technologies and second-generation biometrics. As a result, based on these
advances in technology, Finn et al. (2013) expanded upon the bodily, behaviour, personal
communication and personal data privacy types by Clarke (1997) and proposed new
privacy types related to association, thoughts and feelings as well as location and space.
Association privacy addresses the ability of an individual to associate with any individual or
group free from being monitored (Finn et al., 2013). Thoughts and feelings privacy
addresses the ability of an individual not to share or reveal their thoughts and feelings
(Finn et al., 2013). Location and space privacy allows individuals the ability to freely move

around without being identified, tracked or monitored (Finn et al., 2013).
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In 2013, Clarke (2013) expanded upon the types of privacy to include personal experience
privacy that addresses the need to protect an individual’s personal experience from
exploitation. For example, the locations of individuals may be tracked and analysed to
ascertain who is meeting with who and the frequency thereof. This privacy type proposed
by Clarke (2013) was the same as the location and space privacy type proposed by Finn
et al. (2013).

As a result of understanding the concept of privacy and the different types of privacy,
Moore’s (2008) definition of the concept of privacy which focuses on controlling the use
and access of place, location and in particular personal information is adopted as the most
appropriate for this thesis. This definition of the concept of privacy by Moore (2008)
adequately addresses the fundamentals of privacy in a non-complicated fashion by
focusing on the theme of control in the appropriate context which in this instance is related
to the personal data (information) privacy type given the focus area of this thesis in terms
of the related privacy legislation to ultimately achieve the protection of personal information
or personal data (information) privacy as described by Clarke (1997), Holvast (2009),
Banisar and Davies (Unknown), Finn et al. (2013).

Having formally adopted a definition of privacy for the purpose of this thesis, it is important

to also explore the privacy principles.

2.3  PRIVACY PRINCIPLES

In 1980, the Organisation for Economic Co-operation and Development (OECD), which is
a forum in which governments collaborate to share experiences and solve problems in
order to improve the economic and social well-being of people around the world (OECD,
2015), adopted international guidelines on trans-border data flows and the protection of
privacy (OECD, 1980).

At that stage, the major drivers for these guidelines were the threats associated with
privacy due to the ever increasing use of personal information and the impact restrictions

on the flow of information had on the global economy (OECD, 2011a). As a result, the
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guidelines included 8 privacy principles as illustrated in Table 2.2 to govern the

preservation of privacy and trans-border flow of personal information (OECD, 1980).

These guidelines were recommended to OECD member states to be applied to all

personal information by both public and private institutions (OECD, 1980 and Kirby, 2011).

Table 2.2: OECD Privacy Principles Adopted in 1980
Source: Adapted from OECD (1980)

Privacy principle description

There should be limits to the collection of
personal information and it should be obtained
by lawful and fair means and, where
appropriate, with the knowledge or consent of

the data subject.

Personal information should be relevant to the
purposes for which they are to be used and to
the extent necessary for those purposes,
should be accurate, complete and kept up-to-
date.

The purposes for which personal information is
collected should be specified not later than at
the time of data collection and the subsequent
use limited to the fulfilment of those purposes
or such others as are not incompatible with
those purposes and as are specified on each

occasion of change of purpose.

Number | Privacy principle

1 Collection limitation
principle

2 Data quality principle

3 Purpose specification
principle

4 Use limitation principle

Personal information should not be disclosed,
made available or otherwise used for purposes
other than those specified in accordance with
the purpose specification principle, except:

a) With the consent of the data subject.

b) By the authority of law.
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Number

Privacy principle

Privacy principle description

Security safeguards

principle

Personal information should be protected by
reasonable security safeguards against risks
such as loss or unauthorised access,
destruction, use, modification or disclosure of

data.

Openness principle

There should be a general policy of openness
about the developments, practices and policies
with respect to personal information. Means
should be readily available of establishing the
existence and nature of personal information,
and the main purposes of their use, as well as
the identity and usual residence of the data

controller.

Individual participation

principle

An individual should have the right:

a) To obtain from a data controller, or
otherwise, confirmation of whether or not the
data controller has data relating to him.

b) To be communicated to him, data relating to
him within a reasonable time; at a charge, if
any that is not excessive; in a reasonable
manner; and in a form that is readily intelligible
to him.

c) To be given reasons if a request made
under subparagraphs (a) and (b) is denied, and
to be able to challenge such denial.

d) To challenge data relating to him and, if the
challenge is successful, to have the data
erased, rectified, completed or amended.

Accountability principle

A data controller should be accountable for

complying with measures which give effect to
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Number | Privacy principle Privacy principle description

the seven other privacy principles stated

above.

The 1980 international guidelines on trans-border data flows and the protection of privacy
were revised by the OECD in 2013. Major drivers for the revision of the 1980 guidelines
were due to increased globalisation of the world economy, growing economic importance
of data processing, ubiquity of data transfers over the Internet, greater direct involvement
in trans-border data flows, changing role of geography, growing risk to the privacy of
individuals (Kuner, 2011). These drivers were further supported by an evolving privacy
landscape that presented an ever increasing volume of personal information being
collected, used and stored, the range of analytics enabled by personal information,
providing insights into individual and group trends, movements, interests, and activities,
the value of the societal and economic benefits enabled by new technologies and
responsible uses of personal information (OECD, 2011b). In addition, the extent of threats
to privacy, the number and variety of actors capable of either putting privacy at risk or
protecting privacy, the frequency and complexity of interactions involving personal
information that individuals are expected to understand and negotiate as well as the global
availability of personal information, supported by communications networks and platforms
that permit continuous, multipoint data flows all served to reinforce the key drivers
associated with the evolving privacy landscape (OECD, 2011b).

The 8 privacy principles (collection, data quality, purpose specification, use limitation,
security safeguards, openness, individual participation and accountability) prescribed
within the guidelines in 1980 by the OECD remained unchanged in the 2013 revision of the
guidelines (Kuschewsky, 2014). However, the 2013 guidelines placed greater focus on
implementing accountability, the basic principles of international application in terms of
free flow and legitimate restrictions, national implementation as well as international co-

operation and interoperability (OECD, 2013).
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In terms of implementing accountability an adequate privacy management programme has
to be defined and implemented and be subject to review from a privacy enforcement
authority as well as providing notice to the privacy enforcement authority in the event of a

breach of personal information (OECD, 2013).

With regards to the basic principles of international application in terms of free flow and
legitimate restrictions, an organisation (the data controller) remains accountable for the
personal information irrespective of the location of the data. Tans-border data flows should
not be restrictive if other country applies the guidelines and if restrictions are required, the
risk should be assessed in relation to the privacy principles (OECD, 2013).

National implementation addresses the privacy strategies and laws that should be defined
and implemented by countries as well as key considerations such as sanctions, unfair

discrimination which should be taken into account during implementation (OECD, 2013).

International co-operation and interoperability deals with the cross border privacy law
enforcement, international arrangements that promote interoperability among privacy
frameworks, sharing of information in relation to compliance with the guidelines (OECD,
2013).

2.4  IMPORTANCE OF PRIVACY

The drivers for the development of the OECD international guidelines in 1980 which
included the 8 privacy principles and the most recent revision of the OECD international
guidelines in 2013 clearly demonstrate the importance of privacy. Prior to the OECD
international guidelines the importance of privacy as a basic human right was reflected
within Article 12 of Universal Declaration of Human Rights by the United Nations (1948)
and Article 17 of the International Covenant on Civil and Political Rights by the United
Nations (1966).

According to Clarke (2006), privacy is important from a social, economic, political and
psychological perspective. Socially individuals, need to be free to interact, associate and

behave without being subject to surveillance (Clarke, 2006). From an economic
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perspective individuals require ongoing freedom to innovate in order to remain competitive
and contribute to a sustainable economy (Clarke, 2006). Politically individuals need to be
afforded freedom to think, argue and act in order to ensure a healthy democracy (Clarke,
2006). Lastly, from a psychological perspective, individuals require their private space and
the ability to control the use and access thereof (Clarke, 2006). In a similar fashion,
Holvast (2009) highlights the importance of privacy in relation to modern life by expressing
the need for personal autonomy as privacy is the basis for the development of individuality
as well as the need for emotional release due to physical and psychological health
demands of life. In addition, the importance of privacy, as it relates to decision making and
self-evaluation by individuals, as well as the need to ensure limited and protected
communication, is also highlighted by Holvast (2009). However, Holvast (2009) differs
from Clarke (2006) by adding the technology dimension, and as a result, highlights the
importance of privacy in present technology, such as video surveillance, biometric
identification, genetic data, identity theft, data warehousing and data mining, chips or
smartcards, global positioning system, Internet, key loggers, radio frequency identification,
wireless networking and the Internet of Things (IoT) as well as smart homes and future

technology such as neurolinguistics, memetics, ambient and grid technology.

2.5 GLOBAL PRIVACY LEGISLATIVE LANDSCAPE

Privacy is therefore important in the social, economic, political and technological contexts.
As a result, an invasion or a violation of privacy may take place within the aforementioned
contexts, ultimately impacting an individual’s ability to control the use and access to place,
location and personal information. As such, Greenleaf (2013) states that data privacy laws
serve as the legal instrument most capable of preserving privacy. Therefore, armed with
an understanding of the privacy concept and principles as well as the importance of
privacy, globally many countries commenced with the development and in some cases
have fully implemented privacy legislation in the form of data protection laws and

regulations, which specifically focus on the protection of personal information.

The European Union (EU) has adopted the Data Protection Directive (also known as

Directive 95/46/EC) of 1995 to protect personal information of individuals within EU
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member states (European Parliament, 1995). The United States of America (USA)
responded to meet the requirements of the Data Protection Directive (1995), specifically
relating to the adequacy standard, by introducing the Safe Harbor Act of 2000 designed to
allow for the transfer of personal information between EU member states and the USA
(Steinke, 2002). Furthermore, in the USA the Privacy Act of 1974 (United States
Department of Justice, 2015) is in place to regulate the information practices of the public
sector, however there is no comprehensive privacy protection law in place for the private
sector, instead various Amendments as part of the Constitution (1789) and federal laws
are in place. The First Amendment of the Constitution of the USA (1791) protects the
freedom of expression, religion, and assembly. The Fourth Amendment of the Constitution
of the USA (1791) prohibits unreasonable search and seizure. The Fourteenth
Amendment (1795) guarantees due process and non-disclosure of personal information.
Federal laws, as cited by Holvast (2009), also address the protection of personal
information as it relates to financial records, credit reports, educational records, telephone

records, video rentals and cable television.

Canada has the Personal Information Protection and Electronic Document Act (PIPEDA)
of 2000 in place to govern how organisations collect, use and disclose personal
information (Government of Canada, 2014). Similarly, protection of personal information
legislation has been adopted by several countries such as Argentina in the form of the
Personal Data Protection Act (Government of Argentina, 2000), Australia in terms of the
Privacy Act (Government of Australia, 1988), Japan in the form of the Personal Information
Protection Law (Government of Japan, 2003) and New Zealand in terms of the Privacy Act

(Government of New Zealand, 1993).

The global privacy legislative landscape is eloquently captured by the Data Protection
Laws of the World Handbook (DLA Piper, 2016), in that it provides a comprehensive listing
and current status of data protection laws and regulations for several countries on an
annual basis. The latest edition of the Data Protection Laws of the World Handbook (DLA

Piper, 2016) included 89 countries such as Angola, Brazil, Cayman, China Islands,
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Denmark, Estonia, France, Hong Kong, Iceland, India, Netherlands, Lithuania, Nigeria,
Philippines, Russia, Singapore, South Korea, Thailand, and the United Arab Emirates.

In addition, Figure 2.1 below illustrates on a global scale as at February 2017 the extent of
data protection regulation and enforcement.

REGULATION

ENFORCEMENT ~

Figure 2.1: Extent of Data Protection Regulation and Enforcement - February 2017
Source: DLA Piper (2017)

There is a robust degree of data protection regulation and enforcement in Argentina,
Australia and China compared to countries such as Belgium, Canada, France, Germany,
Italy, Norway, Spain, Sweden, United Kingdom and the United States of America where
there is a high degree of data protection regulation and enforcement (DLA Piper, 2017).
Countries such as Angola, Columbia, Egypt, Nigeria, Russia, Saudi Arabia and South
Africa have a moderate degree of data protection regulation and enforcement compared to
countries such as Brazil, India, Indonesia, Pakistan, Turkey and Zimbabwe who have a
low degree of data protection regulation and enforcement (DLA Piper, 2017).
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2.6  CONCLUSION
This chapter in terms of Part 2 (Background) of this thesis explored the concept and
principles of privacy as well as the importance of privacy and provided an overview of the

global privacy legislative landscape.

The next chapter which also forms part of the background of this thesis explores the South

African response in relation to privacy legislation.
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3.1 INTRODUCTION

Chapter 2 provided an understanding of the global privacy legislative landscape in addition
to the concept and principles of privacy as well as the importance of privacy. This chapter
provides an overview of the South African response to privacy legislation which has the
taken the form of the Protection of Personal Information (POPI) Act (Act 4 of 2013). The
discourse in this chapter includes the need for privacy legislation in South Africa, the
journey from POPI Bill to Act, the purpose of the Act, personal information defined in terms
of the Act, applicability, accountability and exclusions of the Act, the requirements of the
Act and specifically Condition 7, the establishment of an Information Regulator and the
commencement date of the Act. This will be followed by the risks and opportunities
associated with the POPI Act (2013).

3.2  THE NEED FOR PRIVACY LEGISLATION IN SOUTH AFRICA

The information age we live in is continually the subject of data breaches involving
personal information (Anandarajan et al., 2013). South Africa is not immune to data
breaches of personal information. As such during 2016, as mentioned in Chapter 1 of this
thesis, Government Communication and Information Services (GCIS) (Vermeulen, 2016a),
the Department of Water Affairs (Vermeulen, 2016b), Armscor (MyBroadBand, 2016a), the
Ethekwini Municipality (MyBroadBand, 2016b) and MTN (MyBroadBand, 2016c) all
suffered data breaches of personal information which became public knowledge.
Furthermore, South Africa faces a growing problem in terms of the extensive amount of
personal information being disclosed online through electronic documents available on
web sites (Grobler et al., 2014). As a result, between 12 November 2013 and 30 May
2014, in an investigation by Grobler et al. (2014), a number of personal information
records, as listed in Table 3.1 on the next page, were disclosed by 293 out of 2714 unique
South African domains (co.za) evaluated during the aforementioned period.
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Table 3.1: Number of Personal Information Records Disclosed in South Africa
Source: Adapted from Grobler et al. (2014)

Personal information | Number of personal information records disclosed in
record type South Africa from 12 November 2013 to 30 May 2014
Identity number 892 811

Landline number 852 713

Cellphone number 1214516

Email address 407 307

Credit card number 78 037

Addresses 537 141

To further compound the problem, the disclosure of personal information records as a
result of a data breach, negligence or accident by South African institutions is often
associated with a lack of transparency and cover-ups (Floor, 2015). This is due to the lack
of privacy legislation compelling South African institutions to notify the public in the event
of an unauthorised disclosure of personal information records as a result of a data breach,
negligence or accident (Alfreds, 2016).

As such, there was a great need for privacy legislation in South Africa required to provide
the legal platform capable of protecting personal information for enforcing a greater deal of
accountability and responsibility when dealing with personal information and most
importantly, to ensure transparency by South African institutions in the event of a data
breach, negligence or accident associated with personal information. In addition, the
concept of privacy is enshrined in Section 14 of the South African Constitution (1996),
which is the supreme law of the land that affords every individual a right to privacy. As
such, Neethling et al. (2005) argues this right to privacy afforded to every individual in the
Constitution further enhances the need for privacy legislation to be enacted in South Africa

to protect personal information.

Furthermore, under South African common law, privacy is recognised and protected in

relation to an individual in terms of personality interest - physical liberty, good name,
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dignity, feelings, privacy and identity (Roos, 2007). However, according to Roos (2016),
the common law principles present a shortcoming in terms of effectively protecting privacy
as an individual does not know when personal information is collected, if it is correct and
who has access to this information. Neethling et al. (2005) affirms this common law
shortcoming associated with personal information. Due to the common law shortcoming to
effectively protect privacy both Roos (2016) and Neethling (2016) identify that there is an

urgent need for privacy legislation in South Africa to protect personal information.

Therefore, privacy legislation in South Africa to protect personal information is the natural
progression required to enforce the preservation of the right to privacy afforded to every
individual and address the shortcoming presented by common law to effectively protect
privacy. Furthermore, according to Roos (2006 and 2007) privacy legislation is critical from
an international perspective if South Africa aims to remain part of the international

information community and global economy.

3.3  JOURNEY FROM POPI BILL TO ACT

Privacy legislation to address the protection of personal information in South Africa was
first published for comment in 2005 (Stein, 2012) in the form of the POPI Bill (2009). After
being made available for public scrutiny and comment as well as lengthy and detailed
deliberations and numerous reviews, the POPI Bill (2009) was subjected to the final
process of becoming an Act. This process involved tabling the POPI Bill (2009) in
Parliament for comment by the Parliamentary Portfolio Committee on Justice and
thereafter it was submitted for approval to the National Council of Provinces, followed by
the National Assembly. Finally, after an extensive journey, the POPI Bill was enacted and
signed into law by the President of the Republic of South Africa on 26 November 2013 as
the POPI Act (2013) and published in the Government Gazette. However, the

commencement date of the POPI Act (2013) is still to be announced.

3.4  PURPOSE OF THE POPI AcT
The purpose of the POPI Act (2013), as outlined in Section 2, is to: “promote the protection

of personal information processed by public and private bodies; to introduce certain
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conditions so as to establish minimum requirements for the processing of personal
information; to provide for the establishment of an Information Regulator to exercise
certain powers and to perform certain duties and functions in terms of this Act and the
Promotion of Access to Information Act, 2000; to provide for the issuing of codes of
conduct; to provide for the rights of persons regarding unsolicited electronic
communications and automated decision making; to regulate the flow of personal
information across the borders of the Republic; and to provide for matters connected

therewith.”

In essence, the POPI Act (2013) aims to ensure the right to privacy by offering individuals:
“a right to protection against the unlawful collection, retention, dissemination and use of

personal information.”

3.5 PERSONAL INFORMATION

Since personal information is mentioned throughout this thesis, a common understanding
of personal information is critical. As a result, the definition of personal information as
specified by the POPI Act (2013) below, is deemed to be the most suitable, given that
personal information will be studied in the context of requirements specified within the
POPI Act (2013) itself.

Any information relating to an identifiable, living and natural individual is referred to as
personal information (Organisation for Economic Co-operation and Development (OECD),
2013). This definition of personal information by the OECD (2013) is extended upon in
Section 1 of the POPI Act (2013), which defines personal information as: “information
relating to an identifiable, living, natural person, and where it is applicable, an identifiable,
existing juristic person, including, but not limited to:
(a) information relating to the race, gender, sex, pregnancy, marital status, national,
ethnic or social origin, colour, sexual orientation, age, physical or mental health,
well-being, disability, religion, conscience, belief, culture, language and birth of the

person;
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(b) information relating to the education or the medical, financial, criminal or
employment history of the person;

(c) any identifying number, symbol, e-mail address, physical address, telephone
number, location information, online identifier or other particular assignment to the
person;

(d) the biometric information of the person;

(e) the personal opinions, views or preferences of the person;

() correspondence sent by the person that is implicitly or explicitly of a private or
confidential nature or further correspondence that would reveal the contents of the
original correspondence;

(g) the views or opinions of another individual about the person; and

(h) the name of the person if it appears with other personal information relating to the
person or if the disclosure of the name itself would reveal information about the
person.”

Personal information stored, processed or transmitted may exist in electronic format
(within information systems and their corresponding databases) or non-electronic format

(hard copy or paper based outside information systems).

3.6  APPLICABILITY, ACCOUNTABILITY AND EXcLUSIONS oF THE POPI AcCT

The protection of personal information as specified by the POPI Act (2013) is applicable to
public and private institutions in South Africa. A public institution in terms of the POPI Act
(2013) is referred to as a “public body” and defined as: “(a) any department of state or
administration in the national or provincial sphere of government or any municipality in the
local sphere of government; or (b) any other functionary or institution when - (i) exercising
a power or performing a duty in terms of the Constitution or a provincial constitution; or (ii)
exercising a public power or performing a public function in terms of any legislation”. A
private institution in terms of the POPI Act (2013) is referred to as a “private body” and
defined as: “(a) a natural person who carries or has carried on any trade, business or
profession, but only in such capacity; (b) a partnership which carries or has carried on any
trade, business or profession; or (c) any former or existing juristic person, but excludes a

public body”.
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Therefore, public and private institutions that collect, store, process or disseminate
personal information as part of their business activities are impacted by the Act (De Bruyn,
2014). The coverage of the POPI Act (2013) in terms of both public and private institutions
is aligned with Greenleaf’s (2013) view that privacy legislation should cover most of a
country’s private and public sectors and not only be focused on a few sub-sectors, like

“credit reporting” or “health”.

Furthermore, accountability for compliance with the POPI Act (2013) rests with the
responsible party defined within the Act as: “a public or private body or any other person
which, alone or in conjunction with others, determines the purpose of and means for
processing personal information”. According to Monty (2015), the responsible party must
be resident in South Africa or the processing must take place in the country, subject to
certain exclusions and therefore if an institution outsources the processing of personal
information, the institution is still responsible for ensuring compliance with the POPI Act
(2013). Therefore, institutions should ensure that their third party supplier contracts include
clauses for recourse by the institution against the third party supplier, in the event an
individual takes action against the institution for the unlawful collection, retention,
dissemination and use of personal information (Monty, 2015).

The POPI Act (2013), however does not apply to the processing of personal information as
it relates to purely personal or household activities, sufficiently de-identified information,
specific State functions which involve State security, criminal prosecutions as well as
cabinet and its committees or the executive council of a province, judicial functions and

journalism, guided by a code of ethics.

3.7 REQUIREMENTS OF THE POPI AcT

In order to lawfully process personal information in South Africa, compliance with the
minimum requirements of the POPI Act (2013) is required. Appendix B provides the
minimum requirements for the lawful processing of personal information in South Africa as
specified by the POPI Act (2013) in 12 Chapters (including 8 Conditions) consisting of 115

Sections.
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The minimum requirements outlined in the POPI Act (2013) ensure the lawful collection,
retention, dissemination and use of personal information. As a result, according to Monty
(2015), South African institutions should ensure that personal information is collected for a
specific purpose and should be relevant and updated. In addition, security measures
should be implemented to ensure the confidentiality and integrity of personal information,
upon request the subject to which the personal information belongs should be allowed the
required access. Monty (2015) also advocates that prior consent be obtained from
consumers before processing personal information and that an Information Officer be

appointed to achieve and maintain compliance with the POPI Act (2013).

Of particular importance to this thesis, given the research problem identified in Chapter 1,
is Condition 7 of the POPI Act (2013). The next section provides an understanding of the
requirements of Condition 7 of the POPI Act (2013).

3.8  REQUIREMENTS OF CONDITION 7 OF THE POPI AcT

Condition 7 of the POPI Act (2013) relates to security safeguards and requires institutions
to ensure the confidentiality and integrity of personal information in its possession and in
its control (Sikhungo, 2016). The requirements for Condition 7 of the POPI Act (2013) are
outlined in 4 sections. Section 19 of the POPI Act (2013) specifies the need to implement
security safeguards to ensure the confidentiality and integrity of personal information.
Section 20 of the POPI Act (2013) defines the responsibilities for handling personal
information. The responsibilities of an operator processing personal information are
defined in Section 21 of the POPI Act (2013). Lastly, Section 22 of the POPI Act (2013)
specifies the need for notification in the event of a security compromise of personal

information.

3.9 INFORMATION REGULATOR

An Information Regulator has to be established in terms of Section 39 of the POPI Act
(2013) to enforce the minimum requirements for the lawful processing of personal
information in South Africa as specified by the POPI Act (2013) in 12 Chapters (including 8

Conditions). This supports Greenleaf’'s (2013) recommendation that an independent “data
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protection authority” be established, which in the South African context is the Information
Regulator, to enforce the privacy legislation as well as perform investigations relating to

privacy complaints and to drive improvement of the adopted privacy legislation.

As such, the main role of the Information Regulator as per the POPI Act (2013) is to
promote, enforce and monitor compliance with the POPI Act (2013). Furthermore, the
POPI Act (2013) requires the Information Regulator to facilitate cross-border cooperation
in the enforcement of privacy laws, conduct research and report to Parliament as well as to
provide education, issue and deal with codes of conduct, consult with interested parties
and handle complaints relating to the POPI Act (2013).

In 2015, processes commenced to set up the Office of the Information Regulator
(Parliament of the Republic of South Africa, 2015). On 26 October 2016, the President of
South Africa announced the appointment of Advocate Pansy Tlakula as the chair,
Advocate Cordelia Stroom and Mr Johannes Weapond as full-time members, and
Professor Tana Pistorius and Mr Sizwe Snail as part-time members of the Office of the

Information Regulator, with effect from 1 December 2016 (Michalsons, 2016).

3.10 CoMMENCEMENT DATE oF THE POPI AcT

At the time of completing this thesis, the commencement date of the POPI Act (2013) was
still to be announced. However, the commencement date of the POPI Act (2013), as per
Section 115, will be determined by the President of South Africa and there may be
different dates of commencement for different provisions of the Act or with respect to the
different classes of information and bodies. Since, the Office of the Information Regulator
is now in place (Michalsons, 2016) the commencement date of the POPI Act (2013) may
be looming on the horizon.

The “Transitional Arrangements” section of the POPI Act (2013) within Chapter 11
specifies that within 1 year of the commencement date, compliance with the Act should be
achieved by public and private institutions in South Africa, unless exemptions which are
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gazetted are granted; however the time to comply as a result of an exemption may not

exceed 3 years.

3.11 RISKS ASSOCIATED WITH THE POPI AcT

The POPI Act (2013) presents the risk of non-compliance. Therefore, in the event
compliance with the POPI Act (2013) is not achieved, members of the South African public
and private institutions may be fined up to R10 million, face imprisonment not exceeding
10 years or receive a combination of a fine and imprisonment. Furthermore, institutions
may risk suffering reputational damage, loss of customers and may have to pay out
millions in damages due to civil class action (Michalsons, 2014). As a result, Milo and
Ampofo-Anti (2014) state that once the POPI Act (2013) is enforced: “tightening-up
security measures only after a breach has occurred will become an expensive luxury, and

one that may be academic if your reputation - or your wallet - doesn't survive the breach”.

3.12 OPPORTUNITIES ASSOCIATED WITH THE POPI AcT

Chivers and Kafouris (2013) state that complying with the POPI Act (2013) is not: “just
about obeying the law; it's essential to doing business in a data-driven world - and has
tangible benefits for profitability and competitiveness - giving a company that gets
compliant early a competitive advantage”. Similarly, Rees (2016) argues from a business
perspective that institutions need to manage their data better, not as a result of legislation,
since doing so makes good business sense. In addition, to the aforementioned
opportunities associated with the POPI Act (2013), Gerber and Skolmen (2015) highlighted
that compliance with the Act may lead to an improvement in data quality from an integrity
perspective, enhancement of business processes that may lead to greater efficiency,
savings due to the prevention of data breaches of personal information, potential new
business opportunities from institutions in the European Union (EU) as well as enhanced

customer relationships and trust.

From a consumer perspective, the POPI Act (2013) provides an opportunity to protect
personal information by enforcing a greater deal of accountability and responsibility on

South African institutions who collect, retain, disseminate and use personal information of
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consumers. Most importantly for consumers, South African institutions will no longer be
able to conceal a data breach, negligence or accident associated with personal information

from the impacted consumers and the public at large.

3.13 CONCLUSION

This chapter concluded Part 2 (Background) of this thesis, by providing an overview of the
South African response to privacy legislation in the form of the POPI Act (2013). In so
doing, an understanding was provided in terms of the need for privacy legislation in South
Africa, the country’s journey from the POPI Bill to an Act, the purpose of the POPI Act
(2013), personal information defined in terms of the POPI Act (2013), applicability,
accountability and exclusions of the POPI Act (2013), the requirements of the POPI Act
(2013) and specifically Condition 7, the establishment of an Information Regulator and the
commencement date of the POPI Act (2013) followed by the risks and opportunities
associated with the Act.

Part 3 (Privacy Legislation Comparison) of this thesis which consists of Chapter 4 follows
this chapter and provides an analysis in terms of the extent to which the privacy legislation
of the EU and South Africa addresses the international 2013 OECD guidelines.
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4.1 INTRODUCTION

Chapter 2 explored the concept and principles of privacy as well as the importance of
privacy and provided an overview of the global privacy legislative landscape. Chapter 3
focused on the privacy legislation adopted by South Africa in the form of the Protection of
Personal Information (POPI) Act (Act 4 of 2013). This chapter addresses research
guestion 1 - To what extent does the privacy legislation of the European Union (EU) and
South Africa address the international 2013 Organisation for Economic Co-operation and
Development (OECD) guidelines?

In so doing, the rationale for analysing the extent to which the privacy legislation of the EU
and South Africa addresses the international 2013 OECD guidelines on trans-border data
flows and the protection of privacy, is provided. This is followed by an overview of the
OECD international guidelines on trans-border data flows and the protection of privacy as
well as the EU and South African privacy legislation. Thereafter, an analysis is performed
to address the extent to which the privacy legislation of the EU and South Africa address
the international 2013 OECD guidelines on trans-border data flows and the protection of
privacy. Lastly, this analysis gives rise to a critical evaluation in terms of the similarities
and differences associated with the privacy legislation compared in this chapter.

4.2 RATIONALE

Several researchers such as Dowling (2009), De Bruyn (2014), and Botha et al. (2015)
have compared the privacy legislation of specific countries or regions. Dowling (2009)
compared the EU privacy legislation, the Data Protection Directive (1995), to several
countries within Europe and around the globe. De Bruyn (2014) compared the POPI Act
(2013) (limited to the 8 conditions) to the privacy legislation of the United Kingdom. Botha
et al. (2015) compared the POPI Act (2013) (limited to the 8 conditions) to the privacy
legislation of the EU as well as the United Kingdom, United States of America (USA) and

Australia.
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However, at the time of conducting research as part of this thesis, the extent to which the
EU and South African privacy legislation addresses the international 2013 OECD
guidelines on trans-border data flows and the protection of privacy, which includes the 8
privacy principles, had not been explored. Furthermore, the rationale for selecting the EU
privacy legislation for comparison as part of this research is due to South African privacy
legislation favouring the European concept to protect personal information as cited by
Stein (2012) and Perumall (2013), and which according to Birnhack (2008) was largely
motivated by international trade and for participation in the global economy (Roos, 2007).

4.3 OVERVIEW

This section provides an overview of the OECD international guidelines on trans-border
data flows and the protection of privacy as well as the EU and South African privacy
legislation as these form the basis for the comparison as part of the analysis conducted in

this chapter.

4.3.1 THE INTERNATIONAL OECD GUIDELINES ON TRANS-BORDER DATA FLOWS AND THE
PROTECTION OF PRIVACY

As mentioned in Chapter 2, in 1980 the OECD adopted international guidelines on trans-
border data flows and the protection of privacy. The guidelines included 8 privacy
principles (collection, data quality, purpose specification, use limitation, security
safeguards, openness, individual participation and accountability) to govern the
preservation of privacy and trans-border flow of personal data (OECD, 1980). The
international guidelines on trans-border data flows and the protection of privacy were
revised by the OECD in 2013 to make provision for the basic principles of international
application in terms of free flow and legitimate restrictions, national implementation,
international co-operation and interoperability as well as implementing accountability
(OECD, 2013). The 8 privacy principles prescribed within the international guidelines by
the OECD in 1980 remained unchanged in the 2013 revision (Kuschewsky, 2014).
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4.3.2 EUROPEAN UNION PRIVACY LEGISLATION

Privacy legislation in the EU takes the form of the Data Protection Directive (also known as
Directive 95/46/EC) of 1995. The purpose of the Data Protection Directive (1995) as
outlined in Article 1 is to ensure that: “member states shall protect the fundamental rights
and freedoms of natural persons, and in particular, their right to privacy with respect to the
processing of personal data.” In addition, the Data Protection Directive (1995) encourages

the free flow of personal data between member states as long as privacy is preserved.

Article 2 of the Data Protection Directive (1995) defines personal data as: “any information
relating to an identified or identifiable natural person (‘data subject’); an identifiable person
is one who can be identified, directly or indirectly, in particular by reference to an
identification number or to one or more factors specific to his physical, physiological,

mental, economic, cultural or social identity.”

The protection of personal data as promoted by the Data Protection Directive (1995) is
applicable to all EU member states. However, each EU member state enacts their own
privacy laws based on the Data Protection Directive (1995), utilising the 7 Chapters
(including 34 Articles) as provided in Appendix C of this thesis.

The Data Protection Directive (1995) is not a regulation and this has allowed EU member
states to interpret and apply the Directive in an inconsistent manner within their own
enacted privacy legislation (Lynch, 2013). For example, Chapter 3 of the Directive (1995)
makes provision for judicial remedies, liability and sanctions, however the conditions,
actual penalties and enforcement in the event of a breach of personal information differs

for each EU member state.

As a result, in 2012 the European Commission proposed that the Data Protection Directive
(1995) be replaced by the General Data Protection Regulation (2012). This proposal
marked a paradigm shift from “directive” to “regulation” that sought to provide a single data
protection law applicable to all EU member states, thus preventing the need for individual

privacy legislation by each member state. Greens (2015) envisaged that the General Data
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Protection Regulation will be adopted by the end of 2015 and will be followed by a two-
year transition period to allow EU member states to comply, followed by the enforcement
of the regulation. During the course of this thesis, on 27 April 2016 the European
Parliament published the General Data Protection Regulation (2016) which will be effective
from 25 May 2018 within all EU member states.

4.3.3 SOUTH AFRICAN PRIVACY LEGISLATION

The South African privacy legislation was finally enacted and signed into law on 26
November 2013 as the POPI Act (2013). Chapter 3 of this thesis provides a detailed
overview of the POPI Act (2013). In summary, the POPI Act (2013) promotes the lawful
processing of personal information by South African public and private institutions as per
the minimum requirements specified within 12 Chapters (including 8 Conditions), as
reflected in Appendix B. An Information Regulator has to be established in terms of
Section 39 of the POPI Act (2013) to promote, enforce and monitor compliance with the
Act. Although the POPI Act (2013) was signed into law on 26 November 2013, the

commencement date of the Act is still to be announced.

4.4  ANALYSIS OF THE EUROPEAN UNION AND SOUTH AFRICAN PRIVACY LEGISLATION IN
RELATION TO THE INTERNATIONAL 2013 OECD GUIDELINES

The analysis uses the OECD’s 8 privacy principles (collection, data quality, purpose
specification, use limitation, security safeguards, openness, individual participation and
accountability) as well as the additional focus areas (implementing accountability, basic
principles of international application in terms of free flow and legitimate restrictions,
national implementation and international co-operation and interoperability) of the
international 2013 OECD guidelines on trans-border data flows and the protection of

privacy, as the basis for comparison.

As a result, Table 4.1 on the next page provides the first component of the analysis, which
evaluates the extent to which the EU Data Protection Directive (1995) addresses the
international 2013 OECD guidelines.
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Table 4.1: Extent to which the EU Data Protection Directive addresses the International 2013
OECD Guidelines

Number

Description of the
international 2013 OECD
guideline on trans-border

data flows and the

protection of privacy

Requirement addressed by the EU Data
Protection Directive of 1995

Privacy principle: Collection

Yes - Chapter 2: General rules on the

Accountability

1 limitation lawfulness of the processing of personal data
(Articles 5 and 6).
Privacy principle: Data | Yes - Chapter 2: General rules on the
2 quality lawfulness of the processing of personal data
(Article 6).
Privacy principle: Purpose | Yes - Chapter 2: General rules on the
3 specification lawfulness of the processing of personal data
(Articles 6, 7, 8,9, 10 and 11).
Privacy  principle: Use | Yes - Chapter 2: General rules on the
4 limitation lawfulness of the processing of personal data
(Articles 6, 7, 8, 9, 10, 11, 20 and 21).
Privacy principle: Security | Yes - Chapter 2: General rules on the
5 safeguards lawfulness of the processing of personal data
(Articles 16 and 17).
Privacy principle: Openness | Yes - Chapter 2: General rules on the
6 lawfulness of the processing of personal data
(Articles 12 and 13).
Privacy principle: Individual | Yes - Chapter 2: General rules on the
7 participation lawfulness of the processing of personal data
(Articles 14 and 15).
8 Privacy principle: | Yes - Chapter 1: General provisions (Article 4)

and Chapter 2: General rules on the lawfulness
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Description of the
international 2013 OECD

Requirement addressed by the EU Data

Number | guideline on trans-border _ _ _
aE AT Protection Directive of 1995
protection of privacy
of the processing of personal data (Article 6).
Other focus areas: | No - Specific reference is not made to a privacy
Implementing accountability | management programme.
° - Privacy management
programme
Other focus areas: | Yes - Chapter 6: Supervisory authority and
10 Implementing accountability | working party on the protection of individuals
- Privacy enforcement | with regard to the processing of personal data
authorities (Article 28).
Other focus areas: | Yes - Chapter 2. General rules on the
Implementing accountability | lawfulness of the processing of personal data
t - Data security breach | (Article 18).
notification
Other focus areas: Basic | Yes - Chapter 4: Transfer of personal data to
principles of international | third countries (Articles 25 and 26).
application in terms of free
12 flow and legitimate

restrictions - Trans-border

flows of personal data

Other focus areas: National

implementation

No - The European Union Data Protection

Directive is not a regulation; it is a directive. As

13 a result, Chapter 1: Article 4 states that each
member state shall apply the national
provisions it adopts pursuant to the directive.

14 Other focus areas: | Yes - Chapter 4: Transfer of personal data to
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Number

Description of the
international 2013 OECD
guideline on trans-border

data flows and the

protection of privacy

Requirement addressed by the EU Data
Protection Directive of 1995

International  co-operation

and interoperability

third countries (Articles 25 and 26).

As per Table 4.1 above, the EU Data Protection Directive (1995) addresses the 8 privacy

principles from the international 2013 OECD guidelines on trans-border data flows and the

protection of privacy. However, the EU Data Protection Directive (1995) does not make

reference to a privacy management programme to address the national implementation

requirement as it is not a regulation; it is a directive.

Similarly, Table 4.2 below provides the second component of the analysis, which
evaluates the extent to which the South African POPI Act (2013) addresses the
international 2013 OECD guidelines.

Table 4.2: Extent to which the South African POPI Act addresses the International 2013
OECD Guidelines

Description of the
international 2013 OECD

Requirement addressed by the South

Number | guideline on trans-border _
data flows and the African POPI Act
protection of privacy
Privacy principle: Collection | Yes - Chapter 3: Conditions for lawful
1 limitation processing of personal information (Conditions
2,3 and 4).
5 Privacy principle: Data | Yes - Chapter 3: Conditions for lawful
quality processing of personal information (Condition
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Description of the
international 2013 OECD

Requirement addressed by the South

Number | guideline on trans-border _
data flows and the African POPI Act
protection of privacy
5).
Privacy principle: Purpose | Yes - Chapter 3: Conditions for lawful
3 specification processing of personal information (Conditions
3 and 4).
Privacy  principle: Use | Yes - Chapter 3: Conditions for lawful
4 limitation processing of personal information (Conditions
2, 3 and 4) and Chapter 6: Prior authorisation.
Privacy principle: Security | Yes - Chapter 3: Conditions for lawful
5 safeguards processing of personal information (Condition
7).
Privacy principle: Openness | Yes - Chapter 3: Conditions for lawful
6 processing of personal information (Condition
6).
Privacy principle: Individual | Yes - Chapter 3: Conditions for lawful
7 participation processing of personal information (Condition
8).
Privacy principle: | Yes - Chapter 3: Conditions for lawful
8 Accountability processing of personal information (Condition
1).
Other focus areas: | No - Specific reference is not made to a privacy
Implementing accountability | management programme. However, chapter 11
9 - Privacy management | makes reference to an administrative fine being

programme

enforced in the event of failure to conduct a risk

assessment and maintain good policies,

procedures and practices to protect personal
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Chapter 4 - Extent to which the Privacy Legislation of the EU and SA addresses the International

2013 OECD Guidelines

Description of the
international 2013 OECD

Requirement addressed by the South

Number | guideline on trans-border _
data flows and the African POPI Act
protection of privacy
information.
Other focus areas: | Yes - Chapter 5: Information regulator.
10 Implementing accountability
- Privacy enforcement
authorities
Other focus areas: | Yes - Chapter 3: Conditions for lawful
1 Implementing accountability | processing of personal information (Condition
- Data security breach | 7).
notification
Other focus areas: Basic | Yes - Chapter 9: Trans-border information
principles of international | flows.
application in terms of free
12 flow and legitimate
restrictions - Trans-border
flows of personal data
Other focus areas: National | Yes - The Protection of Personal Information
implementation Act is applicable to all public and private
institutions in South Africa. At this stage the Act
was signed into law on 26 November 2013. The
13 enforcement date for the POPI Act (2013) is still

to be announced. Thereafter, a one year
transition period will apply to allow all public and

private institutions in South Africa to comply

with the POPI Act (2013), after which
enforcement will be monitored by the
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2013 OECD Guidelines

Description of the
international 2013 OECD

- Requirement addressed by the South
Number | guideline on trans-border

African POPI Act
data flows and the

protection of privacy

Information Regulator.

Other focus areas: | Yes - Chapter 5: Information regulator (co-
4 International  co-operation | operating on a national and international basis
and interoperability with other persons and bodies concerned with

the protection of personal information).

In terms of the South African POPI Act (2013) as per Table 4.2 above, the international
2013 OECD guidelines on trans-border data flows and the protection of privacy, including
the 8 privacy principles are addressed. The only exception is that no specific reference is
made to a privacy management programme within the POPI Act (2013). However,
reference is made to an administrative fine being enforced in the event of failure to
conduct a risk assessment and maintain good policies, procedures and practices to protect

personal information.

4.5 CRITICAL EVALUATION - SIMILARITIES AND DIFFERENCES
The critical evaluation of the extent to which the privacy legislation of the EU and South
Africa addresses the international 2013 OECD guidelines, led to the identification of

similarities and differences between these pieces of legislation.

The EU’s privacy legislation which takes the form of the Data Protection Directive (1995)
and the South African privacy legislation in the form of the POPI Act (2013) are similar in
that both address all 8 privacy principles (collection, data quality, purpose specification,
use limitation, security safeguards, openness, individual participation and accountability)
specified within the international 2013 OECD guidelines on trans-border data flows and the

protection of privacy. The provision of the 8 privacy principles by the Data Protection
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Directive (1995) and the POPI Act (2013) is critical, as according to Greenleaf (2013), data
privacy laws can only be effective if they include a comprehensive set of data privacy
principles that are compliant with international standards, such as the 8 privacy principles
specified within the international 2013 OECD guidelines on trans-border data flows and the

protection of privacy.

Furthermore, the Data Protection Directive (1995) and the POPI Act (2013) are similar in
that both do not make provision for a privacy management programme as specified within
the international 2013 OECD guidelines on trans-border data flows and the protection of
privacy. An adequate privacy management programme has to be defined, implemented
and subjected to review from a privacy enforcement authority to uphold the accountability
privacy principle and ensure that notice is provided to the privacy enforcement authority in
the event of a breach of personal data (OECD, 2013). However, from a POPI Act (2013)
perspective, to overcome the shortcoming related to the lack of a privacy management
programme, Chapter 11 of the POPI Act (2013), makes reference to an administrative fine
being enforced in the event of failure to conduct a risk assessment and to maintain good
policies, procedures and practices to protect personal information. In addition, a privacy
enforcement authority in the form of the Information Regulator, as specified in Chapter 5 of
the POPI Act (2013), is required to monitor enforcement and receive notifications relating

to breaches of personal data.

The major difference between the Data Protection Directive (1995) and the POPI Act
(2013) is that the latter is enforceable, compared to the Data Protection Directive (1995)
which is not enforceable. As such, the national implementation requirement as specified
within the international 2013 OECD guidelines on trans-border data flows and the
protection of privacy is addressed by the POPI Act (2013), compared to the Data
Protection Directive (1995) where it is not addressed. This is due to the Data Protection
Directive (1995) not being enforceable as it is a directive rather than a regulation and, as
such, is viewed as a guideline to serve as a frame of reference for EU member states

when developing and enacting their own privacy legislation. However, this shortcoming is
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being addressed by the General Data Protection Regulation (2016) which was published
on 27 April 2016 and will become effective from 25 May 2018 within all EU member states.

4.6  CONCLUSION

Part 3 (Privacy Legislation Comparison) of this thesis was concluded in terms of Chapter
4, which provided the rationale for analysing the extent to which the EU and South African
privacy legislation addresses the international 2013 OECD guidelines on trans-border data
flows and the protection of privacy. This was followed by an overview of the OECD
international guidelines on trans-border data flows and the protection of privacy as well as
the EU and South African privacy legislation. Thereafter, the research question associated
with this chapter was addressed by analysing the extent to which EU and South African
privacy legislation respectively address the international 2013 OECD guidelines on trans-
border data flows and the protection of privacy. Lastly, a critical evaluation in terms of the
similarities and differences associated with the privacy legislation compared within the

chapter was provided.

This chapter is followed by Part 4 (Proposed Framework) of this thesis, which consists of
Chapter 5 that proposes a framework that includes a selection of security safeguards to
ensure confidentiality and integrity of electronic personal information in order to achieve
and maintain compliance with Condition 7 of the POPI Act (2013).
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5.1 INTRODUCTION

Chapter 4 assessed the extent to which the privacy legislation of the European Union (EU)
and South Africa addresses the international 2013 Organisation for Economic Co-
operation and Development (OECD) guidelines on trans-border data flows and the
protection of privacy. This chapter addresses research question 2 - How can South African
institutions, who store, process and transmit electronic personal information achieve and
maintain compliance with Condition 7 of the POPI Act (2013), including the security
safeguards to be considered to ensure confidentiality and integrity of electronic personal

information?

This chapter proposes a framework that encapsulates a selection of security safeguards to
ensure confidentiality and integrity of electronic personal information stored, processed or
transmitted. In doing so, the requirements of Condition 7 of the POPI Act (2013) are
provided followed by an overview and basis for the proposed framework as well as a
description of each phase of the proposed framework, including a selection of security
safeguards. In addition, a critical evaluation in terms of the benefits and limitations

associated with the proposed framework is provided.

5.2 REQUIREMENTS OF CONDITION 7 OF THE POPI AcT

Condition 7 of the POPI Act (2013) specifically requires the implementation of security
safeguards to ensure the confidentiality and integrity of personal information (Section 19),
the definition of responsibilities for handling personal information (Section 20), clear
responsibilities for an operator processing personal information (Section 21) as well as the
need for notification in the event of a security compromise of personal information (Section
22).

However, as per the research problem identified in Chapter 1, the legislative requirement
of Condition 7 of the POPI Act (2013) defined in sections 19, 20, 21 and 22 is not
supported by specific guidance in terms of how the requirement should be satisfied. There
is also no specific guidance on the security safeguards, as required in Section 19, to
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Chapter 5 - Proposed Framework with a Selection of Security Safeguards

ensure the confidentiality and integrity of specifically electronic personal information for the

purpose of this thesis.

5.3  OVERVIEW OF THE PROPOSED POPI CONDITION 7 FRAMEWORK

In order to address the research question in this Chapter as a result of the shortcoming of
Condition 7 of the POPI Act (2013), in terms of specific guidance to achieve the
requirements of sections 19, 20, 21 and 22, the “POPI Condition 7 framework” as
illustrated in Figure 5.1 below is proposed. This framework provides in 4 distinct phases
(“Identify”, “Secure”, “Monitor and Report” and “Remediate”) an approach, which includes
a specific selection of security safeguards as part of the “Secure” phase, to ultimately
address the requirements of Condition 7 of the POPI Act (2013), specifically in relation to

electronic personal information.

PHASE 4:
REMEDIATE

PHASE 1:
IDENTIFY

PHASE 2:
a SECURE

* MONITORING
SECURITY SAFEGUARDS
* REPORTING ON
SECURITY SAFEGUARDS

Figure 5.1: Proposed POPI Condition 7 Framework to Address the Requirements of
Condition 7 of the POPI Act in Relation to Electronic Personal Information
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The “Identify” phase of the proposed POPI Condition 7 framework is focused on the
identification of electronic personal information. This is followed by the “Secure” phase that
aims to secure electronic personal information, which has been identified that needs to be
protected through the selection and implementation of security safeguards. The next
phase, “Monitor and Report®’, ensures that electronic personal information remains
protected and in instances when the protection is not in place, this should be reported in
order to initiate remedial action. The final phase, “Remediate”, addresses remedial action

to ensure that the protection of electronic personal information is maintained.

5.4  BAsIs OF THE PROPOSED POPI CONDITION 7 FRAMEWORK

The 4-phased approach taken in the POPI Condition 7 framework leverages off the
principles from the quality assurance model known as Plan-Do-Check-Act (PDCA) applied
to the International Organisation for Standardisation (ISO) management system standards
(British Standards Institute (BSI), 2013) as illustrated in Figure 5.2 below.

Figure 5.2: Plan-Do-Check-Act (PDCA) Model
Source: Adapted from BSI (2014)
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The “Plan” phase analyses the current environment, establishes objectives, sets interim
targets for review and defines plans to achieve these targets (BSI, 2013). This is followed
by the “Do” phase which is focused on the implementation of the defined plans. The
“Check” phase measures the actual results against planned objectives (BSI, 2013). Lastly,
the “Act” phase aims to correct and improve plans to meet or exceed planned objectives
(BSI, 2013).

The PDCA model was adopted in an information security context in terms of the ISO
27001 standard (BSI, 2005). The 1ISO 27001 standard (BSI, 2005) prescribed the use of
the PDCA model to implement an information security management system (ISMS) as a
means to effectively manage the information assets of an organisation. Electronic personal
information is an information asset and the 4-phased approach of the proposed POPI
Condition 7 framework for protecting electronic personal information is closely aligned to
the principles of the PDCA model. Table 5.1 below, provides a description of each phase
of the PDCA model in terms of implementing an ISMS and the alignment to the 4 phases

of the proposed POPI Condition 7 framework.

Table 5.1: Alignment between the Phases of the PDCA Model and the Proposed POPI

Condition 7 Framework

Number | PDCA phase Proposed POPI Condition 7 framework phase
1 Plan - Establish an | “Identify” - Identification of electronic personal
ISMS. information.
“Secure” - Securing the electronic personal
5 Do - Implement and |information identified that needs to be protected
operate the ISMS. through the selection and implementation of

security safeguards.

“Monitor and Report” - Monitoring and reporting to

) ensure that the electronic personal information
Check - Monitor and _ _
3 _ remains protected and instances when the
review the ISMS. o _ ] _
protection is not in place this should be reported in

order to initiate remedial action.
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Number | PDCA phase Proposed POPI Condition 7 framework phase
o ‘Remediate” - Remedial action taken to ensure the
Act - Maintain and . _ . . _
4 protection of electronic personal information is

improve the ISMS. o
maintained.

5.5  PHASES OF THE PROPOSED POPI| CONDITION 7 FRAMEWORK WITH A SELECTION OF
SECURITY SAFEGUARDS

The 4 distinct phases (“Identify”, “Secure”, “Monitor and Report” and “Remediate”) of the
proposed POPI Condition 7 framework with a specific selection of security safeguards as
part of the “Secure” phase, address the requirements of Condition 7 of the POPI Act
(2013), specifically in relation to electronic personal information. Subsections 5.5.1 to 5.5.4
unpacks each phase of the proposed POPI Condition 7 framework. Furthermore, the
specific selection of security safeguards is provided as part of the “Secure” phase of the

proposed POPI Condition 7 framework within subsection 5.5.2.3.

5.5.1 PHASE 1: IDENTIFY
Phase 1 (“ldentify”) of the proposed POPI Condition 7 framework focuses on the
identification of electronic personal information and consists of 4 key perspectives:

Strategy, People, Process and Technology as illustrated in Figure 5.3 below.

PHASE 1:
IDENTIFY

Figure 5.3: Proposed POPI Condition 7 Framework - Phase 1 (Identify)
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The key perspectives as illustrated in Figure 5.3 are unpacked below from subsection
5.5.1.1t05.5.1.4.

5.5.1.1 STRATEGY PERSPECTIVE

The strategic perspective considers whether an institution has identified the threats and
vulnerabilities associated with the storage, processing and transmission of electronic
personal information and developed a strategy to mitigate the risk, thereby demonstrating
strategic intent to comply and maintain compliance with Condition 7 of the POPI Act
(2013).

5.5.1.2 PEOPLE PERSPECTIVE

From a people perspective, this phase questions whether the relevant internal and
external stakeholders have been identified who will drive the initiative to comply and
maintain compliance with Condition 7 of the POPI Act (2013).

5.5.1.3 PROCESS PERSPECTIVE

The process perspective consists of the identification of manual and automated business
processes within the institution which store, process and transmit personal information as
defined by the POPI Act (2013). Thereafter, the personal information identified should be
categorised as personal information that is stored, processed and transmitted in electronic
format (within information systems and their corresponding databases) as opposed to non-
electronic format (hard copy or paper based outside information systems).

5.5.1.4 TECHNOLOGY PERSPECTIVE
Lastly, the technology perspective identifies the extent to which technology may be
leveraged to safeguard electronic personal information.

The “Identify” phase of the proposed POPI Condition 7 framework is followed by the

“Secure” phase as discussed below.
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5.5.2 PHASE 2: SECURE

Phase 2 (“Secure”) is premised on selecting security safeguards commonly referred to as
security controls to ensure the confidentiality and integrity of electronic personal
information identified in Phase 1 (“Identify”). This subsection, provides a definition for a
security safeguard and the source of the selection of security safeguards. This is followed
by the specific selection of security safeguards within 3 domains (management,
operational and technical) to ultimately address the requirements of Condition 7 of the
POPI Act (2013), specifically in relation to electronic personal information. Lastly, a
summary and the source of the specific selection of security safeguards within the 3
domains (management, operational and technical), which form part of the “Secure” phase

of the proposed POPI Condition 7 framework is provided.

5.5.2.1 DEFINITION OF A SECURITY SAFEGUARD

A security safeguard, commonly referred to as a control as per the Control Objectives for
Information and related Technology (COBIT) framework (ISACA, 2007), is defined as:
“policies, procedures, practices and organisational structures designed to provide
reasonable assurance that business objectives will be achieved and that undesired events
will be prevented or detected and corrected.” In line with the definition provided by the
COBIT framework (ISACA, 2007), preventative, detective and corrective control categories
exist. Preventative controls are designed to prevent the unauthorised disclosure and
manipulation of electronic personal information (ISACA, 2014b). In comparison, a
detective control intends to detect while corrective controls aim to correct a scenario of
unauthorised disclosure and manipulation of electronic personal information (ISACA,
2014b). Furthermore, preventative, detective and corrective controls may be classified as
technical (for example a firewall) or non-technical (for example, an information security

policy or data classification policy) (ISACA, 2014b).

5.5.2.2 SOURCE OF THE SELECTION OF SECURITY SAFEGUARDS
The source of the selection of security safeguards within the “Secure” phase is derived
from several leading practices formulated by leading practice institutions including the

Information Systems Audit and Control Association (ISACA), the National Institute of
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Standards and Technology (NIST), the Office of Government Commerce United Kingdom
(OGCUK) and the International Organisation for Standardisation (ISO). These leading
practices which serve as a source for the selection of security safeguards are grouped by

leading practice institutions and unpacked from subsections 5.5.2.2.1 to 5.5.2.2.4 to follow.

5.5.2.2.1 INFORMATION SYSTEMS AUDIT AND CONTROL ASSOCIATION (ISACA)

ISACA first introduced the COBIT framework in 1996 with a primary focus on audit
(Stroud, 2012). From 1996, the COBIT framework evolved into COBIT 2 in 1998, which
focused on controls to COBIT 3 in 2000, which expanded to include the management
aspects of information technology, to COBIT 4.1 in 2007 which highlighted information
technology governance. The latest version of the COBIT framework, COBIT 5, was
released in 2012 and focuses on the governance of enterprise information technology
(Stroud, 2012) by creating optimal value from information technology through maintaining
a balance between releasing benefits, optimising risk levels and resource usage (ISACA,
2014c).

The governance and management of enterprise information technology is underpinned by
5 key principles within COBIT 5 - namely, meeting stakeholder needs, covering the
enterprise end to end, applying a single integrated framework, enabling a holistic approach
and separating governance from management (ISACA, 2014c). These 5 principles are
complemented by a series of enablers - principles, policies and frameworks, processes,
organisational structures, culture, ethics and behavior, information, services, infrastructure
and applications as well as people, skills and competencies (ISACA, 2014c). In addition,
as illustrated in Figure 5.4 on the next page, COBIT 5 (ISACA, 2014c) consists of 5
governance processes encapsulated within the evaluate, direct and monitor (EDM) domain
as well as 32 management processes encapsulated within 4 domains - align, plan and
organise (APO), build, acquire and implement (BAI), deliver, service and support (DSS)

and monitor, evaluate and assess (MEA).
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Processes for Governance of Enterprise IT
Evaluate, Direct and Monitor

EDMO1 Ensure
Govemnance
Framework Setting
and Maintenance

Align, Plan and Organise Monitor, Evaluate

and Assess
| ApoD2 peanage APOO3 Manage APOO04 Manags APOOS Manage APO0G Manags APOOT Manags
Strategy p Innovation Portfolio Budget and Costs Human Resources

MEAD1T Monitor,

Evaluate and Assess
AP009 Manage Performance and
APQD8 Manage Service APO10 Manage APO11 Manage AP012 Manage AP013 Manage Conformance
Relationships Agreements Suppliers Queality Risk Security

Build, Acquire and Implement

BAID3 Manage BAIOS Manage BAIOT Manage
(M0t Marage | BATZ Moo Salutions B terage Orgarisational BAIOG Manage Change
mﬂm;ﬁ: an Definitian Identification : Change Changes Acceptance and MEAD2 Monitor,
J and Build Enablement Transitioning Evaluate and Assess

the System of Internal

Control
BAIOE Manage BAIY Manage BAITD Manage
Knowledge Agsais Configuration

Deliver, Service and Support

MEAO3 Monitor,
DS505 5506 Evaluaie and Assess
DSSO1 Manage e e || pss03 Manage DSS04 Manage e e DSS06 Meaniage Compliance With
Operations and Incidents Problems Contimity Senvices Process Controls External Requirements

Processes for Management of Enterprise IT

Figure 5.4: COBIT 5 Process Reference Model
Source: ISACA (2014c)

Furthermore, ISACA also developed the Risk IT framework in 2009 to provide guiding
principles to identify, govern and effectively manage IT risk within institutions (ISACA,
2009). The guiding principles of the Risk IT framework includes a connection to business
objectives, alignment of IT risk management with overall enterprise risk management,
balancing the costs and benefits of managing IT risk, promoting fair and open
communication of IT risk, establishing the right tone and accountability at the top as well
as embedding the IT risk management process into daily activities (ISACA, 2009). In
addition, the Risk IT framework (ISACA, 2009) is supported by a process model that
includes 3 domains (risk governance, risk evaluation and risk response) with each domain
consisting of 3 processes (the risk governance domain - to establish and maintain a

common risk view, integrate with enterprise risk management and make risk aware
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business decisions, the risk evaluation domain - to collect data, analyse risk and maintain

a risk profile and the risk response domain - to articulate risk, manage risk, react to events)
as illustrated in Figure 5.5 below.

Risk Governance

Ensure that IT risk management
practices are embedded in the
enterprise, enabling it to secure
optimal risk-adjusted return.

Integrate
With
ERM

i Make
Establish and d
Maintain a RI'SSK‘_GWar -
Common Risk DUS_In_ess
View ecisions

Business
Objectives Y

/N

Risk Response Risk valuation
Ensure that [T-related risk issues,

Ensure that [T-related risks and
opporiunities are identified, analysed
and presented in business terms.

Figure 5.5: Risk IT Framework
Source: ISACA (2009)
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5.5.2.2.2 NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST)

The NIST in the United States of America (USA) develops information security standards,
guidelines and specifies the minimum requirements for federal information systems (2013).
As a result, the NIST Special Publication 800-53 (2013) provides guidelines for selecting
and specifying security controls to meet the Minimum Security Requirements for Federal
Information and Information Systems as required by the Federal Information Processing
Standards (FIPS).

Revision 3 of the NIST Special Publication 800-53 was released in August 2009 (NIST,
2009) and this was followed by Revision 4 (NIST, 2013), which was released in April 2013.
The NIST Special Publication 800-53 (2013) groups security controls into 18 families as

illustrated in Table 5.2 below.

Table 5.2: NIST 18 Families of Security Controls
Source: Adapted from NIST (2013)

Number | Security control family ID | Security control family name

1 AC Access Control

2 AT Awareness and Training

3 AU Audit and Accountability

4 CA Security Assessment and Authorization
5 CM Configuration Management

6 CP Contingency Planning

7 1A Identification and Authentication

8 IR Incident Response

9 MA Maintenance

10 MP Media Protection

11 PE Physical and Environmental Protection
12 PL Planning

13 PS Personnel Security

14 RA Risk Assessment

15 SA System and Services Acquisition
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Number | Security control family ID | Security control family name

16 SC System and Communications Protection
17 Sl System and Information Integrity

18 PM Program Management

Each of the 18 families of security controls listed in Table 5.2 above consists of the related
security controls, for example, the Audit and Accountability family includes 16 security
controls as illustrated in Table 5.3 below.

Table 5.3: Security Controls from the Audit and Accountability Family
Source: Adapted from NIST (2013)

Security control family Audit and Accountability

Number | Security control ID Security control name

1 AU-1 Audit and Accountability Policy and Procedures
2 AU-2 Audit Events

3 AU-3 Content of Audit Records

4 AU-4 Audit Storage Capacity

5 AU-5 Response to Audit Processing Failures
6 AU-6 Audit Review, Analysis, and Reporting
7 AU-7 Audit Reduction and Report Generation
8 AU-8 Time Stamps

9 AU-9 Protection of Audit Information

10 AU-10 Non-Repudiation

11 AU-11 Audit Record Retention

12 AU-12 Audit Generation

13 AU-13 Monitoring for Information Disclosure
14 AU-14 Session Audit

15 AU-15 Alternate Audit Capability

16 AU-16 Cross-Organisational Auditing
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5.5.2.2.3 OFFICE OF GOVERNMENT COMMERCE UNITED KINGDOM (OGCUK)

The OGCUK developed the Information Technology Infrastructure Library (ITIL) framework
as an approach to IT service management (OGCUK, 2007a). This framework is currently
in its third revision which was released in 2007 and addresses service lifecycle
governance processes which is comprised of continual service improvement and service
strategy processes, while service lifecycle operational processes is comprised of service
design, service transition and service operation processes as illustrated in Figure 5.6
below (OGCUK, 2007a). In addition, each of the aforementioned components are
supported by underlining processes, for example as illustrated in Figure 5.6, service
strategy processes are supported by demand management, strategy generation, service

portfolio management and information technology financial management processes.

Service Lifecycle Governance Processes Service Lifecycle Operational Processes

Continual Service Improvement ervi esign Processes Service Transition Processes Service Operation Processes
Processes

Service Catalogue Management
Service Measurement Service Level Management

Capacity Management

Availability Management

Service Continuity Management
Information Security Management
Supplier Management

I [

Service Reporting Change Management

Service Asset and Configuration Management
Release and Deployment Management

Knowledge Management
Event Management

Service Improvement Incident Management

Request Fulfilment

Problem Management
Access Management

Operation Management

Figure 5.6: Information Technology Infrastructure Library (ITIL) Framework
Source: OGCUK (2007a)
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5.5.2.2.4 INTERNATIONAL ORGANISATION FOR STANDARDISATION (ISO)

The International Organisation for Standardisation (ISO) in 2005 developed an Information
Security Management System (ISMS) standard, ISO 27001 (BSI, 2005). In 2005, the ISO
27001 standard consisted of 133 controls across 11 groups (BSI, 2005). The latest
revision to the 1ISO 27001 standard in 2013 consists of 14 groups, as illustrated in Table
5.4 below, which in turn comprise of 114 controls (ISO, 2013). For example, the Human
Resource Security group within the 1ISO 27001 standard (1ISO, 2013) consists of controls
relating to prior employment (screening, terms and conditions of employment), during
employment (management responsibilities, information security awareness, education and
training as well as disciplinary process) as well as termination and change of employment

(termination or change of employment responsibilities) controls.

Table 5.4: 1SO 27001 - 14 Groups of Security Controls
Source: Adapted from 1SO (2013)

Number | Security group | Security group name (number of controls)
control ID

1 A5 Information Security Policies (2 Controls)

2 A.6 Organisation of Information Security (7 Controls)

3 A7 Human Resource Security (6 Controls)

4 A.8 Asset Management (10 Controls)

5 A.9 Access Control (14 Controls)

6 A.10 Cryptography (2 Controls)

7 A.ll1 Physical and Environmental Security (15 Controls)

8 A.12 Operations Security (14 Controls)

9 A.13 Communications Security (7 Controls)

10 A.l14 System Acquisition, Development and Maintenance (13
Controls)

11 A.15 Supplier Relationships (5 Controls)

12 A.16 Information Security Incident Management (7 Controls)

13 A.17 Information Security Aspects of Business Continuity
Management (4 Controls)
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Number | Security group | Security group name (number of controls)

control ID

14 A.18 Compliance (8 Controls)

Similarly in 2012, the ISO developed a business continuity management standard, 1SO
22301 to assist institutions with the establishment, implementation, operation, monitoring,
review, maintenance and improvement of business continuity capabilities in order to
ensure continued operations in the event of a disruption (ISO, 2012). Furthermore, ISO
22301 specifies the requirements for setting up and managing a business continuity
management system in 7 sections - context, leadership, planning, support, operation,

evaluation and improvement (ISO, 2012).

5.5.2.3 SPECIFIC SELECTION OF SECURITY SAFEGUARDS

The security safeguards which form part of the “Secure” phase of the proposed POPI
Condition 7 framework is not the selection and implementation of leading practices
mentioned above such as COBIT (ISACA, 2014c) Risk IT (ISACA, 2009), NIST Special
Publication 800-53 (NIST, 2009 and 2013), ITIL (OGCUK, 2007a and 2007b), ISO 27001
(BSI, 2005 and 1SO, 2013) or ISO 2230 (Drewitt, 2013 and ISO, 2012) in its entirety. The
security safeguards which form part of the “Secure” phase of the proposed POPI Condition
7 framework is instead a specific selection of security safeguards prescribed by the
various leading practices as a means to address a specific requirement, which in this case
is to ensure the confidentiality and integrity of electronic personal information and in so

doing to achieve and maintain compliance with Condition 7 of the POPI Act (2013).

NIST classifies security safeguards into 3 domains (2009). The first domain is the
management domain, which focuses on managing risk by key stakeholders providing
direction and intent to the protection of personal information initiative (NIST, 2009). The
operational domain is the second domain, which focuses on people executing processes
associated with managing and monitoring security safeguards (NIST, 2009). The third
domain is the technical domain, which focuses on the implementation and execution of

security safeguards driven by technology (NIST, 2009). As a result, the management,
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operational and technical domains form the basis of the “Secure” phase of the proposed
POPI Condition 7 framework in that a selection of security safeguards are specifically
proposed for each of the 3 domains as illustrated in Figure 5.7 below.

PHASE 2:
SECURE

Figure 5.7: Proposed POPI Condition 7 Framework - Phase 2 (Secure)

5.5.2.3.1 MANAGEMENT DOMAIN SECURITY SAFEGUARDS
As such, the management domain of the “Secure” phase consists of 5 security safeguards

as illustrated in Figure 5.8 below.

PHASE 2:
SECURE

Figure 5.8: Secure Phase - Management Domain (5 Security Safeguards)
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The first safeguard within the management domain is M1: Information Security
Governance. This security safeguard is an integral part of governance that encompasses
leadership, organisational structures as well as clear roles and responsibilities (ISACA,
2006 and ISO, 2013) for safeguarding electronic personal information. M2: Risk
Management is the second safeguard within the management domain and requires the
governance, evaluation and a response to risks presented by electronic personal
information (ISACA, 2009 and 2014c). The third safeguard, M3: Information Security
Policy, requires management direction and support for information security to be achieved
through a formally defined and approved information security policy (ISO, 2013). M4:
Supplier and Service Level Management is the fourth safeguard of the management
domain which focuses on the contracts in place with third party operators external to the
institution as well as internal stakeholders within the institution responsible for providing
services in relation to electronic personal information (ISACA, 2014c and OGCUK, 2007a).
Lastly, the M5: Business Continuity Management safeguard addresses the ability to
recover from a business interruption in the most effective and efficient manner (Drewitt,
2013, ISACA, 2014c, I1SO 2012 and 2013), which includes the recovery of electronic

personal information maintained by an institution.

5.5.2.3.2 OPERATIONAL DOMAIN SECURITY SAFEGUARDS
The operational domain of the “Secure” phase consists of 6 security safeguards as

illustrated in Figure 5.9 below.

PHASE 2:
SECURE

Figure 5.9: Secure Phase - Operational Domain (6 Security Safeguards)

91

© University of Pretoria



&

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Que® YUNIBESITHI YA PRETORIA

Chapter 5 - Proposed Framework with a Selection of Security Safeguards

The first security safeguard in the operational domain is O1: Security Procedures and
Processes. This security safeguard addresses the security procedures and processes in
place to maintain confidentiality and integrity of electronic personal information. The
security procedure and process areas to be considered include: change and configuration
management, patch management, availability management, incident management, backup
management, user account and access management (ISACA, 2014c, ISO, 2013 and
OGCUK, 2007b) as well as the management of encryption keys to secure data channels
(BSI, 2005). O2: Baseline Infrastructure Security Standards is the second safeguard in the
operational domain and focuses on all server, workstation and laptop operating systems,
database servers, web servers, network components (firewalls, routers, wireless) that form
part of the technology infrastructure, to enable the protection of electronic personal
information, baseline infrastructure security standards should be applied as a security
safeguard to prevent the adoption of default configurations and to ensure consistent
configurations (NIST, 2013). The third security safeguard in this domain is O3: Security
Awareness and Training which focuses on employees, contractors or third party operators
need to be provided with awareness and training with regards to information security (1SO,
2013, NIST, 2013 and OGCUK, 2007b), with a specific focus on the security of electronic
personal information. O4: Security Monitoring, Incident and Reporting is the fourth security
safeguard in the operational domain that requires all audit logs from applications as well as
the technology infrastructure to be assessed in order to report on any malicious activities
or data breaches of electronic personal information (ISACA, 2014c, NIST, 2013 and
OGCUK, 2007b). Furthermore, the incident management processes may report a data
breach of electronic personal information. The fifth security safeguard in this domain is O5:
Security Assessment requiring regular security assessments to be performed in order to
assess the security posture of the institution from a technical, organisational, procedural,
administrative or physical security perspective (NIST, 2013 and Palmer et al., 2001). The
last security safeguard in the operational domain is O6: Disaster Recovery which requires
people, processes and technology associated with the storage, processing and
transmission of electronic personal information as well as to ensure continued operations
to be defined (Drewitt, 2013, ISO 2012 and 2013, and NIST 2013).
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5.5.2.3.3 TECHNICAL DOMAIN SECURITY SAFEGUARDS
Lastly, the technical domain of the “Secure” phase consists of 9 security safeguards as

illustrated in Figure 5.10 below.

PHASE 2:
SECURE

Figure 5.10: Secure Phase - Technical Domain (9 Security Safeguards)

T1: Network Segmentation is the first security safeguard in the technical domain. The
segmentation of a network entails a logical grouping of related network assets, resources
and applications (Solomon, 2011). As a result, all the application and database servers
that respectively process and store personal information should be located on a dedicated
network segment that is separated from the rest of the corporate network (NIST, 2013).
The second security safeguard in this domain is T2: Encrypted Data Channels requiring all
electronic personal information flowing into and out of the dedicated network segment to
be encrypted and access to the data channels should be strictly monitored and controlled
(ISO, 2013 and NIST, 2013). T3: Server and Network Component Security is the third
security safeguard in this domain which specifies that all server and network components
should be configured to implement the defined baseline infrastructure security standards,
02 - Baseline infrastructure security standards, adopted in the operational domain (ISACA,
2014c and NIST, 2013). The fourth security safeguard in the technical domain is T4:
Workstation and Laptop Security which requires all workstations and laptops to be
configured as per the defined baseline infrastructure security standards adopted and be

locked down to prevent the user to change the configuration or install additional
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applications not authorised by the institution (ISACA, 2014c and NIST, 2013). T5: File
Integrity is the fifth security safeguard in this domain and requires all configurations
associated with server and network components to be associated with a unique value
known as a hash value. The hash value may be used to ascertain if unauthorised changes
were affected to configurations (ISACA, 2014c and OGCUK, 2007b). The sixth security
safeguard in this domain is T6: Firewalls used to separate networks by controlling access
and analysing traffic between networks (ISACA, 2013). As such a firewall should be used
to separate the application and database servers that respectively process and store
electronic personal information located on a dedicated network segment from the rest of
the corporate network (NIST, 2013). T7: Physical and Environmental Security is the
seventh security safeguard in this domain requiring physical and environmental security
safeguards in place within the server rooms hosting the applications as well as the
technology infrastructure associated with the storage, processing and transmission of
electronic personal information. Physical security safeguards to control access to the
server rooms and environmental security safeguards to provide alternate power sources to
ensure availability as well as to protect against environmental hazards such as floods and
fire should be in place (ISACA, 2014c, ISO, 2013 and NIST, 2013). The eight security
safeguard in this domain is T8: Centralised audit logging which requires audit logs to be
maintained for all applications as well as the technology infrastructure associated with
storing, processing and transmitting electronic personal information. All the audit logs
maintained should be sent to a centralised audit logging server where analysis may be
performed to identify ineffective security safeguards as well as security incidents and to
serve as the basis for conducting an investigation in the event of a data breach of
electronic personal information (ISACA, 2014c, 1SO, 2013 and NIST, 2013). Lastly, the
ninth security safeguard within the technical domain is T9: Data loss prevention, which
entails the protection of data loss for data at rest, in motion or at an end point
(Kanagasingham, 2008). As such, to prevent the loss of electronic personal information
specifically via workstations or laptops utilised by users to access applications processing
personal information or databases storing personal information, data loss prevention
should be implemented (ISACA, 2014c, 1SO, 2012 and NIST, 2013).
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5.5.2.4 SUMMARY AND SOURCE OF THE SPECIFIC SELECTION OF SECURITY SAFEGUARDS

Table 5.5 below provides a summary of the specific selection of security safeguards as
part of the “Secure” phase of the proposed POPI Condition 7 framework across the
management, operational and technical domains. In addition, Table 5.5 provides the
source of the security safeguards to ensure the confidentiality and integrity of electronic
personal information identified in Phase 1 (“Identify”). For example, the M2: Risk
Management security safeguard of the proposed POPI Condition 7 framework falls within
the management domain and the source of the security safeguard are the COBIT and Risk

IT leading practices developed by ISACA.

Table 5.5: Summary and Source of the Specific Selection of Security Safeguards

Selected security safeguard ISACA NIST OGCUK ISO
Management domain
. _ ISO
M1: Information Security Governance COBIT
27001
: COBIT
M2: Risk Management
RISK IT
. _ _ ISO
M3: Information Security Policy
27001
M4: Supplier and Service Level
COBIT ITIL
Management
ISO
22301
M5: Business Continuity Management COBIT
ISO
27001
Operational domain
O1: Security Procedures and ISO
COBIT ITIL
Processes 27001
02: Baseline Infrastructure Security NIST
Standards Special
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Selected security safeguard

ISACA

NIST

OGCUK

ISO

Publication
800-53

03: Security Awareness and Training

NIST
Special
Publication
800-53

ITIL

ISO
27001

O4: Security Monitoring, Incident and

Reporting

COBIT

NIST
Special
Publication
800-53

ITIL

O5: Security Assessment

NIST
Special
Publication
800-53

06: Disaster Recovery

NIST
Special
Publication
800-53

ISO
22301

ISO
27001

Technical domain

T1: Network Segmentation

NIST
Special
Publication
800-53

T2: Encrypted Data Channels

NIST
Special
Publication
800-53

ISO
27001

T3: Server and Network Component

Security

COBIT

NIST

Special
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Selected security safeguard ISACA NIST OGCUK ISO

Publication
800-53

NIST
. _ Special
T4: Workstation and Laptop Security COBIT o
Publication

800-53

T5: File Integrity COBIT ITIL

NIST
. Special
T6: Firewalls o
Publication

800-53

NIST
T7: Physical and Environmental Special ISO
) COBIT o
Security Publication 27001

800-53

NIST
Special ISO
Publication 27001

800-53

T8: Centralised Audit Logging COBIT

NIST
_ ISO
: Special
T9: Data Loss Prevention COBIT o 22301
Publication

800-53

The “Secure” phase of the proposed POPI Condition 7 framework is followed by the

“Monitor and Report” phase.

5.5.3 PHASE 3: MONITOR AND REPORT
Phase 3, “Monitor and Report”, consists of 2 aspects namely, monitoring and reporting as

illustrated in Figure 5.11 on the next page. This phase ensures that the electronic personal
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information remains protected and instances when the protection is not in place this should
be reported in order to initiate remedial action.

* MONITORING
SECURITY SAFEGUARDS

* REPORTING ON —
SECURITY SAFEGUARDS

Figure 5.11: Proposed POPI Condition 7 Framework - Phase 3 (Monitor and Report)

The 2 aspects of this phase namely, “Monitor” and “Report” as illustrated in Figure 5.11
above are unpacked below in subsection 5.5.3.1 and 5.5.3.2 respectively.

5.5.3.1 MONITOR ASPECT

The “Monitor” aspect of this phase is dependent on the O4: Security Monitoring, Incident
and Reporting security safeguard, which forms part of the operational domain (O4) of the
“Secure” phase. As such, the “Monitor” aspect of this phase addresses the monitoring of
the selection of security safeguards in the operational and technical domains implemented
in the “Secure” phase of the proposed POPI Condition 7 framework to ensure that the
implemented security safeguards are working as intended.

5.5.3.2 REPORT ASPECT
The “Report” aspect of this phase addresses reporting in terms of the effectiveness of the
implemented security safeguards. In the event of a security compromise of electronic

personal information, specific information regarding the compromise, such as the security
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safeguard that was circumvented and the nature and extent of electronic personal
information disclosed or modified, may be required. Furthermore, an inspection of the audit
logs maintained on the centralised audit logging server, as required by T8: Centralised
Audit Logging, may potentially provide information of how and by whom the security
compromise was performed. All information gathered relating to the security compromise
will need to be availed to internal stakeholders for further investigation as well as to the
external Information Regulator to ensure compliance with Section 22 of Condition 7
(notification in the event of a security compromise of personal information) of the POPI Act
(2013).

The “Monitor and Report” phase of the proposed POPI Condition 7 framework is followed

by the final phase known as the “Remediate” phase.

5.5.4 PHASE 4: REMEDIATE

The final phase, “Remediate”, as illustrated in Figure 5.12 below, addresses remedial
action in the form of correction of security safeguards in place or the implementation of
adequate security safeguards to ensure that the protection of electronic personal

information is maintained.

PHASE 4:
REMEDIATE

Figure 5.12: Proposed POPI Condition 7 Framework - Phase 4 (Remediate)
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The correction of security safeguards in place or the implementation of adequate security
safeguards as illustrated in Figure 5.12 on the previous page is unpacked below in
subsection 5.5.4.1.

5.5.4.1 CORRECTION OR IMPLEMENTATION OF ADEQUATE SECURITY SAFEGUARDS

During the “Monitor” aspect of Phase 3 of the proposed POPI Condition 7 framework, if it
is identified that a security safeguard is not working as intended or a security compromise
has occurred resulting in a circumvented security safeguard, immediate action should be
taken as electronic personal information may be disclosed or modified, resulting in the
compromise of electronic personal information. This compromise may negatively impact
an institution from a compliance, financial and reputational perspective. As a result, the
‘Remediate” phase is aimed to correct the current security safeguard or implement an
alternate adequate security safeguard to maintain the confidentiality and integrity of
electronic personal information and to ultimately ensure compliance with Section 19 of
Condition 7 of the POPI Act (2013).

The proposed POPI Condition 7 framework through the 4 aforementioned phases clearly
demonstrates an approach, which includes a specific selection of security safeguards as
part of the “Secure” phase, to ultimately address the requirements of Condition 7 of the
POPI Act (2013), specifically in relation to electronic personal information. The section

which follows provides a critical evaluation of the proposed POPI Condition 7.

5.6  CRITICAL EVALUATION - BENEFITS AND LIMITATIONS
A critical evaluation of the proposed POPI Condition 7 framework led to the identification of

benefits and limitations associated with the proposed POPI Condition 7 framework.

A major benefit of the proposed POPI Condition 7 framework is that it provides South
African institutions with a 4-phased (“ldentify”, “Secure”, “Monitor and Report” and
“‘Remediate”) approach to ultimately address the requirements of Condition 7 of the POPI
Act (2013), specifically in relation to electronic personal information, as illustrated in Table

5.6 on the next page.
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Table 5.6: Condition 7 Requirements of the POPI Act Addressed by the Proposed POPI
Condition 7 Framework

Condition Condition 7 requirement
7 section Condition 7 requirement addressed by the proposed
number POPI Condition 7 framework
The need to implement security safeguards Phase 2 - "Secure”
19 to ensure the confidentiality and integrity of
personal information. Phase 4 - “Remediate”
20 The responsibilities for handling personal Phase 1 - “Identify’

information.

The responsibilities of an operator .
21 . _ _ Phase 1 - "Identify”
processing personal information.

The need for notification in the event of a Phase 3 - "Monitor and
29 security compromise of personal Report”
information.

Phase 4 - “Remediate"

According to Monty (2015), the POPI Act (2013) requires reasonable measures to be
taken to protect personal information in order to reduce the risk of potential data breaches
and the associated public relations and legal ramifications for an institution. As such,
another benefit associated with the proposed POPI Condition 7 framework is that the
“Secure” phase provides South African institutions with specific guidance in terms of the
reasonable measures, in the form of security safeguards, to consider for ensuring the
confidentiality and integrity of electronic personal information required to ultimately achieve
and maintain compliance with Condition 7 of the POPI Act (2013).

The proposed POPI Condition 7 framework may be applied within any institution in the
public or private sector, independent of the institution size or industry sector that is
required to ensure the confidentiality and integrity of electronic personal information
required to ultimately achieve and maintain compliance with Condition 7 of the POPI Act
(2013).
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The “ldentify”, “Monitor and Report”, and “Remediate” phases of the proposed POPI
Condition 7 framework may be applied to personal information in both electronic format
(within information systems and their corresponding databases) and non-electronic format
(hard copy or paper based outside information systems). In addition, the security
safeguards in the management and operational domains of the “Secure” phase may be

applied to personal information in both electronic and non-electronic format.

Another benefit associated with the proposed POPI Condition 7 framework is that a
summary of the source in terms of leading practices is provided for in the selection of
security safeguards within the “Secure” phase to ensure the confidentiality and integrity of
electronic personal information, as illustrated in Table 5.5 within section 5.5.2.4. This
serves as a point of reference for further detailed guidance relating to the proposed
security safeguards. For example, when addressing the disaster recovery security
safeguard (O6 in Table 5.5 above within section 5.5.2.4), ISO 22301 and ISO 27001 as
well as the NIST Special Publication 800-53 leading practices may provide the further
guidance required. In addition, if an institution has for example implemented the COBIT
leading practice, the source of the selection of security safeguards as listed in Table 5.5
above within section 5.5.2.4 may be used to assess the gap in terms of the security
safeguards already in place as a result of implementing COBIT (such as M1: Information
Security Governance, M2: Risk Management and O4: Security Monitoring, Incident and
Reporting) and the security safeguards that still need to be implemented (M3: Information
Security Policy or T2: Encrypted Data Channels). In addition, the source of the selection of
security safeguards as listed in Table 5.5 above within section 5.5.2.4 may be used to
explore appropriate leading practices in order to implement outstanding security
safeguards, for example in terms of the T6: Firewalls security safeguard the NIST Special

Publication 800-53 may be explored.

Lastly, from a benefit perspective the proposed POPI Condition 7 framework is not the
selection and implementation of leading practices such as COBIT (ISACA, 2014c) RISK IT
(ISACA, 2009), NIST Special Publication 800-53 (NIST, 2009 and 2013), ITIL (OGCUK,
2007a and 2007b), ISO 27001 (BSI, 2005 and ISO, 2013) or ISO 2230 (Drewitt, 2013 and
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ISO, 2012) in its entirety. However, the proposed POPI Condition 7 framework is instead a
specific selection of security safeguards prescribed by the various leading practices as a
means to address a specific requirement, which in this case is to achieve compliance with

Condition 7 of the POPI Act (2013) in relation to electronic personal information.

A limitation of the proposed POPI Condition 7 framework is that the security safeguards in
the technical domain of the “Secure” phase is focused on the personal information stored,
processed and transmitted in electronic format as opposed to non-electronic format.
Furthermore, the proposed POPI Condition 7 framework is limited to addressing only the
requirements of Condition 7 of the POPI Act (2013) in relation to electronic personal

information.

5.7 CONCLUSION

This chapter concluded Part 4 (Proposed Framework) of this thesis by outlining the
requirements of Condition 7 of the POPI Act (2013) and then addressed the research
guestion associated with this chapter by proposing the POPI Condition 7 framework to
ultimately address the requirements of Condition 7 of the POPI Act (2013), specifically in
relation to electronic personal information. The proposed POPI Condition 7 framework
consisted of a 4-phased (“ldentify”, “Secure”, “Monitor and Report” and “Remediate”)
approach, which encapsulates a specific selection of 20 security safeguards across 3
domains (management, operational and technical) as part of the “Secure” phase to ensure
confidentiality and integrity of electronic personal information stored, processed or
transmitted. Lastly, a critical evaluation in terms of the benefits and limitations associated

with the proposed POPI Condition 7 framework was provided.

Part 5 (Research Survey and Results) of this thesis follows this chapter and is comprised
of Chapter 6, 7 and 8 respectively. Chapter 6 which follows provides an overview of the
POPI research survey used to address the research questions associated with Chapter 7

and 8 of this thesis.
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Chapter 6 - POPI Research Survey

6.1 INTRODUCTION

A framework to achieve and maintain compliance with Condition 7 of the Protection of
Personal Information (POPI) Act (Act 4 of 2013) was proposed in Chapter 5. The proposed
POPI Condition 7 framework included a selection of security safeguards to ensure the
confidentiality and integrity of electronic personal information stored, processed or
transmitted. This chapter provides an overview of the POPI research survey used to
address research question 3 covered in Chapter 7, as well as research questions 4 and 5

covered in Chapter 8.

The overview of the POPI research survey includes the research design, research
instrumentation, research group, data analysis approach and the POPI research survey
results in terms of demographics, as it relates to the participants’ institutions’ sector (public

versus private), industry sector and institution size.

6.2 RESEARCH DESIGN

Research may be descriptive, casual or exploratory in nature (Anusree et al.,, 2014).
Descriptive research is pre-planned, aimed at observations based on characteristics and is
more quantitative in nature by focusing on collecting data that can be inferred from a
population (Anusree et al., 2014). Casual research is similar to descriptive research in that
it is pre-planned and more quantitative in nature but differs in that is focuses on the cause
and effect relationship between variables as opposed to the observational style of
descriptive research (Anusree et al.,, 2014). Lastly, exploratory research differs from
descriptive and casual research in that it is more qualitative in nature in that it focuses on
the discovery of ideas and providing deeper insights (Anusree et al., 2014). As such, the
research methodology adopted to address the research questions within Chapter 7 and 8

of this thesis is descriptive in nature.

According to Kothari (2004), the research methodology may be complemented by 2
research approaches. The first is a qualitative approach which is a subjective assessment
of attitudes, opinions and behavior (Kothari, 2004). The second is a quantitative approach

which focuses on the generation of data which may be subjected to quantitative analysis.
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The quantitative approach, according to Kothari (2004), may be further classified as
inferential (a sample of a population is studied, questioned or observed to identify
characteristics that are inferred onto the overall population), experimental (specific
variables may be manipulated to observe the effect on other variables) or simulation
(creating an artificial environment to test conditions and generate data for further analysis).

As such, the research associated with Chapters 7 and 8 of this thesis is descriptive in
nature and encompasses a quantitative inferential research approach executed through

the use of an appropriate research instrument.

6.3 RESEARCH INSTRUMENTATION

The quantitative inferential research approach was executed through the use of a research
survey as the preferred research instrument. This research survey is provided in Appendix
D of this thesis and is referred to as the POPI research survey.

The POPI research survey consisted of an overview and contained 3 sections that
comprised a total of 14 multiple choice questions which were carefully worded,
unambiguous and objective. The first section of the POPI research survey, terms and
conditions, had 1 question as listed below, which required all participants to electronically
provide consent and to accept the terms and conditions of the POPI research survey
before participating.

e Question 1: Consent and Acceptance of Terms and Conditions

The second section of the POPI research survey, qualifying questions, comprised the
following 2 questions, which assessed the validity of the participant to undertake the POPI
research survey:
e Question 2: Does your organisation operate within South Africa?
e Question 3: Does your organisation within South Africa maintain electronic personal
information and as a result is affected by the Protection of Personal Information
(POPI) Act?
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The third section of the POPI research survey, main research questions, consisted of the

following 11 questions aimed at addressing the research questions associated with

Chapter 7 and 8 respectively. These 11 questions which were only made available to valid

participants as a result of their institution operating in South Africa and maintaining

electronic personal information, which resulted in them affected by the POPI Act (2013).

Question 4: How would you rate your overall level of understanding of the Protection
of Personal Information (POPI) Act?

Question 5: In which sector does your organisation operate?

Question 6: Which industry sector best describes your organisation?

Question 7: What is the size of your organisation?

Question 8: How would you rate your organisation’s overall compliance to the
Protection of Personal Information (POPI) Act?

Question 9: How would you rate your organisation’s overall compliance to ensuring
confidentiality (prevention of unauthorised disclosure) and integrity (prevention of
unauthorised modification) of electronic personal information as required the
Protection of Personal Information (POPI) Act?

Question 10: What do you estimate is the financial value of electronic personal
information maintained by your organisation?

Question 11: What are the focus areas within your organisation presently to ensure
confidentiality and integrity of electronic personal information as required by the
Protection of Personal Information (POPI) Act (Multiple focus areas may be selected
if applicable)?

Question 12: What is the status of the following 20 safeguards within your
organisation to ensure confidentiality and integrity of electronic personal
information?

Question 13: Are there any security safeguards your organisation has considered or
implemented in addition to the 20 safeguards listed in question 12 to ensure
confidentiality and integrity of electronic personal information?

Question 14: How will a breach/compromise of electronic personal information
impact your organisation (select the scenario below that will have the highest impact

on your organisation)?

108

© University of Pretoria



&

2

A N 4

IVERSITEIT VAN PRETORIA
VERSITY OF PRETORIA

UN
UNI
YUNIBESITHI YA PRETORIA

Chapter 6 - POPI Research Survey

Upon receiving approval from the Ethics Committee of the University of Pretoria as
indicated in Appendix E of this thesis, the POPI research survey was launched online at
https://www.surveymonkey.com/r/SAPOPI from 1 October 2015 to 15 December 2015.

The POPI research survey targeted a specific research group and was completely
anonymous as participants were not requested to provide any identifying information such
as personal information (titte, name, surname and email address) or the name of the

institution which they represent.

6.4 RESEARCH GROUP

The research group specifically targeted by the POPI research survey were participants
from South African institutions who store, process or transmit electronic personal
information and as a result are impacted by the POPI Act (2013). A self-selection sampling
technique was employed to attain the sample population inherent to the quantitative
inferential research approach. This technique was suitable as it provided participants with
the choice to either part take and complete the POPI research survey or not to part take in

the research at all (Leard Dissertation, 2012).

Participants were informed of the POPI research survey via an email that included a link to
the POPI research survey as well as through social media (Twitter and LinkedIn posts)
and the South African Chapter of Information Systems Audit and Control Association
(ISACA), who distributed the POPI research survey link to members of the South African
chapter. Participants were also able to share the POPI research survey link with other
participants within their network. As such, CIBECS assisted by distributing the POPI
research survey link to participants who were targeted for the 2012 State of Business Data
Protection in South Africa survey (CIBECS, 2012).

From the date the POPI research survey was launched on 1 October 2015 to the date it
closed on 15 December 2015, 181 participants completed the POPI research survey.
However, only 167 research survey responses from participants were considered valid, as

illustrated in Figure 6.1 on the next page. The criteria for a valid response to the POPI
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research survey was for a participant to be from an institution operating in South Africa
and maintaining electronic personal information, which would mean that their institution is
impacted by the POPI Act (2013).

RESEARCH SURVEY - SAMPLE SIZE

Valid
167 Invalid

92.3% 14
1.7%

Response | Response
count percentage

Valid 167 92.3%
14 7.7%
Total 181 100%

Figure 6.1: POPI Research Survey - Sample Size

Research survey validity

As a result, the sample size of the population associated with the POPI research survey
was a total of 167 participants based on the valid research survey responses received.
Therefore, the POPI research survey results subjected to data analysis is based on the

167 valid research survey responses from participants.

6.5 DATA ANALYSIS APPROACH
The data analysis approach to assess and summarise the POPI research survey results is
represented through a combination of different types of graphs, charts and tables.

This data analysis approach is applied to the POPI research survey results to provide an

overview of the demographics in terms of the 167 valid research survey responses from
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participants, in the next section of this chapter. Furthermore, the data analysis approach is
applied to the POPI research survey results associated with Chapter 7 and 8 respectively,

in order to ultimately address the research questions covered in these chapters.

6.6 POPI RESEARCH SURVEY RESULTS - DEMOGRAPHICS

The demographics associated with the 167 valid research survey responses received from
participants were assessed in terms of a participant’s institution. This assessment was
derived from a sector (public versus private), industry sector and institution size
perspective, as the POPI Act is applicable to both public and private institutions in South
Africa across all industry sectors, irrespective of their size.

6.6.1 INSTITUTION SECTOR
The sectors by differentiation of public or private sector that the 167 participants
represented, is depicted in Figure 6.2 below.

RESEARCH SURVEY RESULTS -
INSTITUTION SECTOR
Public
Sector
Private 51
Sector 30.5%
116
69.5%
In which sector does your Response | Response
organisation operate? Count percentage
116 69.5%
Public Sector 51 30.5%
Total 167 100%

Figure 6.2: POPI Research Survey Results - Institution Sector
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The majority of participants (69.5%) were from South African institutions in the private
sector, while the remaining participants (30.5%) were from South African institutions in the

public sector.

6.6.2 INSTITUTION INDUSTRY SECTOR
The industry sector in which the 167 participants’ South African institutions operate in is

depicted in Figure 6.3 below:

RESEARCH SURVEY RESULTS - INSTITUTION
INDUSTRY SECTOR

Automotive, Transport

Travel, Tourism, Entertainment
Sales and Marketing
Information Technology
Human Resources

Education

Healthcare

Manufacturing

Financial Services 20

35

| |
L |
Telecommunications | 5
Government i i i i i
Professional Services | 26

0 5 10 15 20 25 30 35 40

Which industry sector best describes your Response | Response
organisation? count percentage

26 15.6%
Government 35 21.0%
Telecommunications 5 3.0%
Financial Services (Banking, Investments, Insurance) 20 12.0%
Manufacturing 13 7.8%

13 7.8%
Education 6 3.6%
Human Resources 6 3.6%

15 9.0%
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Which industry sector best describes your Response | Response
organisation? count percentage
4 2.4%
11 6.6%
Automotive, Transport 13 7.8%
Total 167 100%

Figure 6.3: POPI Research Survey Results - Institution Industry Sector

Participants were from South African institutions who operate within different industry
sectors such as professional services (15.6%), government (21.0%), telecommunications
(3.0%), financial services (12.0%), manufacturing (7.8%), healthcare (7.8%), education
(3.6%), human resources (3.6%), information technology (9.0%), sales and marketing

(2.4%), travel, tourism, entertainment (6.6%) and automotive, transport (7,8%).

6.6.3 INSTITUTION SIZE
The size of the South African institutions which the 167 participants operate in (as
determined by the number of employees at their respective institutions) is depicted in

Figure 6.4 below:

RESEARCH SURVEY RESULTS -INSTITUTION
SIZE
45
40 39
35 31 32
30 —_—
25
25 — —
20 18 o |
15
15 —_ —
10 R 7 —
5 B I [ I
0 L T T T T T T 1
1-20 21 - 50 51 - 100 101 - 500 501 - 1000 1001 - More than
employees employees employees employees employees 10000 10000
employees employees
. : . Response Response
What is the size of your organisation?
count percentage
15 9.0%
21 - 50 employees 18 10.8%
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What is the size of your organisation? Response | Response
count percentage
51 - 100 employees 31 18.6%
101 - 500 employees 39 23.4%
501 - 1000 employees 7 4.2%
32 19.2%
More than 10000 employees 25 15.0%
Total 167 100%

Figure 6.4: POPI Research Survey Results - Institution Size

The majority of participants (23.4%) were from South African institutions which had an
employee count of between 101 and 500 employees. This was followed by 19.2% of
participants who were from South African institutions who had an employee count of
between 1001 and 10000 employees. There were also 15.0% of participants who had an

employee count of more than 10000 employees.

6.7 CONCLUSION

This chapter in terms of Part 5 (Research Survey and Results) of this thesis provided an
overview of the POPI research survey which included the research design, research
instrumentation, research group and the data analysis approach. Furthermore, the
demographics associated with the POPI research survey results obtained was assessed in
terms of a participant’s institution. This assessment was from a sector (public versus
private), industry sector and institution size perspective as the POPI Act is applicable to
both public and private institutions in South Africa across all industry sectors, irrespective

of their size.

The research questions associated with Chapter 7 and 8 respectively, which follow this
chapter, are addressed through an analysis of the 167 valid research survey responses
from participants, who completed the POPI research survey.
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7.1  INTRODUCTION

Chapter 6 provided an overview of the POPI research survey which included the research
design, research instrumentation, research group and the data analysis approach.
Furthermore, Chapter 6 assessed the demographics associated with the POPI research
survey results in terms of the participant’s institution. This chapter, utilising the POPI
research survey results from 167 participants, addresses research question 3 - What is the
current level of compliance by South African institutions to the POPI Act (2013) and
specifically Condition 7 of the POPI Act (2013)?

This is achieved by providing an overview of the State of Business Data Protection in
South Africa survey (CIBECS, 2012) conducted in 2012 and analysing the POPI research
survey results. Firstly, the analysis of the POPI research survey results provides the
overall level of understanding of the Protection of Personal Information (POPI) Act (Act 4
of 2013) by the 167 participants who took part in the POPI research survey. Secondly, the
analysis addresses the aforementioned research question by providing the current level of
compliance with the POPI Act (2013) as well as with Condition 7 of the Act. Lastly, the
POPI research survey results provide the financial value associated with electronic
personal information as well as the potential impact of a data breach of electronic personal
information. In addition, a critical evaluation in terms of key findings and recommendations

based on the analysis of the POPI research survey results is provided.

7.2 2012 STATE OF BUSINESS DATA PROTECTION IN SOUTH AFRICA

In 2012, CIBECS as part of their State of Business Data Protection in South Africa survey
(CIBECS, 2012) assessed, among other aspects, how prepared South African institutions
were to comply with the then forthcoming protection of personal information legislation. As
per Figure 7.1 on the next page, the results of the survey revealed that 38% of participants
were unsure of the how prepared their institutions were to comply with the then
forthcoming protection of personal information legislation (CIBECS, 2012). Furthermore,
18% of participants stated that no initiatives were underway to ensure compliance
(CIBECS, 2012). However, 26% of participants were actively looking at technologies and

processes to ensure compliance, while 18% of participants were investigating the
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requirements but not actively pursuing compliance with the then forthcoming protection of

personal information legislation (CIBECS, 2012).

CIBECS - 2012 STATE OF BUSINESS DATA
PROTECTION IN SOUTH AFRICA SURVEY

HOW PREPARED SOUTH AFRICAN INSTITUTIONS WERE TO
COMPLY WITH POPI BILL?

Investigating the
requirements
18%

Unsure
38%

Actively looking
at technologies
and processes

No initiatives

underway o
18% 26%
CIBECS category — 2012 RESITIEE
percentage
Investigating the requirements but not actively pursuing 18%
compliance
26%
18%
Unsure of the how prepared their institutions were to comply
with the forthcoming protection of personal information 38%
legislation
Total 100%

Figure 7.1: 2012 State of Business Data Protection in South Africa Survey
Source: Adapted from CIBECS (2017)
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7.3 POPI RESEARCH SURVEY RESULTS - ANALYSIS
Since the State of Business Data Protection in South Africa survey (CIBECS, 2012), the
POPI Bill progressed to an Act and thus presented an opportunity to analyse the progress
made by South African institutions in terms of the following aspects listed below:

e The overall level of understanding of the POPI Act (2013).

e The current level of compliance with the POPI Act (2013).

e The current level of compliance with Condition 7 of the POPI Act (2013).

e The financial value associated with electronic personal information.

e The potential impact of a data breach of electronic personal information.

As such, the POPI research survey results associated with 167 participants who
completed the POPI research survey is analysed from subsection 7.3.1 to 7.3.5 to address

the aforementioned aspects.

7.3.1 THE OVERALL LEVEL OF UNDERSTANDING OF THE POPI AcT
The overall level of understanding of the POPI Act (2013) by the 167 participants from
South African institutions is depicted in Figure 7.2 below:

THE OVERALL LEVEL OF UNDERSTANDING
OF THE POPI ACT

Basic

44.3%
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How would you rate your overall level of
understanding of the Protection of Personal
Information (POPI) Act?

Total

Response | Response
count percentage

1 0.6%

34 20.4%

74 44.3%

41 24.6%

17 10.2%

167 100%

Figure 7.2: The Overall Level of Understanding of the POPI Act

The majority of participants (44.3%) had a basic overall level of understanding of the POPI

Act (2013). This was followed by 24.6% of participants who had a good overall level of

understanding as opposed to 10.2% of participants who had an excellent overall level
understanding of the POPI Act (2013). A limited overall understanding of the POPI Act
(2013) was applicable to 20.4% of participants with only 1 participant (0.6%) possessing

no overall level understanding of the POPI Act (2013).

7.3.2 THE CURRENT LEVEL OF COMPLIANCE WITH THE POPI AcT

The assessment of the current level of compliance with the POPI Act (2013) by South

African institutions as provided by the 167 participants of the POPI research survey,

provided in Figure 7.3 on the next page, addresses the research question associated with

this chapter as outlined in the Introduction above.
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THE CURRENT LEVEL OF COMPLIANCE WITH
THE POPI ACT

Partial compliance in
that a project is

underway to ensure Full compliance to the
compliance (partial POPI Act (full
implementation of implementation of
security safeguards) security safeguards)
76
18
45.5% 10.8%

Unsure of my
organisations level of
overall compliance to

the POPI Act

14
8.4%

Formal recognition to
comply and a project
initiated to ensure
compliance (security

No initiatives under
way to ensure

safeguards identified compliance
for implementation) 9
50 5.4%
29.9%
How would you rate your institution’s overall | Response | Response
compliance to the POPI Act? count percentage
9 5.4%
50 29.9%
76 45.5%
18 10.8%
14 8.4%
Total 167 100%

Figure 7.3: The Current Level of Compliance with the POPI Act

As per Figure 7.3 above, the majority of participants (45.5%) stated that their respective
institutions was partially complying to the POPI Act (2013), in other words, that a project is
underway to ensure compliance and security safeguards are partially implemented. Formal
recognition to comply with the POPI Act (2013), and as such a project was initiated to

120

© University of Pretoria



e

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Que® YUNIBESITHI YA PRETORIA

Chapter 7 - Level of Compliance with the POPI Act and Specifically Condition 7 of the POPI Act

ensure compliance with the legislation, was applicable to 29.9% of the participants.
However, 8.4% of participants were unsure of their institutions’ level of overall compliance
with the POPI Act (2013). Furthermore, 5.4% of participants stated that no initiatives were
underway in their institutions to ensure compliance with the POPI Act (2013). However,
10.8% of participants stated that their institutions fully comply with the POPI Act (2013),
implying that security safeguards are fully implemented.

7.3.3 THE CURRENT LEVEL OF COMPLIANCE WITH CONDITION 7 OF THE POPI AcT

Taking into account the level of overall compliance with the POPI Act (2013) the second
aspect of the research question associated with this chapter as outlined in the Introduction
section above is provided in Figure 7.4 below. This assessment explored the level of
compliance with Condition 7 of the POPI Act (2013) by South African institutions as
provided by the 167 participants of the POPI research survey, specifically relating to the
confidentiality and integrity of electronic personal information.

THE LEVEL OF COMPLIANCE WITH CONDITION 7
OF THE POPI ACT

Full compliance (full
Partial compliance in implementation of

that a project is security safeguards)
underway to ensure 27
compliance (partial 16.2%

implementation of
security safeguards)
70
41.9%

Unsure of my
organisations level of
overall compliance to
ensure confidentiality

and integrity of
electronic personal
information
12
7.2%

Formal recognition to
comply and a project

initiated to ensure

compliance (security No initiatives under

safeguards identified way to ensure
for implementation) compliance
48 10
28.7% 6.0%
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How would you rate your institutions overall
compliance to ensuring confidentiality (prevention
of unauthorised disclosure) and integrity | Response | Response
(prevention of wunauthorised modification) of count percentage
electronic personal information as required by the
POPI Act?
10 6.0%
48 28.7%
Partial compliance in that a project is underway to
ensure compliance (partial implementation of security 70 41.9%
safeguards)
27 16.2%
12 7.2%
Total 167 100%

Figure 7.4: The Level of Compliance with Condition 7 of the POPI Act

The majority of participants (41.9%) stated that their respective institution was partially
complying in terms of ensuring confidentiality and integrity of electronic personal
information as required by Condition 7 of the POPI Act (2013), in that a project is
underway to ensure compliance. There is formal recognition to comply with ensuring the
confidentiality and integrity of electronic personal information as required by Condition 7 of
the POPI Act (2013) and as such, a project was initiated to ensure compliance, which was
applicable to 28.7% of the participants. However, 7.2% of participants were unsure of their
institutions’ level of compliance to ensure the confidentiality and integrity of electronic
personal information as required by Condition 7 of the POPI Act (2013). Furthermore,
6.0% of participants stated that no initiatives were underway in their institutions to ensure
the confidentiality and integrity of electronic personal information as required by Condition
7 of the POPI Act (2013). However, 16.2% of participants stated that their institutions fully
comply with ensuring the confidentiality and integrity of electronic personal information as
required by Condition 7 of the POPI Act (2013).
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7.3.4 THE FINANCIAL VALUE ASSOCIATED WITH ELECTRONIC PERSONAL INFORMATION
Participants also provided a view on the financial value associated with the electronic

personal information maintained by their respective institutions, as illustrated in Figure 7.5

below.
THE FINANCIAL VALUE ASSOCIATED
WITH ELECTRONIC PERSONAL
INFORMATION
50 A7 46
45 — =
40 — =
35 —J.—
30 — =
25 — =
20 16 — =
15 5 13 5 12 ;s
10 6 6 3 — =
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What do you estimate is the financial value of
. . : L Response | Response
electronic personal information maintained by
NGV count percentage
your institution?
6 3.6%
R100,000 to R200,000 0 0.0%
R200,001 to R300,000 0 0.0%
6 3.6%
R400,001 to R500,000 16 9.6%
9 5.4%
13 7.8%
R700,001 to R800,000 9 5.4%
R800,001 to R900,000 12 7.2%
3 1.8%
R1,000,000+ 47 28.1%
46 27.5%
Total 167 100%

Figure 7.5: The Financial Value Associated with Electronic Personal Information
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In terms of the financial value associated with electronic personal information, the majority
of participants (28.1%) assigned a value in excess of R1 million. A number of participants
(27.5%) did not know the financial value associated with electronic personal information
maintained by their respective institutions. However, the remaining 44.4% of participants

could allocate a financial value ranging from RO to R1 million.

7.3.5 THE POTENTIAL IMPACT OF A DATA BREACH OF ELECTRONIC PERSONAL
INFORMATION
As illustrated in Figure 7.6 below, participants provided a view of the potential impact a

data breach of electronic personal information may have on their respective institutions.

THE POTENTIAL IMPACT OF A DATA BREACH OF
ELECTRONIC PERSONAL INFORMATION

Penalties (financial or
imprisonment); 16;
9.6%

Failed audits; 8; 4.8%
No impact; 1; 0.6%
a Not sure; 4; 2.4%

Loss of jobs; 9; 5.4%

Reputational damage;
129; 77.2%

How will a breach/compromise of electronic
personal information impact your institution (select | Response | Response
the scenario below that will have the highest count percentage
impact on your institution)?
Loss of jobs 9 5.4%

129 77.2%

16 9.6%
8 4.8%

1 0.6%
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How will a breach/compromise of electronic
personal information impact your institution (select | Response | Response
the scenario below that will have the highest count percentage
impact on your institution)?

4 2.4%
Total 167 100%

Figure 7.6: The Potential Impact of a Data Breach of Electronic Personal Information

The highest impact of a data breach of electronic personal information would be
reputational damage to the institution, according to 77.2% of participants. This was
followed by penalties (financial or imprisonment) which account for 9.6% of participants,
loss of jobs which account for 5.4% of participants and failed audits which account for
4.8% of participants. However, 2.4% of participants were unsure of the impact of a data
breach of electronic personal information and 1 participant (0.6%) stated that a data

breach of electronic personal information would have no impact.

7.4  CRITICAL EVALUATION - KEY FINDINGS AND RECOMMENDATIONS
The analysis of the POPI research survey results forms the basis of the critical evaluation
in terms of key findings and recommendations as it relates to the following aspects:

e The overall level of understanding of the POPI Act (2013).

e The current level of compliance with the POPI Act (comparison between the 2012
CIBECS survey and POPI research survey conducted as part of this thesis in
2015).

e Comparing the overall compliance with the POPI Act (2013) to the overall
compliance with Condition 7 of the Act.

e The financial value associated with electronic personal information.

e The potential impact of a data breach of electronic personal information.

The key findings and recommendations associated with the aforementioned aspects follow

from subsection 7.4.1 to 7.4.5 below.
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7.4.1 THE OVERALL LEVEL OF UNDERSTANDING OF THE POPI AcT

The overall level of understanding of the POPI Act (2013) at the time of the POPI research
survey being conducted was at a basic level (44.3% of the participants). As a result, given
that the commencement date of the POPI Act (2013) has not been announced and as
such the POPI Act (2013) is not yet enforceable, there is a window of opportunity that
exists to increase the level of understanding from basic to good or excellent via formal
training and awareness sessions in order to successfully drive initiatives to ensure

compliance with the POPI Act (2013) and to address areas of non-compliance.

7.4.2 THE CURRENT LEVEL OF COMPLIANCE WITH THE POPI AcT (COMPARISON BETWEEN
2012 AND 2015)

In order to compare the level of compliance with the POPI Act (2013) by South African
institutions in 2015 to the level of compliance shown in 2012 as per the State of Business
Data Protection in South Africa survey conducted by CIBECS (2012), the grouping as
illustrated in Table 7.1 below was performed to ascertain the common categories for
comparison. The rationale for ascertaining common categories for comparison is that in
2012 the Protection of Personal Information legislation was still at the stage of a Bill and
once it was enacted as the POPI Act (2013), formal initiatives to comply had commenced.
In both research surveys, participants stated “No” initiatives were underway to comply or
they were “Unsure” of the level of compliance with the protection of personal information
legislation, resulting in a direct link in the formulation of the two of the three common
categories for comparison. However, the third common category termed “Yes” was
formulated by grouping together all activities towards achieving compliance from
investigation to formal recognition and partial compliance as well as full compliance with
the POPI Act (2013).

Table 7.1: Formulation of Common Categories for Comparison

POPI research survey | Common category
CIBECS category - 2012 .
category - 2015 formulated for comparison
Investigating the | Formal recognition  to v
es
requirements but not|comply and a project
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POPI research survey | Common category
CIBECS category - 2012
category - 2015 formulated for comparison
actively pursuing | initiated to ensure
compliance - 18% compliance (security
Actively looking at | safeguards identified for
technologies and | implementation) - 29.9%
processes to  ensure
compliance - 26% Partial compliance in that a
project is underway to
ensure compliance (partial
implementation of security
safeguards) - 45.5%
Full compliance to the POPI
Act (full implementation of
security  safeguards) -
10.8%
No initiatives were
underway to  ensure
compliance  with  the | No initiatives under way to No
forthcoming protection of | ensure compliance - 5.4%
personal information
legislation - 18%
Unsure of the how
prepared their institutions o
were to comply with the Unsure of my institutions
level of overall compliance Unsure

forthcoming protection of
personal information

legislation - 38%

to the POPI Act - 8.4%
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The comparison between the current level of compliance with the POPI Act (2013) by
South African institutions in 2015 to the previous level of compliance as per the 2012 State
of Business Data Protection in South Africa survey conducted by CIBECS (2012) is
provided in Figure 7.7 below, utilising the common categories formulated in Table 7.1 on
the previous page.

The Current Level of Compliance with the POPI
Act (Comparison Between 2012 and 2015)

100% m CIBECS Category - 2012 POPI Research Survey Category - 2015
(+]

90% 86%
80%
70%
60%
50%
40%
30%
20%
10%

0%

8.40%

Yes No Unsure

POPI research
survey category -

Common category formulated for

comparison 2015
Yes 86%
No 5.4%
Unsure 8.4%
Figure 7.7: The Current Level of Compliance with the POPI Act (Comparison between 2012

and 2015)

The POPI research survey conducted in 2015 illustrated a significant increase towards
achieving compliance with the POPI Act (2013) from 44% to 86% of the participants. This
can be attributed to the fact that the POPI Act (2013) was signed into law on 26 November
2013. Furthermore, in 2015 processes commenced to setup the Office of the Information
Regulator (Parliament of the Republic of South Africa, 2015), who would be responsible for
enforcing the POPI Act (2013). On 26 October 2016, the President of South Africa
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announced the appointment of Advocate Pansy Tlakula as the chair, Advocate Cordelia
Stroom and Mr Johannes Weapond as full-time members, and Professor Tana Pistorius
and Mr Sizwe Snail as part-time members of the Office of the Information Regulator, with
effect from 1 December 2016 (Michalsons, 2016). As a result, the commencement date of
the POPI Act (2013) may be looming on the horizon leaving South African public and
private institutions with one year to comply. Therefore, it is critical that South African
institutions continue the momentum to ultimately achieve and maintain full compliance with
the POPI Act (2013) as the short timeframe to comply may not be sufficient if compliance
initiatives are embarked upon only once the commencement date is announced. However,
it is encouraging to note the significant decrease in participants who stated “No” initiatives
(from 18% to 5.4% of participants) were underway to ensure compliance with the POPI Act
(2013) or they were “Unsure” of the level of compliance (from 38% to 8.4%) to the POPI
Act (2013) by their respective institutions.

7.4.3 OVERALL COMPLIANCE WITH THE POPI ACT VERSUS OVERALL COMPLIANCE WITH
CONDITION 7 OF THE POPI AcT

An analysis of the overall level of compliance with the POPI Act (2013) compared to the

overall level of compliance to ensure confidentiality and integrity of electronic personal

information as required by Condition 7 of the POPI Act (2013) is provided in Figure 7.8 on

the next page. This analysis is critical to ensure that compliance with the POPI Act (2013)

does not neglect electronic personal information.
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Overall Compliance with the POPI Act versus Overall
Compliance with Condition 7 of the POPI Act

m QOverall Compliance with the POPI Act

= QOverall Compliance with Condition 7 of the POPI Act
50 00%

45.00%
40.00%
35.00%

30.00%
25 00%
20.00%
15 00%
10 00%

0.00%

to ensure compliance  comply and a project that a project is POPI Act / Condition 7 level of overall
initiated to ensure underway to ensure compliance to the POPI
compliance compliance Act / Condition 7

No initiatives under way Formal recognition to Partial compliance in Full compliance to the Unsure of my institutions

Level of compliance

category Variance
No initiatives under way to +0.6%
ensure compliance

Formal recognition to comply

and a project initiated to

ensure compliance (security -1.2%
safeguards  identified  for

implementation)

Partial compliance in that a

project is underway to ensure

compliance (partial -3.6%
implementation of security

safeguards)

Full compliance to the POPI

Act / andltlon 7 (f_uII +5 4%
implementation of security

safeguards)

Unsure of my institutions level

of overall compliance to the -1.2%

POPI Act / Condition 7

Figure 7.8: Overall Compliance with the POPI Act versus Overall Compliance with Condition

7 of the POPI Act
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In the data table associated with Figure 7.8 on the previous page, a positive variance
reflects the overall level of compliance with Condition 7 of the POPI Act (2013), in terms of
ensuring confidentiality and integrity of electronic personal information for a particular
compliance category, to be higher than the overall level of compliance with the entire POPI
Act (2013). In comparison, a negative variance reflects the overall level of compliance with
Condition 7 of the Act, in terms of ensuring confidentiality and integrity of electronic
personal information for a particular compliance category to be lower than the overall level
of compliance with the entire POPI Act (2013). As such, the positive and negative
variances for 4 of the 5 categories did not exceed 5%, as per the data table associated
with Figure 7.8 on the previous page. This illustrates a degree of alignment between the
overall initiative to achieve compliance with the POPI Act (2013) and at the same time, to
address the requirements of Condition 7 of the Act to ensure the confidentiality and
integrity of electronic personal information. For example, 8.4% of participants were unsure
of the overall level of compliance with the POPI Act (2013) and 7.2% of participants were
unsure of the level of compliance in ensuring confidentiality and integrity of electronic
personal information. One compliance category exceeded 5%, as per the data table
associated with Figure 7.8 on the previous page, and it related to full compliance. This
demonstrates that there is a greater level of compliance to ensure confidentiality and
integrity of electronic personal information as opposed to the overall level of compliance
with the entire POPI Act (2013). This does not pose a major threat as the overall level of
compliance with the POPI Act (2013) takes into account several other requirements, for
example, non-electronic personal information. However, it is critical to ensure that the
POPI compliance initiative is adequate and comprehensive to address all requirements to
ultimately achieve compliance with the POPI Act (2013), without neglecting any

requirement.

7.4.4 THE FINANCIAL VALUE ASSOCIATED WITH ELECTRONIC PERSONAL INFORMATION

The majority of participants (72.5%) associated a financial value to the electronic personal
information maintained by their institutions. 28.1% of participants assigned a value in
excess of 1 million rand while 44.4% of participants associated a financial value ranging

from O to 1 million rand. However, the remaining 27.5% of participants could not associate
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a financial value to the electronic personal information maintained by their respective
institutions. This may pose a challenge in terms of justifying the costs associated with the
safeguards required to ensure confidentiality and integrity of electronic personal
information. For example, if the financial value of electronic personal information is R900
000, the safeguards to ensure confidentiality and integrity of electronic personal
information should generally not exceed R900 000. In addition, understanding the financial
value of electronic personal information together with the costs of safeguards to ensure
confidentiality and integrity of electronic personal information will strengthen the business
case relating to the POPI compliance initiative. Furthermore, in the event of a data breach
of electronic personal information a financial value may be associated with the loss of
electronic personal information. Therefore, it is critical to ensure that a financial value is
associated with electronic personal information within the institution and the most
opportune time to associate a financial value would be when the electronic personal
information is identified within the institution and the need for storing, processing or

transmitting the electronic personal information is understood.

7.4.5 THE IMPACT OF A DATA BREACH OF ELECTRONIC PERSONAL INFORMATION

Reputational damage to an institution was rated to have the highest impact in the event of
a data breach of electronic personal information by 77.2% of participants. This was
followed by penalties (financial or imprisonment) which account for 9.6% of participants.
Reputational damage will remain a high impact area in the event of a data breach of
electronic personal information. However, once the POPI Act (2013) is enforced and if not
complied with, members of the South African public and private institutions may be fined
up to 10 million rand, face imprisonment not exceeding 10 years or receive a combination
of a fine and imprisonment. This may lead to an increase in the number of participants who
associate the impact of a data breach with penalties (financial or imprisonment).
Therefore, it will be in the best interests of South African institutions to ensure compliance
with the POPI Act (2013) given the aforementioned implications associated with a data

breach.
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7.5 CONCLUSION

This chapter, in terms of Part 5 (Research Survey and Results) of this thesis, provided an
overview of the State of Business Data Protection in South Africa survey (CIBECS, 2012)
conducted in 2012 and analysed the POPI research survey results in order to address the
research question associated with this chapter. Firstly, the analysis of the POPI research
survey results provided the overall level of understanding of the POPI Act (2013) by the
167 participants who took part in the POPI research survey. Secondly, the analysis
addressed the research question associated with this chapter by providing the current
level of compliance with the POPI Act (2013) as well as with Condition 7 of the Act. Lastly,
the POPI research survey results provided the financial value associated with electronic
personal information as well as the potential impact of a data breach of electronic personal
information. In addition, a critical evaluation in terms of key findings and recommendations

based on the analysis of the POPI research survey results was provided.

Part 5 (Research Survey and Results) of this thesis also consists of the next chapter which
provides the current state of security safeguards within South African institutions to
achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation to
electronic personal information. In addition, the validity of the selection of security
safeguards proposed as part of the proposed POPI Condition 7 framework within Chapter

5 is also assessed.
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8.1 INTRODUCTION

A framework to achieve and maintain compliance with Condition 7 of the Protection of
Personal Information (POPI) Act, (Act 4 of 2013) was proposed in Chapter 5. The
proposed POPI Condition 7 framework included a selection of security safeguards to
ensure confidentiality and integrity of electronic personal information stored, processed or
transmitted. Chapter 6 provided an overview of the research design, research
instrumentation, research group, data analysis approach and assessed the demographics
associated with the POPI research survey results in terms of a participant’s institution.
Chapter 7 presented the current level of compliance with the POPI Act (2013) and
specifically Condition 7 of the Act as well as the financial value associated with electronic
personal information and the potential impact of a data breach of electronic personal
information. This chapter utilising the POPI research survey results from 167 participants
addresses the following research questions:

e Research question 4 - What is the current state of security safeguards within South
African institutions to achieve compliance with Condition 7 of the POPI Act (2013),
specifically in relation to electronic personal information?

e Research question 5 - To what extent is the selection of security safeguards

proposed as part of the framework within this thesis valid?

This chapter analyses the POPI research survey results in terms of the current state of
security safeguards within South African institutions to achieve compliance with Condition
7 of the POPI Act (2013), specifically in relation to electronic personal information. This
analysis is achieved by firstly, providing an overview of the selection of security safeguards
across 3 domains (management, operational and technical) from several leading practices,
as per the “Secure” phase of the proposed POPI Condition 7 framework in Chapter 5, to
ensure the confidentiality and integrity of electronic personal information as required by
Condition 7 of the POPI Act (2013). Secondly, the current state of security safeguards is
assessed by exploring the applicability, extent of implementation and completeness of the
selection of security safeguards. Applicability explores if the security safeguard is used

within an institution. The extent of implementation assesses if the security safeguard is
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fully implemented, partially implemented or is being considered for implementation. Lastly,
completeness assesses if there are any additional security safeguards, which may not
have been considered to ensure confidentiality and integrity of electronic personal
information as required by Condition 7 of the POPI Act (2013).

By obtaining an understanding of the current state of security safeguards the validity of the
selection of security safeguards within the proposed POPI Condition 7 framework is also
assessed. The applicability factor allows for the identification of security safeguards not
utilised in South African institutions based on the POPI research survey results from the
167 participants. On the other hand, the completeness factor allows for the identification of
security safeguards used within South African institutions, which were not considered as
part of the “Secure” phase of the proposed POPI Condition 7 framework in the selection of
security safeguards to ensure the confidentiality and integrity of electronic personal

information.

Lastly, a critical evaluation in terms of key findings and recommendations based on the

analysis of the POPI research survey results is provided.

8.2  SELECTION OF SECURITY SAFEGUARDS

In Chapter 5, the “Secure” phase of the proposed POPI Condition 7 framework
encapsulates a selection of security safeguards across management, operational and
technical domains, to facilitate the achievement and maintenance of compliance with
Condition 7 of the POPI Act (2013), with a specific focus on preventing unauthorised
disclosure (maintaining confidentiality) and modification (ensuring integrity) of electronic
personal information stored, processed or transmitted. The management domain
accounted for 5 security safeguards, namely information security governance, risk
management, information security policy, supplier and service level management and
business continuity management. This was followed by the operational domain which
accounted for 6 security safeguards, namely security procedures and processes, baseline
infrastructure security standards, security awareness and training, security monitoring,

incident and reporting, security assessment and disaster recovery. The remaining 9
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security safeguards formed part of the technical domain, namely network segmentation,
encrypted data channels, server and network component security, workstation and laptop
security, file integrity, firewalls, physical and environmental security, centralised audit

logging, data loss prevention.

The aforementioned selection of security safeguards forms the basis for analysing the
current state of security safeguards within South African institutions to achieve compliance
with Condition 7 of the POPI Act (2013), specifically in relation to electronic personal

information.

8.3 POPI RESEARCH SURVEY RESULTS - ANALYSIS

An analysis of the current state of security safeguards within South African institutions to
achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation to
electronic personal information is provided from subsection 8.3.1 to 8.3.3 below. The
analysis explores the applicability, extent of implementation and completeness of the
selection of security safeguards based on the research survey responses received from

the 167 participants who completed the POPI research survey.

8.3.1 APPLICABILITY OF SECURITY SAFEGUARDS

In terms of assessing the applicability of security safeguards, participants were asked if the
security safeguards across the 3 domains were applicable (that is are the security
safeguards within the 3 domains used within their institutions) or not applicable to their
institutions, as it relates to ensuring the confidentiality and integrity of electronic personal
information as required by Condition 7 of the POPI Act (2013), as illustrated in Figure 8.1
on the next page.
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RESEARCH SURVEY RESULTS
APPLICABILITY OF SECURITY SAFEGUARDS

= Security safeguard applicable to my institution
m Security safeguard not applicable to my institution

100.00%
90.00%
80.00%
70.00%
60.00%
50.00%
40.00%
30.00%
20.00%
10.00%

0.00%

1.20%

Domain Domain

Average - Management Average - Operational Average - Technical Domain

Security
safeguard
domain

Average -
Management
Domain
Average -
Operational
Domain
Average -
Technical
Domain

Overall
Average - 164.25 98.35% 2.75 1.65%
All Domains

Figure 8.1: Applicability of Security Safeguards
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As per Figure 8.1 on the previous page, an average of 98.35% of participants stated that
the security safeguards across the management, operational and technical domains were
applicable to their respective institutions in that these are either being considered for
implementation or already partially or fully implemented. However, an average of 1.65%
participants stated that security safeguards across the management, operational and

technical domains were not applicable to their respective institutions.

8.3.2 EXTENT OF IMPLEMENTATION OF SECURITY SAFEGUARDS

The extent of implementation of the security safeguards across the 3 domains as
illustrated in Figure 8.2 below is based on the average applicability of 98.35% associated
with the security safeguards as per Figure 8.1 on the previous page. As such, the average
extent of implementation of the security safeguards across the 3 domains is equivalent to
98.35% (22.93% of security safeguards considered for implementation, 49.61% of security
safeguards partially implemented and 25.81% of security safeguards fully implemented,
ultimately equating to a total of 98.35%).

RESEARCH SURVEY RESULTS
EXTENT OF IMPLEMENTATION OF APPLICABLE
SECURITY SAFEGUARDS

Security safeguard considered
Security safeguard partially implemented
Security safeguard in place and fully implemented
100.00%
90.00%
80.00%
70.00%
60.00%
50.00%

40.00%
30.00%
20.00%
10.00%

0.00%

52.99%

| 34.49%

—17.01%

47.31%

48.90%

20.46% 24.65%

27.88%

21.76%

Average - Management
Domain

Average - Operational
Domain

Average - Technical Domain
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. . Security Security
Security Security
Security safeguard safeguard sa;c-,;g;ﬁrd Saf;?.:ﬁrd
safeguard considered | considered imglen;en){ed imglen:en);ed
domain (response (response
count) percentage) (riza?]?)s € pgfsgr?tg?;)
Average -
Management 28.40 17.01% 79.00 47.31%
Domain
Average -
Operational 34.17 20.46% 87.83 52.59%
Domain
Average -
Technical 46.56 27.88% 81.67 48.90%
Domain
Overall
Average - 38.30 22.93% 82.85 49.61% 43.10 25.81%
All Domains

Figure 8.2: Extent of Implementation of Applicable Security Safeguards

An average of 49.61% of participants, as per Figure 8.2 above, revealed partial
implementation of the security safeguards across the 3 domains within their institutions. In
addition, an average of 25.81% of participants stated that the security safeguards across
the 3 domains were fully implemented in their institutions. However, an average of 22.93%
of participants stated that the security safeguards across the 3 domains are still being

considered within their institutions for implementation.

8.3.3 COMPLETENESS OF SECURITY SAFEGUARDS

To assess the completeness of security safeguards, the 167 participants were requested
to assess if there are any additional security safeguards to the selection of security
safeguards, which may not have been considered to ensure the confidentiality and
integrity of electronic personal information as required by Condition 7 of the POPI Act
(2013). 150 out of the 167 participants (89.8%) did not provide additional security
safeguards that are being considered or implemented (partially or fully) by their institutions.
However, 17 participants (10.2%) indicated that there were security safeguards that their
institutions are considering or implementing (partially or fully) in addition to the selection of
security safeguards proposed as part of the “Secure” phase of the proposed POPI
Condition 7 framework in Chapter 5. From these 17 responses, 6 were invalid as they did
not provide accurate and sufficient information for further consideration. However, the
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remaining 11 of the 17 responses, as listed in Table 8.1 below, provided accurate and

sufficient information for further consideration.

Table 8.1: Security Safeguards Suggested by Participants

Safeguards suggested by Safeguards suggested by
Number o Number o
participants participants
1 Database level encryption 7 Next generation firewall

_ File integrity hashing value
2 Encryption 8 o
validation

Firmware embedded basic input

_ output system (BIOS) based
Payment card industry data _
3 _ 9 persistent and remote asset
security standard (PCI DSS) .
tracking

Data and device security

_ We acquired an enterprise wide
International standards and
4 10 IT system to protect the
frameworks o .
electronic information

5 Security standards 11 Wi-Fi networks

Mobile device management

An impact analysis of the 11 valid responses (Table 8.1 above) as depicted in Table 8.2 on
the next page was conducted to assess the completeness of the selection of security
safeguards as per the “Secure” phase of the proposed POPI Condition 7 framework in
Chapter 5, to ensure confidentiality and integrity of electronic personal information. The
impact analysis entailed grouping similar responses from the 11 valid responses and then
assessing the responses in terms of either impacting or not impacting the selection of
security safeguards as per the “Secure” phase of the proposed POPI Condition 7
framework in Chapter 5. A response was considered to impact the selection of security
safeguards as per the “Secure” phase of the proposed POPI Condition 7 framework in
Chapter 5, if it introduced new security safeguards or resulted in changes to the name of a
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security safeguard or an update of the description associated with a security safeguard. In

comparison, a response was considered not to have an impact on the selection of security

safeguards as per the proposed POPI Condition 7 framework in Chapter 5, if it resulted in

no change at all as the current selection of security safeguards adequately address the

information provided by a response. The result of the impact analysis for each grouping of

responses was supported by a rationale. Furthermore, all responses considered to impact

the selection of security safeguards as per the “Secure” phase of the proposed POPI

Condition 7 framework in Chapter 5, was supported by a relevant action aimed at

capturing the change required to the affected security safeguards.

Table 8.2: Impact Analysis of the Security Safeguards Suggested by Participants

Security
safeguards
suggested by

participants

Impact (Yes/No), rationale and action required (Yes/No)

Response 1:
Database level

encryption

Response 2:
Encryption

Response 9:

Data security

Impact (Yes/No): Yes - Current security safeguards (Encrypted
data channels)

Rationale: Encryption is only addressed from a data channel

perspective by the encrypted data channels security safeguard.

Action Required (Yes/No): Yes - Rename the “Encrypted data
channels”security safeguard to “Encryption” and update the
description to address encryption holistically from a data security
perspective to cover data transmission (data channels) and

storage (databases).

Response 3:
Payment card
industry data security
standard (PCI-DSS)

Impact (Yes/No): No

Rationale: Credit card information is considered personal
information however the Payment Card Industry - Data Security
Standard (PCI-DSS) is a standard specifically for credit card
information (PCI Security Standards Council, 2016) and does not

apply to institutions who have personal information such as
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Security
safeguards
suggested by

participants

Impact (Yes/No), rationale and action required (Yes/No)

names, surnames and email addresses of clients but no credit
card information. As a result, PCI-DSS will not result in an
additional security safeguard or an amendment to the security
safeguards proposed. However, compliance with the PCI-DSS
standard will encompass the implementation of the majority of the

security safeguards proposed.

Action Required (Yes/No): No

Response 4.
International
standards and

frameworks

Response 5:

Security standards

Impact (Yes/No): No

Rationale: The baseline infrastructure security standards

safeguard addresses security standards. Furthermore, the
security safeguards includes the need for an information security
policy, security procedures and processes as well as baseline
infrastructure security standards, which should ideally be based
on international standards and frameworks to prevent re-inventing
the wheel. For example, the information security policy may be

based on International Standards Organisation (ISO) 27001.

Action Required (Yes/No): No

Response 6:
Mobile device

management

Response 9:

Device security

Impact (Yes/No): Yes - Current security safeguards (workstation
and laptop security as well as data loss prevention).

Rationale: Workstation and laptop security makes no provision
for mobile devices. Furthermore, data end points for data loss

prevention are limited to workstations and laptops.

Action Required (Yes/No): Yes - Rename the security safeguard
“‘Workstation and laptop security” to “Workstation, laptop and
mobile device security” and update the description of the security

safeguard to include security of mobile devices. In addition,

143

© University of Pretoria




&
UNIVERSITEIT VAN PRETORIA

& UNIVERSITY OF PRETORIA

Que® YUNIBESITHI YA PRETORIA

Chapter 8 - Current State of Security Safeguards and Validation of the Selection of Security

Safeguards

Security
safeguards
suggested by

participants

Impact (Yes/No), rationale and action required (Yes/No)

update the description of the “Data loss prevention” security

safeguard to include mobile devices as data end points.

Response 7:

Next generation

Impact (Yes/No): Yes - Current security safeguards (file

integrity).

Rationale: Firewalls independent of vendor or technology is

firewall addressed by the current security safeguards (firewall).
Action Required (Yes/No): No
Impact (Yes/No): No
Response 8: Rationale: File integrity is addressed by the file integrity security

File integrity hashing

value validation

safeguard, with no provision for hash value validation.

Action Required (Yes/No): Yes - Update the description of the

“File integrity” security safeguard to include hash value validation.

Response 9:
Firmware embedded
basic input output
system (BIOS) based
persistent and
remote asset

tracking

Impact (Yes/No): Yes - Current security safeguards (Security
monitoring, incident and reporting, workstation and laptop security
as well as data loss prevention).

Rationale: Yes - Security monitoring, incident and reporting
safeguard as well as the workstation and laptop security and data
loss prevention safeguards did not take into account asset

tracking.

Action Required (Yes/No): Yes - Update the description of the
security monitoring, incident and reporting safeguard to include
persistent and remote asset tracking. In addition, the workstation
and laptop security safeguard description to be updated to
include firmware BIOS based tracking on supported workstations,
the data loss

laptops and mobile devices. Furthermore,

prevention safeguard to enable tracking of assets via data end
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Security
safeguards
suggested by

participants

Impact (Yes/No), rationale and action required (Yes/No)

points, if firmware BIOS based asset tracking is not supported on

workstations, laptops or mobile devices.

Response 10:
We acquired an
enterprise wide IT
system to protect the

electronic information

Impact (Yes/No): No

Rationale: Enterprise-wide IT system is open to interpretation
and could be a data loss prevention (DLP) system or a security
incident event and monitoring (SIEM) system. Both the DLP and
SIEM systems are addressed by the current security safeguards
(Data loss prevention and security monitoring, incident and

reporting).

Action Required (Yes/No): No

Response 11:

Wi-Fi networks

Impact (Yes/No): Yes - Current security safeguards (network

segmentation as well as server and network component security).

Rationale: The network segmentation as well as the server and
network component security safeguards do not make a distinction

between wired and wireless networks.

Action Required (Yes/No): Yes - Update the description of the
“‘Network segmentation” and “Server and network component
security” safeguards to state that the security safeguards are
applicable to any form of network may it be wired and wireless or

a combination thereof.

As a result of the aforementioned impact analysis in Table 8.2 above, based on the 11

valid responses, 5 responses had no impact on the selection of security safeguards as per

the “Secure” phase of the proposed POPI Condition 7 framework in Chapter 5, based on

the rationale provided as part of the impact analysis in Table 8.2 above. However, 6 of the

11 valid responses had an impact on the selection of security safeguards as per the
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“Secure” phase of the proposed POPI Condition 7 framework in Chapter 5, in that it
resulted in updates to the security safeguards (name of the security safeguard or the
description associated with the security safeguard), but no additional security safeguards

were identified.

As a result of the aforementioned analysis relating to the completeness of the selection of
security safeguards as well as the analysis relating to the applicability of the selection of
security safeguards, the validity of the selection of security safeguards as per the “Secure”

phase of the Proposed POPI Condition 7 framework may be assessed.

8.4  VALIDITY OF THE SELECTION OF SECURITY SAFEGUARD WITHIN THE PROPOSED POPI
CONDITION 7 FRAMEWORK

The validity of the selection of security safeguards as per the “Secure” phase of the

proposed POPI Condition 7 framework is dependent on the applicability and completeness

factors associated with the current state of security safeguards within South African

institutions to achieve compliance with Condition 7 of the POPI Act (2013), specifically in

relation to electronic personal information.

The applicability factor allowed for the identification of security safeguards not utilised in
South African institutions based on the POPI research survey results from the 167
participants. Table 8.3 on the next page illustrates the applicability of each of the 20
security safeguards which were proposed as per the “Secure” phase of the proposed POPI

Condition 7 framework in Chapter 5.
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Table 8.3: Applicability of the 20 Security Safeguards from the Proposed POPI Condition 7

Framework
Security Security
Security Security safeguard safeguard
safeguard safeguard applicable to applicable to
not not my institution - | my institution -
Security safeguard applicable | applicable to qnder . qnder .
to my my consideration, | consideration,
institution institution partially or fully | partially or fully
(response (response implemented implemented
count) percentage) (response (response
count) percentage)
M1: Information
Security 0 0.00% 167 100.00%
Governance
M2: Risk 3 1.80% 164 98.20%
Management
M3: Information 1 0.60% 166 99.40%
Security Policy
M4: Supplier and
Service Level 4 2.40% 163 97.60%
Management
M5: Business
Management
Average -
Management 2.00 1.20% 165.00 98.80%
Domain
O1: Security
Procedures and 3 1.80% 164 98.20%
Processes
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Security Security
Security Security safeguard safeguard
safeguard safeguard applicable to applicable to
not not my institution - | my institution -
Security safeguard applicable | applicable to u_nder_ u_nder_
to my my consideration, | consideration,
institution institution partially or fully | partially or fully
(response (response implemented implemented
count) percentage) (response (response
count) percentage)
02: Baseline
|nfrastructure 3 180% 164 9820%
Security Standards
0O3: Security
Awareness and 8 4.79% 159 95.21%
Training
O4: Security
Monitoring, Incident 4 2.40% 163 97.60%
and Reporting
O5: Security 4 2.40% 163 97.60%
Assessment
©6: Disaster 1 0.60% 166 99.40%
Recovery
Average -
Operational 3.83 2.30% 163.17 97.70%
Domain
T1: Network 1 0.60% 166 99.40%
Segmentation
T2: Encrypted Data 3 1.80% 164 98.20%
Channels
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Security Security
Security Security safeguard safeguard
safeguard safeguard applicable to applicable to
not not my institution - | my institution -
Security safeguard applicable | applicable to u_nder _ u_nder _
to my my consideration, | consideration,
institution institution partially or fully | partially or fully
(response (response implemented implemented
count) percentage) (response (response
count) percentage)
T3: Server and
Network Component 2 1.20% 165 98.80%
Security
T4: Workstation and 1 0.60% 166 99.40%
Laptop Security
T7: Physical and
Environmental 1 0.60% 166 99.40%
Security
T8: Centralised 4 2.40% 163 97.60%
Audit Logging
T9: Data Loss 4 2.40% 163 97.60%
Prevention
Average - 0 0
Technical Domain 2.44 1.46% 164.56 98.54%

All 20 security safeguards proposed as part of the “Secure” phase of the framework in

Chapter 5 were considered to be applicable as each security safeguard on an individual
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basis was associated with an applicability factor, based on the number of responses

received from participants, which exceeded 90%.

The completeness factor allows for the identification of security safeguards used within
South African institutions, which were not considered as part of the “Secure” phase of the
proposed POPI Condition 7 framework in the selection of security safeguards to ensure
the confidentiality and integrity of electronic personal information. Based on the impact
analysis in Table 8.2 within section 8.3.3 above as part of the completeness analysis, of
the 11 valid responses, 5 responses had no impact on the security safeguards previously
proposed as supported by the rationale provided. However, 6 of the 11 valid responses
had an impact on the selection of security safeguards previously proposed, in that it did
result in updates to the security safeguards (name of the security safeguard or the
description associated with the security safeguard) but no additional security safeguards
were identified.

As a result, the selection of security safeguards as per the “Secure” phase of the proposed
POPI Condition 7 framework were valid given the level of applicability (each security
safeguard proposed exceeded a 90% level of applicability) and completeness (there were
updates to the name of the security safeguard or the description associated with the
security safeguard, however no additional security safeguards were identified) associated

with the selection of security safeguards.

8.5 CRITICAL EVALUATION - KEY FINDINGS AND RECOMMENDATIONS

The analysis of the POPI research survey results forms the basis of the critical evaluation
in terms of key findings and recommendations as it relates to the current state of security
safeguards in terms of applicability, extent of implementation and completeness is
provided from subsection 85.1 to 8.5.3 below. In addition, key findings and
recommendations associated with the validity of the selection of security safeguards as
per the “Secure” phase of the proposed POPI Condition 7 framework is provided in
subsection 8.5.4.
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8.5.1 APPLICABILITY OF SECURITY SAFEGUARDS

An average of 98.35% of participants stated that security safeguards across the
management, operational and technical domains, as per the “Secure” phase of the
proposed POPI Condition 7 framework, were applicable to their respective institutions
(either being considered for implementation or already partially or fully implemented). An
average of 1.65% of participants stated that security safeguards across the management,
operational and technical domains were not applicable to their respective institutions.
Certain security safeguards may not be applicable in the event where the institution has
compensating safeguards (other alternative security safeguards to ensure confidentiality
and integrity of electronic personal information) in place. However, in the event that the
confidentiality and integrity of electronic personal information may be compromised due to
the lack of a security safeguard, it is recommended that the security safeguards identified
as not applicable to the institution across the management, operational and technical
domains be re-considered for implementation to mitigate the risk of disclosure and
modification of electronic personal information as well as to ultimately ensure compliance
with Condition 7 of the POPI Act (2013).

8.5.2 EXTENT OF IMPLEMENTATION OF SECURITY SAFEGUARDS

At the time of the POPI research survey being conducted an average of 25.81% of the
98.35% of participants stated that security safeguards across the management,
operational and technical domains were fully implemented in their institution. However,
security safeguards across the management, operational and technical domains were
partially implemented (average of 49.61% of the 98.35% participants) or being considered
for implementation (average of 22.93% of the 98.35% of participants). Given that the POPI
Act (2013) is not yet enforceable, the progress made by South African institutions is
considered acceptable in that the implementation of certain of the security safeguards
account for a combined average of 75.42% of the 98.35% of participants (partial
implementation - 49.61% and full implementation - 25.81%). South African institutions
should aim to achieve full implementation of the security safeguards in order to contribute
towards the achievement of ensuring compliance with Condition 7 of the POPI Act (2013)

as well as the overall POPI Act (2013). As a result, the security safeguards that have been
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fully implemented can be continuously monitored to ensure that the confidentiality and
integrity of electronic personal information is preserved, while the security safeguards that
have been partially implemented should be fully implemented. Similarly, the security
safeguards that are being considered for implementation should be prioritised and
implemented in the most effective and efficient manner in order to achieve compliance with
Condition 7 of the POPI Act (2013) as well as the overall Act.

8.5.3 COMPLETENESS OF SECURITY SAFEGUARDS

From a completeness perspective, no additional security safeguards were added to the
selection of security safeguards as part of the “Secure” phase of the proposed POPI
Condition 7 framework to ensure confidentiality and integrity of electronic personal
information. However, based on the information provided by participants in terms of the
responses received, driven by themes such as encryption, mobile devices and asset
tracking, the names of 2 security safeguards (workstation and laptop security changed to
workstation, laptop and mobile security as well as encrypted data channels changed to
encryption) were updated. In addition, the description associated with 7 security
safeguards was updated. The aforementioned updates are illustrated in italics within Table
8.4 below.

Table 8.4: Updates to the Security Safeguard Names and/or Descriptions

Update Security
o Current  safeguard | Updated safeguard
description safeguard - o
description description
name
All audit logs from | All audit logs from
) applications as well as | applications as well as the
Security _
Update to the T the technology | technology infrastructure
_ monitoring, _ T _
security safeguard | infrastructure is | is assessed in order to
o incident and _ o
description ) assessed in order to | report on any malicious
reporting o
report on any | activities or data breaches
malicious activities or | of electronic personal
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Update Security
- Current  safeguard | Updated safeguard
description safeguard - o
description description
name
data  breaches of | information. Security
electronic personal | monitoring to include
information. persistent and remote
asset tracking.
Application and | Application and database
database servers that | servers that respectively
respectively  process | process and store
and store personal | personal information are
information are located | located on a dedicated
Update to the _
Network on a dedicated | network segment (may be

security safeguard

o segmentation | network segment that |a wired or wireless
description .
is separated from the | network or a
rest of the corporate | combination thereof)
network. that is separated from the
rest of the corporate
network.
All electronic personal | All  electronic personal
information flowing | information  transmitted
. into and out of the | (flowing into and out of the
Encryption _ _
Update to the _ dedicated network | dedicated network
) (previously _ )
security safeguard ed segment, is encrypted | segment) and stored, is
encrypte
name and dat and access to the data | encrypted and access to
ata
description channels is strictly | the data channels and
channels) _ _
monitored and | storage (databases) is
controlled. strictly monitored and
controlled.
Update to the | Server and | All server and network | All server and network
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Update Security
- Current  safeguard | Updated safeguard
description safeguard - o
description description
name
security safeguard | network components are | (may be a wired or
description component configured to | wireless network or a
security implement the defined | combination thereof)
baseline infrastructure | components are
security standards. configured to implement
the defined Dbaseline
infrastructure security
standards.
Workstations and | Workstations, laptops and
laptops are configured | mobile  devices are
to implement the | configured to implement
defined baseline | the  defined baseline
infrastructure security | infrastructure security
_ standards and are | standards and are locked
Workstation,
locked down to | down to prevent the user
laptop and
_ prevent the user to|to change the
Update to the | mobile _ _ )
] ) change the | configuration or install
security safeguard | security _ _ ) N o
. configuration or install | additional applications. In
name and | (previously N o o _ _
o _ additional applications. | addition, firmware basic
description workstation _
input  output system
and laptop _
_ (BIOS) based tracking
security)

should be enabled on
supported workstations,
and mobile
(for

supported workstations,

laptops

devices non-

laptops and mobile
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Update

description

Security
safeguard

name

Current  safeguard

description

Updated

description

safeguard

devices asset tracking
should be implemented
through the data loss
prevention security

safeguard)

Update to the
security safeguard

description

File integrity

All
associated with server
network

configurations

and

components are
associated with a
unique value known as
The

hash value may be

a hash value.

used to ascertain if
unauthorised changes
were affected to

configurations.

All

associated with

configurations
server
and network components
are associated with a
unigue value known as a
The hash

value may be used to

hash value.

ascertain if unauthorised
changes were affected to
configurations via hash

value validation.

Update to the
security safeguard

description

Data loss

prevention

The protection of data
loss for data at rest, in
motion or at an end
point. To prevent the
loss of electronic
personal information
specifically via
workstations or

laptops.

The protection of data
loss for data at rest, in
motion or at an end point.
To prevent the loss of
electronic personal
information specifically via
workstations, laptops and
mobile devices.
Furthermore, track

assets via data end
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Update Security
- Current  safeguard | Updated safeguard
description safeguard - o
description description
name

points, if firmware basic
input output system
(BIOS) based asset
tracking (Workstation,
laptop and mobile
security safeguard) is
not supported on
workstations, laptops or

mobile devices.

The model of operation of security safeguards which follows this chapter is based on the

updates to the security safeguard names and descriptions as reflected in Table 8.4 above.

8.5.4 VALIDATION OF THE SELECTION OF SECURITY SAFEGUARDS

The selection of security safeguards within the “Secure” phase of the proposed POPI
Condition 7 framework were valid given the level of applicability (each security safeguard
proposed exceeded a 90% level of applicability) and completeness (there were updates to
the name of the security safeguard or the description associated with the security
safeguard, however no additional security safeguards were identified) associated with the
selection of security safeguards. Therefore, it is recommended that the proposed POPI
Condition 7 framework, which includes a validated selection of security safeguards as part
of the “Secure” phase, be used by South African institutions to ultimately address the
requirements of Condition 7 of the POPI Act (2013), specifically in relation to electronic

personal information.
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8.6  CONCLUSION

This chapter concluded Part 5 (Research Survey and Results) of this thesis by presenting
an analysis of the current state of security safeguards within South African institutions to
achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation to
electronic personal information. This analysis was achieved by firstly, providing an
overview of the selection of security safeguards across 3 domains (management,
operational and technical) from several leading practices, as per the “Secure” phase of the
proposed POPI Condition 7 framework in Chapter 5, to ensure confidentiality and integrity
of electronic personal information as required by Condition 7 of the POPI Act (2013).
Secondly, research question 4 was addressed by assessing the current state of security
safeguards through exploring the applicability, extent of implementation and completeness
associated with the selection of security safeguards. In addition, research question 5 was
addressed by assessing the validity of the selection of security safeguards as per the
“Secure” phase of the proposed POPI Condition 7 framework. Lastly, a critical evaluation
in terms of key findings and recommendations based on the analysis of the POPI research

survey results was provided.

The updates to the selection of security safeguards identified in this chapter forms the

basis of Part 6 (Model of Operation of Security Safeguards) of this thesis, in Chapter 9.
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9.1 INTRODUCTION

Chapter 8 provided the current state of security safeguards within South African
institutions to achieve compliance with Condition 7 of the Protection of Personal
Information (POPI) Act, (Act 4 of 2013), specifically in relation to electronic personal
information. In addition, the validity of the selection of security safeguards proposed as
part of the proposed POPI Condition 7 framework within Chapter 5 was also assessed.
This chapter addresses research question 6 - How can the security safeguards proposed
as part of the framework within this thesis be implemented to achieve and maintain
confidentiality and integrity of electronic personal information as required by Condition 7 of
the POPI Act (2013)?

This chapter proposes a model of operation of security safeguards to guide one on how
the selection of security safeguards should be implemented to achieve and maintain
confidentiality and integrity of electronic personal information as required by Condition 7 of
the POPI Act (2013). This includes an overview of the revised selection of security
safeguards which forms the basis for the model of operation of security safeguards. In
addition, the prerequisites applicable to the model of operation of security safeguards are
provided. Lastly, this chapter provides the benefits and limitations associated with the

model of operation of security safeguards as part of a critical evaluation.

9.2 REVISED SELECTION OF SECURITY SAFEGUARDS

In Chapter 8, the validity of the selection of security safeguards as per the “Secure” phase
of the proposed POPI Condition 7 framework was assessed. This assessment revealed
that the selection of security safeguards within the proposed POPI Condition 7 framework
were valid given the level of applicability (each security safeguard proposed exceeded a
90% level of applicability) and completeness (updates to the names and descriptions of
certain security safeguards but no additional security safeguards were identified)
associated with the selection of security safeguards. As such, Table 9.1 on the next page
provides the revised selection of security safeguards (updates highlighted in italics)

applicable to the model of operation of security safeguards to be considered for

160

© University of Pretoria



&

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Chapter 9 - Model of Operation of Security Safeguards

implementation to achieve and maintain the confidentiality and integrity of electronic

personal information as required by Condition 7 of the POPI Act (2013).

Table 9.1: Revised Selection of Security Safeguards

Number security Security safeguard description
safeguard name
Management domain
M1 Information Leadership, organisational structures as well as clear
1 Security roles and responsibilities (ISACA, 2006 and 1SO, 2013)
Governance for safeguarding electronic personal information.
Governance, evaluation and a response to risks
) M2: Risk presented by electronic personal information (ISACA,
Management 2009 and 2014c).
Management direction and support for information
3 M3: Information security to be achieved through a formally defined and

Security Policy

approved information security policy (ISO, 2013).

M4: Supplier and

Contracts in place with third party operators external to
the institution as well as internal stakeholders within the

institution responsible for providing services in relation to

4 Service Level
Management electronic personal information (ISACA, 2014c and
OGCUK, 2007a).
The ability to recover from a business interruption in the
M5: Business most effective and efficient manner (Drewitt, 2013,
5 Continuity ISACA, 2014c, ISO 2012 and 2013), which includes the
Management recovery of electronic personal information maintained
by an institution.
Operational domain
O1: Security Security procedures and processes in place to maintain
6 Procedures and the confidentiality and integrity of electronic personal

Processes

information. The security procedure and process areas
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Number security Security safeguard description
safeguard name
to be considered include: change and configuration
management, patch management, availability
management, incident management, backup
management, user account and access management
(ISACA, 2014c, ISO, 2013 and OGCUK, 2007b) as well
as the management of encryption keys to secure data
channels (BSI, 2005).
All server, workstation and laptop operating systems,
database servers, web servers, network components
(firewalls, routers, wireless) that form part of the
O2: Baseline technology infrastructure, to enable the protection of
7 Infrastructure electronic personal information, should apply baseline
Security Standards | infrastructure security standards as a security safeguard
to prevent the adoption of default configurations and to
ensure consistent configurations (NIST, 2013).
Employees, contractors or third party operators need to
03: Security be provided with awareness and training with regards to
8 Awareness and information security (ISO, 2013, NIST, 2013 and
Training OGCUK, 2007b), with a specific focus on the security of
electronic personal information.
All audit logs from applications as well as the technology
04: Security infrastructure is assessed in order to report on any
Monitoring, malicious activities or data breaches of electronic
9 Incident and personal information (ISACA, 2014c, NIST, 2013 and
Reporting OGCUK, 2007b). Security monitoring to include
persistent and remote asset tracking.
Regular security assessments to be performed in order
10 OS: Security to assess the security posture of the institution from a
Assessment

technical, organisational, procedural, administrative or
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Number Security Security safeguard description
safeguard name
physical security perspective (NIST, 2013 and Palmer et
al., 2001).
People, processes and technology associated with the
storage, processing and transmission of electronic
11 O6: Disaster personal information to ensure continued operations to
Recovery be defined (Drewitt, 2013, 1ISO 2012 and 2013, and NIST
2013).
Technical domain
Application and database servers that respectively
process and store personal information are located on a
T1: Network dedicated network segment (may be a wired or
12 Segmentation wireless network or a combination thereof) that is

separated from the rest of the corporate network (NIST,
2013).

T2: Encryption

All electronic personal information transmitted (flowing

into and out of the dedicated network segment) and

13 (previously stored, is encrypted and access to the data channels
encrypted data and storage (databases) is strictly monitored and
channels)

controlled (1SO, 2013 and NIST, 2013).
All server and network (may be a wired or wireless
T3: Server and network or a combination thereof) components are

14 Network configured to implement the defined baseline
Component infrastructure security standards (ISACA, 2014c and
Security NIST, 2013).

Workstations, laptops and mobile devices are
T4: Workstation, _ . : ,

configured to implement the defined baseline
Laptop and

15 Ptop infrastructure security standards and are locked down to

Mobile Security : . .
prevent the user to change the configuration or install
(previously " o
. additional applications (ISACA, 2014c and NIST, 2013).
workstation and
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Number

Security

safeguard name

Security safeguard description

laptop security)

In addition, firmware basic input output system
(BIOS) based tracking should be enabled on
supported workstations, laptops and mobile devices
(for non-supported workstations, laptops and mobile
devices asset tracking should be implemented

through the data loss prevention security safeguard).

16

T5: File Integrity

All configurations associated with server and network
components are associated with a unique value known
as a hash value (ISACA, 2014c and OGCUK, 2007b).
The hash value may be used to ascertain if unauthorised
changes were affected to configurations via hash value

validation.

17

T6: Firewalls

A firewall should be used to separate the application and
database servers that respectively process and store
electronic personal information located on a dedicated
network segment from the rest of the corporate network
(NIST, 2013).

18

T7: Physical and
Environmental

Security

Physical and environmental security safeguards in place
within the server rooms hosting the applications as well
as the technology infrastructure associated with the
storage, processing and transmission of electronic
personal information. Physical security safeguards to
control access to the server rooms and environmental
security safeguards to provide alternate power sources
to ensure availability as well as to protect against
environmental hazards such as floods and fire should be
in place (ISACA, 2014c, ISO, 2013 and NIST, 2013).

19

T8: Centralised

Audit logs to be maintained for all applications as well as

the technology infrastructure associated with storing,
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Security . o
Number Security safeguard description
safeguard name

Audit Logging processing and transmitting electronic  personal
information. All the audit logs maintained should be sent
to a centralised audit logging server where analysis may
be performed to identify ineffective security safeguards
as well as security incidents and to serve as the basis for
conducting an investigation in the event of a data breach
of electronic personal information (ISACA, 2014c, I1SO,
2013 and NIST, 2013).

The protection of data loss for data at rest, in motion or
at an end point. To prevent the loss of electronic
personal information specifically via workstations,
laptops and mobile devices (ISACA 2014b, ISO 2012

T9: Data Loss and NIST 2013). Furthermore, track assets via data
Prevention

20
end points, if firmware basic input output system

(BIOS) based asset tracking (Workstation, laptop and
mobile security safeguard) is not supported on
workstations, laptops or mobile devices.

The revised selection of security safeguards as per Table 9.1 above, to be considered for
implementation to achieve and maintain the confidentiality and integrity of electronic
personal information as required by Condition 7 of the POPI Act (2013) forms the basis for
the model of operation of security safeguards. In addition, the implementation of the model
of operation of security safeguards is associated with a prerequisite in the form of the

identification of electronic personal information.

9.3 PREREQUISITES APPLICABLE TO THE MODEL OF OPERATION OF SECURITY
SAFEGUARDS
In order to ensure the confidentiality and integrity of electronic personal information the

identification of such information is required based on where it is stored, processed and
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transmitted within an institution, as per the “ldentify” phase of the proposed POPI
Condition 7 framework. This creates a platform for selecting and implementing the
appropriate security safeguards from Table 9.1 above, to ultimately ensure confidentiality
and integrity of electronic personal information. Therefore, the identification of electronic
personal information is a prerequisite applicable to the implementation of the model of

operation of security safeguards.

This prerequisite may be achieved by the process highlighted in Figure 9.1 below, which
entails locating all the business processes in the institution associated with electronic
personal information. Within each business process the information assets which store,
process and transmit electronic personal information should be determined. This will result
in the identification of all the input, processing and storage information assets such as web
sites or mobile applications, applications and databases. Each storage information asset
(database) identified should be queried to confirm the electronic personal information
stored by the institution as well as to confirm the source of the electronic personal
information in terms of the associated processing information asset (application) to which
the data storage information asset (database) is linked as well as the data channels for
transmission of electronic personal information between the web site or mobile application,
application and database. Thereafter, the platform for applying the model of operation of
safeguards is in place to ultimately ensure confidentiality and integrity of electronic

personal information.

Confirm
Electronic
Identify Input, Personal Platform to
Locate Processing Information Apply the
Business and Storage Utilising odel of
Processes Information Storage Operation of
Assets Information Safequards
Assets
Identified

Figure 9.1: Prerequisite Electronic Personal Information Identification Process

166

© University of Pretoria



&

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Chapter 9 - Model of Operation of Security Safeguards

By way of example, as illustrated in Figure 9.2 below, the prerequisite electronic personal
information identification process is applied to a customer business process whereby a
customer enters electronic personal information such as for example, their name, address,

identity number and contact details via a web site.

N
tn ﬁ WEBSITE APPLICATION DATABASE
11} 11} CUSTOMER ENTERS CUSTOMER CUSTOMER
ELECTROMIC PERSCMAL ELECTROMIC RONMI
% g INFORMATION - NAME, - - FERSONAL n ™ EEES;QuJ_a, _G
ADDRESE, IDENTITY NUMBER INFORMATION INFORMATION
a E AND CONTACT DETAILS PROCESSED STORED

‘ 5
WEB APPLICATION DATABASE
SERVER SERVER SERVER

Figure 9.2: Customer Business Process and Corresponding Information Assets

The electronic personal information provided by the customer captured via the web site is
transmitted to the application, which in turn stores it in a database. Therefore, the input
information asset is the web server hosting the web site and the processing information
asset is the application server and the storage information asset is the database server.
The database should then be queried to ensure that the name, address, identity number
and contact details electronic personal information is stored. In so doing, the number of
customer records may also be determined. Lastly, the data source of the electronic
personal information stored in the database should be confirmed to the associated
application and the data channels which enable the transmission of electronic personal

information between the web site, application and database should also be confirmed.
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This should result in a mapping of the all the input, processing and storage information
assets as well as the data channels associated with electronic personal information as

illustrated in Table 9.2 below, based on the aforementioned example.

Table 9.2: Mapping of Input, Processing and Storage Information Assets and Data Channels

Associated with Electronic Personal Information

Business Input Processing Storage
process information information information Data channels
asset asset asset
Web Server
to/from
Application
o Server
Application Database
Customer Web Server
Server Server o
Application
Server to/from
Database
Server

Once the mapping of the all the input, processing and storage information assets as well
as the data channels associated with electronic personal information is complete, the
model of operation of safeguards may be applied by selecting and implementing
appropriate safeguards to the identified information assets in order to ultimately ensure
confidentiality and integrity of electronic personal information.

9.4  MODEL OF OPERATION OF SECURITY SAFEGUARDS

In order to address the research question associated with this chapter a model of
operation of security safeguards is proposed, as illustrated in Figure 9.3 on the next page.
This model of operation of security safeguards demonstrates how the selection of security
safeguards as per section 9.2 of this chapter should be implemented to achieve and
maintain confidentiality and integrity of electronic personal information as required by
Condition 7 of the POPI Act (2013).
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M1 - INFORMATION SECURITY GOVERNANCE

Protection of Personal
Information (POPI)
Project Manager

Project Sponsor Business Representation
(Application Owners, Business
Process Owners and Data

Owners)

(Audit, Risk, Legal
and Compliance)

MANAGEMENT
COMPONENT

Governance Representation

Technology Representation

(Information Technology and
Information Security
Management)

(DIRECTION AND INTENT -
KEY STAKEHOLDER DRIVEN)

M2 - RISK MANAGEMENT M3 - INFORMATION SECURITY POLICY

M4 - SUPPLIER AND SERVICE LEVEL MANAGEMENT

M5 - BUSINESS CONTINUITY MANAGEMENT

w o, =
22048
o % o § g O1 - SECURITY PROCEDURES AND PROCESSES 02 - BASELINE INFRASTRUCTURE SECURITY STANDARDS O3 - SECURITY AWARENESS AND TRAINING
ESED
<a>Hw
5 % 8 8 & O4 - SECURITY MONITORING, INCIDENT AND REPORTING O5 - SECURITY ASSESSMENT O6 - DISASTER RECOVERY
(o]
SoxEQ
= @
T1 - Dedicated Network Segment - Electronic Personal
Information T8 - Audit Demilitarised Zone
Logs Website
Requesting
= T2 - Electronic Personal Disseamniiatin
w Information Data 9
> Personal
T Channel N
=3 Information
S Web Server (Website
o Requesting and
= T8 - Audit T2 - Electronic Personal N H N
g Logs Information Data Dlsserlnlfnatlngvpersonal
z T1, T3, 5,79 - Channel nformation)
u'_J Application .
\ Server < T8 - Aud Corporate
= ] T2 (Processing N~ Logs oy Website
= z a4 Electronic Personal T1, T3, T5, T6 - %’
O = <3( Information) Firewall
4 8 o Web Server
[Q=E Corporate Network \_ (Corporate Website) /
= 8 % T8 - Audit, Segment Access
= i Logs T2, T4,T5,
= T9 -
3 T1, T2, T3, T5,T9 - T1 T2 T3. T5, T8, T9 - Workstation,
o Database Server " “Centralised | Laptop and
w (Storing Audit Logging Mobile
o Electronic Personal Server Devices
% Information) ( Network (}
= \
3 ‘ T1: Network Segmentation
% T2: Encryption
[n} Corporate Network Segment T3: Server and Network Component Security
T4: Workstation, Laptop and Mobile Security
T5: File Integrity
b T6: Firewalls
i T7: Physical and Environmental Security
\\/\';\§ \ T8: Centralised Audit Logging
> N
T9: Data Loss Prevention

Figure 9.3: Model of Operation of Security Safeguards
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The model of operation of security safeguards consists of 3 components based on the 3
domains associated with the selection of security safeguards as per the “Secure” phase of
the proposed POPI Condition 7 framework, namely the management component,
operational component and technical component. These components are aligned to the
management, operational and technical domains of the selection of security safeguards as
per the “Secure” phase of the proposed POPI Condition 7 framework, as illustrated in
Table 9.3 below, since the functionality of each component is dependent on the selection
of security safeguards in the respective domain.

Table 9.3: Alignment between Components of the Model of Operation of Security

Safeguards and the Security Safeguard Domains

Components of the model of operation | Security safeguard domains
of safeguards

Management Component Management Domain
Operational Component Operational Domain
Technical Component Technical Domain

The management component of the model of operation of security safeguards is
associated with the 5 security safeguards in the management domain as listed in section
9.2 of this chapter. Similarly, the operational and technical components of the model of
operation of security safeguards are associated with 6 and 11 security safeguards in the

operational and technical domains respectively, as listed in section 9.2 of this chapter.

These components of the model of operation of security safeguards are discussed from

section 9.4.1 to 9.4.3 which follows below.

9.4.1 MANAGEMENT COMPONENT

The management component of the model of operation of security safeguards is
associated with 5 security safeguards, as illustrated in Figure 9.4 on the next page, is
driven from a key stakeholder perspective to provide direction and demonstrate intent to

achieve and maintain compliance with the POPI Act (2013).
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N1 - INFORMATION SECURITY GOVERNANCE
EXECUTIVE MANAGEMENT SUPPORT, LEADERSHIP, ORGANISATIONAL STRUCTURES AS WELL AS CLEAR ROLES AND RESPONSIBILITIES

a 8 & 4 4

£
£
L EE
Z2-Zp Project Sponsor  Protection of Personal Businezs Rap: tati G R tati Technalogy Rep tati
E E g g Information {POPI) {Application Owners, Business (Audit, Risk, Legal {Information Technology and
Box 2 Project Manager Process Owners and Data and Compliance) Information Security
kL £ 2 z Owners) Managerent)
OFx
; ¥ E E M2 - RISK MANAGEMENT M3 - INFORMATION SECURITY POLICY M4 - SUPPLIER AND SERVICE LEVEL M5 - BUSINESS CONTINUITY
g | GOVERMANCE, EVALUATION | QRGANISATION OF INFORMATION SECURITY, ASSET MANAGEMENT INCLUDING THE MANAGEMENT MANAGEMENT
=5 AND RESPONSE TO RISKS CLASSIFICATION OF PERSOMAL INFORMATION, HUMAN RESOURCE SECURITY, CONTRACT AND SERVICE LEVEL PROCESSES TO ENSURE
x PRESENTED BY STORING, PHYSICAL AND ENVIRONMENTAL SECURITY, COMMUNICATIONS SECURITY, ACCESS MANAGEMENT PROCESSES RECGVERY OF PERSONAL
PROCESSING AND CONTROL, SYSTEM ACQUISITION, DEVELOPMENT AND MAINTENANCE, INFORMATION INFORMATION IN THE
TRANSMITTING PERSOMAL SECURITY INCIDENT MANAGEMENT, CRYPTOGRAPHY, OPERATIONS SECURITY, EVENT OF A BUSINESS
INFORMATION SUPPLIER RELATIONSHIPS, BUSINESS CONTINUITY MANAGEMENT AND COMPLIANCE INTERRUPTION

Figure 9.4: Model of Operation of Security Safeguards - Management Component

Key stakeholders should include, but are not limited to, the project sponsor, project
manager/information officer as well as representation from a business, governance and
technology. The project sponsor of the POPI project should be responsible for providing
strategic direction, support, funding and holding key stakeholders accountable to ensure
and maintain compliance with the POPI Act (2013). The POPI project manager/information
officer will firstly, drive the initiative to ensure compliance with the POPI Act (2013) and
thereafter should be responsible for maintaining compliance with the Act. Business
representation is critical in the form of application owners, business process owners and
data owners as they would all play a critical role in the identification of personal
information within the institution and ensure the compliance with the POPI Act (2013)
during the execution of day-to-day activities. Governance representation in the form of
audit, risk, legal and compliance will play a pivotal role in providing independent assurance
in terms of the extent of compliance with the POPI Act (2013) as the initiative to ensure
compliance is underway (audit function). Thereafter, the compliance function will monitor
compliance to ensure that the institution is indeed complying with the POPI Act (2013) and
the risk management function will manage the non-compliance risk and while the legal
function will address legal matters that may arise due to non-compliance with the POPI Act
(2013). Technology representation in the form of information technology and information
security management will be responsible for the definition, execution and monitoring of
processes within the operational domain (information security management) as well as the
technology required to implement the security safeguards in the technical domain

(information technology management).
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As illustrated in Figure 9.4 on the previous page, the management component of the
model of operation of security safeguards is associated with 5 security safeguards. In
terms of the M1: Information Security Governance security safeguard executive
management support and leadership is required to drive the POPI compliance initiative. In
addition, the organisational structures such as a formal steering committee to oversee the
POPI compliance initiative as well as clear roles and responsibilities for safeguarding

electronic personal information need to be defined.

This is followed by the M2: Risk Management security safeguard which requires the
governance, evaluation and a response to risks presented by storing, processing and
transmitting electronic personal information that may lead to non-compliance with the
POPI Act (2013). This may form part of the overall enterprise wide risk management
processes and the risk register of the institution should include risks relating to the

storage, processing and transmission of electronic personal information.

The Ma3: Information Security Policy security safeguard requires a formally defined,
approved and implemented information security policy addressing the confidentiality and
integrity of electronic personal information as it relates to the organisation of information
security, asset management, human resource security, physical and environmental
security, communication security, access control, system acquisition, development and
maintenance, information security incident management, cryptography, operations

security, supplier relationships, business continuity management and compliance.

The next security safeguard is M4: Supplier and Service Level Management where
contract and service level management processes are applied to third party contractors
external to the institution as well as internal stakeholders within the institution. Therefore,
contracts and service level agreements should include a clear definition of roles and
responsibilities, misuse of electronic personal information and the penalties that may be
imposed in the event of a breach of contract or lack of service as per the defined service
levels in relation to electronic personal information. A breach of contract may be the lack of

security safeguards by the third party resulting in a data breach of electronic personal
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information and a lack of service may be the inability of a third party to provide access to

electronic personal information.

Lastly, the M5: Business Continuity Management security safeguard ensures that the
recovery of electronic personal information in the event of a business interruption should
not be overlooked. As such, the processes and parameters for acceptable recovery of
electronic personal information should be defined as part of the business continuity plan.
In addition, the recovery of electronic personal information should also form part of the

testing associated with business continuity management processes.

9.4.2 OPERATIONAL COMPONENT
The operational component of the model of operation of security safeguards is associated
with 6 security safeguards, as illustrated in Figure 9.5 below, which encapsulates the

execution of processes driven from a people perspective.

01- SECURITY PROCEDURES AND PROCESSES

0 CHANGE AND CONFIGLRATION MANAGEMENT, AVAILABILITY MANAGEMENT, INCIDENT MNAGENENT, BACKUP MANAGENENT,

u USER ACCOUNT AND ACCESS MANAGENENT AND KEY MANAGEMENT PROCEDURES AND PROCESSES

: 5 02- BASELINE INFRASTRUCTURE SECURITY STANDARDS
q580 SERVER, WORKSTATION AND LAPTOP OPERATING SYSTENS. DATABASE, WER SERVER, NETHORK COMPONENT (FIREWALLS, ROUTERS, WIRELESS) SECURITY STANDARDS
furg 03 - SECURITY AWARENESS AND TRAINING
FOy 8 ENPLOYEE, CONTRACTOR OR THIRD PARTY OPERATOR SECURITY AWARENESS AND TRANING SESSIONS
£500 04 SECURTY HONTTORIG, NCIDENT AND REPORTING
3§0g | CENTRASED AUDITLOGGING HONTORING AND NCIDENT NAAGEMENT PROCESSES PROVIDE THE PLATFORM FOR SECURITY REPORTING TO DFFERENT STAKEFOLDERS AS REQURED

Se 05 - SECURITY ASSESSMENT

g ASSESSHENT OF THE TECHNICAL, ORGANISATIONAL, PROCEDURAL ADMINISTRATIVE OR PHYSICAL SECURITY POSTURE

i 06 - DISASTER RECOVERY

PEOPLE, PROCESSES AND TECHNOLOGY REQUIRED TO ENSURE CONTINUED GPERATIONS IN THE EVENT OF A DISASTER

Figure 9.5: Model of Operation of Security Safeguards - Operational Component

The O1: Security Procedures and Processes security safeguard within the operational
component requires the definition, approval and implementation of security procedures
and processes to address electronic personal information. As such, security procedures
and processes for change and configuration management, patch management, availability
management, incident management, backup management, user account and access

management as well as the management of encryption keys to secure data channels and
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enforce encryption should be defined or updated if they already exist, to specifically make

provision for electronic personal information.

To prevent the adoption of default configurations and to ensure consistent configurations
of all technology infrastructure (server, workstation and laptop operating systems,
database servers, network components (firewalls, routers, wireless) and web servers),
which store, process or transmit electronic personal information, the O2: Baseline
Infrastructure Security Standards security safeguard within the operational component
requires the definition of baseline infrastructure security standards. Once defined, the

baseline infrastructure security standards should be approved for implementation.

The O3: Security Awareness and Training security safeguard within operational
component specifies the need for employees, contractors or third party operators to be
provided with security awareness and training, specifically focused on securing electronic
personal information. The security awareness and training may take the form of formal
awareness and training sessions as well as via communication platforms such as posters,

videos and emails.

In order for the O4: Security Monitoring, Incident and Reporting security safeguard within
the operational component to be effective, all audit logs from applications as well as the
technology infrastructure associated with electronic personal information needs to
maintain audit logs. This will enable security monitoring, incident identification and
reporting for all applications and the technology infrastructure associated with electronic
personal information. In addition, security monitoring should encompass persistent and
remote asset tracking of all information assets that store, process or transmit electronic
personal information. The incident aspect of this safeguard should provide for the ability to
identify a security incident associated electronic personal information. Lastly, the reporting
aspect of this safeguard should cater for the ability to report on any malicious activities or

data breaches of electronic personal information.
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The O5: Security Assessment security safeguard is in place to test the security posture
from a technical, institutional, procedural, administrative or physical security perspective
as it relates to electronic personal information. As such, security assessments in the form
of penetration tests should be performed on a regular basis to identify technical,
organisational, procedural, administrative or physical security weaknesses. The
weaknesses identifies should be dealt with in an effective and efficient manner to ensure

the confidentiality and integrity of electronic personal information.

In the event of a disaster, to continue operations electronic personal may be required by
the institution therefore the O6: Disaster Recovery security safeguard within the
operational component requires the people, processes and technology associated with
electronic personal information to be defined. As such in the event of a disaster, the
people, processes and technology associated with electronic personal information should
enable the recovery of the required electronic personal information to ensure continued

operations.

The security procedures and processes, baseline infrastructure security standards,
security awareness and training, security monitoring, incident and reporting as well as the
security assessment security safeguards within the operational component are as a result
of the information security policy and risk management security safeguards of the
management component. In addition, the security monitoring, incident and reporting
security safeguard of the operational component is utilised to enforce the supplier and
service level management aspect within the management domain. The disaster recovery
security safeguard of the operational component provides the people, processes and
technology required to ensure continued operations in the event of a disaster and is a
direct result of the business continuity management security safeguard of the

management component.
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9.4.3 TECHNICAL COMPONENT

The technical component of the model of operation of security safeguards is associated
with 9 security safeguards, as illustrated in Figure 9.6 below, is technology driven to
enable the execution of security safeguards.

T1 - Dedicated Network Segment - Electronic Personal { Demilitarised Zone
Information T8 - Audit
Logs
T2 - Electronic Personal T5 Websita
Information Data Fﬂ Requesting and
Channel 2
N4 e

Wb Server (Websie Requesting
and Disseminating Personal
Informasian)

T2 - Electronic Personal
Information Data
Channel

T8 - Audit
Logs

T8 - Aucit
Logs

Corperate
Website

F-a

NS
T1,T3, 75 T6 -
Firewall

‘Wieh Sarver (Comorane Websiie)

Carporate Network

TECHMICAL
COMPONENT

T8 - Audit

Logs

T1,72,7T3,75, 79 -
Dat e

1,72, T3, 75,78, T9-
Centralised

Audit Logging
Server

( Netwark

Electronic Persanal
\ Infarmation)

Segment Access

Warkstation,
Laptop and
Mabilke
Devices

(EXECUTION OF SECURITY SAFEGUARDS - TECHNOLOGY DRIVEN)

Corporate Network Segment

T1: Network Segmentation

T2: Encryption

T3: Server and Network Compaonent Security
Td: Workstation, Laptop and Mabile Security
T5: File Integrity

Té: Firewalls

T7: Physical and Environmental Security
T8: Centralised Audit Logging

Té: Data Loss Prevention

Figure 9.6: Model of Operation of Security Safeguards - Technical Component

The model of operation of security safeguards is premised on the centralisation of
electronic personal information and this is supported by the T1: Network Segmentation
security safeguard. As such, the T1: Network Segmentation security safeguard will enable
the creation of a central point for the processing and storing of electronic personal
information. Therefore, all application and database servers that respectively process and
store electronic personal information should be located on a dedicated network segment
(may be a wired or wireless network or a combination thereof) that is separated from the

rest of the corporate network.

The T2: Encryption safeguard is the next security safeguard within the technical

component of the model of operation of safeguards. This safeguard deals with the
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encryption of all electronic personal information that is stored or transmitted. Therefore, all
information assets, such as databases, which store electronic personal information should
be identified and encrypted. In addition, all electronic personal information transmitted
(flowing into and out of the dedicated network segment) should take place over encrypted
data channels, therefore it is critical to identify all data channels associated with electronic
personal information flowing into and out of the dedicated network segment. The use of
encryption will significantly increase the ability to preserve the confidentiality and integrity

of electronic personal information.

The next security safeguard T3: Server and Network Component Security deals with
implementing the approved baseline infrastructure security standards defined within the
0O2: Baseline Infrastructure Security Standards security safeguard as part of the
operational component of the model of operation of security safeguards. As such, all
technology infrastructure components (server, workstation and laptop operating systems,
database servers, network (firewalls, routers, wireless) and web servers), which store,
process or transmit electronic personal information should be configured in accordance

with the approved baseline infrastructure standards.

The security safeguard T4: Workstation, Laptop and Mobile Security is applicable to
workstations, laptops and mobile devices in a similar fashion to the security safeguard T3:
Server and Network Component Security, which was applicable to server and network
components. As such, all workstations, laptops and mobile devices in an institution, with
access to electronic personal information should be configured in accordance with the
approved baseline infrastructure standards. Furthermore, workstations and laptops should
be locked down to prevent users to change the configuration or install additional
applications. In addition, to track the location of workstations, laptops and mobile devices,
if supported, firmware basic input output system (BIOS) based tracking should be

implemented.

The T5: File Integrity security safeguard ensures the integrity of all configurations

associated with server and network components. Therefore, after configuring all server
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and network components which store, process or transmit electronic personal information
in accordance with the approved baseline infrastructure standards, each configuration
should be associated with a unigue value known as a hash value. Thereafter, on a regular
basis, to ensure that no unauthorised changes were affected to configurations of server
and network devices hash value validation should be performed. This validation entails
comparing the hash value associated with configuration to the hash value generated
during hash value validation, if no changes were affected to the configuration the hash
values should match and in the event of unauthorised changes to the configuration the
hash values will not match. In the event of authorised changes to a configuration as a
result of an approved update to the baseline infrastructure standard, a new hash value

should be generated to be associated with the updated configuration.

The next security safeguard T6: Firewalls enables the separation of the application and
database servers that respectively process and store electronic personal information
located on a dedicated network segment from the rest of the corporate network. Therefore,
a firewall should be deployed as part of the dedicated network segment to create the
segmentation between the dedicated network segment and the corporate network
segment. In addition, the firewall should be used to control access to the dedicated

network segment.

In terms of the security safeguard, T7: Physical and Environmental Security, physical and
environmental security safeguards need to be in place within the server rooms hosting the
applications as well as the technology infrastructure associated with the storage,
processing and transmission of electronic personal information. Physical security
safeguards will allow for physically securing the server rooms hosting the applications as
well as the technology infrastructure associated electronic personal information by strictly
controlling physical access to the server rooms. To address environmental hazards such
as floods and fire the server rooms require environmental controls to be deployed to

mitigate the associated risk.
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The T8: Centralised Audit Logging security safeguard necessitates audit logs to be
maintained for all applications as well as the technology infrastructure associated with
storing, processing and transmitting electronic personal information. These audit logs
should be sent to a centralised audit logging server located in the dedicated network
segment. The centralised audit logging server should analyse the audit logs in order to
identify ineffective security safeguards and security incidents. In addition, the centralised
audit logging based on the audit logs maintained will play a critical part when conducting
an investigation in the event of a data breach of electronic personal information.

Lastly the T9: Data Loss Prevention security safeguard enables the prevention of
electronic personal information within the institution specifically focused on workstations,
laptops and mobile devices. As such, data loss prevention should be enforced on
workstations, laptops or mobile devices that have access to electronic personal
information. In addition, as an additional layer of security it is also recommended to
implement data loss prevention on servers within the dedicated network segment such as
the application, database and centralised audit logging servers to prevent the loss of

electronic personal information.

Based on how the security safeguards within the technical component of the model of
operation of safeguards should be implemented, Table 9.4 below demonstrates the
relationship between the information assets, data channels and the associated security
safeguards within the technical component of the model of operation of safeguards as
illustrated in Figure 9.6 above. The process to identify the information assets is provided

and illustrated in Table 9.2 above within section 9.3 of this chapter.

Table 9.4: Relationship between the Information Assets, Data Channels and the Associated

Security Safeguards

Information asset /| Associated security safeguard (technical component)

data channel

Dedicated Network | T1: Network Segmentation - The dedicated network segment
Segment that is created which is separated from the corporate network
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Information asset /| Associated security safeguard (technical component)
data channel
segment and consists of the application server (processing
electronic personal information), database server (storing
electronic personal information) and the centralised audit
logging server.
Application Server | T1: Network Segmentation - The application server processing
(Processing Electronic | electronic personal information forms part of the dedicated

Personal Information)

network segment.

T3: Server and Network Component Security - The application
server processing electronic personal information is configured
in accordance with the approved baseline infrastructure

security standards.

T5: File Integrity - The configuration of the application server
processing electronic personal information is associated with a
hash value and via file integrity monitoring it is subject to hash
value validation to ensure no unauthorised changes to the
configuration implemented as per the approved baseline

infrastructure security standards.

T9: Data Loss Prevention - The application server processing
electronic personal information implements data loss
prevention to prevent the loss of electronic personal

information.

Database

(Storing

Server

Electronic

Personal Information)

T1: Network Segmentation - The database server storing
electronic personal information forms part of the dedicated

network segment.

T2: Encryption - The database server storing electronic
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Information asset /[

data channel

Associated security safeguard (technical component)

personal information is encrypted.

T3: Server and Network Component Security - The database
server storing electronic personal information is configured in
accordance with the approved baseline infrastructure security

standards.

T5: File Integrity - The configuration of the database server
storing electronic personal information is associated with a
hash value and via file integrity monitoring it is subject to hash
value validation to ensure no unauthorised changes to the
configuration implemented as per the approved baseline

infrastructure security standards.

T9: Data Loss Prevention - The database server storing
electronic  personal information implements data loss
prevention to prevent the loss of electronic personal

information.

Centralised

Logging Server

Audit

T1: Network Segmentation - The centralised audit logging

server forms part of the dedicated network segment.

T2: Encryption - The centralised audit logging server is

encrypted to secure the audit logs stored for further analysis.
T3: Server and Network Component Security - The centralised
audit logging server is configured in accordance with the

approved baseline infrastructure security standards.

T5: File Integrity - The configuration of the centralised audit
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Information

data channel

asset

/

Associated security safeguard (technical component)

logging server is associated with a hash value and via file
integrity monitoring it is subject to hash value validation to
ensure no unauthorised changes to the configuration
implemented as per the approved baseline infrastructure
security standards.

T8: Centralised Audit Logging - All audit logs from
workstations, laptops, mobile devices, the web site requesting
and disseminating electronic personal information as well as
the audit logs from the application server processing electronic
personal information and the database server storing electronic
personal information is sent for analysis to the centralised audit

logging server.

T9: Data Loss Prevention - The centralised audit logging server
implements data loss prevention to prevent the loss of audit

logs stored for further analysis.

Server Room

T7: Physical and Environmental Security - The server room
hosting the applications as well as the technology infrastructure
(dedicated network segment which contains the application,
database and centralised audit logging servers) associated
with the storage, processing and transmission of electronic
personal information implements physical and environmental

security.

Firewall

T3: Server and Network Component Security - The firewall is
configured in accordance with the approved baseline

infrastructure security standards.

T5: File Integrity - The configuration of the firewall is associated
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Information asset /[

data channel

Associated security safeguard (technical component)

with a hash value and via file integrity monitoring it is subject to
hash value validation to ensure no unauthorised changes to
the configuration implemented as per the approved baseline
infrastructure security standards.

T6: Firewalls - The firewall is implemented to control access to
the dedicated network segment that hosts the application,

database and centralised audit logging servers.

Workstations, Laptops
or Mobile Devices

T2: Encryption - The workstations, laptops or mobile devices
are encrypted to secure the associated electronic personal

information.

T4: Workstation, Laptop and Mobile Security - Workstations,
laptops or mobile devices are configured in accordance with
the approved baseline infrastructure security standards and
locked down to prevent the user to change the configuration or
install additional applications. Furthermore, firmware basic
input output system (BIOS) based tracking is implemented on

supported devices.

T5: File Integrity - The configuration of workstations, laptops or
mobile devices are associated with a hash value and via file
integrity monitoring it is subject to hash value validation to
ensure no unauthorised changes to the configuration
implemented as per the approved baseline infrastructure

security standards.

T9: Data Loss Prevention - The workstations, laptops or mobile
devices implement data loss prevention to prevent the loss of

electronic personal information and asset tracking is enabled
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Information asset /| Associated security safeguard (technical component)

data channel

on workstations, laptops or mobile devices that do not support

firmware basic input output system (BIOS) based tracking.

Web Server (Web site | T3: Server and Network Component Security - The web server

Requesting and | hosting the web site requesting and disseminating electronic
Disseminating personal information is configured in accordance with the
Electronic Personal | approved baseline infrastructure security standards.

Information)
T5: File Integrity - The configuration of the web server hosting
the web site requesting and disseminating electronic personal
information is associated with a hash value and via file integrity
monitoring it is subject to hash value validation to ensure no
unauthorised changes to the configuration implemented as per
the approved baseline infrastructure security standards.

Electronic Personal | T2: Encryption - All data channels that enable the transmission
Information Data | of electronic personal information are encrypted.
Channel

In essence, the security safeguards within the technical component of the model of
operation of safeguards, as illustrated in Figure 9.6, involves segmenting the network to
include application, database and other servers associated with electronic personal
information in a separate dedicated network segment from the rest of the corporate
network. Furthermore, all electronic personal information that enters or leaves the
separate dedicated network segment should utilise encrypted data channels as well as a
firewall at the perimeter of the dedicated network segment. The servers, network
components, workstations and laptops that store, process and transmit personal
information should be secured by the implementation of the defined and approved
baseline infrastructure security standards. These configurations should form part of file
integrity monitoring processes via hash value validation to identify any changes to the

configurations. Physical access to the server rooms where the actual servers are located
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that store, process and transmit electronic personal information should be strictly
controlled and the server room should appropriately mitigate risks associated with
environmental hazards. In the event of a data breach where electronic personal
information is compromised a central audit logging server which should maintain audit logs
of all applications and technology infrastructure components will serve as the critical
evidence source during an investigation. Lastly, data loss prevention should be
implemented to ensure that electronic personal information is not leaked from
workstations, laptops or mobile devices as well as servers that store, process and transmit

electronic personal information.

The model of operation of security safeguards through the management, operational and
technical components clearly guides one on how the selection of security safeguards as
per section 9.2 of this chapter should be implemented to achieve and maintain
confidentiality and integrity of electronic personal information as required by Condition 7 of
the POPI Act (2013). The next section which follows provides a critical evaluation of the
model of operation of security safeguards.

9.5 CRITICAL EVALUATION - BENEFITS AND LIMITATIONS
A critical evaluation of the model of operation of security safeguards led to the
identification of benefits and limitations associated with the model of operation of security

safeguards.

Sikhungo (2016) states that: “POPI does not provide a “tick list” of security requirements to
meet”’. Gawande (2012) is however a huge proponent of the “tick list” approach, also
referred to as the “checklist” approach, and argues that it is often overlooked when
addressing complex problems and provides a means to ensure that all aspects are
covered quickly and concisely. As such a major benefit of the model of operation of
security safeguards is that it not only provides South African institutions with a “tick list” of
security requirements in the form of the selection of security safeguards within the
proposed POPI Condition 7 framework (which were validated by 167 participants), but

goes a step further by providing guidance on how the selection of security safeguards
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within the proposed POPI Condition 7 framework should be implemented to achieve and
maintain confidentiality and integrity of electronic personal information as required by
Condition 7 of the POPI Act (2013).

The model of operation of security safeguards may be applied within any institution in the
public or private sector, independent of the institution size or industry sector, that needs to
ensure confidentiality and integrity of electronic personal information required to ultimately
achieve and maintain compliance with Condition 7 of the POPI Act (2013).

Furthermore, the model of operation of security safeguards has a pre-requisite for
identifying all electronic personal information stored, processed or transmitted by an
institution. As a result, an approach to identify all the electronic personal information is
provided as part of the model of operation of security safeguards as a precursor in section
9.3 of Chapter 9.

Another major benefit associated with the model of operation of security safeguards is that
from a technical component perspective, since the model of operation of security
safeguards is premised on the creation of a dedicated network segment for the processing
and storing of electronic personal information, separate from the corporate network, it may
be applied to centralised or decentralised architectures. In a centralised architecture a
single dedicated network segment is created and the storage and processing of electronic
personal information all occurs at the single dedicated network segment. For example, in a
centralised architecture if the single dedicated network segment is at head office and when
electronic personal information is received at a regional level, this information will be
transmitted to the single dedicated network segment at head office for storage or
processing. An advantage of applying the model of operation of safeguards to a
centralised architecture is that it offers easier administration, reduces the need to apply

multiple safeguards in multiple locations.

In a decentralised architecture there is more than one dedicated network segment for the

processing and storing of electronic personal information. For example, in a decentralised
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architecture there is a dedicated network segment at head office for all storage and
processing of electronic personal information in that environment and there are dedicated
network segments at regional level for storing and processing electronic personal
information at those specific levels. An advantage of applying the model of operation of
safeguards to a decentralised architecture is that it eliminates a central point of failure and
offers enhanced performance with multiple locations for storing and processing electronic

personal information.

In addition, the model of operation of security safeguards applies the defence in depth
principle (several security safeguards in place instead of a single security safeguard to
protect information assets) based on the selection of security safeguards from the
proposed POPI Condition 7 framework associated with the model of operation of security
safeguards. For example, the dedicated network segment responsible for storing and
processing of electronic personal information advocates the use of a firewall (T6: Firewalls
security safeguard) in conjunction with encrypting (T2: Encryption security safeguard)

electronic personal information transmitted and stored.

The strategic and operational components of the model of operation of security safeguards
may be applied to personal information in both electronic format (within information
systems and their corresponding databases) and non-electronic format (hard copy or

paper based outside information systems).

The model of operation of security safeguards is dependent on a selection of security
safeguards, ideally the selection of security safeguards from the proposed POPI Condition
7 framework, in support of the management, operational and technical components

defined within the model.

There are limitations associated with the application of the model of operation based on
the architecture. As such, applying the model of operation of security safeguards to a
centralised architecture is that it creates a central point of failure and if there are multiple

locations, which are geographically dispersed there may be performance related issues
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impacting the processing and storage of electronic personal information. The application of
the model of operation of security safeguards in a decentralised architecture may lead to
greater costs as multiple security safeguards need to be implemented in multiple locations
and there is a greater deal of administration required.

The last limitation associated with the model of operation of security safeguards is that the

technical domain is applicable only to personal information in electronic format.

9.6 CONCLUSION

This chapter concluded Part 6 (Model of Operation of Security Safeguards) of this thesis
by addressing research question 6 through a proposed model of operation of security
safeguards. The proposed model of operation of security safeguards provided guidance
on how the selection of security safeguards within the “Secure” phase of the proposed
POPI Condition 7 framework should be implemented to achieve and maintain the
confidentiality and integrity of electronic personal information as required by Condition 7 of
the POPI Act (2013). This included an overview of the revised selection of security
safeguards as a result of the POPI research survey results in Chapter 8 and the
prerequisites applicable to the model of operation of security safeguards. Lastly, the
benefits and limitations associated with the model of operation of security safeguards was
provided as part of a critical evaluation.

Part 7 (Conclusion), through the final chapter which follows, is devoted to concluding this

thesis.
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10.1 INTRODUCTION

In Chapter 9, a model of operation of security safeguards to guide one on how the
selection of security safeguards should be implemented to achieve and maintain the
confidentiality and integrity of electronic personal information as required by Condition 7 of
the Protection of Personal Information (POPI) Act (Act 4 of 2013) was proposed. This
chapter assesses the extent to which the research problem guided by research questions
and the research objectives defined in Chapter 1 have been addressed. Furthermore, the
research contribution associated with this thesis is provided followed by potential areas of

future research.

10.2 RESEARCH PROBLEM ADDRESSED
Condition 7 of the POPI Act (2013), requires a selection of security safeguards to ensure
the confidentiality and integrity of personal information. However, the research problem
identified was that the legislative requirement of Condition 7 of the POPI Act (2013) is spelt
out in Sections 19, 20, 21 and 22, but the requirements are not supported by specific
guidance in terms of how the requirements should be satisfied. There is also no specific
guidance on the security safeguards, as required in Section 19, to ensure the
confidentiality and integrity of specifically electronic personal information for the purpose of
this thesis. Sikhungo (2016) confirmed this problem and stated that: “POPI does not
provide a “tick list” of security requirements to meet. Responsible parties must consider
applicable industry security practices and then implement security appropriate security
measures for the business.” Therefore, in providing a solution to the aforementioned
research problem, specifically focused on Condition 7 of the POPI Act (2013) and limited
to electronic personal information, the following 6 research questions formulated and
associated with the research problem were addressed as follows:
e Research question 1 - To what extent does the privacy legislation of the European
Union (EU) and South Africa addresses the international 2013 Organisation for

Economic Co-operation and Development (OECD) guidelines?

Chapter 4 of the thesis provided an analysis in terms of the extent to which the

privacy legislation of the EU and South Africa address the international 2013
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Organisation for OECD guidelines. In addition, a critical evaluation of the analysis in
terms of the extent to which the privacy legislation of the EU and South Africa
addresses the international 2013 OECD guidelines led to the identification of
similarities and differences associated with the privacy legislation compared as part
of the analysis.

e Research question 2 - How can South African institutions, who store, process and
transmit electronic personal information achieve and maintain compliance with
Condition 7 of the POPI Act (2013), including the security safeguards to be
considered to ensure confidentiality and integrity of electronic personal information?

By addressing this research question a solution directly associated with the
research problem was provided within Chapter 5, in the form of a proposed POPI
Condition 7 framework to ultimately address the requirements of Condition 7 of the
POPI Act (2013), specifically in relation to electronic personal information. The
proposed POPI Condition 7 framework consisted of a 4-phased (“ldentify”,
“Secure”, “Monitor and Report” and “Remediate”) approach, which encapsulated a
specific selection of 20 security safeguards across 3 domains (management,
operational and technical) as part of the “Secure” phase to ensure confidentiality
and integrity of electronic personal information stored, processed or transmitted.
Furthermore, as a result of a critical evaluation, benefits and limitations associated

with the POPI Condition 7 framework were identified.

e Research question 3 - What is the current level of compliance by South African
institutions to the POPI Act (2013) and specifically Condition 7 of the POPI (2013)
Act?

Based on the analysis of the POPI research survey results associated with 167
participants the current level of compliance with the POPI Act (2013) as well as with
Condition 7 of the Act was ascertained within Chapter 7. Furthermore, the analysis
of the POPI research survey results provided the overall level of understanding of
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the POPI Act (2013) by the 167 participants who participated in the POPI research
survey. In addition, the POPI research survey results provided the financial value
associated with electronic personal information as well as the potential impact of a
data breach of electronic personal information. Lastly, a critical evaluation led to the
identification of key findings and recommendations based on the analysis of the
POPI research survey results.

e Research question 4 - What is the current state of security safeguards within South
African institutions to achieve compliance with Condition 7 of the POPI Act (2013),

specifically in relation to electronic personal information?

The analysis of the POPI research survey results associated with 167 participants
provided the current state of security safeguards within South African institutions to
achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation
to electronic personal information, within Chapter 8. This assessment explored the
applicability, extent of implementation and completeness of the selection of security
safeguards proposed as part of the “Secure” of the proposed POPI Condition 7
framework. In addition, a critical evaluation led to the identification of key findings

and recommendations based on the analysis of the POPI research survey results.

e Research question 5 - To what extent is the selection of security safeguards

proposed as part of the framework within this thesis valid?

By obtaining an understanding the current state of security safeguards in terms of
applicability and completeness, the validity of the selection of security safeguards
within the proposed POPI Condition 7 framework was provided in Chapter 8 of this
thesis. Furthermore, as a result of the outcome of the validity of the selection of
security safeguards within the proposed POPI Condition 7 framework, key findings

and recommendations were identified as part of a critical evaluation.
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10.3

Research question 6 - How can the security safeguards proposed as part of the
framework within this thesis be implemented to achieve and maintain confidentiality
and integrity of electronic personal information as required by Condition 7 of the
POPI Act (2013)?

A model of operation of security safeguards was proposed in Chapter 9 to guide
one on how the selection of security safeguards within the “Secure” phase of the
proposed POPI Condition 7 framework should be implemented to achieve and
maintain confidentiality and integrity of electronic personal information as required
by Condition 7 of the POPI Act (2013). Furthermore, as a result of a critical
evaluation benefits and limitations associated with the model of operation of

security safeguards were identified.

RESEARCH OBJECTIVES ACCOMPLISHED

Taking into account the research goal and scope in conjunction with the research problem

and associated research questions, this thesis accomplished the following research

objectives:

Explored the concept and principles of privacy as well as the importance of privacy.
It also provided an overview of the global privacy legislative landscape within
Chapter 2.

Provided an overview of South African privacy legislation in Chapter 3.

Analysed, in Chapter 4, the extent to which the privacy legislation of the EU and
South Africa addresses the international 2013 OECD guidelines.

Chapter 5 proposed a framework that includes a selection of security safeguards
that may serve as a frame of reference and be used by South African institutions
that store, process and transmit electronic personal information, to ultimately
achieve and maintain compliance with Condition 7 of the POPI Act (2013).
Assessed the level of compliance with the POPI Act (2013) and specifically
Condition 7 of the Act through the POPI research survey aimed at participants from

South African institutions within Chapter 7.
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e Chapter 8 assessed, through the POPI research survey aimed at participants from
South African institutions, the current state of security safeguards within South
African institutions to achieve compliance with Condition 7 of the POPI Act (2013),
specifically related to electronic personal information.

e Validated the selection of security safeguards of the proposed POPI Condition 7
framework, as part of Chapter 8, by evaluating the applicability and completeness of
the selection of security safeguards through the POPI research survey aimed at
participants from South African institutions who store, process and transmit
electronic personal information.

e Chapter 9 proposed a model of operation of security safeguards to guide how the
selection of security safeguards should be implemented to achieve and maintain the
confidentiality and integrity of electronic personal information as required by
Condition 7 of the POPI Act (2013).

10.4 RESEARCH CONTRIBUTION

In light of the achievement of the research objectives there are 2 major research
contributions made by this thesis. Firstly, the proposed POPI Condition 7 framework within
Chapter 5 would now provide South African institutions with a 4-phased approach to
ultimately address the requirements of Condition 7 of the POPI Act (2013), specifically in
relation to electronic personal information. In addition, the “Secure” phase of the proposed
POPI Condition 7 framework provides specific guidance on the security safeguards, as
required in Section 19, to ensure the confidentiality and integrity of specifically electronic
personal information. The second major research contribution associated with this thesis is
the model of operation of security safeguards as it would provide South African institutions
with guidance on how the selection of security safeguards should be implemented to
achieve and maintain the confidentiality and integrity of electronic personal information as
required by Condition 7 of the POPI Act (2013). In essence, the proposed POPI Condition
7 framework and model of operation of safeguards will greatly assist South African
institutions in their journey to achieve and maintain compliance with Condition 7 of the
POPI Act (2013) by ensuring the confidentiality and integrity of electronic personal

information stored, processed or transmitted.
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Furthermore, this thesis may be associated with a research contribution in terms of the
concept and principles of privacy, importance of privacy, global privacy legislative
landscape and an overview of the South African privacy legislation. This is followed by the
research contribution based on the analysis in terms of the extent to which the privacy
legislation of the EU and South Africa address the international 2013 OECD guidelines.
Lastly, a research contribution is made as it relates to the assessment of the level of
compliance with the POPI Act (2013) and specifically Condition 7 of the Act, as well as the
current state of security safeguards within South African institutions to achieve compliance
with Condition 7 of the POPI Act (2013), specifically related to electronic personal

information.

10.5 FUTURE RESEARCH

Future research may be conducted in 3 areas as a result of this thesis. Firstly, an analysis
in terms of the extent to which revised privacy legislation of the EU effective from 25 May
2018 addresses the international 2013 OECD guidelines. Secondly, an assessment of the
level of compliance with the POPI Act (2013) and specifically Condition 7 of the Act as well
as the state of security safeguards within South African institutions after the grace period
of 1 year to comply expires upon the enforcement of the POPI Act (2013), which is still to
be announced. Lastly, upon the enforcement of the POPI Act (2013), an analysis of the
extent to which the proposed POPI Condition 7 framework and model of operation of
safeguards assisted South African institutions in their journey to achieve and maintain
compliance with Condition 7 of the POPI Act (2013) by ensuring the confidentiality and

integrity of electronic personal information stored, processed or transmitted.

Furthermore, in order for the proposed POPI Condition 7 framework and model of
operation of safeguards to transcend the academic sphere and reach South African
institutions to ultimately assist them in their journey to achieve and maintain compliance
with Condition 7 of the POPI Act (2013), by ensuring the confidentiality and integrity of
electronic personal information stored, processed or transmitted, this thesis will be made
available in the University of Pretoria library and further promoted on social media

platforms. In addition, a meeting will be scheduled with the Information Regulator (POPI
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Act, 2013) to share the proposed POPI Condition 7 framework and the model of operation
of safeguards as this may serve as a frame of reference and assist the Information
Regulator when developing further regulations, guidelines or practice notes in support of
the POPI Act (2013).

10.6 CONCLUSION

Part 7 (Conclusion) of this thesis in this chapter served to conclude the research and as
such assessed the extent to which the research problem, guided by research questions
and research objectives defined in Chapter 1, were addressed. This was followed by the
research contribution associated with the thesis as well as the potential areas of future

research.

This chapter is followed by the appendices associated with this thesis as well as a
bibliography of research consulted during the formulation of this thesis.

197

© University of Pretoria



P

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Que® YUNIBESITHI YA PRETORIA

APPENDICES

198

© University of Pretoria



£
UNIVERSITEIT VAN PRETORIA

6 UNIVERSITY OF PRETORIA

Que® VYUNIBESITHI YA PRETORIA

Appendix A - Summary of High Profile Data Breaches

APPENDIX A - SUMMARY OF HIGH PROFILE DATA BREACHES

Institution

Data breach details

Ashley Madison

37 million records exposed including names, hashed passwords,

addresses, phone numbers and transaction information.

Korean
Pharmaceutical

Information Centre

Medical information exposed relating to approximately 90% of

the South Korean population.

Sony Entertainment

Emails between Sony executives, copies of unreleased movies,

salaries of executives and movie stars, and personal
information, including social security numbers of employees and

their dependents exposed.

U.S. Office of | 21.5 million past, present and potential employee records

Personnel exposed, which included social security numbers, names,

Management addresses, and for some employee records detailed financial
and personal information needed to obtain a security clearance,
including fingerprints.

Target 40 million customer credit and debit card records exposed.

AdultFriendFinder.com

Personal information associated with 412 million users exposed.

Cisco Personal information of job-seekers exposed.

Dropbox 68 million user email addresses and passwords exposed.
Internal Revenue | Personal information associated with 700 000 American
Service (IRS) taxpayers exposed.

LinkedIn 117 million user email addresses and passwords exposed.

Philippine Commission

Personal information of every single voter in the Philippines

on Elections exposed, equating to approximately 55 million people.

Snapchat Personal information associated with 700 current and former
employees exposed.

Yahoo Personal information associated with 1 billion Yahoo accounts

exposed.

Source: Adapted from Identity Force (2016) and Internet Society (2016)
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APPENDIX B - MINIMUM REQUIREMENTS OF THE POPI AcCT

Chapter Chapter _
number description section
Definitions  and | 1. Definitions
! purpose 2. Purpose of Act
3. Application and interpretation of Act
4. Lawful processing of personal information
5 Applications 5. Rights of data subjects
provisions 6. Exclusions
7. Exclusion for journalistic, literary or artistic
Purposes
Conditions for lawful processing of personal information
Part A - Processing of personal information in general
Condition 1 - | 8. Responsible party to ensure conditions for
Accountability lawful processing
Condition 2 - 9. Lav.vfl.JIne-ss of processing
Processing 10. MlnlmalltY o .
limitation 11. Consent, justification and objection
12. Collection directly from data subject
Condition 3 - | 13. Collection for specific purpose
3 Purpose 14. Retention and restriction of records
specification
Condition 4 - | 15. Further processing to be compatible with
Further purpose of collection
processing
limitation
Condition 5 - | 16. Quality of information
Information
quality
Condition 6 - | 17. Documentation
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Chapter Chapter .
number description section
Openness 18. Natification to data subject when collecting
personal information
19. Security measures on integrity and
confidentiality of personal information
Condition 7 - | 20. Information processed by operator or person
Security acting under authority
safeguards 21. Security measures regarding information
processed by operator
22. Notification of security compromises
Condition 8 - | 23. Access to personal information
Data subject | 24. Correction of personal information

participation

25. Manner of access

Part B -
Processing of
special personal

information

26. Prohibition on processing of special personal
information

27. General authorisation concerning special
personal information

28. Authorisation concerning data subject’s
religious or philosophical beliefs

29. Authorisation concerning data subject’s race

or
ethnic origin

30. Authorisation concerning data subject’s trade
union membership

31. Authorisation concerning data subject’s

political
persuasion

32. Authorisation concerning data subject’s health
or sex life

33. Authorisation concerning data subject’s
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Chapter Chapter .
number description section
criminal behaviour or biometric information
Part C - | 34. Prohibition on processing personal information
Processing of of children
personal 35. General authorisation concerning personal
information of information of children
children
Exemption from | 36. General
conditions for | 37. Regulator may exempt processing of personal
4 processing of information
personal 38. Exemption in respect of certain functions
information
Supervision
39. Establishment of Information Regulator
40. Powers, duties and functions of Regulator
41. Appointment, term of office and removal
of members of Regulator
42. Vacancies
43. Powers, duties and functions of Chairperson
and other members
. Part A - | 44. Regulator to have regard to certain matters
Information 45. Conflict of interest
Regulator 46. Remuneration, allowances, benefits and

47.
48.

49.
50.

privileges of members

Staff

Powers, duties and functions of chief
executive officer

Committees of Regulator
Establishment of Enforcement

Committee
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Chapter Chapter .
o Section
number description
51. Meetings of Regulator
52. Funds
53. Protection of Regulator
54. Duty of confidentiality
55. Duties and responsibilities of Information
Part B - .
_ Officer
Information ' . .
. 56. Designation and delegation of deputy
Officer _ _ _
information officers
57. Processing subject to prior authorisation
58. Responsible party to notify Regulator if
5 Prior processing is subject to prior
authorisation authorisation
59. Failure to notify processing subject to
prior authorisation
60. Issuing of codes of conduct
61. Process for issuing codes of conduct
62. Notification, availability and
commencement of code of conduct
63. Procedure for dealing with complaints
64. Amendment and revocation of codes of
Codes of
7 conduct
Conduct o
65. Guidelines about codes of conduct
66. Register of approved codes of conduct
67. Review of operation of approved code of
conduct
68. Effect of failure to comply with code of
Conduct
g Rights of data | 69. Direct marketing by means of unsolicited
subjects electronic communications
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Chapter Chapter .
number description section
regarding direct | 70. Directories
marketing by | 71. Automated decision making
means of
unsolicited
electronic
communications,
directories  and
automated
decision-making
Trans-border 72. Transfers of personal information outside
? information flows Republic
73. Interference with protection of personal
information of data subject
74. Complaints
75. Mode of complaints to Regulator
76. Action on receipt of complaint
77. Regulator may decide to take no action
on complaint
78. Referral of complaint to regulatory body
10 Enforcement 79. Pre-investigation proceedings of Regulator
80. Settlement of complaints
81. Investigation proceedings of Regulator
82. Issue of warrants
83. Requirements for issuing of warrant

84.
85.
86.

87.

Execution of warrants

Matters exempt from search and seizure
Communication between legal adviser and
client exempt

Objection to search and seizure
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Chapter

number

Chapter

description

Section

88.
89.
90.
91.
92.
93.
94.

95.
96.
97.
98.
99.

Return of warrants
Assessment

Information notice

Parties to be informed of result of assessment

Matters referred to Enforcement Committee

Functions of Enforcement Committee

Parties to be informed of developments during

and result of investigation
Enforcement notice

Cancellation of enforcement notice
Right of appeal

Consideration of appeal

Civil remedies

11

Offences,
penalties
administrative

fines

100.
101.
102.
103.

104.
and | 105.

106.

107.
108.

109.

Obstruction of Regulator

Breach of confidentiality

Obstruction of execution of warrant
Failure to comply with enforcement or
information notices

Offences by witnesses

Unlawful acts by responsible party in
connection with account number
Unlawful acts by third parties in
connection with account number
Penalties

Magistrate’s Court jurisdiction to impose
penalties

Administrative fines

12

General

provisions

110.
111.

Amendment of laws

Fees
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Chapter Chapter .
o Section
number description

112. Regulations
113. Procedure for making regulations
114. Transitional arrangements

115. Short title and commencement

Source: Adapted from POPI Act (2013)
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APPENDIX C - DATA PROTECTION DIRECTIVE

Chapter

number

Chapter title and related articles

General provisions

Article 1: Object of the directive
Article 2: Definitions
Article 3: Scope

Article 4: National law applicable

General rules on the lawfulness of the processing of personal data

Article 5: Conditions under which the processing of personal data is
lawful

Article 6: Principles relating to data quality

Article 7: Criteria for making data processing legitimate

Article 8: Processing of special categories of data

Article 9: Processing of personal data and freedom of expression

Article 10: Information in cases of collection of data from the data subject
Article 11: Information where the data have not been obtained from the
data subject

Article 12: Right of access

Article 13: Exemptions and restrictions

Article 14: Data subjects right to object

Article 15: Automated individual decisions

Article 16: Confidentiality of processing

Article 17: Security of processing

Article 18: Obligation to notify the supervisory authority

Article 19: Contents of notification

Article 20: Prior checking

Article 21: Publicising of processing operations

Judicial remedies, liability and sanctions

Article 22: Remedies
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Chapter

number

Chapter title and related articles

- Article 23: Liability

- Article 24: Sanctions

Transfer of personal data to third countries
- Atrticle 25: Principles

- Article 26: Derogations

Codes of conduct

- Article 27: Codes of conduct

Supervisory authority and working party on the protection of individuals with

regard to the processing of personal data

- Article 28: Supervisory authority

- Article 29 and 30: Working party on the protection of individuals with
regard to the processing of personal data

Community implementing measures
- Article 31: The committee
- Article 32: Final provisions
- Article 33: Commission reporting

- Article 34: Directive addressed to the member states

Source: Adapted from Data Protection Directive (1995)
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APPENDIX D - POP| RESEARCH SURVEY

APPENDIX D.1 - POPI RESEARCH SURVEY: OVERVIEW

Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Overview

— 1%

Dear Participant,
| am a student at the University of Pretoria, currently completing my thesis for my PHD Information Technology.

You have been voluntarily invited to participate in a research questionnaire that will contribute towards research, which forms
part of my thesis as well as research papers or journal articles.

The purpose of the research questionnaire is to ascertain the extent to which the security safeguards applicable to
electronic personal information, to ensure confidentiality and integrity, as required by the Protection of Personal
Information (POPI) Act, have been implemented within public and private sector South African organisations.

Should you agree to participate in the research questionnaire, by accepting the terms and conditions and providing your consent
in the next section, your participation will involve completing a research questionnaire that consist of research questions, which
should take no longer than 10 minutes to complete. The research questionnaire is completely anonymous and at no stage will
you be required to provide identifying information such as personal information (title, name, surname and email address) ar your
organisations name.

As a token of appreciation, at the completion of the research questionnaire a link will be provided to download my previous
research paper, which won the joint based paper at the 10th International Conference on Cyber Warfare and Security
Conference held in March 2015. The previous research paper proposed a selection security safeguards to be considered to
ensure confidentiality and integrity of electronic personal information, in terms of a framework, to achieve and maintain
compliance with Condition Seven of the POPI Act.

Your participation is greatly appreciated.

Thank you

Next
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APPENDIX D.2 - POPI| RESEARCH SURVEY: TERMS AND CONDITIONS

Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Terms and Conditions

This research guestionnaire is aimed at participants of South African public and private organizations leading or involved
in Protection of Personal Information (POPI) Act initiatives (with a specific focus on electronic personal information).

All information obtained from participants as a result of the research questionnaire will only be used for academic purposes and
shall be treated with utmost confidentiality. However, the results of the research questionnaire will be presented in a research
paper or journal article as well as my final thesis and may therefore be referenced by other researchers or organisations.

Only research questionnaires completed from 1 October 2015 to 15 December 2015 will be accepted.

By selecting the “| PROVIDE CONSENT TO COMPLETE THE RESEARCH QUESTIONNAIRE AND ACCEPT THE TERMS AND
CONDITIONS STATED ABOVE™ option below, you willing provide consent to complete the research questionnaire and
understand the terms and conditions stated above.

If you do not want to provide consent to complete the research questionnaire or agree with the terms and conditions stated
above, you may press the “EXIT THIS SURVEY” button at the top right hand corner of this page to exit the research

questionnaire.

* 1. Consent and Acceptance of Terms and Conditions

| provide consent to complete the research questionnaire and accept the terms and conditions stated above.

Prev Next
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APPENDIX D.3 - POPI RESEARCH SURVEY: QUALIFYING QUESTIONS

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section A - Qualifying Questions

In the event the responses to question 2 or 3 are "NO" the survey will exit instead of continuing to the main research questions
which form part of section B. The reason is that subjects from only South African organisations who maintain electronic personal
information and as a result are impacted by the Protection of Personal Information (POPI) Act are required.
* 2. Does your organisation operate within South Africa?
) Yes

) No

* 3. Does your organisation within South Africa maintain electronic personal information and as a result is affected by the

Protection of Personal Information (POPI) Act?
) Yes

) No

Prev Next
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APPENDIX D.4 - POPI RESEARCH SURVEY: MAIN RESEARCH QUESTIONS

Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 4. How would you rate your overall level of understanding of the Protection of Personal Information (POPI) Act?
None
Limited
Basic
Good

Excellent

5. In which sector does your organisation operate?
Private Sector

Public Sector

* 6. Which industry sector best describes your organisation?
Professional Services (Accounting. Legal. Engineering, Real Estate, Actuary, Consulting Services)
Government
Telecommunications
Financial Services (Banking. Investments, Insurance)

Manufacturing

Healthcare

Education

Human Resources

Information Technology

Sales and Marketing

Travel, Tourism. Entertainment

) Automotive. Transport

* 7. What is the size of your organisation?
1 - 20 employees
21 - 50 employees
51 - 100 employees
101 - 500 employees
501 - 1000 employees
1001 - 10000 employees

More than 10000 employees

Prev Next
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Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

[ s3%

* 8. How would you rate your organisations overall compliance to the Protection of Personal Information (POPI) Act?

Mo initiatives under way to ensure compliance

Formal recognition to comply and a project initiated to ensure compliance (security safeguards identified for implementation)
Partial compliance in that a project is underway to ensure compliance (partial implementation of security safeguards)

Full compliance to the Protection of Personal Information (POPI) Act (full implementation of security safeguards)

Unsure of my organisations level of overall compliance to the Protection of Personal Information (POPI) Act

* 9. How would you rate your organisations overall compliance to ensuring confidentiality (prevention of unauthorised
disclosure) and integrity (prevention of unauthorised modification) of electronic personal information as required the

Protection of Personal Information (POPI) Act?
Mo initiatives under way to ensure compliance
Formal recognition to comply and a project initiated to ensure compliance (security safeguards identified for implementation)
Partial compliance in that a project is underway to ensure compliance (partial implementation of security safeguards)
Full compliance (full implementation of security safeguards)

Unsure of my organisations level of overall compliance to ensure confidentiality and integrity of electronic personal information

* 10. What do you estimate is the financial value of electronic personal information maintained by your organisation?

RO to R99.999
R100.000 to R200.000
R200.001 to R300.000
R300.001 to R400,000
R400,001 to R500,000
RS500,001 to R600,000
RE00.001 to RY00.000
R700,001 to R800,000
RE00,001 to R900,000
R900,001 to R1.,000,000
R1.000 000+

Do not know the financial value

* 11. What are the focus areas within your organisation presently to ensure confidentiality and integrity of electronic
personal information as required by the Protection of Personal Information (POPI) Act? (Multiple focus areas may be

selected if applicable) -

[ | management: Information security governance, Risk management, Information security policy. Supplier and service level management,
Business continuity management

Operational: Security procedures and processes. Baseline infrastructure security standards. Security awareness and training. Security

monitoring, incident and reporting, Security assessment, Disaster recovery

[ ] Technical: Network segmentation. Encrypted data channels, Server and network component security. Workstation and laptop security. File
integrity, Firewalls, Physical and environmental security, Gentralised audit logging, Data loss prevention

Unsure of the focus areas within my organisation
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Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 12. What is the status of the following 20 safeguards within your organisation to ensure confidentiality and integrity of

electronic personal information?

Security safeguard Security safeguard in
Security safeguard not considered by my place within my Security safeguard in
applicable to my organisation but currently  organisation however only place and fully
organisation not implemented partially implemented implemented

1. Information security
governance -
Encompasses leadership,
organisational structures
as well as clear roles and
responsibilities for
safeguarding electronic
personal information.

2. Risk management -
Governance, evaluation
and response to risks
presented by electronic
personal information.

3. Information security
policy - Management
direction and support for
information security is
achieved through a
formally defined and
approved information

security policy.

4. Supplier & service
level management -
Contracts with third party
operators external to your
organisation and internal
stakeholders within your
organisation responsible
for providing services in
relation to electronic
personal information.

Prev Next
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Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 12. What is the status of the following 20 safeguards within your organisation to ensure confidentiality and integrity of
electronic personal information?

Security safeguard Security safeguard in
Security safeguard not considered by my place within my Security safeguard in
applicable to my organisation but currently  organisation however only place and fully
organisation not implemented partially implemented implemented

5. Business continuity
management - The ability
to recover from a business
interruption in the most
effective and efficient
manner, which includes
the recovery of electronic
personal information
maintained by your
organisation.

6. Security procedures &
processes - Change and
configuration
management, patch
management, availability
management, incident
management, backup
management, user
account and access
management, encryption
key management for
secure data channels.

Prev Next
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Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 12. What is the status of the following 20 safeguards within your organisation to ensure confidentiality and integrity of
electronic personal information?

Security safeguard Security safeguard in
Security safeguard not considered by my place within my Security safeguard in
applicable to my organisation but currently  organisation however only place and fully
organisation not implemented partially implemented implemented

7. Baseline
infrastructure security
standards - All server,
workstation and laptop
operating systems,
database servers, web
servers, network
components (firewalls,
routers, wireless) that form
part of the technology
infrastructure.

8. Security awareness &
training - Employees,
contractors or third party
operators need to be
provided with awareness
and training with regards
to information security,
with a specific focus
placed on the security of
electronic personal
information.

9. Security monitoring,
incident and reporting -
All audit logs from
applications as well as the
technology infrastructure
is assessed in order to
report on any malicious
activities or data breaches
of electronic personal
information.
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Exit this sun,

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 12. What is the status of the following 20 safeguards within your organisation to ensure confidentiality and integrity of
electronic personal information?

Security safeguard Security safeguard in
Security safeguard not considered by my place within my Security safeguard in
applicable to my organisation but currently  organisation however only place and fully
organisation not implemented partially implemented implemented

10. Security assessment
- Regular security
assessments are
performed to assess the
security posture of the
organisation from a
technical, organisational,
procedural, administrative
or physical security
perspective.

11. Disaster recovery -
People, processes and
technology (including data
backups) associated with
the storage, processing
and transmission of
electronic personal
information is in place.

12. Network
segmentation

- Application and database
servers that respectively
process and store
personal information are
located on a dedicated
network segment that is
separated from the rest of
the corporate network.

Prev Next
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Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 12. What is the status of the following 20 safeguards within your organisation to ensure confidentiality and integrity of
electronic personal information?

Security safeguard Security safeguard in
Security safeguard not considered by my place within my Security safeguard in
applicable to my organisation but currently  organisation however only place and fully
organisation not implemented partially implemented implemented

13. Encrypted data
channels - All electronic
personal information
flowing into and out of the
dedicated network
segment, is encrypted and
access to the data
channels is strictly
monitored and controlled.

14. Server and network
component security - All
server and network
components are
configured to implement
the defined baseline
infrastructure security
standards

15. Workstation and
laptop security -
Workstations and laptops
are configured to
implement the defined
baseline infrastructure
security standards and are
locked down to prevent
the user to change the
configuration or install
additional applications.
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Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 12. What is the status of the following 20 safeguards within your organisation to ensure confidentiality and integrity of
electronic personal information?

Security safeguard Security safeguard in
Security safeguard not considered by my place within my Security safeguard in
applicable to my organisation but currently  organisation however only place and fully
organisation not implemented partially implemented implemented

16. File integrity - All
configurations associated
with server and network
components are
associated with a unique
value known as a hash
value. The hash value
may be used to ascertain
if unauthorised changes
were affected to
configurations.

17. Firewalls - Afirewall is
in place to separate the
application and database
servers that respectively
process and store
electronic personal
information.

18. Physical and
environmental security -
The physical and
environmental security
safeguards in place within
the server rooms hosting
the applications and
technology infrastructure
associated with electronic
personal information.
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Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 12. What is the status of the following 20 safeguards within your organisation to ensure confidentiality and integrity of
electronic personal information?

Security safeguard Security safeguard in
Security safeguard not considered by my place within my Security safeguard in
applicable to my organisation but eurrently  organisation however only place and fully
organisation not implemented partially implemented implemented

19. Centralised audit
logging - Audit logs are
centrally maintained for all
applications as well as the
technology infrastructure
associated with storing,
processing and
transmitting electronic
personal information.

20. Data loss prevention
- The protection of data
loss for data at rest, in
motion or at an end point.
To prevent the loss of
electronic personal
information specifically via
workstations or laptops.
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Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

c—— 75%
* 13. Are there any security safeguards your organisation has considered or implemented in addition to the 20
safeguards listed in question 12 to ensure confidentiality and integrity of electronic personal information? a
No

Yes (If selected, provide a description of the security safeguard and state one of the following options - please provide your response in the
format specified in the example below):

- a) Not implemented

- b) Partially implemented

- ¢) Fully implemented

Example: Security Safeguard Name (Not Implemented)

Prev

Exit this survey

Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Section B - Main Research Questions

* 14. How will a breach/compromise of electronic personal information impact your organisation (select the scenario
below that will have the highest impact on your organisation)?
) Loss of jobs
) Reputational damage
) Penalties (financial or imprisonment)
' Failed audits
) No impact

) Not sure

Prev Next
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Research Questionnaire: South African Protection of Personal Information (POPI) Act - Security
Safeguards Applicable to Electronic Personal Information within Public and Private Sector South African
Organisations.

Token of Appreciation

=

As a token of appreciation, you may download my previous research paper (A Framework of Security Safequards for
Confidentiality and Integrity of Electronic Personal Information), which won the joint based paper at the 10th International
Conference on Cyber Warfare and Security Conference held in March 2015,

The previous research paper proposed a selection security safeguards to be considered to ensure confidentiality and integrity of
electronic personal information, in terms of a framework, to achieve and maintain compliance with Condition Seven of the POPI
Act.

Your participation is greatly appreciated.
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APPENDIX E - ETHICS COMMITTEE APPROVAL

<
UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNI ITHI YA PRETORIA
=g TUNIEES

Reference Number: EBIT/91/2015 01-Oct-2015

Prittish P Dala
EBIT: School of Information Technology
UNIVERSITY OF PRETORIA

Dear Dala,
FACULTY COMMITTEE FOR RESEARCH ETHICS AND INTEGRITY
Your recent application to the EBIT Ethics Committee refers.

1. | hereby wish to inform you that the research project titled "A framewark and madel operation ta
achieve and maintain confidentiality and integrity of electronic personal information to ensure
compliance to Condition Seven of the Protection of Personal Information (POPI) Act No. 4 of 2013.*
has been approved by the Committee.

This approval does not imply that the researcher, student or lecturer is relieved of any accountability in
terms of the Codes of Research Ethics of the University of Pretoria, if action is taken beyond the
approved proposal.

2. According to the regulations, any problem arising from the study or research methodology must be
brought to the attention of the Faculty Ethics Committee via the Faculty Ethics Office.

3. The Committee must be notified on completion of the project.

Approval is granted for the duration of the project or for & period of two years from the date of this letter,
whichever is shorter. Please note that any amendments or changes must be appruved by the Elhics
Committee, and that the applicant should apply for these via the online ethics system,

The Committee wishes you every success with the research project.

(System-generated letter without signature. Please contact the EBIT Ethics Office should you need a paper
copy with signature)

Prof. J.J. Hanekom
Chair. Faculty Committee for Research Ethics and Integrity
FACULTY OF ENGINEERING, BUILT ENVIRONMENT AND INFORMATION TECHNOLOGY

223

© University of Pretoria



&

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Que® YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

APPENDIX F - RESEARCH PUBLICATIONS

University of Venda Proceedings of the
10th International Conference on

Cyber Warfare and Security
Co-hosted by
The University of Venda
and
The Council for Scientific and Industrial Research
Kruger National Park
South Africa

24-25 March 2015

Edited by
Dr Jannie Zaaiman
University of Venda, South Africa
and
Dr Louise Leenen
Council for Scientific and Industrial Research, South Africa

acpi

A conference managed by ACPI, UK

224

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

Proceedings of
The 10th International Conference on
Cyber Warfare and Security
ICCWS-2015

Co-hosted by the
University of Venda
and
The Council for Scientific and Industrial
Research
Kruger National Park
South Africa

24-25 March 2015

Edited by
Dr Jannie Zaaiman
And
Dr Louise Leenen

225

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

Copyright The Authors, 2015. All Rights Reserved.
No reproduction, copy or transmission may be made without written permission from the individual authors.

Papers have been double-blind peer reviewed before final submission to the conference. Initially, paper ab-
stracts were read and selected by the conference panel for submission as possible papers for the conference.

Many thanks to the reviewers who helped ensure the quality of the full papers.
These Conference Proceedings have been submitted to Thomson ISl for indexing.

Further copies of this book and previous year’s proceedings can be purchased from http://academic-
bookshop.com

E-Book ISBN: 978-1-910309-97-1
E-Book ISSN: 2048-9889
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Preface

These Proceedings are the work of researchers contributing to the 10th International Conference on Cyber
Warfare and Security ICCWS-2015, co-hosted this year by the University of Venda and The Council for Scientific
and Industrial Research. The conference is being held at the Kruger National Park, South Africa on the 24-25
March 2015.

The Conference Chair is Dr Jannie Zaaiman from the University of Venda, South Africa, and the Programme
Chair is Dr Louise The opening keynote address this year is given by Mr Laurens Cloete, Group Executive
Operations at the Council for Scientific and Industrial Research (CSIR}, Pretoria, South Africa and the second
keynote will be given by Marius Hamman from the Digital Crimes Unit, Legal & Corporate Affairs, Middle East
& Africa, Microsoft. The second day will be opened by General A) Coetzee of the South African National
Defence Force.

An important benefit of attending this conference is the ability to share ideas and meet the pecple who hold
them. The range of papers will ensure an interesting and enlightened discussion over the full two day
schedule. The topics covered by the papers this year illustrate the depth of the information Operations’
research area, with the subject matter ranging from the highly technical to the more strategic visions of the
use and influence of information in cyber war and information security.

With an initial submission of 134 abstracts, after the double blind, peer review process there are 47 research
papers, 7 PhD research papers, 6 masters research papers, 1 Work in Progress papere and 2 Non-academic
papers published in these Conference Proceedings. These includes contributions from Australia, Botswana,
Czech Republic, Denmark, Germany, Lithuania, Namibia, The Netherlands, Portugal, South Africa, Sudan,
Tunisia, UK, USA.

We wish you a most enjoyable canference.

Dr Jannie Zaaiman
And

Dr Louise Leenen
March 2015
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Conference Committee

Conference Executive

Dr Jannie Zaaiman, University of Venda, South Africa

Dr Louise Leenen, Council for Scientific and Industrial Research, South Africa
Joey Jansen van Vuuren, Council for Scientific and Industrial Research

Suné von Solms, Council for Scientific and Industrial Research, South Africa
Brett van Niekerk, University of KwaZulu-Natal, South Africa

Mini track chairs:
Dr John S. Hurley, Defense University (NDU} iCollege, USA
Dr John McCarthy, Airport CyberSec division, ServiceTec, UK

Committee Members

The conference programme committee consists of key people in the information systems, information warfare
and information security communities around the world. The following people have confirmed their participa-
tion:

Dr. Kareem Kamal A.Ghany (Faculty of Computers & Information, Egypt}; Abukari Abdul Hanan (University For
Development Studies, Ghana}; Prof Azween Abdullah (Malaysian University if Science and Technology, Malay-
sia}; Dr. Bulent Acma (Anadolu University, Eskisehir, Turkey}; Dr. William Acosta (University of Toledo, USA};
Gail-joon Ahn (University of North Carolina at Charlotte, USA); Dr. Todd Andel (University of South Alabama,
USA); Dr. Leigh Armistead (Edith Cowan University, Australia); Johnnes Arreymbi (University of East London,
UK}; Prof. Richard Baskerville (Georgia State University, USA); Prof. Alexander Bligh (Ariel University Center,
Ariel, Israel}; Dr. Svet Braynov (University of lllincis, Springfield, USA); Dr. Raymond Buettner (Naval Post-
graduate School, USA}; lvan Burke (CSIR, Pretoria, South Africa); Dr. Jonathan Butts (AFIT, USA); Ass Prof.
Marco Carvalho (Florida Institute of Technology, USA}; Dr. Joobhin Choobineh (Texas A&M University, USA};
Prof. Sam Chung (University of Washington, Tacoma, USA}, Dr. Nathan Clarke (University of Plymouth, UK}; Dr.
Ronen Cohen (Ariel University Centre, Israel}; Earl Crane {George Washington University, USA); Dr. Michael
Dahan (Sapir College, Israel}; Geoffrey Darnton (Requirements Analytics., UK); Dr. Dipankar Dasgupta (Intelli-
gent Security Systems Research Lab, University of Memphis, USA}; Evan Dembskey {UNISA, South Africa);
Dorothy Denning (Naval Past Graduate School, USA}; jayanthila Devi (Anna university, India}; Dr. Glenn Dietrich
(University of Texas, Antonio, USA); Prokopios Drogkaris (University of the Aegean, Greece}; Barbara Endicott-
Popovsky (Center for Information Assurance and Cybersecurity, University of Washington, Seattle,, USA}; Prof.
Dr. Alptekin Erkollar (ETCOP, Austria); Dr. Cris Ewell (Seattle Children's, USA}; Dr Christophe Feltus (Public Re-
search Centre Henri Tudor, Luxembourg); Larry Fleurantin {Larry R. Fleurantin & Associates, P.A., USA}; Ken-
neth Geers (Cooperative Cyber Defence Centre of Excellence, USA); Dr Ahmad Ghafarian { University of North
Georgia, USA); Prof. Klaus-Gerd Giesen (Université d'Auvergne, France); Kevin Gleason (KMG Consulting, MA,
USAY}; Dr. Samiksha Godara (Shamsher Bahadur Saxena College Of Law, India}; Prof. Dr. Tim Grant (Retired But
Active Researcher, Netherlands., The Netherlands); Mr. Murray Greg (Department of Navy , USA); Virginia Gre-
iman (Boston University, USA); Dr. Michael Grimaila (Air Force Institute of Technology, USA)}; Daniel Grosu
(Wayne State University, Detroit, USA, USA};, Dr ALASADI HAMID (Basra University, Iraq); Dr. Drew Hamilton
(Mississippi State University, USA}); Joel Harding (10 Institute, Association of Old Crows, USA}); Dr. Douglas Hart
(Regis University, USA); Dr. Dwight Haworth (University of Nebraska at Omaha, USA}; Michael Henson (Thayer
School of Engineering at Dartmouth College, Hanaver, USA}; Dr. John Hurley {National Defense University,
USA); Prof. Bill Hutchinson (Edith Cowan University, Australia}; Dr. Berg Hyacinthe (State University of Haiti,
Haiti}; Dr. Cynthia Irvine (Naval Post Graduate School, USA}; Prof. Barry Irwin (Rhodes University, South Africa);
Ramkumar Jaganathan (VLB Janakiammal College of Arts and Science (affiliated to Bharathiar University}, In-
dia); Russell James (Metropolitan Airports Commission, USA}); Joey Jansen van Vuuren (CSIR, South Africa}); Dr
Chen Jim (U.S. National Defense University, USA); Dr. Andy Jones (BT, UK}; James Joshi {University of Pitts-
burgh, USA); Prof Leonard Kabeya Mukeba Yakasham (ESURS/ISTA-KIN & ASEAD, Democratic Republic of
Congo}; Dr. Anthony Keane (Institute of Technology Blanchardstown, Ireland}; Ayesha Khurram {National Uni-
versity of Sciences &Technology, Pakistan}; Michael Kraft {CSC, USA}; Prashant Krishnamurthy (University of
Pittsburgh, USA); Mrs Marina Krotofil (Hamburg University of Technology, Germany}); Dr. Dan Kuehl (National
Defense University, USA);, Takakazu Kurokawa (The National Defense Academy, Japan); Rauno Kuusisto (Fin-
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A Framework of Security Safeguards for Confidentiality and
Integrity of Electronic Personal Information

Prittish Dala and Hein Venter

Department of Computer Science, University of Pretoria, Pretoria, South Africa
xprittishx@gmail.com

hventer@cs.up.ac.za

Abstract: Privacy entails controlling the use and access to place, location and personal information. In South Africa, the first
privacy legislation in the form of the Protection of Personal Information (POPI) Act was sighed into law on 26 November
2013. The POPI Act promotes the protection of personal information by public and private institutions and specifies the
minimum requirements in twelve chapters, which includes eight conditions for lawful processing of personal information.
Condition Seven of the POPI Act makes specific provision for security safeguards to ensure confidentiality and integrity of
personal information. However, one of the limitations of Condition Seven is that it is a requirement which is not supported
by guidance relating to security safeguards to be considered to ensure confidentiality and integrity of electronic personal
information. Hence, this paper aims to propose a framework based on a selection of security safeguards from several leading
practices to be considered to prevent unauthorised disclosure and modification of electronic personal information stored,
processed or transmitted. The authors believe that the proposed framework will facilitate the achievement and maintenance
of compliance with Condition Seven of the POPI Act, with a specific focus on electronic personal information.

Keywords: protection of personal information, POPI| Act, electronic personal information, security safeguards,
confidentiality and integrity

1. Introduction

The currency of the digital world and oil of the Internet is personal data (Kuneva, 2009). Personal data can be
bought, sold and traded creating economic value {Ali et al, 2013}. Hence, the 2014 global risks identified by the
World Economic Forum {2014} include data loss as a result of data fraud as a major risk within the technology
domain. This is due to the advent of the information age which has presented new challenges in terms of
preserving personal information (Saunders and Zucker, 1999}.

Accarding to Moore (2008}, privacy entails controlling the use and access to place, location and personal
information. The concept of privacy is enshrined in Section Fourteen of the South African Constitution (1996}
and affords every individual a right to privacy. The Protection of Personal Information (POPI} Act (2013} defines
the right to privacy as, “a right to protection against the unlawful collection, retention, dissemination and use of
personal information.” Personal information according to the Organisation for Economic Co-operation and
Development (OECD} (2013} is regarded as any information relating to an identifiable, living and natural
individual.

The value of personal infarmation has increased significantly due to the advent of the information age (Saunders
and Zucker, 1999} and this has subsequently resulted in the most prevalent crime of the new millennium known
as identity theft {Hoar, 2001}. This rampant form of crime largely occurs by criminals breaking into information
systems of an organisation to gain access to databases, which allow them to steal personal information such as
financial account numbers, addresses or identity numbers (Information Systems Audit and Control Association
(ISACA}, 2014},

As a result, the protection of personal information aims to protect individuals against identity theft and offers
wide-ranging organisational benefits such as the protection of an organisation’s brand, image and reputation,
enhancing the credibility of an organisation as well as promoting consumer confidence and goodwill (Titus,
2011).

On a global scale, the OECD (2013} adopted eight privacy principles {collection, data quality, purpose
specification, use limitation, security safeguards, openness, individual participation and accountability) in order
to emphasize the importance of preserving privacy through data protection. These principles were used as the
basis by many countries including the European Union (EU} and South Africa for developing privacy legislation
with a specific focus on protecting personal information. The EU has adopted the Data Protection Directive
(1995}, also known as Directive 95/46/EC, to protect personal information of individuals within EU member

415

230

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

Prittish Dala and Hein Venter

states. The United States of America (USA} responded to meet the requirements of this directive, specifically
relating to the adequacy standard, by introducing the Safe Harbor Act of 2000 designed to allow for the transfer
of personal information between EU member states and the USA (Steinke, 2002}. Similar to the EU, Canada has
the Personal Information Protection and Electronic Document Act (PIPEDA} (2014} in place to govern how
arganisations collect, use and disclose personal information.

The South African response to the protection of personal information was in the form of the Protection of
Personal Information (POPI) Bill first published for comment in 2005 (Stein, 2012). After undergoing numerous
reviews, the POPI Bill (2009} was finally enacted and signed into law on 26 November 2013 as the Protection of
Persanal Information (POPI} Act (2013}.

This paper focuses on Condition Seven of the POPI Act (2013}, which makes provision for a selection of security
safeguards to ensure confidentiality and integrity of personal information. The problem that this paper
addresses is the limitation of Condition Seven of the POPI Act, which is that Condition Seven is a requirement
which is not supported by guidance relating to security safeguards to be considered to ensure confidentiality
and integrity of electronic personal information.

Hence, this paper aims to propose a selection security safeguards to be considered to ensure confidentiality and
integrity of electronic personal information, in terms of a framework, to achieve and maintain compliance with
Condition Seven of the POP| Act.

The rest of the paper is structured as follows: Section one provides a background in relation to the POPI Act.
Section three highlights the requirements of Condition Seven of the POPI Act and proposes a framewaork that
includes a selection of security safeguards to be considered for implementation to ensure confidentiality and
integrity of electronic personal information. Section four provides a critical evaluation of the proposed
framework. Section five concludes the paper and provides a view of future work.

2. Background

This section provides a background in relation to the protection of personal information from a South African
context in the form of the Protection of Personal Information (POPI} Act (2013}).

Section one of the POPI Act (2013} defines personal informaticn as, “information relating to an identifiable,
living, natural person, and where it is applicable, an identifiable, existing juristic person.” The protection of
personal information as promoted by the POPI Act (2013} is applicable to public and private institutions in South
Africa. In order to lawfully process personal information the South African public and private institutions need
to comply with the minimum requirements of the POPI Act (2013}, specified in twelve chapters including eight
conditions.

The “Transitional arrangements” section of the POPI Act (2013} specifies that, within one year, compliance to
the Act should be achieved by public and private institutions in South Africa, unless exemptions are granted
which need to be gazetted. Furthermore, the POPI Act {2013} specifies that time to comply as a result of an
exemption may not exceed three years. An external Information Regulator has to be established in terms of
Section Thirty Nine of the POPI Act (2013} to promote, enforce and monitor compliance to the Act. In the event
that compliance is not achieved, institutions may be fined up to ten million rand, face imprisonment not
exceeding ten years or receive a combination of a fine and imprisonment (POPI Act, 2013}. Furthermore,
institutions may suffer reputational damage, lose customers and may have to pay out millions in damages due
to civil class action (Michalsons, 2014}.

The next section of this paper addresses, in terms of a proposed framework, the security safeguards to be
considered to ensure confidentiality and integrity of electronic personal information.

3. Proposed framework

This section provides the requirements of Condition Seven of the Protection of Personal Information (POPI} Act
and proposes a framework that encapsulates the selection of security safeguards to ensure confidentiality and
integrity of electronic personal information stored, processed or transmitted.
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The selection of security safeguards are from several leading practices by the Information Systems Audit and
Control Association (ISACA}, National Institute of Standards and Technology (NIST}, Office of Government
Commerce United Kingdom (OGCUK} and the International Organisation for Standardisation (IS0}, referred toin
the rest of this paper as “leading practice organisations”. However, the proposed framework is not the
implementation of leading practices such as COBIT (ISACA, 2014} RISK IT {ISACA, 2009}, NIST Special Publication
800-53 (2009}, ITIL (OGCUK, 2007}, 1SO 2230 (Drewitt, 2013} or 1SO 27001 (BSI, 2005} in its entirety. The
proposed framework is instead a specific selection of security safeguards prescribed by the various leading
practices as a means to address a specific requirement, which in this case is to achieve compliance to Condition
Seven of the POPI Act (2013).

Condition Seven of the POPI Act (2013) specifically addresses the need to implement security safeguards to
ensure the confidentiality and integrity of personal infarmation {Section Nineteen}, the responsibilities for
handling personal information (Section Twenty), the responsibilities of an operator processing personal
information (Section Twenty One} as well as the need for notification in the event of a security compromise of
personal information (Section Twenty Two}.

Of significance in this study is that Section Nineteen of Condition Seven of the POPI Act is a requirement with no
specific guidance in terms of how the requirement should be achieved in relation to the security safeguards to
be considered to ensure the confidentiality and integrity, specifically of electronic personal information. Hence,
the framework illustrated in Figure 1 below provides in four distinct phases {identify, secure, monitor and report,
remediate} an approach, which includes a specific selection of security safeguards, to ultimately address the
requirements of Condition Seven of the POPI Act (2013}.

* CORRECTION OR * STRATEGY
IMPLEMEN TATION OF + PEOPLE
ADQUATE SECURITY + PROCESS
SAFEGAURDS + TECHNOLOGY

PHASE 4:
REMEDIATE

* MONITORING "IINAGEIENT DOMAIN
SECURITY SAFEGUARDS SECURITY SAFEGUARDS
* REPORTINGON * OPERATIONAL DOMAIN
SECURITY SAFEGUARDS SECURITY SAFEGUARDS
+ TECHNICAL DOMAIN
SECURITY SAFEGUARDS

Figure 1. Proposed framework to ensure and maintain compliance with Condition Seven of the POPI Act in
relation to electronic personal information

The four phase approach leverages of the principles from the quality assurance model known as Plan-Do-Check-
Act (PDCA} (British Standards Institute (BSI}, 2005}. This PDCA model was adopted in an information security
context in terms of the ISO 27001 standard (BSI, 2005). The I1SO 27001 standard {BSI, 2005} prescribes the use
of the PDCA model to implement an information security management system (ISMS} as a means to effectively
manage information assets of an organisation. Electronic personal information is an information asset and the
four phase approach of the proposed framework for protecting electronic personal infermation is closely aligned
to the principles of the PDCA maodel. Table 1, provides a description of each phase of the PDCA model and the
alignment to the four phases of the proposed framework:
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Table 1: Alignment between the plan-do-check-act {(PDCA} model applied during the implementation of an
information security management system (ISMS} and the proposed framework for protecting
electronic personal information

No. PDCA phase Proposed framework phase

1 Plan - Establish an ISMS Identify - Identification of electronic persenal information.

Secure - Securing the electronic personal information that needs to
2 Do - Implement and operate the ISMS be protected through the selection and implementation of security
safeguards.

Monitor and Report - Monitoring and reporting to ensure that the
electronic personal information remains protected and instances
when the protection is not in place this should be reported in order
toinitiate remedial action.

Remediate - Remedial action taken to ensure the protection of
electronic personal infarmation is maintained.

3 Check - Moniter and review the ISMS

4 Act - Maintain and improve the ISMS

The four phases of the proposed framework to ensure and maintain compliance with Condition Seven (Sections
Nineteen, Twenty, Twenty One and Twenty Two} of the POPI Act (2013) in relation to electronic personal
information, is discussed in each of the sections to follow.

Phase 1: Identify

The identification phase is based on four key perspectives: strategy, people, process and technology. The
strategic perspective considers whether an organisation has identified the threats and vulnerabilities associated
with the storage, processing and transmission of personal information and developed a strategy to mitigate the
risk, thereby demonstrating strategic intent to comply and maintain compliance with Condition Seven of the
POPI Act.

From a people perspective, this phase questions whether the relevant internal and external stakeholders have
been identified who will drive the initiative to comply and maintain compliance with Condition Seven of the POPI
Act.

The process perspective consists of the identification of manual and automated business processes within the
organisation which store, process and transmit personal information as defined by the POPI Act (2013).
Thereafter, the personal information identified should be categorised as personal information that is stored,
processed and transmitted in electronic format {within information systems and their corresponding databases}
as opposed to non-electronic farmat (hard copy or paper based outside information systems}.

Lastly, the technology perspective identifies the extent to which technology may be leveraged to safeguard
electronic personal information.

Phase 2: Secure

The secure phase is premised on the selection of security safeguards from several leading practices by leading
practice organisations to ensure the confidentiality and integrity of electronic personal information.

The National Institute of Standards and Technology {NIST} (2009} classifies security safeguards into eighteen
families which are grouped into three domains. The first domain is the management domain which focuses on
managing risk by key stakeholders providing direction and intent to the protection of personal information
initiative (NIST, 2009}. The operational domain is the second domain, which focuses on people executing
processes associated with managing and monitoring security safeguards (NIST, 2009). The third domain is the
technical domain, which focuses on the implementation and execution of security safeguards driven hy
technology (NIST, 2009}. As a result, the management, operational and technical domains form the basis of the
secure phase of the proposed framework in that a selection of security safeguards as discussed in the sections
below are specifically proposed for each of the three domains.

The management domain consists of the following five security safeguards:

= M1 Information security governance
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This security safeguard is an integral part of governance that encompasses leadership, organisational structures
as well as clear roles and responsibilities (Information Systems Audit and Control Association (ISACA}, 2006} for
safeguarding electronic personal information.

=  M2: Risk management

The governance, evaluation and response to risks presented by electronic personal information are addressed
by this security safeguard (ISACA, 2009).

= M3 Information security policy

Management direction and support for information security is achieved through a formally defined and
approved infoermation security policy (BSI, 2005).

= M4: Supplier and service level management

The supplier and service level management safeguard focuses on the contracts in place with third party
operators external to the organisation and internal stakeholders within the organisation responsible for
providing services in relation to electronic personal information (Office of Government Commerce United
Kingdom (OGCUK]}, 2007}.

=  MS5: Business continuity management

This security safeguard addresses the ability to recover from a business interruption in the most effective and
efficient manner {Drewitt, 2013}. This includes the recovery of electronic personal information maintained by
the organisation.

The operational domain consists of the following six security safeguards:
= O1:Security procedures and processes

This security safeguard addresses the security procedures and processes in place to maintain the confidentiality
and integrity of electronic personal information. The security procedure and process areas to be considered
include: change and configuration management, patch management, availability management, incident
management, backup management, user account and access management (OGCUK, 2007} as well as the
management of encryption keys to secure data channels (BSI, 2005}.

= (2:Baseline infrastructure security standards

All server, warkstation and laptop operating systems, database servers, web servers, network components
(firewalls, routers, wireless) that form part of the technology infrastructure to enable the protection of electronic
personal information should apply baseline infrastructure security standards as a security safeguard to prevent
the adoption of default configurations and to ensure consistent configurations.

= (3: Security awareness and training

Employees, contractors or third party operators need to be provided with awareness and training with regards
to information security (OGCUK, 2007}, with a specific focus on the security of electronic personal infermation.

= 0O4: Security monitoring, incident and reporting

All audit logs from applications as well as the technology infrastructure should be assessed in order to report on
any malicious activities or data breaches of electronic personal information. Furthermore, the incident
management processes may report a data breach of electronic personal information.

= O5: Security assessment

Regular security assessments should be performed to assess the security posture of the organisation from a
technical, organisational, procedural, administrative or physical security perspective (Palmer et al, 2001).

= 06: Disaster recovery

People, processes and technology to ensure continued cperations as well as associated with the storage,
processing and transmission of electronic personal information should be defined (Drewitt, 2013}.
The technical domain consists of the following nine security safeguards:

=  TI1: Network segmentation

The segmentation of a network entails a logical grouping of related network assets, resources and applications
(Sclomon, 2011). As a result, all the application and database servers that respectively process and store
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personal information should be located on a dedicated network segment that is separated from the rest of the
corporate network.

= T2: Encrypted data channels

All electronic personal infermation flowing into and out of the dedicated network segment, should be encrypted
and access to the data channels should be strictly monitored and controlled.

= T3:Server and network component security

All server and network components should be configured to implement the defined baseline infrastructure
security standards adopted in the operational domain {02 - Baseline infrastructure security standards}.

= T4:Workstation and laptop security

Workstations and laptops should be configured to implement the defined baseline infrastructure security
standards adopted and should be locked down to prevent the user to change the configuration or install
additional applications not authorised by the organisation.

= T5: File integrity

All configurations associated with server and network components should be associated with a unique value
known as a hash value. The hash value may be used to ascertain if unauthorised changes were affected to
configurations.

= T6: Firewalls

A firewall is used to separate networks by controlling access and analysing traffic between networks (ISACA,
2013}. A firewall should be used to separate the application and database servers that respectively process and
store electronic personal information located on a dedicated network segment from the rest of the corporate
network.

= T7: Physical and environmental security

The physical and environmental security safeguards in place within the server rooms hosting the applications as
well as the technology infrastructure associated with the storage, processing and transmission of electronic
personal information. Physical security safeguards to control access to the server rooms and environmental
security safeguards to provide alternate power sources to ensure availability as well as to protect against
environmental hazards such as floods and fire should be in place (BSI, 2005}.

= T8: Centralised audit logging

Audit logs should be maintained for all applications as well as the technology infrastructure associated with
storing, processing and transmitting electronic personal information. All the audit logs maintained should be
sent to a centralised audit logging server where analysis may be performed to identify ineffective security
safeguards as well as security incidents and to serve as the basis for conducting an investigation in the event of
a data breach of electronic personal information.

= T9: Data loss prevention

The protection of data loss for data at rest, in motion or at an end point (Kanagasingham, 2008). To prevent the
loss of electronic personal information specifically via workstations or laptops utilised by users to access
applications processing personal information or databases storing personal information, data loss prevention
should be implemented.

Phase 3: Monitor and Report

This phase is focused on monitoring and reporting. The security monitoring, incident and reporting security
safeguard (04}, which forms part of the operational domain of the secure phase is critical to ensure the
effectiveness of this phase. The ‘monitor’ aspect of this phase addresses the monitoring of security safeguards
in the operational and technical domains implemented in the secure phase (phase two} of the framework to
ensure that the implemented security safeguards are working as intended.

The ‘report’ aspect of this phase addresses the reporting of the effectiveness of the implemented security

safeguards. In the event of a security compromise of electronic personal information, specific information
regarding the compraomise, such as the security safeguard that was circumvented and the nature and extent of
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personal information unlawfully obtained, may be required. Furthermore, an inspection of the audit logs
maintained on the centralised audit logging server may potentially provide information of how and by whom
the security compromise was performed. All infarmation gathered relating to the security compromise, will need
to be availed to internal stakeholders for further investigation as well as to the external Infarmation Regulator
to ensure compliance with Section Twenty Two (notification in the event of a security compromise of personal
information} of the POPI Act (2013}.

Phase 4: Remediate

During the ‘monitor’ aspect of phase three of the proposed framewaork, if it is identified that a security safeguard
is not working as intended or a security compromise has occurred resulting ina circumvented security safeguard,
immediate action should be taken as electronic personal information may be disclosed or modified, resulting in
the compromise of electronic personal information. This compromise may negatively impact the organisation
from a compliance, financial and reputational perspective. As a result, the ‘remediate’ phase aims to correct
the current security safeguard or implement an alternate adequate security safeguard to maintain the
confidentiality and integrity of electronic personal information and to ultimately ensure compliance with Section
Nineteen of Condition Seven of the POPI Act (2013).

4. Critical evaluation of the proposed framework
This section provides a critical evaluation of the proposed framework in terms of benefits and limitations.
A major benefit of the proposed framework is that in four distinct phases (identify, secure, monitor and report,

remediate)} an approach is provided to ultimately address the requirements of Condition Seven of the POPI Act
(2013} as illustrated in table 2.

Table 2: Condition seven requirements of the protection of personal information (POPI} Act addressed by the
proposed framework

L Condition seven requirement
Condition seven . ;
i Condition seven requirement addressed by the proposed
section number
framework
The need to implement security safeguards to ensure Phase 2 - Secure
19 the confidentiality and integrity of personal
infarmation Phase 4 - Remediate
20 The responsibilities for handling personal information Phase 1 - Identify
21 The responsibilities ofan operétor processing personal Phase 1- Identify
information
The need for notification in the event of a security Phase 3 - Monitor and Report
22 compromise of personal information
Phase 4 - Remediate

The identify, monitor and report, and remediate phases of the proposed framework may be applied to personal
information in both electronic format (within information systems and their corresponding databases} and non-
electronic format (hard copy or paper based outside information systems}. In addition, the security safeguards
in the management and operational demains of the secure phase may be applied to personal information in
both electronic and non-electronic format. Most importantly, twenty security safeguards are identified as part
of the secure phase (consisting of three domains - management, operational and technical} of the proposed
framework, which may be considered in order to ultimately ensure confidentiality and integrity of electronic
personal information.

Table 3 below provides a summary of the source of the twenty selected safeguards in terms of leading practices
to ensure confidentiality and integrity of electronic personal information and serves as a point of reference for
detailed guidance relating to the proposed safeguards. For example, when addressing the the disaster recovery
security safeguard (06 in table 3}, IS0 22301 and 150 27001 as well as the NIST Special Publication 800-53 leading
practices may provide the required guidance.
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Table 3: Source of the selected safeguards to specifically ensure confidentiality and integrity of electronic
personal information as required by condition seven of the Popi Act

Selected Safeguard [ ISACA [ NIST | OGCUK | 150
Management Domain
M1: Information security governance COBIT 1SO 27001
. COBIT
M2: Risk management RISK IT
M3: Informatiaon security policy 150 27001
M4: Supplier and service level management COBIT ITIL
1SO 22301
M5: Businass continuity management COBIT
150 27001
Operational Domain
01: Security procedures and processes COBIT ITIL 1SO 27001
NIST Special
02: Baseline infrastructure security standards Publication
800-53
NIST Special
03: Security awareness and training Publication ITIL 1SO 27001
800-53
. . L NIST Special
Q4: Security mrc;:E?tri:]gg, incident and COBIT Publication I
800-53
NIST Special
O5: Security assessment Publication
800-53
NIST Special 150 22301
06: Disaster recovery Publication
800-53 1SO 27001
Technical Domain
NIST Special
T1: Network segmentation Publication
800-53
NIST Special
TZ2: Encrypted data channels Publication 1SO 27001
800-53
NIST Special
T3: Server and network component security COBIT Publication
800-53
NIST Special
T4: Workstation and laptop security COBIT Publication
800-53
T5: File integrity COBIT ITIL
NIST Special
Té6: Firewalls Publication
800-53
NIST Special
T7: Physical and environmental security COBIT Publication 150 27001
800-53
NIST Special
T&: Centralised audit logging COBIT Publication 150 27001
800-53
NIST Special
T9: Data loss prevention COBIT Publication 150 22301
800-53

A limitation of the proposed framewaork is that the security safeguards in the technical domain of the secure
phase is focused on the personal information stored, processed and transmitted in electronic format as opposed
to non-electronic format. In addition, the proposed framework is not the implementation of leading practices
such as COBIT (ISACA, 2014} RISK IT {ISACA, 2008}, NIST Special Publication 800-53 (2009), ITIL {OGCUK, 2007},
ISO 2230 {Drewitt, 2013} or ISO 27001 (BSI, 2005} in its entirety. However, the proposed framework is instead a
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specific selection of security safeguards prescribed by the various leading practices as a means to address a
specific requirement, which in this case is to achieve compliance to Condition Seven of the POPI Act (2013)}.
Furthermare, the proposed framework is limited to addressing only the requirements of Condition Seven of the
POPI Act (2013} in relation to electronic personal information.

5. Conclusion and future work

In this paper, the Protection of Personal Information (POPI} Act was explored with specific emphasis on
Condition Seven of the POPI Act (2013}, which makes provision for security safeguards to ensure confidentiality
and integrity of personal information. However, the challenge identified is that Condition Seven of the POPI Act
is a requirement with no specific information in terms of how the requirement should be achieved, with a specific
focus on electronic personal information. As a result, the proposed framework autlined a selection of security
safeguards that should be considered in a four phase approach (identify, secure, monitor and report, and
remediate} to ultimately achieve and maintain compliance with Condition Seven of the POPI Act.

Interms of future work, a model of operation will be proposed that aims to provide a holistic approach consisting
of twenty security safeguards across three domains (management, operational and technical} to be considered
for implementation to ensure confidentiality and integrity of electronic personal information as required by
Condition Seven of the POPI Act. Furthermare, a rigorous comparisen of the requirements to protect personal
information will be conducted between the POPI Act and the Data Protection Directive adopted by the European
Union based on the privacy principles adopted by the Organisation for Economic Co-operation and Development
(OECD}.
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Abstract

Privacy entails controlling the use and access to place, location and personal information. The
value of personal information has increased significantly due to the advent of the information
age and with it, the occurrence of the most prevalent crime of the new millennium known as
“identity theft”. Largely as a response to ever increasing use of personal information, the
Organisation for Economic Co-operation and Development (OECD) adopted guidelines on
trans-border data flows and the protection of privacy. These guidelines included eight privacy
principles (collection, data quality, purpose specification, use limitation, security safeguards,
openness, individual participation and accountability) to govern the preservation of privacy
and trans-border flow of personal data. The European Union adopted the Data Protection
Directive (also known as Directive 95/46/EC) of 1995 to protect the personal information of
individuals within European Umion member states. In South Africa, privacy legislation in the
form of the Protection of Personal Information (POPI) Act was signed into law on 26
November 2013. The POPI Act promotes the protection of personal information by public and
private institutions and specifies the minimum requirements which include eight conditions for
lawfill processing of personal information. To date, an analysis to ascertain the extent to which
the European Union and South African privacy legislation addresses the 2013 OECD
guidelines on trans-border data flows and the protection of privacy including the eight privacy
principles, has not been undertaken. Hence, this paper aims to initiate such an analysis, with
particular focus on the extent to which the European Union’s Data Protection Directive and
the South African POPI Act addresses the 2013 OECD guidelines on trans-border data flows
and the protection of privacy, including the eight privacy principles. In addition, similarities
and differences were identified between the Data Protection Directive (1995) and the POPI
Act (2013) as a result of the analysis.

Keywords

Protection of personal information, POPI Act, Data protection directive, OECD
privacy principles
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1. Introduction

The currency of the digital world and oil of the Internet is personal data (Kuneva,
2009). Personal data can be bought, sold and traded creating economic value (Al et
al. 2013). Hence, global risks identified by the World Economic Forum (2014)
include data loss as a result of data fraud as a major risk within the technology
domain. This is due to the advent of the information age which has presented new
challenges in terms of preserving personal information (Saunders and Zucker, 1999).

Privacy entails controlling the use and access to place, location and personal
information (Moore, 2008). The value of personal information has increased
significantly due to the advent of the information age (Saunders and Zucker, 1999}
and this has subsequently resulted in the most prevalent crime of the new millennium
known as identity theft (Hoar, 2001). This rampant form of crime according to the
Information Systems Audit and Control Association (ISACA) (2014) largely occurs
when criminals electronically break into information systems (such as those owned
by organisations) to gain access to databases, which allows them to steal personal
information such as financial account numbers, addresses or identity numbers.

As a result, the protection of personal information aims to protect individuals agamnst
identity theft and offers wide-ranging organisational benefits such as the protection
of an organisation’s brand, image and reputation, enhancing the credibility of an
organisation as well as promoting consumer confidence and goodwill (Titus, 2011).

The Organisation for Economic Co-operation and Development (OECD) (1980 and
2013) adopted guidelines on trans-border data flows and the protection of privacy.
The guidelines ncluded eight privacy principles (collection, data quality, purpose
specification, use limitation, security safeguards, openness, individual participation
and accountability) to govern the preservation of privacy and trans-border flow of
personal data.

Privacy legislation in the European Union tock the form of the Data Protection
Directive (also known as Directive 95/46/EC) of 1995, which aimed to protect the
personal information of individuals within European Union member states.

The South African privacy legislation response to protect personal information was
in the form of the Protection of Personal Information (POPT) Bill first published for
comment n 2005 (Stein, 2012). After undergoing numerous reviews, the POPL Bill
(2009} was finally enacted and signed into law on 26 November 2013 as the
Protection of Personal Information (POPI) Act (2013).
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The extent to which the European Union and South African privacy legislation
addresses the 2013 OECD guidelines on trans-border data flows and the protection of
privacy, which includes the eight privacy principles, has not been explored. Hence,
this paper aims to analyse the extent to which the European Union Data Protection
Directive and the South African POPI Act addresses the 2013 OECD guidelines on
trans-border data flows and the protection of privacy, which includes the eight
privacy principles. Thus, the conftribution of this paper is to provide a comparison of
specific privacy legislation in relation to the 2013 OECD guidelines, instead of
comparing privacy legislation of specific countries or regions to each other, which
has been conducted by several researchers such as Botha et al. (2015) and Dowling
(2009},

This paper is one of a series of papers that aim to provide an understanding of the
POPI Act as well as:

a framework of security safeguards for confidentiality and integrity of electronic
personal information as required by Condition Seven of the POPI Act, which has
been completed and submitted.

the extent to which the Huropean Union and South African privacy legislation
addresses the 2013 OECD guidelines on trans-border data flows and the protection of
privacy, including eight privacy principles, which is this paper.

the current state of security safeguards within South African nstitutions, in relation
to electronic personal information, to achieve compliance to Condition Seven of the
POPT Act, which is a forthcoming paper; and

a model of gperation to guide the implementation of the security safeguards, as
required by Condition Seven of the POPI Act, which is a forthcoming paper.

The paper is structured as follows: Section 2 provides a background of the OECD
guidelines on trans-border data flows and the protection of privacy as well as the
European Union and South African privacy legislation. Section 3 analyses the extent
to which the European Union Data Protection Directive and the South African POPI
Act addresses the 2013 OECD guidelines on trans-border data flows and the
protection of privacy, which includes the eight privacy principles. Section 4 provides
a critical evaluation of the analysis. Section 5 concludes the paper and also presents
future work.

2. Background
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This section provides a background of the Orgamisation for Economic Co-operation and
Development {(OECD) guidelines on trans-border data flows and the protection of privacy as
well as the European Union and South African privacy legislation.

OECD Guidelines on Trans-Border Data Flows and the Protection of Privacy

In 1980, the OECD adopted guidelines on trans-border data flows and the protection of
privacy. At that stage, the major drivers for these guidelines were the threats associated with
privacy due to the ever increasing use of personal information and the impact restrictions on
the flow of information will have on the global economy (OECD, 2011). As a result, the
guidelines included eight privacy principles (collection, data quality, purpose specification,
use limitation, security safeguards, openness, individual participation and accountability) to
govern the preservation of privacy and trans-border flow of personal data (OECD, 1980).
These guidelines were recommended to OECD member states to be applied to all personal
data by both public and private institutions [OECD, 1980 and Kirby, 2011).

The guidelines on trans-border data flows and the protection of privacy were revised by the
OECD in 2013. Major drivers for the revision of the guidelines according to Kuner (2011),
was due to increased globalisation of the world economy, growing economic importance of
data processing, ubiquity of data transfers over the Internet, greater direct involvement in
trans-border data flows, the changing role of geography and the growing risk to the privacy of
individuals.

The eight privacy principles prescribed within the guidelines by the OECD in 1980 remained
unchanged in the 2013 revision (Kuschewsky, 2014). However, the revised guidelines by
OECD (2013) placed greater focus on implementing accountability, the basic principles of
international application in terms of frez flow and legitimate restrictions, national
implementation as well as international co-operation and interoperability.

European Union Data Protection Directive

Privacy legislation in the European Union takes the form of the Data Protection Directive (also
known as Directive 95/46/EC) of 1995,

The purpose of the Data Protection Directive (1995) as outlined in article 1 is to ensure that,
“member states shall protect the fundamental rights and freedoms of natural persons, and in
particular their right to privacy with respect to the processing of personal data”. In addition,
the free flow of personal data between member states is encouraged as long as privacy is
preserved.

Article 2 of the Data Protection Directive of 1995 defines personal data as, “any information
relating to an identified or identifiable natural person (‘data subject’); an identifiable person is
one who can be identified, directly or indirectly, in particular by reference to an identification
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number or to one or more factors specific to his physical, physiological, mental, economic,
cultural or social identity™.

The protection of personal data as promoted by the Data Protection Directive (1995) is
applicable to European Union member states. However, each European Union member state
enacts their own privacy laws based on the Data Protection Directive (1995) which consists of
34 articles within 7 chapters.

The Data Protection Directive (1995) is not a regulation and this has allowed European Union
member states to inconsistently interpret and apply the Directive within their own enacted
privacy legislation (Lynch, 2013). For example, chapter 3 of the Directive makes provision for
judicial remedies, liability and sanctions, however the conditions, actual penalties and
enforcement in the event of a breach of personal information differs for each European Union
member state.

As a result, in 2012 the European Commission proposed that the Data Protection Directive
{1995) be replaced by the General Data Protection Regulation (2012). This proposal marked a
paradigm shift from “directive™ to “regulation” that sought to provide a single data protection
law applicable to all European Union member states, thus preventing the need for individual
privacy legislation by each Furopean Union member state. According to Greens (2015), it is
envisaged that the General Data Protection Regulation will be adopted by the end of 2015 and
will be followed by a two year transition period to allow European Union member states to
comply, followed by enforcement of the regulation.

South African Protection of Personal Information Act

South African privacy legislation took the form of the Protection of Personal Information
(POPD) Bill, first published for comment in 2005 (Stein, 2012). After undergoing numerous
reviews, the POPI Bill was finally enacted and signed into law on 26 November 2013 as the
Protection of Personal Information (POPI) Act, with the purpose clearly outlined within
section 2 (2013).

Section 1 of the POPI Act (2013) defines personal information as, “information relating to an
identifiable, living, natural person, and where it is applicable, an identifiable, existing juristic
person.”

The protection of personal information as promoted by the POPI Act (2013) is applicable to
public and private institutions in South Africa. In order to lawfully process personal
information the South African public and private institutions need to comply with the
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minimum requirements of the POPI Act (2013), specified within 12 chapters including 8
conditions.

Although the POPI Act was signed into law on 26 November 2013 the enforcement date of
POPI Act is still to be announced. However, the “Transitional arrangements™ section of the
POPI Act (2013) contained in chapter 11 specifies that within 1 year, compliance to the Act
should be achieved by public and private institutions in South Africa, unless exemptions
which are gazetted are grantzd. In the event of such exemption, however, the time granted to
comply may not exceed 3 years.

An external Information Regulator has to be established in terms of section 39 of the POPI Act
(2013) to promote, enforce and monitor compliance to the POPI Act. According to Michal sons
(2014), in the event that compliance to the POPI Act is not achieved, members of the South
African public and private institutions may be fined up to 10 million rand, face imprisonment
not exceeding 10 years or receive a combination of a fine and imprisonment. Furthermore,
institutions may suffer reputational damage, lose customers and may have to pay out millions
in damages due to civil class action (Michalsons, 2014).

3. Analysis of the European Union and South African privacy
legislation in relation to the 2013 OECD guidelines

This section analyses the extent to which the European Union Data Protection Directive
(1995) and the South African Protection of Personal Information (POPI) Act (2013) address
the 2013 Organisation for Economic Co-operation and Development (OECD) guidelines on
trans-border data flows and the protection of privacy.

The analysis uses the eight privacy principles (collection, data quality, purpose specification,
use limitation, securty safeguards, openness, individual participation and accountability) as
well as the additional focus areas (implementing accountability, basic principles of
international application in terms of free flow and legitimate restrictions, national
implementation and international co-operation and interoperability) of the 2013 OECD
guidelines on trans-border data flows and the protection of privacy, as the basis for
comparison. The analysis is reflected in table 1 below, which provides the extent to which the
European Union Data Protection Directive (1995) and South African POPI Act (2013)
addresses the 2013 OECD guidelines.

Description of the
2013 OECD | Requirement addressed by | Requirement addressed by
guideline on trans- | the European Union Data | the South African

B border data flows | Protection Directive of | Protecion of  Personal
and the protection of | 1995 Information Act
privacy
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Description of the
2013 OECD | Requirement addressed by | Requirement addressed by
e guideline on trans- | the European Union Data | the South African
" | border data flows | Protection Directive of | Protecion of Personal
and the protection of | 1995 Information Act
privacy
Yes - Chapter 2: General | Yes - Chapter 3: Conditions
1 Collection limitation | rules on the lawfulness of | for lawful processing of
principle the processing of personal | personal information
data (Articles 5 and 6). {Conditions 2, 3 and 4).
Yes - Chapter 2: General | Yes - Chapter 3: Conditions
5 Data quality | rules on the lawfulness of | for lawful processing of
principle the processing of personal | personal information
data (Article 6). {Condition 5).
Yes - Chapter 2: General ' -
Purpose rules on the lawfilness of Yiesy= Chapter 5 Cogdlhom
. . : for lawful processing of
3 specification the processing of personal ¢ .
o . personal information
principle data (Articles 6, 7, 8, 9, 10 .
{Conditions 3 and 4).
and 11).
Yes - Chapter 2: General Yes - Chapter 3: Condifions
for lawful processing of
g rules on the lawfulness of : :
Use Limitation : personal information
4 rinciple the processing of personal {Conditions 2, 3 and 4) and
prineip data (Articles 6, 7, 8, 9, 10, : :
Chapter o: Prior
11, 20 and 21). +
authorisation.
Yes - Chapter 2: General | Yes - Chapter 3: Conditions
5 Security safeguards | rules on the lawfulness of | for lawful processing of
principle the processing of personal | personal information
data (Articles 16 and 17). {Condition 7).
Yes - Chapter 2: General | Yes - Chapter 3: Conditions
6 Openness princiole rules on the lawfilness of | for lawfil processing of
P prneip the processing of personal | personal information
data (Articles 12 and 13). {Condition 6).
h;ﬁ“d ua& Yes - Chapter 2: General | Yes - Chapter 3: Conditions
7 pal 1c_1pla on rules on the lawfillness of | for lawfil processing of
BLITEIRS the processing of personal | personal information
data (Articles 14 and 15). {Condition 8).
8 i Yes - Chapter 1: General | Yes - Chapter 3: Conditions
sdgonmitabilily provisions (Article 4) and | for lawful processing of
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Description of the
2013 OECD | Requirement addressed by | Requirement addressed by
No guideline on trans- | the European Union Data | the South African
" | border data flows | Protection Directive of | Protecion of Personal
and the protection of | 1995 Information Act
privacy
principle Chapter 2: General rules on | personal information
the lawfulness of the | (Condition 1).
processing of personal data
(Article 9).
No - Specific reference is
not made to a privacy
management — programme.
However, chapter 11 makes
Implementing . .| reference to an
0 accountability: E{i -rr?apdeemﬁti) re;er;r;ic\fa:; administrative fine being
Privacy management management programme enforced in the event of
programine ' failure to conduct a risk
assessment and maintain
good policies, procedures
and practices to protect
personal information.
Yes - Chapter 6:
Implementing i%fgy;or};ai?hoig a]t;g
10 ac_countabi]ity: Sotaction «of idividuls Yes - Chapter 5:
Privacy enforcement th 4t h Information regulator.
authorities W regar © ©
processing of personal data
(Article 28).
Implementing Yes - Chapter 2: General | Yes - Chapter 3: Conditions
1 accountability: Data | rules on the lawfulness of | for lawful processing of
security breach | the processing of personal | personal information
notification data (Article 18). {Condition 7).
Basic principles of
international
application in terms | Yes - Chapter 4: Transfer of
12 of free flow and | personal data to third | Yes - Chapter 9: Trans-
legitimate countries (Articles 25 and | border information flows.
restricions: Trans- | 26).
border flows of
personal data
No - The European Union | Yes - The Protecion of
13 National Data Protection Directive is | Persenal Information Act is
implementation not a regulation, it is a | applicable to all public and
directive. As a result, | private institutions in South
Chapter 1: Article 4 states | Africa. At this stage the Act
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Description of the
2013 OECD | Requirement addressed by | Requirement addressed by
T guideline on trans- | the European Union Data | the South African
" | border data flows | Protection Directive of | Protecion of Personal
and the protection of | 1995 Information Act
privacy
that each member state shall | was signed into law on 26
apply the national | November  2013.  The
provisions it adopts | enforcement date for the
pursuant to the directive. POPI Act is stil to be
announced. Thereafter, a
one year transition period
will apply to allow all
public and private
institutions in South Africa
to comply with the POPI
Act, after which
enforcement will be
monitored by the
Information Regulator.
Yes - Chapter 5:
Yes - Chapter 4: Transfer of | Information regulator (co-
International co- person_al dat?.l to third Qperatir}g R nati_onal a_nd
14 | operation and | countries (Articles 25 and | international  basis  with
interoperability 26). other persons a_nd bodies
concernzd with the
protection  of  personal
information).

Table 1: Extent to which the European Union Data Protection Directive (1995)
and the South African Protection of Personal Information Act (2013) addresses
the 2013 OECD guidelines (2013)

4. Critical evaluation of the analysis of the European Union
and South African privacy legislation in relation to the
2013 OECD guidelines
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This section provides a critical evaluation of the analysis performed in section three
of this paper, to ascertain the extent to which the European Union Data Protection
Directive (1993) and the South African Protection of Personal Information {(POPI)
Act (2013) addresses the 2013 Organisation for Economic Co-operation and
Development (OECD) guidelines on trans-border data flows and the protection of
privacy, which includes eight privacy principles.

The European Union Data Protection Directive (1995) addresses the eight privacy
principles (collection, data quality, purpose specification, use limitation, security
safeguards, openness, individual participation and accountability) from the 2013
OECD guidelines on trans-border data flows and the protection of privacy. However,
the Directive does not make reference to a privacy management programme. In terms
of implementing accountability an adequate privacy management programme has to
be defined and implemented and be subject to review from a privacy enforcement
authority. The programme includes providing notice to the privacy enforcement
authority in the event of a breach of personal data. In addition, the Directive does not
address the national implementation requirement as it is not a regulation but a
directive.

In terms of the South African POPI Act (2013), the 2013 OECD guidelines on trans-
border data flows and the protection of privacy, including the eight privacy
principles are addressed. The only exception is that no specific reference is made to a
privacy management programme within the POPT Act. However, the POPI Act does
make reference to an administrative fine being enforced in the event of failure to
conduct a risk assessment and maintain good policies, procedures and practices to
protect personal information. Furthermore, a privacy enforcement authority in the
form of the Information Regulator is required by the POPI Act to monitor
enforcement and receive notifications relating to breaches of personal data.

Furthermore, similarities and differences were noted between the Data Protection
Directive (1995) and the POPI Act (2013) as a result of the analysis performed in
section three of this paper. Firstly, all eight privacy principles specified by the OECD
(2013) are addressed by both the Data Protection Directive (1995) and POPI Act
(2013). Secondly, the Data Protection Directive (1995) and POFI Act (2013) both do
not make provision for a privacy management programme. The major difference
between the Data Protection Directive (1995) and the POPI Act (2013) is that the
POPI Act is enforceable compared to the Data Protection Directive which is not
enforceable. The Data Protection Directive (1995) is not enforceable as it is not a
regulation, but is viewed as a guideline to serve as a frame of reference for European
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Union member states when developing their own privacy legislation, which becomes
enforceable within that member state once enacted.

5. Conchlusion and future work

In this paper the 2013 Organisation for Economic Co-operation and Development
{OECD) guidelines on trans-border data flows and the protection of privacy, which
includes eight privacy principles as well as the European Union Data Protection
Directive (1995) and the South African Protection of Personal Information (POPI)
Act (2013) were explored.

This gave rise to an analysis of the European Union and South African privacy
legislation in relation to the 2013 OECD guidelines. The analysis was followed by a
critical evaluation that identified the extent to which the Data Protection Directive
(1995) and the POPI Act (2013) address the 2013 OECD guidelines on trans-border
data flows and the protection of privacy. In addition, the critical evaluation identified
similarities and differences between the Data Protection Directive (1995) and the
POPT Act (2013).

In terms of future work, the current state of security safeguards within South African
institutions, in relation to electronic personal information, to achieve compliance to
Condition Seven of the POPI Act (2013) will be explored. In addition, a model of
operation will be proposed to guide the implementation of the security safeguards to
ensure confidentiality and integrity of electronic personal information stored,
processed and transmitted, as required by Condition Seven of the POPT Act (2013).

6. References

Ali, A, Eggers, W.D., Hamill, R. and Hersey, J. (2013), “Data as the New Currency -
Government’s Role in Facilitating the Exchange™, Deloitte Review, Issue 13, p.19.

Botha, JI., Eloff, M.M. and Swart, I. (2015), “Evaluation of Online Resources on the
Implementation of the Protection of Personal Information Act in South Africa”, Proceedings

Proceedings of the African Cyber Citizenship Conference 2015
Port Elizabeth, 2-3 November 2015 ¢http://accconference nmmu.ac.za)
ISBN: 978-1-920508-67-8

253

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

62

of the 10th International Conference on Cyber Warfare and Security, Kruger National Park,
South Africa, 24-25 March 2015, p.41.

Dowling Jr, D.C. (2009), “International Data Protection and Privacy Law”, White Case, pp.2-
i3, http:/fwww. whitecase. com/files/publication/3679828-6dc9-478e-ab2f-
51df2 d96184a/presentation/publicationattachment/30¢48c85-a6¢4-4¢37-84bd-
6a4851187a77/article_intldataprotectionandprivacylaw v5.pdf, (Accessed 27 June 2015).

European Parliament. (1995), “Directive 95/46/EC of the European Parliament and of the
Council of 24 October 1995 on the Protection of Individuals with Regard to the Processing of
Personal Data and on the Free Movement of Such Data”, Official Journal of the European
Communities, Vol.1, No. 281, pp.31-50.

European Parliament. (2012), “Proposal for a Regulation of the European Parliament and of
the Council on the Protection of Individuals with Regard to the Processing of Personal Data
and on the Free Movement of Such Data {General Data Protection Regulation)”, pp. 1-99,
http://ec.europa.eu/justice/data-protection/document/review2012/com_2012_11_en.pdf,
(Accessed 29 June 2015).

Greens, J.P.A. (2015), “EU General Data Protection Regulation State of Play and 10 Main
Issues™, p.l.
http:/ www_janalbrecht. ev/fileadmin/material/Dokumente/Data_protection_state_of play 10
points_010715.pdf, (Accessed 29 June 2015).

Hoar, S.B. (2001), “Identity Theft: The Crime of the New Millennium”, Oregon Law Review,
Vol.80, No.4, p.1423.

Information Systems Audit and Control Association (ISACA). (2014), “Risk to Entities
Regarding Data Breaches - Lessons from a Brief Case Study™, Information Systems Audit and
Control Association (ISACA) Journal, Vol.2, p.14.

Kirby, M. (2011), “The History, Achievement and Future of the 1980 OECD Guidelines on
Privacy”, International Data Privacy Law, Vol.1, No.1, p.6.

Kuner, C. (2011), “Regulation of Transborder Data Flows Under Data Protection and Privacy
Law: Past, Present and Future”, OECD Digital Economy Papers, No.187, pp.10-11.

Kuneva, M. (2009), “Keynote Speech - Roundtable on Online Data Collection, Targeting and
Profiling”, p.2, http://europa.cw/rapid/press-release SPEECH-09-156_en.pdf, (Accessed 27
June 2015).

Kuschewsky, M. (2014), “The New Privacy Guidelines of the OECD: What Changes for
Businesses?”, Journal of European Competition Law & Practice, Vol.5, No.3, p.147.

Lynch, L. {2013), “EU Data Protection’s Paradigm Shift: From Directive to Regulation™, p.2.
http:/ www.ey.com/Publication/vwLU Assets/EU_Data_Protections_Paradigm_Shift From D
rective_to Regulation/$FILE/EU%20Data%20Protections%s20Paradigm®e20Shift%20From %o
20Directive?02 0to%20Regulation.pdf, (Accessed 29 June 2015).

Michalsons.  ¢(2014), “Protecion of Personal Information Act -  POPI”,
http:/ www.michal sons.co.za/protection-of-personal -informati on-act-popi/ 11105,  (Accessed
27 Tune 2015).

254

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

63

Moore, A.D. (2008), “Defining Privacy”, Journal of Social Philosophy, Vol.39, No.3, p.425.

Organisation for Economic Co-operation and Development (OECD). (1980), “OECD
Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data -
Annex to the recommendation of the Council of 23 September 19807, pp.1-4.

Organisation for Economic Co-operation and Development (OECD). (2011), “Thirty Years
After The OECD Privacy Guidelines™, p.10.

Orgamsation for Economic Co-operation and Development (OECD). (2013), “OECD
Guidelines Governing the Protection of Privacy and Transborder Flows of Personal Data”,
pp.1-154.

Republic of South Africa. (2009), “Protection of Personal Information (POPI) Bill”, Cape
Town and Pretoria: Government Printer, pp.1-50.

Republic of South Africa. (2013), “Protection of Personal Information (POPI) Act (Act 4 of
2013)”, Cape Town: Government Printer, No.37067, pp.2-146.

Saunders, K.M. and Zucker, B. (1999), “Counteracting Identity Fraud in the Information Age:
The Identity Theft and Assumption Deterrence Act”, International Review of Law, Computers
& Technology, Vol.13, No.2, p.183.

Stein, P. (2012), “South Africa’s EU-style Data Protection Law™, Without Prejudice, Vol.12,
Issue 10, pp.48-49,

Titus. (2011), “Protecting Personally Identifiable Information (PII) with Classification and
Content Inspection”, Titus White Paper, p.5.

World Economic Forum (WEF). (2014), “Global Risks 20147, Insight Report, 9th Edition,
pp.12-13, http/fwww3. weforum.org/docs/WEF_GlobalRisks Report 2014.pdf, (Accessed 27

June 2015).

Proceedings of the Aftican Cyber Citizenship Conference 2015
Port Elizabeth, 2-3 November 2015 (http://accconference.nmmu.ac.za)
ISBN: 978-1-920508-67-8

255

© University of Pretoria



-

2

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

SAICSIT 2016

Proceedings of the 2016

Annual Research Conference of the

South African Institute of Computer Scientists
and Information Technologists

Editors

Frans F Blauw
Marijke Coetzee
Duncan A Coulter
Elize M Ehlers

Wai Sze Leung

Carl Marnewick
Dustin T van der Haar

Innovate.
Elevate.

© University of Pretoria

256



&

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Que® YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

< ICPS

ACM COPYRIGHT NOTICE. Copyright © 2016 by the Association for Computing Machinery, Inc.
Permission to make digital or hard copies of part or all of this work for

personal or classroom use is granted without fee provided that coples are not made or
distributed for profit or commerdal advantage and that copies bear this notice and the
full citation on the first page. Copyrights for components of this work owned by others
than ACM must be honored. Abstracting with credit is permitted. To copy otherwise, to

republish, to post on servers, or to redistribute to lists, requires prior specific permission

and/or a fee. Request permissions from Publications Dept., ACM, Inc., fax +1 (212) 869-0481,
or permissions@acm.org.

For other copying of articles that carry a code at the bottom of the first or last page,
copyingis permitted provided that the per-copy fee indicated in the code is paid
through the Copyright Clearance Center, 222 Rosewood Drive, Danvers, MA 01923,
+1-978-750-8400, +1-978-750-4470 (fax).

ACM ISBN: 978-1-4503-4805-8

Association for
Computing Machinery

Title: Proceedings of the 2016 Annual Research Conference of the South
African Institute of Computer Scientists and Information Technologists

Short Title: SAICSIT 2016 - Innovate. Elevate.

Editors: Frans F Blauw, Marijke Coetzee, Duncan A Coulter, Elize M Ehlers,
Wai Sze Leung, Carl Marnewick & Dustin T van der Haar

Location: Kerzner Unit, School of Tourism and Hospitality (STH), University of
Johannesburg, South Africa

Date: 26 - 28 September 2016

ISBN: 978-1-4503-4805-8

257

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

Organising Committee

SAICSIT 2016 was organised by the
Academy of Computer Science and Software Engineering at the
University of Johannesburg. South Africa

The conference was organised by a limited committee of people:

General Conference Chair
Marijke Coetzee

Track Chairs
Computer Science
Elize M Ehlers
Duncan A Coulter

Information Systems
Carl Marnewick
Wai Sze Leung

Masters and Doctoral Symposium
Dustin T van der Haar

Review Process

SAICSIT 2016 followed a strict peer review process. Each submission was assessed
by at least three reviewers in a double-blind process. No member of the organising
committee or reviewers was involved in the review process of papers where they were
authors. A total of 116 papers were submitted to SAICSIT 2016 and 45 were accepted
for presentation and publication in these proceedings (a 38.8% acceptance rate).

The list of reviewers who participated in this process follows on the next three pages.
The SAICSIT 2016 Organising Committee would like to thank each reviewer for their
involvement.

258

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

List of Reviewers

Name

Affiliation

Bigomokero Antoine Bagula

University of Western Cape

Felix Bankole

University of South Africa

Tristan Barnett

University of johannesburg

Frans F Blauw

University of Johannesburg

Pieter Blignaut

University of the Free State

Reinhardt Botha

Nelson Mandela Metropolitan University

Adele Botha

Meraka Institute, CSIR

Karen Bradshaw

Rhodes University

Irwin Brown

University of Cape Town

Laurie Butgereit

Nelson Mandela Metropolitan University

Michael Cilliers

University of fJohannesburg

Liezel Cilliers

University of Fort Hare

Loek Cleophas

TU Eindhoven
Stellenbosch University

Serena Coetzee

University of Pretoria

Jason Cohen

University of the Witwatersrand

Alfred Coleman

University of South Africa

Deon Cotterrell

University of Johannesburg

Michele Cullinan

University of johannesburg

Rossouw de Bruin

University of fJohannesburg

Carina de Villiers

University of Pretoria

Ruth de Villiers

Schoof of Computing, Unisa

Lizette de Wet

University of the Free State

Nomusa Dlodlo

Meraka Institute, CSIR

Lynette Drevin

North-West University

Jaco Du Toit

University of Johannesburg

Bernardt Duvenhage

Council for Scientific and Industrial Research

Mariki Eloff

University of South Africa

Jan Eloff

University of Pretoria

Stephen Flowerday

University of Fort Hare

Steven Furnell

Plymouth University

Jaco Geldenhuys

Steflenbosch University

Aurona Gerber

CAIR, Meraka Institute, CSIR

Leila Goosen

University of South Africa

© University of Pretoria

259



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

Name

Affiliation

Brian Greaves

University of johannesburg

Scott Hazelhurst

University of the Witwatersrand

Marlien Herselman

Meraka Institute, CSIR
Nelson Mandela Metropolitan University

Vincent Horner

University of South Africa

Grant Royd Howard

University of South Africa

Barry Irwin Rhodes University
Anne Kayem University of Cape Town
Maria Keet University of Cape Town

Ernest Ketcha Ngassam

University of South Africa

Caroline Khene

Rhodes University

Derrick Kourie

University of Steffenbosch

Rodney Stephen Kroon

Steflenbosch University

Hennie Kruger

North-West University

Anthony Krzesinski

Stelfenbosch University

Michelle Kuttel

University of Cape Town

Stephen Levitt

University of the Witwatersrand

Hugo Lotriet

University of South Africa

Candice Louw

University of Johannesburg

Jude Lubega

Uganda Technology and Management University

Philip Machanick

Rhodes University

Anthony Maeder

University of Western Sydney

Atish Maganlal

University of Johannesburg

Katherine Malan

University of Pretoria

Patrick Marais

University of Cape Town

Linda Marshall

University of Pretoria

Muthoni Masinde

Central University of Technology

Machdel Matthee

University of Pretoria

Sheu Mavee

University of Johannesburg

Jan Mentz

University of South Africa

Ernest Mnkandla

University of South Africa

Deshendran Moodley

University of KwaZulu-Natol

Jabu Mtsweni

University of South Africa

Kevin Naudé

Nelson Mandela Metropolitan University

Kwete Nyandongo

University of Johannesburg

© University of Pretoria

260



-

5

A~ 4

IVERSITEIT VAN PRETORIA
VERSITY OF PRETORIA

UN
UNI
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

Name

Affiliation

Martin Olivier

University of Pretoria

Roxanne Piderit

University of Fort Hare

Vreda Pieterse

University of Pretoria

Nelishia Pillay

University of KwaZulu-Natal

Karen Renaud

University of Glasgow

Chris Rensleigh

University of fohannesburg

lan Sanders

University of South Africa

Shawren Singh

University of South Africa

Hanlie Smuts

MTN

Fritz Solms

University of Pretoria

Ralf C Staudemeyer

University of Passau

lan Strydom

University Of Pretoria

Hussein Suleman

University of Cape Town

Bobby Tait

University Of South Africa

Marita Turpin

University of Pretoria

Isabella M. Venter

University of the Western Cape

Hein Venter

University of Pretoria

Judy van Biljon

University of South Africa

Dustin van der Haar

University of Johannesburg

Alta van der Merwe

University of Pretoria

Etienne van der Poel

University of South Africa

Andre van der Poll

University of South Africa

Carl van der Westhuizen

University of Johannesburg

Jan van Niekerk

University of fohannesburg

Johan van Niekerk

Nelson Mandela Metropolitan University

Wynand van Staden

University of South Africa

Lynette van Zijl

Stellenbosch University

Izak van Zyl

Cape Peninsula University of Technology

Rossouw von Solms

Nelson Mandela Metropolitan University

Bruce Watson

Steflenbosch University

George Wells

Rhodes University

Janet Wesson

Nelson Mandela Metropolitan University

© University of Pretoria

261



-

5

A~ 4

Appendix F - Research Publications

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Understanding the |_evel ofCompIiance by South Afrlcan

|nstitutions to the Protection of Personal |nform ation

(POPI) Act

pmttlsh Da\a

Deparment of Compurer Science
University or Protoria
Pretoria, Soutn Arrica

+27824509974

X prittis hx@gm ail.com

ABSTRACT

Privacy entails controlling the use and access to place, location
and personal information. In South Africa, the first privacy
legislation in the form of the Protection of Personal Information
(POPI) Act was signed into law on 26 November 2013. The POPI
Act promotes the protection of personal information by South
Aftican public and private institutions and specifies the minimum
requirements in twelve chapters, which includes eight conditions
for lawful processing of personal information. In 2012, CIBECS
as part of their State of Business Data Protection in South Africa
survey assessed, amongst other aspects, how prepared South
African institutions were to comply with the then forthcoming
protection of personal information legislation. Since that survey,
the POPI Bill progressed to an Act and, more recently, in 2015
processes commenced to appoint the Information Regulator (in
terms of the legislation), who would be responsible for enforcing
the POPI Act. Due to the aforementioned developments and
looming enforcement date associated with the POPI Act, this
paper assesses the level of understanding of the POPI Act by
participants from South African institutions as well as the current
level of compliance to the POPI Act. Specifically, the current
level of compliance to Condition Seven of the POPI Act, relating
to the confidentiality and integrity of electronic personal
information, is explored. Furthermore, a view is provided of the
financial value associated with electronic personal information
maintained as well as the potential impact a data breach of
electronic personal information may have on an institution.

CCS Concepts
* Security and privacy;500—Human and societal aspects of
security and privacy;300—Privacy protections;500.
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Protection of personal information; POPL Act, POPL Act research
survey, electronic personal information; and compliance.
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1. INTRODUCTION

The currency of the digital world and the “oil” of the Internet is
personal data [1]. Personal data can be bought, sold and traded,
creating economic value [2]. Hence, the global risks identified by
the World Economic Forum [3] included data loss as a result of
data fraud as a major risk within the technology domain. This is
due to the advent of the information age which has presented new
challenges in terms of preserving personal information [4].

Privacy entails controlling the use and access to place, location
and personal information [5]. The value of personal information
has increased significantly due to the advent of the information
age [4] and this has subsequently resulted in the most prevalent
crime of the new millennium, known as “identity theft” [6]. This
rampant form of crime, according to the Information Systems
Audit and Control Association (ISACA) [7], largely occurs when
criminals electronically break into information systems (such as
those owned by institutions) to gain access to databases, which
allows them to steal personmal information such as financial
account numbers, addresses or identity numbers.

Ag a result, legislation in the ambit of the protection of personal
information aims to protect individuals against identity theft and
offers wide-ranging institutional benefits such as the protection of
an institution’s brand, image and reputation, enhancing credibility
ag well as promoting consumer confidence and goodwill [8].

From a South Afiican perspective, legislation in this area took the
form of the Protection of Personal Information (POPT) Bill which
was first published for comment in 2005 [9]. After undergoing
numerous reviews, the POPI Bill [10] was finally enacted and
signed into law on 26 November 2013 as the Protection of
Personal Information (POPI} Act [11]. Condition Seven of the
POPI Act [11] specifies the need for security safeguards to ensure
confidentiality and integrity of personal information.

In 2012, CIBECS [12] as part of their State of Business Data
Protection in South Africa survey assessed, amongst other aspects,
how prepared South African institutions were to comply with the
then forthcoming legislation addressing the protection of personal
information. Since then, the POPT Bill [10] has progressed to an
Act [11] and more recently in 2015 processes commenced to
appoint the Information Regulator, who would be responsible for
enforcing the POPT Act [13]. The appointment of the Information
Regulator will lead to an enforcement date for the POPI Act [11],
after which South African public and private institutions will have
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one vear to comply with the legislation. Hence, due to the
aforementioned developments and the looming enforcement date
associated with the POPI Act, this paper through a research
survey assesses the current level of compliance to the POPT Act
by South Afiican institutions. A specific focus on the level of
compliance to Condition Seven of the POPI Act relating to the
confidentiality and integrity of electronic personal information
will be explored. Furthermore, the contribution of this paper is to
provide an overall level of understanding of the POPI Act by
participants from South African institutions who completed the
research survey. In addition, participants provide a view of the
financial value associated with electronic personal information
maintained by their respective institutions as well as the potential
impact a data breach of electronic personal information may have
on their institutions.

This paper is one of a series of papers associated with the author’s
research relating to the POPI Act, which focuses specifically on
the confidentiality and integrity of electronic personal information
as required by Condition Seven of the POPI Act, namely:

o A framework of security safeguards for the
confidentiality and integrity of electronic personal
information as required by Condition Seven of the POPI
Act, which has been presented and published.

e The extent to which the European Union and South
African privacy legislation addresses the 2013
Organisation  for  Economic  Cooperation  and
Development (OECD) guidelines on trans-border data
flows and the protection of privacy, including eight
privacy principles, which has been presented and
published.

e Understanding the level of compliance by South African
institutions to the POPI Act, which is this current paper.

e The current state of security safeguards within South
African institutions, in relation to electronie personal
information, to achieve compliance to Condition Seven
of the POPI Act, which has been completed and
submitted.

e A model of operation to guide the implementation of the
security safeguards, as required by Condition Seven of
the POPT Act, which is a forthcoming paper.

This paper is structured as follows: Section 2 provides a
background of the POPI Act and an overview of the State of
Business Data Protection in South Afvica survey. An overview of
the research methodology, research group and research survey
results, followed by an analysis of the research survey responses
received, is provided in Section 3. Section 4 provides a critical
evaluation of the analysis performed in Section 3 by way of key
findings, recommendations and comparisons. Section 5 concludes
the paper and also presents future work.

2. BACKGROUND

This section provides a background of the POPI Act and an
overview of the State of Business Data Protection in South Afiica
survey [12] which assessed, amongst other aspects, how prepared
South African institutions were to comply with the then
forthcoming protection of personal information legislation.

2.1 South African POPI Act

The POPI Act [11] promotes the protection of personal
information by South Afiican public and private institutions and
specifies the minimum requirements in 12 chapters, which
includes 8 conditions for lawful processing of personal
information. Condition Seven of the POPI Act [11] specifically

addresses the need to implement security safeguards to ensure the
confidentiality and integrity of electronic personal information.

Although the POPI Act was signed into law on 26 November
2013 the enforcement date 1s still to be announced. However, the
“Transitional arrangements™ section of the POPI Act [11]
contained in Chapter 11 specifies that within 1 year, compliance
to the Act should be achieved by public and private institutions in
South Africa, unless exemptions, which are gazetted, are granted.
In the event of such exemption, howsver, the time granted to
comply may not exceed 3 years.

An external Information Regulator has to be established in terms
of Section 39 of the POPI Act [11] to promote, enforce and
monitor compliance to the Act The processes to appoint the
Information Regulator commenced in 2015 and are currently
underway [13].

According to Michalsons [14], in the event that compliance to the
POPI Act is not achieved, members of South Afiican public and
private institutions may be fined up to 10 million rand, face
imprisonment not exceeding 10 years or receive a combination of
a fine and imprisonment. Furthermore, institutions may suffer
reputational damage, lose customers and may have to pay out
millions in damages due to civil class action [14].

2.2 2012 State of Business Data Protection in

South Africa

In 2012, CIBECS [12] as part of their State of Business Data
Protection in South Afiica  survey assessed, amongst other
aspects, how prepared South African institutions were to comply
with the then forthcoming protection of personal information
legislation.

The results of the survey revealed that 38% of participants were
unsure of the how prepared their institutions were to comply with
the then forthcoming protection of personal information
legislation. Furthermore, 18% of participants stated that no
initiatives were underway to ensure compliance. However, 26% of
participants were actively looking at technologies and processes to
ensure compliance, while 18% of participants were investigating
the requirements but not actively pursuing compliance to the then
fortheoming protection of personal information legislation [12].

3. RESEARCH SURVEY AND ANALYSIS
This section provides an overview of the research methodology,
research group and ressarch survey results, followed by an
analysis of the research survey responses received. The analysis of
the responses focused on the following aspects:

e The overall level of understanding of the POPI Act.

¢ The current level of compliance to the POPT Act.

¢ Thelevel of compliance to Condition Seven of the POPT
Act.

e  The financial value associated with electronic personal
information as well as the potential impact of a data
breach of electronic personal information.

3.1 Research Methodology

The research methodology encompassed a quantitative inferential
approach [15], which aims to draw conclusions about a group
based on a sample in the form of a research group. This approach
was driven by the use of a research survey, which was located at
hitps: /www surveymonkey.com/y/SAPOPT and was launched from
1 October 2015 to 15 December 2015. The research survey was
completely anonymous and participants were not requested to
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provide any identifying information such as personal information
(title, name, sumame and email address) or the name of the
institution which they represent. All participants had to
electronically provide consent and accept the terms and conditions
of the research survey before participating.

3.2 Research Group

The research survey specifically targeted participants at South
African institutions who store, process or transmit electromic
personal information and who, as a result, are impacted by the
POPI Act.

The participants were informed of the research swrvey via an
email that included a link to the research survey as well as social
media (Twitter and Linkedln posts) and the South African
Chapter of Information Systems Audit and Control Association
(ISACA), who distributed the research survey link to members of
the South African chapter. Participants were also able to share the
link with other participants within their network. As such,
CIBECS assisted by distributing the survey link to participants
who were targeted for the 2012 State of Business Data Protection
in South Africa survey [12].

3.3 Research Survey Results

The research survey was launched on 1 October 2015 and closed
on 15 December 2015 During this period, 181 participants
completed the survey. However, only 167 research survey
responses from participants were considered valid, in that the
participant’s institution operates in South Africa and maintains
electronic personal information and as a result is affected by the
POPI Act.

3.4 Research Survey Response Analysis

3.4.1 The Overall Level of Understanding of the

Protection of Personal Information (POPI) Act

The overall level of understanding of the POPI Act by the 167
participants from South Afiican institutions is depicted in table 1
below:

Table 1: Overall level of understanding of the POPI Act

How would you rate your

overall level of understanding of | Resp Resp

the Protection of Personal Count Percentage
Information (POPT) Act?

None 1 0.6%
Limited 34 20.4%
Basic 74 44.3%
Good 41 24.6%
Excellent 17 10.2%
Total 167 100%

The majority of participants (44.3%) had a basic overall level of
understanding of the POPI Act. This was followed by 24.6% of
participants who had a good overall level of understanding as
opposed to 10.2% of participants who had an excellent overall
level understanding of the POPI Act. A limited overall
understanding of the POPI Act was applicable to 20.4% of
participants with only 1 participant (0.6%) possessing no overall
level understanding of the POPT Act.

3.4.2 The Current Level of Compliance o the
Protection of Personal Information (POFI) Act

A critical aspect of this research paper is the assessment of the
current level of compliance to the POPI Act by South African
institutions as provided by the research survey participants, which
is summarised in table 2 below.

Table 2: The current level of compliance to the POPT Act

How would you rate your
institution’s overall compliance
to the POPI Act?

No initiatives under way to ensure
compliance

Response | Response
Count Percentage

9 5.4%

Formal recognition to comply and
a project initiated to ensure
compliance (security safeguards
identified for implementation)

50 29.9%

Partial compliance in that a
project is underway to ensure
compliance (partial 76 45.5%
implementation  of  security
safeguards)

Full compliance to the POPI Act

(full implementation of security 18 10.8%
safeguards)

Unsure of my institution’s level
of overall compliance to the POPI 14 8.4%
Act

Total 167 100%

Ag per table 2 above, the majority of participants (45.5%) stated
that their respective institution was partially complying to the
POPI Act, in other words, that a project is underway to ensure
compliance and security safeguards are partially implemented.
Formal recognition to comply with the POPI Act, and as such a
project was initiated to ensure compliance to the legislation, was
applicable to 299% of the participants. However, 8.4% of
participants were unsure of their institutions’ level of overall
compliance to the POPI Act. Furthermore, 5.4% of participants
stated that no initiatives were underway in their institutions to
ensure compliance with the POPI Act. However, 10.8% of
participants stated that their institutions fully comply with the
POPI Act, implying that security safepuards are fully
implemented.

3.4.3 The Level of Compliance to Condition Seven of

the Protection of Personal Information (POPI) Act
Taking into account the level of overall compliance to the POPI
Act the level of compliance to Condition Seven of the POPI Act,
specifically relating to the confidentiality and integrity of
electronic personal information, was explored as illustrated in
table 3 below:
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Table 3: The level of compliance to Condition Seven of the

Table 4: The financial value associated with electronic

POPI Act personal information

How would you rate your What do you estimate is the
institutions overall compliance financial value of electronic | Response | Response
to  ensuring  confidentiality personal information | Count | Percentage
(prevention of unauthorised R R maintained by your institution?
dlsclosm:e) and mteg'rlty C ount Percontage RO to R99 090 p 2.6%
(prevention of unauthorised >
modification) of electronic R100,000 to R200,000 0 0.0%

ersonal information as
b 5 R200,001 to R300,000 0 0.0%
required by the POPI Act?
No initiatives under way to ensure 10 6.0% R300,001 to R400,000 6 3.6%
;"ml’:lance _ — R400,001 to R500,000 16 9.6%

ormal recogmtion to comply an
a project initiated fo ensure s 25 R500,001 to R600,000 9 5.4%

Z . & o

compliance (security safeguards R600,001 to R700,000 13 7.8%
identified for implementation)

; 5 7 L (o] 5 .a7e
Partial compliance in that & R700,001 to R800,000 9 5.4%
project is underway to ensure R800,001 to R900,000 12 T.2%

. . o

f;ﬁgﬁ?;ffaﬁm o Sgﬁf; o 41.5% R900,001 to R1,000,000 3 1.8%
safeguards) R1,000,000+ 47 28.1%
Flﬂll " (T:jompliancfc? (f_lil}} - — Do not know the financial value 46 27.5%
implementation o securi 2%
safeguards) Total 167 100%
[Oj‘fiﬁf Oié?gljpll?:ssgnogs liﬁu?ef In terms of the financial value associated with electronic personal

W ; . 12 7.2% information, the majority of participants (28.1%) assigned a value
clo nji[deq‘uahty ﬁd ;nte'g-[;.ty Bk in excess of 1 million rand. A number of participants (27.5%) did
& SCLIOTIC PETSOLAL LTLIOITIALON not know the financial value associated with electronic personal
Total 167 100% information maintained by their respective institutions. However,

The majority of participants (41.9%) stated that their respective
institution was partially complying in terms of ensuring
confidentiality and integrity of electronic personal information as
required by Condition Seven of the POPI Act, in that a project is
underway to ensure compliance. There is formal recognition to
comply with the ensuring confidentiality and integrity of
electronic personal information as required by Condition Seven of
the POPI Act and as such a project was initiated to ensure
compliance, which was applicable to 28.7% of the participants.
However, 7.2% of participants were unsure of their institutions’
level of compliance to ensure confidentiality and integrity of
electronic personal information as required by Condition Seven of
the POPI Act Furthermore, 6.0% of participants stated that no
initiatives were underway in their institutions to ensure
confidentiality and integrity of electronic personal information as
required by Condition Seven of the POPT Act. However, 16.2% of
participants stated that their institutions fully comply with
ensuring confidentiality and integrity of electronic personal
information as required by Condition Seven of the POPI Act.

3.4.4 The Financial Value Associated with
Electronic Personal Information as well as the
Potential Impact of a Data Breach of Electronic

Personal Information

Participants also provided a view on the financial value associated
with the electronic personal information maintained by their
respective institutions, as illustrated in table 4 below:

the remaining 44.4% of participants could allocate a financial
value ranging from 0 to 1 million rand. Furthermore, as illustrated
in table 5 below, participants provided a view on the potential
impact a data breach of electronic personal information may have
on their respective institutions.

Table 5: The potential impact of a data breach of electronic
personal information

How will a breach/compromise

of electronic personal

information impact your | Response Response
institution (select the scenario Count Percentage
below that will have the highest

impact on your institution)?

Loss of jobs 9 5.4%
Reputational damage 129 77.2%
_Pena}tles (financial or 16 9.6%
imprisonment)

Failed audits 8 4.8%
No impact 0.6%
Not sure 4 2.4%
Total 167 100%

The highest impact of a data breach of electronic personal
information would be reputational damage to the institution,
according to 77.2% of participants. This was followed by
penalties (financial or imprisonment) which account for 9.6% of
participants, loss of jobs which account for 5.4% of participants
and failed audits which account for 4.8% of participants.
However, 2.4% of participants were unsure of the impact of a data
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breach of electronic personal information and | participant (0.6%) COon
stated that a data breach of electronic personal information would Category
have no impact. CIBECS Category - Research Survey Formulated
2012 Category - 2015
4. CRITICAL EVALUATION OF THE s
ANALYSIS ) N ) ) Actively looking at | Partial compliance in
This section provides a critical evaluation of the analysis ; ; 5
. ) ¢ - technologies and | that a project is
performed in section three of this paper by way of key findings, processes o ensure | underway fo ensure
recommendations and comparisons. compliance - 26% compliance  (partial
4.1 The Overall Level of Understanding of the IpICHERS, S
5 : security safeguards) -
Protection of Personal Information 45.5%
(POPT) Act
The overall level of un_derstanding of the POPT Ac_t at the time 0of Full compliance to
the researc_h_ survey being conduc_ted was at a basic levgl (44.3% the POPI Act (full
of the participants). As a resplt, given that the PQPI Act is not yet implementation  of
_enforceable, there is a Wlndqw of opportunity that exists to security safeguards) -
increase the level of understanding from basic to good or excellent 10.8%
in order to successfully drive the initiatives to ensure compliance —
and address areas of non-compliance. No initiatives were
underway to ensure
4.2 The Current Level of Compliance to the compliance with the | No initiatives undsr
Protection of Personal Information fortth“t’immgf i way . fo . ijme No
. protection of personal | compliance - 5.4%
(POPFI) Act (Comparison Between 2012 SR
and 2015) legislation - 18%
In order to compare the level of compliance to the POPI Act by Utisige. of e Tow
South African institutions in 2015 to the level of compliance :
; ) o prepared their
shown in 2012 as per the State of Business Data Protection in g
) . institutions were to | Unsure of my
South Africa survey conducted by CIBECS [12] the grouping as : I
; ! . comply with the | institutions level of
illustrated in table 6 below was performed to ascertain the : , Unsure
teoories f . forthcoming overall compliance to
COMINON calegores LoT COmpanson. protection of personal | the POPT Act - 8.4%
The rationale for ascertaining common categories for comparison information
is that in 2012 the Protection of Personal Information legislation legislation - 38%

was still at the stage of a Bill and once it was enacted as the POPI
Act, formal initiatives to comply had commenced. In both
research surveys, participants stated “No” initiatives were
underway to comply or they were “Unsure” of the level of
compliance to the protection of personal information legislation,
resulting in a direct link in the formulation of the two of the three
common categories for comparison. However, the third common
category termed “Yes” was formulated by grouping together all
activities towards achieving compliance from investigation to
formal recognition and partial compliance as well as full
compliance to the POPI Act.

Table 6: Formulation of common categories for comparison

Common
CIBECS Category - Research Survey Fgfrt:ugl(;z d
2012 Category - 2015
for
Comparison
Investigating the | Formal recognition to
requirements but not | comply and a project
actively pursuing | initiated to ensure
compliance - 18% compliance (security
safeguards identified
for implementation) - Xes
29.9%

The comparison between the current level of compliance to the
POPI Act by South African institutions in 2015 to the previous
level of compliance as per the 2012 Stafe of Business Data
Protection in South Africa survey conducted by CIBECS [12] is
provided in table 7 below, utilising the common categories
formulated in table 6 above:

Table 7: The current level of compliance to the POPT Act
(comparison between 2012 and 2015)

SN S0 CIBECS Research Survey
Formulated for | ¢, oory 2012 | Category - 2015
Comparison gory - gory -
Yes 44% 86%
No 18% 5.4%
Unsure 38% 8.4%

The research survey condueted in 2015 illustrated a significant
increase towards achieving compliance to the POPT Act from 44%
to 86% of the participants. This can be attributed to the fact that
the POPT Act [11] was signed into law on 26 November 2013 and
more recently in 2015 processes commenced to appoint the
Information Regulator, who would be responsible for enforcing
the POPI Act [13]. The appointment of the Information Regulator
will lead to an enforcement date for the POPI Act, after which
South African public and private institutions will have one year to
comply [11]. Tt is also encouraging to note the significant decrease
in participants who stated “No” initiatives (from 18% to 5.4% of
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participants) were underway to ascertain the level of compliance
or they were “Unsure” of the level of compliance (from 38% to
8.4%) to the POPI Act by their respective institutions.

4.3 Overall Compliance to the Protection of
Personal Information (POPI) Act versus
Overall Compliance to Ensure
Confidentiality and Integrity of Electronic
Personal Information as Required By

Condition Seven of the POPI Act
An analysis of the overall level of compliance to the POPI Act
compared to the overall level of compliance to ensure
confidentiality and integrity of electronic personal information as
required by Condition Seven of the POPI Act is provided in table
8 below. This analysis is critical to ensure that the compliance
initiative does not neglect electronic personal information.

Table 8: Overall compliance to the POPI Act versus overall
compliance to ensure confidentiality and integrity of
electronic personal information as required by Condition

Seven of the POPI Act
Overall
Compliance to
Ensuring
Confidentiality
Overall and Integrity of
gz‘:::)(l)i:mce Compliance Electronic Voriance
i to the POPI Personal
Act Information as
Required By
Condition
Seven of the

POPI Act

No

initiatives

under way to 5.4% 6.0% +0.6%

ensure

compliance

Formal

recognition

to  comply

and a project

initiated  to

ensurs 29.9% 28.7% -1.2%

compliance

(security

safeguards

identified for

implement-

ation)

Partial

compliance

in that a

project  is

underway to

ensure 45.5% 41.9% -3.6%

compliance

(partial

implement-

ation of

security

Overall
Compliance to
Ensuring
Confidentiality
Overall and Integrity of
gf)ﬁ:)(l)il;nce Compliance Electronic v
Category to the POP1 Personal
Act Information as
Required By
Condition
Seven of the
POPI Act
safeguards)
Full
compliance
to the POPI
Act (Ml |00 16.2% 5.4%
implement-
ation of
security
safeguards)
Unsure  of
my
institutions
fvel 8 8.4% 7.2% 12%
overall
compliance
to the POPI
Act

In table 8 above, a positive variance reflects the level of
compliance in terms of ensuring confidentiality and integrity of
electronic personal information for a particular compliance
category to be higher than the overall level of compliance to the
POPI Act. In comparison, a negative variance reflects the level of
compliance in terms of ensuring confidentiality and integrity of
electronic personal information for a particular compliance
category to be lower than the overall level of compliance to the
POPI Act. As such, the positive and negative variance for 4 of the
5 categories do not exceed 5%, as per table 8 above, and this
illustrates a degree of alignment between the overall initiative to
achieve compliance to the POPI Act and at the same time, to
address the requiresments of Condition Seven of the POPT Act to
ensure confidentiality and integrity of electronic personal
information. For example, 8.4% of participants were unsure of the
overall level of compliance to the POPI Act and 7.2% of
participants were unsure of the level of compliance in ensuring
confidentiality and integrity of electronic personal information.
One compliance category exceeded 5%, as per table 2 above, and
it related to full compliance. This demonstrates that there is a
greater level of compliance to ensure confidentiality and integrity
of electronic personal information as opposed to the overall level
of compliance to the POPI Act. However, this does not pose a
major threat as the overall level of compliance to the POPI Act
takes into account several other requirements, for example, non-
electronic personal information as well as processes for reporting
a breach.
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4.4 The Financial Value Associated with

Flectronic Personal Information

The majority of participants (72.5%) associated a financial value
to the electronic personal information maintained by their
institutions. 28.1% assigned a value in excess of 1 million rand
while 44.4% of participants associated a financial value ranging
from 0 to 1 million rand. However, the remaining 27.5% of
participants could not associate a financial value to the electronic
personal information maintained by their respective institutions.
This may pose a challenge in terms of justifying the costs
associated with the safeguards required to ensure confidentiality
and integrity of electronic personal information. For example, if
the financial value of electronic personal information is R900 000,
the safeguards to ensure confidentiality and integrity of electromic
personal information should generally not exceed R900 000. In
addition, understanding the financial valug of electronic personal
information together with the costs of safeguards to ensure
confidentiality and integrity of electronic personal information
will strengthen the business case relating to the protection of
personal information (POPT) compliance initiative. Furthermore,
in the event of a data breach of electronic personal information a
financial value may be associated with the loss of electronic
personal information.

4.5 The Impact of a Data Breach of Electronic

Personal Information

Reputational damage to an institution was rated to have the
highest impact in the event of a data breach of electronic personal
information by 77.2% of participants. This was followed by
penalties (financial or imprisonment) which account for 9.6% of
participants. Reputational damage will remain a high impact area
in the event of a data breach of electronic personal information.
However, once the POPI Act is enforced and if not complied with,
members of the South Afiican public and private institutions may
be fined up to 10 million rand, face imprisonment not exceeding
10 years or receive a combination of a fine and imprisonment
[14]. This may lead to an increase in the number of participants
who associate the impact of a data breach with penalties (financial
or imprisonment).

5. CONCLUSION AND FUTURE WORK

In this paper, the overall level of understanding of the POPI Act
by participants from South Afiican institutions was assessed,
which revealed that at the time of the research survey being
conducted the overall level of understanding of the POPI Act was
at a basic level (44.3% of the participants).

In addition, in this paper the current level of compliance to the
POPI Act as well as level of compliance to Condition Seven of the
Act, specifically relating to the confidentiality and integrity of
electronic personal information was explored. The current level of
compliance to the POPI Act showed a significant increase from
44% (2012) to 86% (2015). In addition, the overall initiative to
ensure compliance with the POPI Act compared to the compliance
initiative to address Condition Seven of the Aet specifically
relating to the confidentiality and integrity of electronic personal
information presented a degree of alignment in that neither
compliance initiatives were neglected.

Furthermore, in the assessment of financial value agsociated with
electronic personal information the majority of participants
(72.5%) were able to associate a financial value to the electronic
personal information maintained by their respective institutions.
With regard to a potential data breach of electronic personal

information, reputational damage to an institution was rated to
have the highest impact.

In terms of future work, a model of operation will be proposed to
guide the implementation of the security safeguards to ensure
confidentiality and inteprity of electronic personal information
stored, processed and transmitted, as required by Condition Seven
of the POPT Act.
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The Current State of Security Safeguards within South
African Institutions to Achieve Compliance to Condition
Seven of the POPI Act
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Abstract

Privacy entails controlling the use and access to place, location and personal information. In
South Africa, the first privacy legislation in the form of the Protection of Personal Information
(POPI) Act was signed into law on 26 November 2013. The POPI Act promotes the protection
of personal information by South African institutions and specifies the minimum requirements
in twelve chapters, which includes cight conditions for lawful processing of personal
information. Condition Seven of the POPI Act makes specific provision for security
safeguards to ensure confidentiality and integrity of personal information. In a previous
resecarch paper, the authors proposed a framework that included a selection of security
safeguards across 3 domains (management, technical and operational) from several leading
practices to facilitate the achievement and maintenance of compliance with Condition Seven
of the POPI Act, with a specific focus on confidentiality and integrity of electronic personal
information stored, processed or transmitted However, the applicability, extent of
implementation and completeness of the security safeguards across the 3 domains has not been
explored. Hence, this paper, through an assessment of the current state of security safeguards
done via participants from South African institutions, provides an evaluation of applicability,
extent of implementation and completencss of the security safeguards across the 3 domains,
previously proposed by the authors, to ensure confidentiality and integrity of electronic
personal information as required by Condition Seven of the POPI Act.

Keywords

Protection of personal information, POPI Act, POPI Act research survey, electronic
personal information, security safeguards.

1. Introduction

The currency of the digital world and the “0il” of the Internet is personal data
(Kuneva, 2009). Personal data can be bought, sold and traded creating economic
value (Al et al. 2013). Hence, the global risks identified by the World Economic
Forum (2014) included data loss as a result of data fraud as a major risk within the
technology domain. This is due to the advent of the information age which has
presented new challenges in terms of preserving personal information (Saunders and
Zucker, 1999).
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Privacy entails controlling the use and access to place, location and personal
information (Moore, 2008). The value of personal information has increased
significantly due to the advent of the information age (Saunders and Zucker, 1999)
and this has subsequently resulted in the most prevalent crime of the new millennium
known as “identity theft” (Hoar, 2001). This rampant form of crime according to the
Information Systems Audit and Control Association (ISACA) (2014) largely occurs
when criminals electronically “break into” information systems (such as those owned
by institutions) to gain access to databases, which allows them to steal personal
information such as financial account numbers, addresses or identity numbers.

As a result, legislation in the ambit of the protection of personal information aims to
protect individuals against identity theft and offers wide-ranging institutional
benefits such as the protection of an institution’s brand, image and reputation,
enhancing the credibility of an institution as well as promoting consumer confidence
and goodwill (Titus, 2011).

From a South African perspective, legislation in this area took the form of the
Protection of Personal Information (POPI) Bill which was first published for
comment in 2005 (Stein, 2012). After undergoing numerous reviews, the POFI Bill
(2009) was finally enacted and signed into law on 26 November 2013 as the
Protection of Personal Information (POPI) Act (2013). Condition Seven of the POFL
Act (2013) specifies the need for security safeguards to ensure confidentiality and
integrity of personal information.

In a previous research paper (2013), the authors proposed a framework that included
a selection of security safeguards across 3 domains (management, operational and
technical) from several leading practices to ensure confidentiality and integrity of
electronic personal information as required by Condition Seven of the POPI Act.
However, the applicability, extent of implementation and completeness of the
security safeguards across the 3 domains (management, operational and technical)
has not been explored. Applicability explores if the security safeguard is used within
an institution. The extent of implementation assesses if the security safeguard is fully
implemented, partially implemented or is being considered for implementation.
Lastly, completeness assesses if there are any additional security safeguards, which
the authors may not have considered to ensure confidentiality and integrity of
electronic personal information as required by Condition Seven of the POPI Act.
Hence, the contribution of this paper, through an assessment of the current state of
security safeguards done via participants from South African institutions, is to
provide an evaluation of applicability, extent of implementation and completeness of
the security safeguards across the 3 domains (management, operational and
technical), previously proposed by the authors, to ensure confidentiality and integrity
of electronic personal information as required by Condition Seven of the POFPI Act.
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This paper is one of a series of papers associated with the authors’ research relating
to the POPI Act, which focuses specifically on the confidentiality and integrity of
electronic perscnal information as required by Condition Seven of the POPI Act,
namely:

A framework of security safeguards for the confidentiality and integrity of electronic
personal information as required by Condition Seven of the POPI Act, which has
been presented and published.

The extent to which the European Union and South African privacy legislation
addresses the 2013 OECD guidelines on trans-border data flows and the protection of
privacy, including eight privacy principles, which has been presented and published.

Understanding the level of comphiance by South African institutions to the POPI Act,
which has been completed and submitted.

The current state of security safeguards within South African institutions, in relation
to electronic personal information, to achieve compliance to Condition Seven of the
POPI Act, which is this paper.

A model of operation to guide the implementation of the security safeguards, as
required by Condition Seven of the POPI Act, which 1s a forthcoming paper.

The paper is structured as follows: Section 2 provides a background of the POPI Act
as well as the selection of security safeguards across the 3 domains (management,
operational and technical), previously proposed by the authors, to ensure
confidentiality and integrity of electronic personal information, as required by
Condition Seven of the POPI Act. An overview of the research methodology,
research group and research survey results followed by an analysis of the research
survey responses received 1s provided in Section 3. Section 4 provides key findings
and recommendations. Section 5 concludes the paper and also presents future work.

2. Background

This section provides a background of the POPI Act as well as the
selection of security safeguards across the 3 domains (management,
operational and technical), previously proposed by the authors, to
ensure confidentiality and integrity of electronic personal information
as required by Condition Seven of the POPI Act.
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2.1. South African Protection of Personal Information Act

The POPI Act (2013) promotes the protection of personal information
by South African institutions and specifies the minimum requirements
in 12 chapters, which includes 8 conditions for lawful processing of
personal information. Although the POPI Act was signed into law on
26 November 2013 the enforcement date of the Act is still to be
announced.

2.2. Selection of Security Safeguards

Condition Seven of'the POPI Act (2013) specifies the need for security
safeguards to ensure confidentiality and integrity of personal
information.

In a previous research paper, the authors (2015) proposed a framework
that included a selection of security safeguards across management,
operational and technical domains, to facilitate the achievement and
maintenance of compliance with Condition Seven of the POPI Act,
with a specific focus on preventing unauthorised disclosure
(maintaining confidentiality) and modification (ensuring integrity) of
electronic personal information stored, processed or transmitted. The
management domain accounted for 5 security safeguards, namely
information security governance, risk management, information
security policy, supplier and service level management and business
continuity management. This was followed by the operational domain
which accounted for 6 security safeguards, namely security procedures
and processes, baseline infrastructure security standards, security
awareness and training, security monitoring, incident and reporting,
security assessment and disaster recovery. The remaining 9 security
safeguards formed part of the technical domain, namely network
segmentation, encrypted data channels, server and network component
security, workstation and laptop security, file integrity, firewalls,
physical and environmental security, centralised audit logging, data
loss prevention.

3. Research survey and analysis

This section provides an overview of the research methodology, research group, and
research survey results followed by an analysis of the research survey responses
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received via participants from South African institutions in terms of the applicability,
extent of implementation and completeness of the security safeguards across the
management, operational and technical domains.

3.1. Research methodology

The research methodology encompassed a quantitative inferential approach (Kothan,
2004), which aims to draw conclusions about a group based on a sample in the form
of a research group. This approach was driven by the use of a research survey, which
was located at https://www.surveymonkey. com/r/SAPOPI and was launched from 1
October 2015 to 15 December 2015 The research survey was anonymous and
participants were not requested to provide any identifying information such as
personal information (title, name, surname and email address) or to disclose the
name of their institution. Participants electronically provided consent before
participating in the research survey.

3.2. Research group

The research survey specifically targeted participants at South African institutions
who store, process or transmit electronic personal information and who, as a result,
are impacted by the POPI Act.

The participants were informed of the research survey via an email that included a
link to the research survey as well as social media (Twitter and LinkedIn posts) and
the South African Chapter of Information Systems Audit and Control Association
(ISACA), who distributed the research survey link to members of the South African
chapter. Participants were also able to share the link within their network. As such,
CIBECS assisted by distributing the research survey link to participants who were
targeted for the 2012 Siate of Business Data Protection in South Africa survey that
assessed, amongst other aspects, how prepared South African institutions were to
comply with the forthcoming protection of personal information legislation, which at
that stage took the form of the POPI Bill.

3.3. Research survey results

181 participants completed the research survey. However, only 167 research survey
responses from participants were considered valid (participants were required to
represent a South African institution that maintains electronic personal information

and as a result is affected by the POFI Act).

3.4. Research survey response analysis - Applicability of security safeguards
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In terms of assessing the applicability of security safeguards, participants were asked
if the security safeguards across the 3 domains were applicable (that is, used within
their institutions) or not applicable to their institutions, as it relates to to ensuring
confidentiality and integrity of electronic personal information as required by
Condition Seven of the POPI Act, as illustrated in table 1 below:

Ac Ity ssa?: U;:gd ity safzelcllzlill:lc:ynot
Security safeguard atee safeguard not °8
feguard applicable to my applicable to my applicable to my applicable to my
SE(lioﬁlain institution Istirtion institution nsHnden
(response count) iesponse (response count) {Lesporise
percentage) percentage)

AAVrags 163.00 98.80% 2.00 1.20%
Management
Average - 163.17 97.70% 3.83 230%
Operational
Average - o o
Technical 164.56 98.54% 2.44 1.46%
Overall
Average - 164.25 98.35% 2.75 1.65%
All Domains

Table 1: Applicability of security safeguards

As per table 1 above, an average of 98.35% of participants stated that the security
safeguards across the management, operational and technical domains were
applicable to their respective institutions in that these are either being considered for
implementation or already partially or fully implemented. However, an average of
1.65% participants stated that security safeguards across the management,
operational and technical domains were not applicable to their respective institutions.

3.5. Research survey response analysis - Extent of implementation of security
safeguards

The extent of implementation of the security safeguards across the 3 domains in
terms of full implementation, partial implementation or being considered for
implementation, applicable to the average of 98.35% of participants is illustrated in
table 2 below:

5 5 Security
Security Security BESHEIY ey A safeguard in
i safeguard safeguard Security
Security safeguard safeguard : 5 place and
5 5 partially partially safeguard fully
safeguard considered considered 3 i 3 fully
2 implemented imp lemented implemented 5
domain (response (response implemented
(response (response (Tesp onse count)
count) percentage) 0 fae) {response
coun! percentage percentage)
Average -
s 28.40 17.01% 79.00 47.31% 5760 34.49%
Management
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3 5 Security
. > Security Security n
5 it Sarecurltyd z:curltyd safeguard safeguard Security safle Etd dm
sa;gcur Yd 5 eg;lar d y esduar d partially partially safeguard fully P ;}ce]]a.n
a ghan S s implemented implemented imp lemented . lu ¥ wod
AL (r:;]:nuilse grrecsglu;se (response (response (response count) un]]-)E:mu:lsE
) P 2°) count) percentage) pgrcel:nage)
Average - 34.17 20.46% 87.83 5259% 41.17 24.65%
Operational
oNgLageR 46.56 27.88% 81.67 48.90% 36.33 21.76%
Technical
Overall
Average - 38.30 22.93% 82.83 49.61% 43.10 23.81%
All Domains

Table 2: Extent of implementation of security safeguards

An average of 49.61% of participants, as per table 2 above, revealed partial
implementation of the security safeguards across the 3 domains within their
institutions. In addition, an average of 25.81% of participants stated that the security
safeguards across the 3 domains were fully implemented in their institutions.
However, an average of 22.93% of participants stated that the security safeguards
across the 3 domains are still being considered within therr institutions for
implementation.

3.6. Research survey response analysis - Completeness of security safeguards

To assess completeness, the 167 participants were asked to assess if there are any
additional security safeguards to the selection of security safeguards, which the
authors may have not considered to ensure confidentiality and integrity of electronic
personal information as required by Condition Seven of the POPI Act. 150
participants (89.8%) did not provide additional safeguards that are being considered
or implemented (partially or fully) by their institutions. However, 17 participants
(10.2%) indicated that there were security safeguards that their institutions are
considering or implementing (partially or fully) in addition to the selection of
security safeguards proposed by the authors. From these 17 responses, 6 were invalid
in that they did not provide accurate and sufficient information for further
consideration. However, the remaming 11 of the 17 responses, as listed in table 3
below, provided accurate and sufficient information for further consideration:

279

© University of Pretoria



-

5

A~ 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

Appendix F - Research Publications

139

No. Safegu;:;ﬁ;;gﬁfsted by No. Safeguards suggested by participants
1 Database level encryption 7 Next generation firewall
2 Encryption 8 File integrity hashing value validation
Firmware embedded basic input output
3 Payment card industry data security 9 system (BI_OS) based persistent and remote
standard (PCI DSS) asset tracking
Data and device security
4 International standards and 10 We acquired an cntcr_pr_isc Wide_ IT system
frameworks to protect the electronic information
5 Security standards 11 | Wi-Finetworks
6 Mobile device management

Table 3: Security safeguards suggested by participants

An impact analysis of the 11 valid responses (table 3 above) as depicted in table 4
below was conducted to assess the completeness of the security safeguards proposed
by the authors, to ensure confidentiality and integrity of electronic personal
information. The impact analysis entailed grouping similar responses from the 11
valid responses and then assessing the responses in terms of either impacting or not
impacting the security safeguards proposed by the authors. A response was
considered to impact the security safeguards proposed by the authors, if it introduced
new security safeguards or resulted in changes to the name of a security safeguard or
an update of the description associated with a security safeguard. In comparison, a
response was considered not to have an impact on the security safeguards proposed
by the authors, if it resulted in no change at all as the current selection of security
safeguards adequately address the information provided by a response. The result of
the impact analysis for each grouping of responses was supported by a rationale.
Furthermore, all responses considered to impact the security safeguards proposed by
the authors, was supported by a relevant action aimed at capturing the change
required to the affected security safeguards.

Security
Sizr;eg;:gdsy Impact (Yes/No), Rationale and Action Required (Yes/No)
Participants
Response 1: Impact (Yes’No): Yes - Current security safeguards (Encrypted data channels)
Riishas .ICVEI Rationale: Encryption is only addressed from a data channel perspective by the
sneryption encrypted data channels security safeguard.
Action Reguired (Yes'No): Yes - Rename the “Encrypted data channels” security
Response 2: o P St :
Eneryplini saf;gl_lard to “Encryption an_d update tf!c description to address_ encryption
holistically from a data security perspective to cover data transmission (data
Response 9: channels) and storage (databases).
Data security
Response 3: Impact (Yes'No): No
Payment card Rationale: Credit card information is considered personal information however
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Security
Safeguards
Suggested by
Participants

Impact (Yes/No), Rationale and Action Required (Yes/No)

industry data
security standard

PCI-DSS is a standard specifically for credit card information (PCI Security
Standards Council, 2016) and does not apply to institutions who have personal

(PCI-DSS) information such as names, surnames and email addresses of clients but no credit
card information. As a result, PCI-DSS will not result in an additional security
safeguard or an amendment to the security safeeuards proposed. However,
compliance to the PCI-DSS standard will encompass the implementation of the
majority of the security safeguards proposed.

Action Required (Yes'No): No
Impact (Yes’/No): No
fie.qmnts'et Rationale: The baseline infrastructure security standards safeguard addresses
nternational : ; s
Ly _securlty _standards_. Furth_crmore, t_hc security safeguards includes the need for_an
frameworks !nformatlon security policy, security procedures gnd processes as Wel_l as bas_elme
infrastructure security standards, which should ideally be based on international
. standards and frameworks to prevent re-inventing the wheel. For example, the
Response §: : : . : : T
Security information security policy may be based on International Standards Organisation
— (ISO) 27001.
Action Required (Yes'No): No
Impact (Yes’No): Yes - Current security safeguards (workstation and laptop
security as well as data loss prevention).

Response 6: Ratienale: Workstation and laptop security makes no provision for mobile

Mobile device devices. Furthermore, data end points for data loss prevention are limited to
management workstations and laptops.
Action Reguired (Yes/No): Yes - Rename the security safeguard “W orkstation

Response 9: and laptop security” to “Workstation, laptop and mobile device security” and

Device security

update the description of the security safeguard to include security of mobile
devices. In addition, update the description of the “Data loss prevention™ security
safeguard to include mobile devices as data end points.

Impact (Yes’/No}: Yes - Current security safeguards (file integrity).

N?Xetweonngrflgim Rationale: Firewalls independent of vendor or technology is addressed by the
ﬁ?ewall current security safeguards (firewall).
Action Required (Yes'No): No
R 8 Impact (Yes'No): No
Filezglzserit- Rationale: File integrity is addressed by the file integrity security safeguard, with
Fadii \%alu{: no provision for hash value validation.
validition Action Required (Yes'No): Yes - Update the description of the “File integrity”
security safeguard to include hash value validation.
Impact (Yes'Ne): Yes - Current security safeguards (Security monitoring,
incident and reporting, workstation and laptop security as well as data loss
P, prevention).
F?Ii‘omware. Rationale: Yes - Security monitoring, incident and reporting safeguard as well as
S the workstation and laptop security and data loss prevention safeguards did not
input cutout take into account asset tracking.
sysl;pem (BIPOS) Action Reguired (Yes'No): Yes - Update the description of the security
based persistent monitoring, incident and reporting safeguard to include persistent and remote
and remote asset | 355¢t tracking. In addition, the workstation and laptop security safeguard
HAHE description to be updated to include firmware BIOS based tracking on supported
g waorkstations, laptops and mobile devices. Furthermore, the data loss prevention
safeguard to enable tracking of assets via data end points, if firmware BIOS based
asset tracking is not supported on workstations, laptops or mobile devices.
Response 10: Impact (Yes'No): No

We acquired an
enterprise wide
IT system to

Rationale: Enterprise wide IT system is open to interpretation and could be a data
loss prevention (DLP) system or a security incident event and monitoring (SIEM)

system. Both the DLP and SIEM systems are addressed by the current security
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Security
S?lzgegsut:crldbsy Impact (Yes/No), Rationale and Action Required (Yes/No)
Participants
protect the safegnards (Data loss prevention and security monitoring, incident and reporting).
electronic Action Required (Yes'No): No
information
Impact (Yes'No): Yes - Current security safeguards (network segmentation as
well as server and network component security).
Rationale: The network segmentation as well as the server and network
component security safeguards do not make a distinction between wired and
Response 11: :
Wi-Fi networks wireless networks. _
Action Required (Yes’No): Yes - Update the description of the “Network
segmentation” and “Server and network component security” safeguards to state
that the security safeguards are applicable to any form of network may it be wired
and wireless or a combination thereof.

Table 4: Impact analysis of the security safeguards suggested by participants

As a result of the aforementioned impact analysis in table 4 above, based on the 11
valid responses, 5 responses had no impact on the security safeguards previously
proposed by authors as supported by the rationale provided. However, 6 of the 11
valid responses had an impact on the selection of security safeguards previously
proposed by authors, in that it did result in updates to the security safeguards but no
additional security safeguards were identified.

4. Critical evaluation of the analysis

This section provides a critical evaluation of the analysis performed in
section 3 of'this paper by way of key findings and recommendations.

4.1. Applicability of security safeguards

An average of 98.35% of participants stated that security safeguards across the
management, operational and technical domains, proposed by the authors, were
applicable to their respective institutions (either being considered for implementation
or already partially or fully implemented). An average of 1.65% of participants stated
that security safeguards across the management, operational and technical domains
were not applicable to their respective institutions. Certain security safeguards may
not be applicable in the event where the institution has compensating safeguards
{other alternative security safeguards to ensure confidentiality and integrity of
electronic personal information) in place. However, in the event that the
confidentiality and integrity of electronic personal information may be compromised
due to the lack of a security safeguard, it is recommended that the security
safeguards identified as not applicable to the institution across the management,
operational and technical domains be re-considered for implementation to mitigate
the risk of disclosure and modification of electronic personal information as well as
to ultimately ensure compliance to Condition Seven of the POPT Act.
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4.2. Extent of implementation of security safeguards

At the time of the research survey being conducted an average of 25.81% of the
98.35% of participants stated that security safeguards across the management,
operational and technical domains were fully implemented in their mstitution.
However, security safeguards across the management, operational and technical
domains were partially implemented (average of 49.61% of the 98.35% participants)
or being considered for implementation (average of 22.93% of the 98.35% of
participants). Given that the POPI Act is not yet enforceable, the progress made by
South African institutions is considered acceptable in that the implementation of
certain of the security safeguards account for a combined average of 75.42% of the
98.35% of participants (partial implementation - 49.61% and full implementation -
25.81%). South African mstitutions should aim to achieve full implementation of the
security safeguards in order to contribute towards the achievement of ensuring
compliance to Condition Seven of the POPI Act as well as the overall POPI Act. As
a result, the security safeguards that have been fully mplemented can be
continuously monitored to ensure that the confidentiality and integrity of electronic
personal mnformation is preserved, while the security safeguards that have been
partially implemented should be fully implemented. Similarly, the security
safeguards that are being considered for implementation should be prioritised and
implemented in the most effective and efficient manner n order to achieve
compliance to Condition Seven of the POPI Act as well as the overall POPT Act.

4.3. Completeness of security safeguards

From a completeness perspective, no additional security safeguards were added to
the selection of security safeguards previously proposed by the authors to ensure
confidentiality and integrity of electronic personal information. However, based on
the information provided by participants in terms of the responses received, driven
by themes such as encryption, mobile devices and asset tracking, the names of 2
security safeguards (workstation and laptop security changed to workstation, laptop
and mobile security as well as encrypted data channels changed to encryption) were
updated. In addition, the description associated with 7 security safeguards were
updated. The aforementioned updates are illustrated in italics within table 5 below:
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safeguard description

incident and reporting

to report on any malicious
activities or data breaches of
electronic personal information.

Update Description Security Safe d Name Current Safeguard Description Updated Safeguard Description
4.3.1.3. All audit logs from applications as | 4.3.1.4. All audit logs from applications as
well as the technology well as the technology infrastructure
4.3.1.1. Update to the security | 4.3.1.2. Security monitoring, infrastructure is assessed in order is assessed in order to report on any

malicious activities or data breaches
of electronic personal information.
Security — monitoring  to  inciude
persistent and remote asset tracking.

4.3.1.5. Update to the security
safeguard description

4.3.1.6. Network segmentation

4.3.1.7. Application and database servers
that respectively process and store
personal information are located
on a dedicated network segment
that is separated from the rest of
the corporate network.

4.3.1.8. Application and database servers that
respectively process and  store
personal information are located on a
dedicated network segment (may be a
wired or wireless network or a
combination thereof) that is separated
from the rest of the corporate
network.

4.3.1.9. Update to the security

4.3.1.10. All electronic personal
information flowing inte and out
of the dedicated network segment,

43.1.11. All electronic personal
information fransmitied (flowing into
and out of the dedicated network

safeguard name and f;z’?:)gat::rzl S)(prevmusly encrypted is encrypted and access to the data segment) and stored, is encrypted and
description channels is strictly monitored and access to the data channels and
controlled. storage  (databases) is  strictly
itored and controlled.
4.3.1.14. All  server and network | 4.3.1.15. All server and network (may be a
components are configured to wired or wireless network or a
hL12. U]:_vdate 1o the 4.3.1.13. Server and network implement the defined baseline combination thereof) components are
security safeguard < @ . <
L component security infrastructure security standards. configured to implement the defined
description 5 . 5
baseline  infrastructure  security
standards.

4.3.1.16. Update to the
security safeguard
name and description

Workstation, laptep and mobile
securify (previously workstation and

4.3.1.17. Workstations and laptops are
configured to implement the
defined baseline infrastructure
security standards and are locked

4.3.1.18. Workstations, laptops and mobile
devices are configured to implement
the defined baseline infrastructure
security standards and are locked

144

Update Description Security Safe d Name Current Safeguard Description Updated Safeguard Description
laptop security) down to prevent the user to change down to prevent the user to change
the configuration or install the configuration or install additional
additional applications. applications. In addition, firmware
basic input output system (BIOS) based
tracking  should be enabled on
supported workstations, lapiops and
mobile devices (for non- supported
workstations, lapiops and mobile
devices asset tracking should be
implemented through the data loss
prevention security safegnard)
4.3.1.21. All configurations associated | 4.3.1.22. All configurations associated with
with server and network server and network components are
43119, Update to the cor_nponents are assoclated with a associated with a unique value known
security safeguard | 43.1.20. File integrity unique value known as a hash as a hash value. The hash value may
description e value. The hash value may be used be used to ascertain if unauthorised
to ascertain if unauthorised changes were affected to
changes  were  affected to configurations  via  hash  value
configurations. validation.
4.3.1.25. The protection of data loss for | 43.1.26. The protection of data loss for
data at rest, in motion or at an end data at rest, in motion or at an end
point. To prevent the loss of point. To prevent the loss of
electronic personal information electronic  personal  information
43123, Update to  the specifically via workstations or spf;cil’iczlllly dv‘ial wur;?(sta}tl_ions, laptup]sc
security safeguard | 4.3.1.24. Dataloss prevention laptops. cma moblie devices. ”.” LS, irac
description asse_tx.vm data end points, if firmware
basic input ouiput system (BIOS) based
asset tracking (Workstation, laptop and
mobile security safeguard) is not
supported on workstations, laptops or
mobile devices.

Table S: Updates to the security safeguard names and/or descriptions
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The updates to the security safeguard names and descriptions as reflected in table 5
above will be taken in account when the model of operation to guide the
implementation of security safeguards to ensure confidentiality and integrity of
electronic personal is to be defined by the authors.

5. Conclusion and future work

In this paper, the applicability, extent of implementation and completeness of the
security safeguards across the management, operational and technical domains,
proposed by the authors, through an assessment of participants from South African
institutions was explored.

From an applicability and extent of implementation perspective, the security
safeguards across the management, operational and technical domains, proposed by
the authors, were widely used by South African institutions in that an average of
98.35% of participants stated that security safeguards across the 3 domains were
applicable to their respective mstitutions and the security safeguards are either being
considered for implementation (average of 22.93% of the 98.35% of participants) or
already partially (average of 49.61% of the 98.35% of participants) or fully
implemented (average of 25.81% of the 98.35% of participants).

In terms of the completeness of the security safeguards proposed by the authors, no
additional security safeguards were added to ensure confidentiality and integrity of
electronic personal information. However, the names and descriptions of specific
security safeguards were updated based on the information provided by participants.
These updates are to be factored, as part of future work, into the model of operation
which aims to guide the implementation of the security safeguards to ensure
confidentiality and integrity of electronic personal information stored, processed and
transmitted, as required by Condition Seven of the POPI Act (2013).
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