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ABSTRACT 

Privacy entails controlling the use and access to place, location and personal information. 

In South Africa, the first privacy legislation in the form of the Protection of Personal 

Information (POPI) Act (Act 4 of 2013) was signed into law on 26 November 2013. The 

POPI Act promotes the protection of personal information by South African institutions and 

specifies the minimum requirements in 12 Chapters, which includes 8 Conditions for lawful 

processing of personal information. Condition 7 of the POPI Act makes specific provision 

for security safeguards to ensure the confidentiality and integrity of personal information. 

While the legislative requirements of Condition 7 of the POPI Act are spelt out in Sections 

19, 20, 21 and 22, the requirements are not supported by specific guidance in terms of 

how these should be satisfied. There is also no specific guidance on the security 

safeguards, as required in Section 19, to ensure the confidentiality and integrity of 

personal information. Hence, this thesis - which focuses on electronic personal information 

- proposes a framework that includes a selection of security safeguards that may serve as 

a frame of reference and be used by South African institutions that store, process and 

transmit electronic personal information, to achieve and maintain compliance with 

Condition 7 of the POPI Act. As part of this study, a POPI research survey is used to 

assess the current state of security safeguards in South African institutions and to validate 

the selection of security safeguards of the proposed framework. In addition, a model of 

operation of security safeguards is proposed to guide one on how the selection of security 

safeguards should be implemented to achieve and maintain confidentiality and integrity of 

electronic personal information as required by Condition 7 of the POPI Act. Furthermore, 

this thesis explores the concept and principles of privacy as well as the importance of 

privacy and provides an overview of the global privacy legislative landscape, including 

South African privacy legislation. An analysis is also conducted to assess the extent to 

which the privacy legislation of the European Union (EU) and South Africa addresses the 

international 2013 Organisation for Economic Co-operation and Development (OECD) 

guidelines. The POPI research survey is also used to assess the level of compliance with 

the POPI Act and specifically Condition 7 of the Act. In addition, the POPI research survey 

is used to assess the financial value associated with electronic personal information and 

the potential impact of a data breach of electronic personal information. 
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1.1 INTRODUCTION 

Today, more than ever, we find ourselves in an information revolution that has transformed 

the way we transact and conduct business, resulting in an unparalleled proliferation of 

records preserved within databases containing fertile fields of personal data (Solove, 

2004). According to the National Crime Prevention Council (2016): “Since its beginning in 

the 1990s, the Internet has grown into a vast electronic network that now spans the entire 

globe, and it will only continue to grow. Because people use the Internet in their everyday 

lives, they rely on it for a safe and accurate exchange of information. Constantly, personal 

data such as social security numbers, credit card numbers, and passwords are traveling 

through wires, and also through the air, from one computer to another. With security 

measures in place to protect this sort of information online, most people feel safe on the 

Internet and trust that their personal information will remain confidential. But, unfortunately, 

criminals have also adapted to advancements in technology and, these days, people are 

becoming victims of crimes committed over the Internet.”  

 

The currency of the digital world and “oil” of the Internet is personal information (Kuneva, 

2009). Personal information according to the Organisation for Economic Co-operation and 

Development (OECD) (2013) is regarded as any information relating to an identifiable, 

living and natural individual. Personal information can be bought, sold and traded creating 

economic value (Ali et al., 2013).  

 

Hence, the global risks identified by the World Economic Forum (2014, 2015, 2016 and 

2017) from 2014 to 2017 include data loss as a result of data fraud or theft as a major risk 

within the technology domain. Furthermore, for the first time in 2017, since 2007, is a 

massive incident of data fraud/theft listed in the top 5 global risks in terms of the probability 

by the World Economic Forum (2017).  

 

The value of personal information has increased significantly due to the advent of the 

information age (Saunders and Zucker, 1999) and this has subsequently resulted in the 

most prevalent crime of the new millennium known as identity theft (Hoar, 2001). Identity 

theft is defined by the OECD (2009) as a form of crime which, “occurs when a party 
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acquires, transfers, possesses, or uses personal information of a natural or legal person in 

an unauthorized manner, with the intent to commit, or in connection with, fraud or other 

crimes”. Similarly, according to Schipke (2006) identity theft, “involves stealing another 

person’s “identity” - personal and financial information - for the purpose of committing other 

crimes constituting fraud.” This rampant form of crime is largely achieved through 

techniques such as phishing (luring victims to divulge personal information via deceptive 

emails or fake web sites) and pharming (redirecting victims from an authentic web site to a 

fraudulent web site which replicates the authentic web site in appearance with the intention 

to illicit personal information from victims) that are used to trick victims to divulge personal 

information for illicit purposes (OECD, 2009). The magnitude of this ever increasing 

prevalent crime is indicated in the 2016 Identity Fraud Study (Javelin, 2016) that assessed 

the financial impact of identity theft for a 6-year period ending 2015, at 112 billion U.S. 

dollars, which is equivalent to 35600 U.S. dollars per minute for the aforementioned 

period. 

 

Furthermore, criminals break into information systems of institutions to gain unauthorised 

access to databases, commonly referred to as a data breach, which provides them with 

the ability to steal personal information such as, among others, financial account numbers, 

addresses or identity numbers (Information Systems Audit and Control Association 

(ISACA), 2014a).  

 

The World’s Biggest Data Breaches by Information Is Beautiful (2017) provides a 

graphically illustration of data breaches and globally the number of data breaches and the 

extent of the data breach in terms of the number of personal information records have both 

progressively increased on an annual basis from 2004 to 2017. Appendix A provides a 

summary of numerous high profile data breaches experienced in recent times on a global 

level by international institutions such as Ashley Madison, Sony Entertainment and the 

Korean Pharmaceutical Information Centre (Internet Society, 2016) as well as LinkedIn, 

the Philippine Commission on Elections and Yahoo (Identity Force, 2016). 
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This growing trend of data breaches is further confirmed by the 2016 Internet Security 

Threat Report (Symantec, 2016), which reported 318 (429 million identities exposed) data 

breaches in 2015 compared to 253 (552 million identities exposed) and 312 (348 million 

identities exposed) data breaches in 2013 and 2014 respectively. Similarly, from 1 January 

to 13 December 2016, the Identity Theft Resource Centre (2016) reported a total of 980 

data breaches which exposed over 35 million records across several industry sectors as 

illustrated in Figure 1.1 below. 

 

 

Category 
Number of 
breaches 

Number of 
records exposed 

Banking/Credit/Financial 43 71912 

Business 432 5649046 

Educational 84 1015813 

Government/Military 66 13070531 

Medical/Healthcare 355 15426015 

Total 980 35233317 

Figure 1.1: 2016 Data Breach Category Summary  

Source: Adapted from Identity Theft Resource Centre (2016) 

 

From a South African perspective, the reporting of data breaches by South African 

institutions is limited to the extent that only 5 data breaches were registered in 2015 
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(Gemalto, 2015). The non-reporting of data breaches in South Africa is due to the lack of 

privacy legislation compelling South African institutions to notify the public in the event of a 

data breach (Alfreds, 2016). In 2016, the non-reporting of data breaches by South African 

institutions continued, however the following data breaches became public knowledge:  

 Armscor - Invoicing information displaying customer and supplier details exposed 

(MyBroadBand, 2016a).  

 Government Communication and Information Services (GCIS) - Personal 

information associated with 1500 government employees exposed, including 

names, phone numbers, e-mail addresses and hashed passwords (Vermeulen, 

2016a).  

 Department of Water Affairs - Highly sensitive financial data, names of managers 

and details of projects exposed (Vermeulen, 2016b). 

 Ethekwini Municipality - Personal information associated with 98330 residents 

exposed, including passwords, full names, addresses, and identity numbers 

(MyBroadBand, 2016b). 

 MTN - Names, numbers and bills of customers made accessible to other customers 

(MyBroadBand, 2016c).  

 

Due to the instrumental value associated with privacy (Moor, 1997), the data breach trend 

will continue to increase, locally in South Africa and internationally, in terms of the number 

of data breaches and the extent of personal information exposed. As a result, legislation in 

the ambit of protecting personal information is critical to preserve the privacy of individuals, 

which according to Moore (2008), entails controlling the use and access to place, location 

and personal information. Furthermore, protection of personal information legislation would 

protect individuals against identity theft as well as offer wide-ranging benefits to institutions 

including the protection of an institution’s brand, image and reputation, enhancing the 

credibility of an institution as well as promoting consumer confidence and goodwill (Titus, 

2011). Specifically in the South African context, privacy legislation will enhance 

transparency and end attempts by institutions to keep data breaches under the radar 

(Floor, 2015). 
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Countries around the world such as Canada and the United States of America (USA) as 

well as member states of the European Union (EU) have identified the importance of 

protecting personal information and as such have implemented privacy legislation with a 

specific focus on protecting personal information. The EU adopted the Data Protection 

Directive (also known as Directive 95/46/EC) of 1995 to protect personal information of 

individuals within member states (European Parliament, 1995). The USA responded to 

meet the requirements of the Data Protection Directive (1995), specifically relating to the 

adequacy standard, by introducing the Safe Harbor Act of 2000 designed to allow for the 

transfer of personal information between EU member states and the USA (Steinke, 2002). 

Similar to the EU, Canada has the Personal Information Protection and Electronic 

Document Act (PIPEDA) of 2000 in place to govern how institutions collect, use and 

disclose personal information (Government of Canada, 2014).  

 

The South African response to the protection of personal information legislation has taken 

the form of the Protection of Personal Information (POPI) Bill, which was first published for 

comment in 2005 (Stein, 2012). After undergoing numerous reviews, the POPI Bill (2009) 

was finally enacted and signed into law on 26 November 2013 as the POPI Act (Act 4 of 

2013). This thesis commenced in 2014 and at the time of completing the thesis, the POPI 

Act (2013) was still not enforced and the commencement date was still to be announced. 

 

This chapter serves as an introduction to the thesis and also provides the motivation for 

undertaking the study. Furthermore, this chapter provides the research problem and 

associated research questions as well as the research goal, scope, limitations, objectives, 

methodology and layout. In addition, a listing is provided of the research work associated 

with this thesis, which has already been published as research papers as part of 

conference proceedings and formulated to be submitted to a journal for consideration to be 

published.  

 

1.2 MOTIVATION 

As highlighted in the introduction of this chapter, there was a need for protection of 

personal information legislation in South Africa, which eventually came to the fore in 2013 
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when it was enacted in the form of the POPI Act (2013). This thesis is motivated by 

Condition 7 of the POPI Act (2013) in the context of electronic personal information, as 

well as the view shared by de Stadler and Esselaar cited by Heyink (2015), who state that: 

“It must be recognised that addressing the information security issues will be critical to the 

achievement of compliance with POPI.” Specifically, Condition 7 of the POPI Act (2013), 

brings to the fore the information security element, in that a selection of security 

safeguards is required to ensure confidentiality and integrity of personal information.  

 

1.3 RESEARCH PROBLEM  

As highlighted in the motivation above, Condition 7 of the POPI Act (2013) requires a 

selection of security safeguards to ensure confidentiality and integrity of personal 

information. However, the research problem identified is that while the legislative 

requirement of Condition 7 of the POPI Act (2013) is spelt out in Sections 19, 20, 21 and 

22, the requirements are not supported by specific guidance in terms of how the 

requirements should be satisfied. There is also no specific guidance on the security 

safeguards, as required in Section 19, to ensure the confidentiality and integrity of 

specifically electronic personal information. Sikhungo (2016) confirmed this problem and 

stated that: “POPI does not provide a “tick list” of security requirements to meet. 

Responsible parties must consider applicable industry security practices and then 

implement security appropriate security measures for the business.” Therefore, in 

providing a solution to the aforementioned research problem, specifically focused on 

Condition 7 of the POPI Act (2013) and limited to electronic personal information, this 

thesis is guided by the following 6 research questions: 

 Research question 1 - To what extent does the privacy legislation of the EU and 

South Africa address the international 2013 OECD guidelines? 

 Research question 2 - How can South African institutions, who store, process and 

transmit electronic personal information achieve and maintain compliance with 

Condition 7 of the POPI Act (2013), including the security safeguards to be 

considered to ensure confidentiality and integrity of electronic personal information? 
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 Research question 3 - What is the current level of compliance by South African 

institutions to the POPI Act (2013) and specifically Condition 7 of the POPI Act 

(2013)? 

 Research question 4 - What is the current state of security safeguards within South 

African institutions to achieve compliance with Condition 7 of the POPI Act (2013), 

specifically in relation to electronic personal information? 

 Research question 5 - To what extent is the selection of security safeguards 

proposed as part of the framework within this thesis valid?  

 Research question 6 - How can the security safeguards proposed as part of the 

framework within this thesis be implemented to achieve and maintain confidentiality 

and integrity of electronic personal information as required by Condition 7 of the 

POPI Act (2013)? 

 

1.4 RESEARCH GOAL, SCOPE, LIMITATIONS AND OBJECTIVES 

The research goal, scope, limitations and objectives are formulated below based on the 

defined research problem and 6 associated research questions. 

 

1.4.1 GOAL 

The goal of this research is to provide a solution to the aforementioned research problem 

by addressing the 6 associated research questions outlined in section 1.3, with a specific 

focus on Condition 7 of the POPI Act (2013) and limited to electronic personal information.  

 

1.4.2 SCOPE 

Based on the research goal, the scope of this thesis provides a solution that encompasses 

a framework and model of operation of security safeguards to ensure the confidentiality 

and integrity of electronic personal information, in order to achieve and maintain 

compliance with Condition 7 of the POPI Act (2013). 

 

1.4.3 LIMITATIONS 

This thesis is focused on Condition 7 of the POPI Act (2013) and is limited to electronic 

personal information. As such, the research survey was specifically targeted at participants 
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from South African institutions who store, process or transmit electronic personal 

information and who, as a result, are impacted by the POPI Act (2013). 

 

The research is further limited by the South African context, in terms of the implementation 

of the POPI Act (2013), which at the time of writing this thesis, had still not come into 

effect, despite being ratified.  

 

Furthermore, this thesis is premised within the information security domain as a result of 

Condition 7 of the POPI Act (2013). As such, this thesis is not premised in the legal 

domain and therefore does not in any way aim to encompass an analysis from a legal 

perspective, for example a legal analysis of the requirements of the POPI Act or EU Data 

Protection Directive. 

 

1.4.4 OBJECTIVES 

In analysing the above-mentioned research goal, scope and limitations in conjunction with 

the research problem and 6 associated research questions, this thesis is guided by the 

following objectives:  

 Exploring the concept and principles of privacy as well as the importance of privacy 

and providing an overview of the global privacy legislative landscape.  

 Providing an overview of South African privacy legislation. 

 Analysing the extent to which the privacy legislation of the EU and South Africa 

addresses the international 2013 OECD guidelines. 

 Proposing a framework that includes a selection of security safeguards that may 

serve as a frame of reference and be used by South African institutions, who store, 

process and transmit electronic personal information, to ultimately achieve and 

maintain compliance with Condition 7 of the POPI Act (2013). 

 Assessing the level of compliance with the POPI Act (2013) and specifically 

Condition 7 of the Act, through a research survey aimed at participants from South 

African institutions. 

 Assessing through a research survey aimed at participants from South African 

institutions the current state of security safeguards within these institutions to 
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achieve compliance with Condition 7 of the POPI Act (2013), specifically related to 

electronic personal information. 

 Evaluating the applicability and completeness of the selection of security 

safeguards through a research survey aimed at participants from South African 

institutions who store, process and transmit electronic personal information, in order 

to validate the selection of security safeguards of the proposed framework. 

 Proposing a model of operation of security safeguards to guide how the selection of 

security safeguards should be implemented to achieve and maintain the 

confidentiality and integrity of electronic personal information as required by 

Condition 7 of the POPI Act (2013). 

 

1.5  RESEARCH METHODOLOGY 

The research methodology encompasses a combination of research techniques including 

a literature review of several sources of information namely, research papers, academic 

journals, whitepapers, web sites and previous surveys, as well as analysis, modelling and 

quantitative inferential research, utilising a research survey. 

 

The literature review led to the formulation of the research problem and associated 

research questions and provided a background in terms of the concept and principles of 

privacy, the importance of privacy and an overview of the global privacy legislative 

landscape, including South African privacy legislation. A combination of a literature review 

and analysis was used to assess the extent to which the privacy legislation of the EU and 

South Africa addresses the international 2013 OECD guidelines. Modelling was used to 

propose a framework that includes a selection of security safeguards that may serve as a 

frame of reference and be used by South African institutions that store, process or transmit 

electronic personal information, to achieve and maintain compliance with Condition 7 of 

the POPI Act (2013). The assessment of the level of compliance with the POPI Act (2013) 

and specifically Condition 7 of the Act was achieved through quantitative inferential 

research techniques, in the form of a POPI research survey aimed at participants from 

South African institutions. The POPI research survey was also used to understand the 

current state of security safeguards within South African institutions and to validate the 
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selection of security safeguards of the proposed framework. Modelling was once again 

employed to propose the model of operation of security safeguards to guide how the 

selection of security safeguards should be implemented to achieve and maintain 

confidentiality and integrity of electronic personal information as required by Condition 7 of 

the POPI Act (2013). 

 

1.6 LAYOUT 

This thesis consists of 10 chapters divided into 7 parts as illustrated in Figure 1.2 below. 

 

 

Figure 1.2: Layout 

 

Part 1 - Introduction - comprises of Chapter 1, which serves as an introduction to the 

thesis. This chapter includes the research problem and associated research questions as 

well as the research goal, scope, limitations, objectives, methodology and layout. In 

addition, the research publications associated with the thesis in the form of conference 

research papers and a journal article is provided.  

 

Part 2 - Background - provides a background to the thesis and consists of Chapters 2 and 

3. Chapter 2 explores the concept and principles of privacy as well as the importance of 
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privacy in the context of this research and provides an overview of the global privacy 

legislative landscape. Chapter 3 provides an overview of South African privacy legislation.  

 

Part 3 - Privacy Legislation Comparison - provides a privacy legislation comparison and 

consists of Chapter 4. This chapter provides the rationale for the privacy legislation 

comparison followed by the analysis in terms of the extent to which the privacy legislation 

of the EU and South Africa addresses the international 2013 OECD guidelines. Lastly, this 

analysis gives rise to a critical evaluation in terms of the similarities and differences 

associated with the privacy legislation compared within the chapter.   

 

Part 4 - Proposed Framework - comprises of Chapter 5, which proposes a framework that 

includes a selection of security safeguards that may serve as a frame of reference and be 

used by South African institutions that store, process and transmit electronic personal 

information, to achieve and maintain compliance with Condition 7 of the POPI Act (2013). 

In addition, this chapter provides a critical evaluation in terms of the benefits and 

limitations associated with the proposed framework.  

 

Part 5 - Research Survey and Results - is made up of Chapter 6, 7 and 8 respectively. 

Chapter 6 provides an overview of the POPI research survey in terms of the research 

design, research instrumentation, research group, data analysis approach and the POPI 

research survey results in terms of demographics as it relates to the participants’ 

institutions’ sector (public versus private), industry sector and institution size. Chapter 7 

provides the level of compliance with the POPI Act (2013) and specifically Condition 7 of 

the Act as well as the financial value associated with electronic personal information and 

the potential impact of a data breach of electronic personal information. Furthermore, 

Chapter 8 focuses on the current state of security safeguards within South African 

institutions and validates the selection of security safeguards of the proposed framework 

from Chapter 5 through the POPI research survey results. Lastly, a critical evaluation in 

terms of key findings and recommendations based on the analysis of the POPI research 

survey results is provided in Chapter 7 and 8 respectively.  
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Part 6 - Model of Operation of Security Safeguards - consists of Chapter 9, which 

proposes a model of operation of security safeguards to guide one on how the selection of 

security safeguards should be implemented to achieve and maintain confidentiality and 

integrity of electronic personal information as required by Condition 7 of the POPI Act 

(2013). In addition, this chapter provides the benefits and limitations associated with the 

model of operation of security safeguards as part of a critical evaluation. 

 

Part 7 - Conclusion - comprises of Chapter 10 devoted to concluding the thesis. The final 

chapter assesses the extent to which the research problem and associated research 

questions have been addressed by the thesis. In addition, the final chapter provides the 

research contribution associated with the thesis as well as highlights potential areas of 

future research.  

 

Finally, the appendices associated with this thesis as well as a bibliography of research 

consulted during the formulation of this thesis is provided after the last chapter.  

 

1.7 RESEARCH PUBLICATIONS 

During the process of formulating this thesis, research publications were produced in the 

form of peer-reviewed conference research papers and a journal article was formulated to 

be submitted to a peer-reviewed journal for consideration and publication. 

 

The research publications in the form of published peer-reviewed conference research 

papers are provided in Appendix F and a summary is provided in Table 1.1 below, in 

chronological order based on the date that they were presented at the respective 

conferences. 

 

Table 1.1: Research Publications 

Conference research 

paper title 

Conference Date and 

location 

Acceptance rate 

A Framework of Security 

Safeguards for 

10th International 

Conference on 

24 to 25 March 

2015. 

Acceptance Rate: 

47%. 
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Conference research 

paper title 

Conference Date and 

location 

Acceptance rate 

Confidentiality and Integrity 

of Electronic Personal 

Information. 

Cyber Warfare and 

Security (ICCWS) 

2015. 

 

Kruger National 

Park, South 

Africa. 

 

Received the 

Joint Award for 

the Best 

Conference 

Paper presented 

at ICCWS 2015. 

The Extent to which 

Privacy Legislation of the 

European Union and South 

Africa addresses the 2013 

OECD Guidelines.  

African Cyber 

Citizenship 

Conference 

(ACCC) 2015.  

2 to 3 November 

2015 

Port Elizabeth, 

South Africa. 

Acceptance Rate: 

39% 

 

Understanding the Level of 

Compliance by South 

African Institutions to the 

POPI Act (2013). 

South African 

Institute of 

Computer 

Scientists and 

Information 

Technologists 

(SAICSIT) 2016. 

26 to 28 

September 2016. 

 

Johannesburg, 

South Africa. 

Acceptance Rate: 

39%. 

The Current State of 

Security Safeguards within 

South African 

Institutions to achieve 

Compliance to Condition 7 

of the POPI Act (2013). 

African Cyber 

Citizenship 

Conference 

(ACCC) 2016.  

31 October 2016 

to 1 November 

2016. 

 

Port Elizabeth, 

South Africa. 

Acceptance Rate: 

52% 

 

 

At the time of concluding and submitting this thesis for examination, a journal article 

entitled: A Model of Operation for Electronic Personal Information to Achieve and Maintain  
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Compliance to Condition 7 of the POPI Act was formulated and submitted to a peer-

reviewed journal for consideration and publication. 

 

1.8 CONCLUSION 

Part 1 (Introduction) of this thesis was concluded in terms of Chapter 1, which served as 

an introduction to the thesis and as a result of a literature review, the research problem 

and associated research questions were defined. In addition, the research goal, scope, 

limitations, objectives, methodology and layout were provided. Lastly, the research 

publications associated with the thesis in the form of conference papers and a journal 

article were provided.  

 

As such, Table 1.2 below demonstrates the relationship between the research questions 

defined based on the research problem and the layout of the thesis together with the 

research publications produced as a result of this thesis. For example, the research 

question 2, “How can South African institutions, who store, process and transmit electronic 

personal information achieve and maintain compliance with Condition 7 of the POPI Act, 

including the security safeguards to be considered to ensure confidentiality and integrity of 

electronic personal information?” is addressed by Chapter 5 within Part 4, of the thesis, 

“Proposed Framework with a Selection of Security Safeguards”, which is associated with a 

peer-reviewed conference research paper titled, “A Framework of Security Safeguards for 

Confidentiality and Integrity of Electronic Personal Information”, which was published in the 

conference proceedings of the 10th International Conference on Cyber Warfare and 

Security in 2015.  

 

Table 1.2: Research Questions, Layout and Research Publications 

Research question Layout Research publications 

Research question 1 - To what 

extent does the privacy legislation of 

the EU and South Africa address 

the international 2013 OECD 

guidelines? 

Part 2 - Chapter 4: 

Extent to which the 

Privacy Legislation of 

the EU and South 

Africa addresses the 

Conference paper 

published and presented - 

ACCC 2015: The Extent 

to which Privacy 

Legislation of the EU and 
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Research question Layout Research publications 

international 2013 

OECD Guidelines. 

South Africa addresses 

the 2013 OECD 

Guidelines. 

Research question 2 - How can 

South African institutions, that store, 

process and transmit electronic 

personal information achieve and 

maintain compliance with Condition 

7 of the POPI Act (2013), including 

the security safeguards to be 

considered to ensure the 

confidentiality and integrity of 

electronic personal information? 

Part 3 - Chapter 5: 

Proposed Framework 

with a Selection of 

Security Safeguards. 

Conference paper 

published and presented - 

ICCWS 2015: A 

Framework of Security 

Safeguards for 

Confidentiality and 

Integrity of Electronic 

Personal Information. 

 

 

Research question 3 - What is the 

current level of compliance by South 

African institutions to the POPI Act 

(2013) and specifically Condition 7 

of the Act? 

Part 4 - Chapter 7: 

Level of Compliance 

with the POPI Act and 

specifically Condition 

7 of the POPI Act. 

Conference paper 

published and presented - 

SAICSIT 2016: 

Understanding the Level 

of Compliance by South 

African Institutions to the 

POPI Act (2013). 

Research question 4 - What is the 

current state of security safeguards 

within South African institutions to 

achieve compliance with Condition 

7 of the POPI Act (2013), 

specifically in relation to electronic 

personal information? 

Part 4 - Chapter 8: 

Current State of 

Security Safeguards 

and Validation of the 

Selection of Security 

Safeguards. 

 

Conference paper 

published and presented - 

ACCC 2016: The Current 

State of Security 

Safeguards within South 

African Institutions to 

Achieve Compliance to 

Condition 7 of the POPI 

Act. 

Research question 5 - To what 

extent is the selection of security 

safeguards proposed as part of the 
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Research question Layout Research publications 

framework within this thesis valid?  

Research question 6 - How can the 

security safeguards proposed as 

part of the framework within this 

thesis be implemented to achieve 

and maintain confidentiality and 

integrity of electronic personal 

information as required by Condition 

7 of the POPI Act (2013)? 

Part 5 - Chapter 9: 

Model of Operation of 

Security Safeguards. 

Journal article formulated 

in 2017 to be submitted to 

a peer-reviewed journal 

for consideration and 

publication: A Model of 

Operation for Electronic 

Personal Information to 

Achieve and Maintain 

Compliance to Condition 

7 of the POPI Act. 

 

Part 2 (Background) of this thesis follows this chapter and serves to provide a background 

to the thesis in Chapter 2 and 3 respectively. Chapter 2 explores the concept and 

principles of privacy as well as the importance of privacy and provides an overview of the 

global privacy legislative landscape. Chapter 3 provides an overview of South African 

privacy legislation. 
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PART 2 - BACKGROUND 
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CHAPTER 2 - CONCEPT AND PRINCIPLES OF PRIVACY AND GLOBAL PRIVACY 

LEGISLATIVE LANDSCAPE 
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2.1 INTRODUCTION 

Chapter 1 provided an introduction to the thesis. This thesis is underpinned within the 

privacy domain specifically in the context of privacy legislation to ultimately protect 

personal information. As such, this chapter unpacks the concept and principles of privacy 

as well as the importance of privacy and also provides an overview of the global privacy 

legislative landscape. 

 

2.2 PRIVACY CONCEPT 

The concept of privacy dates back to as early as the era of Greek philosophers such as 

Socrates, in that his writings differentiated between ‘public’ and ‘private’, ‘inner’ and ‘outer’ 

as well as ‘society’ and ‘solitude’ (Holvast, 2009). According to Holvast (2009), the concept 

has evolved from a period of understanding the importance of privacy to a period of taking 

measures in the form of privacy regulations and more recently, to a deep understanding of 

the critical role played by information in combating fraud, criminality and terrorism.  

 

Despite the evolution of privacy, Solove (2006 and 2008) characterised the concept as 

suffering from an “embarrassment of meanings” and argues that it is a concept in disarray 

as: “It is a sweeping concept, encompassing (among other things) freedom of thought, 

control over one’s body, solitude in one’s home, control over personal information, 

freedom from surveillance, protection of one’s reputation, and protection from searches 

and interrogations.” As such, Solove (2002) demystified the concept of privacy and stated 

that privacy entails the right to be left alone, providing limited self-access, maintaining 

secrecy, controlling personal information, the protection of personhood in terms of 

personality, individuality and dignity as well as intimacy by controlling access to aspects of 

life and intimate relationships. Similarly, the philosophical dimensions of Schoeman’s 

(1984) privacy study associated the concept of privacy with claim, entitlement, right, the 

degree of control, access and visibility to personal information and intimacy. In addition, 

Gormley (1992) explored the concept of privacy and a similar association is made in terms 

of autonomy, personhood, and the ability to regulate personal information as well as 

secrecy, anonymity and solitude also affirmed by Gavison (2012). Furthermore, according 

to Privacy International (2017) the concept of privacy enables the creation and 
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management of boundaries to ultimately serve as a form of protection in terms of 

controlling who has access to an individual’s body, place, possessions, communication 

and information. The concept of privacy in a South African context is provided from a legal 

perspective in terms of the definition by Neethling (2005), which is accepted in case law - 

National Media Ltd v Jooste. This definition by Neethling (2005) states that: “privacy can 

be described as a condition of human life characterized by seclusion from the public and 

publicity. This condition embraces all those personal facts which the person concerned 

has himself determined to be excluded from the knowledge of outsiders and in respect of 

which he has the will that they be kept private”. As such Roos (2007) argues, based on 

definition of privacy provided by Neethling (2005), that privacy allows an individual to have 

control in terms of either sharing or restricting information, such as personal information.  

 

A common theme associated with the concept of privacy as highlighted by the 

aforementioned researchers is the ability to control. This theme is affirmed by Galvez Cruz 

(2008) and Reddy (2012) who also explored the concept of privacy, as part of their 

respective research theses, in order to adopt a formal definition of privacy. According to 

Galvez Cruz (2008) privacy allows a person to be in control of disclosure, personal 

information and boundaries. Similarly, Reddy (2012) stated that: “privacy is the right of 

individuals to control both information about themselves and their boundaries during 

interactions with others”.  

 

A further clarification of the concept of privacy is achieved by understanding the context in 

which privacy is applied i.e. what an individual is able to control, therefore giving rise to the 

different types of privacy. As a result, Clarke (1997) who according to Finn et al. (2013) 

was the first to formulate the types of privacy in logical and structured manner as 

illustrated in Table 2.1 below. 

 

Table 2.1: Types of Privacy 

Source: Adapted from Clarke (1997) 

Privacy type Definition 

Bodily Privacy  Addresses the integrity associated with a person’s 
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Privacy type Definition 

body, such as blood transfusion without consent. 

Behaviour Privacy Addresses all behavioural aspects in both public and 

private locations and is particularly focused on sexual 

preferences and habits, political activities and 

religious practices.  

Personal Communication Privacy Addresses the ability for individuals to utilise various 

forms of media to communicate with other individuals, 

without the prevailing communication being subjected 

to monitoring by individuals or institutions. 

Personal Data Privacy Addresses the ability of individuals to control the 

access and use of personal data by other individuals 

or institutions. 

 

Holvast (2009), identified bodily and personal data privacy types same as was identified by 

Clarke (1997) with the exception of the territorial privacy type. Territorial privacy addresses 

who has access to a person’s belongings such as a home or car (Holvast, 2009). Similar 

to Clarke (1997) and Holvast (2009), Banisar and Davies (Unknown) identified bodily, 

personal communication, personal data (information) and territorial privacy types. 

However, more recently in 2013, Finn et al. (2013) proposed an expansion to the different 

privacy types by Clarke (1997), from 4 to 7 privacy types, due to the advances in 

technology such as whole body imaging scanners, unmanned aerial vehicles, human 

enhancement technologies and second-generation biometrics. As a result, based on these 

advances in technology, Finn et al. (2013) expanded upon the bodily, behaviour, personal 

communication and personal data privacy types by Clarke (1997) and proposed new 

privacy types related to association, thoughts and feelings as well as location and space. 

Association privacy addresses the ability of an individual to associate with any individual or 

group free from being monitored (Finn et al., 2013). Thoughts and feelings privacy 

addresses the ability of an individual not to share or reveal their thoughts and feelings 

(Finn et al., 2013). Location and space privacy allows individuals the ability to freely move 

around without being identified, tracked or monitored (Finn et al., 2013). 
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In 2013, Clarke (2013) expanded upon the types of privacy to include personal experience 

privacy that addresses the need to protect an individual’s personal experience from 

exploitation. For example, the locations of individuals may be tracked and analysed to 

ascertain who is meeting with who and the frequency thereof. This privacy type proposed 

by Clarke (2013) was the same as the location and space privacy type proposed by Finn 

et al. (2013). 

 

As a result of understanding the concept of privacy and the different types of privacy, 

Moore’s (2008) definition of the concept of privacy which focuses on controlling the use 

and access of place, location and in particular personal information is adopted as the most 

appropriate for this thesis. This definition of the concept of privacy by Moore (2008) 

adequately addresses the fundamentals of privacy in a non-complicated fashion by 

focusing on the theme of control in the appropriate context which in this instance is related 

to the personal data (information) privacy type  given the focus area of this thesis in terms 

of the related privacy legislation to ultimately achieve the protection of personal information 

or personal data (information) privacy as described by Clarke (1997), Holvast (2009), 

Banisar and Davies (Unknown), Finn et al. (2013). 

  

Having formally adopted a definition of privacy for the purpose of this thesis, it is important 

to also explore the privacy principles.  

 

2.3 PRIVACY PRINCIPLES 

In 1980, the Organisation for Economic Co-operation and Development (OECD), which is 

a forum in which governments collaborate to share experiences and solve problems in 

order to improve the economic and social well-being of people around the world (OECD, 

2015), adopted international guidelines on trans-border data flows and the protection of 

privacy (OECD, 1980).  

 

At that stage, the major drivers for these guidelines were the threats associated with 

privacy due to the ever increasing use of personal information and the impact restrictions 

on the flow of information had on the global economy (OECD, 2011a). As a result, the 
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guidelines included 8 privacy principles as illustrated in Table 2.2 to govern the 

preservation of privacy and trans-border flow of personal information (OECD, 1980). 

These guidelines were recommended to OECD member states to be applied to all 

personal information by both public and private institutions (OECD, 1980 and Kirby, 2011). 

 

Table 2.2: OECD Privacy Principles Adopted in 1980 

Source: Adapted from OECD (1980) 

Number Privacy principle  Privacy principle description 

1 
Collection limitation 

principle  

There should be limits to the collection of 

personal information and it should be obtained 

by lawful and fair means and, where 

appropriate, with the knowledge or consent of 

the data subject. 

2 Data quality principle  

Personal information should be relevant to the 

purposes for which they are to be used and to 

the extent necessary for those purposes, 

should be accurate, complete and kept up-to-

date. 

3 
Purpose specification 

principle  

The purposes for which personal information is 

collected should be specified not later than at 

the time of data collection and the subsequent 

use limited to the fulfilment of those purposes 

or such others as are not incompatible with 

those purposes and as are specified on each 

occasion of change of purpose. 

4 Use limitation principle  

Personal information should not be disclosed, 

made available or otherwise used for purposes 

other than those specified in accordance with 

the purpose specification principle, except: 

a) With the consent of the data subject. 

b) By the authority of law. 
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Number Privacy principle  Privacy principle description 

5 
Security safeguards 

principle  

Personal information should be protected by 

reasonable security safeguards against risks 

such as loss or unauthorised access, 

destruction, use, modification or disclosure of 

data. 

6 Openness principle  

There should be a general policy of openness 

about the developments, practices and policies 

with respect to personal information. Means 

should be readily available of establishing the 

existence and nature of personal information, 

and the main purposes of their use, as well as 

the identity and usual residence of the data 

controller. 

7 
Individual participation 

principle  

An individual should have the right: 

a) To obtain from a data controller, or 

otherwise, confirmation of whether or not the 

data controller has data relating to him. 

b) To be communicated to him, data relating to 

him within a reasonable time; at a charge, if 

any that is not excessive; in a reasonable 

manner; and in a form that is readily intelligible 

to him. 

c) To be given reasons if a request made 

under subparagraphs (a) and (b) is denied, and 

to be able to challenge such denial. 

d) To challenge data relating to him and, if the 

challenge is successful, to have the data 

erased, rectified, completed or amended. 

8 Accountability principle  A data controller should be accountable for 

complying with measures which give effect to 
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Number Privacy principle  Privacy principle description 

the seven other privacy principles stated 

above. 

 

The 1980 international guidelines on trans-border data flows and the protection of privacy 

were revised by the OECD in 2013. Major drivers for the revision of the 1980 guidelines 

were due to increased globalisation of the world economy, growing economic importance 

of data processing, ubiquity of data transfers over the Internet, greater direct involvement 

in trans-border data flows, changing role of geography, growing risk to the privacy of 

individuals (Kuner, 2011). These drivers were further supported by an evolving privacy 

landscape that presented an ever increasing volume of personal information being 

collected, used and stored, the range of analytics enabled by personal information, 

providing insights into individual and group trends, movements, interests, and activities, 

the value of the societal and economic benefits enabled by new technologies and 

responsible uses of personal information (OECD, 2011b). In addition, the extent of threats 

to privacy, the number and variety of actors capable of either putting privacy at risk or 

protecting privacy, the frequency and complexity of interactions involving personal 

information that individuals are expected to understand and negotiate as well as the global 

availability of personal information, supported by communications networks and platforms 

that permit continuous, multipoint data flows all served to reinforce the key drivers 

associated with the evolving privacy landscape (OECD, 2011b). 

 

The 8 privacy principles (collection, data quality, purpose specification, use limitation, 

security safeguards, openness, individual participation and accountability) prescribed 

within the guidelines in 1980 by the OECD remained unchanged in the 2013 revision of the 

guidelines (Kuschewsky, 2014). However, the 2013 guidelines placed greater focus on 

implementing accountability, the basic principles of international application in terms of 

free flow and legitimate restrictions, national implementation as well as international co-

operation and interoperability (OECD, 2013).  
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In terms of implementing accountability an adequate privacy management programme has 

to be defined and implemented and be subject to review from a privacy enforcement 

authority as well as providing notice to the privacy enforcement authority in the event of a 

breach of personal information (OECD, 2013).  

 

With regards to the basic principles of international application in terms of free flow and 

legitimate restrictions, an organisation (the data controller) remains accountable for the 

personal information irrespective of the location of the data. Tans-border data flows should 

not be restrictive if other country applies the guidelines and if restrictions are required, the 

risk should be assessed in relation to the privacy principles (OECD, 2013).  

National implementation addresses the privacy strategies and laws that should be defined 

and implemented by countries as well as key considerations such as sanctions, unfair 

discrimination which should be taken into account during implementation (OECD, 2013).  

 

International co-operation and interoperability deals with the cross border privacy law 

enforcement, international arrangements that promote interoperability among privacy 

frameworks, sharing of information in relation to compliance with the guidelines (OECD, 

2013).  

 

2.4 IMPORTANCE OF PRIVACY 

The drivers for the development of the OECD international guidelines in 1980 which 

included the 8 privacy principles and the most recent revision of the OECD international 

guidelines in 2013 clearly demonstrate the importance of privacy. Prior to the OECD 

international guidelines the importance of privacy as a basic human right was reflected 

within Article 12 of Universal Declaration of Human Rights by the United Nations (1948) 

and Article 17 of the International Covenant on Civil and Political Rights by the United 

Nations (1966). 

  

According to Clarke (2006), privacy is important from a social, economic, political and 

psychological perspective. Socially individuals, need to be free to interact, associate and 

behave without being subject to surveillance (Clarke, 2006). From an economic 
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perspective individuals require ongoing freedom to innovate in order to remain competitive 

and contribute to a sustainable economy (Clarke, 2006). Politically individuals need to be 

afforded freedom to think, argue and act in order to ensure a healthy democracy (Clarke, 

2006). Lastly, from a psychological perspective, individuals require their private space and 

the ability to control the use and access thereof (Clarke, 2006). In a similar fashion, 

Holvast (2009) highlights the importance of privacy in relation to modern life by expressing 

the need for personal autonomy as privacy is the basis for the development of individuality 

as well as the need for emotional release due to physical and psychological health 

demands of life. In addition, the importance of privacy, as it relates to decision making and 

self-evaluation by individuals, as well as the need to ensure limited and protected 

communication, is also highlighted by Holvast (2009). However, Holvast (2009) differs 

from Clarke (2006) by adding the technology dimension, and as a result, highlights the 

importance of privacy in present technology, such as video surveillance, biometric 

identification, genetic data, identity theft, data warehousing and data mining, chips or 

smartcards, global positioning system, Internet, key loggers, radio frequency identification, 

wireless networking and the Internet of Things (IoT) as well as smart homes and future 

technology such as neurolinguistics, memetics, ambient and grid technology. 

 

2.5 GLOBAL PRIVACY LEGISLATIVE LANDSCAPE  

Privacy is therefore important in the social, economic, political and technological contexts. 

As a result, an invasion or a violation of privacy may take place within the aforementioned 

contexts, ultimately impacting an individual’s ability to control the use and access to place, 

location and personal information. As such, Greenleaf (2013) states that data privacy laws 

serve as the legal instrument most capable of preserving privacy. Therefore, armed with 

an understanding of the privacy concept and principles as well as the importance of 

privacy, globally many countries commenced with the development and in some cases 

have fully implemented privacy legislation in the form of data protection laws and 

regulations, which specifically focus on the protection of personal information.  

 

The European Union (EU) has adopted the Data Protection Directive (also known as 

Directive 95/46/EC) of 1995 to protect personal information of individuals within EU 

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 



 
 

Chapter 2 - Concept and Principles of Privacy and Global Privacy Legislative Landscape 

 

 

45         
 

member states (European Parliament, 1995). The United States of America (USA) 

responded to meet the requirements of the Data Protection Directive (1995), specifically 

relating to the adequacy standard, by introducing the Safe Harbor Act of 2000 designed to 

allow for the transfer of personal information between EU member states and the USA 

(Steinke, 2002). Furthermore, in the USA the Privacy Act of 1974 (United States 

Department of Justice, 2015) is in place to regulate the information practices of the public 

sector, however there is no comprehensive privacy protection law in place for the private 

sector, instead various Amendments as part of the Constitution (1789) and federal laws 

are in place. The First Amendment of the Constitution of the USA (1791) protects the 

freedom of expression, religion, and assembly. The Fourth Amendment of the Constitution 

of the USA (1791) prohibits unreasonable search and seizure. The Fourteenth 

Amendment (1795) guarantees due process and non-disclosure of personal information. 

Federal laws, as cited by Holvast (2009), also address the protection of personal 

information as it relates to financial records, credit reports, educational records, telephone 

records, video rentals and cable television.  

 

Canada has the Personal Information Protection and Electronic Document Act (PIPEDA) 

of 2000 in place to govern how organisations collect, use and disclose personal 

information (Government of Canada, 2014). Similarly, protection of personal information 

legislation has been adopted by several countries such as Argentina in the form of the 

Personal Data Protection Act (Government of Argentina, 2000), Australia in terms of the 

Privacy Act (Government of Australia, 1988), Japan in the form of the Personal Information 

Protection Law (Government of Japan, 2003) and New Zealand in terms of the Privacy Act 

(Government of New Zealand, 1993).  

 

The global privacy legislative landscape is eloquently captured by the Data Protection 

Laws of the World Handbook (DLA Piper, 2016), in that it provides a comprehensive listing 

and current status of data protection laws and regulations for several countries on an 

annual basis. The latest edition of the Data Protection Laws of the World Handbook (DLA 

Piper, 2016) included 89 countries such as Angola, Brazil, Cayman, China Islands, 
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Denmark, Estonia, France, Hong Kong, Iceland, India, Netherlands, Lithuania, Nigeria, 

Philippines, Russia, Singapore, South Korea, Thailand, and the United Arab Emirates.  

 

In addition, Figure 2.1 below illustrates on a global scale as at February 2017 the extent of 

data protection regulation and enforcement. 

 

 

Figure 2.1: Extent of Data Protection Regulation and Enforcement - February 2017 

Source: DLA Piper (2017) 

There is a robust degree of data protection regulation and enforcement in Argentina, 

Australia and China compared to countries such as Belgium, Canada, France, Germany, 

Italy, Norway, Spain, Sweden, United Kingdom and the United States of America where 

there is a high degree of data protection regulation and enforcement (DLA Piper, 2017). 

Countries such as Angola, Columbia, Egypt, Nigeria, Russia, Saudi Arabia and South 

Africa have a moderate degree of data protection regulation and enforcement compared to 

countries such as Brazil, India, Indonesia, Pakistan, Turkey and Zimbabwe who have a 

low degree of data protection regulation and enforcement (DLA Piper, 2017). 
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2.6 CONCLUSION 

This chapter in terms of Part 2 (Background) of this thesis explored the concept and 

principles of privacy as well as the importance of privacy and provided an overview of the 

global privacy legislative landscape.  

 

The next chapter which also forms part of the background of this thesis explores the South 

African response in relation to privacy legislation. 
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3.1 INTRODUCTION 

Chapter 2 provided an understanding of the global privacy legislative landscape in addition 

to the concept and principles of privacy as well as the importance of privacy. This chapter 

provides an overview of the South African response to privacy legislation which has the 

taken the form of the Protection of Personal Information (POPI) Act (Act 4 of 2013). The 

discourse in this chapter includes the need for privacy legislation in South Africa, the 

journey from POPI Bill to Act, the purpose of the Act, personal information defined in terms 

of the Act, applicability, accountability and exclusions of the Act, the requirements of the 

Act and specifically Condition 7, the establishment of an Information Regulator and the 

commencement date of the Act. This will be followed by the risks and opportunities 

associated with the POPI Act (2013). 

 

3.2 THE NEED FOR PRIVACY LEGISLATION IN SOUTH AFRICA 

The information age we live in is continually the subject of data breaches involving 

personal information (Anandarajan et al., 2013). South Africa is not immune to data 

breaches of personal information. As such during 2016, as mentioned in Chapter 1 of this 

thesis, Government Communication and Information Services (GCIS) (Vermeulen, 2016a), 

the Department of Water Affairs (Vermeulen, 2016b), Armscor (MyBroadBand, 2016a), the 

Ethekwini Municipality (MyBroadBand, 2016b) and MTN (MyBroadBand, 2016c) all 

suffered data breaches of personal information which became public knowledge. 

Furthermore, South Africa faces a growing problem in terms of the extensive amount of 

personal information being disclosed online through electronic documents available on 

web sites (Grobler et al., 2014). As a result, between 12 November 2013 and 30 May 

2014, in an investigation by Grobler et al. (2014), a number of personal information 

records, as listed in Table 3.1 on the next page, were disclosed by 293 out of 2714 unique 

South African domains (co.za) evaluated during the aforementioned period. 
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Table 3.1: Number of Personal Information Records Disclosed in South Africa 

Source: Adapted from Grobler et al. (2014) 

Personal information 

record type 

Number of personal information records disclosed in 

South Africa from 12 November 2013 to 30 May 2014 

Identity number 892 811 

Landline number  852 713 

Cellphone number 1 214 516 

Email address  407 307 

Credit card number  78 037 

Addresses  537 141 

 

To further compound the problem, the disclosure of personal information records as a 

result of a data breach, negligence or accident by South African institutions is often 

associated with a lack of transparency and cover-ups (Floor, 2015). This is due to the lack 

of privacy legislation compelling South African institutions to notify the public in the event 

of an unauthorised disclosure of personal information records as a result of a data breach, 

negligence or accident (Alfreds, 2016).  

 

As such, there was a great need for privacy legislation in South Africa required to provide 

the legal platform capable of protecting personal information for enforcing a greater deal of 

accountability and responsibility when dealing with personal information and most 

importantly, to ensure transparency by South African institutions in the event of a data 

breach, negligence or accident associated with personal information. In addition, the 

concept of privacy is enshrined in Section 14 of the South African Constitution (1996), 

which is the supreme law of the land that affords every individual a right to privacy. As 

such, Neethling et al. (2005) argues this right to privacy afforded to every individual in the 

Constitution further enhances the need for privacy legislation to be enacted in South Africa 

to protect personal information.  

 

Furthermore, under South African common law, privacy is recognised and protected in 

relation to an individual in terms of personality interest - physical liberty, good name, 
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dignity, feelings, privacy and identity (Roos, 2007). However, according to Roos (2016), 

the common law principles present a shortcoming in terms of effectively protecting privacy 

as an individual does not know when personal information is collected, if it is correct and 

who has access to this information. Neethling et al. (2005) affirms this common law 

shortcoming associated with personal information. Due to the common law shortcoming to 

effectively protect privacy both Roos (2016) and Neethling (2016) identify that there is an 

urgent need for privacy legislation in South Africa to protect personal information.  

 

Therefore, privacy legislation in South Africa to protect personal information is the natural 

progression required to enforce the preservation of the right to privacy afforded to every 

individual and address the shortcoming presented by common law to effectively protect 

privacy. Furthermore, according to Roos (2006 and 2007) privacy legislation is critical from 

an international perspective if South Africa aims to remain part of the international 

information community and global economy. 

 

3.3 JOURNEY FROM POPI BILL TO ACT 

Privacy legislation to address the protection of personal information in South Africa was 

first published for comment in 2005 (Stein, 2012) in the form of the POPI Bill (2009). After 

being made available for public scrutiny and comment as well as lengthy and detailed 

deliberations and numerous reviews, the POPI Bill (2009) was subjected to the final 

process of becoming an Act. This process involved tabling the POPI Bill (2009) in 

Parliament for comment by the Parliamentary Portfolio Committee on Justice and 

thereafter it was submitted for approval to the National Council of Provinces, followed by 

the National Assembly. Finally, after an extensive journey, the POPI Bill was enacted and 

signed into law by the President of the Republic of South Africa on 26 November 2013 as 

the POPI Act (2013) and published in the Government Gazette. However, the 

commencement date of the POPI Act (2013) is still to be announced. 

 

3.4 PURPOSE OF THE POPI ACT 

The purpose of the POPI Act (2013), as outlined in Section 2, is to: “promote the protection 

of personal information processed by public and private bodies; to introduce certain 
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conditions so as to establish minimum requirements for the processing of personal 

information; to provide for the establishment of an Information Regulator to exercise 

certain powers and to perform certain duties and functions in terms of this Act and the 

Promotion of Access to Information Act, 2000; to provide for the issuing of codes of 

conduct; to provide for the rights of persons regarding unsolicited electronic 

communications and automated decision making; to regulate the flow of personal 

information across the borders of the Republic; and to provide for matters connected 

therewith.”  

 

In essence, the POPI Act (2013) aims to ensure the right to privacy by offering individuals: 

“a right to protection against the unlawful collection, retention, dissemination and use of 

personal information.”  

 

3.5 PERSONAL INFORMATION 

Since personal information is mentioned throughout this thesis, a common understanding 

of personal information is critical. As a result, the definition of personal information as 

specified by the POPI Act (2013) below, is deemed to be the most suitable, given that 

personal information will be studied in the context of requirements specified within the 

POPI Act (2013) itself. 

 

Any information relating to an identifiable, living and natural individual is referred to as 

personal information (Organisation for Economic Co-operation and Development (OECD), 

2013). This definition of personal information by the OECD (2013) is extended upon in 

Section 1 of the POPI Act (2013), which defines personal information as: “information 

relating to an identifiable, living, natural person, and where it is applicable, an identifiable, 

existing juristic person, including, but not limited to: 

(a) information relating to the race, gender, sex, pregnancy, marital status, national, 

ethnic or social origin, colour, sexual orientation, age, physical or mental health, 

well-being, disability, religion, conscience, belief, culture, language and birth of the 

person; 
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(b) information relating to the education or the medical, financial, criminal or 

employment history of the person; 

(c) any identifying number, symbol, e-mail address, physical address, telephone 

number, location information, online identifier or other particular assignment to the 

person; 

(d) the biometric information of the person;  

(e) the personal opinions, views or preferences of the person; 

(f) correspondence sent by the person that is implicitly or explicitly of a private or 

confidential nature or further correspondence that would reveal the contents of the 

original correspondence; 

(g) the views or opinions of another individual about the person; and 

(h) the name of the person if it appears with other personal information relating to the 

person or if the disclosure of the name itself would reveal information about the 

person.” 

Personal information stored, processed or transmitted may exist in electronic format 

(within information systems and their corresponding databases) or non-electronic format 

(hard copy or paper based outside information systems).  

 

3.6 APPLICABILITY, ACCOUNTABILITY AND EXCLUSIONS OF THE POPI ACT 

The protection of personal information as specified by the POPI Act (2013) is applicable to 

public and private institutions in South Africa. A public institution in terms of the POPI Act 

(2013) is referred to as a “public body” and defined as: “(a) any department of state or 

administration in the national or provincial sphere of government or any municipality in the 

local sphere of government; or (b) any other functionary or institution when - (i) exercising 

a power or performing a duty in terms of the Constitution or a provincial constitution; or (ii) 

exercising a public power or performing a public function in terms of any legislation”. A 

private institution in terms of the POPI Act (2013) is referred to as a “private body” and 

defined as: “(a) a natural person who carries or has carried on any trade, business or 

profession, but only in such capacity; (b) a partnership which carries or has carried on any 

trade, business or profession; or (c) any former or existing juristic person, but excludes a 

public body”. 
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Therefore, public and private institutions that collect, store, process or disseminate 

personal information as part of their business activities are impacted by the Act (De Bruyn, 

2014). The coverage of the POPI Act (2013) in terms of both public and private institutions 

is aligned with Greenleaf’s (2013) view that privacy legislation should cover most of a 

country’s private and public sectors and not only be focused on a few sub-sectors, like 

“credit reporting” or “health”.  

 

Furthermore, accountability for compliance with the POPI Act (2013) rests with the 

responsible party defined within the Act as: “a public or private body or any other person 

which, alone or in conjunction with others, determines the purpose of and means for 

processing personal information”. According to Monty (2015), the responsible party must 

be resident in South Africa or the processing must take place in the country, subject to 

certain exclusions and therefore if an institution outsources the processing of personal 

information, the institution is still responsible for ensuring compliance with the POPI Act 

(2013). Therefore, institutions should ensure that their third party supplier contracts include 

clauses for recourse by the institution against the third party supplier, in the event an 

individual takes action against the institution for the unlawful collection, retention, 

dissemination and use of personal information (Monty, 2015). 

 

The POPI Act (2013), however does not apply to the processing of personal information as 

it relates to purely personal or household activities, sufficiently de-identified information, 

specific State functions which involve State security, criminal prosecutions as well as 

cabinet and its committees or the executive council of a province, judicial functions and 

journalism, guided by a code of ethics.  

 

3.7 REQUIREMENTS OF THE POPI ACT 

In order to lawfully process personal information in South Africa, compliance with the 

minimum requirements of the POPI Act (2013) is required. Appendix B provides the 

minimum requirements for the lawful processing of personal information in South Africa as 

specified by the POPI Act (2013) in 12 Chapters (including 8 Conditions) consisting of 115 

Sections. 
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The minimum requirements outlined in the POPI Act (2013) ensure the lawful collection, 

retention, dissemination and use of personal information. As a result, according to Monty 

(2015), South African institutions should ensure that personal information is collected for a 

specific purpose and should be relevant and updated. In addition, security measures 

should be implemented to ensure the confidentiality and integrity of personal information, 

upon request the subject to which the personal information belongs should be allowed the 

required access. Monty (2015) also advocates that prior consent be obtained from 

consumers before processing personal information and that an Information Officer be 

appointed to achieve and maintain compliance with the POPI Act (2013).  

 

Of particular importance to this thesis, given the research problem identified in Chapter 1, 

is Condition 7 of the POPI Act (2013). The next section provides an understanding of the 

requirements of Condition 7 of the POPI Act (2013). 

 

3.8 REQUIREMENTS OF CONDITION 7 OF THE POPI ACT 

Condition 7 of the POPI Act (2013) relates to security safeguards and requires institutions 

to ensure the confidentiality and integrity of personal information in its possession and in 

its control (Sikhungo, 2016). The requirements for Condition 7 of the POPI Act (2013) are 

outlined in 4 sections. Section 19 of the POPI Act (2013) specifies the need to implement 

security safeguards to ensure the confidentiality and integrity of personal information. 

Section 20 of the POPI Act (2013) defines the responsibilities for handling personal 

information. The responsibilities of an operator processing personal information are 

defined in Section 21 of the POPI Act (2013). Lastly, Section 22 of the POPI Act (2013) 

specifies the need for notification in the event of a security compromise of personal 

information. 

 

3.9 INFORMATION REGULATOR 

An Information Regulator has to be established in terms of Section 39 of the POPI Act 

(2013) to enforce the minimum requirements for the lawful processing of personal 

information in South Africa as specified by the POPI Act (2013) in 12 Chapters (including 8 

Conditions). This supports Greenleaf’s (2013) recommendation that an independent “data 
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protection authority” be established, which in the South African context is the Information 

Regulator, to enforce the privacy legislation as well as perform investigations relating to 

privacy complaints and to drive improvement of the adopted privacy legislation.  

 

As such, the main role of the Information Regulator as per the POPI Act (2013) is to 

promote, enforce and monitor compliance with the POPI Act (2013). Furthermore, the 

POPI Act (2013) requires the Information Regulator to facilitate cross-border cooperation 

in the enforcement of privacy laws, conduct research and report to Parliament as well as to 

provide education, issue and deal with codes of conduct, consult with interested parties 

and handle complaints relating to the POPI Act (2013). 

 

In 2015, processes commenced to set up the Office of the Information Regulator 

(Parliament of the Republic of South Africa, 2015). On  26 October 2016, the President of 

South Africa announced the appointment of Advocate Pansy Tlakula as the chair, 

Advocate Cordelia Stroom and Mr Johannes Weapond as full-time members, and 

Professor Tana Pistorius and Mr Sizwe Snail as part-time members of the Office of the 

Information Regulator, with effect from 1 December 2016 (Michalsons, 2016). 

 

3.10 COMMENCEMENT DATE OF THE POPI ACT 

At the time of completing this thesis, the commencement date of the POPI Act (2013) was 

still to be announced. However, the commencement date of the POPI Act (2013), as per 

Section 115, will be determined by the President of South Africa and there may be 

different dates of commencement for different provisions of the Act or with respect to the 

different classes of information and bodies. Since, the Office of the Information Regulator 

is now in place (Michalsons, 2016) the commencement date of the POPI Act (2013) may 

be looming on the horizon. 

 

The “Transitional Arrangements” section of the POPI Act (2013) within Chapter 11 

specifies that within 1 year of the commencement date, compliance with the Act should be 

achieved by public and private institutions in South Africa, unless exemptions which are 
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gazetted are granted; however the time to comply as a result of an exemption may not 

exceed 3 years. 

 

3.11 RISKS ASSOCIATED WITH THE POPI ACT 

The POPI Act (2013) presents the risk of non-compliance. Therefore, in the event 

compliance with the POPI Act (2013) is not achieved, members of the South African public 

and private institutions may be fined up to R10 million, face imprisonment not exceeding 

10 years or receive a combination of a fine and imprisonment. Furthermore, institutions 

may risk suffering reputational damage, loss of customers and may have to pay out 

millions in damages due to civil class action (Michalsons, 2014). As a result, Milo and 

Ampofo-Anti (2014) state that once the POPI Act (2013) is enforced: “tightening-up 

security measures only after a breach has occurred will become an expensive luxury, and 

one that may be academic if your reputation - or your wallet - doesn't survive the breach”.  

 

3.12 OPPORTUNITIES ASSOCIATED WITH THE POPI ACT 

Chivers and Kafouris (2013) state that complying with the POPI Act (2013) is not: “just 

about obeying the law; it's essential to doing business in a data-driven world - and has 

tangible benefits for profitability and competitiveness - giving a company that gets 

compliant early a competitive advantage”. Similarly, Rees (2016) argues from a business 

perspective that institutions need to manage their data better, not as a result of legislation, 

since doing so makes good business sense. In addition, to the aforementioned 

opportunities associated with the POPI Act (2013), Gerber and Skolmen (2015) highlighted 

that compliance with the Act may lead to an improvement in data quality from an integrity 

perspective, enhancement of business processes that may lead to greater efficiency, 

savings due to the prevention of data breaches of personal information, potential new 

business opportunities from institutions in the European Union (EU) as well as enhanced 

customer relationships and trust.     

 

From a consumer perspective, the POPI Act (2013) provides an opportunity to protect 

personal information by enforcing a greater deal of accountability and responsibility on 

South African institutions who collect, retain, disseminate and use personal information of 
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consumers. Most importantly for consumers, South African institutions will no longer be 

able to conceal a data breach, negligence or accident associated with personal information 

from the impacted consumers and the public at large.  

 

3.13 CONCLUSION 

This chapter concluded Part 2 (Background) of this thesis, by providing an overview of the 

South African response to privacy legislation in the form of the POPI Act (2013). In so 

doing, an understanding was provided in terms of the need for privacy legislation in South 

Africa, the country’s journey from the POPI Bill to an Act, the purpose of the POPI Act 

(2013), personal information defined in terms of the POPI Act (2013), applicability, 

accountability and exclusions of the POPI Act (2013), the requirements of the POPI Act 

(2013) and specifically Condition 7, the establishment of an Information Regulator and the 

commencement date of the POPI Act (2013) followed by the risks and opportunities 

associated with the Act. 

 

Part 3 (Privacy Legislation Comparison) of this thesis which consists of Chapter 4 follows 

this chapter and provides an analysis in terms of the extent to which the privacy legislation 

of the EU and South Africa addresses the international 2013 OECD guidelines. 
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PART 3 - PRIVACY LEGISLATION COMPARISON 
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CHAPTER 4 - EXTENT TO WHICH THE PRIVACY LEGISLATION OF THE 

EUROPEAN UNION AND SOUTH AFRICA ADDRESSES THE INTERNATIONAL 2013 

OECD GUIDELINES 
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4.1 INTRODUCTION 

Chapter 2 explored the concept and principles of privacy as well as the importance of 

privacy and provided an overview of the global privacy legislative landscape. Chapter 3 

focused on the privacy legislation adopted by South Africa in the form of the Protection of 

Personal Information (POPI) Act (Act 4 of 2013). This chapter addresses research 

question 1 - To what extent does the privacy legislation of the European Union (EU) and 

South Africa address the international 2013 Organisation for Economic Co-operation and 

Development (OECD) guidelines?  

 

In so doing, the rationale for analysing the extent to which the privacy legislation of the EU 

and South Africa addresses the international 2013 OECD guidelines on trans-border data 

flows and the protection of privacy, is provided. This is followed by an overview of the 

OECD international guidelines on trans-border data flows and the protection of privacy as 

well as the EU and South African privacy legislation. Thereafter, an analysis is performed 

to address the extent to which the privacy legislation of the EU and South Africa address 

the international 2013 OECD guidelines on trans-border data flows and the protection of 

privacy. Lastly, this analysis gives rise to a critical evaluation in terms of the similarities 

and differences associated with the privacy legislation compared in this chapter. 

 

4.2 RATIONALE 

Several researchers such as Dowling (2009), De Bruyn (2014), and Botha et al. (2015) 

have compared the privacy legislation of specific countries or regions. Dowling (2009) 

compared the EU privacy legislation, the Data Protection Directive (1995), to several 

countries within Europe and around the globe. De Bruyn (2014) compared the POPI Act 

(2013) (limited to the 8 conditions) to the privacy legislation of the United Kingdom. Botha 

et al. (2015) compared the POPI Act (2013) (limited to the 8 conditions) to the privacy 

legislation of the EU as well as the United Kingdom, United States of America (USA) and 

Australia. 
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However, at the time of conducting research as part of this thesis, the extent to which the 

EU and South African privacy legislation addresses the international 2013 OECD 

guidelines on trans-border data flows and the protection of privacy, which includes the 8 

privacy principles, had not been explored. Furthermore, the rationale for selecting the EU 

privacy legislation for comparison as part of this research is due to South African privacy 

legislation favouring the European concept to protect personal information as cited by 

Stein (2012) and Perumall (2013), and which according to Birnhack (2008) was largely 

motivated by international trade and for participation in the global economy (Roos, 2007). 

 

4.3 OVERVIEW 

This section provides an overview of the OECD international guidelines on trans-border 

data flows and the protection of privacy as well as the EU and South African privacy 

legislation as these form the basis for the comparison as part of the analysis conducted in 

this chapter.  

 

4.3.1 THE INTERNATIONAL OECD GUIDELINES ON TRANS-BORDER DATA FLOWS AND THE 

PROTECTION OF PRIVACY  

As mentioned in Chapter 2, in 1980 the OECD adopted international guidelines on trans-

border data flows and the protection of privacy. The guidelines included 8 privacy 

principles (collection, data quality, purpose specification, use limitation, security 

safeguards, openness, individual participation and accountability) to govern the 

preservation of privacy and trans-border flow of personal data (OECD, 1980). The 

international guidelines on trans-border data flows and the protection of privacy were 

revised by the OECD in 2013 to make provision for the basic principles of international 

application in terms of free flow and legitimate restrictions, national implementation, 

international co-operation and interoperability as well as implementing accountability 

(OECD, 2013). The 8 privacy principles prescribed within the international guidelines by 

the OECD in 1980 remained unchanged in the 2013 revision (Kuschewsky, 2014).  
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4.3.2 EUROPEAN UNION PRIVACY LEGISLATION  

Privacy legislation in the EU takes the form of the Data Protection Directive (also known as 

Directive 95/46/EC) of 1995. The purpose of the Data Protection Directive (1995) as 

outlined in Article 1 is to ensure that: “member states shall protect the fundamental rights 

and freedoms of natural persons, and in particular, their right to privacy with respect to the 

processing of personal data.” In addition, the Data Protection Directive (1995) encourages 

the free flow of personal data between member states as long as privacy is preserved.  

 

Article 2 of the Data Protection Directive (1995) defines personal data as: “any information 

relating to an identified or identifiable natural person ('data subject'); an identifiable person 

is one who can be identified, directly or indirectly, in particular by reference to an 

identification number or to one or more factors specific to his physical, physiological, 

mental, economic, cultural or social identity.” 

  

The protection of personal data as promoted by the Data Protection Directive (1995) is 

applicable to all EU member states. However, each EU member state enacts their own 

privacy laws based on the Data Protection Directive (1995), utilising the 7 Chapters 

(including 34 Articles) as provided in Appendix C of this thesis. 

 

The Data Protection Directive (1995) is not a regulation and this has allowed EU member 

states to interpret and apply the Directive in an inconsistent manner within their own 

enacted privacy legislation (Lynch, 2013). For example, Chapter 3 of the Directive (1995) 

makes provision for judicial remedies, liability and sanctions, however the conditions, 

actual penalties and enforcement in the event of a breach of personal information differs 

for each EU member state.  

 

As a result, in 2012 the European Commission proposed that the Data Protection Directive 

(1995) be replaced by the General Data Protection Regulation (2012). This proposal 

marked a paradigm shift from “directive” to “regulation” that sought to provide a single data 

protection law applicable to all EU member states, thus preventing the need for individual 

privacy legislation by each member state. Greens (2015) envisaged that the General Data 
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Protection Regulation will be adopted by the end of 2015 and will be followed by a two-

year transition period to allow EU member states to comply, followed by the enforcement 

of the regulation. During the course of this thesis, on 27 April 2016 the European 

Parliament published the General Data Protection Regulation (2016) which will be effective 

from 25 May 2018 within all EU member states. 

 

4.3.3 SOUTH AFRICAN PRIVACY LEGISLATION  

The South African privacy legislation was finally enacted and signed into law on 26 

November 2013 as the POPI Act (2013). Chapter 3 of this thesis provides a detailed 

overview of the POPI Act (2013). In summary, the POPI Act (2013) promotes the lawful 

processing of personal information by South African public and private institutions as per 

the minimum requirements specified within 12 Chapters (including 8 Conditions), as 

reflected in Appendix B. An Information Regulator has to be established in terms of 

Section 39 of the POPI Act (2013) to promote, enforce and monitor compliance with the 

Act. Although the POPI Act (2013) was signed into law on 26 November 2013, the 

commencement date of the Act is still to be announced. 

 

4.4 ANALYSIS OF THE EUROPEAN UNION AND SOUTH AFRICAN PRIVACY LEGISLATION IN 

RELATION TO THE INTERNATIONAL 2013 OECD GUIDELINES 

The analysis uses the OECD’s 8 privacy principles (collection, data quality, purpose 

specification, use limitation, security safeguards, openness, individual participation and 

accountability) as well as the additional focus areas (implementing accountability, basic 

principles of international application in terms of free flow and legitimate restrictions, 

national implementation and international co-operation and interoperability) of the 

international 2013 OECD guidelines on trans-border data flows and the protection of 

privacy, as the basis for comparison.  

 

As a result, Table 4.1 on the next page provides the first component of the analysis, which 

evaluates the extent to which the EU Data Protection Directive (1995) addresses the 

international 2013 OECD guidelines. 
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Table 4.1: Extent to which the EU Data Protection Directive addresses the International 2013 

OECD Guidelines 

Number 

Description of the 

international 2013 OECD 

guideline on trans-border 

data flows and the 

protection of privacy 

Requirement addressed by the EU Data 

Protection Directive of 1995  

1 

Privacy principle: Collection 

limitation 

Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Articles 5 and 6). 

2 

Privacy principle: Data 

quality 

Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Article 6). 

3 

Privacy principle: Purpose 

specification   

Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Articles 6, 7, 8, 9, 10 and 11). 

4 

Privacy principle: Use 

limitation 

Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Articles 6, 7, 8, 9, 10, 11, 20 and 21). 

5 

Privacy principle: Security 

safeguards 

Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Articles 16 and 17). 

6 

Privacy principle: Openness  Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Articles 12 and 13). 

7 

Privacy principle: Individual 

participation  

 

Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Articles 14 and 15). 

8 
Privacy principle: 

Accountability 

Yes - Chapter 1: General provisions (Article 4) 

and Chapter 2: General rules on the lawfulness 
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Number 

Description of the 

international 2013 OECD 

guideline on trans-border 

data flows and the 

protection of privacy 

Requirement addressed by the EU Data 

Protection Directive of 1995  

of the processing of personal data (Article 6). 

9 

Other focus areas: 

Implementing accountability 

-  Privacy management 

programme 

No - Specific reference is not made to a privacy 

management programme. 

10 

Other focus areas: 

Implementing accountability 

- Privacy enforcement 

authorities 

Yes - Chapter 6: Supervisory authority and 

working party on the protection of individuals 

with regard to the processing of personal data 

(Article 28). 

11 

Other focus areas: 

Implementing accountability 

- Data security breach 

notification 

Yes - Chapter 2: General rules on the 

lawfulness of the processing of personal data 

(Article 18). 

12 

Other focus areas: Basic 

principles of international 

application in terms of free 

flow and legitimate 

restrictions - Trans-border 

flows of personal data 

Yes - Chapter 4: Transfer of personal data to 

third countries (Articles 25 and 26). 

13 

Other focus areas: National 

implementation 

No - The European Union Data Protection 

Directive is not a regulation; it is a directive. As 

a result, Chapter 1: Article 4 states that each 

member state shall apply the national 

provisions it adopts pursuant to the directive.  

14 Other focus areas: Yes - Chapter 4: Transfer of personal data to 
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Number 

Description of the 

international 2013 OECD 

guideline on trans-border 

data flows and the 

protection of privacy 

Requirement addressed by the EU Data 

Protection Directive of 1995  

International co-operation 

and interoperability 

third countries (Articles 25 and 26). 

 

 

As per Table 4.1 above, the EU Data Protection Directive (1995) addresses the 8 privacy 

principles from the international 2013 OECD guidelines on trans-border data flows and the 

protection of privacy. However, the EU Data Protection Directive (1995) does not make 

reference to a privacy management programme to address the national implementation 

requirement as it is not a regulation; it is a directive. 

 

Similarly, Table 4.2 below provides the second component of the analysis, which 

evaluates the extent to which the South African POPI Act (2013) addresses the 

international 2013 OECD guidelines. 

 

Table 4.2: Extent to which the South African POPI Act addresses the International 2013 

OECD Guidelines 

Number 

Description of the 

international 2013 OECD 

guideline on trans-border 

data flows and the 

protection of privacy 

Requirement addressed by the South 

African POPI Act 

1 

Privacy principle: Collection 

limitation 

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Conditions 

2, 3 and 4). 

2 
Privacy principle: Data 

quality 

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Condition 
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Number 

Description of the 

international 2013 OECD 

guideline on trans-border 

data flows and the 

protection of privacy 

Requirement addressed by the South 

African POPI Act 

5). 

3 

Privacy principle: Purpose 

specification   

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Conditions 

3 and 4). 

4 

Privacy principle: Use 

limitation 

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Conditions 

2, 3 and 4) and Chapter 6: Prior authorisation. 

5 

Privacy principle: Security 

safeguards 

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Condition 

7). 

6 

Privacy principle: Openness  Yes - Chapter 3: Conditions for lawful 

processing of personal information (Condition 

6). 

7 

Privacy principle: Individual 

participation  

 

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Condition 

8). 

8 

Privacy principle: 

Accountability 

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Condition 

1). 

9 

Other focus areas: 

Implementing accountability 

-  Privacy management 

programme 

No - Specific reference is not made to a privacy 

management programme. However, chapter 11 

makes reference to an administrative fine being 

enforced in the event of failure to conduct a risk 

assessment and maintain good policies, 

procedures and practices to protect personal 
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Number 

Description of the 

international 2013 OECD 

guideline on trans-border 

data flows and the 

protection of privacy 

Requirement addressed by the South 

African POPI Act 

information. 

10 

Other focus areas: 

Implementing accountability 

- Privacy enforcement 

authorities 

Yes - Chapter 5: Information regulator. 

11 

Other focus areas: 

Implementing accountability 

- Data security breach 

notification 

Yes - Chapter 3: Conditions for lawful 

processing of personal information (Condition 

7). 

12 

Other focus areas: Basic 

principles of international 

application in terms of free 

flow and legitimate 

restrictions - Trans-border 

flows of personal data 

Yes - Chapter 9: Trans-border information 

flows. 

13 

Other focus areas: National 

implementation 

Yes - The Protection of Personal Information 

Act is applicable to all public and private 

institutions in South Africa. At this stage the Act 

was signed into law on 26 November 2013. The 

enforcement date for the POPI Act (2013) is still 

to be announced. Thereafter, a one year 

transition period will apply to allow all public and 

private institutions in South Africa to comply 

with the POPI Act (2013), after which 

enforcement will be monitored by the 
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Number 

Description of the 

international 2013 OECD 

guideline on trans-border 

data flows and the 

protection of privacy 

Requirement addressed by the South 

African POPI Act 

Information Regulator.  

14 

Other focus areas: 

International co-operation 

and interoperability 

Yes - Chapter 5: Information regulator (co-

operating on a national and international basis 

with other persons and bodies concerned with 

the protection of personal information). 

 

In terms of the South African POPI Act (2013) as per Table 4.2 above, the international 

2013 OECD guidelines on trans-border data flows and the protection of privacy, including 

the 8 privacy principles are addressed. The only exception is that no specific reference is 

made to a privacy management programme within the POPI Act (2013). However, 

reference is made to an administrative fine being enforced in the event of failure to 

conduct a risk assessment and maintain good policies, procedures and practices to protect 

personal information.  

 

4.5 CRITICAL EVALUATION - SIMILARITIES AND DIFFERENCES 

The critical evaluation of the extent to which the privacy legislation of the EU and South 

Africa addresses the international 2013 OECD guidelines, led to the identification of 

similarities and differences between these pieces of legislation. 

 

The EU’s privacy legislation which takes the form of the Data Protection Directive (1995) 

and the South African privacy legislation in the form of the POPI Act (2013) are similar in 

that both address all 8 privacy principles (collection, data quality, purpose specification, 

use limitation, security safeguards, openness, individual participation and accountability) 

specified within the international 2013 OECD guidelines on trans-border data flows and the 

protection of privacy. The provision of the 8 privacy principles by the Data Protection 
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Directive (1995) and the POPI Act (2013) is critical, as according to Greenleaf (2013), data 

privacy laws can only be effective if they include a comprehensive set of data privacy 

principles that are compliant with international standards, such as the 8 privacy principles 

specified within the international 2013 OECD guidelines on trans-border data flows and the 

protection of privacy.  

 

Furthermore, the Data Protection Directive (1995) and the POPI Act (2013) are similar in 

that both do not make provision for a privacy management programme as specified within 

the international 2013 OECD guidelines on trans-border data flows and the protection of 

privacy. An adequate privacy management programme has to be defined, implemented 

and subjected to review from a privacy enforcement authority to uphold the accountability 

privacy principle and ensure that notice is provided to the privacy enforcement authority in 

the event of a breach of personal data (OECD, 2013). However, from a POPI Act (2013) 

perspective, to overcome the shortcoming related to the lack of a privacy management 

programme, Chapter 11 of the POPI Act (2013), makes reference to an administrative fine 

being enforced in the event of failure to conduct a risk assessment and to maintain good 

policies, procedures and practices to protect personal information. In addition, a privacy 

enforcement authority in the form of the Information Regulator, as specified in Chapter 5 of 

the POPI Act (2013), is required to monitor enforcement and receive notifications relating 

to breaches of personal data. 

 

The major difference between the Data Protection Directive (1995) and the POPI Act 

(2013) is that the latter is enforceable, compared to the Data Protection Directive (1995) 

which is not enforceable. As such, the national implementation requirement as specified 

within the international 2013 OECD guidelines on trans-border data flows and the 

protection of privacy is addressed by the POPI Act (2013), compared to the Data 

Protection Directive (1995) where it is not addressed. This is due to the Data Protection 

Directive (1995) not being enforceable as it is a directive rather than a regulation and, as 

such, is viewed as a guideline to serve as a frame of reference for EU member states 

when developing and enacting their own privacy legislation. However, this shortcoming is 
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being addressed by the General Data Protection Regulation (2016) which was published 

on 27 April 2016 and will become effective from 25 May 2018 within all EU member states. 

 

4.6 CONCLUSION 

Part 3 (Privacy Legislation Comparison) of this thesis was concluded in terms of Chapter 

4, which provided the rationale for analysing the extent to which the EU and South African 

privacy legislation addresses the international 2013 OECD guidelines on trans-border data 

flows and the protection of privacy. This was followed by an overview of the OECD 

international guidelines on trans-border data flows and the protection of privacy as well as 

the EU and South African privacy legislation. Thereafter, the research question associated 

with this chapter was addressed by analysing the extent to which EU and South African 

privacy legislation respectively address the international 2013 OECD guidelines on trans-

border data flows and the protection of privacy. Lastly, a critical evaluation in terms of the 

similarities and differences associated with the privacy legislation compared within the 

chapter was provided. 

 

This chapter is followed by Part 4 (Proposed Framework) of this thesis, which consists of 

Chapter 5 that proposes a framework that includes a selection of security safeguards to 

ensure confidentiality and integrity of electronic personal information in order to achieve 

and maintain compliance with Condition 7 of the POPI Act (2013). 
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PART 4 - PROPOSED FRAMEWORK 
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CHAPTER 5 - PROPOSED FRAMEWORK WITH A SELECTION OF SECURITY 

SAFEGUARDS 
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5.1 INTRODUCTION 

Chapter 4 assessed the extent to which the privacy legislation of the European Union (EU) 

and South Africa addresses the international 2013 Organisation for Economic Co-

operation and Development (OECD) guidelines on trans-border data flows and the 

protection of privacy. This chapter addresses research question 2 - How can South African 

institutions, who store, process and transmit electronic personal information achieve and 

maintain compliance with Condition 7 of the POPI Act (2013), including the security 

safeguards to be considered to ensure confidentiality and integrity of electronic personal 

information? 

 

This chapter proposes a framework that encapsulates a selection of security safeguards to 

ensure confidentiality and integrity of electronic personal information stored, processed or 

transmitted. In doing so, the requirements of Condition 7 of the POPI Act (2013) are 

provided followed by an overview and basis for the proposed framework as well as a 

description of each phase of the proposed framework, including a selection of security 

safeguards. In addition, a critical evaluation in terms of the benefits and limitations 

associated with the proposed framework is provided.  

 

5.2 REQUIREMENTS OF CONDITION 7 OF THE POPI ACT 

Condition 7 of the POPI Act (2013) specifically requires the implementation of security 

safeguards to ensure the confidentiality and integrity of personal information (Section 19), 

the definition of responsibilities for handling personal information (Section 20), clear 

responsibilities for an operator processing personal information (Section 21) as well as the 

need for notification in the event of a security compromise of personal information (Section 

22). 

 

However, as per the research problem identified in Chapter 1, the legislative requirement 

of Condition 7 of the POPI Act (2013) defined in sections 19, 20, 21 and 22 is not 

supported by specific guidance in terms of how the requirement should be satisfied. There 

is also no specific guidance on the security safeguards, as required in Section 19, to 
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ensure the confidentiality and integrity of specifically electronic personal information for the 

purpose of this thesis.  

 

5.3 OVERVIEW OF THE PROPOSED POPI CONDITION 7 FRAMEWORK   

In order to address the research question in this Chapter as a result of the shortcoming of 

Condition 7 of the POPI Act (2013), in terms of specific guidance to achieve the 

requirements of sections 19, 20, 21 and 22, the “POPI Condition 7 framework” as 

illustrated in Figure 5.1 below is proposed. This framework provides in 4 distinct phases 

(“Identify”, “Secure”, “Monitor and Report” and “Remediate”) an approach, which includes 

a specific selection of security safeguards as part of the “Secure” phase, to ultimately 

address the requirements of Condition 7 of the POPI Act (2013), specifically in relation to 

electronic personal information.  

 

Figure 5.1: Proposed POPI Condition 7 Framework to Address the Requirements of 

Condition 7 of the POPI Act in Relation to Electronic Personal Information 
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The “Identify” phase of the proposed POPI Condition 7 framework is focused on the 

identification of electronic personal information. This is followed by the “Secure” phase that 

aims to secure electronic personal information, which has been identified that needs to be 

protected through the selection and implementation of security safeguards. The next 

phase, “Monitor and Report”, ensures that electronic personal information remains 

protected and in instances when the protection is not in place, this should be reported in 

order to initiate remedial action. The final phase, “Remediate”, addresses remedial action 

to ensure that the protection of electronic personal information is maintained. 

 

5.4 BASIS OF THE PROPOSED POPI CONDITION 7 FRAMEWORK 

The 4-phased approach taken in the POPI Condition 7 framework leverages off the 

principles from the quality assurance model known as Plan-Do-Check-Act (PDCA) applied 

to the International Organisation for Standardisation (ISO) management system standards 

(British Standards Institute (BSI), 2013) as illustrated in Figure 5.2 below. 

 

 

Figure 5.2: Plan-Do-Check-Act (PDCA) Model 

Source: Adapted from BSI (2014) 
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The “Plan” phase analyses the current environment, establishes objectives, sets interim 

targets for review and defines plans to achieve these targets (BSI, 2013). This is followed 

by the “Do” phase which is focused on the implementation of the defined plans. The 

“Check” phase measures the actual results against planned objectives (BSI, 2013). Lastly, 

the “Act” phase aims to correct and improve plans to meet or exceed planned objectives 

(BSI, 2013).  

 

The PDCA model was adopted in an information security context in terms of the ISO 

27001 standard (BSI, 2005). The ISO 27001 standard (BSI, 2005) prescribed the use of 

the PDCA model to implement an information security management system (ISMS) as a 

means to effectively manage the information assets of an organisation. Electronic personal 

information is an information asset and the 4-phased approach of the proposed POPI 

Condition 7 framework for protecting electronic personal information is closely aligned to 

the principles of the PDCA model. Table 5.1 below, provides a description of each phase 

of the PDCA model in terms of implementing an ISMS and the alignment to the 4 phases 

of the proposed POPI Condition 7 framework.  

 

Table 5.1: Alignment between the Phases of the PDCA Model and the Proposed POPI 

Condition 7 Framework  

Number PDCA phase  Proposed POPI Condition 7 framework phase  

1 
Plan - Establish an 

ISMS. 

“Identify” - Identification of electronic personal 

information.  

2 
Do - Implement and 

operate the ISMS. 

“Secure” - Securing the electronic personal 

information identified that needs to be protected 

through the selection and implementation of 

security safeguards. 

3 
Check - Monitor and 

review the ISMS. 

“Monitor and Report” - Monitoring and reporting to 

ensure that the electronic personal information 

remains protected and instances when the 

protection is not in place this should be reported in 

order to initiate remedial action.  
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Number PDCA phase  Proposed POPI Condition 7 framework phase  

4 
Act - Maintain and 

improve the ISMS. 

“Remediate” - Remedial action taken to ensure the 

protection of electronic personal information is 

maintained. 

 

5.5  PHASES OF THE PROPOSED POPI CONDITION 7 FRAMEWORK WITH A SELECTION OF 

SECURITY SAFEGUARDS    

The 4 distinct phases (“Identify”, “Secure”, “Monitor and Report” and “Remediate”) of the 

proposed POPI Condition 7 framework with a specific selection of security safeguards as 

part of the “Secure” phase, address the requirements of Condition 7 of the POPI Act 

(2013), specifically in relation to electronic personal information. Subsections 5.5.1 to 5.5.4 

unpacks each phase of the proposed POPI Condition 7 framework. Furthermore, the 

specific selection of security safeguards is provided as part of the “Secure” phase of the 

proposed POPI Condition 7 framework within subsection 5.5.2.3.  

 

5.5.1 PHASE 1: IDENTIFY 

Phase 1 (“Identify”) of the proposed POPI Condition 7 framework focuses on the 

identification of electronic personal information and consists of 4 key perspectives: 

Strategy, People, Process and Technology as illustrated in Figure 5.3 below.  

 

 

Figure 5.3: Proposed POPI Condition 7 Framework - Phase 1 (Identify) 
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The key perspectives as illustrated in Figure 5.3 are unpacked below from subsection 

5.5.1.1 to 5.5.1.4.  

 

5.5.1.1 STRATEGY PERSPECTIVE  

The strategic perspective considers whether an institution has identified the threats and 

vulnerabilities associated with the storage, processing and transmission of electronic 

personal information and developed a strategy to mitigate the risk, thereby demonstrating 

strategic intent to comply and maintain compliance with Condition 7 of the POPI Act 

(2013).  

 

5.5.1.2 PEOPLE PERSPECTIVE  

From a people perspective, this phase questions whether the relevant internal and 

external stakeholders have been identified who will drive the initiative to comply and 

maintain compliance with Condition 7 of the POPI Act (2013).  

 

5.5.1.3 PROCESS PERSPECTIVE  

The process perspective consists of the identification of manual and automated business 

processes within the institution which store, process and transmit personal information as 

defined by the POPI Act (2013). Thereafter, the personal information identified should be 

categorised as personal information that is stored, processed and transmitted in electronic 

format (within information systems and their corresponding databases) as opposed to non-

electronic format (hard copy or paper based outside information systems).  

 

5.5.1.4 TECHNOLOGY PERSPECTIVE  

Lastly, the technology perspective identifies the extent to which technology may be 

leveraged to safeguard electronic personal information.  

 

The “Identify” phase of the proposed POPI Condition 7 framework is followed by the 

“Secure” phase as discussed below. 
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5.5.2 PHASE 2: SECURE 

Phase 2 (“Secure”) is premised on selecting security safeguards commonly referred to as 

security controls to ensure the confidentiality and integrity of electronic personal 

information identified in Phase 1 (“Identify”). This subsection, provides a definition for a 

security safeguard and the source of the selection of security safeguards. This is followed 

by the specific selection of security safeguards within 3 domains (management, 

operational and technical) to ultimately address the requirements of Condition 7 of the 

POPI Act (2013), specifically in relation to electronic personal information. Lastly, a 

summary and the source of the specific selection of security safeguards within the 3 

domains (management, operational and technical), which form part of the “Secure” phase 

of the proposed POPI Condition 7 framework is provided. 

 

5.5.2.1 DEFINITION OF A SECURITY SAFEGUARD 

A security safeguard, commonly referred to as a control as per the Control Objectives for 

Information and related Technology (COBIT) framework (ISACA, 2007), is defined as: 

“policies, procedures, practices and organisational structures designed to provide 

reasonable assurance that business objectives will be achieved and that undesired events 

will be prevented or detected and corrected.” In line with the definition provided by the 

COBIT framework (ISACA, 2007), preventative, detective and corrective control categories 

exist. Preventative controls are designed to prevent the unauthorised disclosure and 

manipulation of electronic personal information (ISACA, 2014b). In comparison, a 

detective control intends to detect while corrective controls aim to correct a scenario of 

unauthorised disclosure and manipulation of electronic personal information (ISACA, 

2014b). Furthermore, preventative, detective and corrective controls may be classified as 

technical (for example a firewall) or non-technical (for example, an information security 

policy or data classification policy) (ISACA, 2014b). 

 

5.5.2.2 SOURCE OF THE SELECTION OF SECURITY SAFEGUARDS 

The source of the selection of security safeguards within the “Secure” phase is derived 

from several leading practices formulated by leading practice institutions including the 

Information Systems Audit and Control Association (ISACA), the National Institute of 
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Standards and Technology (NIST), the Office of Government Commerce United Kingdom 

(OGCUK) and the International Organisation for Standardisation (ISO). These leading 

practices which serve as a source for the selection of security safeguards are grouped by 

leading practice institutions and unpacked from subsections 5.5.2.2.1 to 5.5.2.2.4 to follow. 

 

5.5.2.2.1 INFORMATION SYSTEMS AUDIT AND CONTROL ASSOCIATION (ISACA) 

ISACA first introduced the COBIT framework in 1996 with a primary focus on audit 

(Stroud, 2012). From 1996, the COBIT framework evolved into COBIT 2 in 1998, which 

focused on controls to COBIT 3 in 2000, which expanded to include the management 

aspects of information technology, to COBIT 4.1 in 2007 which highlighted information 

technology governance. The latest version of the COBIT framework, COBIT 5, was 

released in 2012 and focuses on the governance of enterprise information technology 

(Stroud, 2012) by creating optimal value from information technology through maintaining 

a balance between releasing benefits, optimising risk levels and resource usage (ISACA, 

2014c).  

 

The governance and management of enterprise information technology is underpinned by 

5 key principles within COBIT 5 - namely, meeting stakeholder needs, covering the 

enterprise end to end, applying a single integrated framework, enabling a holistic approach 

and separating governance from management (ISACA, 2014c). These 5 principles are 

complemented by a series of enablers - principles, policies and frameworks, processes, 

organisational structures, culture, ethics and behavior, information, services, infrastructure 

and applications as well as people, skills and competencies (ISACA, 2014c). In addition, 

as illustrated in Figure 5.4 on the next page, COBIT 5 (ISACA, 2014c) consists of 5 

governance processes encapsulated within the evaluate, direct and monitor (EDM) domain 

as well as 32 management processes encapsulated within 4 domains - align, plan and 

organise (APO), build, acquire and implement (BAI), deliver, service and support (DSS) 

and monitor, evaluate and assess (MEA). 
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Figure 5.4: COBIT 5 Process Reference Model 

Source: ISACA (2014c) 

 

Furthermore, ISACA also developed the Risk IT framework in 2009 to provide guiding 

principles to identify, govern and effectively manage IT risk within institutions (ISACA, 

2009). The guiding principles of the Risk IT framework includes a connection to business 

objectives, alignment of IT risk management with overall enterprise risk management, 

balancing the costs and benefits of managing IT risk, promoting fair and open 

communication of IT risk, establishing the right tone and accountability at the top as well 

as embedding the IT risk management process into daily activities (ISACA, 2009). In 

addition, the Risk IT framework (ISACA, 2009) is supported by a process model that 

includes 3 domains (risk governance, risk evaluation and risk response) with each domain 

consisting of 3 processes (the risk governance domain - to establish and maintain a 

common risk view, integrate with enterprise risk management and make risk aware 
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business decisions, the risk evaluation domain - to collect data, analyse risk and maintain 

a risk profile and the risk response domain - to articulate risk, manage risk, react to events) 

as illustrated in Figure 5.5 below. 

 

 

Figure 5.5: Risk IT Framework 

Source: ISACA (2009) 
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5.5.2.2.2 NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY (NIST) 

The NIST in the United States of America (USA) develops information security standards, 

guidelines and specifies the minimum requirements for federal information systems (2013). 

As a result, the NIST Special Publication 800-53 (2013) provides guidelines for selecting 

and specifying security controls to meet the Minimum Security Requirements for Federal 

Information and Information Systems as required by the Federal Information Processing 

Standards (FIPS).  

 

Revision 3 of the NIST Special Publication 800-53 was released in August 2009 (NIST, 

2009) and this was followed by Revision 4 (NIST, 2013), which was released in April 2013. 

The NIST Special Publication 800-53 (2013) groups security controls into 18 families as 

illustrated in Table 5.2 below.  

 

Table 5.2: NIST 18 Families of Security Controls 

Source: Adapted from NIST (2013) 

Number Security control family ID Security control family name 

1 AC Access Control 

2 AT Awareness and Training  

3 AU Audit and Accountability  

4 CA Security Assessment and Authorization  

5 CM Configuration Management  

6 CP Contingency Planning  

7 IA Identification and Authentication  

8 IR Incident Response  

9 MA Maintenance 

10 MP Media Protection 

11 PE Physical and Environmental Protection  

12 PL Planning  

13 PS Personnel Security  

14 RA Risk Assessment  

15 SA System and Services Acquisition  
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Number Security control family ID Security control family name 

16 SC System and Communications Protection  

17 SI System and Information Integrity 

18 PM Program Management 

 

Each of the 18 families of security controls listed in Table 5.2 above consists of the related 

security controls, for example, the Audit and Accountability family includes 16 security 

controls as illustrated in Table 5.3 below. 

 

Table 5.3: Security Controls from the Audit and Accountability Family 

Source: Adapted from NIST (2013) 

Security control family Audit and Accountability 
 

Number Security control ID Security control name 

1 AU-1 Audit and Accountability Policy and Procedures  

2 AU-2 Audit Events  

3 AU-3 Content of Audit Records  

4 AU-4 Audit Storage Capacity  

5 AU-5 Response to Audit Processing Failures  

6 AU-6 Audit Review, Analysis, and Reporting  

7 AU-7 Audit Reduction and Report Generation  

8 AU-8 Time Stamps  

9 AU-9 Protection of Audit Information  

10 AU-10 Non-Repudiation  

11 AU-11 Audit Record Retention  

12 AU-12 Audit Generation  

13 AU-13 Monitoring for Information Disclosure  

14 AU-14 Session Audit  

15 AU-15 Alternate Audit Capability  

16 AU-16 Cross-Organisational Auditing 
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5.5.2.2.3 OFFICE OF GOVERNMENT COMMERCE UNITED KINGDOM (OGCUK)  

The OGCUK developed the Information Technology Infrastructure Library (ITIL) framework 

as an approach to IT service management (OGCUK, 2007a). This framework is currently 

in its third revision which was released in 2007 and addresses service lifecycle 

governance processes which is comprised of continual service improvement and service 

strategy processes, while service lifecycle operational processes is comprised of service 

design, service transition and service operation processes as illustrated in Figure 5.6 

below (OGCUK, 2007a). In addition, each of the aforementioned components are 

supported by underlining processes, for example as illustrated in Figure 5.6, service 

strategy processes are supported by demand management, strategy generation, service 

portfolio management and information technology financial management processes. 

 

 

Figure 5.6: Information Technology Infrastructure Library (ITIL) Framework 

Source: OGCUK (2007a) 
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5.5.2.2.4 INTERNATIONAL ORGANISATION FOR STANDARDISATION (ISO) 

The International Organisation for Standardisation (ISO) in 2005 developed an Information 

Security Management System (ISMS) standard, ISO 27001 (BSI, 2005). In 2005, the ISO 

27001 standard consisted of 133 controls across 11 groups (BSI, 2005). The latest 

revision to the ISO 27001 standard in 2013 consists of 14 groups, as illustrated in Table 

5.4 below, which in turn comprise of 114 controls (ISO, 2013). For example, the Human 

Resource Security group within the ISO 27001 standard (ISO, 2013) consists of controls 

relating to prior employment (screening, terms and conditions of employment), during 

employment (management responsibilities, information security awareness, education and 

training as well as disciplinary process) as well as termination and change of employment 

(termination or change of employment responsibilities) controls. 

 

Table 5.4: ISO 27001 - 14 Groups of Security Controls 

Source: Adapted from ISO (2013) 

Number Security group 

control ID 

Security group name (number of controls) 

1 A.5 Information Security Policies (2 Controls) 

2 A.6 Organisation of Information Security (7 Controls) 

3 A.7 Human Resource Security (6 Controls)  

4 A.8 Asset Management (10 Controls) 

5 A.9 Access Control (14 Controls) 

6 A.10 Cryptography (2 Controls) 

7 A.11 Physical and Environmental Security (15 Controls) 

8 A.12 Operations Security (14 Controls) 

9 A.13 Communications Security (7 Controls) 

10 A.14 System Acquisition, Development and Maintenance (13 

Controls) 

11 A.15 Supplier Relationships (5 Controls) 

12 A.16 Information Security Incident Management (7 Controls) 

13 A.17 Information Security Aspects of Business Continuity 

Management (4 Controls) 
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Number Security group 

control ID 

Security group name (number of controls) 

14 A.18 Compliance (8 Controls) 

 

Similarly in 2012, the ISO developed a business continuity management standard, ISO 

22301 to assist institutions with the establishment, implementation, operation, monitoring, 

review, maintenance and improvement of business continuity capabilities in order to 

ensure continued operations in the event of a disruption (ISO, 2012). Furthermore, ISO 

22301 specifies the requirements for setting up and managing a business continuity 

management system in 7 sections - context, leadership, planning, support, operation, 

evaluation and improvement (ISO, 2012). 

 

5.5.2.3 SPECIFIC SELECTION OF SECURITY SAFEGUARDS 

The security safeguards which form part of the “Secure” phase of the proposed POPI 

Condition 7 framework is not the selection and implementation of leading practices 

mentioned above such as COBIT (ISACA, 2014c) Risk IT (ISACA, 2009), NIST Special 

Publication 800-53 (NIST, 2009 and 2013), ITIL (OGCUK, 2007a and 2007b), ISO 27001 

(BSI, 2005 and ISO, 2013) or ISO 2230 (Drewitt, 2013 and ISO, 2012) in its entirety. The 

security safeguards which form part of the “Secure” phase of the proposed POPI Condition 

7 framework is instead a specific selection of security safeguards prescribed by the 

various leading practices as a means to address a specific requirement, which in this case 

is to ensure the confidentiality and integrity of electronic personal information and in so 

doing to achieve and maintain compliance with Condition 7 of the POPI Act (2013). 

 

NIST classifies security safeguards into 3 domains (2009). The first domain is the 

management domain, which focuses on managing risk by key stakeholders providing 

direction and intent to the protection of personal information initiative (NIST, 2009). The 

operational domain is the second domain, which focuses on people executing processes 

associated with managing and monitoring security safeguards (NIST, 2009). The third 

domain is the technical domain, which focuses on the implementation and execution of 

security safeguards driven by technology (NIST, 2009). As a result, the management, 
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operational and technical domains form the basis of the “Secure” phase of the proposed 

POPI Condition 7 framework in that a selection of security safeguards are specifically 

proposed for each of the 3 domains as illustrated in Figure 5.7 below. 

 

 

Figure 5.7: Proposed POPI Condition 7 Framework - Phase 2 (Secure) 

 

5.5.2.3.1 MANAGEMENT DOMAIN SECURITY SAFEGUARDS 

As such, the management domain of the “Secure” phase consists of 5 security safeguards 

as illustrated in Figure 5.8 below. 

 

 

Figure 5.8: Secure Phase - Management Domain (5 Security Safeguards) 
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The first safeguard within the management domain is M1: Information Security 

Governance. This security safeguard is an integral part of governance that encompasses 

leadership, organisational structures as well as clear roles and responsibilities (ISACA, 

2006 and ISO, 2013) for safeguarding electronic personal information. M2: Risk 

Management is the second safeguard within the management domain and requires the 

governance, evaluation and a response to risks presented by electronic personal 

information (ISACA, 2009 and 2014c). The third safeguard, M3: Information Security 

Policy, requires management direction and support for information security to be achieved 

through a formally defined and approved information security policy (ISO, 2013). M4: 

Supplier and Service Level Management is the fourth safeguard of the management 

domain which focuses on the contracts in place with third party operators external to the 

institution as well as internal stakeholders within the institution responsible for providing 

services in relation to electronic personal information (ISACA, 2014c and OGCUK, 2007a). 

Lastly, the M5: Business Continuity Management safeguard addresses the ability to 

recover from a business interruption in the most effective and efficient manner (Drewitt, 

2013, ISACA, 2014c, ISO 2012 and 2013), which includes the recovery of electronic 

personal information maintained by an institution. 

 

5.5.2.3.2 OPERATIONAL DOMAIN SECURITY SAFEGUARDS 

The operational domain of the “Secure” phase consists of 6 security safeguards as 

illustrated in Figure 5.9 below. 

 

 

Figure 5.9: Secure Phase - Operational Domain (6 Security Safeguards) 
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The first security safeguard in the operational domain is O1: Security Procedures and 

Processes. This security safeguard addresses the security procedures and processes in 

place to maintain confidentiality and integrity of electronic personal information. The 

security procedure and process areas to be considered include: change and configuration 

management, patch management, availability management, incident management, backup 

management, user account and access management (ISACA, 2014c, ISO, 2013 and 

OGCUK, 2007b) as well as the management of encryption keys to secure data channels 

(BSI, 2005). O2: Baseline Infrastructure Security Standards is the second safeguard in the 

operational domain and focuses on all server, workstation and laptop operating systems, 

database servers, web servers, network components (firewalls, routers, wireless) that form 

part of the technology infrastructure, to enable the protection of electronic personal 

information, baseline infrastructure security standards should be applied as a security 

safeguard to prevent the adoption of default configurations and to ensure consistent 

configurations (NIST, 2013). The third security safeguard in this domain is O3: Security 

Awareness and Training which focuses on employees, contractors or third party operators 

need to be provided with awareness and training with regards to information security (ISO, 

2013, NIST, 2013 and OGCUK, 2007b), with a specific focus on the security of electronic 

personal information. O4: Security Monitoring, Incident and Reporting is the fourth security 

safeguard in the operational domain that requires all audit logs from applications as well as 

the technology infrastructure to be assessed in order to report on any malicious activities 

or data breaches of electronic personal information (ISACA, 2014c, NIST, 2013 and 

OGCUK, 2007b). Furthermore, the incident management processes may report a data 

breach of electronic personal information. The fifth security safeguard in this domain is O5: 

Security Assessment requiring regular security assessments to be performed in order to 

assess the security posture of the institution from a technical, organisational, procedural, 

administrative or physical security perspective (NIST, 2013 and Palmer et al., 2001). The 

last security safeguard in the operational domain is O6: Disaster Recovery which requires 

people, processes and technology associated with the storage, processing and 

transmission of electronic personal information as well as to ensure continued operations 

to be defined (Drewitt, 2013, ISO 2012 and 2013, and NIST 2013). 
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5.5.2.3.3 TECHNICAL DOMAIN SECURITY SAFEGUARDS 

Lastly, the technical domain of the “Secure” phase consists of 9 security safeguards as 

illustrated in Figure 5.10 below. 

 

 

Figure 5.10: Secure Phase - Technical Domain (9 Security Safeguards) 

 

T1: Network Segmentation is the first security safeguard in the technical domain. The 

segmentation of a network entails a logical grouping of related network assets, resources 

and applications (Solomon, 2011). As a result, all the application and database servers 

that respectively process and store personal information should be located on a dedicated 

network segment that is separated from the rest of the corporate network (NIST, 2013). 

The second security safeguard in this domain is T2: Encrypted Data Channels requiring all 

electronic personal information flowing into and out of the dedicated network segment to 

be encrypted and access to the data channels should be strictly monitored and controlled 

(ISO, 2013 and NIST, 2013). T3: Server and Network Component Security is the third 

security safeguard in this domain which specifies that all server and network components 

should be configured to implement the defined baseline infrastructure security standards, 

O2 - Baseline infrastructure security standards, adopted in the operational domain (ISACA, 

2014c and NIST, 2013). The fourth security safeguard in the technical domain is T4: 

Workstation and Laptop Security which requires all workstations and laptops to be 

configured as per the defined baseline infrastructure security standards adopted and be 

locked down to prevent the user to change the configuration or install additional 
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applications not authorised by the institution (ISACA, 2014c and NIST, 2013). T5: File 

Integrity is the fifth security safeguard in this domain and requires all configurations 

associated with server and network components to be associated with a unique value 

known as a hash value. The hash value may be used to ascertain if unauthorised changes 

were affected to configurations (ISACA, 2014c and OGCUK, 2007b). The sixth security 

safeguard in this domain is T6: Firewalls used to separate networks by controlling access 

and analysing traffic between networks (ISACA, 2013). As such a firewall should be used 

to separate the application and database servers that respectively process and store 

electronic personal information located on a dedicated network segment from the rest of 

the corporate network (NIST, 2013). T7: Physical and Environmental Security is the 

seventh security safeguard in this domain requiring physical and environmental security 

safeguards in place within the server rooms hosting the applications as well as the 

technology infrastructure associated with the storage, processing and transmission of 

electronic personal information. Physical security safeguards to control access to the 

server rooms and environmental security safeguards to provide alternate power sources to 

ensure availability as well as to protect against environmental hazards such as floods and 

fire should be in place (ISACA, 2014c, ISO, 2013 and NIST, 2013). The eight security 

safeguard in this domain is T8: Centralised audit logging which requires audit logs to be 

maintained for all applications as well as the technology infrastructure associated with 

storing, processing and transmitting electronic personal information. All the audit logs 

maintained should be sent to a centralised audit logging server where analysis may be 

performed to identify ineffective security safeguards as well as security incidents and to 

serve as the basis for conducting an investigation in the event of a data breach of 

electronic personal information (ISACA, 2014c, ISO, 2013 and NIST, 2013). Lastly, the 

ninth security safeguard within the technical domain is T9: Data loss prevention, which 

entails the protection of data loss for data at rest, in motion or at an end point 

(Kanagasingham, 2008). As such, to prevent the loss of electronic personal information 

specifically via workstations or laptops utilised by users to access applications processing 

personal information or databases storing personal information, data loss prevention 

should be implemented (ISACA, 2014c, ISO, 2012 and NIST, 2013).  
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5.5.2.4 SUMMARY AND SOURCE OF THE SPECIFIC SELECTION OF SECURITY SAFEGUARDS 

Table 5.5 below provides a summary of the specific selection of security safeguards as 

part of the “Secure” phase of the proposed POPI Condition 7 framework across the 

management, operational and technical domains. In addition, Table 5.5 provides the 

source of the security safeguards to ensure the confidentiality and integrity of electronic 

personal information identified in Phase 1 (“Identify”). For example, the M2: Risk 

Management security safeguard of the proposed POPI Condition 7 framework falls within 

the management domain and the source of the security safeguard are the COBIT and Risk 

IT leading practices developed by ISACA. 

 

Table 5.5: Summary and Source of the Specific Selection of Security Safeguards  

Selected security safeguard ISACA NIST OGCUK ISO 

Management domain 

M1: Information Security Governance  COBIT   
ISO 

27001 

M2: Risk Management 
COBIT 

RISK IT 
   

M3: Information Security Policy    
ISO 

27001 

M4: Supplier and Service Level 

Management 
COBIT  ITIL  

M5: Business Continuity Management COBIT   

ISO 

22301 

 

ISO 

27001 

Operational domain 

O1: Security Procedures and 

Processes 
COBIT  ITIL 

ISO 

27001 

O2: Baseline Infrastructure Security 

Standards 
 

NIST 

Special 
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Selected security safeguard ISACA NIST OGCUK ISO 

Publication 

800-53 

O3: Security Awareness and Training  

NIST 

Special 

Publication 

800-53 

ITIL 
ISO 

27001 

O4: Security Monitoring, Incident and 

Reporting 
COBIT 

NIST 

Special 

Publication 

800-53 

ITIL  

O5: Security Assessment   

NIST 

Special 

Publication 

800-53 

  

O6: Disaster Recovery  

NIST 

Special 

Publication 

800-53 

 

ISO 

22301 

 

ISO 

27001 

Technical domain 

T1: Network Segmentation  

NIST 

Special 

Publication 

800-53 

  

T2: Encrypted Data Channels  

NIST 

Special 

Publication 

800-53 

 
ISO 

27001 

T3: Server and Network Component 

Security 
COBIT 

NIST 

Special 
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Selected security safeguard ISACA NIST OGCUK ISO 

Publication 

800-53 

T4: Workstation and Laptop Security COBIT 

NIST 

Special 

Publication 

800-53 

  

T5: File Integrity COBIT  ITIL  

T6: Firewalls  

NIST 

Special 

Publication 

800-53 

  

T7: Physical and Environmental 

Security 
COBIT 

NIST 

Special 

Publication 

800-53 

 
ISO 

27001 

T8: Centralised Audit Logging COBIT 

NIST 

Special 

Publication 

800-53 

 
ISO 

27001 

T9: Data Loss Prevention COBIT 

NIST 

Special 

Publication 

800-53 

 

ISO 

22301 

 

 

The “Secure” phase of the proposed POPI Condition 7 framework is followed by the 

“Monitor and Report” phase. 

 

5.5.3 PHASE 3: MONITOR AND REPORT 

Phase 3, “Monitor and Report”, consists of 2 aspects namely, monitoring and reporting as 

illustrated in Figure 5.11 on the next page. This phase ensures that the electronic personal 
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information remains protected and instances when the protection is not in place this should 

be reported in order to initiate remedial action.  

 

 

Figure 5.11: Proposed POPI Condition 7 Framework - Phase 3 (Monitor and Report) 

 

The 2 aspects of this phase namely, “Monitor” and “Report” as illustrated in Figure 5.11 

above are unpacked below in subsection 5.5.3.1 and 5.5.3.2 respectively. 

 

5.5.3.1 MONITOR ASPECT 

The “Monitor” aspect of this phase is dependent on the O4: Security Monitoring, Incident 

and Reporting security safeguard, which forms part of the operational domain (O4) of the 

“Secure” phase. As such, the “Monitor” aspect of this phase addresses the monitoring of 

the selection of security safeguards in the operational and technical domains implemented 

in the “Secure” phase of the proposed POPI Condition 7 framework to ensure that the 

implemented security safeguards are working as intended.  

 

5.5.3.2 REPORT ASPECT 

The “Report” aspect of this phase addresses reporting in terms of the effectiveness of the 

implemented security safeguards. In the event of a security compromise of electronic 

personal information, specific information regarding the compromise, such as the security 
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safeguard that was circumvented and the nature and extent of electronic personal 

information disclosed or modified, may be required. Furthermore, an inspection of the audit 

logs maintained on the centralised audit logging server, as required by T8: Centralised 

Audit Logging, may potentially provide information of how and by whom the security 

compromise was performed. All information gathered relating to the security compromise 

will need to be availed to internal stakeholders for further investigation as well as to the 

external Information Regulator to ensure compliance with Section 22 of Condition 7 

(notification in the event of a security compromise of personal information) of the POPI Act 

(2013). 

 

The “Monitor and Report” phase of the proposed POPI Condition 7 framework is followed 

by the final phase known as the “Remediate” phase. 

 

5.5.4 PHASE 4: REMEDIATE 

The final phase, “Remediate”, as illustrated in Figure 5.12 below, addresses remedial 

action in the form of correction of security safeguards in place or the implementation of 

adequate security safeguards to ensure that the protection of electronic personal 

information is maintained. 

 

 

Figure 5.12: Proposed POPI Condition 7 Framework - Phase 4 (Remediate) 
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The correction of security safeguards in place or the implementation of adequate security 

safeguards as illustrated in Figure 5.12 on the previous page is unpacked below in 

subsection 5.5.4.1.  

 

5.5.4.1 CORRECTION OR IMPLEMENTATION OF ADEQUATE SECURITY SAFEGUARDS 

During the “Monitor” aspect of Phase 3 of the proposed POPI Condition 7 framework, if it 

is identified that a security safeguard is not working as intended or a security compromise 

has occurred resulting in a circumvented security safeguard, immediate action should be 

taken as electronic personal information may be disclosed or modified, resulting in the 

compromise of electronic personal information. This compromise may negatively impact 

an institution from a compliance, financial and reputational perspective. As a result, the 

“Remediate” phase is aimed to correct the current security safeguard or implement an 

alternate adequate security safeguard to maintain the confidentiality and integrity of 

electronic personal information and to ultimately ensure compliance with Section 19 of 

Condition 7 of the POPI Act (2013). 

 

The proposed POPI Condition 7 framework through the 4 aforementioned phases clearly 

demonstrates an approach, which includes a specific selection of security safeguards as 

part of the “Secure” phase, to ultimately address the requirements of Condition 7 of the 

POPI Act (2013), specifically in relation to electronic personal information. The section 

which follows provides a critical evaluation of the proposed POPI Condition 7. 

 

5.6 CRITICAL EVALUATION - BENEFITS AND LIMITATIONS 

A critical evaluation of the proposed POPI Condition 7 framework led to the identification of 

benefits and limitations associated with the proposed POPI Condition 7 framework.  

 

A major benefit of the proposed POPI Condition 7 framework is that it provides South 

African institutions with a 4-phased (“Identify”, “Secure”, “Monitor and Report” and 

“Remediate”) approach to ultimately address the requirements of Condition 7 of the POPI 

Act (2013), specifically in relation to electronic personal information, as illustrated in Table 

5.6 on the next page. 
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Table 5.6: Condition 7 Requirements of the POPI Act Addressed by the Proposed POPI 

Condition 7 Framework 

Condition 

7 section 

number 

Condition 7 requirement 

Condition 7 requirement 

addressed by the proposed 

POPI Condition 7 framework  

19 

The need to implement security safeguards 

to ensure the confidentiality and integrity of 

personal information.  

Phase 2 - "Secure”  

 

Phase 4 - “Remediate" 

20 
The responsibilities for handling personal 

information. 
Phase 1 - "Identify”  

21 
The responsibilities of an operator 

processing personal information.  
Phase 1 - "Identify” 

22 

The need for notification in the event of a 

security compromise of personal 

information. 

Phase 3 - "Monitor and 

Report”  

 

Phase 4 - “Remediate"  

 

According to Monty (2015), the POPI Act (2013) requires reasonable measures to be 

taken to protect personal information in order to reduce the risk of potential data breaches 

and the associated public relations and legal ramifications for an institution. As such, 

another benefit associated with the proposed POPI Condition 7 framework is that the 

“Secure” phase provides South African institutions with specific guidance in terms of the 

reasonable measures, in the form of security safeguards, to consider for ensuring the 

confidentiality and integrity of electronic personal information required to ultimately achieve 

and maintain compliance with Condition 7 of the POPI Act (2013).  

 

The proposed POPI Condition 7 framework may be applied within any institution in the 

public or private sector, independent of the institution size or industry sector that is 

required to ensure the confidentiality and integrity of electronic personal information 

required to ultimately achieve and maintain compliance with Condition 7 of the POPI Act 

(2013). 
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The “Identify”, “Monitor and Report”, and “Remediate” phases of the proposed POPI 

Condition 7 framework may be applied to personal information in both electronic format 

(within information systems and their corresponding databases) and non-electronic format 

(hard copy or paper based outside information systems). In addition, the security 

safeguards in the management and operational domains of the “Secure” phase may be 

applied to personal information in both electronic and non-electronic format.  

 

Another benefit associated with the proposed POPI Condition 7 framework is that a 

summary of the source in terms of leading practices is provided for in the selection of 

security safeguards within the “Secure” phase to ensure the confidentiality and integrity of 

electronic personal information, as illustrated in Table 5.5 within section 5.5.2.4. This 

serves as a point of reference for further detailed guidance relating to the proposed 

security safeguards. For example, when addressing the disaster recovery security 

safeguard (O6 in Table 5.5 above within section 5.5.2.4), ISO 22301 and ISO 27001 as 

well as the NIST Special Publication 800-53 leading practices may provide the further 

guidance required. In addition, if an institution has for example implemented the COBIT 

leading practice, the source of the selection of security safeguards as listed in Table 5.5 

above within section 5.5.2.4 may be used to assess the gap in terms of the security 

safeguards already in place as a result of implementing COBIT (such as M1: Information 

Security Governance, M2: Risk Management and O4: Security Monitoring, Incident and 

Reporting) and the security safeguards that still need to be implemented (M3: Information 

Security Policy or T2: Encrypted Data Channels). In addition, the source of the selection of 

security safeguards as listed in Table 5.5 above within section 5.5.2.4 may be used to 

explore appropriate leading practices in order to implement outstanding security 

safeguards, for example in terms of the T6: Firewalls security safeguard the NIST Special 

Publication 800-53 may be explored.  

 

Lastly, from a benefit perspective the proposed POPI Condition 7 framework is not the 

selection and implementation of leading practices such as COBIT (ISACA, 2014c) RISK IT 

(ISACA, 2009), NIST Special Publication 800-53 (NIST, 2009 and 2013), ITIL (OGCUK, 

2007a and 2007b), ISO 27001 (BSI, 2005 and ISO, 2013) or ISO 2230 (Drewitt, 2013 and 
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ISO, 2012) in its entirety. However, the proposed POPI Condition 7 framework is instead a 

specific selection of security safeguards prescribed by the various leading practices as a 

means to address a specific requirement, which in this case is to achieve compliance with 

Condition 7 of the POPI Act (2013) in relation to electronic personal information. 

 

A limitation of the proposed POPI Condition 7 framework is that the security safeguards in 

the technical domain of the “Secure” phase is focused on the personal information stored, 

processed and transmitted in electronic format as opposed to non-electronic format. 

Furthermore, the proposed POPI Condition 7 framework is limited to addressing only the 

requirements of Condition 7 of the POPI Act (2013) in relation to electronic personal 

information. 

 

5.7 CONCLUSION 

This chapter concluded Part 4 (Proposed Framework) of this thesis by outlining the 

requirements of Condition 7 of the POPI Act (2013) and then addressed the research 

question associated with this chapter by proposing the POPI Condition 7 framework to 

ultimately address the requirements of Condition 7 of the POPI Act (2013), specifically in 

relation to electronic personal information. The proposed POPI Condition 7 framework 

consisted of a 4-phased (“Identify”, “Secure”, “Monitor and Report” and “Remediate”) 

approach, which encapsulates a specific selection of 20 security safeguards across 3 

domains (management, operational and technical) as part of the “Secure” phase to ensure 

confidentiality and integrity of electronic personal information stored, processed or 

transmitted. Lastly, a critical evaluation in terms of the benefits and limitations associated 

with the proposed POPI Condition 7 framework was provided. 

 

Part 5 (Research Survey and Results) of this thesis follows this chapter and is comprised 

of Chapter 6, 7 and 8 respectively. Chapter 6 which follows provides an overview of the 

POPI research survey used to address the research questions associated with Chapter 7 

and 8 of this thesis.  
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PART 5 - RESEARCH SURVEY AND RESULTS 
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CHAPTER 6 - POPI RESEARCH SURVEY 
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6.1 INTRODUCTION 

A framework to achieve and maintain compliance with Condition 7 of the Protection of 

Personal Information (POPI) Act (Act 4 of 2013) was proposed in Chapter 5. The proposed 

POPI Condition 7 framework included a selection of security safeguards to ensure the 

confidentiality and integrity of electronic personal information stored, processed or 

transmitted. This chapter provides an overview of the POPI research survey used to 

address research question 3 covered in Chapter 7, as well as research questions 4 and 5 

covered in Chapter 8. 

 

The overview of the POPI research survey includes the research design, research 

instrumentation, research group, data analysis approach and the POPI research survey 

results in terms of demographics, as it relates to the participants’ institutions’ sector (public 

versus private), industry sector and institution size.  

 

6.2 RESEARCH DESIGN 

Research may be descriptive, casual or exploratory in nature (Anusree et al., 2014). 

Descriptive research is pre-planned, aimed at observations based on characteristics and is 

more quantitative in nature by focusing on collecting data that can be inferred from a 

population (Anusree et al., 2014). Casual research is similar to descriptive research in that 

it is pre-planned and more quantitative in nature but differs in that is focuses on the cause 

and effect relationship between variables as opposed to the observational style of 

descriptive research (Anusree et al., 2014). Lastly, exploratory research differs from 

descriptive and casual research in that it is more qualitative in nature in that it focuses on 

the discovery of ideas and providing deeper insights (Anusree et al., 2014). As such, the 

research methodology adopted to address the research questions within Chapter 7 and 8 

of this thesis is descriptive in nature. 

 

According to Kothari (2004), the research methodology may be complemented by 2 

research approaches. The first is a qualitative approach which is a subjective assessment 

of attitudes, opinions and behavior (Kothari, 2004). The second is a quantitative approach 

which focuses on the generation of data which may be subjected to quantitative analysis. 
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The quantitative approach, according to Kothari (2004), may be further classified as 

inferential (a sample of a population is studied, questioned or observed to identify 

characteristics that are inferred onto the overall population), experimental (specific 

variables may be manipulated to observe the effect on other variables) or simulation 

(creating an artificial environment to test conditions and generate data for further analysis).  

 

As such, the research associated with Chapters 7 and 8 of this thesis is descriptive in 

nature and encompasses a quantitative inferential research approach executed through 

the use of an appropriate research instrument.  

 

6.3 RESEARCH INSTRUMENTATION 

The quantitative inferential research approach was executed through the use of a research 

survey as the preferred research instrument. This research survey is provided in Appendix 

D of this thesis and is referred to as the POPI research survey.  

 

The POPI research survey consisted of an overview and contained 3 sections that 

comprised a total of 14 multiple choice questions which were carefully worded, 

unambiguous and objective. The first section of the POPI research survey, terms and 

conditions, had 1 question as listed below, which required all participants to electronically 

provide consent and to accept the terms and conditions of the POPI research survey 

before participating.  

 Question 1: Consent and Acceptance of Terms and Conditions 

 

The second section of the POPI research survey, qualifying questions, comprised the 

following 2 questions, which assessed the validity of the participant to undertake the POPI 

research survey: 

 Question 2: Does your organisation operate within South Africa? 

 Question 3: Does your organisation within South Africa maintain electronic personal 

information and as a result is affected by the Protection of Personal Information 

(POPI) Act? 
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The third section of the POPI research survey, main research questions, consisted of the 

following 11 questions aimed at addressing the research questions associated with 

Chapter 7 and 8 respectively. These 11 questions which were only made available to valid 

participants as a result of their institution operating in South Africa and maintaining 

electronic personal information, which resulted in them affected by the POPI Act (2013). 

 Question 4: How would you rate your overall level of understanding of the Protection 

of Personal Information (POPI) Act? 

 Question 5: In which sector does your organisation operate? 

 Question 6: Which industry sector best describes your organisation? 

 Question 7: What is the size of your organisation? 

 Question 8: How would you rate your organisation’s overall compliance to the 

Protection of Personal Information (POPI) Act? 

 Question 9: How would you rate your organisation’s overall compliance to ensuring 

confidentiality (prevention of unauthorised disclosure) and integrity (prevention of 

unauthorised modification) of electronic personal information as required the 

Protection of Personal Information (POPI) Act? 

 Question 10: What do you estimate is the financial value of electronic personal 

information maintained by your organisation? 

 Question 11: What are the focus areas within your organisation presently to ensure 

confidentiality and integrity of electronic personal information as required by the 

Protection of Personal Information (POPI) Act (Multiple focus areas may be selected 

if applicable)? 

 Question 12: What is the status of the following 20 safeguards within your 

organisation to ensure confidentiality and integrity of electronic personal 

information? 

 Question 13: Are there any security safeguards your organisation has considered or 

implemented in addition to the 20 safeguards listed in question 12 to ensure 

confidentiality and integrity of electronic personal information? 

 Question 14: How will a breach/compromise of electronic personal information 

impact your organisation (select the scenario below that will have the highest impact 

on your organisation)? 
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Upon receiving approval from the Ethics Committee of the University of Pretoria as 

indicated in Appendix E of this thesis, the POPI research survey was launched online at 

https://www.surveymonkey.com/r/SAPOPI from 1 October 2015 to 15 December 2015.  

 

The POPI research survey targeted a specific research group and was completely 

anonymous as participants were not requested to provide any identifying information such 

as personal information (title, name, surname and email address) or the name of the 

institution which they represent.  

 

6.4 RESEARCH GROUP 

The research group specifically targeted by the POPI research survey were participants 

from South African institutions who store, process or transmit electronic personal 

information and as a result are impacted by the POPI Act (2013). A self-selection sampling 

technique was employed to attain the sample population inherent to the quantitative 

inferential research approach. This technique was suitable as it provided participants with 

the choice to either part take and complete the POPI research survey or not to part take in 

the research at all (Leard Dissertation, 2012).  

 

Participants were informed of the POPI research survey via an email that included a link to 

the POPI research survey as well as through social media (Twitter and LinkedIn posts) 

and the South African Chapter of Information Systems Audit and Control Association 

(ISACA), who distributed the POPI research survey link to members of the South African 

chapter. Participants were also able to share the POPI research survey link with other 

participants within their network. As such, CIBECS assisted by distributing the POPI 

research survey link to participants who were targeted for the 2012 State of Business Data 

Protection in South Africa survey (CIBECS, 2012).  

 

From the date the POPI research survey was launched on 1 October 2015 to the date it 

closed on 15 December 2015, 181 participants completed the POPI research survey. 

However, only 167 research survey responses from participants were considered valid, as 

illustrated in Figure 6.1 on the next page. The criteria for a valid response to the POPI 

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 

https://www.surveymonkey.com/r/SAPOPI


 
 

Chapter 6 - POPI Research Survey 

 

 

110         
 

research survey was for a participant to be from an institution operating in South Africa 

and maintaining electronic personal information, which would mean that their institution is 

impacted by the POPI Act (2013). 

  

 

Research survey validity 
Response  

count 

Response 

percentage 

Valid 167 92.3% 

Invalid 14 7.7% 

Total 181 100% 

Figure 6.1: POPI Research Survey - Sample Size 

 

As a result, the sample size of the population associated with the POPI research survey 

was a total of 167 participants based on the valid research survey responses received. 

Therefore, the POPI research survey results subjected to data analysis is based on the 

167 valid research survey responses from participants.  

 

6.5 DATA ANALYSIS APPROACH 

The data analysis approach to assess and summarise the POPI research survey results is 

represented through a combination of different types of graphs, charts and tables. 

 

This data analysis approach is applied to the POPI research survey results to provide an 

overview of the demographics in terms of the 167 valid research survey responses from 
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participants, in the next section of this chapter. Furthermore, the data analysis approach is 

applied to the POPI research survey results associated with Chapter 7 and 8 respectively, 

in order to ultimately address the research questions covered in these chapters.  

 

6.6 POPI RESEARCH SURVEY RESULTS - DEMOGRAPHICS 

The demographics associated with the 167 valid research survey responses received from 

participants were assessed in terms of a participant’s institution. This assessment was 

derived from a sector (public versus private), industry sector and institution size 

perspective, as the POPI Act is applicable to both public and private institutions in South 

Africa across all industry sectors, irrespective of their size. 

 

6.6.1 INSTITUTION SECTOR 

The sectors by differentiation of public or private sector that the 167 participants 

represented, is depicted in Figure 6.2 below. 

 

 

In which sector does your 
organisation operate? 

Response  

Count 

Response 

percentage 

Private Sector 116 69.5% 

Public Sector 51 30.5% 

Total 167 100% 

Figure 6.2: POPI Research Survey Results - Institution Sector 
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The majority of participants (69.5%) were from South African institutions in the private 

sector, while the remaining participants (30.5%) were from South African institutions in the 

public sector.  

 

6.6.2 INSTITUTION INDUSTRY SECTOR 

The industry sector in which the 167 participants’ South African institutions operate in is 

depicted in Figure 6.3 below: 

 

 

Which industry sector best describes your 

organisation? 

Response  

count 

Response 

percentage 

Professional Services (Accounting, Legal, 
Engineering, Real Estate, Actuary, Consulting 
Services) 

26 15.6% 

Government 35 21.0% 

Telecommunications 5 3.0% 

Financial Services (Banking, Investments, Insurance) 20 12.0% 

Manufacturing 13 7.8% 

Healthcare 13 7.8% 

Education 6 3.6% 

Human Resources 6 3.6% 

Information Technology 15 9.0% 
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Which industry sector best describes your 

organisation? 

Response  

count 

Response 

percentage 

Sales and Marketing 4 2.4% 

Travel, Tourism, Entertainment 11 6.6% 

Automotive, Transport 13 7.8% 

Total 167 100% 

Figure 6.3: POPI Research Survey Results - Institution Industry Sector 

 

Participants were from South African institutions who operate within different industry 

sectors such as professional services (15.6%), government (21.0%), telecommunications 

(3.0%), financial services (12.0%), manufacturing (7.8%), healthcare (7.8%), education 

(3.6%), human resources (3.6%), information technology (9.0%), sales and marketing 

(2.4%), travel, tourism, entertainment (6.6%) and automotive, transport (7,8%). 

 

6.6.3 INSTITUTION SIZE 

The size of the South African institutions which the 167 participants operate in (as 

determined by the number of employees at their respective institutions) is depicted in 

Figure 6.4 below: 

 

 

What is the size of your organisation? 
Response  

count 

Response 

percentage 

1 - 20 employees 15 9.0% 

21 - 50 employees 18 10.8% 
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What is the size of your organisation? 
Response  

count 

Response 

percentage 

51 - 100 employees 31 18.6% 

101 - 500 employees 39 23.4% 

501 - 1000 employees 7 4.2% 

1001 - 10000 employees 32 19.2% 

More than 10000 employees 25 15.0% 

Total 167 100% 

Figure 6.4: POPI Research Survey Results - Institution Size 

 

The majority of participants (23.4%) were from South African institutions which had an 

employee count of between 101 and 500 employees. This was followed by 19.2% of 

participants who were from South African institutions who had an employee count of 

between 1001 and 10000 employees. There were also 15.0% of participants who had an 

employee count of more than 10000 employees.  

 

6.7 CONCLUSION 

This chapter in terms of Part 5 (Research Survey and Results) of this thesis provided an 

overview of the POPI research survey which included the research design, research 

instrumentation, research group and the data analysis approach. Furthermore, the 

demographics associated with the POPI research survey results obtained was assessed in 

terms of a participant’s institution. This assessment was from a sector (public versus 

private), industry sector and institution size perspective as the POPI Act is applicable to 

both public and private institutions in South Africa across all industry sectors, irrespective 

of their size. 

 

The research questions associated with Chapter 7 and 8 respectively, which follow this 

chapter, are addressed through an analysis of the 167 valid research survey responses 

from participants, who completed the POPI research survey.  
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CHAPTER 7 - LEVEL OF COMPLIANCE WITH THE POPI ACT AND SPECIFICALLY 

CONDITION 7 OF THE POPI ACT 
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7.1 INTRODUCTION 

Chapter 6 provided an overview of the POPI research survey which included the research 

design, research instrumentation, research group and the data analysis approach. 

Furthermore, Chapter 6 assessed the demographics associated with the POPI research 

survey results in terms of the participant’s institution. This chapter, utilising the POPI 

research survey results from 167 participants, addresses research question 3 - What is the 

current level of compliance by South African institutions to the POPI Act (2013) and 

specifically Condition 7 of the POPI Act (2013)? 

 

This is achieved by providing an overview of the State of Business Data Protection in 

South Africa survey (CIBECS, 2012) conducted in 2012 and analysing the POPI research 

survey results. Firstly, the analysis of the POPI research survey results provides the 

overall level of understanding of the Protection of Personal Information (POPI) Act (Act 4 

of 2013) by the 167 participants who took part in the POPI research survey. Secondly, the 

analysis addresses the aforementioned research question by providing the current level of 

compliance with the POPI Act (2013) as well as with Condition 7 of the Act. Lastly, the 

POPI research survey results provide the financial value associated with electronic 

personal information as well as the potential impact of a data breach of electronic personal 

information. In addition, a critical evaluation in terms of key findings and recommendations 

based on the analysis of the POPI research survey results is provided. 

 

7.2 2012 STATE OF BUSINESS DATA PROTECTION IN SOUTH AFRICA 

In 2012, CIBECS as part of their State of Business Data Protection in South Africa survey 

(CIBECS, 2012) assessed, among other aspects, how prepared South African institutions 

were to comply with the then forthcoming protection of personal information legislation. As 

per Figure 7.1 on the next page, the results of the survey revealed that 38% of participants 

were unsure of the how prepared their institutions were to comply with the then 

forthcoming protection of personal information legislation (CIBECS, 2012). Furthermore, 

18% of participants stated that no initiatives were underway to ensure compliance 

(CIBECS, 2012). However, 26% of participants were actively looking at technologies and 

processes to ensure compliance, while 18% of participants were investigating the 
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requirements but not actively pursuing compliance with the then forthcoming protection of 

personal information legislation (CIBECS, 2012).  

 

 

CIBECS category – 2012 
Response 
percentage 

Investigating the requirements but not actively pursuing 
compliance  

18% 

Actively looking at technologies and processes to ensure 
compliance  

26% 

No initiatives were underway to ensure compliance with the 
forthcoming protection of personal information legislation  

18% 

Unsure of the how prepared their institutions were to comply 
with the forthcoming protection of personal information 
legislation   

38% 

Total 100% 

Figure 7.1: 2012 State of Business Data Protection in South Africa Survey 

Source: Adapted from CIBECS (2017) 
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7.3 POPI RESEARCH SURVEY RESULTS - ANALYSIS 

Since the State of Business Data Protection in South Africa survey (CIBECS, 2012), the 

POPI Bill progressed to an Act and thus presented an opportunity to analyse the progress 

made by South African institutions in terms of the following aspects listed below: 

  The overall level of understanding of the POPI Act (2013). 

 The current level of compliance with the POPI Act (2013). 

 The current level of compliance with Condition 7 of the POPI Act (2013). 

 The financial value associated with electronic personal information. 

 The potential impact of a data breach of electronic personal information. 

 

As such, the POPI research survey results associated with 167 participants who 

completed the POPI research survey is analysed from subsection 7.3.1 to 7.3.5 to address 

the aforementioned aspects.  

 

7.3.1 THE OVERALL LEVEL OF UNDERSTANDING OF THE POPI ACT 

The overall level of understanding of the POPI Act (2013) by the 167 participants from 

South African institutions is depicted in Figure 7.2 below: 
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How would you rate your overall level of 
understanding of the Protection of Personal 
Information (POPI) Act? 

Response 
count 

Response 
percentage 

None 1 0.6% 

Limited 34 20.4% 

Basic 74 44.3% 

Good 41 24.6% 

Excellent 17 10.2% 

Total 167 100% 

Figure 7.2: The Overall Level of Understanding of the POPI Act 

 

The majority of participants (44.3%) had a basic overall level of understanding of the POPI 

Act (2013). This was followed by 24.6% of participants who had a good overall level of 

understanding as opposed to 10.2% of participants who had an excellent overall level 

understanding of the POPI Act (2013). A limited overall understanding of the POPI Act 

(2013) was applicable to 20.4% of participants with only 1 participant (0.6%) possessing 

no overall level understanding of the POPI Act (2013).  

 

7.3.2 THE CURRENT LEVEL OF COMPLIANCE WITH THE POPI ACT 

The assessment of the current level of compliance with the POPI Act (2013) by South 

African institutions as provided by the 167 participants of the POPI research survey, 

provided in Figure 7.3 on the next page, addresses the research question associated with 

this chapter as outlined in the Introduction above. 
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How would you rate your institution’s overall 
compliance to the POPI Act? 

Response 
count 

Response 
percentage 

No initiatives under way to ensure compliance 9 5.4% 

Formal recognition to comply and a project initiated to 
ensure compliance (security safeguards identified for 
implementation) 

50 29.9% 

Partial compliance in that a project is underway to 
ensure compliance (partial implementation of security 
safeguards) 

76 45.5% 

Full compliance to the POPI Act (full implementation of 
security safeguards) 

18 10.8% 

Unsure of my institution’s level of overall compliance to 
the POPI Act 

14 8.4% 

Total 167 100% 

Figure 7.3: The Current Level of Compliance with the POPI Act 

 

As per Figure 7.3 above, the majority of participants (45.5%) stated that their respective 

institutions was partially complying to the POPI Act (2013), in other words, that a project is 

underway to ensure compliance and security safeguards are partially implemented. Formal 

recognition to comply with the POPI Act (2013), and as such a project was initiated to 
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ensure compliance with the legislation, was applicable to 29.9% of the participants. 

However, 8.4% of participants were unsure of their institutions’ level of overall compliance 

with the POPI Act (2013). Furthermore, 5.4% of participants stated that no initiatives were 

underway in their institutions to ensure compliance with the POPI Act (2013). However, 

10.8% of participants stated that their institutions fully comply with the POPI Act (2013), 

implying that security safeguards are fully implemented. 

 

7.3.3 THE CURRENT LEVEL OF COMPLIANCE WITH CONDITION 7 OF THE POPI ACT  

Taking into account the level of overall compliance with the POPI Act (2013) the second 

aspect of the research question associated with this chapter as outlined in the Introduction 

section above is provided in Figure 7.4 below. This assessment explored the level of 

compliance with Condition 7 of the POPI Act (2013) by South African institutions as 

provided by the 167 participants of the POPI research survey, specifically relating to the 

confidentiality and integrity of electronic personal information. 
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How would you rate your institutions overall 
compliance to ensuring confidentiality (prevention 
of unauthorised disclosure) and integrity 
(prevention of unauthorised modification) of 
electronic personal information as required by the 
POPI Act? 

Response 
count 

Response 
percentage 

No initiatives under way to ensure compliance 10 6.0% 

Formal recognition to comply and a project initiated to 
ensure compliance (security safeguards identified for 
implementation) 

48 28.7% 

Partial compliance in that a project is underway to 
ensure compliance (partial implementation of security 
safeguards) 

70 41.9% 

Full compliance (full implementation of security 
safeguards) 

27 16.2% 

Unsure of my institutions level of overall compliance to 
ensure confidentiality and integrity of electronic 
personal information 

12 7.2% 

Total 167 100% 

Figure 7.4: The Level of Compliance with Condition 7 of the POPI Act 

 

The majority of participants (41.9%) stated that their respective institution was partially 

complying in terms of ensuring confidentiality and integrity of electronic personal 

information as required by Condition 7 of the POPI Act (2013), in that a project is 

underway to ensure compliance. There is formal recognition to comply with ensuring the 

confidentiality and integrity of electronic personal information as required by Condition 7 of 

the POPI Act (2013) and as such, a project was initiated to ensure compliance, which was 

applicable to 28.7% of the participants. However, 7.2% of participants were unsure of their 

institutions’ level of compliance to ensure the confidentiality and integrity of electronic 

personal information as required by Condition 7 of the POPI Act (2013). Furthermore, 

6.0% of participants stated that no initiatives were underway in their institutions to ensure 

the confidentiality and integrity of electronic personal information as required by Condition 

7 of the POPI Act (2013). However, 16.2% of participants stated that their institutions fully 

comply with ensuring the confidentiality and integrity of electronic personal information as 

required by Condition 7 of the POPI Act (2013). 
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7.3.4 THE FINANCIAL VALUE ASSOCIATED WITH ELECTRONIC PERSONAL INFORMATION 

Participants also provided a view on the financial value associated with the electronic 

personal information maintained by their respective institutions, as illustrated in Figure 7.5 

below.  

 

 

What do you estimate is the financial value of 
electronic personal information maintained by 
your institution? 

Response 
count 

Response 
percentage 

R0 to R99,999 6 3.6% 

R100,000 to R200,000 0 0.0% 

R200,001 to R300,000 0 0.0% 

R300,001 to R400,000 6 3.6% 

R400,001 to R500,000 16 9.6% 

R500,001 to R600,000 9 5.4% 

R600,001 to R700,000 13 7.8% 

R700,001 to R800,000 9 5.4% 

R800,001 to R900,000 12 7.2% 

R900,001 to R1,000,000 3 1.8% 

R1,000,000+ 47 28.1% 

Do not know the financial value 46 27.5% 

Total 167 100% 

Figure 7.5: The Financial Value Associated with Electronic Personal Information 
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In terms of the financial value associated with electronic personal information, the majority 

of participants (28.1%) assigned a value in excess of R1 million. A number of participants 

(27.5%) did not know the financial value associated with electronic personal information 

maintained by their respective institutions. However, the remaining 44.4% of participants 

could allocate a financial value ranging from R0 to R1 million.  

 

7.3.5 THE POTENTIAL IMPACT OF A DATA BREACH OF ELECTRONIC PERSONAL 

INFORMATION 

As illustrated in Figure 7.6 below, participants provided a view of the potential impact a 

data breach of electronic personal information may have on their respective institutions. 

 

 
 

How will a breach/compromise of electronic 
personal information impact your institution (select 
the scenario below that will have the highest 
impact on your institution)? 

Response 
count 

Response 
percentage 

Loss of jobs 9 5.4% 

Reputational damage 129 77.2% 

Penalties (financial or imprisonment) 16 9.6% 

Failed audits 8 4.8% 

No impact 1 0.6% 
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How will a breach/compromise of electronic 
personal information impact your institution (select 
the scenario below that will have the highest 
impact on your institution)? 

Response 
count 

Response 
percentage 

Not sure 4 2.4% 

Total 167 100% 

Figure 7.6: The Potential Impact of a Data Breach of Electronic Personal Information 

 

The highest impact of a data breach of electronic personal information would be 

reputational damage to the institution, according to 77.2% of participants. This was 

followed by penalties (financial or imprisonment) which account for 9.6% of participants, 

loss of jobs which account for 5.4% of participants and failed audits which account for 

4.8% of participants. However, 2.4% of participants were unsure of the impact of a data 

breach of electronic personal information and 1 participant (0.6%) stated that a data 

breach of electronic personal information would have no impact. 

 

7.4 CRITICAL EVALUATION - KEY FINDINGS AND RECOMMENDATIONS 

The analysis of the POPI research survey results forms the basis of the critical evaluation 

in terms of key findings and recommendations as it relates to the following aspects: 

 The overall level of understanding of the POPI Act (2013).  

 The current level of compliance with the POPI Act (comparison between the 2012 

CIBECS survey and POPI research survey conducted as part of this thesis in 

2015). 

 Comparing the overall compliance with the POPI Act (2013) to the overall 

compliance with Condition 7 of the Act. 

 The financial value associated with electronic personal information.  

 The potential impact of a data breach of electronic personal information. 

 

The key findings and recommendations associated with the aforementioned aspects follow 

from subsection 7.4.1 to 7.4.5 below.  
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7.4.1 THE OVERALL LEVEL OF UNDERSTANDING OF THE POPI ACT 

The overall level of understanding of the POPI Act (2013) at the time of the POPI research 

survey being conducted was at a basic level (44.3% of the participants). As a result, given 

that the commencement date of the POPI Act (2013) has not been announced and as 

such the POPI Act (2013) is not yet enforceable, there is a window of opportunity that 

exists to increase the level of understanding from basic to good or excellent via formal 

training and awareness sessions in order to successfully drive initiatives to ensure 

compliance with the POPI Act (2013) and to address areas of non-compliance.  

 

7.4.2 THE CURRENT LEVEL OF COMPLIANCE WITH THE POPI ACT (COMPARISON BETWEEN 

2012 AND 2015) 

In order to compare the level of compliance with the POPI Act (2013) by South African 

institutions in 2015 to the level of compliance shown in 2012 as per the State of Business 

Data Protection in South Africa survey conducted by CIBECS (2012), the grouping as 

illustrated in Table 7.1 below was performed to ascertain the common categories for 

comparison. The rationale for ascertaining common categories for comparison is that in 

2012 the Protection of Personal Information legislation was still at the stage of a Bill and 

once it was enacted as the POPI Act (2013), formal initiatives to comply had commenced. 

In both research surveys, participants stated “No” initiatives were underway to comply or 

they were “Unsure” of the level of compliance with the protection of personal information 

legislation, resulting in a direct link in the formulation of the two of the three common 

categories for comparison. However, the third common category termed “Yes” was 

formulated by grouping together all activities towards achieving compliance from 

investigation to formal recognition and partial compliance as well as full compliance with 

the POPI Act (2013). 

 

Table 7.1: Formulation of Common Categories for Comparison 

CIBECS category - 2012 
POPI research survey 

category - 2015 

Common category 

formulated for comparison 

Investigating the 

requirements but not 

Formal recognition to 

comply and a project 
Yes 
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CIBECS category - 2012 
POPI research survey 

category - 2015 

Common category 

formulated for comparison 

actively pursuing 

compliance - 18% 

Actively looking at 

technologies and 

processes to ensure 

compliance - 26% 

initiated to ensure 

compliance (security 

safeguards identified for 

implementation) - 29.9% 

 

Partial compliance in that a 

project is underway to 

ensure compliance (partial 

implementation of security 

safeguards) - 45.5% 

 

Full compliance to the POPI 

Act (full implementation of 

security safeguards) - 

10.8% 

No initiatives were 

underway to ensure 

compliance with the 

forthcoming protection of 

personal information 

legislation - 18% 

No initiatives under way to 

ensure compliance - 5.4% 
No 

Unsure of the how 

prepared their institutions 

were to comply with the 

forthcoming protection of 

personal information 

legislation - 38% 

Unsure of my institutions 

level of overall compliance 

to the POPI Act - 8.4% 

Unsure 
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The comparison between the current level of compliance with the POPI Act (2013) by 

South African institutions in 2015 to the previous level of compliance as per the 2012 State 

of Business Data Protection in South Africa survey conducted by CIBECS (2012) is 

provided in Figure 7.7 below, utilising the common categories formulated in Table 7.1 on 

the previous page.  

 

 

Common category formulated for 
comparison 

CIBECS 
category - 2012 

POPI research 
survey category - 

2015 

Yes 44% 86% 

No  18% 5.4% 

Unsure  38% 8.4% 

Figure 7.7: The Current Level of Compliance with the POPI Act (Comparison between 2012 

and 2015) 

 

The POPI research survey conducted in 2015 illustrated a significant increase towards 

achieving compliance with the POPI Act (2013) from 44% to 86% of the participants. This 

can be attributed to the fact that the POPI Act (2013) was signed into law on 26 November 

2013. Furthermore, in 2015 processes commenced to setup the Office of the Information 

Regulator (Parliament of the Republic of South Africa, 2015), who would be responsible for 

enforcing the POPI Act (2013). On 26 October 2016, the President of South Africa 
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announced the appointment of Advocate Pansy Tlakula as the chair, Advocate Cordelia 

Stroom and Mr Johannes Weapond as full-time members, and Professor Tana Pistorius 

and Mr Sizwe Snail as part-time members of the Office of the Information Regulator, with 

effect from 1 December 2016 (Michalsons, 2016). As a result, the commencement date of 

the POPI Act (2013) may be looming on the horizon leaving South African public and 

private institutions with one year to comply. Therefore, it is critical that South African 

institutions continue the momentum to ultimately achieve and maintain full compliance with 

the POPI Act (2013) as the short timeframe to comply may not be sufficient if compliance 

initiatives are embarked upon only once the commencement date is announced. However, 

it is encouraging to note the significant decrease in participants who stated “No” initiatives 

(from 18% to 5.4% of participants) were underway to ensure compliance with the POPI Act 

(2013) or they were “Unsure” of the level of compliance (from 38% to 8.4%) to the POPI 

Act (2013) by their respective institutions.  

 

7.4.3 OVERALL COMPLIANCE WITH THE POPI ACT VERSUS OVERALL COMPLIANCE WITH 

CONDITION 7 OF THE POPI ACT 

An analysis of the overall level of compliance with the POPI Act (2013) compared to the 

overall level of compliance to ensure confidentiality and integrity of electronic personal 

information as required by Condition 7 of the POPI Act (2013) is provided in Figure 7.8 on 

the next page. This analysis is critical to ensure that compliance with the POPI Act (2013) 

does not neglect electronic personal information. 
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Level of compliance 
category 

Overall 
compliance with 

the POPI Act 

Overall 
compliance with 
Condition 7 of 
the POPI Act 

Variance 

No initiatives under way to 
ensure compliance 

5.4% 6.0% +0.6% 

Formal recognition to comply 
and a project initiated to 
ensure compliance (security 
safeguards identified for 
implementation) 

29.9% 28.7% -1.2% 

Partial compliance in that a 
project is underway to ensure 
compliance (partial 
implementation of security 
safeguards) 

45.5% 41.9% -3.6% 

Full compliance to the POPI 
Act / Condition 7 (full 
implementation of security 
safeguards) 

10.8% 16.2% +5.4% 

Unsure of my institutions level 
of overall compliance to the 
POPI Act / Condition 7 

8.4% 7.2% -1.2% 

Figure 7.8: Overall Compliance with the POPI Act versus Overall Compliance with Condition 

7 of the POPI Act 
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In the data table associated with Figure 7.8 on the previous page, a positive variance 

reflects the overall level of compliance with Condition 7 of the POPI Act (2013), in terms of 

ensuring confidentiality and integrity of electronic personal information for a particular 

compliance category, to be higher than the overall level of compliance with the entire POPI 

Act (2013). In comparison, a negative variance reflects the overall level of compliance with 

Condition 7 of the Act, in terms of ensuring confidentiality and integrity of electronic 

personal information for a particular compliance category to be lower than the overall level 

of compliance with the entire POPI Act (2013). As such, the positive and negative 

variances for 4 of the 5 categories did not exceed 5%, as per the data table associated 

with Figure 7.8 on the previous page. This illustrates a degree of alignment between the 

overall initiative to achieve compliance with the POPI Act (2013) and at the same time, to 

address the requirements of Condition 7 of the Act to ensure the confidentiality and 

integrity of electronic personal information. For example, 8.4% of participants were unsure 

of the overall level of compliance with the POPI Act (2013) and 7.2% of participants were 

unsure of the level of compliance in ensuring confidentiality and integrity of electronic 

personal information. One compliance category exceeded 5%, as per the data table 

associated with Figure 7.8 on the previous page, and it related to full compliance. This 

demonstrates that there is a greater level of compliance to ensure confidentiality and 

integrity of electronic personal information as opposed to the overall level of compliance 

with the entire POPI Act (2013). This does not pose a major threat as the overall level of 

compliance with the POPI Act (2013) takes into account several other requirements, for 

example, non-electronic personal information. However, it is critical to ensure that the 

POPI compliance initiative is adequate and comprehensive to address all requirements to 

ultimately achieve compliance with the POPI Act (2013), without neglecting any 

requirement. 

 

7.4.4 THE FINANCIAL VALUE ASSOCIATED WITH ELECTRONIC PERSONAL INFORMATION 

The majority of participants (72.5%) associated a financial value to the electronic personal 

information maintained by their institutions. 28.1% of participants assigned a value in 

excess of 1 million rand while 44.4% of participants associated a financial value ranging 

from 0 to 1 million rand. However, the remaining 27.5% of participants could not associate 
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a financial value to the electronic personal information maintained by their respective 

institutions. This may pose a challenge in terms of justifying the costs associated with the 

safeguards required to ensure confidentiality and integrity of electronic personal 

information. For example, if the financial value of electronic personal information is R900 

000, the safeguards to ensure confidentiality and integrity of electronic personal 

information should generally not exceed R900 000. In addition, understanding the financial 

value of electronic personal information together with the costs of safeguards to ensure 

confidentiality and integrity of electronic personal information will strengthen the business 

case relating to the POPI compliance initiative. Furthermore, in the event of a data breach 

of electronic personal information a financial value may be associated with the loss of 

electronic personal information. Therefore, it is critical to ensure that a financial value is 

associated with electronic personal information within the institution and the most 

opportune time to associate a financial value would be when the electronic personal 

information is identified within the institution and the need for storing, processing or 

transmitting the electronic personal information is understood. 

  

7.4.5 THE IMPACT OF A DATA BREACH OF ELECTRONIC PERSONAL INFORMATION 

Reputational damage to an institution was rated to have the highest impact in the event of 

a data breach of electronic personal information by 77.2% of participants. This was 

followed by penalties (financial or imprisonment) which account for 9.6% of participants. 

Reputational damage will remain a high impact area in the event of a data breach of 

electronic personal information. However, once the POPI Act (2013) is enforced and if not 

complied with, members of the South African public and private institutions may be fined 

up to 10 million rand, face imprisonment not exceeding 10 years or receive a combination 

of a fine and imprisonment. This may lead to an increase in the number of participants who 

associate the impact of a data breach with penalties (financial or imprisonment). 

Therefore, it will be in the best interests of South African institutions to ensure compliance 

with the POPI Act (2013) given the aforementioned implications associated with a data 

breach. 

 

 

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 



 
 

Chapter 7 - Level of Compliance with the POPI Act and Specifically Condition 7 of the POPI Act 

 

 

133         
 

7.5 CONCLUSION 

This chapter, in terms of Part 5 (Research Survey and Results) of this thesis, provided an 

overview of the State of Business Data Protection in South Africa survey (CIBECS, 2012) 

conducted in 2012 and analysed the POPI research survey results in order to address the 

research question associated with this chapter. Firstly, the analysis of the POPI research 

survey results provided the overall level of understanding of the POPI Act (2013) by the 

167 participants who took part in the POPI research survey. Secondly, the analysis 

addressed the research question associated with this chapter by providing the current 

level of compliance with the POPI Act (2013) as well as with Condition 7 of the Act. Lastly, 

the POPI research survey results provided the financial value associated with electronic 

personal information as well as the potential impact of a data breach of electronic personal 

information. In addition, a critical evaluation in terms of key findings and recommendations 

based on the analysis of the POPI research survey results was provided. 

 

Part 5 (Research Survey and Results) of this thesis also consists of the next chapter which 

provides the current state of security safeguards within South African institutions to 

achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation to 

electronic personal information. In addition, the validity of the selection of security 

safeguards proposed as part of the proposed POPI Condition 7 framework within Chapter 

5 is also assessed. 
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CHAPTER 8 - CURRENT STATE OF SECURITY SAFEGUARDS AND VALIDATION 

OF THE SELECTION OF SECURITY SAFEGUARDS 
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8.1 INTRODUCTION 

A framework to achieve and maintain compliance with Condition 7 of the Protection of 

Personal Information (POPI) Act, (Act 4 of 2013) was proposed in Chapter 5. The 

proposed POPI Condition 7 framework included a selection of security safeguards to 

ensure confidentiality and integrity of electronic personal information stored, processed or 

transmitted. Chapter 6 provided an overview of the research design, research 

instrumentation, research group, data analysis approach and assessed the demographics 

associated with the POPI research survey results in terms of a participant’s institution. 

Chapter 7 presented the current level of compliance with the POPI Act (2013) and 

specifically Condition 7 of the Act as well as the financial value associated with electronic 

personal information and the potential impact of a data breach of electronic personal 

information. This chapter utilising the POPI research survey results from 167 participants 

addresses the following research questions: 

 Research question 4 - What is the current state of security safeguards within South 

African institutions to achieve compliance with Condition 7 of the POPI Act (2013), 

specifically in relation to electronic personal information? 

 Research question 5 - To what extent is the selection of security safeguards 

proposed as part of the framework within this thesis valid?  

 

This chapter analyses the POPI research survey results in terms of the current state of 

security safeguards within South African institutions to achieve compliance with Condition 

7 of the POPI Act (2013), specifically in relation to electronic personal information. This 

analysis is achieved by firstly, providing an overview of the selection of security safeguards 

across 3 domains (management, operational and technical) from several leading practices, 

as per the “Secure” phase of the proposed POPI Condition 7 framework in Chapter 5, to 

ensure the confidentiality and integrity of electronic personal information as required by 

Condition 7 of the POPI Act (2013). Secondly, the current state of security safeguards is 

assessed by exploring the applicability, extent of implementation and completeness of the 

selection of security safeguards. Applicability explores if the security safeguard is used 

within an institution. The extent of implementation assesses if the security safeguard is 

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 



 
 

Chapter 8 - Current State of Security Safeguards and Validation of the Selection of Security  

                   Safeguards 

 

 

136         
 

fully implemented, partially implemented or is being considered for implementation. Lastly, 

completeness assesses if there are any additional security safeguards, which may not 

have been considered to ensure confidentiality and integrity of electronic personal 

information as required by Condition 7 of the POPI Act (2013). 

 

By obtaining an understanding of the current state of security safeguards the validity of the 

selection of security safeguards within the proposed POPI Condition 7 framework is also 

assessed. The applicability factor allows for the identification of security safeguards not 

utilised in South African institutions based on the POPI research survey results from the 

167 participants. On the other hand, the completeness factor allows for the identification of 

security safeguards used within South African institutions, which were not considered as 

part of the “Secure” phase of the proposed POPI Condition 7 framework in the selection of 

security safeguards to ensure the confidentiality and integrity of electronic personal 

information. 

 

Lastly, a critical evaluation in terms of key findings and recommendations based on the 

analysis of the POPI research survey results is provided. 

 

8.2 SELECTION OF SECURITY SAFEGUARDS 

In Chapter 5, the “Secure” phase of the proposed POPI Condition 7 framework 

encapsulates a selection of security safeguards across management, operational and 

technical domains, to facilitate the achievement and maintenance of compliance with 

Condition 7 of the POPI Act (2013), with a specific focus on preventing unauthorised 

disclosure (maintaining confidentiality) and modification (ensuring integrity) of electronic 

personal information stored, processed or transmitted. The management domain 

accounted for 5 security safeguards, namely information security governance, risk 

management, information security policy, supplier and service level management and 

business continuity management. This was followed by the operational domain which 

accounted for 6 security safeguards, namely security procedures and processes, baseline 

infrastructure security standards, security awareness and training, security monitoring, 

incident and reporting, security assessment and disaster recovery. The remaining 9 
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security safeguards formed part of the technical domain, namely  network segmentation, 

encrypted data channels, server and network component security, workstation and laptop 

security, file integrity, firewalls, physical and environmental security, centralised audit 

logging, data loss prevention.  

 

The aforementioned selection of security safeguards forms the basis for analysing the 

current state of security safeguards within South African institutions to achieve compliance 

with Condition 7 of the POPI Act (2013), specifically in relation to electronic personal 

information.  

 

8.3 POPI RESEARCH SURVEY RESULTS - ANALYSIS 

An analysis of the current state of security safeguards within South African institutions to 

achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation to 

electronic personal information is provided from subsection 8.3.1 to 8.3.3 below. The 

analysis explores the applicability, extent of implementation and completeness of the 

selection of security safeguards based on the research survey responses received from 

the 167 participants who completed the POPI research survey. 

 

8.3.1 APPLICABILITY OF SECURITY SAFEGUARDS 

In terms of assessing the applicability of security safeguards, participants were asked if the 

security safeguards across the 3 domains were applicable (that is are the security 

safeguards within the 3 domains used within their institutions) or not applicable to their 

institutions, as it relates to ensuring the confidentiality and integrity of electronic personal 

information as required by Condition 7 of the POPI Act (2013), as illustrated in Figure 8.1 

on the next page. 

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 



 
 

Chapter 8 - Current State of Security Safeguards and Validation of the Selection of Security  

                   Safeguards 

 

 

138         
 

 
 

 

Security 
safeguard 

domain 

Security 
safeguard 

applicable to 
my institution 

(response 
count) 

Security 
safeguard 
applicable 

to my 
institution 
(response 

percentage) 

Security 
safeguard 

not 
applicable to 
my institution 

(response 
count) 

Security 
safeguard not 

applicable to my 
institution 
(response 

percentage) 

Average - 
Management 
Domain  

165.00 98.80% 2.00 1.20% 

Average - 
Operational 
Domain 

163.17 97.70% 3.83 2.30% 

Average - 
Technical  
Domain 

164.56 98.54% 2.44 1.46% 

    
  

Overall 
Average - 
All Domains 

164.25 98.35% 2.75 1.65% 

Figure 8.1: Applicability of Security Safeguards 
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As per Figure 8.1 on the previous page, an average of 98.35% of participants stated that 

the security safeguards across the management, operational and technical domains were 

applicable to their respective institutions in that these are either being considered for 

implementation or already partially or fully implemented. However, an average of 1.65% 

participants stated that security safeguards across the management, operational and 

technical domains were not applicable to their respective institutions.  

 

8.3.2 EXTENT OF IMPLEMENTATION OF SECURITY SAFEGUARDS 

The extent of implementation of the security safeguards across the 3 domains as 

illustrated in Figure 8.2 below is based on the average applicability of 98.35% associated 

with the security safeguards as per Figure 8.1 on the previous page. As such, the average 

extent of implementation of the security safeguards across the 3 domains is equivalent to 

98.35% (22.93% of security safeguards considered for implementation, 49.61% of security 

safeguards partially implemented and 25.81% of security safeguards fully implemented, 

ultimately equating to a total of 98.35%). 
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Security 
safeguard 

domain 

Security 
safeguard 
considered 
(response 

count) 

Security 
safeguard 
considered 
(response 

percentage) 

Security 
safeguard 
partially 

implemented 
(response 

count) 

Security 
safeguard 
partially 

implemented 
(response 

percentage) 

Security 
safeguard fully 
implemented 

(response 
count) 

Security 
safeguard in 

place and fully 
implemented 

(response 
percentage) 

Average - 
Management 
Domain 

28.40 17.01% 79.00 47.31% 57.60 34.49% 

Average - 
Operational 
Domain 

34.17 20.46% 87.83 52.59% 41.17 24.65% 

Average - 
Technical 
Domain 

46.56 27.88% 81.67 48.90% 36.33 21.76% 

              

Overall 
Average - 
All Domains 

38.30 22.93% 82.85 49.61% 43.10 25.81% 

Figure 8.2: Extent of Implementation of Applicable Security Safeguards 

 

An average of 49.61% of participants, as per Figure 8.2 above, revealed partial 

implementation of the security safeguards across the 3 domains within their institutions. In 

addition, an average of 25.81% of participants stated that the security safeguards across 

the 3 domains were fully implemented in their institutions. However, an average of 22.93% 

of participants stated that the security safeguards across the 3 domains are still being 

considered within their institutions for implementation. 

 

8.3.3 COMPLETENESS OF SECURITY SAFEGUARDS 

To assess the completeness of security safeguards, the 167 participants were requested 

to assess if there are any additional security safeguards to the selection of security 

safeguards, which may not have been considered to ensure the confidentiality and 

integrity of electronic personal information as required by Condition 7 of the POPI Act 

(2013). 150 out of the 167 participants (89.8%) did not provide additional security 

safeguards that are being considered or implemented (partially or fully) by their institutions. 

However, 17 participants (10.2%) indicated that there were security safeguards that their 

institutions are considering or implementing (partially or fully) in addition to the selection of 

security safeguards proposed as part of the “Secure” phase of the proposed POPI 

Condition 7 framework in Chapter 5. From these 17 responses, 6 were invalid as they did 

not provide accurate and sufficient information for further consideration. However, the 
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remaining 11 of the 17 responses, as listed in Table 8.1 below, provided accurate and 

sufficient information for further consideration. 

 

Table 8.1: Security Safeguards Suggested by Participants  

Number 
Safeguards suggested by 

participants 
Number 

Safeguards suggested by 

participants 

1 Database level encryption 7 Next generation firewall 

2 Encryption 8 
File integrity hashing value 

validation 

3 
Payment card industry data 

security standard (PCI DSS) 
9 

Firmware embedded basic input 

output system (BIOS) based 

persistent and remote asset 

tracking 

Data and device security 

4 
International standards and 

frameworks 
10 

We acquired an enterprise wide 

IT system to protect the 

electronic information 

5 Security standards 11 Wi-Fi networks 

6 Mobile device management   

 

An impact analysis of the 11 valid responses (Table 8.1 above) as depicted in Table 8.2 on 

the next page was conducted to assess the completeness of the selection of security 

safeguards as per the “Secure” phase of the proposed POPI Condition 7 framework in 

Chapter 5, to ensure confidentiality and integrity of electronic personal information. The 

impact analysis entailed grouping similar responses from the 11 valid responses and then 

assessing the responses in terms of either impacting or not impacting the selection of 

security safeguards as per the “Secure” phase of the proposed POPI Condition 7 

framework in Chapter 5. A response was considered to impact the selection of security 

safeguards as per the “Secure” phase of the proposed POPI Condition 7 framework in 

Chapter 5, if it introduced new security safeguards or resulted in changes to the name of a 
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security safeguard or an update of the description associated with a security safeguard. In 

comparison, a response was considered not to have an impact on the selection of security 

safeguards as per the proposed POPI Condition 7 framework in Chapter 5, if it resulted in 

no change at all as the current selection of security safeguards adequately address the 

information provided by a response. The result of the impact analysis for each grouping of 

responses was supported by a rationale. Furthermore, all responses considered to impact 

the selection of security safeguards as per the “Secure” phase of the proposed POPI 

Condition 7 framework in Chapter 5, was supported by a relevant action aimed at 

capturing the change required to the affected security safeguards. 

 

Table 8.2: Impact Analysis of the Security Safeguards Suggested by Participants 

Security 

safeguards 

suggested by 

participants 

Impact (Yes/No), rationale and action required (Yes/No) 

Response 1: 

Database level 

encryption 

 

Response 2: 

Encryption 

 

Response 9: 

Data security 

Impact (Yes/No): Yes - Current security safeguards (Encrypted 

data channels) 

Rationale: Encryption is only addressed from a data channel 

perspective by the encrypted data channels security safeguard. 

Action Required (Yes/No): Yes - Rename the “Encrypted data 

channels”security safeguard to “Encryption” and update the 

description to address encryption holistically from a data security 

perspective to cover data transmission (data channels) and 

storage (databases). 

Response 3: 

Payment card 

industry data security 

standard (PCI-DSS) 

Impact (Yes/No): No 

Rationale: Credit card information is considered personal 

information however the Payment Card Industry - Data Security 

Standard (PCI-DSS) is a standard specifically for credit card 

information (PCI Security Standards Council, 2016) and does not 

apply to institutions who have personal information such as 
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Security 

safeguards 

suggested by 

participants 

Impact (Yes/No), rationale and action required (Yes/No) 

names, surnames and email addresses of clients but no credit 

card information. As a result, PCI-DSS will not result in an 

additional security safeguard or an amendment to the security 

safeguards proposed. However, compliance with the PCI-DSS 

standard will encompass the implementation of the majority of the 

security safeguards proposed. 

Action Required (Yes/No): No 

Response 4: 

International 

standards and 

frameworks 

 

Response 5: 

Security standards 

Impact (Yes/No): No 

Rationale: The baseline infrastructure security standards 

safeguard addresses security standards. Furthermore, the 

security safeguards includes the need for an information security 

policy, security procedures and processes as well as baseline 

infrastructure security standards, which should ideally be based 

on international standards and frameworks to prevent re-inventing 

the wheel. For example, the information security policy may be 

based on International Standards Organisation (ISO) 27001. 

Action Required (Yes/No): No 

Response 6: 

Mobile device 

management 

 

Response 9: 

Device security 

Impact (Yes/No): Yes - Current security safeguards (workstation 

and laptop security as well as data loss prevention). 

Rationale: Workstation and laptop security makes no provision 

for mobile devices. Furthermore, data end points for data loss 

prevention are limited to workstations and laptops. 

Action Required (Yes/No): Yes - Rename the security safeguard 

“Workstation and laptop security” to “Workstation, laptop and 

mobile device security” and update the description of the security 

safeguard to include security of mobile devices. In addition, 
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Security 

safeguards 

suggested by 

participants 

Impact (Yes/No), rationale and action required (Yes/No) 

update the description of the “Data loss prevention” security 

safeguard to include mobile devices as data end points. 

Response 7: 

Next generation 

firewall 

Impact (Yes/No): Yes - Current security safeguards (file 

integrity). 

Rationale: Firewalls independent of vendor or technology is 

addressed by the current security safeguards (firewall). 

Action Required (Yes/No): No 

Response 8: 

File integrity hashing 

value validation 

Impact (Yes/No): No 

Rationale: File integrity is addressed by the file integrity security 

safeguard, with no provision for hash value validation. 

Action Required (Yes/No): Yes - Update the description of the 

“File integrity” security safeguard to include hash value validation. 

Response 9: 

Firmware embedded 

basic input output 

system (BIOS) based 

persistent and 

remote asset 

tracking 

Impact (Yes/No): Yes - Current security safeguards (Security 

monitoring, incident and reporting, workstation and laptop security 

as well as data loss prevention). 

Rationale: Yes - Security monitoring, incident and reporting 

safeguard as well as the workstation and laptop security and data 

loss prevention safeguards did not take into account asset 

tracking. 

Action Required (Yes/No): Yes - Update the description of the 

security monitoring, incident and reporting safeguard to include 

persistent and remote asset tracking. In addition, the workstation 

and laptop security safeguard description to be updated to 

include firmware BIOS based tracking on supported workstations, 

laptops and mobile devices. Furthermore, the data loss 

prevention safeguard to enable tracking of assets via data end 
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Security 

safeguards 

suggested by 

participants 

Impact (Yes/No), rationale and action required (Yes/No) 

points, if firmware BIOS based asset tracking is not supported on 

workstations, laptops or mobile devices. 

Response 10: 

We acquired an 

enterprise wide IT 

system to protect the 

electronic information 

Impact (Yes/No): No 

Rationale: Enterprise-wide IT system is open to interpretation 

and could be a data loss prevention (DLP) system or a security 

incident event and monitoring (SIEM) system. Both the DLP and 

SIEM systems are addressed by the current security safeguards 

(Data loss prevention and security monitoring, incident and 

reporting). 

Action Required (Yes/No): No 

Response 11: 

Wi-Fi networks 

Impact (Yes/No): Yes - Current security safeguards (network 

segmentation as well as server and network component security). 

Rationale: The network segmentation as well as the server and 

network component security safeguards do not make a distinction 

between wired and wireless networks.  

Action Required (Yes/No): Yes - Update the description of the 

“Network segmentation” and “Server and network component 

security” safeguards to state that the security safeguards are 

applicable to any form of network may it be wired and wireless or 

a combination thereof.  

 

As a result of the aforementioned impact analysis in Table 8.2 above, based on the 11 

valid responses, 5 responses had no impact on the selection of security safeguards as per 

the “Secure” phase of the proposed POPI Condition 7 framework in Chapter 5, based on 

the rationale provided as part of the impact analysis in Table 8.2 above. However, 6 of the 

11 valid responses had an impact on the selection of security safeguards as per the 
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“Secure” phase of the proposed POPI Condition 7 framework in Chapter 5, in that it 

resulted in updates to the security safeguards (name of the security safeguard or the 

description associated with the security safeguard), but no additional security safeguards 

were identified. 

 

As a result of the aforementioned analysis relating to the completeness of the selection of 

security safeguards as well as the analysis relating to the applicability of the selection of 

security safeguards, the validity of the selection of security safeguards as per the “Secure” 

phase of the Proposed POPI Condition 7 framework may be assessed.  

 

8.4 VALIDITY OF THE SELECTION OF SECURITY SAFEGUARD WITHIN THE PROPOSED POPI 

CONDITION 7 FRAMEWORK 

The validity of the selection of security safeguards as per the “Secure” phase of the 

proposed POPI Condition 7 framework is dependent on the applicability and completeness 

factors associated with the current state of security safeguards within South African 

institutions to achieve compliance with Condition 7 of the POPI Act (2013), specifically in 

relation to electronic personal information. 

 

The applicability factor allowed for the identification of security safeguards not utilised in 

South African institutions based on the POPI research survey results from the 167 

participants. Table 8.3 on the next page illustrates the applicability of each of the 20 

security safeguards which were proposed as per the “Secure” phase of the proposed POPI 

Condition 7 framework in Chapter 5. 
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Table 8.3: Applicability of the 20 Security Safeguards from the Proposed POPI Condition 7 

Framework  

Security safeguard 

Security 
safeguard 

not 
applicable 

to my 
institution 
(response 

count) 

Security 
safeguard 

not 
applicable to 

my 
institution 
(response 

percentage) 

Security 
safeguard 

applicable to 
my institution - 

under 
consideration, 

partially or fully 
implemented 

(response 
count) 

Security 
safeguard 

applicable to 
my institution - 

under 
consideration, 

partially or fully 
implemented 

(response 
percentage) 

M1: Information 

Security 

Governance  

0 0.00% 167 100.00% 

M2: Risk 

Management 
3 1.80% 164 98.20% 

M3: Information 

Security Policy 
1 0.60% 166 99.40% 

M4: Supplier and 

Service Level 

Management 

4 2.40% 163 97.60% 

M5: Business 

Continuity 

Management 

2 1.20% 165 98.80% 

Average - 
Management 
Domain 

2.00 1.20% 165.00 98.80% 

O1: Security 

Procedures and 

Processes 

3 1.80% 164 98.20% 
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Security safeguard 

Security 
safeguard 

not 
applicable 

to my 
institution 
(response 

count) 

Security 
safeguard 

not 
applicable to 

my 
institution 
(response 

percentage) 

Security 
safeguard 

applicable to 
my institution - 

under 
consideration, 

partially or fully 
implemented 

(response 
count) 

Security 
safeguard 

applicable to 
my institution - 

under 
consideration, 

partially or fully 
implemented 

(response 
percentage) 

O2: Baseline 

Infrastructure 

Security Standards 

3 1.80% 164 98.20% 

O3: Security 

Awareness and 

Training 

8 4.79% 159 95.21% 

O4: Security 

Monitoring, Incident 

and Reporting 

4 2.40% 163 97.60% 

O5: Security 

Assessment  
4 2.40% 163 97.60% 

O6: Disaster 

Recovery 
1 0.60% 166 99.40% 

Average - 
Operational 
Domain 

3.83 2.30% 163.17 97.70% 

T1: Network 

Segmentation 
1 0.60% 166 99.40% 

T2: Encrypted Data 

Channels 
3 1.80% 164 98.20% 
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Security safeguard 

Security 
safeguard 

not 
applicable 

to my 
institution 
(response 

count) 

Security 
safeguard 

not 
applicable to 

my 
institution 
(response 

percentage) 

Security 
safeguard 

applicable to 
my institution - 

under 
consideration, 

partially or fully 
implemented 

(response 
count) 

Security 
safeguard 

applicable to 
my institution - 

under 
consideration, 

partially or fully 
implemented 

(response 
percentage) 

T3: Server and 

Network Component 

Security 

2 1.20% 165 98.80% 

T4: Workstation and 

Laptop Security 
1 0.60% 166 99.40% 

T5: File Integrity 5 2.99% 162 97.01% 

T6: Firewalls 1 0.60% 166 99.40% 

T7: Physical and 

Environmental 

Security 

1 0.60% 166 99.40% 

T8: Centralised 

Audit Logging 
4 2.40% 163 97.60% 

T9: Data Loss 

Prevention 
4 2.40% 163 97.60% 

Average - 
Technical Domain 

2.44 1.46% 164.56 98.54% 

 

All 20 security safeguards proposed as part of the “Secure” phase of the framework in 

Chapter 5 were considered to be applicable as each security safeguard on an individual 
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basis was associated with an applicability factor, based on the number of responses 

received from participants, which exceeded 90%.  

 

The completeness factor allows for the identification of security safeguards used within 

South African institutions, which were not considered as part of the “Secure” phase of the 

proposed POPI Condition 7 framework in the selection of security safeguards to ensure 

the confidentiality and integrity of electronic personal information. Based on the impact 

analysis in Table 8.2 within section 8.3.3 above as part of the completeness analysis, of 

the 11 valid responses, 5 responses had no impact on the security safeguards previously 

proposed as supported by the rationale provided. However, 6 of the 11 valid responses 

had an impact on the selection of security safeguards previously proposed, in that it did 

result in updates to the security safeguards (name of the security safeguard or the 

description associated with the security safeguard) but no additional security safeguards 

were identified. 

 

As a result, the selection of security safeguards as per the “Secure” phase of the proposed 

POPI Condition 7 framework were valid given the level of applicability (each security 

safeguard proposed exceeded a 90% level of applicability) and completeness (there were 

updates to the name of the security safeguard or the description associated with the 

security safeguard, however no additional security safeguards were identified) associated 

with the selection of security safeguards.  

 

8.5 CRITICAL EVALUATION - KEY FINDINGS AND RECOMMENDATIONS 

The analysis of the POPI research survey results forms the basis of the critical evaluation 

in terms of key findings and recommendations as it relates to the current state of security 

safeguards in terms of applicability, extent of implementation and completeness is 

provided from subsection 8.5.1 to 8.5.3 below. In addition, key findings and 

recommendations associated with the validity of the selection of security safeguards as 

per the “Secure” phase of the proposed POPI Condition 7 framework is provided in 

subsection 8.5.4.  
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8.5.1 APPLICABILITY OF SECURITY SAFEGUARDS 

An average of 98.35% of participants stated that security safeguards across the 

management, operational and technical domains, as per the “Secure” phase of the 

proposed POPI Condition 7 framework, were applicable to their respective institutions 

(either being considered for implementation or already partially or fully implemented). An 

average of 1.65% of participants stated that security safeguards across the management, 

operational and technical domains were not applicable to their respective institutions. 

Certain security safeguards may not be applicable in the event where the institution has 

compensating safeguards (other alternative security safeguards to ensure confidentiality 

and integrity of electronic personal information) in place. However, in the event that the 

confidentiality and integrity of electronic personal information may be compromised due to 

the lack of a security safeguard, it is recommended that the security safeguards identified 

as not applicable to the institution across the management, operational and technical 

domains be re-considered for implementation to mitigate the risk of disclosure and 

modification of electronic personal information as well as to ultimately ensure compliance 

with Condition 7 of the POPI Act (2013).  

 

8.5.2 EXTENT OF IMPLEMENTATION OF SECURITY SAFEGUARDS 

At the time of the POPI research survey being conducted an average of 25.81% of the 

98.35% of participants stated that security safeguards across the management, 

operational and technical domains were fully implemented in their institution. However, 

security safeguards across the management, operational and technical domains were 

partially implemented (average of 49.61% of the 98.35% participants) or being considered 

for implementation (average of 22.93% of the 98.35% of participants). Given that the POPI 

Act (2013) is not yet enforceable, the progress made by South African institutions is 

considered acceptable in that the implementation of certain of the security safeguards 

account for a combined average of 75.42% of the 98.35% of participants (partial 

implementation - 49.61% and full implementation - 25.81%). South African institutions 

should aim to achieve full implementation of the security safeguards in order to contribute 

towards the achievement of ensuring compliance with Condition 7 of the POPI Act (2013) 

as well as the overall POPI Act (2013). As a result, the security safeguards that have been 
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fully implemented can be continuously monitored to ensure that the confidentiality and 

integrity of electronic personal information is preserved, while the security safeguards that 

have been partially implemented should be fully implemented. Similarly, the security 

safeguards that are being considered for implementation should be prioritised and 

implemented in the most effective and efficient manner in order to achieve compliance with 

Condition 7 of the POPI Act (2013) as well as the overall Act. 

 

8.5.3 COMPLETENESS OF SECURITY SAFEGUARDS 

From a completeness perspective, no additional security safeguards were added to the 

selection of security safeguards as part of the “Secure” phase of the proposed POPI 

Condition 7 framework to ensure confidentiality and integrity of electronic personal 

information. However, based on the information provided by participants in terms of the 

responses received, driven by themes such as encryption, mobile devices and asset 

tracking, the names of 2 security safeguards (workstation and laptop security changed to 

workstation, laptop and mobile security as well as encrypted data channels changed to 

encryption) were updated. In addition, the description associated with 7 security 

safeguards was updated. The aforementioned updates are illustrated in italics within Table 

8.4 below. 

 

Table 8.4: Updates to the Security Safeguard Names and/or Descriptions 

Update 

description 

Security 

safeguard 

name 

Current safeguard 

description 

Updated safeguard 

description 

Update to the 

security safeguard 

description 

Security 

monitoring, 

incident and 

reporting 

All audit logs from 

applications as well as 

the technology 

infrastructure is 

assessed in order to 

report on any 

malicious activities or 

All audit logs from 

applications as well as the 

technology infrastructure 

is assessed in order to 

report on any malicious 

activities or data breaches 

of electronic personal 
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Update 

description 

Security 

safeguard 

name 

Current safeguard 

description 

Updated safeguard 

description 

data breaches of 

electronic personal 

information. 

information. Security 

monitoring to include 

persistent and remote 

asset tracking. 

Update to the 

security safeguard 

description 

Network 

segmentation 

Application and 

database servers that 

respectively process 

and store personal 

information are located 

on a dedicated 

network segment that 

is separated from the 

rest of the corporate 

network. 

Application and database 

servers that respectively 

process and store 

personal information are 

located on a dedicated 

network segment (may be 

a wired or wireless 

network or a 

combination thereof) 

that is separated from the 

rest of the corporate 

network. 

Update to the 

security safeguard 

name and 

description 

Encryption 

(previously 

encrypted 

data 

channels) 

All electronic personal 

information flowing 

into and out of the 

dedicated network 

segment, is encrypted 

and access to the data 

channels is strictly 

monitored and 

controlled. 

All electronic personal 

information transmitted 

(flowing into and out of the 

dedicated network 

segment) and stored, is 

encrypted and access to 

the data channels and 

storage (databases) is 

strictly monitored and 

controlled.  

Update to the Server and All server and network All server and network 
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Update 

description 

Security 

safeguard 

name 

Current safeguard 

description 

Updated safeguard 

description 

security safeguard 

description 

network 

component 

security 

components are 

configured to 

implement the defined 

baseline infrastructure 

security standards. 

(may be a wired or 

wireless network or a 

combination thereof) 

components are 

configured to implement 

the defined baseline 

infrastructure security 

standards. 

Update to the 

security safeguard 

name and 

description 

Workstation, 

laptop and 

mobile 

security 

(previously 

workstation 

and laptop 

security) 

Workstations and 

laptops are configured 

to implement the 

defined baseline 

infrastructure security 

standards and are 

locked down to 

prevent the user to 

change the 

configuration or install 

additional applications. 

Workstations, laptops and 

mobile devices are 

configured to implement 

the defined baseline 

infrastructure security 

standards and are locked 

down to prevent the user 

to change the 

configuration or install 

additional applications. In 

addition, firmware basic 

input output system 

(BIOS) based tracking 

should be enabled on 

supported workstations, 

laptops and mobile 

devices (for non-

supported workstations, 

laptops and mobile 
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Update 

description 

Security 

safeguard 

name 

Current safeguard 

description 

Updated safeguard 

description 

devices asset tracking 

should be implemented 

through the data loss 

prevention security 

safeguard) 

Update to the 

security safeguard 

description 

File integrity 

All configurations 

associated with server 

and network 

components are 

associated with a 

unique value known as 

a hash value. The 

hash value may be 

used to ascertain if 

unauthorised changes 

were affected to 

configurations. 

All configurations 

associated with server 

and network components 

are associated with a 

unique value known as a 

hash value. The hash 

value may be used to 

ascertain if unauthorised 

changes were affected to 

configurations via hash 

value validation. 

Update to the 

security safeguard 

description 

Data loss 

prevention 

The protection of data 

loss for data at rest, in 

motion or at an end 

point. To prevent the 

loss of electronic 

personal information 

specifically via 

workstations or 

laptops. 

The protection of data 

loss for data at rest, in 

motion or at an end point. 

To prevent the loss of 

electronic personal 

information specifically via 

workstations, laptops and 

mobile devices. 

Furthermore, track 

assets via data end 
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Update 

description 

Security 

safeguard 

name 

Current safeguard 

description 

Updated safeguard 

description 

points, if firmware basic 

input output system 

(BIOS) based asset 

tracking (Workstation, 

laptop and mobile 

security safeguard) is 

not supported on 

workstations, laptops or 

mobile devices. 

 

The model of operation of security safeguards which follows this chapter is based on the 

updates to the security safeguard names and descriptions as reflected in Table 8.4 above. 

  

8.5.4 VALIDATION OF THE SELECTION OF SECURITY SAFEGUARDS 

The selection of security safeguards within the “Secure” phase of the proposed POPI 

Condition 7 framework were valid given the level of applicability (each security safeguard 

proposed exceeded a 90% level of applicability) and completeness (there were updates to 

the name of the security safeguard or the description associated with the security 

safeguard, however no additional security safeguards were identified) associated with the 

selection of security safeguards. Therefore, it is recommended that the proposed POPI 

Condition 7 framework, which includes a validated selection of security safeguards as part 

of the “Secure” phase, be used by South African institutions to ultimately address the 

requirements of Condition 7 of the POPI Act (2013), specifically in relation to electronic 

personal information. 
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8.6 CONCLUSION 

This chapter concluded Part 5 (Research Survey and Results) of this thesis by presenting 

an analysis of the current state of security safeguards within South African institutions to 

achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation to 

electronic personal information. This analysis was achieved by firstly, providing an 

overview of the selection of security safeguards across 3 domains (management, 

operational and technical) from several leading practices, as per the “Secure” phase of the 

proposed POPI Condition 7 framework in Chapter 5, to ensure confidentiality and integrity 

of electronic personal information as required by Condition 7 of the POPI Act (2013). 

Secondly, research question 4 was addressed by assessing the current state of security 

safeguards through exploring the applicability, extent of implementation and completeness 

associated with the selection of security safeguards. In addition, research question 5 was 

addressed by assessing the validity of the selection of security safeguards as per the 

“Secure” phase of the proposed POPI Condition 7 framework. Lastly, a critical evaluation 

in terms of key findings and recommendations based on the analysis of the POPI research 

survey results was provided. 

 

The updates to the selection of security safeguards identified in this chapter forms the 

basis of Part 6 (Model of Operation of Security Safeguards) of this thesis, in Chapter 9.  
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9.1 INTRODUCTION 

Chapter 8 provided the current state of security safeguards within South African 

institutions to achieve compliance with Condition 7 of the Protection of Personal 

Information (POPI) Act, (Act 4 of 2013), specifically in relation to electronic personal 

information. In addition, the validity of the selection of security safeguards proposed as 

part of the proposed POPI Condition 7 framework within Chapter 5 was also assessed. 

This chapter addresses research question 6 - How can the security safeguards proposed 

as part of the framework within this thesis be implemented to achieve and maintain 

confidentiality and integrity of electronic personal information as required by Condition 7 of 

the POPI Act (2013)? 

 

This chapter proposes a model of operation of security safeguards to guide one on how 

the selection of security safeguards should be implemented to achieve and maintain 

confidentiality and integrity of electronic personal information as required by Condition 7 of 

the POPI Act (2013). This includes an overview of the revised selection of security 

safeguards which forms the basis for the model of operation of security safeguards. In 

addition, the prerequisites applicable to the model of operation of security safeguards are 

provided. Lastly, this chapter provides the benefits and limitations associated with the 

model of operation of security safeguards as part of a critical evaluation. 

 

9.2 REVISED SELECTION OF SECURITY SAFEGUARDS 

In Chapter 8, the validity of the selection of security safeguards as per the “Secure” phase 

of the proposed POPI Condition 7 framework was assessed. This assessment revealed 

that the selection of security safeguards within the proposed POPI Condition 7 framework 

were valid given the level of applicability (each security safeguard proposed exceeded a 

90% level of applicability) and completeness (updates to the names and descriptions of 

certain security safeguards but no additional security safeguards were identified) 

associated with the selection of security safeguards. As such, Table 9.1 on the next page 

provides the revised selection of security safeguards (updates highlighted in italics) 

applicable to the model of operation of security safeguards to be considered for 
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implementation to achieve and maintain the confidentiality and integrity of electronic 

personal information as required by Condition 7 of the POPI Act (2013). 

 

Table 9.1: Revised Selection of Security Safeguards 

Number 
Security 

safeguard name 
Security safeguard description 

Management domain 

1 

M1: Information 

Security 

Governance  

Leadership, organisational structures as well as clear 

roles and responsibilities (ISACA, 2006 and ISO, 2013) 

for safeguarding electronic personal information. 

2 
M2: Risk 

Management 

Governance, evaluation and a response to risks 

presented by electronic personal information (ISACA, 

2009 and 2014c). 

3 
M3: Information 

Security Policy 

Management direction and support for information 

security to be achieved through a formally defined and 

approved information security policy (ISO, 2013). 

4 

M4: Supplier and 

Service Level 

Management 

Contracts in place with third party operators external to 

the institution as well as internal stakeholders within the 

institution responsible for providing services in relation to 

electronic personal information (ISACA, 2014c and 

OGCUK, 2007a). 

5 

M5: Business 

Continuity 

Management 

The ability to recover from a business interruption in the 

most effective and efficient manner (Drewitt, 2013, 

ISACA, 2014c, ISO 2012 and 2013), which includes the 

recovery of electronic personal information maintained 

by an institution. 

Operational domain 

6 

O1: Security 

Procedures and 

Processes 

Security procedures and processes in place to maintain 

the confidentiality and integrity of electronic personal 

information. The security procedure and process areas 
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Number 
Security 

safeguard name 
Security safeguard description 

to be considered include: change and configuration 

management, patch management, availability 

management, incident management, backup 

management, user account and access management 

(ISACA, 2014c, ISO, 2013 and OGCUK, 2007b) as well 

as the management of encryption keys to secure data 

channels (BSI, 2005). 

7 

O2: Baseline 

Infrastructure 

Security Standards 

All server, workstation and laptop operating systems, 

database servers, web servers, network components 

(firewalls, routers, wireless) that form part of the 

technology infrastructure, to enable the protection of 

electronic personal information, should apply baseline 

infrastructure security standards as a security safeguard 

to prevent the adoption of default configurations and to 

ensure consistent configurations (NIST, 2013). 

8 

O3: Security 

Awareness and 

Training 

Employees, contractors or third party operators need to 

be provided with awareness and training with regards to 

information security (ISO, 2013, NIST, 2013 and 

OGCUK, 2007b), with a specific focus on the security of 

electronic personal information. 

9 

O4: Security 

Monitoring, 

Incident and 

Reporting 

All audit logs from applications as well as the technology 

infrastructure is assessed in order to report on any 

malicious activities or data breaches of electronic 

personal information (ISACA, 2014c, NIST, 2013 and 

OGCUK, 2007b). Security monitoring to include 

persistent and remote asset tracking. 

10 
O5: Security 

Assessment  

Regular security assessments to be performed in order 

to assess the security posture of the institution from a 

technical, organisational, procedural, administrative or 
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Number 
Security 

safeguard name 
Security safeguard description 

physical security perspective (NIST, 2013 and Palmer et 

al., 2001). 

11 
O6: Disaster 

Recovery 

People, processes and technology associated with the 

storage, processing and transmission of electronic 

personal information to ensure continued operations to 

be defined (Drewitt, 2013, ISO 2012 and 2013, and NIST 

2013). 

Technical domain 

12 
T1: Network 

Segmentation 

Application and database servers that respectively 

process and store personal information are located on a 

dedicated network segment (may be a wired or 

wireless network or a combination thereof) that is 

separated from the rest of the corporate network (NIST, 

2013). 

13 

T2: Encryption 

(previously 

encrypted data 

channels) 

All electronic personal information transmitted (flowing 

into and out of the dedicated network segment) and 

stored, is encrypted and access to the data channels 

and storage (databases) is strictly monitored and 

controlled (ISO, 2013 and NIST, 2013). 

14 

T3: Server and 

Network 

Component 

Security 

All server and network (may be a wired or wireless 

network or a combination thereof) components are 

configured to implement the defined baseline 

infrastructure security standards (ISACA, 2014c and 

NIST, 2013). 

15 

T4: Workstation, 

Laptop and 

Mobile Security 

(previously 

workstation and 

Workstations, laptops and mobile devices are 

configured to implement the defined baseline 

infrastructure security standards and are locked down to 

prevent the user to change the configuration or install 

additional applications (ISACA, 2014c and NIST, 2013). 
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Number 
Security 

safeguard name 
Security safeguard description 

laptop security) In addition, firmware basic input output system 

(BIOS) based tracking should be enabled on 

supported workstations, laptops and mobile devices 

(for non-supported workstations, laptops and mobile 

devices asset tracking should be implemented 

through the data loss prevention security safeguard). 

16 T5: File Integrity 

All configurations associated with server and network 

components are associated with a unique value known 

as a hash value (ISACA, 2014c and OGCUK, 2007b). 

The hash value may be used to ascertain if unauthorised 

changes were affected to configurations via hash value 

validation. 

17 T6: Firewalls 

A firewall should be used to separate the application and 

database servers that respectively process and store 

electronic personal information located on a dedicated 

network segment from the rest of the corporate network 

(NIST, 2013). 

18 

T7: Physical and 

Environmental 

Security 

Physical and environmental security safeguards in place 

within the server rooms hosting the applications as well 

as the technology infrastructure associated with the 

storage, processing and transmission of electronic 

personal information. Physical security safeguards to 

control access to the server rooms and environmental 

security safeguards to provide alternate power sources 

to ensure availability as well as to protect against 

environmental hazards such as floods and fire should be 

in place (ISACA, 2014c, ISO, 2013 and NIST, 2013). 

19 T8: Centralised 

Audit logs to be maintained for all applications as well as 

the technology infrastructure associated with storing, 
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Number 
Security 

safeguard name 
Security safeguard description 

Audit Logging processing and transmitting electronic personal 

information. All the audit logs maintained should be sent 

to a centralised audit logging server where analysis may 

be performed to identify ineffective security safeguards 

as well as security incidents and to serve as the basis for 

conducting an investigation in the event of a data breach 

of electronic personal information (ISACA, 2014c, ISO, 

2013 and NIST, 2013). 

20 
T9: Data Loss 

Prevention 

The protection of data loss for data at rest, in motion or 

at an end point. To prevent the loss of electronic 

personal information specifically via workstations, 

laptops and mobile devices (ISACA 2014b, ISO 2012 

and NIST 2013). Furthermore, track assets via data 

end points, if firmware basic input output system 

(BIOS) based asset tracking (Workstation, laptop and 

mobile security safeguard) is not supported on 

workstations, laptops or mobile devices. 

 

The revised selection of security safeguards as per Table 9.1 above, to be considered for 

implementation to achieve and maintain the confidentiality and integrity of electronic 

personal information as required by Condition 7 of the POPI Act (2013) forms the basis for 

the model of operation of security safeguards. In addition, the implementation of the model 

of operation of security safeguards is associated with a prerequisite in the form of the 

identification of electronic personal information. 

 

9.3 PREREQUISITES APPLICABLE TO THE MODEL OF OPERATION OF SECURITY  

SAFEGUARDS 

In order to ensure the confidentiality and integrity of electronic personal information the 

identification of such information is required based on where it is stored, processed and 
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transmitted within an institution, as per the “Identify” phase of the proposed POPI 

Condition 7 framework. This creates a platform for selecting and implementing the 

appropriate security safeguards from Table 9.1 above, to ultimately ensure confidentiality 

and integrity of electronic personal information. Therefore, the identification of electronic 

personal information is a prerequisite applicable to the implementation of the model of 

operation of security safeguards.  

 

This prerequisite may be achieved by the process highlighted in Figure 9.1 below, which 

entails locating all the business processes in the institution associated with electronic 

personal information. Within each business process the information assets which store, 

process and transmit electronic personal information should be determined. This will result 

in the identification of all the input, processing and storage information assets such as web 

sites or mobile applications, applications and databases. Each storage information asset 

(database) identified should be queried to confirm the electronic personal information 

stored by the institution as well as to confirm the source of the electronic personal 

information in terms of the associated processing information asset (application) to which 

the data storage information asset (database) is linked as well as the data channels for 

transmission of electronic personal information between the web site or mobile application, 

application and database. Thereafter, the platform for applying the model of operation of 

safeguards is in place to ultimately ensure confidentiality and integrity of electronic 

personal information. 

 

Figure 9.1: Prerequisite Electronic Personal Information Identification Process 
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By way of example, as illustrated in Figure 9.2 below, the prerequisite electronic personal 

information identification process is applied to a customer business process whereby a 

customer enters electronic personal information such as for example, their name, address, 

identity number and contact details via a web site.  

 

Figure 9.2: Customer Business Process and Corresponding Information Assets 

 

The electronic personal information provided by the customer captured via the web site is 

transmitted to the application, which in turn stores it in a database. Therefore, the input 

information asset is the web server hosting the web site and the processing information 

asset is the application server and the storage information asset is the database server. 

The database should then be queried to ensure that the name, address, identity number 

and contact details electronic personal information is stored. In so doing, the number of 

customer records may also be determined. Lastly, the data source of the electronic 

personal information stored in the database should be confirmed to the associated 

application and the data channels which enable the transmission of electronic personal 

information between the web site, application and database should also be confirmed. 
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This should result in a mapping of the all the input, processing and storage information 

assets as well as the data channels associated with electronic personal information as 

illustrated in Table 9.2 below, based on the aforementioned example. 

 

Table 9.2: Mapping of Input, Processing and Storage Information Assets and Data Channels 

Associated with Electronic Personal Information 

Business 

process 

Input 

information 

asset 

Processing 

information 

asset 

Storage 

information 

asset 

Data channels 

Customer Web Server 
Application 

Server 

Database 

Server 

Web Server 

to/from 

Application 

Server 

 

Application 

Server to/from 

Database 

Server 

 

Once the mapping of the all the input, processing and storage information assets as well 

as the data channels associated with electronic personal information is complete, the 

model of operation of safeguards may be applied by selecting and implementing 

appropriate safeguards to the identified information assets in order to ultimately ensure 

confidentiality and integrity of electronic personal information. 

 

9.4 MODEL OF OPERATION OF SECURITY SAFEGUARDS  

In order to address the research question associated with this chapter a model of 

operation of security safeguards is proposed, as illustrated in Figure 9.3 on the next page. 

This model of operation of security safeguards demonstrates how the selection of security 

safeguards as per section 9.2 of this chapter should be implemented to achieve and 

maintain confidentiality and integrity of electronic personal information as required by 

Condition 7 of the POPI Act (2013).  
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Figure 9.3: Model of Operation of Security Safeguards

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 



 
 

Chapter 9 - Model of Operation of Security Safeguards   

 

 

170         
 

The model of operation of security safeguards consists of 3 components based on the 3 

domains associated with the selection of security safeguards as per the “Secure” phase of 

the proposed POPI Condition 7 framework, namely the management component, 

operational component and technical component. These components are aligned to the 

management, operational and technical domains of the selection of security safeguards as 

per the “Secure” phase of the proposed POPI Condition 7 framework, as illustrated in 

Table 9.3 below, since the functionality of each component is dependent on the selection 

of security safeguards in the respective domain.  

  

Table 9.3: Alignment between Components of the Model of Operation of Security 

Safeguards and the Security Safeguard Domains 

Components of the model of operation 

of safeguards  

Security safeguard domains 

Management Component Management Domain 

Operational Component Operational Domain 

Technical Component Technical Domain 

 

The management component of the model of operation of security safeguards is 

associated with the 5 security safeguards in the management domain as listed in section 

9.2 of this chapter. Similarly, the operational and technical components of the model of 

operation of security safeguards are associated with 6 and 11 security safeguards in the 

operational and technical domains respectively, as listed in section 9.2 of this chapter. 

 

These components of the model of operation of security safeguards are discussed from 

section 9.4.1 to 9.4.3 which follows below. 

 

9.4.1 MANAGEMENT COMPONENT 

The management component of the model of operation of security safeguards is 

associated with 5 security safeguards, as illustrated in Figure 9.4 on the next page, is 

driven from a key stakeholder perspective to provide direction and demonstrate intent to 

achieve and maintain compliance with the POPI Act (2013).  
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Figure 9.4: Model of Operation of Security Safeguards - Management Component 

 

Key stakeholders should include, but are not limited to, the project sponsor, project 

manager/information officer as well as representation from a business, governance and 

technology. The project sponsor of the POPI project should be responsible for providing 

strategic direction, support, funding and holding key stakeholders accountable to ensure 

and maintain compliance with the POPI Act (2013). The POPI project manager/information 

officer will firstly, drive the initiative to ensure compliance with the POPI Act (2013) and 

thereafter should be responsible for maintaining compliance with the Act. Business 

representation is critical in the form of application owners, business process owners and 

data owners as they would all play a critical role in the identification of personal 

information within the institution and ensure the compliance with the POPI Act (2013) 

during the execution of day-to-day activities. Governance representation in the form of 

audit, risk, legal and compliance will play a pivotal role in providing independent assurance 

in terms of the extent of compliance with the POPI Act (2013) as the initiative to ensure 

compliance is underway (audit function). Thereafter, the compliance function will monitor 

compliance to ensure that the institution is indeed complying with the POPI Act (2013) and 

the risk management function will manage the non-compliance risk and while the legal 

function will address legal matters that may arise due to non-compliance with the POPI Act 

(2013). Technology representation in the form of information technology and information 

security management will be responsible for the definition, execution and monitoring of 

processes within the operational domain (information security management) as well as the 

technology required to implement the security safeguards in the technical domain 

(information technology management). 
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As illustrated in Figure 9.4 on the previous page, the management component of the 

model of operation of security safeguards is associated with 5 security safeguards. In 

terms of the M1: Information Security Governance security safeguard executive 

management support and leadership is required to drive the POPI compliance initiative. In 

addition, the organisational structures such as a formal steering committee to oversee the 

POPI compliance initiative as well as clear roles and responsibilities for safeguarding 

electronic personal information need to be defined.  

 

This is followed by the M2: Risk Management security safeguard which requires the 

governance, evaluation and a response to risks presented by storing, processing and 

transmitting electronic personal information that may lead to non-compliance with the 

POPI Act (2013). This may form part of the overall enterprise wide risk management 

processes and the risk register of the institution should include risks relating to the 

storage, processing and transmission of electronic personal information. 

 

The M3: Information Security Policy security safeguard requires a formally defined, 

approved and implemented information security policy addressing the confidentiality and 

integrity of electronic personal information as it relates to the organisation of information 

security, asset management, human resource security, physical and environmental 

security, communication security, access control, system acquisition, development and 

maintenance, information security incident management, cryptography, operations 

security, supplier relationships, business continuity management and compliance.  

 

The next security safeguard is M4: Supplier and Service Level Management where 

contract and service level management processes are applied to third party contractors 

external to the institution as well as internal stakeholders within the institution. Therefore, 

contracts and service level agreements should include a clear definition of roles and 

responsibilities, misuse of electronic personal information and the penalties that may be 

imposed in the event of a breach of contract or lack of service as per the defined service 

levels in relation to electronic personal information. A breach of contract may be the lack of 

security safeguards by the third party resulting in a data breach of electronic personal 
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information and a lack of service may be the inability of a third party to provide access to 

electronic personal information. 

 

Lastly, the M5: Business Continuity Management security safeguard ensures that the 

recovery of electronic personal information in the event of a business interruption should 

not be overlooked. As such, the processes and parameters for acceptable recovery of 

electronic personal information should be defined as part of the business continuity plan. 

In addition, the recovery of electronic personal information should also form part of the 

testing associated with business continuity management processes. 

 

9.4.2 OPERATIONAL COMPONENT 

The operational component of the model of operation of security safeguards is associated 

with 6 security safeguards, as illustrated in Figure 9.5 below, which encapsulates the 

execution of processes driven from a people perspective. 

 

 

Figure 9.5: Model of Operation of Security Safeguards - Operational Component 

 

The O1: Security Procedures and Processes security safeguard within the operational 

component requires the definition, approval and implementation of security procedures 

and processes to address electronic personal information. As such, security procedures 

and processes for change and configuration management, patch management, availability 

management, incident management, backup management, user account and access 

management as well as the management of encryption keys to secure data channels and 

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 



 
 

Chapter 9 - Model of Operation of Security Safeguards   

 

 

174         
 

enforce encryption should be defined or updated if they already exist, to specifically make 

provision for electronic personal information.  

 

To prevent the adoption of default configurations and to ensure consistent configurations 

of all technology infrastructure (server, workstation and laptop operating systems, 

database servers, network components (firewalls, routers, wireless) and web servers), 

which store, process or transmit electronic personal information, the O2: Baseline 

Infrastructure Security Standards security safeguard within the operational component 

requires the definition of baseline infrastructure security standards. Once defined, the 

baseline infrastructure security standards should be approved for implementation. 

 

The O3: Security Awareness and Training security safeguard within operational 

component specifies the need for employees, contractors or third party operators to be 

provided with security awareness and training, specifically focused on securing electronic 

personal information. The security awareness and training may take the form of formal 

awareness and training sessions as well as via communication platforms such as posters, 

videos and emails. 

 

In order for the O4: Security Monitoring, Incident and Reporting security safeguard within 

the operational component to be effective, all audit logs from applications as well as the 

technology infrastructure associated with electronic personal information needs to 

maintain audit logs. This will enable security monitoring, incident identification and 

reporting for all applications and the technology infrastructure associated with electronic 

personal information. In addition, security monitoring should encompass persistent and 

remote asset tracking of all information assets that store, process or transmit electronic 

personal information. The incident aspect of this safeguard should provide for the ability to 

identify a security incident associated electronic personal information. Lastly, the reporting 

aspect of this safeguard should cater for the ability to report on any malicious activities or 

data breaches of electronic personal information. 
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The O5: Security Assessment security safeguard is in place to test the security posture 

from a technical, institutional, procedural, administrative or physical security perspective 

as it relates to electronic personal information. As such, security assessments in the form 

of penetration tests should be performed on a regular basis to identify technical, 

organisational, procedural, administrative or physical security weaknesses. The 

weaknesses identifies should be dealt with in an effective and efficient manner to ensure 

the confidentiality and integrity of electronic personal information. 

 

In the event of a disaster, to continue operations electronic personal may be required by 

the institution therefore the O6: Disaster Recovery security safeguard within the 

operational component requires the people, processes and technology associated with 

electronic personal information to be defined. As such in the event of a disaster, the 

people, processes and technology associated with electronic personal information should 

enable the recovery of the required electronic personal information to ensure continued 

operations.  

 

The security procedures and processes, baseline infrastructure security standards, 

security awareness and training, security monitoring, incident and reporting as well as the 

security assessment security safeguards within the operational component are as a result 

of the information security policy and risk management security safeguards of the 

management component. In addition, the security monitoring, incident and reporting 

security safeguard of the operational component is utilised to enforce the supplier and 

service level management aspect within the management domain. The disaster recovery 

security safeguard of the operational component provides the people, processes and 

technology required to ensure continued operations in the event of a disaster and is a 

direct result of the business continuity management security safeguard of the 

management component. 
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9.4.3 TECHNICAL COMPONENT 

The technical component of the model of operation of security safeguards is associated 

with 9 security safeguards, as illustrated in Figure 9.6 below, is technology driven to 

enable the execution of security safeguards. 

 

 

Figure 9.6: Model of Operation of Security Safeguards - Technical Component 

 

The model of operation of security safeguards is premised on the centralisation of 

electronic personal information and this is supported by the T1: Network Segmentation 

security safeguard. As such, the T1: Network Segmentation security safeguard will enable 

the creation of a central point for the processing and storing of electronic personal 

information. Therefore, all application and database servers that respectively process and 

store electronic personal information should be located on a dedicated network segment 

(may be a wired or wireless network or a combination thereof) that is separated from the 

rest of the corporate network.  

 

The T2: Encryption safeguard is the next security safeguard within the technical 

component of the model of operation of safeguards. This safeguard deals with the 
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encryption of all electronic personal information that is stored or transmitted. Therefore, all 

information assets, such as databases, which store electronic personal information should 

be identified and encrypted. In addition, all electronic personal information transmitted 

(flowing into and out of the dedicated network segment) should take place over encrypted 

data channels, therefore it is critical to identify all data channels associated with electronic 

personal information flowing into and out of the dedicated network segment. The use of 

encryption will significantly increase the ability to preserve the confidentiality and integrity 

of electronic personal information. 

 

The next security safeguard T3: Server and Network Component Security deals with 

implementing the approved baseline infrastructure security standards defined within the 

O2: Baseline Infrastructure Security Standards security safeguard as part of the 

operational component of the model of operation of security safeguards. As such, all 

technology infrastructure components (server, workstation and laptop operating systems, 

database servers, network (firewalls, routers, wireless) and web servers), which store, 

process or transmit electronic personal information should be configured in accordance 

with the approved baseline infrastructure standards. 

 

The security safeguard T4: Workstation, Laptop and Mobile Security is applicable to 

workstations, laptops and mobile devices in a similar fashion to the security safeguard T3: 

Server and Network Component Security, which was applicable to server and network 

components. As such, all workstations, laptops and mobile devices in an institution, with 

access to electronic personal information should be configured in accordance with the 

approved baseline infrastructure standards. Furthermore, workstations and laptops should 

be locked down to prevent users to change the configuration or install additional 

applications. In addition, to track the location of workstations, laptops and mobile devices, 

if supported, firmware basic input output system (BIOS) based tracking should be 

implemented.  

 

The T5: File Integrity security safeguard ensures the integrity of all configurations 

associated with server and network components. Therefore, after configuring all server 
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and network components which store, process or transmit electronic personal information 

in accordance with the approved baseline infrastructure standards, each configuration 

should be associated with a unique value known as a hash value. Thereafter, on a regular 

basis, to ensure that no unauthorised changes were affected to configurations of server 

and network devices hash value validation should be performed. This validation entails 

comparing the hash value associated with configuration to the hash value generated 

during hash value validation, if no changes were affected to the configuration the hash 

values should match and in the event of unauthorised changes to the configuration the 

hash values will not match. In the event of authorised changes to a configuration as a 

result of an approved update to the baseline infrastructure standard, a new hash value 

should be generated to be associated with the updated configuration. 

 

The next security safeguard T6: Firewalls enables the separation of the application and 

database servers that respectively process and store electronic personal information 

located on a dedicated network segment from the rest of the corporate network. Therefore, 

a firewall should be deployed as part of the dedicated network segment to create the 

segmentation between the dedicated network segment and the corporate network 

segment. In addition, the firewall should be used to control access to the dedicated 

network segment. 

 

In terms of the security safeguard, T7: Physical and Environmental Security, physical and 

environmental security safeguards need to be in place within the server rooms hosting the 

applications as well as the technology infrastructure associated with the storage, 

processing and transmission of electronic personal information. Physical security 

safeguards will allow for physically securing the server rooms hosting the applications as 

well as the technology infrastructure associated electronic personal information by strictly 

controlling physical access to the server rooms. To address environmental hazards such 

as floods and fire the server rooms require environmental controls to be deployed to 

mitigate the associated risk. 
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The T8: Centralised Audit Logging security safeguard necessitates audit logs to be 

maintained for all applications as well as the technology infrastructure associated with 

storing, processing and transmitting electronic personal information. These audit logs 

should be sent to a centralised audit logging server located in the dedicated network 

segment. The centralised audit logging server should analyse the audit logs in order to 

identify ineffective security safeguards and security incidents. In addition, the centralised 

audit logging based on the audit logs maintained will play a critical part when conducting 

an investigation in the event of a data breach of electronic personal information.  

 

Lastly the T9: Data Loss Prevention security safeguard enables the prevention of 

electronic personal information within the institution specifically focused on workstations, 

laptops and mobile devices. As such, data loss prevention should be enforced on 

workstations, laptops or mobile devices that have access to electronic personal 

information. In addition, as an additional layer of security it is also recommended to 

implement data loss prevention on servers within the dedicated network segment such as 

the application, database and centralised audit logging servers to prevent the loss of 

electronic personal information. 

 

Based on how the security safeguards within the technical component of the model of 

operation of safeguards should be implemented, Table 9.4 below demonstrates the 

relationship between the information assets, data channels and the associated security 

safeguards within the technical component of the model of operation of safeguards as 

illustrated in Figure 9.6 above. The process to identify the information assets is provided 

and illustrated in Table 9.2 above within section 9.3 of this chapter.  

 

Table 9.4: Relationship between the Information Assets, Data Channels and the Associated 

Security Safeguards 

Information asset / 

data channel 

Associated security safeguard (technical component) 

Dedicated Network 

Segment 

T1: Network Segmentation - The dedicated network segment 

that is created which is separated from the corporate network 
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Information asset / 

data channel 

Associated security safeguard (technical component) 

segment and consists of the application server (processing 

electronic personal information), database server (storing 

electronic personal information) and the centralised audit 

logging server. 

Application Server 

(Processing Electronic 

Personal Information) 

T1: Network Segmentation - The application server processing 

electronic personal information forms part of the dedicated 

network segment. 

 

T3: Server and Network Component Security - The application 

server processing electronic personal information is configured 

in accordance with the approved baseline infrastructure 

security standards. 

 

T5: File Integrity - The configuration of the application server 

processing electronic personal information is associated with a 

hash value and via file integrity monitoring it is subject to hash 

value validation to ensure no unauthorised changes to the 

configuration implemented as per the approved baseline 

infrastructure security standards. 

 

T9: Data Loss Prevention - The application server processing 

electronic personal information implements data loss 

prevention to prevent the loss of electronic personal 

information. 

Database Server 

(Storing Electronic 

Personal Information) 

T1: Network Segmentation - The database server storing 

electronic personal information forms part of the dedicated 

network segment. 

 

T2: Encryption - The database server storing electronic 
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Information asset / 

data channel 

Associated security safeguard (technical component) 

personal information is encrypted. 

 

T3: Server and Network Component Security - The database 

server storing electronic personal information is configured in 

accordance with the approved baseline infrastructure security 

standards. 

 

T5: File Integrity - The configuration of the database server 

storing electronic personal information is associated with a 

hash value and via file integrity monitoring it is subject to hash 

value validation to ensure no unauthorised changes to the 

configuration implemented as per the approved baseline 

infrastructure security standards. 

 

T9: Data Loss Prevention - The database server storing 

electronic personal information implements data loss 

prevention to prevent the loss of electronic personal 

information. 

Centralised Audit 

Logging Server 

T1: Network Segmentation - The centralised audit logging 

server forms part of the dedicated network segment. 

 

T2: Encryption - The centralised audit logging server is 

encrypted to secure the audit logs stored for further analysis. 

 

T3: Server and Network Component Security - The centralised 

audit logging server is configured in accordance with the 

approved baseline infrastructure security standards. 

 

T5: File Integrity - The configuration of the centralised audit 
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Information asset / 

data channel 

Associated security safeguard (technical component) 

logging server is associated with a hash value and via file 

integrity monitoring it is subject to hash value validation to 

ensure no unauthorised changes to the configuration 

implemented as per the approved baseline infrastructure 

security standards. 

 

T8: Centralised Audit Logging - All audit logs from 

workstations, laptops, mobile devices, the web site requesting 

and disseminating electronic personal information as well as 

the audit logs from the application server processing electronic 

personal information and the database server storing electronic 

personal information is sent for analysis to the centralised audit 

logging server. 

 

T9: Data Loss Prevention - The centralised audit logging server 

implements data loss prevention to prevent the loss of audit 

logs stored for further analysis. 

Server Room T7: Physical and Environmental Security - The server room 

hosting the applications as well as the technology infrastructure 

(dedicated network segment which contains the application, 

database and centralised audit logging servers) associated 

with the storage, processing and transmission of electronic 

personal information implements physical and environmental 

security. 

Firewall T3: Server and Network Component Security - The firewall is 

configured in accordance with the approved baseline 

infrastructure security standards. 

 

T5: File Integrity - The configuration of the firewall is associated 
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Information asset / 

data channel 

Associated security safeguard (technical component) 

with a hash value and via file integrity monitoring it is subject to 

hash value validation to ensure no unauthorised changes to 

the configuration implemented as per the approved baseline 

infrastructure security standards. 

T6: Firewalls - The firewall is implemented to control access to 

the dedicated network segment that hosts the application, 

database and centralised audit logging servers.  

Workstations, Laptops 

or Mobile Devices  

T2: Encryption - The workstations, laptops or mobile devices 

are encrypted to secure the associated electronic personal 

information. 

 

T4: Workstation, Laptop and Mobile Security - Workstations, 

laptops or mobile devices are configured in accordance with 

the approved baseline infrastructure security standards and 

locked down to prevent the user to change the configuration or 

install additional applications. Furthermore, firmware basic 

input output system (BIOS) based tracking is implemented on 

supported devices. 

 

T5: File Integrity - The configuration of workstations, laptops or 

mobile devices are associated with a hash value and via file 

integrity monitoring it is subject to hash value validation to 

ensure no unauthorised changes to the configuration 

implemented as per the approved baseline infrastructure 

security standards. 

 

T9: Data Loss Prevention - The workstations, laptops or mobile 

devices implement data loss prevention to prevent the loss of 

electronic personal information and asset tracking is enabled 
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Information asset / 

data channel 

Associated security safeguard (technical component) 

on workstations, laptops or mobile devices that do not support 

firmware basic input output system (BIOS) based tracking. 

Web Server (Web site 

Requesting and 

Disseminating 

Electronic Personal 

Information) 

T3: Server and Network Component Security - The web server 

hosting the web site requesting and disseminating electronic 

personal information is configured in accordance with the 

approved baseline infrastructure security standards. 

 

T5: File Integrity - The configuration of the web server hosting 

the web site requesting and disseminating electronic personal 

information is associated with a hash value and via file integrity 

monitoring it is subject to hash value validation to ensure no 

unauthorised changes to the configuration implemented as per 

the approved baseline infrastructure security standards. 

Electronic Personal 

Information Data 

Channel 

T2: Encryption - All data channels that enable the transmission 

of electronic personal information are encrypted. 

 

In essence, the security safeguards within the technical component of the model of 

operation of safeguards, as illustrated in Figure 9.6, involves segmenting the network to 

include application, database and other servers associated with electronic personal 

information in a separate dedicated network segment from the rest of the corporate 

network. Furthermore, all electronic personal information that enters or leaves the 

separate dedicated network segment should utilise encrypted data channels as well as a 

firewall at the perimeter of the dedicated network segment. The servers, network 

components, workstations and laptops that store, process and transmit personal 

information should be secured by the implementation of the defined and approved 

baseline infrastructure security standards. These configurations should form part of file 

integrity monitoring processes via hash value validation to identify any changes to the 

configurations. Physical access to the server rooms where the actual servers are located 
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that store, process and transmit electronic personal information should be strictly 

controlled and the server room should appropriately mitigate risks associated with 

environmental hazards. In the event of a data breach where electronic personal 

information is compromised a central audit logging server which should maintain audit logs 

of all applications and technology infrastructure components will serve as the critical 

evidence source during an investigation. Lastly, data loss prevention should be 

implemented to ensure that electronic personal information is not leaked from 

workstations, laptops or mobile devices as well as servers that store, process and transmit 

electronic personal information.  

 

The model of operation of security safeguards through the management, operational and 

technical components clearly guides one on how the selection of security safeguards as 

per section 9.2 of this chapter should be implemented to achieve and maintain 

confidentiality and integrity of electronic personal information as required by Condition 7 of 

the POPI Act (2013). The next section which follows provides a critical evaluation of the 

model of operation of security safeguards. 

 

9.5 CRITICAL EVALUATION - BENEFITS AND LIMITATIONS 

A critical evaluation of the model of operation of security safeguards led to the 

identification of benefits and limitations associated with the model of operation of security 

safeguards. 

 

Sikhungo (2016) states that: “POPI does not provide a “tick list” of security requirements to 

meet”. Gawande (2012) is however a huge proponent of the “tick list” approach, also 

referred to as the “checklist” approach, and argues that it is often overlooked when 

addressing complex problems and provides a means to ensure that all aspects are 

covered quickly and concisely. As such a major benefit of the model of operation of 

security safeguards is that it not only provides South African institutions with a “tick list” of 

security requirements in the form of the selection of security safeguards within the 

proposed POPI Condition 7 framework (which were validated by 167 participants), but 

goes a step further by providing guidance on how the selection of security safeguards 
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within the proposed POPI Condition 7 framework should be implemented to achieve and 

maintain confidentiality and integrity of electronic personal information as required by 

Condition 7 of the POPI Act (2013). 

 

The model of operation of security safeguards may be applied within any institution in the 

public or private sector, independent of the institution size or industry sector, that needs to 

ensure confidentiality and integrity of electronic personal information required to ultimately 

achieve and maintain compliance with Condition 7 of the POPI Act (2013). 

 

Furthermore, the model of operation of security safeguards has a pre-requisite for 

identifying all electronic personal information stored, processed or transmitted by an 

institution. As a result, an approach to identify all the electronic personal information is 

provided as part of the model of operation of security safeguards as a precursor in section 

9.3 of Chapter 9.  

 

Another major benefit associated with the model of operation of security safeguards is that 

from a technical component perspective, since the model of operation of security 

safeguards is premised on the creation of a dedicated network segment for the processing 

and storing of electronic personal information, separate from the corporate network, it may 

be applied to centralised or decentralised architectures. In a centralised architecture a 

single dedicated network segment is created and the storage and processing of electronic 

personal information all occurs at the single dedicated network segment. For example, in a 

centralised architecture if the single dedicated network segment is at head office and when 

electronic personal information is received at a regional level, this information will be 

transmitted to the single dedicated network segment at head office for storage or 

processing. An advantage of applying the model of operation of safeguards to a 

centralised architecture is that it offers easier administration, reduces the need to apply 

multiple safeguards in multiple locations. 

 

In a decentralised architecture there is more than one dedicated network segment for the 

processing and storing of electronic personal information. For example, in a decentralised 
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architecture there is a dedicated network segment at head office for all storage and 

processing of electronic personal information in that environment and there are dedicated 

network segments at regional level for storing and processing electronic personal 

information at those specific levels. An advantage of applying the model of operation of 

safeguards to a decentralised architecture is that it eliminates a central point of failure and 

offers enhanced performance with multiple locations for storing and processing electronic 

personal information. 

 

In addition, the model of operation of security safeguards applies the defence in depth 

principle (several security safeguards in place instead of a single security safeguard to 

protect information assets) based on the selection of security safeguards from the 

proposed POPI Condition 7 framework associated with the model of operation of security 

safeguards. For example, the dedicated network segment responsible for storing and 

processing of electronic personal information advocates the use of a firewall (T6: Firewalls 

security safeguard) in conjunction with encrypting (T2: Encryption security safeguard) 

electronic personal information transmitted and stored.  

 

The strategic and operational components of the model of operation of security safeguards 

may be applied to personal information in both electronic format (within information 

systems and their corresponding databases) and non-electronic format (hard copy or 

paper based outside information systems).  

 

The model of operation of security safeguards is dependent on a selection of security 

safeguards, ideally the selection of security safeguards from the proposed POPI Condition 

7 framework, in support of the management, operational and technical components 

defined within the model. 

 

There are limitations associated with the application of the model of operation based on 

the architecture. As such, applying the model of operation of security safeguards to a 

centralised architecture is that it creates a central point of failure and if there are multiple 

locations, which are geographically dispersed there may be performance related issues 
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impacting the processing and storage of electronic personal information. The application of 

the model of operation of security safeguards in a decentralised architecture may lead to 

greater costs as multiple security safeguards need to be implemented in multiple locations 

and there is a greater deal of administration required. 

 

The last limitation associated with the model of operation of security safeguards is that the 

technical domain is applicable only to personal information in electronic format.  

 

9.6 CONCLUSION 

This chapter concluded Part 6 (Model of Operation of Security Safeguards) of this thesis 

by addressing research question 6 through a proposed model of operation of security 

safeguards. The proposed model of operation of security safeguards provided guidance 

on how the selection of security safeguards within the “Secure” phase of the proposed 

POPI Condition 7 framework should be implemented to achieve and maintain the 

confidentiality and integrity of electronic personal information as required by Condition 7 of 

the POPI Act (2013). This included an overview of the revised selection of security 

safeguards as a result of the POPI research survey results in Chapter 8 and the 

prerequisites applicable to the model of operation of security safeguards. Lastly, the 

benefits and limitations associated with the model of operation of security safeguards was 

provided as part of a critical evaluation. 

 

Part 7 (Conclusion), through the final chapter which follows, is devoted to concluding this 

thesis.   
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10.1 INTRODUCTION 

In Chapter 9, a model of operation of security safeguards to guide one on how the 

selection of security safeguards should be implemented to achieve and maintain the 

confidentiality and integrity of electronic personal information as required by Condition 7 of 

the Protection of Personal Information (POPI) Act (Act 4 of 2013) was proposed. This 

chapter assesses the extent to which the research problem guided by research questions 

and the research objectives defined in Chapter 1 have been addressed. Furthermore, the 

research contribution associated with this thesis is provided followed by potential areas of 

future research.  

 

10.2 RESEARCH PROBLEM ADDRESSED 

Condition 7 of the POPI Act (2013), requires a selection of security safeguards to ensure 

the confidentiality and integrity of personal information. However, the research problem 

identified was that the legislative requirement of Condition 7 of the POPI Act (2013) is spelt 

out in Sections 19, 20, 21 and 22, but the requirements are not supported by specific 

guidance in terms of how the requirements should be satisfied. There is also no specific 

guidance on the security safeguards, as required in Section 19, to ensure the 

confidentiality and integrity of specifically electronic personal information for the purpose of 

this thesis. Sikhungo (2016) confirmed this problem and stated that: “POPI does not 

provide a “tick list” of security requirements to meet. Responsible parties must consider 

applicable industry security practices and then implement security appropriate security 

measures for the business.” Therefore, in providing a solution to the aforementioned 

research problem, specifically focused on Condition 7 of the POPI Act (2013) and limited 

to electronic personal information, the following 6 research questions formulated and 

associated with the research problem were addressed as follows:  

 Research question 1 - To what extent does the privacy legislation of the European 

Union (EU) and South Africa addresses the international 2013 Organisation for 

Economic Co-operation and Development (OECD) guidelines? 

 

Chapter 4 of the thesis provided an analysis in terms of the extent to which the 

privacy legislation of the EU and South Africa address the international 2013 
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Organisation for OECD guidelines. In addition, a critical evaluation of the analysis in 

terms of the extent to which the privacy legislation of the EU and South Africa 

addresses the international 2013 OECD guidelines led to the identification of 

similarities and differences associated with the privacy legislation compared as part 

of the analysis.  

 

 Research question 2 - How can South African institutions, who store, process and 

transmit electronic personal information achieve and maintain compliance with 

Condition 7 of the POPI Act (2013), including the security safeguards to be 

considered to ensure confidentiality and integrity of electronic personal information? 

 

By addressing this research question a solution directly associated with the 

research problem was provided within Chapter 5, in the form of a proposed POPI 

Condition 7 framework to ultimately address the requirements of Condition 7 of the 

POPI Act (2013), specifically in relation to electronic personal information. The 

proposed POPI Condition 7 framework consisted of a 4-phased (“Identify”, 

“Secure”, “Monitor and Report” and “Remediate”) approach, which encapsulated a 

specific selection of 20 security safeguards across 3 domains (management, 

operational and technical) as part of the “Secure” phase to ensure confidentiality 

and integrity of electronic personal information stored, processed or transmitted. 

Furthermore, as a result of a critical evaluation, benefits and limitations associated 

with the POPI Condition 7 framework were identified. 

 

 Research question 3 - What is the current level of compliance by South African 

institutions to the POPI Act (2013) and specifically Condition 7 of the POPI (2013) 

Act? 

 

Based on the analysis of the POPI research survey results associated with 167 

participants the current level of compliance with the POPI Act (2013) as well as with 

Condition 7 of the Act was ascertained within Chapter 7. Furthermore, the analysis 

of the POPI research survey results provided the overall level of understanding of 
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the POPI Act (2013) by the 167 participants who participated in the POPI research 

survey. In addition, the POPI research survey results provided the financial value 

associated with electronic personal information as well as the potential impact of a 

data breach of electronic personal information. Lastly, a critical evaluation led to the 

identification of key findings and recommendations based on the analysis of the 

POPI research survey results.  

 

 Research question 4 - What is the current state of security safeguards within South 

African institutions to achieve compliance with Condition 7 of the POPI Act (2013), 

specifically in relation to electronic personal information? 

 

The analysis of the POPI research survey results associated with 167 participants 

provided the current state of security safeguards within South African institutions to 

achieve compliance with Condition 7 of the POPI Act (2013), specifically in relation 

to electronic personal information, within Chapter 8. This assessment explored the 

applicability, extent of implementation and completeness of the selection of security 

safeguards proposed as part of the “Secure” of the proposed POPI Condition 7 

framework. In addition, a critical evaluation led to the identification of key findings 

and recommendations based on the analysis of the POPI research survey results.  

 

 Research question 5 - To what extent is the selection of security safeguards 

proposed as part of the framework within this thesis valid?  

 

By obtaining an understanding the current state of security safeguards in terms of 

applicability and completeness, the validity of the selection of security safeguards 

within the proposed POPI Condition 7 framework was provided in Chapter 8 of this 

thesis. Furthermore, as a result of the outcome of the validity of the selection of 

security safeguards within the proposed POPI Condition 7 framework, key findings 

and recommendations were identified as part of a critical evaluation. 
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 Research question 6 - How can the security safeguards proposed as part of the 

framework within this thesis be implemented to achieve and maintain confidentiality 

and integrity of electronic personal information as required by Condition 7 of the 

POPI Act (2013)? 

 

A model of operation of security safeguards was proposed in Chapter 9 to guide 

one on how the selection of security safeguards within the “Secure” phase of the 

proposed POPI Condition 7 framework should be implemented to achieve and 

maintain confidentiality and integrity of electronic personal information as required 

by Condition 7 of the POPI Act (2013). Furthermore, as a result of a critical 

evaluation benefits and limitations associated with the model of operation of 

security safeguards were identified. 

 

10.3 RESEARCH OBJECTIVES ACCOMPLISHED 

Taking into account the research goal and scope in conjunction with the research problem 

and associated research questions, this thesis accomplished the following research 

objectives: 

 Explored the concept and principles of privacy as well as the importance of privacy. 

It also provided an overview of the global privacy legislative landscape within 

Chapter 2. 

 Provided an overview of South African privacy legislation in Chapter 3. 

 Analysed, in Chapter 4, the extent to which the privacy legislation of the EU and 

South Africa addresses the international 2013 OECD guidelines. 

 Chapter 5 proposed a framework that includes a selection of security safeguards 

that may serve as a frame of reference and be used by South African institutions 

that store, process and transmit electronic personal information, to ultimately 

achieve and maintain compliance with Condition 7 of the POPI Act (2013). 

 Assessed the level of compliance with the POPI Act (2013) and specifically 

Condition 7 of the Act through the POPI research survey aimed at participants from 

South African institutions within Chapter 7. 
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 Chapter 8 assessed, through the POPI research survey aimed at participants from 

South African institutions, the current state of security safeguards within South 

African institutions to achieve compliance with Condition 7 of the POPI Act (2013), 

specifically related to electronic personal information. 

 Validated the selection of security safeguards of the proposed POPI Condition 7 

framework, as part of Chapter 8, by evaluating the applicability and completeness of 

the selection of security safeguards through the POPI research survey aimed at 

participants from South African institutions who store, process and transmit 

electronic personal information. 

 Chapter 9 proposed a model of operation of security safeguards to guide how the 

selection of security safeguards should be implemented to achieve and maintain the 

confidentiality and integrity of electronic personal information as required by 

Condition 7 of the POPI Act (2013). 

 

10.4 RESEARCH CONTRIBUTION 

In light of the achievement of the research objectives there are 2 major research 

contributions made by this thesis. Firstly, the proposed POPI Condition 7 framework within 

Chapter 5 would now provide South African institutions with a 4-phased approach to 

ultimately address the requirements of Condition 7 of the POPI Act (2013), specifically in 

relation to electronic personal information. In addition, the “Secure” phase of the proposed 

POPI Condition 7 framework provides specific guidance on the security safeguards, as 

required in Section 19, to ensure the confidentiality and integrity of specifically electronic 

personal information. The second major research contribution associated with this thesis is 

the model of operation of security safeguards as it would provide South African institutions 

with guidance on how the selection of security safeguards should be implemented to 

achieve and maintain the confidentiality and integrity of electronic personal information as 

required by Condition 7 of the POPI Act (2013). In essence, the proposed POPI Condition 

7 framework and model of operation of safeguards will greatly assist South African 

institutions in their journey to achieve and maintain compliance with Condition 7 of the 

POPI Act (2013) by ensuring the confidentiality and integrity of electronic personal 

information stored, processed or transmitted. 
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Furthermore, this thesis may be associated with a research contribution in terms of the 

concept and principles of privacy, importance of privacy, global privacy legislative 

landscape and an overview of the South African privacy legislation. This is followed by the 

research contribution based on the analysis in terms of the extent to which the privacy 

legislation of the EU and South Africa address the international 2013 OECD guidelines. 

Lastly, a research contribution is made as it relates to the assessment of the level of 

compliance with the POPI Act (2013) and specifically Condition 7 of the Act, as well as the 

current state of security safeguards within South African institutions to achieve compliance 

with Condition 7 of the POPI Act (2013), specifically related to electronic personal 

information.  

 

10.5 FUTURE RESEARCH 

Future research may be conducted in 3 areas as a result of this thesis. Firstly, an analysis 

in terms of the extent to which revised privacy legislation of the EU effective from 25 May 

2018 addresses the international 2013 OECD guidelines. Secondly, an assessment of the 

level of compliance with the POPI Act (2013) and specifically Condition 7 of the Act as well 

as the state of security safeguards within South African institutions after the grace period 

of 1 year to comply expires upon the enforcement of the POPI Act (2013), which is still to 

be announced. Lastly, upon the enforcement of the POPI Act (2013), an analysis of the 

extent to which the proposed POPI Condition 7 framework and model of operation of 

safeguards assisted South African institutions in their journey to achieve and maintain 

compliance with Condition 7 of the POPI Act (2013) by ensuring the confidentiality and 

integrity of electronic personal information stored, processed or transmitted. 

 

Furthermore, in order for the proposed POPI Condition 7 framework and model of 

operation of safeguards to transcend the academic sphere and reach South African 

institutions to ultimately assist them in their journey to achieve and maintain compliance 

with Condition 7 of the POPI Act (2013), by ensuring the confidentiality and integrity of 

electronic personal information stored, processed or transmitted, this thesis will be made 

available in the University of Pretoria library and further promoted on social media 

platforms. In addition, a meeting will be scheduled with the Information Regulator (POPI 

 

©©  UUnniivveerrssiittyy  ooff  PPrreettoorriiaa  

 



 
 

Chapter 10 - Conclusion   

 

 

197         
 

Act, 2013) to share the proposed POPI Condition 7 framework and the model of operation 

of safeguards as this may serve as a frame of reference and assist the Information 

Regulator when developing further regulations, guidelines or practice notes in support of 

the POPI Act (2013).   

 

10.6 CONCLUSION 

Part 7 (Conclusion) of this thesis in this chapter served to conclude the research and as 

such assessed the extent to which the research problem, guided by research questions 

and research objectives defined in Chapter 1, were addressed. This was followed by the 

research contribution associated with the thesis as well as the potential areas of future 

research.  

 

This chapter is followed by the appendices associated with this thesis as well as a 

bibliography of research consulted during the formulation of this thesis. 
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APPENDIX A - SUMMARY OF HIGH PROFILE DATA BREACHES 

 

Institution Data breach details 

Ashley Madison 37 million records exposed including names, hashed passwords, 

addresses, phone numbers and transaction information.  

Korean 

Pharmaceutical 

Information Centre 

Medical information exposed relating to approximately 90% of 

the South Korean population. 

Sony Entertainment Emails between Sony executives, copies of unreleased movies, 

salaries of executives and movie stars, and personal 

information, including social security numbers of employees and 

their dependents exposed. 

U.S. Office of 

Personnel 

Management 

21.5 million past, present and potential employee records 

exposed, which included social security numbers, names, 

addresses, and for some employee records detailed financial 

and personal information needed to obtain a security clearance, 

including fingerprints. 

Target 40 million customer credit and debit card records exposed. 

AdultFriendFinder.com Personal information associated with 412 million users exposed. 

Cisco Personal information of job-seekers exposed. 

Dropbox 68 million user email addresses and passwords exposed. 

Internal Revenue 

Service (IRS)  

Personal information associated with 700 000 American 

taxpayers exposed. 

LinkedIn  117 million user email addresses and passwords exposed. 

Philippine Commission 

on Elections 

Personal information of every single voter in the Philippines 

exposed, equating to approximately 55 million people.  

Snapchat  Personal information associated with 700 current and former 

employees exposed. 

Yahoo  Personal information associated with 1 billion Yahoo accounts 

exposed. 

Source: Adapted from Identity Force (2016) and Internet Society (2016) 
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APPENDIX B - MINIMUM REQUIREMENTS OF THE POPI ACT 

 

Chapter 

number 

Chapter 

description 
Section 

1 
Definitions and 

purpose 

1. Definitions 

2. Purpose of Act 

2 
Applications 

provisions 

3. Application and interpretation of Act 

4. Lawful processing of personal information 

5. Rights of data subjects 

6. Exclusions 

7. Exclusion for journalistic, literary or artistic  

    Purposes 

3 

Conditions for lawful processing of personal information 

Part A - Processing of personal information in general 

Condition 1 - 

Accountability 

8. Responsible party to ensure conditions for  

    lawful processing 

Condition 2 - 

Processing 

limitation 

9. Lawfulness of processing 

10. Minimality 

11. Consent, justification and objection 

12. Collection directly from data subject 

Condition 3 - 

Purpose 

specification 

13. Collection for specific purpose 

14. Retention and restriction of records 

Condition 4 - 

Further 

processing  

limitation                            

15. Further processing to be compatible with    

      purpose of collection 

Condition 5 - 

Information 

quality 

16. Quality of information 

Condition 6 - 17. Documentation 
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Chapter 

number 

Chapter 

description 
Section 

Openness 18. Notification to data subject when collecting  

      personal information 

Condition 7 - 

Security 

safeguards 

19. Security measures on integrity and   

      confidentiality of personal information 

20. Information processed by operator or person  

      acting under authority 

21. Security measures regarding information  

      processed by operator 

22. Notification of security compromises 

Condition 8 - 

Data subject 

participation 

23. Access to personal information 

24. Correction of personal information 

25. Manner of access 

Part B - 

Processing of 

special personal 

information 

26. Prohibition on processing of special personal  

      information 

27. General authorisation concerning special 

      personal information 

28. Authorisation concerning data subject’s  

      religious or philosophical beliefs 

29. Authorisation concerning data subject’s race 

or  

      ethnic origin 

30. Authorisation concerning data subject’s trade  

      union membership 

31. Authorisation concerning data subject’s 

political  

      persuasion 

32. Authorisation concerning data subject’s health  

      or sex life 

33. Authorisation concerning data subject’s  
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Chapter 

number 

Chapter 

description 
Section 

      criminal behaviour or biometric information 

Part C - 

Processing of 

personal 

information of 

children 

34. Prohibition on processing personal information  

      of children 

35. General authorisation concerning personal  

      information of children 

4 

Exemption from 

conditions for 

processing of 

personal 

information 

36. General 

37. Regulator may exempt processing of personal  

      information 

38. Exemption in respect of certain functions 

5 

Supervision 

Part A - 

Information 

Regulator 

39. Establishment of Information Regulator 

40. Powers, duties and functions of Regulator 

41. Appointment, term of office and removal  

      of members of Regulator 

42. Vacancies 

43. Powers, duties and functions of Chairperson  

      and other members 

44. Regulator to have regard to certain matters 

45. Conflict of interest 

46. Remuneration, allowances, benefits and  

      privileges of members 

47. Staff 

48. Powers, duties and functions of chief  

      executive officer 

49. Committees of Regulator 

50. Establishment of Enforcement  

      Committee 
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Chapter 

number 

Chapter 

description 
Section 

51. Meetings of Regulator 

52. Funds 

53. Protection of Regulator 

54. Duty of confidentiality 

Part B - 

Information 

Officer 

55. Duties and responsibilities of Information  

      Officer 

56. Designation and delegation of deputy  

      information officers 

6 
Prior 

authorisation 

57. Processing subject to prior authorisation 

58. Responsible party to notify Regulator if  

      processing is subject to prior  

      authorisation 

59. Failure to notify processing subject to  

      prior authorisation 

7 
Codes of 

Conduct 

60. Issuing of codes of conduct 

61. Process for issuing codes of conduct 

62. Notification, availability and  

      commencement of code of conduct 

63. Procedure for dealing with complaints 

64. Amendment and revocation of codes of  

      conduct 

65. Guidelines about codes of conduct 

66. Register of approved codes of conduct 

67. Review of operation of approved code of  

      conduct 

68. Effect of failure to comply with code of  

      Conduct 

8 
Rights of data 

subjects 

69. Direct marketing by means of unsolicited  

      electronic communications 
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Chapter 

number 

Chapter 

description 
Section 

regarding direct 

marketing by 

means of 

unsolicited 

electronic 

communications, 

directories and 

automated 

decision-making 

70. Directories 

71. Automated decision making 

9 
Trans-border 

information flows 

72. Transfers of personal information outside  

      Republic 

10 Enforcement 

73. Interference with protection of personal  

      information of data subject 

74. Complaints 

75. Mode of complaints to Regulator 

76. Action on receipt of complaint 

77. Regulator may decide to take no action  

      on complaint 

78. Referral of complaint to regulatory body 

79. Pre-investigation proceedings of Regulator 

80. Settlement of complaints 

81. Investigation proceedings of Regulator 

82. Issue of warrants 

83. Requirements for issuing of warrant 

84. Execution of warrants 

85. Matters exempt from search and seizure 

86. Communication between legal adviser and  

      client exempt 

87. Objection to search and seizure 
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Chapter 

number 

Chapter 

description 
Section 

88. Return of warrants 

89. Assessment 

90. Information notice 

91. Parties to be informed of result of assessment 

92. Matters referred to Enforcement Committee 

93. Functions of Enforcement Committee 

94. Parties to be informed of developments during  

      and result of investigation 

95. Enforcement notice 

96. Cancellation of enforcement notice 

97. Right of appeal 

98. Consideration of appeal 

99. Civil remedies 

11 

Offences, 

penalties and 

administrative 

fines 

100. Obstruction of Regulator 

101. Breach of confidentiality 

102. Obstruction of execution of warrant 

103. Failure to comply with enforcement or 

        information notices 

104. Offences by witnesses 

105. Unlawful acts by responsible party in  

        connection with account number 

106. Unlawful acts by third parties in  

        connection with account number 

107. Penalties 

108. Magistrate’s Court jurisdiction to impose  

        penalties 

109. Administrative fines 

12 
General 

provisions 

110. Amendment of laws 

111. Fees 
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Chapter 

number 

Chapter 

description 
Section 

112. Regulations 

113. Procedure for making regulations 

114. Transitional arrangements 

115. Short title and commencement 

Source: Adapted from POPI Act (2013)
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APPENDIX C - DATA PROTECTION DIRECTIVE 

 

Chapter 

number 
Chapter title and related articles  

1 

General provisions 

- Article 1: Object of the directive 

- Article 2: Definitions 

- Article 3: Scope 

- Article 4: National law applicable 

2 

General rules on the lawfulness of the processing of personal data 

- Article 5: Conditions under which the processing of personal data is 

lawful 

- Article 6: Principles relating to data quality 

- Article 7: Criteria for making data processing legitimate 

- Article 8: Processing of special categories of data 

- Article 9: Processing of personal data and freedom of expression 

- Article 10: Information in cases of collection of data from the data subject 

- Article 11: Information where the data have not been obtained from the 

data subject 

- Article 12: Right of access 

- Article 13: Exemptions and restrictions 

- Article 14: Data subjects right to object 

- Article 15: Automated individual decisions 

- Article 16: Confidentiality of processing 

- Article 17: Security of processing 

- Article 18: Obligation to notify the supervisory authority 

- Article 19: Contents of notification 

- Article 20: Prior checking 

- Article 21: Publicising of processing operations 

3 
Judicial remedies, liability and sanctions 

- Article 22: Remedies 
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Chapter 

number 
Chapter title and related articles  

- Article 23: Liability 

- Article 24: Sanctions 

4 

Transfer of personal data to third countries 

- Article 25: Principles 

- Article 26: Derogations 

5 
Codes of conduct 

- Article 27: Codes of conduct 

6 

Supervisory authority and working party on the protection of individuals with 

regard to the processing of personal data 

- Article 28: Supervisory authority 

- Article 29 and 30: Working party on the protection of individuals with 

regard to the processing of personal data 

7 

Community implementing measures 

- Article 31: The committee 

- Article 32: Final provisions 

- Article 33: Commission reporting 

- Article 34: Directive addressed to the member states 

Source: Adapted from Data Protection Directive (1995) 
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APPENDIX D - POPI RESEARCH SURVEY 

 

APPENDIX D.1 - POPI RESEARCH SURVEY: OVERVIEW 
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APPENDIX D.2 - POPI RESEARCH SURVEY: TERMS AND CONDITIONS 
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APPENDIX D.3 - POPI RESEARCH SURVEY: QUALIFYING QUESTIONS 
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APPENDIX D.4 - POPI RESEARCH SURVEY: MAIN RESEARCH QUESTIONS 
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APPENDIX E - ETHICS COMMITTEE APPROVAL 
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APPENDIX F - RESEARCH PUBLICATIONS 
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