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The role of internal auditing in assisting with the mitigation of key risks threatening organisations has increased,
not least, for example, in ensuring that engagements are performed more effectively and efficiently, and that all the
key risks of organisations are addressed, but also to ensure that scarce internal audit resources are used optimally.
This article describes the development of a model that can be used by internal auditors to perform this task. The
model was developed from a study of the academic literature, current business practice norms, and other
documentation whereafter it was tested in a practical scenario, and input from heads of internal audit departments
in prominent South African organisations was obtained. The findings of the study, inter alia, support the use of the
model. However, a concern is that the risk management strategy currently implemented by organisations is not
mature enough for internal auditing to rely on the outcome of the risk management process, a prerequisite for the
model to function optimally. A second concern is that internal auditing is reluctant to use a pure risk-based
approach when performing audit engagements and still prefers to use a control-based approach with more
emphasis placed on high risk areas.
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1. INTRODUCTION

Risk and the management thereof is not a new concept. In
recent years, risk taking and its management has taken on
a new dimension. One such example is the risks taken
which resulted in the current global financial crisis. The
global financial crisis was in many ways a shock to the
business world, the biggest problem being that it was
not foreseen by economists, and relevant stakeholders,
organisations and governments were caught unprepared.
In May 2007 the Organisation for Economic Co-operation
and Development made the following statement: ‘the
current economic situation is in many ways better than
what we have experienced in years. Our central forecast
remains indeed quite benign’ (cited in Keen, 2008). Three
months later this statement was contradicted as markets
in the United States of America went into decline: house
prices fell and organisations went into serious financial
crisis. This was rapidly followed by the rest of the world’s
financial markets and other organisations that ran into
financial difficulties (Keen, 2008). Many argued that the
core of this crisis was the lack of an effective and efficient
risk management strategy (Lam, 2009: 23; Hull, 2009: 3),
and the question was asked: Where were the auditors? —
referring to both internal and external auditors (Mathker,
2008; Olah, 2009: 11; Lubbe, 2009).

The types of risks that initiated the global financial
crisis are typically only discovered by a sound risk
management strategy, something that the board are
responsible for (IOD, 2009: 73-76), but that internal
auditors need to ensure is functioning efficiently and
effectively (IOD, 2009: 80; IIA, 2012: 2120); and, if so,
incorporate the investigation of the mitigation of the key
risks threatening the organisation into their activities. At
the same time, the evolution of corporate governance
has forced management to revisit the roles and
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responsibilities of various parties (Gramling et al., 2004:
195; Gendron, Cooper & Townley, 2007: 105), arguably
the most important being the internal audit function.
Furthermore, the internal audit profession has realised
that it will have to adapt to the changing environment
in which it operates, an idea supported by a study
performed by PricewaterhouseCoopers (2008), which
concluded that it is essential for the profession to adopt
new mindsets if it wants to retain a key role in the future.

Risk management and internal auditing have a
connection, as can be seen from the above discussion,
and this has been substantiated by many recent studies
and surveys. However, most of these, although referring
to risk-based internal auditing, reflect on the role
that internal auditing should play with regard to the
organisation’s overall risk management strategy; with
recommendations ranging from providing assurance on
the soundness of the strategy to taking responsibility
for its implementation. Furthermore, although some
literature refers to the concept of risk-based internal
auditing (Pelletier, 2008: 73; 10D, 2009: 94; Koutoupis &
Tsamis, 2009: 106; Castanheira, Rodrigues & Craig, 2010:
83), this term focuses on the internal audit function’s
annual plan based on the strategic risks inherent in the
plan. Both these scenarios ignore the potential benefits of
using risk methodologies as the basis when performing
internal audit engagements. Research papers supporting
this tendency include a study of the internal audit
methodologies of Greek banks (Koutoupis & Tsamis,
2009: 102), which revealed that many internal audit
functions, although using the term ‘risk-based internal
auditing’, could not justify its use since any form of
risk assessment or risk-based audit planning was
conspicuously absent, thus undermining the term
‘risk-based internal auditing’ even further. This lack of
risk-based internal audit engagement is also supported
in a study by Castanheira et al. (2010: 95) where most
participants indicated that they do perform risk-based
planning for their annual internal audit plan, but that



only one third incorporate risk into their engagement
planning. Similarly, a study by Khanna (2011: 59)
concluded that Indian banks have adopted a staggered
approach to implementing risk-based internal auditing.

From the above discussion it seems that there is still
a lack of understanding of what risk-based internal
auditing entails for the performance of an audit
engagement. The objective of this article is to provide a
model that will improve the efficiency of internal audit
engagements by incorporating risk methodologies more
effectively into the engagement process. The model could
be used by internal auditors to address all the key risks
of the organisations, while simultaneously ensuring
efficient use of their scarce resources (Fasset, 2011). The
article will also assist in broadening the knowledge base
of risk-based internal audit engagements as information
seems to be limited. The Institute of Internal Auditors
(ITA) would also benefit from this discussion, as it
provides insight into the relative adequacy of its guidance
to practitioners on performance of risk-based internal
audit engagement.

The layout of the rest of the article is as follows: firstly,
we present a short discussion of the various research
methodologies followed, including the scope and
limitations. Section 3 presents a discussion of the
literature covering the risk-based internal audit
engagement process. This is followed in Section 4 with
a description of the model. A more comprehensive
discussion on the research methodology is given in
Section 5, together with the empirical findings gathered
during the testing of the model. Conclusions are drawn
and recommendations are made in Section 6.

2. RESEARCH METHODOLOGY, SCOPE
AND LIMITATIONS

To address the research objective, various research
methodologies were followed. Firstly, a comprehensive
literature review was performed to get an understanding
of what a modern risk-based internal audit engagement
process should entail, and from that information, to
develop a model. Secondly, the model was tested by
means of a case study (see Section 5.1 for an explanation
of the research methodology and findings) to ensure that
the model was effective (all significant audit findings
captured and reported on in a timely manner) and
efficient (fewer audit procedures were performed, but
with more intense focus on the areas of key risk). Thirdly,
the views of heads of internal audit functions (hereafter
referred to as chief audit executives, CAEs) within
prominent risk-mature Top 40 private sector companies
listed on the South African stock exchange (the JSE
Limited), were obtained and analysed to determine the
use of such a model in practice (see Section 5.2 for an
explanation of the research methodology and findings).

A limitation of this article is that time and budget
did not allow for all the available risk management
frameworks to be used to exhaustively identify the
incorporation of risk methodologies in the internal audit
engagement process. However, the Committee of
Sponsoring Organisations (COSO) has developed a
well-recognised framework on risk management (2004)
which was used as the basis for the research for this
article. Also, the article only focuses on the planning stage
of the internal audit engagement. However, if the
planning phase is based on risk methodologies, the
execution of the rest of the engagement will also be

risk-based. A further limitation was that the company
that was chosen to test the model was selected essentially
for its willingness to participate. However, the authors
believe that as it is one of the top five risk-mature
companies of the Top 40 companies listed on the JSE
Limited, which may negate any negative connotations
of self-selection, and probably enhances the quality of the
data gathered. Also, only South African companies were
included in the study and only five companies were
chosen to be included in the empirical study, based on
their risk-maturity levels as determined by using the Risk
and Insurance Management Society risk maturity model
(RIMS, 2006). However, the fact that interviews were
performed using a structured questionnaire, and that
participating companies were chosen based on their high
risk-maturity levels, enhances the quality of the data.

3. LITERATURE REVIEW ON THE
RISK-BASED INTERNAL AUDIT
ENGAGEMENT PROCESS

The literature review is presented in two parts: firstly,
a discussion on the evolution of internal audit
engagements and the inclusion of risks and risk
methodologies, and secondly, a discussion of the
literature covering the research and current practices
with regard to risk-based internal audit engagements.

3.1 Evolution of the internal audit
engagement process

The investigation into the evolution of the internal audit
engagement revealed that internal auditing has been
influenced over the last few decades by the changing
business environment, and has undergone, and is still
undergoing, a number of transformations. The literature
(McNamee & Selim, 1998: 5; Spira & Page, 2003: 653-56;
Hyde, 2007: 65-68) distinguishes between four
generations, namely pre-1980, the 1980s, the 1990s, and
2000 and beyond, based on, inter alia, the types of
activities performed, when activities are performed, what
factors influence the planning of an engagement and
how it is executed. The word ‘risk” makes its appearance
from the second generation, referring to financial and
compliance risk only. It is only from the third generation
(the 1990s) and onwards that ‘risk” is more broadly
incorporated into the engagement process. However,
the question remains: How is the internal audit
engagement process methodology linked to current risk
methodologies and modern approaches to mitigate risks?

One of the most comprehensive frameworks on the
risk management process is documented in the COSO
Report (2004), providing guidance on what risk
management entails, methodologies, terminologies,
responsible parties, the steps in the risk management
process, to name a few; thus focusing on risk
management, and suggesting that internal control is one
of the risk mitigating activities (a risk-driven approach).
At first glance it seems that this framework is the basis for
the fourth generation internal audit engagement process.
The first COSO Report (1992), which is currently being
updated (COSO, 2012), focuses on internal control with
risk assessment being a step in the development and
implementation of appropriate controls (a control-driven
approach). It could thus be possible that the 1992
framework reflects on the third generation internal audit
engagements. The third and fourth generation internal



Table 1: Comparing the evolution of internal audit engagements with the COSO frameworks

Engagement planning COSO I (1992)

elements

Third generation process™

COSO 1II (2004)
Fourth generation process*

Starting point
activities;
understand all risks
Additional steps and/
or information
during planning
Engagement procedures

mitigate the risks

element

Scope All business risks

Based on the risk assessment of all business

Determine controls that should be in place to

No specific scope — determined by previous

Based on the outcome of the risk management
process; understand all risks

Determine the risk response that should be in
place to effectively manage key risks

Audit the management of key risks within each
risk management process component
Target testing focusing on high risks

*Highlighted areas as discussed in the literature on third and fourth generation internal audit engagement process.

audit engagement planning elements are compared with
the frameworks provided in the two COSQO reports (1992,
2004) in Table 1. Based on this comparison, it could be
concluded that the third generation risk-based internal
audit engagement process is based on the COSO
framework as documented in the 1992 report (or similar
frameworks), whereas the fourth generation is based on
the COSO framework as documented in the 2004 report
(or similar frameworks).

This conclusion was tested on what is occurring in
practice or explained in guidance documents. After an
Internet search and various research databases, only a few
studies and other documentation were unearthed. These
are discussed in the next section in the context of either
a control-driven (COSO, 1992) or a risk-driven (COSO,
2004) approach to performing internal audit engagements.

3.2 Research and current practices

As discussed in Section 1, when referring to risk-based
internal auditing, most literature will mention either the
role that internal auditing should play in the overall risk
management strategy of the organisation, or the internal
audit function’s annual plan based on the organisation’s
strategic risks. The literature explains that a risk-based
internal audit engagement should consist of five steps,
namely: setting the objectives of the audit engagement
based on the objectives of the activity under review;
identify operational or strategic events within the scope of
the audit engagement (including the risks threatening the
achievement of the objectives); perform a risk assessment
where the risks are measured in terms of the likelihood
(the possibility that a given event will occur) and the
impact (the result or effect of an event); the risk response
(management developing a set of actions to align the risks
with the organisation’s risk appetite) that management
has or must implement; and control activities which
should form part of the risk response. However,
weaknesses were identified as discussed below.
According to much of the documentation referring to a
risk-based approach, when performing an internal audit
engagement, only the risk assessment step to identify
appropriate controls is incorporated. This indicates that a
control-driven approach, as discussed in Section 3.1, is
being used (McNamee & Selim, 1998; Bank of Canada,
1998; Spencer Pickett, 2003, 2006; Deloitte, 2005; Sobel,
2008; Clayton, 2009). Other specific tendencies that
should be mentioned include that risk analysis is not
performed (McNamee & Selim, 1998: 103-5; Spencer
Pickett, 2003: 402; Clayton, 2009: 35-39); only the controls
that mitigate the risks must be included in the audit

engagement and no investigation into other mitigating

activities (McNamee & Selim, 1998: 106; Deloitte, 2005: 7);

no integration of controls and risk assessment are

performed (Spencer Pickett, 2003; Sobel, 2008: 93);

internal auditing performs their own risk assessment as

part of the audit engagement instead of relying on the
formal risk assessment performed by, inter alia, the risk

department (Spencer Pickett, 2006: 143-61; Sobel, 2008:

93); and the focus is only on financial risks (Deloitte, 2005:

1-10).

Although there is documentation supporting the
risk-driven approach (Griffiths, 2006a, 2006b; Pelletier,
2008; Reding et al., 2009), these are either textbooks or
guidance documents, or weaknesses that were identified
when compared to the processes mentioned in each
and the fourth generation risk-based internal audit
engagement methodology, namely:
¢ Internal auditors perform their own risk assessment

based on the objectives of the activity under review

(Pelletier, 2008: 73-76; Reding et al., 2009: 13-22). If the

formal risk management process’s risk assessment is

used, duplications will be eliminated. However, this
will only be possible if the organisation is risk-mature
and the risk management process has been audited by
the internal audit function and is found to be reliable

(De la Rosa, 2008; Baker, 2010: 32).
® Previously, the term risk referred mainly to hazards —

the possibility that an action has a potentially negative

outcome or consequence on reaching the objectives
(Prinsloo, 2008: 216-26). The modern approach to risk
includes the loss of opportunity — the possibility that
an opportunity to achieve something positive could be
lost (COSO, 2004: 16). It seems that this concept
is still not incorporated into the risk-based internal

audit engagement planning (Griffiths, 2006a: 41-42;

Pelletier, 2008: 73-76; Reding et al., 2009: 13-22).

e According to the risk management process, the
difference between an inherent risk (the possibility
of an event occurring that could cause harm to an
organisation in the absence of any preventative,
corrective or detective measures) and a residual risk
(the remaining risk after mitigating activities have been
implemented) is the current responses that have been
put in place to mitigate the risk to an acceptable level
(COSO, 2004: 49-54). The movement between these two
levels should thus provide the internal auditors with
a starting-point when planning the engagement
procedures. However, it seems that this is not currently
the case, as most documents suggest focusing on all the
high inherent risks (Griffiths, 2006b: 37-40; Pelletier,
2008: 73-76; Reding et al., 2009: 13-22).



* As mentioned previously, risks cannot be viewed in
isolation but must be viewed holistically (COSO, 2004:
15). With reference to an internal audit engagement,
this could mean that a risk identified in a specific
business unit or process might flow over to another.
The internal auditor should review the effect of these
risks on the whole instead of the smaller unit only
(Griffiths, 2006b: 26-30; Pelletier, 2008: 73-76; Reding
et al., 2009: 13-22).

¢ It seems that controls are mostly investigated as a
means of reducing risks. Other risk-mitigating
procedures or risk responses, such as sharing the
risk, avoiding the risk or accepting the risk (COSO,
2004: 55-66), are not mentioned, but could be more
favourable or cost-effective (Griffiths, 2006a: 42;
Pelletier, 2008: 73-76; Reding et al., 2009: 13-28).
Apart from the above weaknesses in performing a

risk-based approach, the internal audit engagement

process used in much of the literature still refers to the
control-driven process (COSO, 1992), even though it
should be risk-driven (COSO, 2004) based on the internal
audit process generation as reflected in the literature

sources and their respective dates (Spencer Pickett, 2003,

2006; Deloitte, 2005; Sobel, 2008; Clayton, 2009).

It seems that although some individuals and
organisations are promoting the performance of risk-
based internal audit engagements based on the risk
management process, and more specifically the process
documented in the 2004 COSO Report, there are still a
few gaps that prevent the utilisation of the process to its
fullest potential. From the above literature review, a
risk-based internal audit engagement model was
developed, addressing these gaps. This model is
discussed in the next section.

4. DEVELOPMENT OF THE MODEL

While reflecting on the gaps and weaknesses identified

above when referring to a risk-based internal audit

engagement, a model was developed to be used in this
process. It should be noted that the use of the model is
based on certain assumptions, namely:

* the organisation is risk-mature and thus has a
comprehensive risk management process in place for
both strategic and operational levels;

¢ the risk management process is being driven by the
board and senior management and implemented by a
body independent of the internal audit function, such
as a risk department;

* the risk management process and its outcomes are
properly documented, for example, in a risk register;

e the risk appetite (the amount of risk an organisation
is willing to accept in pursuit of value; COSO, 2004:
19) and risk tolerance (an acceptable variation or
deviation from the risk appetite to ensure that
objectives are achieved; COSO, 2004: 124) levels
have been set by senior management and the board
or, where applicable, by line-management for
operational activities; and

e the risk management process has been audited by the
internal audit function and the outcome of the process
can be relied upon.

In the development of the model, the steps in the
risk management process (COSO, 2004) are linked to
the planning phase of an internal audit engagement
according to the guidance provided by the Institute of
Internal Auditors (2012: 2200-1) formal standards and

practice advisories (see Table 2). The potential benefits of
using this methodology are consistent with the guidance
provided by the Institute of Internal Auditors (2012:
2200-2) on the use of the risk management process in the
planning of the internal audit function’s annual plan.

Table 2 reflects how the steps in the risk management
process can be incorporated into the planning phase of an
internal audit engagement and explains how the risk
management process can be used to develop the internal
audit engagement work programme. The steps of the risk
management process have been adapted to develop the
model, which is also schematically presented in Figure 1
and explained below.

Firstly (step 1), objectives are set for either the strategic
level or the operational levels of the organisation.
Assuming that this was performed during the risk
management process, internal auditing may rely on the
outcome of the process as documented in the risk register
and use these objectives as the basis for the internal audit
engagement objectives.

Secondly (step 2), the inherent risks that have been
identified during the risk management process that are
threatening the achievement of these objectives should be
considered by the internal auditor. All inherent high risk
areas are considered to be included in the engagement
planning (refer to numbers 1, 2 and 3 in Figure 1). All
hazards and opportunities should be included as
potential risks (see also Appendix B).

Thirdly (step 3), the internal auditor may use the
assessment of inherent risks as documented in the risk
register in terms of the likelihood as well as the impact.
All inherent risks should also be considered in a holistic
context, thus how risk in areas outside the scope of
the engagement could affect this engagement and vice
versa. For all inherent risks that are not within the risk
appetite boundaries (refer to numbers 1, 2 and 3 in
Figure 1), the assessment of the residual risk should
also be obtained from the risk register. The investigation
of controls and other activities that are mitigating the
high inherent risks (refer to the list in Table 2) are
automatically included in the engagement work
programme, either for in-depth inspection to determine
the adequacy and the effectiveness (refer to number 2
in Figure 1), or for suggestions to facilitate improvement
(refer to numbers 1 and 3 in Figure 1). Low inherent risk
areas could be eliminated entirely (refer to number 4 in
Figure 1), thus conserving the internal auditor’s time and
scarce resources and assisting management in reducing
costly over-controlling processes (see also Appendix B).

Fourthly (step 4), the internal auditor should align the
recommendations of each internal audit finding to the
appropriate risk response as well as the residual risk level.
These could be made on a timely manner by issuing an
interim internal audit report (refer to numbers 1 and 3 in
Figure 1). Recommendations could focus on either the
lowering of the impact (refer to number 1 in Figure 1) or
of the likelihood (refer to number 3 in Figure 1) of a risk
when additional procedures are needed to mitigate that
risk. Internal auditing should keep track of management’s
action plans to mitigate the risk as well as the impact of the
organisation and ensure that management is aware of it
(see also Appendix B).

The above explanation of how the risk management
process can be used to perform a fourth generation
internal audit engagement based on risk could be an
appropriate aid to not only reduce the internal auditor’s
workload, but also to provide a sharper focus. Especially



Table 2: Incorporating the risk management process into the internal audit engagement process

Outcome (for each risk decide to):
o avoid

reduce

share

accept

exploit

terminate activity

integrate above

O O O 0 O O

Step Risk management process (performed by Use in internal audit engagement planning (for a specific activity
management, e.g. risk department) under review, e.g. business unit or business process)
1 Objective setting The activity’s objectives and related criteria form the foundation of the
Outcome (a list of): audit engagement objectives and scope:
o strategic objectives o Review the objective-setting process and outcome and, if needed,
o operational objectives identify further objectives or only focus on priority objectives
(based on audit resources available)
o Set the engagement objectives and scope
2 Identification of inherent risks The risks threatening the activity’s objectives form the foundation of
Outcome (a list of significant): the engagement planning:
o hazards o Consider the risk identification process and all relevant exposures
o opportunities that threaten identified according to the process
the reach of objectives o While obtaining knowledge of the activity, consider other
exposures and risks for both hazards and opportunities
threatening the reach of the activity’s objectives
3 Assessment of risks The assessment (likelihood and impact) of both the inherent and
Outcome (for each risk the residual risks are determined:
measure of): o Consider the risk assessment process and use outcome or perform
o likelihood own assessment
o impact for both: o Review inherent risk level, current risk responses in place, and
— inherent risk level residual risk level for each risk
— residual risk level o Measure inherent and residual risk level in the context of the risk
appetite

o Focus more on high level risks (inherent risk exceeding the risk
appetite)

o For the engagement programme, include current existing
responses where the inherent risk is high but the residual risk is
within the risk appetite levels (adequacy)

o Investigate whether these responses are functioning as planned
(effectiveness)

o Consider low inherent risk for inclusion in the engagement
programme by using professional judgement

o Consider high inherent risk where the residual risk remains high
for inclusion in the engagement programme by using professional
judgement

4 Risk response The assessment of each risk is measured in terms of the risk appetite

Residual risk exceeds the risk appetite and must be further treated by

means of an appropriate risk response:

o Consider engagement recommendation in terms of the appropriate
risk response

o Include in the follow-up phase of the engagement

High

O = inherent risks

O = residual risks

VA = risks within

tolerance
levels

- 0O>»7V=E"

>

Low

High

LIKELIHOOD

Figure 1: Schematic presentation of risk-based internal audit engagement.



in the light of the global scarcity of competent internal
auditors, the effect of the global economic meltdown on
business viability, and the growing complexity of the
business environment, to name only a few factors
currently affecting the internal audit profession, this
could be a tool to ensure more effective and efficient
engagements. It is important to note that the professional
judgement of the internal auditor should never be
compromised and due professional care must be
exercised at all times (ITA, 2012: 1200). For example, if the
internal auditor suspects a possibility of fraud or if
controls seem unnecessary but are also performing a
preventative control function for possible collusion, the
controls should remain and continue to be included in
the engagement work programme.

5. TEST THE MODEL

In this section, the testing of the model in a practical
situation is described to determine whether the model
improves the efficiency and effectiveness of internal audit
engagements, as well as obtaining input from chief audit
executives on the functionality of the model.

5.1 Methodology and findings to test the model

The efficiency and effectiveness of the model was tested
by means of a case study provided by a risk-mature
company, selected on the basis of its willingness to
participate. Before finalising the selection of the company,
the assumptions contained in Section 4 had to be
applicable.

According to Yin (2003: 2—4), a case study approach
allows the researcher to gain an understanding of the
holistic and unique characteristics of a given real-life
event. The planning phase of an internal audit
engagement that had previously been performed by the
company’s internal audit function was re-evaluated using
the risk-based internal audit model. The criteria used
when choosing the engagement ranged from the
engagement being performed on a high strategic risk
area, to being an assurance engagement (as opposed to
being a consulting engagement). The engagement had
to have been performed previously by the organisation
without having the input of the operational risk
management process. Finally, the engagement still had to
be relevant and had to have been performed recently,
preferably in the current or the immediately previous
financial year.

Yin (2003: 39-46) demonstrates that a single case study
can be used when a theory is being tested. In this case the
existing theory was tested against our risk-based internal
audit engagement model. The internal audit engagement
planning, more specifically the engagement work
programme, with its detailed engagement procedures,
was re-performed; thus a new engagement plan was
developed based on the model. The original engagement
work programme and detailed engagement procedures
were compared with the ones drawn up wusing
the risk-based internal audit model. Possible
differences, advantages, disadvantages, improvements
and weaknesses were identified.

After all of the above criteria had been addressed and
the relevant information and documentation which were
gathered and documented during the execution of the
engagement (e.g., the working paper file) had been
obtained, the execution of the case study was planned:

* A clear understanding of the system description was
obtained.

e The audit procedures performed during the

engagement were listed.
The audit findings were examined and summarised.
The current risk register for the operational area was
obtained. The risks identified in the risk register were
classified as high/moderate inherent risk areas that
had lower residual risk levels after controls were
implemented (refer to number 2 in Figure 1); low
inherent risk areas (refer to number 4 in Figure 1);
and high/moderate inherent risk areas that remained
at high residual risk after controls were implemented
(refer to numbers 1 and 3 in Figure 1). The risk
register was used as the basis on which to decide
whether or not engagement procedures should be
included in the engagement programme.

¢ Therisks and controls in the risk register were used as
the basis to re-perform the engagement.

The following criteria were used to determine how the
inherent risks and the controls recorded in the risk
register should be included in the audit engagement’s
list of engagement procedures (movement of inherent
risks to residual risks):

* controls for high/moderate inherent risk areas that
had lower risk levels after controls were implemented
should be included in the audit engagement
programme (refer to number 2 in Figure 1);

e controls for low inherent risk areas should not be
included in the audit engagement programme (refer
to number 4 in Figure 1);

* controls for high/moderate inherent risk areas that
remained at a high risk level should not be included
in the audit programme but be reported to
management, for example an audit finding in the
audit report (refer to numbers 1 and 3 in Figure 1);

e the above list of engagement procedures was
compared to the original list of engagement
procedures to determine whether fewer tests would
have been performed if the risk-based model had
been used; and

¢ the list of engagement findings was compared to the
original engagement findings, as listed in the audit
report, to determine whether all the relevant audit
findings would have been discovered had fewer tests
been performed.

The results of the case study are summarised in Table 3
(see also Appendix B). In the first column the processes of
the activity that was audited are numbered as per the audit
programme. In the second column the number of risks, as
listed in the risk register, applicable to each process area is
listed. The word ‘General’ in the first column refers to a
risk that is applicable to all the areas. In the third column
the difference between the inherent risk and the residual
risk indicates whether the movement warrants an
inclusion in the audit programme proposed by the model.
In the fourth column, ‘Influence on audit procedures
performed’, the table differentiates between the various
procedures currently included (walk-through tests were
mainly used and these are excluded from the analysis), the
procedures included if the risk-based audit model had
been used, and the net effect on the audit programme.
In the fifth column, on audit findings, the results as to
whether findings would have been identified when
performing only the audit procedures as proposed in the
risk-based audit model are investigated. The sixth column
addresses the possible inclusion of further audit findings



Table 3: Summary of results of the case study

Process  Number of Risks with Influence on audit Audit findings Additional finding
area risks as per movement that procedures performed or discussion
risk register :Zgll;g::fz Currently Afteruse Nett  Currently Use of Owver Weak  Other'
included  of model effect  included model control controls
1 4 2 4 2 Fewer None N/A 2
2 6 3 5 3 Fewer Finding1l Yes 2
3 4 2 4 2 Fewer None N/A 2
4 5 1 4 1 Fewer None N/A 4
5 6 3 3 3 Same  None N/A 1 1
6 2 2 2 2 Same  None N/A
7 4 2 4 2 Fewer 1 2
Finding 2 Yes
Finding 3* Yes
Finding 4  Yes
General 10 4 0 4 More 1 1 4

Finding 5  Yes
Finding 5  Yes

*Finding 3 was not accepted by management as it is too difficult to implement a solution.
**Other findings’ refers to risks that are high and should be brought to management’s attention in order that they may be

addressed accordingly.

and/or the need for discussions with management. The
overall results of the case study indicate that if the model
had been used, fewer audit procedures would have been
performed (more efficient) but that all the audit findings
would still have been included in the audit report
(effective).

The process area ‘General’ refers mainly to strategic-
type risks that reflect on all the other process areas and
were not included in the initial audit scope. However, if
these had been included, the value that internal auditing
could add rises even further. Furthermore, for this specific
case study, additional audit findings could have been
made, including areas where weak controls exist, areas
subject to over-controlling, and other more strategic
weaknesses or problems that need to be brought to
management’s attention.

5.2 Methodology and findings from interviews

Formal interviews were conducted with five chief audit
executives employed by Top 40 private sector companies
that were listed on the JSE Limited on 8 April 2009. The
companies were chosen based on their level of risk
maturity as well as the risk maturity level of the internal
audit functions. The risk maturity levels of the 40
companies were determined using the Risk and Insurance
Management Society (RIMS, 2006) maturity model. The
five companies with the highest levels of overall risk
maturity were chosen, considering that the internal audit
function’s maturity level also had to be high. The
reasoning behind this decision was that risk management
is a relatively new concept, and if the internal audit
function is addressing this concept in all or most of their
activities (referring to risk maturity), there is a greater
than even probability that internal auditors will follow
a risk-based approach when performing internal audit
engagements. Although a structured questionnaire (see
Appendix A) was developed, the method that was used to
gather the desired information was a ‘descriptive method
survey research’, from which the quantitative primary
data was obtained. This data was collected by means
of personal interviews and the data consists of facts,
opinions, beliefs, attitudes and behaviours (Mouton,
2001: 152-53; Saunders, Lewis & Thornhill, 2007: 310).

Advantages linked to this type of data gathering include
(Saunders et al., 2007: 354-60) a high level of confidence
that the right person has responded; the likelihood of
contamination of the respondent’s answers is low;
open and closed questions can be included; and the
respondent’s participation is enhanced by this face-to-face
interaction.

Input was obtained from the chief audit executives on
the current practices performed, the overall benefits of
using the model during the performance of an internal
audit engagement, as well as on specifics, such as
whether low inherent risk areas should be included in the
engagement planning, how risks should be treated
where both the inherent and residual risks are above the
risk appetite, and other general comments (see also
Appendix B).

Results indicated that although the respondents were
under the impression that they were following the COSO
2004 methodology, the fear of not covering all the
required aspects of the engagement, and of being ‘caught
out’ by management should they not identify all the
relevant weaknesses, as well as other unique problems,
was the motivation for still following the more
comprehensive, but resource-hungry COSO 1992 audit
methodology.

The second significant result was that internal auditors
still tend to perform their own risk assessment instead
of relying on the risk management process. If internal
auditing has provided assurance on the risk management
process, then there should be no reason not to trust the
risk management process’s outcome for the identification,
assessment and mitigating activities as documented in
the risk register. If the engagement reveals otherwise, this
information should be used to update the risk register.

The third significant result was that some organisations
have not fully developed their integrated risk
management processes. This then makes it difficult for the
internal auditor to bring risk that is technically outside the
audit scope into the engagement, or to bring into the audit
engagement risks identified during the engagement that
have an effect on another area. This widened risk-
incorporation process can only be fully implemented by
the internal audit function when the risk department
is focused on the integration of organisation-wide risk



management. Until such time, the internal auditor should
be aware of the weakness in the methodology and, where
applicable, refer to risks outside the scope of the audit, or
to incorporate risks identified in this engagement into a
later engagement.

The fourth significant finding confirmed that internal
auditors are justifiably known as control experts and
are used to providing recommendations on controls.
However, sometimes it is more effective and efficient to
suggest another form of risk mitigation, such as sharing
the risk between business sections or entities, or
eliminating the activity that gives rise to a specific risk.
Internal auditors therefore should also consider the
negative effects of over-controlling, as unnecessary
controls are costly to any organisation. Results indicated
that this was still far from their default position.

The fifth result of the empirical study indicated that
low risks should not be included in the internal audit
engagement, not even on a surprise basis. Thus, if the risk
management process can be relied upon, low inherent
risks should be eliminated from the engagement scope.
However, it is suggested that the internal auditor should
always use professional judgement when making this
decision, as some low-risk areas could lead to other risks
arising, such as fraudulent activities.

The sixth key result indicated that high inherent risks
should only be included in the engagement planning
once control adequacy has been investigated, that is, once
the extent to which the control reduces the risk has been
established. Only those controls that do add to the risk
mitigation should be investigated for the effectiveness
of the control — the extent to which the control is
implemented and properly carried out.

The final result showed that if the risk-based internal
audit model is used correctly for the performance of an
internal audit engagement, more audit findings are likely
to be revealed than with conventional audits. These could
include formal findings that should be reported in the
audit report, aspects of the business that should be
brought to management’s attention for a decision on
whether each should be addressed or not, and finally,
preparing and presenting an informal finding that is not
included in the final audit report, for discussion and ad
hoc attention.

6. CONCLUSION AND
RECOMMENDATIONS

The objective of the study was to provide a model that
will improve the efficiency and effectiveness of internal
audit engagements by optimally implementing a
risk-based approach. To reach this objective, the internal
audit engagement process was investigated to determine
how risk methodologies can be included. A model was
developed by using the risk management process as
documented in the 2004 COSO Report. Thereafter it was
tested in a practical situation as well as by obtaining the
input from chief audit executives of prominent South
African companies.

As the term ‘risk-based internal auditing’ is relatively
new, it seems that the terminology is not used consistently:
it is used interchangeably to describe the audit of the
risk management process, planning the internal audit
function’s annual activities based on risk, or performing
an internal audit engagement based on risks. When
considering the overall evolution of the internal audit
engagement process, it seems that ‘risk’ has only been

incorporated into the process since the 1990s. However, it
is only since the beginning of the new millennium (2000s)
that the risk management process has been used as a
foundation for the planning phase. Even then, all the
elements of the risk management process have not yet
been fully implemented and further improvements to
streamline the internal audit engagement process are
needed.

During the testing of the risk-based internal audit
engagement model, the planning phase of an internal
audit engagement that had been performed previously
was re-performed using the model’s methodology. The
results indicate that if the model had been used in
executing the engagement, fewer audit procedures
would have been performed, but at the same time more
audit findings would have been uncovered, thus
demonstrating that the risk-based internal audit model
for assurance engagements will ensure that audits are
performed more effectively and efficiently.

The chief audit executives interviewed all agreed that
implementing the model would certainly benefit the
internal audit function overall, but more specifically
the internal audit assurance engagement, especially as
internal auditors tend to protect themselves by over-
auditing. Valuable internal audit resources should not be
wasted on areas that are not effectively controlled by
management: these should rather be speedily brought to
management’s attention. Thus, audit engagements can
and should be more focused. However, respondents
were concerned that risk management systems are not
yet mature enough to accommodate the model. A
summary of the model, input obtained form chief audit
executives and the results of the case study are
summarised in Appendix B.

Areas for further research include the expansion of the
input obtained from chief audit executives to other
stakeholders, such as the audit committee, management
and the risk identification and control bodies, on the
performance of risk-based internal auditing. Also, the
investigation of the state of maturity of the risk
management process for operational areas, to ensure that
risks are holistically addressed, are clustered according
to a business unit and/or a business process, and that
the process outcome is properly documented. The latter
should enable internal auditing to implement an effective
and efficient risk-based approach to their activities,
including the performance of a fully risk-based internal
audit engagement.
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APPENDIX A
Structured interview schedule: Private sector

1 Organisational background*

2 IIA Standards*

3 The changing internal audit environment*

4 The risk management framework*

5 Risk management process*

6 Annual planning of the internal audit function’s activities*
7 Risk-based internal audit assurance engagements

7.

1 When conducting the engagement planning, do you incorporate risk into the internal audit process by using the following?
(Explain if necessary):
COSO I model terminology Yes No Not sure
COSO II model terminology Yes No Not sure
If another methodology is used, indicate:

7.2 If using the COSO II model, how is the following information obtained?

Information Use auditee input Use risk management No/limited information Other
rocess results (internal auditor (provide
Frisk register) has to obtain) details)

Operational (auditee)
objective setting

Risk identification for
inherent risks

Risk assessment (measure)
for inherent risks

Current risk mitigation
activities

Risk assessment (measure)
for residual risks

7.3 When planning the internal audit engagement, which one (or more) of the following strategies is used as a starting point?
Previous year’s working Inherent risks as per Difference between the inherent Other

paper file the risk register and residual risk as
per the risk register

7.4 When planning the internal audit engagement, which of the following are included?

Both threats and loss of The effect that a risk(s) may The effect that a risk(s) in another Recommending activities other
opportunities are have on another area area (outside the scope of the than controls to mitigate risk
investigated as (outside the scope of the engagement) may have on this to an acceptable level is
possible risks engagement) is considered engagement is considered considered

7.5 Please describe any further aspect relevant to your organisation’s internal audit engagement planning methodologies based
on risk that was not covered in this questionnaire:

8 Risk-based internal audit assurance engagement model
(Explain the model — see Figure 1 — to the interviewee)

8.1 Do you think the model can be used when performing your internal audit assurance engagement?

Yes No Reasons:

8.2 Do you think the model will reduce the extent of engagement procedures to be performed?
Yes No Reasons:

8.3 Do you think the model will be effective in focusing on the crucial aspects?
Yes No Reasons:

8.4 Do you think the model will be efficient (e.g., save time) whilst still being effective?
Yes No Reasons:

8.5 Do you think the model will assist in the following:
Eliminating ineffective controls Yes No Reason:
Eliminating unnecessary controls Yes No Reason:
Eliminating redundant controls Yes No Reason:
Eliminating excessive controls Yes No Reason:
Simplifying complex controls Yes No Reason:

8.6 Do you think low inherent risks should be included in the audit planning?
Full inclusion Only partial (judgement) Only on surprise basis No inclusion
Provide reasons:

8.7 Do you think a high inherent risk with a residual risk above the risk appetite should be included in the planning of
audit procedures?
Must be included in full Only focus on adequacy Only focus on effectiveness Only an audit finding
(audit all controls) of controls of controls
Provide reasons:

8.8 Please provide any further comments that may be used to refine the model:
8.9 May the model be tested at your organisation against a prior engagement? Yes No

* Detailed questions not included as it does not form part of the scope of this article.
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