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CHAPTER 4 

RISK MANAGEMENT IN THE SYSTEMS DEVELOPMENT LIFE CYCLE 

IN THE SOUTH AFRICAN POST OFFICE 

4.1 INTRODUCTION 

With any development of an information system, one has to ask oneself the 

question of what value the information has. Information has many attributes, 

such as verifiably, accessibility, clarity, precision and cost. Four factors that 

are especially important for management is quality, timeliness, completeness, 

and relevance. 

Quality. Information that accurately portrays reality is said to have quality. 

The data are accurate and reliable. Once a system is known to have errors , 

managers will no longer use it, and its value for decision-making will 

disappear. 

Timeliness. Information that is available soon after events occurred has 

timeliness. The most immediate benefit of computerised management is a 

quick response time. 

Completeness. Information completeness refers to the problem of 

quantification of data. Too much data lead to information overload. Managers 

often devise exception to the boards that contained only a few pages of 

deviations from target rather than hundreds of pages of raw data. 

Relevance. Information relevance means that the information must pertain to 

the problems, decisions and tasks for which a manager is responsible. 

The real challenge is to establish a system with these characteristics. 

Establishing such a system involves risks. The next chapter deals with a real 
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situation whereby the South African Post Office established a system 

successfully, but failed the project "iron triangle" of costs, time and technical 

constraints. Throughout he project the operations subproject was on course, 

but the systems development failed to deliver on time. 

This chapter will discuss the risks in sequence to the waterfall process for 

ease of reading . 

4.2 BACKGROUND TO THE SYSTEM 

The concept of tracking containers and individual items is nothing new in any 

logistics company, but for the South African Post Office, it was new in that 

operations had to make the paradigm shift from a manual system to a 

technology-based system. 

Previously, items and containers were recorded manually , producing a 

number of manual reports, which had the risk of getting lost on the journey. 

This also resulted in external customers being frustrated with the "old and 

backward company". Thus the decision was made to implement the system. 

4.3 SYSTEM FEASIBILITY 

Before any project can start, we need to establish if it is possible and the right 

thing to do. There is a number of issues to consider at this stage, namely; 

business issues, technical issues and timing . 

From the business perspective, the analysis revealed a number of 

advantages of introducing such a system. The system was to replace the 

repetitive manual tasks and to optimise an expensive process. No risk 

assessment was performed regarding the long-term financial viability. 

Benefits outweighed any possible risks. The argument used was that we 

wanted to become a world-class organisation, so we had to use world-class 

technology. The South African Post Office will have the capacity to offer new 
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services to customers locally and internationally while having the flexib ility of 

product characteristics form market to market. 

From the technical perspective, the system could add to the value chain in 

that future systems could be integrated, using the data available. The system, 

which the South African Post Office acquired from New Zealand, was already 

two years old . The South African Post Office could have implemented the 

system as an ' off-the-sheIF system, but decided to modify the software to the 

local protocols. The reasons given were that the platforms were old , unstable 

and had an outdated network protocol, which made it impossible to implement 

as is. One of the strongest motivators were that the old system would not 

cope with the volumes, since the South African volumes were ten times that 

of New Zealand. 

The feasibility report presented to the then management board contained 

only the following headings: 

• Objectives 

• Scope 

• Possible courses of action 

• Pros and cons 

• Recommendations 

No risk assessment was performed. The investigating team did not consider 

the following risks : 

• Acceptance by the unions 

• Resources and skills available 

• User capabil ities , requirements and interfaces 

• Organisational implications 

• Features of the system 

• Hardware and software 

• Communication protocols 
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With this as the foundation, management should have realised that the 

chances of the system not being implemented were high. The management 

board gave the permission to buy and adapt the system. 

4.4 SOFTWARE PLANS AND REQUIREMENTS 

The consulting firm from Canada, Systemhouse, managed the software 

development, while a local team managed the remaining part of the project. 

Deliverables produced were as follows: 

• Operations environment analysis (volumes and products) 

• Software requirements 

• Performance requirements 

• Interface requirements 

• Resource requirements 

• Acceptance test requirements 

• Maintainability requirements 

The following deliverables were not produced: 

• Functional requirements 

• User requirements 

• Verification requirements 

• Quality requirements 

• Safety requirements 

• Reliability requirements 

The above is a clear indication of no risk management. The following 

deliverables were delivered after the project were 25 per cent completed 

which in actual fact should have been delivered during the feasibility phase: 

• Functional requirements 

• User requirements 

• Reliability requirements 
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This in itself poses a major risk in that the South African Post Office would 

have paid penalties if the system did not deliver in the actual requirements 

and the contract was cancelled . 

If one takes into consideration that the same team implemented the exact 

system in New Zealand, the documentation of the New Zealand system 

should have been available at the outset. This would have enabled the team 

to make the necessary changes for South Africa. 

4.5 PRODUCT DESIGN 

The South African Post Office was aware of the following capabilities of the 

New Zealand version : 

• Accuracy 

• Efficiency 

• Compatibility 

• Flexibility 

• Expandability 

• Maintainability 

What the team did not consider was the fact that these and other capabilities 

would change if the proposed changes were made. The technical team 

proposed the following changes: 

• Host machine (from Ahmdahl to HP) 

• Oracle 6 to 7 (versions) 

• Sal Forms 3 to 4 (versions) 

• Operational Computer (hardware) composition 

• Unix OIS 4.1.2. to System 5 

• Microcomputer setup with Dos 5, Btrieve 5.1, Microsoft C, Reflection 
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The users on the project made changes to some of the functionalities and 

thereby changed parts of the application so that it resulted into a complete 

rewrite of certain modules. All the screens had to change to accommodate 

the word "South Africa". This together with the technical changes lead to a 

situation where the project schedules had to be changed . The above is a 

clear indication that the preliminary investigation was inadequate. The 

technical team was strongly opposed to the Ahmdahl (host), but the local 

management overruled their proposal due to so-called "savings". This 

resulted in a dispute at a later stage when it appeared that the Ahmdahl was 

incompatible with the software and network protocols. 

The core members of the operations team had to visit New Zealand to 

determine the true functionality of the system. The functional requirements 

were changed, after the team returned from their visit. This combined with the 

technical changes, resulting in a four-month delay of the project. 

Documentation on the following was also not provided: 

• System flow charts 

• Chart standards 

• Chart hierarchy 

• System controls 

• Security and privacy 

• Hardware protection 

• Software protection 

• Input data controls 

Proper risk management could have foreseen the problems experienced by 

means of an in-depth technical investigation during the feasibility phase. 

What was imminent during the interviews was that there was enough money 

built into the project plan to provide for the changes. The project plan, 

however, did not provide for slack time. Up to this stage in the process, the 

project experienced 90 per cent of the risks encountered , mainly because the 
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4.7 IMPLEMENTATION (TRANSITION) 

During this phase, the development software was transferred to the 

production machine (HP T500) . The following actions took place: 

• Final tests 

• Network connections were tested 

• Source code were installed 

• Maintenance procedures were put in place 

• Training and transfer of skills took place 

• Users were trained 

• System was signed off 

4.8 OPERATIONS 

The South African Post Office initially decided to run the system parallel to 

the manual system for two months, but after one month in operation, the 

users voted to switch to production. The ·settling down" month was used for 

all role players to famil iarise themselves with the system and to find any 

shortcomings. Training of the users proved again to be a risk, since more 

than 90 per cent of the users never touched a computer. Therefore, users 

had to be educated in order to reduce their resistance to change. 

4.9 CONCLUSION 

This chapter dealt with actual events as they took place. The project team 

had no formal risk management plan in place, nor had the local team 

members experience in projects of this magnitude. If one considers that there 

are 28 major production sites with 8 000 users, you might consider the project 

team to be lucky. However, other projects in the South African Post Office are 

not in that same position. No major technology project was successful since 

the Track and Trace implementation. 
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During the interviews, it appeared that on the current projects, no 

consideration is given to risks and their consequences. Concurrent 

engineering principles are not employed and the team members solely rely 

on the waterfall process. However, the South African Post Office recently 

invested in a methodology process called Summit-D, which are marketed by 

PricewaterhouseCoopers. 

In the next chapter (chapter 5) , the topic of project risk management in the 

systems development life cycle will be addressed. The author is of the 

opinion that with the introduction of risk management, information technology 

projects will be more successful. Proper risk control will enhance the abil ity of 

management to determine in advance if a project stands the chance of being 

a failure. 
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CHAPTER 5 

RISK MANAGEMENT IN THE SYSTEMS DEVELOPMENT LIFE CYCLE 

- PROPOSED MODEL FOR IMPLEMENTATION 

5.1 INTRODUCTION 

In this chapter we will deal with the aspects of managing risks through proper 

risk plans. No longer can the South African Post Office rely on the instincts of 

people to make unfounded assessments on projects. Furthermore, team 

members have to realise that they as individuals are contributing to the level 

of risks. By means of proper plans, the management board will be able to 

take calculated risks. 

The question of any manager is "where do we start", "what are the steps", 

"how can risks be identified". This chapter will build a model from the basic 

concepts (as discussed in chapter 3) up to the finishing of a project. 

5.2 PROJECT FAILURES 

No discussion of any risk plan can start without investigating the history of 

failed projects. This is done in order to equip oneself with the knowledge not 

to repeat the same mistakes. The conclusion to be drawn from reviewing the 

main research studies (Wilcox: 1997) (See Addendum B) on risk, is that 

major projects commonly experience overruns, are often over budget, do not 

perform in the way expected, involve severe strain on participating 

institutions, or are cancelled prior to their completion after the expenditure of 

considerable sums of money. Studies suggest that these problems relate 

essentially to issues of size, complexity, long time-span , uncertainty, 

governance and management peculiar to larger-scale projects. A generic list 

of risks is to be found in Addendum C provided by Tera Quest. 
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5.3 RISK MINIMIZATION 

Before any manager determines a risk plan, he/she has to know what to do 

when risk factors have been identified. This section is an overview of risk 

minimization. 

An easy way to reduce risk is to have less ambitious goals. After evaluating 

risks, one can choose a path of risk avoidance or risk mitigation and 

management. If project managers understand the risks during the various 

phases, they can decide which risks are acceptable and take actions to 

mitigate or forestall those risks. If the initial risk assessment determines that 

the risks are excessive, one has to consider restructuring the project to 

within acceptable levels. Risks that do not offer potential gain should be 

avoided. 

Cash (1992) provide various strategies available for resolving a specific 

risk, which are listed below: 

• Avoidance: Make decisions to avoid placing the team in risky situations. 

The following is typical responses to eliminate uncertainty or risks: 

~ Clarifying requirements 

~ Defining objectives 

~ Obtaining information 

~ Improving communication 

~ Acquiring expertise by training or recruitment 

~ Targeting cause or source of risk by removing it 

~ Changing the scope of the project to exclude risks 

~ Using proven technology methodology 

~ Redesigning to eliminate risk 

• Protection: Take actions that protect you from the consequences of a 

risk. 
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• Research: Eliminate the uncertainty associated with a risk by learning 

more about it. 

• Reduction: Take actions that reduce either the probability or the 

consequences of a large risk to the point where it becomes a small risk. 

• Transfer: Shift the risk somewhere else, for example, by getting the 

customer to take responsibility. Many project managers opt for this kind 

of strategy, but one has to remember that if you do not have direct 

control over a task, you cannot determine the outcome. Shifting the risk 

to someone else might also cause other unforeseen risks. An illustration 

is to subcontract at a fixed price. The risks are then borne by the 

subcontractor. The project manager should also keep in mind that to 

transfer the risk to someone else is to transfer the responsibility as well. 

• Acceptance: It often makes sense to simply accept a risk with a 

relatively low exposure. If the risk becomes reality, you can deal with the 

consequences. Residual risks remain after avoidance and/or transfer. 

This must be proactively managed, even if they cannot be influenced in 

the same way as other risks. The most common way of acceptance is by 

means of contingency planning. This will include time, money and 

resources. Other means to accept responsibility for the risks are: 

~ Development of a risk-aware culture in the organisation and on 

projects 

~ Incorporation of risk management into routine project processes with 

regular reviews , reports and updates 

~ Taking account of identified risk and agreed responses in project 

strategy, including appropriate activities in the project plan and 

budget. 
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5.4 RISK MANAGEMENT - THE METHOD 

This section will deal with the risks in the systems development life cycle as 

applicable to the waterfall process. 

The steps involved are: 

1. Identify risks 

2. Prioritize risks from high to low 

3. Develop risk management action plans, 

4. Measure and monitor action plans (risk) 

Measure 
And 

monitor 

Develop 
Plans 

Problem! 
Context 

Identify 
Risks 

Prioritise 
Risks 

5.4.1 IDENTIFY RISKS (What can go wrong and what are the 

causes?) 

Consider the potential sources of risk and the options available for 

identifying risks and identify specific risk items that could 

compromise the project's success. 
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Remember that Murphy was an optimist. It's too easy for project 

managers to construct their models hoping that the things that 

could go wrong won't for their project. But that is not a level­

headed way of looking at risk. If you're going to dodge the risk 

factors, you might as well channel your energy into completing the 

project and hope that divine intervention will guide your team to 

success. But if you want to manage your risks fairly , there are 

some steps that can help. 

First, name your risks. One of the best ways to do this is to hold 

team sessions - inspections, if you will - to identify possible risks. 

Once you have a list of candidate risks, you should evaluate each 

risk and assign it a weight representing its likelihood. Following 

that, you must determine what will happen to the project if each 

risk becomes an actuality. 

Given that it's impossible to reduce the likelihood of all risks to 

zero, you must identify the most significant risks in terms of 

severity, likelihood, and potential consequences. 

The change constant 

The biggest risk management mistake is not failing to identify risks. 

It's failing to continually revise the risk management plan. A 

software development project's environment IS constantly 

changing , as a result of competitive pressures, organisational 

strategy and personnel changes and technical challenges. Too 

frequently, a risk management plan, like a system architecture 

design, is prepared at the beginning of the project and then 

shelved. To be valuable, risk management needs to be revisited 

as frequently as schedule and technical issues. Quantify the extent 

of each risk by measuring the risk exposure. 

5.4.2 PRIORITIZE RISKS (Which risk can be responsible for the 
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biggest upset?) 

Prioritize the identified risks in descending order of numerical risk 

exposure, to bring to the forefront those risks with a combination of 

relatively high impact and relatively high probability of occurrence. 

• Document the results, using a Risk Management Log 

• Develop Risk Management Action Plans 

• Think through the options available for risk resolution . 

One of the biggest risk analysis mistakes is confusing ordinal 

rankings with actual measurements. That is, if you assign a high , 

medium, or low ranking to a risk variable, it's inappropriate to 

construct a mathematical model of probability based on those 

ran kings. A rank of "medium" cannot be interpreted as statistically 

significant. If, however, you assert that, a function point count 

greater than 100 will trigger a large project risk, you are using a 

measurement. Maybe a function point count of 100 translates into 

a medium-level risk, but you can't say a medium risk that your 

project will be cancelled is equivalent to the medium risk that your 

project will be too big . All you can say is that the risk is greater 

than low and less than high. 

Another common mistake is confusing risk with uncertainty. Both 

may find a place in your spreadsheet, but you usually calculate 

risk. Uncertainty, by definition, negates any effort to assign a 

certain value to an uncertain variable. 
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5.4.3 DEVELOP RISK MANAGEMENT ACTION PLANS (What must be 

done?) 

Develop a Risk Management Action Plan for each high-risk item. 

Ensure that each such plan is concise, action-oriented, easy to 

understand and easy to monitor. For each , plan how and at what 

cost. Make sure that the Risk Management Action Plans include 

specific contingency plans for high risk items. 

Integrate into the detailed work breakdown structure 

Ensure that the work required to implement the risk management 

action plans is integrated into the overall project work plans and 

that the costs of implementing the contingency plans are taken into 

consideration in the project budget. For example, if one of the risk 

management action plans calls for a prototyping or proof-of­

concept activity, include the prototype or proof-of-concept (and the 

work required to develop and review it) in the detailed project work 

breakdown structure. 

5.4.4 MEASURE AND MONITOR ACTION PLANS (RISKS) 

Monitor the status of each risk and its Risk Management Action 

Plan and prepare a Project Weekly Risk. Report as part of the 

ongoing process of managing project performance. Involve the 

customer in increasing the visibility of risks and removing high-risk 

items. Focus on risks to which you can apply some form of risk 

elimination or containment strategy, as distinct from those over 

which you have no control. 

Differentiate between generic risks (all of the things that can 

possibly go wrong on any project) and project-specific risks. 

Generic risks are dealt with through the standard project 
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Transfer of title and transfer of risk must be consistent 

for prime and subcontracts. 

Recourse for delays 

The prime contractor must have recourse for delays 

caused by the customer or by subcontractors. 

Dispute mechanisms 

There must be clear instructions for handling 

disagreements including problem escalation 

procedures. 

Update provisions 

There must be provisions for changes to the contracts 

and subcontracts , including keeping the agreements 

current. 

5.4.5.2 RISK MINIMIZATION MEASURES FOR PREPARING 

WORK PLANS 

Goal-oriented plans 

There must be well-defined rather than broad 

objectives, a defined budget, reasonable schedule 

pressure, incremental change with well-defined 

intermediate states (measurable milestones), 

appropriate phasing recognizing the strategic aspects of 

the project schedule, and manage-to-budget techniques 

for each chunk. 

Work breakdown structure method 

Planning must be based on a comprehensive Work 

Breakdown Structure (WBS) which provides a clear and 

 
 
 



CHAPTER 5 PAGE 57 

unambiguous definition of scope in terms of expected 

products or deliverables and work effort. The WBS must 

be used to identify, authorize, perform, accept, and 

manage all significant project activities. 

Clearly assigned responsibility 

Each component of the WBS must be assigned to a 

single point of responsibility. 

Team-based, leveraging previous experience 

Planning must be a group process to think through all 

elements of the project, clarify the scope of work, take 

into consideration previous experience on similar 

projects, and reuse or leverage existing materials to the 

maximum. 

Realistic 

The process, staffing commitments, schedules, and 

budgets for each subproject must be realistic. 

Traceable 

All subprojects must be broken down into detailed , 

traceable activities and tasks based on the WBS. 

Balanced estimates 

Estimates must be based on good estimating 

techniques, accurate estimating metrics and heuristics, 

and knowledgeable estimators, and must be 

accompanied by comprehensive detailed documentation 

of all assumptions. 
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Risk management 

Planning must incorporate proactive identification of 

potential project risks and the development of plans to 

contain them. 

Contingency planning 

There must be contingency plans with fallback 

strategies for high-risk aspects. 

5.4.5.3 RISK MINIMIZATION MEASURES FOR ORGANISED 

PROJECT START-UP 

Clearly assigned responsibilities 

There must be a clear definition of responsibility at all 

levels: who has overall responsibility for delivery of the 

project and who has responsibility for acceptance of the 

project on behalf of the customer, as well as who has 

responsibility for delivering and accepting each element 

of the work breakdown structure. 

Optimal structures 

The organization structure must be flat and non­

hierarchical to the extent possible and must maximize 

the ability of team members to contribute to project 

success. 

Qualified team 

The team must comprise qualified personnel , including 

qualified subcontractors and partners, with the right 

person staffed to the right job. 

Integrated team 

There must be effective integration of the efforts of all 

contributors, including our staff, customer staff. 
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Excellent infrastructure 

There must be an excellent infrastructure built well in 

advance (for example, System Development 

Environment, automated project management tools) . 

Integrated facilities planning 

There must be effective synchronization of project 

planning with staffing, facilities, and other infrastructure 

planning. Poor planning can result in hundreds of 

person-days in lost productivity on a large team. 

Orientation 

There must be a strong orientation and training 

programme. 

Attention to cultural concerns 

Attention must be paid to cultural differences to identify 

and quickly resolve problems associated with different 

backgrounds. 

Controlled environment 

There must be appropriate planning and control 

systems providing an effective information flow. 

5.4.5.4 RISK MINIMISATION MEASURES - MANAGING 

THE CUSTOMER RELATIONSHIP 

There must be a clear' and unambiguous understanding 

of the goals and objectives of the endeavour. The vision 

must be clear, articulated, and agreed upon. 
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Shared understanding 

There must be an understanding on both sides of the 

broader goals and aspirations of each organization (the 

bigger picture) , so that the project can be placed in the 

proper context. 

Personal relationships 

Successful partnerships are based on people working 

with people who are on honest and have integrity. 

Positive attitudes 

Everyone must be committed to making the project a 

success. No one can be thinking in terms of being right 

at the expense of being successful. 

Realistic expectations 

Everyone must be balancing fundamental principles and 

ideals with reasonable expectations for the real world. 

Realistic commitments 

The project team must commit only to work, which it can 

deliver successfully. 

Frequent contact 

There must be frequent contact and discussions with 

customer management and with the customer's staff. 

Open communication 

Communications must be honest and open, based on 

fact, not hearsay, so that there are no surprises. 
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Effective risk and issue management 

There must be clear demonstration to the customer of 

effective risk and issue identification and problem 

solving. 

Evidence of mutual satisfaction 

Interim work products and deliverables must be 

evaluated with the customer to ensure that work remains 

aligned with the customer's required direction, and that 

there is evidence of mutual satisfaction. 

5.4.5.5 RISK MINIMISATION MEASURES FOR MANAGING 

PERFORMANCE 

Commitment 

The management style must encourage respect for the 

individual and generate personal focus and clear intent 

to achieve customer satisfaction. 

Enthusiasm 

There must be a personal and collective display of 

excitement and interest. 

Visibility 

There must be visibility of responsibility and 

commitments, visibility of status based upon early and 

objective measurement of progress, full visibility and 

documentation of variances, issues, and changes, issue 

management, risk management, and financial 

management. 
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Teamwork 

There must be evidence of positive morale and 

teamwork and evidence of stakeholder and end-user 

participation and understanding. 

Integrated systems 

The project management tools must be effectively 

integrated to schedule, track and account for all project 

work, including that of customers and subcontractors 

who are part of the project team. This requires that there 

must also be effective integration of the customers' and 

subcontractors' management systems with the project 

management tools. 

Cost/schedule management 

Cost and schedule must be managed proactively based 

on fact. The systems must provide the capability to 

predict final performance as accurately and early as 

possible. The systems must also generate early warning 

indicators that automatically trigger the application of 

additional face-to-face management experience to 

enable timeous, corrective action. 

Measurement 

There must be effective measurement techniques to 

identify the levels of quality and productivity being 

achieved and to provide a baseline for continuous 

improvement. 

Communications 

There must be effective team communication including 

all members, not just senior levels. Attention must be 

paid to ensuring effective communication processes (for 
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example, use of LANs, WANs, effective use of meeting 

time) . 

Decision-making 

Decision-making must be participative so that the right 

person makes the right decision information, rather than 

a person in the hierarchy. Everyone must be able to 

influence decision-making and understand the results. 

Problem-solving 

Everyone must be committed to understanding the 

issues and opportunities in problem situations and 

developing effective plans to achieve or resolve them. 

Rewards and recognition 

There must be recognition and rewards for quality 

service, creativity, innovation, and success. 

Continuous improvement 

The environment must encourage creative dissonance 

and continual striving for improvement within the 

time/cost constraints. 

5.4.5.6 RISK MINIMISATION MEASURES FOR MANAGING 

QUALITY 

Customer focus 

There must be an absolute focus on customer 

requirements and business objectives. 

Defined quality requirements 

Customer expectations for quality must be examined 

and quality specifications must be defined with our 

customers. 
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Rigorous and optimized processes 

There must be defined processes which , when followed , 

lead to the desired end goals. The processes must be 

streamlined, fast and agile and must produce work 

products that are consistent and rigorous. 

Standards and procedures 

The project must use appropriate standards and 

procedures, which are re-used extensively across 

projects. 

Maximum empowerment 

Each team member must be responsible for building in 

quality, by applying approved policies , procedures, and 

work instructions in accordance with the Quality System. 

Quality control 

Independent verification and validation mechanisms 

must be in place to verify that the work products 

produced by the processes meet the agreed-upon 

quality specifications defined with the customer (the 

producer's view) , and are suitable to meet the 

customer's business objectives (the customer's view). 

There must be built-in checks to identify errors that may 

have occurred and to ensure effective corrective action 

for nonconforming items. 

Quality assurance 

There must be a quality assurance function to provide 

confidence to internal management and to customers 

that the intended quality is being achieved and will be 

sustained. 
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Measurement 

The approach to quality must be based on rigorous 

measurement and optimization of the cost of quality. 

Prevention and appraisal costs must be controlled and 

optimized to minimize resultant poor quality cost. 

Continuous improvement 

Defective processes must be corrected to make sure 

that similar problems do not recur. The approach must 

result in the continuous improvement of the quality of 

our staff and work products through training , positive 

management, and continuous monitoring of the needs of 

our market. 

5.4.5.7 CLIENT/SERVER RISK MINIMIZATION MEASURES 

Risk minimization measures are key practices that have 

been integrated into the Knowledge Base 

methodologies to minimize quality, cost, and schedule 

risks, as part of a comprehensive risk management 

approach. 

Client/server 

The following outlines the key areas to examine in each 

stage of the Client/Server methodology, to minimize risk: 

1. Concept definition 

2. Functional definition 

3. Structural design 

4. Development 

5. Implementation 
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Concept definition risk minimization measures 

The following outlines the key areas to examine, in 

the Concept Definition stage, to minimize risk. 

Proof of concept 

Use proof of concept testing early to prove the 

proposed technology architecture of the system. 

Ensure that selected products actually work 

together and that new products are compatible with 

existing products. Test the communications 

network and distribution strategy for data and 

process placement to ensure that the solution 

meets requirements and provides maximum 

performance. 

Implementation strategy 

If the system is to be deployed in releases , is 

distributed, or is to be deployed at many sites, 

invest time and effort to ensure that issues are 

identified and addressed and a detailed 

cosUbenefit analysis is completed . 

Deployment in releases increases the complexity 

of the project and adds overhead; make sure you 

have built additional project management effort 

into the work plan. 

Overlapping stages (for example, design and 

development) adds another layer of complexity. 

Plan carefully and fully assess the impact of a 
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scheduling delay or issue in one stage on the other 

stage. 

Plan for maintenance 

Start thinking early about maintaining the system 

and develop a plan for the System Management 

Environment. By defining requirements early, it will 

ensure that they are included in the design and 

development of the application . 

Prepare for the next stage 

Take the time to prepare for the next stage; ensure 

that the System Development Environment (SDE) 

is ready for the analysis and prototyping activities, 

analysis and SDE standards and procedures are 

defined, a baseline requirements trace ability 

matrix is complete and approved by the Acceptor. 

This matrix is used throughout the remaining 

stages to ensure that requirements are met. 

2. Function definition risk minimization measures 

The following outlines the key areas to examine, in 

the Function Definition stage, to minimize risk. 

Confinning requirements 

One of the most expensive and time-consuming 

errors to correct is the result of a missed or 

misunderstood requirement. Develop horizontal 

prototypes and vertical prototypes and use these 

to confirm the system requirements with the end­

users in workshop settings. 
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Begin the Acceptance Test Plan and test scenarios 

in parallel and use the test scenarios during the 

prototype review workshops. Working through a 

test scenario with the prototype can ensure that a 

requirement is really understood by the project 

team and may also point out missed requirements 

(for example, missed data item, or awkward 

navigation for the business process). 

Before prototyping starts 

Before prototyping begins, decide whether the 

prototype will evolve into the production system or 

will be used and then thrown away. 

If the prototype will evolve into the production 

system, it is imperative that the System 

Development Environment is in place and the 

design and development standards and 

procedures are defined before prototyping begins. 

Data conversion effort 

Do not underestimate the effort required to 

complete the data conversion activities, including 

preparation (or cleansing) of the data for 

conversion . 

Conduct a thorough analysis of the existing data 

structures to ensure that procedures are defined to 

accurately load the data into the new data 

structure or to make the data available to the new 
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system by interpreting the data in its existing 

architecture. 

To confirm the integrity of the data and determine 

the effort required to cleanse it, audit the data in 

critical files to be converted . For example, in an 

accounts receivable system, audit the customer, 

sales history, and payment history data. 

Planning for deployment 

Start deployment and site preparation activities 

early to avoid schedule impacts caused by long 

lead times for equipment and facility upgrades. 

3. Structural design risk minimization measures 

The following outlines the key areas to examine, in 

the Structural Design stage, to minimize risk. 

Save time through re-use 

Structure the system to utilize common program 

units, wherever possible. Build these program units 

early so they are available to the team. Especially 

ensure that common architectural components 

such as data access and messaging utilities, are 

built early and placed in the re-use library. Prepare 

re-use procedures and train the project team on 

how to take advantage of re-use. 

Monitor system performance 
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Continually test performance to confirm the 

technical solution and ensure that requirements 

are met. 

4. Developing risk minimization measures 

The following outlines the key areas to examine, in 

the development stage, to minimize risk. 

Organizing development 

Itemize the program units and order their 

development appropriately to help with the 

creation of test data for unit testing . For example, 

in a library system, develop the catalogue 

maintenance program units first; these 

maintenance programs can then be used to 

maintain catalogue entries to test the check-in and 

check-out program units, developed next. 

Likewise, try to order the development of programs 

to consider integration testing . For example, 

develop program units that rely on one another to 

complete a larger task in a group, to allow 

integration testing to begin as early as possible. 

Integration testing 

Invest time and effort in a thorough integration test 

to avoid scheduling and effort impacts during 

system test. In other words. to avoid rework, make 

sure you are ready for system testing before you 

begin . 
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Integration testing is especially important if the 

system test and acceptance test have been 

combined into one test where the project team and 

the end-users conduct the test together. 

Test performance 

Continue to test system performance throughout 

development. During system testing , conduct 

volume and stress tests. 

5. Implementing risk minimization measures 

The following outlines the key areas to examine, in 

the Deployment stage, to minimize risk. 

Installation testing 

Complete a thorough hardware and application 

installation test before cutting over to the new 

system at each site. Putting a new system in place 

is stressful for the end-users and needs to run 

smoothly. 

Confirm conversion 

Confirm the accuracy of the data conversion and 

loading, especially of critical data, before cutting 

over to the new system. 

5.5 RISK MANAGEMENT ADVANTAGES 

There will be a cultural shift from "fire-fighting" and "crisis management" to 

proactive decision-making that avoids problems before they arise. 

Anticipating what might go wrong will become a part of everyday business, 
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and the management of risks will be as integral to program management as 

problem or configuration management. 

5.6 CONSEQUENCES OR NEGATIVES OF RISK MANAGEMENT 

Management will not have insight into what could go wrong - consequently 

more resources will be spent correcting problems that could have been 

avoided sooner, catastrophic problems (surprises) may occur without 

complete information or adequate knowledge of future consequences, the 

overall probability of successful completion of the program is reduced , and 

your program will always be in a crisis. A question asked by many business 

people is: If risk management is implemented, does that guarantee success? 

The answer is "No". There are many aspects to achieving program success. 

Risk management is not a silver bullet. However, it can improve decision 

making , help avoid surprises, and improve your changes of succeeding. 

5.7 CONCLUSION 

Throughout this chapter we argued that managing risks are vital. The author 

is of the opinion that project managers will be able to plan more effectively 

by analysing a project before they proceed. A typical role-player activity list 

is provided (See Addendum 0) and an example of a risk check list (See 

Addendum E) to complete the discussion. If project managers take risk 

management in the systems development life cycle seriously, it will reduce 

the rate at which information technology projects fail. 
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