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aftected by information flow as they are today by the flow of material supplies. These
issues contribute further to the exclusion of developing nations from the rest of the
world by the developed nations. The developed nations tend to be knowledge
intensive, they require and reinforce skills, which is detrimental to less developed
nations particularly those with low-wage and low skilled workforces that cannot

easily compete.

1.8 Related research

It is important to determine whether IW-related research has been conducted before.
The aim of the exercise is to ensure that the current study does not duplicate previous
research. Several research projects were studied and only two were identified as being
particularly relevant to the subject of this namely, the studies conducted by Matthee

and Ntsoane respectively. This section assesses the relevance of such studies to this

thesis.

Researcher(s): H Matthee

Title: Information warfare

Language: English

Purpose: Non-qualification

Status: Current

Year of commencement : 1999

Institution(s): University of Stellenbosch_(US) Center for Military
Studies (CEMIS)

Subject: History South Africa - Military history

Intended publication: Report; Articles; Databases; Papers

Aim:

The research investigates the interaction between new information technologies and
forms of warfare. Similarities and differences regarding the use of such technologies
in Africa and elsewhere are traced. Particular forms of IW, for example the use of the

Internet in psychological warfare, are researched in depth, to establish whether or to
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2.3.3 Electronic warfare

Electronic warfare (EW) or operational techniques entails radioelectronic and
cryptographic communications. EW attempts to degrade the physical basis for
transferring information (Libicki 2000).

Libicki (2000) explains that a large portion of the EW community deals with radars
(both search and target) and worries about jamming and counterjamming. Offense and
defense keep coming up with new techniques. Traditional radars generate a signal at
one frequency; knowing the frequency makes it easy to jam a return signal. More
modern radars hop from one outgoing frequency band to the next. To counter radars,
today’s jammers must be able to acquire the incoming signal, determine its frequency,
tune the outgoing jamming signal accordingly, and send a blur back quickly enough to
minimise the length and strength of the reflected signal. Jamming aircrafts that are
riding with attack aircraft often wipe out return signals by overpowering them, but

doing so makes jammers very visible so they must protect themselves (Libicki 2000).

Harknett (1996) and Libicki (2000) believe that digital technologies will make
spoofing (substituting deceptive messages for valid ones) nearly impossible. Digital
signature technologies permit recipients to know both who (or what) sent the message
and whether the message was tampered with. Unless the spoofer can get inside the
message-generation system or the recipient cannot access a list of universal digital
keys, the odds of a successful spoof are becoming quite low (Harknett 1996; Libicki
2000).

Electronic warfare is limited to radioelectronic and cryptographic communications.
The context of the radioelectronic communication does not fall within the scope and

parameters of this thesis.
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counter to the hopes enshrined in the Convention on Biodiversity adopted in 1992

{Grenier 1998:13; Le Roy 2000; Patel 1996:306).

In the 1800s, most national patent laws in Europe excluded living materials, food, and
medicines from protection. Much has changed since then. Groups of living things first
came under [P with the US Plant Patent Act of 1930, which targeted some asexual
plants. In the early 1960s, the United States passed a law granting plant breeders the
right to patent seeds, preventing others from selling the same variety. Since 1980,
when the US Supreme Court ruled that an oil-eating microbe was patentable, a trend
has been established to extend patent law to many life forms. The US Patent and
Trademark Office ruled in 1985 that a plant could qualify for a patent under industrial
laws and in 1987 animals became patentable. Currently, there are a number of IPR
regimes in operation that cover life forms in Europe, the United States, and elsewhere.
The newer laws tend to cover a broad spectrum of life forms and grant an astonishing
degree of ownership to the patent-holder. Moreover, when IPR laws are amended, the
scope of protection and the degree of parent holders tend to be extended (Grenier

1998:13; Lanjouw 2001:2).

At the international level, the question of what is patentable is both unsettled and
controversial. On 18 June 1997, the European Parliament Legal Affairs Committee
voted to allow industry to patent living organisms, overturning its previous patent law.
Concerned groups are lobbying against the proposal, arguing that the proposal
addresses only the interests of the biotechnology industry. Corporations are well
aware of how cost-efficient it is to tap the knowledge of communities that live with
and depend on biodiversity for survival. Multinational pharmaceutical corporations
have taken plant samples from tropical forests to use as raw materials in developing
new drugs. Agricultural companies took disease resistant seeds identified by
indigenous peoples and genetically manipulated the seeds. After some modifications,
this genetic material was patented, mainly in the United States, and the resulting seed
or product was marketed. Corporations have realised enormous benefits from their
free access to genetic materials, especially in the case of crop plants from developing

countries. The indigenous people who contributed to the drug discovery process have
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e Use the Open Archives Initiative Protocol for Metadata Harvesting (OAI-PMH) as

an interoperable transport protocol to harvest the metadata from the repositories.

7.2. Background

Documented IK must be protected and preserved digitally. Digital preservation can be
defined as managed activities to ensure continued access to electronic resources.
Access is the key factor here because it does not help to preserve digitised IK
information that cannot be easily accessed. If an IK resource cannot be used
effectively anymore, it is pointless to preserve it. It is thus very important to protect
and promote digitised IK. This section does not, however, address the protection of IK
in printed books. Contrary to digital material, it is relatively easy to preserve printed
material for decades or even centuries. First, paper is usually very durable material.
Second, humans can extract information from a book by a simple process of reading.
Third, understanding the information is possible since written languages have not
changed entirely and there are human experts who can translate the documents into a
commonly understood language. Electronic resources differ in a fundamental way
from printed resources. Every electronic resource has to be interpreted by an
application before it can be displayed to and understood by humans (Hakala 2001a).
Before investigating the actual promotion and protection of digitised IK, it is thus
important to investigate the Internet as an important tool to communicate digital IP. In

addition, the existence of digitised IK on the Internet must be explored.

7.2.1 Internet as an important tool of communicating digital IP

The most prominent phenomenon of the information age is the Internet. The Internet
began in 1969 when the US Department of Defense created a computer-based failsafe
communication system for the US President. This system was called the Arpanet. It
was intended to give the signal for war in the event of nuclear attack, and to conduct
such a war safely should traditional means of communication be knocked out. It was
later extended to form links between the Pentagon and university researchers

conducting military research. Gradually the Internet expanded to communicate non-
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support such requirements and should be adopted for IK (Hunter 1999; Hunter 2003).
MPEG would have to be integrated with DC in order to ensure the implementation of

common standardised metadata elements.

MPEG-7 defines an interoperable framework for content descriptions way beyond the
“traditional metadata. MPEG-7 has descriptive elements that range from very low-level
signal features like colours, shapes and sound characteristics, to high level structural
information about content collections. MPEG-7 also has unique tools for structuring

information about content (Koenen 2001). Table 7.1 depicts MPEG-7 descriptors.

MPEG-7 is intended to describe audiovisual information regardless of storage,
coding, display, transmission, medium, or technology. It can address a wide variety of
media types, including still pictures, graphics, 3D models, audio, speech, video, and
combinations of these, in other words, multimedia presentations. The MPRG-7 format
coveré many approaches for describing multimedia metadata. It is the Multimedia
Content Description Interface, which is an ISO/IEC standard for describing
multimedia content developed by the Moving Pictures Expert Group (MPEG). The
goal of this standard is to provide a rich set of standardised tools to enable both
humans and machines to generate and understand audioﬁsual descriptions. The goal
of MPEG’s latest initiative, MPEG-Q,I, the Multimedia Framework, is to define the
technology needed to support users to exéhange, access, consume, frade and
manipulate multimedia digital items in an efficient, transparent and interoperable way.

Users may be content creators, producers, distributors, service providers or consumers

(Koenen 2001; Hunter 1999; Hunter 2003)
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Chapter 8

Conclusions and recommendations

8.1 Introduction

This research set out to explore issues surrounding the following research problem

statement:

To critically investigate IW against IK in the developing world with specific reference

to intellectual property rights

A study of various problems that exist between indirect information sources and end-
users led to the adoption of an Information Science perspective of IW that has formed
the basis of this research. This study further identified various kinds of IPRs. IK is a
form of IP that is greatly sought after for use as a resource. Its popularity may be in
part because it is not well protected by the IP laws. It is notable that some agencies

and organisations in the developing world have recently developed an interest in the
field of IK.

The approach taken in this thesis with regards to the protection of IK was based on the
technological developments of the information age. One of the characteristics of the
information age is that information and knowledge are documented and digitised as
much as possible to ease access to and availability of information. Information will
have to be protected by means of available ICTs. This includes using the Internet as a

medium to distribute information.
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The DC Metadata Element Set and Open Archives Initiative Protocol for Metadata
Harvesting (OAI-PMH) are to be employed respectively for the organising and
retrieval of digitised IK. DC is a standard that comprises of 15 Metadata Element Sets
that will determine the schema of all the repositories containing digitised IK. Some
additional elements are proposed for the further analysis of the intellectual content of
the IK resources. QOAI-PMH is a transport protocol that could be employed for
harvesting 1K resources and overseeing the transfer of any metadata from one
computer acting as a repository (national and local repositories) to another computer

acting as a harvester (international repository).

There are different metadata initiatives aiming at unifying the naming of data
worldwide. Dublin Core is the basis for further developments in metadata standards.
Resource Description Framework is used for the management of metadata on the
World Wide Web and the MPRG-7 format covers many approaches for describing
multimedia metadata. All these initiatives need to be consolidated for the management

and naming of the IK data.

8.4 Conclusion

This research argues that there is increasing interest in the field of IK. This interest
originated with the profit motives of certain individuals and organisations. The
potential to use IK as a resource or raw material in the production of goods such as
pharmaceutical products was discovered. Financial reward or recognition was seldom,
if ever, given to the indigenous people who were the original practitioners or owners
of such IK resources. This phenomenon progressed to a point where patents were
registered on products derived from such discoveries. IK has now come to be

regarded as a commodity and a form of intellectual property.

Various organisations such as academic institutions and the World Bank undertook to
create and maintain IK databases. In some cases, the IK contained in such databases
does not recognise the indigenous people as the proprietary owners of such
information. Due to the intensification of globalisation, websites containing IK

information later mushroomed; however, indigenous people were still not recognised.
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This can be interpreted as a form of IW which is perpetrated against IK and the
indigenous populace. The Information Science perspective was adopted to address the
problem of IW perpetrated against IK. The Information Science perspective proposed

using ICT to promote and protect IK. This would also improve access to IK.

This research proposes the use of the Intermnet as a medium of communicating
digitised IK.. IK has to be documented, digitised and stored in a national repository in
each country’s IKRC. An international repository will have to contain abstracts and
descriptors of all the IK resources contained in local national repositories. All
repositories will be accessible via the Internet. IK resources will be protected by

means of cryptography and digital watermarking.

The information about the IK resources in all repositories will have to be catalogued
according to the DC Metadata Element Set. The catalogued information is to be
available in the English language only. Cross-language information retrieval would be
implemented as soon as a standard has been adopted. Retrieving or harvesting
information from the national repositories through the international repository will be
done by means of OAI-PMH. These techniques will be implemented in support of the

existing IP regimes to promote and protect IK.

8.5 Recommendations

The digitized IK is already available on the Internet and ICT would be required to
access it. New ICTs are expensive and not pervasive, especially in the developing
world. It would be necessary that the technology employed to access the digitized 1K
is compatible with the previous versions so that those who cannot afford leading
technologies, but having earlier versions thereof are not left out. It is thus
recommended the all the IK repositories or database should be equally usable by those
using Internet Explorer or Netscape Navigator browsers (including older versions) to

maximise possible use.

Free subscriptions to patent office sites or asking users to sign in as guests should be

discouraged because this is a value-added service that requires subscription services

Chapter 8: Conclusions and recommendations 198

















mailto:kenrik@tt.sasa.unep.no









mailto:IIRR@phil.gn.apc.org



mailto:jtinglis@magi.com
mailto:deehrin@rulfsw.LeidenUniv.nl
mailto:100630.157@compuserve.com
mailto:dato@botany.kheta.ge



mailto:seprodel@chasgue.apc.org
mailto:uejab@brfapesp.bitnet
mailto:dmwarren@iastate.edu






http://www.rand.org/publications/RRRIRRR.falI9S.cyber/cyberwar.html
http://www.rand.org/publications/RRRlRRR.fa1l9S.cyber/wild.html



http://www.ctheory.com/a22.html
http://www.irmplc.com/papers/Information%20Warfare%20White%20Paper.pdf

Bhat, M.G. 1999. On biodiversity access, intellectual property rights, and

conservation. Ecological Economics, 29(3): 391-403.

Blakeney, M. 2000. Access to genetic resources, gene-based inventions and

agriculture. London; University of London.

Blench, R. 2001. Globalization and policies towards cultural diversity. Natural

Resource Perspective, 70, June:1-4.

Borko, H. 1968. Information Science, What is it? American Documentation, 19(1): 3-

5.

Britz, J.J. & Lipinski, T.A. 2001. Indigenous knowledge: a moral reflection on current

legal concept of intellectual property. Libri, 51: 234 -246.

Buys, R. 2000. The Internet: an overview, in Cyberlaw: the law of the Internet in

South Africa. Edited by R. Buys. Pretoria: Van Schaik .

Carruthers, D.V. 1996. Indigenous ecology and politics of linkages in Mexican social
movement. Third World Quarterly, 17(5):1007 — 1028.

Clare, M. & Detore, A.W. 2000. Knowledge assets: a professional’s guide to

valuation and financial management. San Diego: Harcourt.

Claus, P. 2001b. WIPO, news: a selection of "press release” and "updates”. World
Patent Information, 23(1), March: 89-91.

Cramer, M.L. 1996. Information warfare: the information revolution: it's current and
Juture consequences. Paper presented at the Georgia Tech graduate seminar, October
31, 1995.

References 212





http://www.devost.netlmgd/documents/suntzu2.pdf

Ellen, R. & Harris, H. 2000. Introduction, in Indigenous environmental knowledge
and its transformations: a critical anthropological perspective, edited by R. Ellen, P.

Parkes & A. Bicker. Sydney: Harwood Academic: .

Elman, R.J. 2001. The Internet and aphasia: crossing the digital divide. Aphasiology,
15(10/11): 895 — 899.

Endeshaw, A. 1996. Intellectual property policy to ron-industrial countries.
Aldershot: Dartmouth.

Eriksson, E.A. 1999. Information warfare: hype or reality? The Nonproliferation
Review, 6(3), Spring-Summer: 57-64.

Finger, J.M. & Schuler, P. 2000. Implementation of Uruguay Round commitments:
the development challenge. The World Economy, 23(4): 511 — 525.

Ganguli, P. 2000. Intellectual property rights. Imperatives for the knowledge industry.
World Patent Information, 22(3): 167-175.

George, J. M. 1999. Indigenous Knowledge as a component of school curriculum, in
What is indigenous knowledge: voice from the academy, edited by L M. Semali & J.L.

Kincheloe. New York: Falmer Press: .

Golding, P. 2000. Forthcoming features: information and communication

technologies and the sociology of the future. Sociology, 34(1): 165 — 184.

Goodchild, MLF. 2000. Communicating geographic information in a digital age.
Annals of the Association of American Geographers, 90(2): 344 — 355.

Graham, P. 1999, Critical systems theory: a political economy of language, thought
and technology. Communication Research, 26(4) August: 482 — 507.

References 214





www.army.millusawc/Parameters/96autumnlharknett.htm
http://carlisle
http://www.lnb.lt/events/ifla!haka1a.html
http://users.ox.ac.ukl~icsuinfo/hakalafin.htm
http://www.seas.gwu.edu/~reto/paperslinfowar.pdf



http://www.panasia.org.sg/iirrlikmanual
http:http://www.iwar.org
http://archive.dstc.edu.aulRDU/staff/jane
http://www.dlib.org/dlib/september99Ihunter/09huntcr.html



http://www.chiariglione.org/mpeg/frommpeg-ltompeg-21.htm



http://www.shockwavewriters.com/Articles/PGLlluz.kilo.htm
http://www.ndu.edulinss/actpubs/act003/a003chOO.html
http://www.who.or.id/cWTenteventiDrugs/Trips%20Agreement.pdf
http://www.w3.orglTRlREC-rdf-syntax



http://itt.nissattripod.com/itt20002/wiponet.htm



http://www.dlib.orgldlib/may98/miller/05miller.html

Paisley, W. 1990. Information science as a multidiscipline, in [nformation science:
the interdisciplinary context, edited by ].M. Pemberton & A E. Prentice. London:

Neal-Schuman Publishers, Inc..

Patel, S.J. 1996. Can the intellectual property rights system serve the interests of
indigenous knowledge?, in Valuing local knowledge: indigenous people and
intellectual property rights, edited by S.B. Brush & D. Stabinsky. Washington DC:

Island Press: .

Posey, D.A. & Dutfield, G. 1996. Beyond intellectual property: toward traditional
resource rights for indigenous peoples and local Communities. Ottawa: International

Development Resource Centre.

Pretorius, B. 2000. Information technology security, in Cyberlaw: the law of the
Internet in South Africa, edited by R. Buys. Pretoria: Van Schaik: .

Protecting indigenous knowledge. 2002. Paper presented at the International Seminar
on Systems of Protection of Traditional Knowledge, organised by the Department of
Commerce, Government of India in cooperation with UNCTAD, 3-5 April, New
Delhi, India.

Pye, J. 1999. Perspectives of ICT in professional development and education.

Information Services and Use, 19: 307 — 312.

Rains, F.V. 1999, Indigenous knowledge, historical amnesia and intellectual
authority: Deconstructing hegemony and the social political implications of the
cwrricular “Other”, in What is indigenous knowledge: voice from the academy, edited

by L.M. Semali & J.L.. Kincheloe. New York: Falmer Press: .

Rawat, R.B.S. 2002. Medicinal plants sector in India with reference to traditional
knowledge & IPR issues. Paper presented at the International Seminar on Systems for

the Protection of Traditional Knowledge, New Delhi, 3 —~ 5 April.

References 221



Reynar, R. 1999, Indigenous people’s knowledge and education: a tool for
development, in What is indigenous knowledge: voice from the academy, edited by
L.M. Semali & J.L. Kincheloe. New York: Falmer Press: .

Richardson, S. & Powell, A. 2003. Exposing information resources for e-learning. -
Harvesting and searching IMS metadata using the OAI Protocol for Metadata
Harvesting and 239.50. [Online]. Available from: http://www.ariadne.ac.uk
/issue34/powell/intro.html, August 18, 2003.

Runnel, R.J. n.d. Marxism, class conflict, and the conflict helix, in Understanding
conflict and war. Vol. 3: Conflict in perspective. [Online]. Available from:
http://www.hawait.eduw/powerkills/CIP.CHAPS . HTM , August 08, 2003.

Salokannel, M. 1997. Ownership of rights in audiovisual productions: a

comprehensive study. The Hague: Klawer Law.

Saracevic, T. 1990. Information science revisited: contemporary origin, evolution and
relations, in Research Report Series No. 90-24. Rutgers: The State University of New

Jersey:

Schiller, H. 1984. Information and the crisis economy. Norwood: Ablex Publishing

Corporation.

Search, P. 1999. Electronic art and the law: intellectual property rights in cyberspace.
Leonardo, 32(3): 191 - 195.

Semali, L.M. & Kincheloe, J.L.1999. Introduction: indigenous knowledge and why
should we study it, in What is indigenous knowledge: voice from the academy, edited
by L.M. Semali & J.L. Kincheloe. New York: Falmer Press: .

Seville, C. 2001. Intellectual property. International Comparative Law Quarterly, 50:
714-724.

References 222


http:http://www.ariadne.ac.uk



http://www.globalissues.orglEnvlssues/GEFood/FoodPatents.asp



http://www.farmesa.co.zw/pubs/itk1.htm
http://www.thursdayplantation.com.au/aboutlpage
http://www.globalexchange.orgieconomy/rulemakers/TenWaysToDemocratize.html
http://www



http://ecommerce.wipo.int/primer
http://www.psycom.netliwar.l.html



http://www.worldbank.org/afr/iklwhat.htm

