




















aftected by information flow as they are today by the flow of material supplies. These
issues contribute further to the exclusion of developing nations from the rest of the
world by the developed nations. The developed nations tend to be knowledge
intensive, they require and reinforce skills, which is detrimental to less developed
nations particularly those with low-wage and low skilled workforces that cannot

easily compete.

1.8 Related research

It is important to determine whether IW-related research has been conducted before.
The aim of the exercise is to ensure that the current study does not duplicate previous
research. Several research projects were studied and only two were identified as being
particularly relevant to the subject of this namely, the studies conducted by Matthee

and Ntsoane respectively. This section assesses the relevance of such studies to this

thesis.

Researcher(s): H Matthee

Title: Information warfare

Language: English

Purpose: Non-qualification

Status: Current

Year of commencement : 1999

Institution(s): University of Stellenbosch_(US) Center for Military
Studies (CEMIS)

Subject: History South Africa - Military history

Intended publication: Report; Articles; Databases; Papers

Aim:

The research investigates the interaction between new information technologies and
forms of warfare. Similarities and differences regarding the use of such technologies
in Africa and elsewhere are traced. Particular forms of IW, for example the use of the

Internet in psychological warfare, are researched in depth, to establish whether or to
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2.3.3 Electronic warfare

Electronic warfare (EW) or operational techniques entails radioelectronic and
cryptographic communications. EW attempts to degrade the physical basis for
transferring information (Libicki 2000).

Libicki (2000) explains that a large portion of the EW community deals with radars
(both search and target) and worries about jamming and counterjamming. Offense and
defense keep coming up with new techniques. Traditional radars generate a signal at
one frequency; knowing the frequency makes it easy to jam a return signal. More
modern radars hop from one outgoing frequency band to the next. To counter radars,
today’s jammers must be able to acquire the incoming signal, determine its frequency,
tune the outgoing jamming signal accordingly, and send a blur back quickly enough to
minimise the length and strength of the reflected signal. Jamming aircrafts that are
riding with attack aircraft often wipe out return signals by overpowering them, but

doing so makes jammers very visible so they must protect themselves (Libicki 2000).

Harknett (1996) and Libicki (2000) believe that digital technologies will make
spoofing (substituting deceptive messages for valid ones) nearly impossible. Digital
signature technologies permit recipients to know both who (or what) sent the message
and whether the message was tampered with. Unless the spoofer can get inside the
message-generation system or the recipient cannot access a list of universal digital
keys, the odds of a successful spoof are becoming quite low (Harknett 1996; Libicki
2000).

Electronic warfare is limited to radioelectronic and cryptographic communications.
The context of the radioelectronic communication does not fall within the scope and

parameters of this thesis.
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