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Summary

Telephony plays a fundamental role in our society. It enables remote parties
to interact and express themselves over great distances. The telephone as a
means of communicating has become part of every day life.

Organisations and industry are now looking at Voice over IP (VoIP) tech-
nologies. They want to take advantage of new and previously unavailable
voice services. Various interested parties are seeking to leverage the emerg-
ing VoIP technology for more flexible and efficient communication between
staff, clients and partners.

VoIP is a recent innovation enabled by Next Generation Network (NGN).
It provides and enables means of communication over a digital network,
specifically the Internet. VolIP is gaining wide spread adoption and will ulti-
mately replace traditional telephony. The result of this trend is a ubiquitous,
global and digital communication infrastructure.

VoIP, however, still faces many challenges. It is not yet as reliable and
dependable as the current Public Switched Telephone Network (PSTN). The
employed communication protocols are immature with many security flaws
and weaknesses.

Session Initiation Protocol (SIP), a popular VoIP protocol does not suf-
ficiently protect a users privacy. A user’s information is neither encrypted
nor secured when calling a remote party. There is a lack of control over
the information included in the SIP messages. Our specific concern is that
private and sensitive information is exchanged over the public internet.

This dissertation concerns itself with the communication path chosen by
SIP when establishing a session with a remote party. In SIP, VoIP calls are
established over unknown and untrusted intermediaries to reach the desired
party. We analyse the SIP headers to determine the information leakage at
each chosen intermediary. Our concerns for possible breach of privacy when
using SIP were confirmed by the findings. A user’s privacy can be com-
promised through the extraction of explicit private details reflected in SIP
headers. It is further possible to profile the user and determine communica-

tion habits from implicit time, location and device information.
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Our research proposes enhancements to SIP. Each intermediary must
digitally sign over the SIP headers ensuring the communication path was
not be altered. These signatures are added sequentially creating a chain of
certified intermediaries. Our enhancements to SIP do not seek to encrypt
the headers, but to use these intermediary signatures to reduce the risk of
information leakage.

We created a model of our proposed enhancements for attaching signa-
tures at each intermediary. The model also provides a means of identifying
unknown or malicious intermediaries prior to establishing a SIP session.

Finally, the model was specified in Z notation. The Z specification lan-
guage was well suited to accurately and precisely represent our model. This
formal notation was adopted to specify the types, states and model be-

haviour. The specification was validated using the Z type-checker ZTC.

Keywords: Telecommunication, Next Generation Networks, Voice-over-IP,
SIP protocol, Privacy, Information Leakage, Trusted Intermediaries, Zed.
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Chapter 1

Introduction

1.1 Introduction

The Internet has grown since its inception in the 1960s to a large scale recre-
ational and commercial packet-switching network. The Internet experienced
this growth primarily because of its openness and unrestricted use. It has
become the largest network in the world enabling ubiquitous data exchange
between all its connected users.

The continued use of the Internet has spawned new, previously unthought-
of services. More recent developments include the addition of voice services
to the decentralised communication infrastructure [76]. This allows for the
point-to-point transmission of audio signals over the digital network. The
technology was more appropriately named Voice over IP (VolP) with the
specific application of speech transmission.

Our research will examine telephony from the vantage point of its his-
toric success. The traditional analog signalling matured into the far reaching
Public Switched Telephone Network (PSTN). The current PSTN is secure,
reliable and predictable.

VoIP, although still in its infancy, has experienced tremendous uptake.
Communication occurs over a packet-switched network has many benefits
to offer. The strong adoption of VoIP [92] has led to new mechanisms of

enabling traditional communication over the Internet.

13
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14 CHAPTER 1. INTRODUCTION

The technology itself has advanced through the creation of new protocols
and value-added services. Tremendous progress in the creation of new algo-
rithms for audio compression and near real-time network transfer has made
VoIP suitable for commercial use [36]. The current technologies allow for the
transferring of an acceptable quality audio stream across the public Internet.
The mechanisms of transferring audio have been standardised and are be-
ing fused with instant messaging platforms to provide reliable, instantaneous
communication paths. There is a high expectation that VolP must match
the quality of the PSTN infrastructure [20].

Current standards allow for the implementations of technology to create
controlled and managed VoIP environments. These take into consideration
the components that constitute part of a managed network (firewalls, gate-
ways, devices). These are often only found in corporate networks where it is
is possible to provide reliable, secure VolP services.

VoIP over the public Internet, however, is more complex. It is difficult
to integrate with legacy analog telephony systems in that one has to trans-
late signalling and audio between two disparate technologies. VoIP on this
Internet is a large, distributed architecture of independent devices. It can be
compared to today’s email messaging.

There are technical limitations that hinder the migration to a pure VolP
environment. There are flaws in its current implementations, which range
from protocol level implementations through challenges in switching logic of
VolIP gateways [95]. The lack of guaranteed quality of service and technical
complexity are obvious hurdles. The technology is susceptible to denial-of-
service attacks, call hijacking and interception without the user’s knowledge
[6]. Neither signalling nor audio stream are encrypted and there are no
guarantees on the data integrity. Calls are commonly “not protected while
it transits the provider’s core network” [65].

VoIP is made possible through an emerging standard called SIP, a flexi-
ble signalling protocol. SIP enables remote parties to locate each other and
establish a dynamic communication path across a number of intermediaries.
There is, however, little control over the communication path and a lack

of trust between intermediaries. Information leakage in SIP at each inter-
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1.2. PROBLEM STATEMENT 15

mediary on the communications path is significant. The misuse of private
information and leaked personal details make it possible to profile users.

We are interested in privacy in VolP and motivated by the technologies
inherent lack of security. SIP has certain known security weaknesses. A few
of these, and possibly some not yet documented vulnerabilities, pose a risk
to an individual’s privacy. Many have simply suggested stronger encryption
[95] and IPSec [26,68]. While these methods have proven to be secure, the
solutions are unrealistic given the nature of the internet.

Users should have greater control over their personal information when
transmitted across the public internet. Ensuring better control would address
their concerns, and can be achieved by adding identity information at each
intermediary. We contend that identity forms the critical basis and the most
solution to address privacy in VolP.

The objective of this dissertation is to make a contribution to the field of
privacy in VoIP. There is already significant published work on security, yet
limited research into privacy in VolP. Concerns as VolP is being adopted
rapidly, we need to give interacting parties assurance of a trusted communi-
cation path. Our contribution is the result of exploring privacy, identifying
information leakage, and presenting a mechanism on ensuring trusted com-

munication in VoIP.

1.2 Problem Statement

We propose enhancements to SIP to provide higher levels of privacy at the
intermediaries. This would reduce the risk of a user’s private information
being leaked. Callers would be assured of confidential information exchange
using mechanisms to validate the involvement of participating intermediaries.
This dissertation explores how can one be assured of a high level privacy in a
decentralised VoIP environment. This brings us to the fundamental question

investigated in this dissertation:

how does one add identity information to VolP to ensure that a

user’s privacy is protected?
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16 CHAPTER 1. INTRODUCTION

Given the premise that privacy in SIP should be enhanced, we see a
fundamental need to add identity information to the protocol. The addition
of security headers can be shown in a model. One must first understand the
manner in which information leakage occurs in VolP. Through this, we aim
to determine what practical mechanism to add identity information to the
SIP protocol. Given that there is little control or control in VoIP, how can
the model assure that the communication path can be trusted?

We are challenged to determine how our research would realistically in-
tegrate into a real world VoIP environment. It was considered to build a
prototype based on our work. A prototype, however, is outside the scope of

this dissertation and left for future work.

1.3 Approach

In confronting the said problem statement, we develop a model to attach
identity information at each intermediary. By drawing on identity informa-
tion, the chosen approach is greatly different from existing research based
on security. The model builds on the existing communications architecture
and, through investigation of related technologies, extends these onto VolP.
The model is further influenced by our analysis of possible leakage of private
information.

Z notation [82] is a formal specification used in software engineering.
Our model is specified using Z notation. This set theory makes it possible to
specify the states and relational functions of the model. We use the notation
to formalise our model, thereby making it exact and verifiable.

The model is supported by a literature survey. The development of
telecommunication systems and evolution of Next Generation Network (NGN)s
and VolP were strongly considered. In addition, a literature survey of rel-
evant privacy papers was conducted. This background information is pre-
sented to ensure that we have a common understanding and clear notion of
privacy. On this premise we later attest that information leakage and privacy
threats exist in VolP.
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The technical examples in our work have been taken from real-world VolP
gateways and end-point devices, and the SIP RFC [71]. These provide a solid

basis from which we propose our abstract model.

1.4 Overview

The dissertation consists of nine chapters. The first and last chapter form
the required structure of introduction and conclusion, respectively.

Chapter 2 gives a brief background on the history of telephony, the tran-
sition from analog to digital and its growth and adoption.

A discussion on the relatively new concept of NGNs follows in chapter 3.
NGNs are fundamental to this research as traditional telephony is moving to
high speed digital networks. These NGNs will someday completely replace
the current fixed line telephony infrastructure.

Chapter 4 gives comprehensive background on the emerging VoIP envi-
ronment. These distributed environments can only develop on NGN. In
particular, we draw attention to the underlying protocols which enable this
form of communication.

The question on what defines privacy and how privacy is viewed forms
the central discussion point of chapter 5.

Our main ideas and contribution are discussed in chapter 6. It deals
specifically with the topic of information leakage. It illustrates the lack of
control of the communication that is of great concern. We therefore extend
on draft proposals by the IETFEF on identity headers and present our own
model in chapter 7. Our model is formalised using Z notation in chapter 8.

The dissertation is concluded in chapter 9.
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Chapter 2
Background of Telephony

In the modern world, communication and information dissemination play a
great role in our everyday lives. Even though electronic communication has
brought new ways of information exchange, many businesses and organiza-
tions still traditional heavily on the basic telephony infrastructure.

Telephony is the science of converting voices and other sounds into elec-
trical signals which can be transmitted by wire, fibre or radio and reconverted
to audible sound upon receipt. The term originates from the Greek tele (far
away) and phone (voice). Its definition describes the multitude of compo-
nents and technologies involved in transferring audio signals. This includes
end point devices, communication infrastructure and switching technologies.

This chapter gives a background on telephony. We touch on its origins,
and discuss how telephony has evolved into the modern communication tool
it is today. This gives us a platform from which we can determine why
telephony has achieved such huge growth and adoption. This background
underpins the later chapters which reflect on this discussion. The develop-
ments of telephony have greatly influenced the design of NGNs discussed in
chapter 3 to follow.

19
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20 CHAPTER 2. BACKGROUND OF TELEPHONY

2.1 History

The invention of the telephone is an interesting story, revealing how this
innovation struggled to gain acceptance. The actual history is a subject of
complex debate. The initial telephone prototype was invented by Alexander
Graham Bell, whose first device was built in Boston, Massachusetts, in 1876.
Unknowingly, Alexander was competing with Antonio Meucci in attempting
to produce a device which would not only send musical notes but articulated
speech. He achieved this with financing from Boston University and was
granted a patent number (174465) in March 1876. It covered “the method
of, and apparatus for, transmitting vocal or other sounds telegraphically ...
by causing electrical undulations, similar in form to the vibrations of the air

accompanying the said vocal or other sound” [12].

Initially, telephonic communication required physical copper wires to con-
nect two end points. The end points had to be manually connected by op-
erators. They did this by bridging circuits at a central switching hub to
which all telephony devices were connected. This, however, inhibited the
widespread deployment of telephony as the design had natural limitations.
It was constrained in the number of parties it could connect and devices it
could support. It further hampered telephonic communication from achiev-
ing global reach.

The early installations had limitations which arose primarily from noise
generated by the wires. This noise increased proportionally with distance,
and although various methods of reducing noise were developed over the
years, it remained a noticeable problem. Other physical disturbances were
passed in the transmission such as fades, multipath reception and spurious
signals. These disturbances decreased the quality of the communication be-
cause they produced effects such as fadeouts, crosstalks, hisses, etc.

The design of telephony was not capable of supporting its large demand,
yet the technology had proven itself. The technology was under pressure
after having attracted great interest from the public which wanted to make
use of this revolutionary voice communication. New methods of switching,

routing and services needed to be researched, developed and implemented.
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In the early 1980s, a new approach was taken in an attempt to convert
speech into digital signals. Specifically, the implementation of Time Divi-
sion Multiplexing (TDM) to place multiple calls on a digital line, allowed for
a greater number of calls to be made over a single wire. By using digital
methods, calls could be multiplexed and carried over far greater distances
than traditional analog signalling. The quality of the service of the PSTN
has greatly improved since. Digital systems convert the signal into bits, and
combined with other frequency transformations and digital coding, improve
the quality of the transmission. The improvement of digital systems compar-
ing to analog systems is more noticeable under difficult reception conditions
than under good reception conditions.

We have given background on the origins of telephony, and are now in
a position to characterise the PSTN. It has matured into a well defined
network that can be described by its attributes. These attributes are the

pillars that have supported its growth, and underpin our research.

2.2 Attributes

The PSTN has many attributes associated with telephony based communi-
cation. The following paragraphs will discuss the voice quality, robustness
and governance of the PSTN. These have contributed to its success, and
must be considered when evaluating competing technologies.

Predominantly, the parties conversing are assured of a certain level of
quality. This is perceived through the clarity of the voice call, being that the
remote party can interpret the sounds, free from noise and echoes.

Telephones have always been reliable and easy to use. This can be at-
tributed to the simplistic design of telephony equipment, which depends on
the intelligence of the PSTN to function correctly. The reliability of the tele-
phone network can be ascribed to the engineering design by which the PSTN
provides power to the connected devices.

The PSTN behaves predictably and consistently, ensuring that calls reach
their destination. The network has become extremely robust and one of its

most important functions has become to assist during emergencies. The tele-
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phone has become an important means in many countries to summon emer-
gency help, such as an ambulance or the police or fire department. Emergency
services make use of the network to request assistance, coordinate activities
and notify individuals [74]. Its favourable attributes are: firstly, that citizens
can dial a single number, e.g. 911 in the United States (US) or 112 in Europe
(EU). Secondly, calls are routed by the PSTN to the central emergency re-
sponse centers, providing a failsafe mechanism during natural catastrophes.
Further, the PSTN enforces caller identification Caller Line Identity (CLI)
enabling emergency services to identify the source, record the number and
trace the caller. The CLI is further tied to a geographic location, allowing
emergency services to locate the source of the call.

To further ensure the maintenance and upkeep of the PSTN, various gov-
erments have appointed controlling bodies to manage its operation. The Na-
tional Telecommunications and Information Administration (NTIA) was cre-
ated by the US government to advise on telecommunication policies drafted
to address the country’s economic and technological advancement. They
further regulate the industry, stimulate competition and advocate the liber-
alisation of telecommunications policies around the world. They participate
in international negotiations to open markets for US callers. They strive to
ensure that all US citizens have affordable phone and cable service. A further
orgianisation in the US is the Federal Communications Commission (FCC),
established by the Communications Act of 1934, which is a federal agency
in charge of overseeing interstate telecommunications, as well as all the com-
munications services originating and terminating in the US.

The following background research will describe the current state of the
fixed line telephone network. It is important to understand the infrastructure
supporting the PSTN, which challenges the convergence of the legacy analog

signalling infrastructure and high speed digital networks.
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2.3 Fixed Line Infrastructure

Today’s PSTN infrastructure still requires dedicated resources to establish
end-to-end voice communication. Each end device connects to a physical
wire and makes exclusive use of the line for the duration of the call. A
person places a call by dialing the number of the remote party. The PSTN
then establishes a dedicated connection through the exchange of a signalling

message.

There are many advantages to highlight when discussing the properties
of traditional circuit switching [44]. Once a connection is made, the com-
munications channel remains open for the engaging parties until the call is
terminated. Interacting parties can communicate in real time with minimal
delay over the wire. The network is capable of providing power to end de-
vices, thus telephony devices are able to function independent of a reliable
power source. They are connected at all times and have access to a multitude

of services provided by the network.

The limitation of dedicated resources implies that each end point can only
communicate to one other telephony device at a time. Unlike the early days
of telephony however, the core of the PSTN networks no longer depend on in-
dividual wires or dedicated channels for remote parties to converse. Calls are
switched, multiplexed and forwarded along Private Virtual Channels (PVCs),
allowing for a greater capacity of voice calls to occur simultaneously. The
backbone consists of many nodes with a star-like network topology which
make up this fully connected network.

The telephony network developed and matured into a comprehensive suite
of technologies and protocols. It now forms the basis for our global communi-
cation infrastructure. Although the PSTN has global reach, it is constituted
out of many telephone companies inter-operating with each other. Each com-
pany has a network of transmission paths or “carrier links” tying together
their serving networks. Calls are switched by these carriers to remote net-
works, which in turn further relay a call to its destination. Through this, a
carrier can support a larger number of users sharing its common communi-

cations infrastructure.
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Carriers operate in a competitive industry and introduce value-added
services to attract new customers. These services are qualitative in nature
and have allowed them to capitalise on additional revenue sources. Carriers
charge nominal fees for services such as voice mail, call forwarding, caller ID
and itemised billing.

A fee for services is charged by each carrier. The fee charged for a call (or
service) is calculated on the operator’s infrastructure, interconnection and
administrative costs. Each carrier will maintain detailed records of network
events, which they in turn charge the users. Since the connection between
parties is temporary, a carrier will bill the users for the call (or services)
consumed. This charging model is transparent, and allows for the easy rec-
onciliation of calls made/received and the charges incurred. It further allows
carriers to charge varying fees for different services.

This section covered the fixed line infrastructure which by implementation
sets the quality and reliability attributes of the PSTN. The following sections

will discuss the access components of the fixed line network.

2.3.1 ISDN

Integrated Services Digital Network (ISDN) is a type of circuit switched
telephone network system, designed to allow digital transmission of voice
and data over ordinary telephone copper wires. This results in better quality
and higher speeds than available with analog systems.

There was a worldwide standardization effort and discussions by orga-
nizations responsible for establishing the ISDN standard, who pointed out
the limitation and inflexibility of the ISDN. For broadband services such as
video and high-speed data, the problem is the that the fundamental rate of
ISDN transmission is limited to 64 kb/s [103]. While multiple ISDN lines
can be used in parallel to achieve greater throughput, the capacity of a single
line can not be increased.

ISDN is affected by the compatibility of switching technology, the lo-
cal loop arrangements, the availability of rate adaption, and the efficiency

of bandwidth utilization. Although some basic principles of ISDN can be
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carried to broadband, the technology is quite different. For example, the
interconnection and transmission problems are different to those of analog

voice.

2.3.2 Fibre Optic

Fibre optic cables have rapidly replaced copper to provide long distance
carrier links. During the first half of the 1990s, the proportion of fibre rose to
over 80%. Although fibre technology was first used for backbone transmission
facilities, the technology is now being deployed closer to customers. Although
the number of installed fibre channels nearly tripled during the first half of
the 1990s, copper wire still links more than 90% of customers to the network

local distribution facilities [49].

2.3.3 DSL

DSL is the most revolutionary service to enter commercial PSTN services.
DSL employs new transmission technology in order to provide both greater
throughput and available bandwidth. It uses passband modulation (between
25 kHz and 1.1 MHz) to more efficiently exploit the available capacity of
copper wires.

Peden et al. [100] notes that “DSL technologies have benefited from the
continuing advances in electronics. Apart from improvements in functional-
ity, there is modest scope for DSL modems to access more of the intrinsic
information capacity of the copper pairs. This relies on more sophisticated
modulation and coding techniques, and making use of improvements in silicon
integration to generate additional improvements by reducing cost, and reduc-
ing power consumption.” DSL is therefore capable of supporting 1.5Mbps,
6Mbps, 13Mbps and 53Mbps transmissions.

2.4 Mobile Networks

The obvious factor within the PSTN is that lines are fixed to a location. This

makes it difficult to communicate when not one is not physically at a tele-
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phony device. Research surrounding communication has sought for alternate
means of transmitting voice and data. These considered wireless technolo-
gies with greater reach and mobility for users. We give a brief background
on mobile networks, and contrast these to the above discussed fixed line in-
frastructure. The developments surrounding mobile communications have
greatly influenced telephony and its impact is evident from the growth and

adoption figures discussed in 2.5.

24.1 GSM

Global System for Mobile (GSM) communications is a digital cellular commu-
nications system. The idea behind GSM is a cell based mobile radio system,
first prototyped by Bell Laboratories in the early 1970s. It was only intro-
duced for commercial use in the 1980s, and implemented using analog cellular
technology. The technology has experienced tremendous growth, and each
country began to develop its own cellular systems. This resulted in limited
coverage and incompatible hardware devices, limiting a users mobility and
the mobile device marketability. In order to establish a common standard,
the Conference of European Posts and Telecommunications (CEPT) formed
the Groupe Special Mobile (GSM) in order to develop a pan-European mobile
cellular radio system [39].

The GSM specification was drafted in great detail, and had to meet spe-
cific criteria. These included the efficient use of the radio spectrum, inter-
national roaming, low infrastructure costs and good quality voice commu-
nication. While the requirements were being drafted, GSM further had to
be digital and compatible with ISDN. It needed to support the addition of
new services without any major adjustments to the underlying infrastruc-
ture. GSM had to cater for all these requirements in order to ensure that
the technology was future-proof.

The responsibility for the GSM specifications was passed from the CEPT
to the European Telecommunications Standards Institute (ETSI) in 1989.
The aim of the GSM specifications was to describe the functionality and

the interface for each component of the system, and to provide guidance on
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the design of the system. These specifications standardized the system in
order to guarantee the proper interworking between the different elements of
the GSM system. In 1990, Phase I of the GSM specifications was published.
From the evolution of GSM, it is clear that GSM is no longer only a Furopean
standard. GSM is operational in over 220 countries around the world and
used in over 800 networks [39].

GSM has adopted a multiple access scheme to allow for different simul-
taneous communications in the radio spectrum. A mix of Frequency Divi-
sion Multiple Access (FDMA) and Time Division Multiple Access (TDMA),
combined with frequency hopping, is used. This allows for many handsets to
roam between different mobile stations situated in different cells.

The GSM technical specification defines the different entities that form
the GSM network by defining their functions and interface requirements.

The GSM network can be divided into four main parts:
— The Mobile Station (or Subscriber Identity Module)
— The Base Station Subsystem (and transceivers)

— The Network and Switching Subsystem

— The Operation and Support Subsystem

2.4.2 3GPP and IMS

The Third Generation Partnership Project (3GPP) was the first to specify
a new standard for offering voice and multimedia services over a mobile
network. They drafted a specification that defines a generic architecture to
deliver “Internet services” over data bearing networks. Originally this was
done thought using General Packet Radio Service (GPRS) but has now been
extended to Third Generation (3G) mobile networks, wireless LAN and also
fixed line. The specification has been termed the IP Multimedia Subsystem
IP Multimedia Subsystem (IMS) standard and is now part of the vision for

evolving mobile networks beyond GSM.
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The 3GPP body does not want to standardize applications within the
mobile environment but rather seeks to aid the communication across medi-
ums and technology platforms. The IMS-based services should enable various
modes of communication including voice, multimedia and data in a highly
personalized and controlled manner.

The IMS takes care of providing Quality of Service (QoS) to mobile In-
ternet users [15]. The standard further defines a layered architecture where
services and common functions can be reused for multiple applications. This
has arisen from the trends in communication where mobile network providers
have to cater for the user needs and provide a richer user experience. They
must make it more convenient and easy to use and accessible to the masses
while ensuring that the infrastructure is secure.

The IMS standard adopted Internet Engineering Task Force (IETF) pro-
tocols and is built on SIP as the standard protocol to support the IMS
architecture. Several roles of locating, signalling and administration are per-
formed by SIP proxy servers, collectively known as CSCF (Call Session Con-
trol Functions). These process SIP signalling packets in the IMS to handle
user registrations, routing, forwarding of requests and charging in the IMS
network [15].

The evolution from traditional telephony to advanced, loosely coupled
data networks is underway. Most of our research will focus on SIP in later
chapters. It is important to understand the magnitude of devices, network
operators and Internet services that will be using this advanced communi-
cations protocol. It remains to be seen if the design of 3GPP will meet
consumer expectations.

The following section will summarise current statistics that show the
growth and adoption of telephony. We will close this chapter with a sug-

gestion of the significant role that telephony plays in our lives.

2.5 Growth and Adoption

The volume and duration of voice calls has grown steadily, revealing the

extensive usage of the telephone network. Trends over the years have shown
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Years 1998 1999 2000 2001 2002 2003

Millions of Minutes | 93,000 | 108,000 | 132,027 | 146,095 | 155,165 | 166,615

Table 2.1: International PSTN Traffic Summary, 1998 - 2003

this continued growth. In the US alone, over 98.5 million people have access
to telephone services [20,49]. Globally, there are over 700 million copper
pairs worldwide which provide for extensive telephony connectivity [100].
This reveals how important a role telephone communication plays in our
daily lives and the value society places on this facility.

Industry has closely monitored the use of telephony [66] to quantify the
sustained growth in recent years. The number of minutes spent on the phone
continued to grow, as shown in Table 2.1. Between 1985 and 1995, interna-
tional telecommunications traffic grew from 15.6 to 60.3 billion minutes, and
the US, with 22.6 billion, is by far the largest communicator. It has been
calculated that about 2% of all consumer expenditure in the US is devoted
to telephone services [49].

The cellular industry has grown exponentially. Mobile services based on
GSM technology were first launched in Finland in 1991. This reached an
estimated 10 million GSM subscribers in Europe by December 1995. The
growth has however not been linear [49] and it was reported that “that it
took just 12 years for the industry to reach the first billion connections”. The
trend has not slowed, with the GSM Association celebrating the addition of
their second billionth GSM subscriber in June 2006. The success of GSM can
be attributed to “an original vision of a cross border digital communications
system, now used in almost every country of the world today” [39].

The revenue derived from cellular communication in 1998 already exceed
$33 billion, and shows strong growth. The cost for communicating has during
the same period dropped by over 60%, making the technology more accessible
to the people. The aim is to supply sub $30 low cost mobile phones to attract
“a significant proportion of the world’s unconnected people” [39].

Rapid advances to data bearing infrastructure have seen more than 105

networks across 50 countries launch commercial 3G services. The adoption
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of the next generation 3G service is therefore also flourishing. GSM World
reports that in Europe an estimated 95% of all new subscriptions are for 3G

based services.

2.6 Conclusion

In closing of this chapter, it is evident that telephony has greatly impacted
on society. Its development has influenced governments, businesses and indi-
viduals. Fixed and mobile communications have created new opportunities
for people to connect. These have in effect placed pressure on the telephony
services, driving further development and technology innovation.

The chapter to follow will discuss how the underlying PSTN infrastruc-
ture is converging with NGNs. The reason for the paradigm shift towards
switched data networks will become clear. NGNs still have to mature to meet
the aforementioned quality of service of the PSTN, but the move to digital
networks is inevitable. The next chapter extends on this background as the
research will be moving onto VolP which has developed as a result of packet

switched networks.
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Chapter 3
Next Generation Networks

Alongside traditional PSTN infrastructure, the world has seen the emergence
of distributed packet switching networks. These networks span the globe and
exist in the form of a PSTN overlay. Packet switching networks have been
built on top of the PSTN. They make use of the available infrastructure to
create an always on data network. Unlike the analog PSTN, however, these

networks are entirely digital.

These networks have formed the global Internet whos structure can be
likened to loose coupling of independent networks. These networks are man-
aged by independent Internet Service Provider (ISP), who decide on the
infrastructure, services and prices. ISP determine where and how to supply
various services, and to which of its users. The interconnections that bind the
many independent networks into a connected whole is the use of a common

address space and distributed traffic routing.

We will first review the Internet as it exists today, and the it role it plays in
contemporary computing. We then describe its design, particularly reviewing
its scalability and security, which leads to the third section detailing the
facades that qualify an NGN. It will be evident from this chapter how NGNs
are required to support the new emerging data and multimedia requirements.
A packet network is a prerequisite to transport and exchange this type of data

between two (or more) communicating parties which we detail in in chapter 4.
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3.1 Packet Networks

Packet based communication has existed for many years. Its first imple-
mentation was in “ham” radio which became a data networks. In order to
communicate, a device needs to assess if the physical medium (wire or wire-
less) is free before transmission. The channel is always available yet shared
amongst many devices. A sending device buffers data and attempts to trans-
mit during a quiet interval. A listening device receives the transmission and

accept the data for further processing.

The principle of packet switching is that data is fragmented into smaller
packets and sent across a commonly shared infrastructure. The data can
be passed between many devices until it reaches its destination. The data
from various sources is sequentially interwoven, making continuous and ef-
ficient use of the underlying medium. FEach data fragment carries its own
instructions. It is routed to its destination based on local decision-making
rules within a capable routing device. The instructions exist in the form of
a headers conforming to the strict standards of the implemented communi-
cation protocol. Used protocols include TCP, UDP, ICMP etc. A header
would carry source and destination information, payload size, transport flags

and quality of service settings.

Devices such as a hubs, switches or routers accept packets and forward
packets based on their headers. These devices act as intermediaries and col-
lectively called hops . The chaining of intermediaries creates a route along
which data can flow. A route can be dynamically determined while the
packet is being forwarded. Therefore, a sending node is able to communicate
with another without having to know how to reach the destination. The
hops along the route maintain a routing table containing possible paths for
the packet. This ensures the data is forwarded and passed on efficiently.
Fundamentally, all devices are linked to another through some medium of
physical connectivity. They employ application layer routing protocols [32]
to communicate their state, and connectivity to other nodes. This will be
further detailed in 3.2.2.
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This chapter summarizes the current configuration of the Internet, and
discusses the approaches used in building, maintaining and expanding this
global network. There are, obviously, limitations with its current implemen-
tation. The network lacks credibility, the available resources are abused and
many security vulnerabilities exist, making the public Internet unsuitable
for commercial use. For this very reason, the greater Internet community
is evolving the infrastructure into an NGN. The features and attributes of
this futuristic networking concept support the paradigm of voice and data

networks convergence.

3.2 The Global Internet

Everyone knows the Internet is growing rapidly, but quantifying the exact
growth with precision is difficult. Tracking the expansion of the Internet is
a daunting task, as it continues to grow rapidly and expand globally [64].
Currently, this expansion occurs at a rate, which at a minimum, doubles its
size each year [48].

The United Nations Development Program and Oxford University Press
have published an annual report on human development since 1990. Interest-
ingly, they found that the state of a society can be compared against Internet
hosts per capita . They quantified society in the form of a Human Devel-
opment Index. This index considers factors such as life expectancy, adult
literacy, combined secondary and tertiary school enrollment, and GDP per
capita. The results show a strong correlation between the index and a high
number of Internet hosts within a population [67].

Internet technology advances have benefited society and increased our
productivity, yet have also made us critically dependent on the reliability of
Internet services [16]. Business and industry requires guarantees on service
and availability, which the current Internet can not provide. The network has
grown organically and, while many efforts attempt to address these short-
comings, certain remain prominent. The following sub sections will highlight

a few imminent constraints which hinder the Internet in its growth.
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3.2.1 Reliability

At times, users experience the poor performance of the public Internet. Inter-
net Service Providers can not guarantee reliable and uninterrupted access.
Handley and Greenhalgh note that “...for the Internet to achieve its full
potential, it has to be able to offer highly reliable service” at all times [43].

Disruptions to the network result in packet loss. This loss is considered a
failure of packets to reach their destination. Newer routing devices support
various redundancy mechanisms to resend data should a packet get lost. In
an ideal network, no packet loss would ever occur and devices would react
to physical failures immediately [61]. While network operators can reduce
the frequency of physical failures, a greater number of operational errors and
network faults arise.

Denial-of-Service (DoS) attacks are one of the most significant problems
currently facing the Internet. Defending against DoS attacks is extremely
difficult. These attacks take advantage of the limited security in IPv4, and
are virtually unstoppable when initiated from widely distributed hosts. Ef-
fective solutions to prevent DoS attacks require significant changes to the
Internet networking architecture. It is, however, important to weigh up the
“.. . flexibility needed for future Internet evolution and the need to be robust
to attack” [43].

3.2.2 Routing

The primary interior routing protocols in use today are RIP (Routing Infor-
mation Protocol) and OSPF (Open Shortest Path First). OSPF is now the
most important on large networks and ISP networks. The primary exterior
routing protocol for exchanging routing information between autonomous
systems is BGP (Border Gateway Protocol).

Internet routing instability and the fluctuation of network routing infor-
mation is an evident problem currently facing the Internet. High levels of
network instability lead to packet loss, increased network latency and time to
convergence. Such errors in the Internet core can result in service interrup-

tions at [SPs. Depending on the location within the backbone, a disruption
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could result in a loss of connectivity between national networks.

Labovitz et al. [57] analyzed data collected from border routers at five
ISP over a nine month period. The research shows that “...the volume of
these routing updates is several orders of magnitude more than expected
and that the majority of this routing information is redundant”. They found
that “...there are a number of anomalies in the exchange of inter-domain
routing information”. Observations found several unexpected trends and
unpredictable behaviour in the exchange of routing information [57].

Early signs of routing anomalies are increased packet loss, additional
memory/CPU overhead on routers and backbone outages. The increased
network and router load results from a large number of redundant updates.
While this information does not substantially impact on the network’s per-
formance, informal experiments show that high update rates could impair
(or even crash) routers. The concern is, however, the volume and scalability

implications of global IPv4 traffic routing.

3.2.3 Address Space

The global Internet address space currently caters for 32 bits of unique ad-
dresses with a theoretical maximum of 2732 = 4,294,967,296 hosts. In re-
ality, the address space has been allocated in fairly large contiguous blocks
which renders strictly optimal utilization difficult. In the past this has been
perceived as a worthwhile performance tradeoff, since this facilitates more
efficient routing and enhances the administrative manageability of the net-
work.

In recent years concerns have grown that the Internet may be running
out of available address space. The concerns started over a decade ago about
scaling of the network. The consumption of address space was considered to
be an immediate and compelling threat to sustained growth of the Internet.

43

Huston [48] measured an “...annual growth rate of a little under 7%, and at
that rate of address deployment, the IPv4 address space [would] be able to
support another 19 years of such growth”.

The implications, however, are that [SPs are constrained by the available
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free pool of IPv4 addresses. The limitations of Internet address space is
“..largely the result of the interaction of existing router technology, address
assignment, and architectural history” [47].

Industry is continuously demanding greater bandwidth and throughput,
pushing the capabilities of our current data networks. Since VoIP was never
provisioned for in the current Internet environment, new mechanisms to pro-
vide for reliable voice services are being sought. The primary concern when
using VoIP is the quality of audio (specifically speech) after being trans-
mitted to the remote end point. The Internet Protocol (IP) network must
provide sufficient bandwidth to ensure that no session or audio data is lost.
Considering the future requirements of network infrastructure to provide ef-
fective QoS for data, voice and video, academia and industry are looking for
new means to ensuring that the growing demands are met.

Athena et al [58] show in a study that these interferences and interrup-
tions result in a loss of interactivity, variable speech burst delays and sound
clipping. Their research assesses the current capabilities of the existing Inter-
net infrastructure to support VolP communication. In an attempt to assess
the perceived quality of an Internet phone call, various influential character-
istics are measured. They examined 43 paths over seven different ISPs and
presented insightful results. Their study reveals that “backbone networks
are, in general, insufficiently provisioned” and that current networks exhibit
problems in guaranteeing reliable transmissions, and confirms that the pub-
lic Internet does not provide the required quality of service for VoIP. The
quality and reliability of VoIP is, therefore, not guaranteed but a best-effort
service.

Typical Internet applications use TCP/IP. IP itself is a connectionless
best-effort communications protocol, while Transmission Control Protocol
(TCP) is a reliable transport protocol. TCP/IP is, however, not suitable for
real-time communications because of its acknowledgment and retransmission
features. User Datagram Protocol (UDP) provides unreliable connectionless
delivery service using [P to transport data between end points. In VolP, the
audio and signalling is transmitted in Real-time Protocol (RTP) packets to

achieve near real-time data transmission [41]. RTP does not reserve resources
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and does not guarantee (JoS. It is purely employed to ensure that audio
fragments arrive in their original sequence and can be reordered for playback
at the destination.

The raised concerns about Internet services, its reliability and limited
security are real, and hinder the network’s growth. Various organisations
and academic institutes are addressing these concerns in the design of the
NGNs. We will be discussing this further, and detail the use and functioning
of signalling over UDP in the chapter to follow.

3.3 Next Generation

Much hype and recent news discusses the benefits of NGN. The discussions
since about 2003 has been around what an NGN is . The term conceptually
describes the many changes and enhancements that will make available higher
capacity and more reliable data networks [18]. The ITU defined an NGN
(in recommendation Y.2001) as “a packet-based network able to provide
telecommunication services and able to make use of multiple broadband,
QoS-enabled transport technologies, and in which service-related functions
are independent from underlying transport-related technologies”. They go
further on to say that “it enables unfettered access for users to networks and
to competing service providers and/or services of their choice. It supports
generalized mobility which will allow consistent and ubiquitous provision of
services to users”.

Our current Internet architecture has inherent limitations in design. The
high demand for Internet services over the unprovisioned communications
infrastructure creates contention and network congestion. The infrastructure
can not supply sufficient bandwidth to all its users. Further, backbone nodes
are involved in translating from one media to another, which adds latency
and additional overheads. This impairs the efficient transmission since the
transmitted data may undergo many optical-to-electronic (and vice versa)
conversions [79].

Our current networks are being transformed into NGN through an evolu-

tionary process. NGN will be the result of a major overhaul of the existing
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infrastructure, replacing copper wiring with optical fibres, resulting in an end-
to-end optical architecture [79]. Optical fibre has the capacity to transmit
large volumes of data, and can be deployed in conjunction with technologi-
cal innovation such as Wavelength-Division Multiplexing (WDM), to provide
high throughput data networks.

The difference between an NGN and the Internet is not always under-
stood. In effect they both use IP as a core protocol. An NGN must provide
all of the services the Internet currently provides yet in an more efficient
and reliable manner. In differentiating the public Internet from an NGN, an
important point to note, is that an NGN does not restrict service delivery to
best effort. The NGN must support various contractual services, requiring
it to be a secure, trustworthy managed network [56]. The following sections

will highlight these requirements to deliver these service.

3.3.1 Quality of Service

An NGN, however, is not only concerned with providing sufficient bandwidth
and high data throughput. An NGN will provide many additional services,
adding superior levels of Quality of Service (QQoS) and reliability. It must scale
to meet future demand and support the various possible usage requirements
[18]. The ITU-T WG 3 is focusing on QoS and the development of end-to-end
QoS related deliverables.

Greater QoS can be achieved through adaptive and network aware rout-
ing. Chen et al. details the relation between QoS and routing. The paper
argues that traditional routing protocols used in packet switched networks do
not “...meet the requirements of future integrated service networks that will
carry heterogeneous data traffic”. The classic constraints of meeting QoS re-
quirements are compared to the efficiency of their practical implementation.
They have classified a multitude of algorithms into three proposed categories:
source, distributed and hierarchical routing. The authors acknowledge that
meeting QoS requirements is a difficult task, yet note that “QoS routing
is a key network function for the transmission and distribution of digitized

audio/video across future high speed networks” [19].
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One reason for creating the IMS was to provide QoS in mobile networks.
Current GSM networks provide no guarantees on data throughput or trans-
mission latency. It is therefore critical to provide a predictable and reliable

multimedia session when communicating using 3G [15].

3.3.2 Redundant and Self Healing

An NGN must tolerate many network variations. A basic objective of the
Internet is to tolerate various network characteristics, e.g. limited bandwidth,
variable delay, packet reordering and packet loss. An Internet host must be
able to interoperate robustly and effectively with any other Internet host,
across diverse Internet paths. The network must be robust against failure of
individual gateways and hosts.

The throughput of a packet network, however, is nondeterministic in its
nature and thus the actual available bandwidth and en route packet delay
cannot be predicted. This has been the challenge of many an academic
work, and primarily led to the conceptualization of fault tolerant networks.
QoS describes the prioritization and end-to-end reliability, thus embracing
the concept of fault tolerant networks. In order to achieve high availability,
failover configurations and network aware routing algorithms have been sug-
gested as the most suitable recovery mechanisms [77]. A common approach
is failure detection, thus allowing for the immediate rerouting of packets
through an alternate route. There are both benefits and drawbacks in such
a redundant architecture, since the additional resources required come at a

cost and must be effectively utilised when operations are running smoothly.

3.3.3 Service Creation

Service creation is the concept of implementing a set of activities that relate
to the specification, design and testing of value-added services in communi-
cation networks [18]. These generally apply to data networks where value-
added services are defined and added to the existing network infrastructure.
These go beyond the simple packet switching mechanisms and are targeted

at specific applications such as video or voice services. Unlike the PSTN, the
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NGN must cater for the needs of the 21st century network which is a flexible
platform for service delivery. Thus service creation addresses the wide range
of services, applications and mechanisms based on real-time, streaming and

non-real-time services.

3.3.4 Billing and Administration

Ginzboorg [33] found that “...the telecommunications industry is undergo-
ing three major changes”. Firstly, regulators are pressuring telecommuni-
cations providers to become more competitive. Secondly, wireless services
are becoming more prominent, drawing on the revenue generated by fixed
line infrastructure. Lastly, the volume of Internet traffic is becoming more
important than the network access charge.

To date, most commercial Internet services are charged an all inclusive
flat-fee. This fee is an access charge, usually in proportion to the services,
line speed and/or bandwidth requirements of the user. A problem has always
been to classify and meter different types of traffic [22].

In an NGN, however, service will be differentiated and charged for on
a usage basis as opposed to a single fee. Video and streaming requirements
differ to those of web browsing or email, yet are charged at the same rate. One
important differentiation in an NGN is that a premium can be charged for
the QoS requirements of a provisioned service. This allows for the classifying,
therefore fine-grained billing, of services. IMS-based services in GSM provide

for differentiated service-specific billing [15].

3.3.5 Ubiquitous Access

In comparison to even a decade ago, the thought of mobile networks seemed
far fetched. The concepts of the wireless spectrum carrying data had ob-
viously been explored, but carried little weight due to its limitations in
transmission range and data throughput. Reflecting upon this, the wire-
less networks of today are capable of transmissions comparable to the speeds
of broadband. An NGN fully embraces mobility, and makes available con-

nectivity and services across wireless networks. The convenience of location
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independent access brings with it a various intricacies. One has to reassess
the previously described attributes of QoS, reliability, redundancy and data
throughput. Many papers [18,32,45] discuss ubiquitous access from a usabil-
ity and reliability standpoint.

3.4 Conclusion

The basics of packet switching networks gave rise to the Internet, and we pre-
sented both its social importance, and its technical limitations. While the
Internet is a tremendous achievement in creating a unified global communi-
cations system, it still has many shortcomings. These are being addressed in
the concepts and design principles of NGNs. The move towards NGNs will
allow for the convergence between the PSTN and Internet.

In this chapter we presented the developments behind emerging next gen-
eration networks. The remainder of the dissertation assumes that all data
exchange is over a packet switched network. The above attributes confirm
that the global Internet is a a large, decentralised and unmanaged network. It
is the voice communication over this network which we are aiming to control,
and challenge in the later chapters. We will continue this technology discus-
sion and present the developments of the more recent voice communications

in the next chapter.
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Chapter 4
Voice over IP

Telephony was discussed in detail in chapter 2. This chapter continues on the
trends that can be observed within academia and industry who are actively
building VoIP solutions. We give background to how this communication
technology is being implemented, and how it differs from the PSTN. The
discussion draws on the concepts of a converged communications environ-
ment summarised in the previous chapter. The distributed architecture of
VoIP leverages the bandwidth, QoS and dynamic service provisioning of an
NGN. It is therefore agreed that the move of telephony onto packet switched
networks in inevitable.

In these sections we discuss the developments of VoIP and related tech-
nologies. We introduce VolIP in section 4.1, and follow on to clarify the role
of audio encoding and signalling play in section 4.2. It is vital for the reader
to be made aware of the VolP architecture illustrated in section 4.3. Sec-
tion 4.4 explains how the distributed architecture is supported through the
application layer routing of SIP. The aim of this chapter is to explain the
functioning of VolP. We specifically highlight the signalling headers in light

of this dissertation and further investigation.
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4.1 Introduction

Our research begins with an introduction to VolP. This section gives back-
ground on the developments that allowed this communications technology to
take shape. The introduction will then elaborate on audio encoding methods
and further clarify the underlying architecture. This holistic review gives us
a platform from which the discussion delve into the technical details of the
underlying protocols.

Many organisations are in pursuit of converging their communication net-
works, allowing for the provisioning of services over a single shared infrastruc-
ture. These services, such as voice, video and data, are being transported by
packet-switched networks, extending the reach of our global communications

infrastructure.

The motivating factors for convergence are the reductions in cost, the con-
tinuous innovations allowing for greater service integration and the potential
for ubiquitous access and service delivery. However, with these advantages
certain privacy concerns surrounding the unification of services into a single

global network emerge [76].

In the early 1990s, technology changes supported the initial efforts of
VoIP communication [76]. VoIP technology, although still in its infancy, has
since experienced tremendous uptake, revealing many of the inherent benefits

this distributed communication architecture has to offer.

There are many drivers behind the strong adoption of VoIP. Primarily,
businesses motivate that they can achieve a reduction in cost, consolidate
their infrastructure and centrally manage their telephony network [53]. Con-
sidering the radically different technology required to support VolP, compa-
nies evaluate the capital outlay and their return on investment. An economic
analysis will show that the cost per minute compared to cost of lines has a
very low break-even point [36]. A business will achieve greater telephony cost
savings as the network access cost is an inherent operational cost, and thus
discounted when determining the cost per call. The calculated cost works
out to significantly less than traditional PSTN call charges. Competition

between VolP service providers has pushed down the the rates to between 5
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to 10 cents per minute.

Users gain ubiquitous access to their telephony services and greater mo-
bility when using VolP communication. They can call from any Internet-
connected location, and use a softphone or VolP device to place calls.

Service providers such as Vonage are offering voice services to consumers,
allowing them to make calls to other Internet users or consumers connected
to the PSTN. Cherry [20] explains how they are changing the telecommu-
nications landscape. He writes that in North America over 400 providers
are competing for residential customers. He reasons that while VoIP is not
free, its low cost is the reason why these commercial providers are signing up
thousands of new clients a day. The author boldly states that “all telephony
will eventually be done over IP” and “the momentum is clearly in favor of
VoIP”.

4.2 Audio Transmission

Continuing on the developments, this section describe how audio is trans-
mitted over a packet switched infrastructure, differentiating VoIP from tra-
ditional telephony. These innovative approaches to encoding speech and
signalling give background on how VoIP functions. This section is central to
our research, providing the basis to clarify the details of SIP signalling.

The transmission of audio between two communicating parties in VolP is
different to the traditional PSTN. Unlike analog signalling, the audio is dig-
itized, and transmitted over a packet switching network. This is achieved by
encoding the original sound, thereby breaking the continuous analog wave
into data segments. The method of encoding and compression greatly in-
fluences the bandwidth requirements of a call. The methods of encoding
audio are discussed briefly and serve to illustrate how VolP simulates PSTN
behaviour.

The speech quality of a VoIP call is influenced by various factors. Most
noticeable to the user are speech interruption (dropouts), echoes and reduc-
tion in voice clarity. These interferences result from variations in network

delay time and packet loss. Echos are, for example, caused by network inter-
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ruption while dropouts are a result of connection failure. Unlike data, which
can be buffered and retransmitted, voice is real time. The encoded voice
traffic requires end-to-end QQoS.

Related papers [4,35,58] have addressed QoS and suggested viable mecha-
nisms in provisioning network resources and guaranteeing reliable data trans-

missions.

4.3 Architecture

4.3.1 Signalling

VoIP communication is still in its early stages of actual implementation and
developments are strongly supporting the fairly new protocol: Session Ini-
tiation Protocol (SIP). SIP was defined by the IETF in 1999 and a new
version of the specification was standardised as RFC 3261 [71]. It was incor-
porated into the standards track in 2002 and therefore considered a relatively
new protocol. SIP differs from the existing telephony signalling protocols in
that it text based (ASN.1) does not reserve resources or establish dedicated
connections. While competing protocols such as H.323 provide a far more
robust framework, they also tend to be more complex and cumbersome to
implement. SIP is considered a light weight and flexible protocol, well suited
for our distributed, loosely coupled networks. It was an obvious choice for
ad hoc and mobile networks and has been adopted by the 3GPP in next
generation mobile networks service provisioning [15].

The signalling employed in VolP communications is of great importance.
The technical detail to follow draws upon the formal specifications to describe
the protocol’s functioning. This summary explains the most important at-
tributes of SIP, particularly the information in its headers. The headers
carry private and confidential information, and the transported information
and attributes are pointed out. This chapter presents these in the light of
the research surrounding security in VoIP. The privacy implications of pos-

sible information leaked by these headers is analysed in the chapter to follow.
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The SIP is a generic session management protocol. It was drafted by the
IETF and is an “application-layer control protocol that can establish, modify,
and terminate multimedia sessions (conferences) such as Internet telephony
calls” [71]. The protocol itself is not a comprehensive communications mech-
anism, but a signalling standard for the discovery and communication of
remote parties. SIP, therefore, does not define the characteristics of a ses-
sion and relies on a suite of complementary protocols.

The protocol is based on HTTP-like messages, which when sent to ei-
ther a proxy or device, invoke at least one response. The first line of a SIP
message always contains a Method name and the lines to follow are optional
Headers. The Method name is an instruction which is inspected by the recipi-
ent and processed accordingly. This name, comparable to requests in HTTP,
assists in managing the session and either creates, modifies or terminates ses-
sions. The Headers provide additional information about the session, passing
attributes such as caller name, date and time or routing information. Ad-
ditionally Headers convey signalling details such as sequence numbers, call
identifiers and message expiry. Since messages are transported over UDP, a
stateless protocol, SIP depends on these attributes to correlate messages to
a session.

There are two influential attributes that distinguish SIP from any other
technology implementation to date. Firstly, SIP messages are designed to
be handled by many intermediaries. Messages are passed on until they
reach their destination, incurring numerous DNS lookups and routing de-
cisions. This leads on to the second factor. The design of SIP contravenes
the guidelines set out by the ISO model through incorporating routing and
network-related details in its Headers. It thereby abstracts the Transport
Layer routing intelligence, giving the Application Layer the ability to decide
on the next hop. Messages can be passed to any chosen proxy (or device)
for handling. The implications of Application Layer routing are discussed in
[32,75]. The agility of SIP is therefore also its weakness.

A caller would initiate a session by specifying a SIP URI e.g.
sip:alice@atlanta.com. The calling device does not know of the destination,

and thus the domain name portion of the URI is used to locate an authorative
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proxy. The URI is passed on to this proxy, and the specified username used

to communicate with the intended recipient.

INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP bigbox3.site3.atlanta.com
;branch=z9hG4bK77ef4c2312983.1;received=196.35.68.101

Via: SIP/2.0/UDP pc33.atlanta.com
;branch=z9hG4bK776asdhds;received=196.35.68.99

Record-Route: cdr-svr.atlanta.com

To: Bob <sip:bob@biloxi.com>;tag=a6c85ct

From: Alice <sip:alice@atlanta.com>;tag=1928301774

Call-ID: a84b4c76e66710@pc33.atlanta.com

User-Agent: <Motorola VT1000 mac: OOOF9F466CDO>

Contact: <sip:bob@192.168.1.110>

Contact: <tel:+27837890107>

Max-Forwards: 70

CSeq: 314159 INVITE

Content-Type: application/sdp

Content-Length: 131

Figure 4.1: SIP Message detailing Headers

Once contacted, the recipient responds and messages are sent back to the
originator indicating a resulting state. Communicating over a public network
further implies that SIP messages will traverse multiple proxies and service
provider networks. Thus, in almost all scenarios the messages will be handled
by two or more proxy intermediaries.

The Request For Comment (RFC) outlines the many aspects of negotiat-
ing and establishing a communications session, in particular the sequencing,
timing and response codes used when exchanging SIP messages. These will
not be discussed here as they are detailed in the RFC, and the focus of our
research is on securing the communication across intermediaries. The pro-
tocol is explored in detail above as chapter 7 refers back to this background

when we developing the model for securing SIP communication.

4.3.2 End Points

An end point is often a device identified by a SIP Uniform Resource Locator
(URI). This URI is an address comparable to an email address, specifying
either source or destination of a message. The URI is the concatenation of a
user identifier, the @ sign and a Fully Qualified Domain Name (FQDN). Illus-
trated in Fig. 4.2, a SIP URI would be sip:bob@biloxi.com, where biloxi.com
is the FQDN and the user registered as bob. These URIs are used in To and

From headers respectively, depending on the direction of the messages.
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Figure 4.2: Typical VoIP Configuration

4.3.3 Intermediaries

In order for VoIP communication to take place, end point devices communi-
cate via VoIP intermediaries. A VoIP intermediaries could be a gateway or
proxy. These assist in establishing, maintaining and terminating telephone
calls across an [P network. They manage the many sessions between local
devices and remote networks. The term session is used more generally to
describe all the handshaking and signalling during a VoIP call.

A gateway is often a software implementation and referred to as a call
controller or session manager. Goode [35] gives comprehensive background
on the gateway and the role they play. He describes the primary function of
this device as being to manage a central dialing plan and follow programmed
logic to route calls to their destination. A gateway is essentially an appli-
cation layer routing engine. It analyzes an incoming invitation and makes
a decision, after accounting for various factors, on how to best route SIP
messages. This device assists in coordinating calls by initiating, updating
or tearing down sessions. It often provides others services over and above
session management such as authentication, location and network informa-
tion. Interestingly, VoIP gateways exist in H.323 (H.323), MEGACO and

SIP voice networks.
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The gateway further provides translation of transmission formats and sig-
nalling procedures. It will accept calls using a specific protocol and recode the
data for the destined end points. While this has performance implications,
translation allows dissimilar devices to communicate using their respective

signalling, codecs or protocols.

A gateway will often enforce some form of authentication. Authentica-
tion is not mandatory but wise to implement to ensure that services are not
abused. It is common for devices to prompt the user for credentials before
making any requests. A VoIP device can make a call or query the the gate-
way for information. If a service requires authentication, the gateway will
challenge the end point and ask a for a set of credentials before servicing
the request. The gateway will receive additional headers with subsequent
requests, providing credentials and confirming the device’s capabilities, loca-

tion and user preferences.

A wide variety of services are made available to local devices or remote
endpoints by the gateway. Depending on the complexity of the system it is
not uncommon to distribute the services. They can be hosted on dedicated
servers, reducing the load off a single intermediary. Common services pro-
vided to end points include voice mail, unified messaging , call parking and

conference calling [35,53].

Numerous gateways exchange call control messages during a communi-
cations session and are thus constituted as intermediaries. These make up
the loosely coupled and distributed architecture in which each intermedi-
ary is an autonomous gateway [52]. This intercommunication between these
autonomous intermediaries allows for sessions to dynamically locate and es-

tablish calls between remote end points.

This clarification of gateways is pivotal to our research as SIP gives no
assurance of the identity of the intermediary. It will have become clear
that the entire communications is at risk if even a single intermediary is
misconfigured or maliciously used. The next section further extends on this
risk by giving background to the application layer routing that threatens the

communication path.
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4.4 Message Routing

4.4.1 Route

The Route header field is used to force the routing of a request through a pre-
defined list of intermediaries. This strict routing ensures that messages are
passed through certain proxies before reaching the destined party. The pur-
pose of the Route instruction is to allow the sender to specify intermediaries
that might assist in the routing, forwarding or control of a SIP session.

Routing is achieved by modifying the Method of the SIP message, allowing
the intermediaries to process a message as normal. The proxy would thus
proceed as if it received this modified request, and forward it through the
standard forwarding mechanisms employed by the intermediary.

The Route header could, for example, be used to force messages through a
Call Data Record (CDR) server or forward messages using the tel addressing
scheme to a PSTN breakout.

4.4.2 Record-Route

The Record-Route header is added by proxies that wish to remain involved
in future communication. A proxy wishing to remain on the path must in-
sert a Record-Route instruction above any existing Record-Route headers.
This header is preserved throughout the SIP session and ensures that an
intermediary is included in the passing of subsequent messages. An interme-
diary can therefore override the actions of any remote party by adjusting or
terminating a SIP session after it was successfully established.

Similar to the trick employed when processing Route instructions, the
Record-Route headers are copied into the response as Route headers. There-
fore, messages are sent to all intermediaries that requested to remain on the
communication path through these implied strict routing headers. Responses
are processed as normal, and returned to the source by adjusting the URI
specified in the Method.

The Record-Route header can be practically used, for example, to ensure

that messages pass through an intermediary for billing purposes. Similarly,
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a prepaid billing system could terminate sessions once the initiating party
has run out of credit.

The involvement of numerous parties in the communication bring with it
various risks on privacy and trust. The SIP messages pass between proxies
outside the control of the caller [62]. This arises from SIP having the ability
to route messages independent of the governing networking topology. The
resulting path which SIP messages take is initially undetermined. Unknown
to the caller, the messages could be sent over unreliable or untrusted net-
works. Related work [35] points out that rogue proxy servers could “modify
the signalling [by] adding Via headers”. The destined device would respond
to the initiator, and the messages are sent back over the dynamic path cre-
ated during session initiation. Alternately, an “attacker could falsify the Via
header in a request” and launch various denial of service attacks on devices
or proxy servers [35].

The application layer routing logic could choose these paths based on
various criteria. Very feasible are rules arising from least cost routing agree-
ments, fault tolerant routes and government or corporation interconnect poli-
cies. This criteria influences the created path, yet other scenarios should be
considered. Rules could be injected by compromised proxies or manipulated
by malicious devices. The consequence of the aforementioned is that SIP
messages would be directed through proxies and networks not previously an-
ticipated. This naturally gives rise to certain privacy concerns [26]. Details
such as source and destination of call can be logged, and various attributes
about the session recorded. Calls, and potentially individuals, can be moni-
tored by intermediaries.

In contrast to the proxies, it can be presumed that the user might want
to modify specific Via or Route instructions. If a user consciously wants to
avoid being monitored, the caller or recipient could manipulate the additional
routing headers. Thus, a user could remove these headers to by-pass proxies
or media controllers. This results in that a user could avoid billing or logging
systems. Since the session would then no longer be communicated to all
participants, it would not be possible to restore accurate records about the

events.
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4.4.3 Response Codes

SIP responses are “. .. consistent with, and extend, HT'TP /1.1 response codes”

[71]. They are prefixed by a three-digit code followed by a descriptive phrase.
Response codes allow for both machine and human interpretation, and are
defined for all communication during session initiation. Response messages
are sent, along the same path that they were sent, back to the caller.

Responses codes are categorized into provisional and final responses. They
are further indicative of positive acknowledgements or unsuccessful attempts
in establishing a communication session. Provisional responses indicate that
an intermediary has processes the SIP request, and will pass back subsequent
messages received from the destined party. Final responses indicate a con-
clusive state, upon which no further action is required. Section 21 of RFC
3261 [71] details the defined responses and respective codes.

The above mentioned parameters have been highlighted as they have

bearing on our approach to cross-domain distributed security and trust.

4.5 Communication

The developments and enhancements to network infrastructure, paralleled
with the rapid advancements in desktop and mobile computing, have brought
about great change in information technology. Today’s pervasive systems col-
lect and communicate information about their configuration, the applications
and the users. There is a need for security in VolIP as part of its design. Un-
fortunately, the standards were implemented without sufficient consideration

for privacy yet we will review the efforts to secure the communication.

4.5.1 Security

Arkin et al. [6] correctly points out that most VoIP “related protocols were
not designed with security in mind...”. Some efforts have been made to add
security mechanisms to the protocols, yet Arkin dismisses these for being

inappropriate and impractical.
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Section 22 of the RFC [71] details the SIP authentication process. SIP
employs a stateless challenge-response mechanism for authentication. When
a proxy or device receives a request, the proxy may challenge to verify the
identity of the sender. The challenged device responds with the user cre-
dentials which are added to the message headers. The digest authentication
mechanism employed provides message authentication and replay protection.
It does not, however, ensure message integrity or confidentiality. An authen-

tication credential set is showing here for reference.

Proxy-Authorization: Digest username="14169079479",realm="216.115.25.174" ,nonce="136885787",
uri="sip:011271179314860atlas-east.vonage.net",
response="e260e929dc7d869a733d0bb462d97434" ,
algorithm="MD5"

In a managed VoIP network, a proxy (or collection of proxy servers)
would manage the authentication within the network. The network would
limit communication to external destinations ensuring that all calls are man-
aged, monitored and controlled. Such a configuration would restrict devices
from communication directly with remote parties, and thus direct all traffic
through the gateway. An organisation with a managed VoIP configuration
will be able to identify each internal device and broker all outbound com-
munications. This allows for a tightly controlled communications platform
in which authorization is integrated with internal authentication services
(Databases, Kerberos, RADIUS). Goode [35] terms this the “administrative
domain” which should employ secure routing policies, including the block-
ing of source-routed traffic. Authentication should be controlled within the
administrative domain against which presented credentials can be verified.
It must be noted that messages leaving the network no longer carry any
credentials or identity descriptors.

Various approaches to securing SIP have been suggested through Trans-
port Layer Security (TLS) [71] (26.4.3) and S/MIME encryption [71]. (23.1).
TLS however “...offers strictly hop-by-hop security”, which we will be inves-
tigating. We compare currently available security mechanisms in the para-
graphs to follow and present how various attempts have been made to secure

the underlying communication.
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The intricacies and complexities of SIP are the reason for continuous de-
bate about its suitability for voice communication. It is a highly discussed
protocol with research attempting to address all its applications and imple-
mentation requirements. It was elected as the Session Initiation Protocol
(SIP) in the core of 3GPP mobile networks because of its flexibility. The
protocol meets the mobility requirements of 3GPP to support a large num-
ber of devices communicating over a cellular based data network. There is
consensus on its robustness and scalability to support the emerging commu-
nication requirements. We agree that this protocol is suitably designed for a

large, loosely coupled and distributed communications infrastructure.

4.6 Conclusion

This chapter introduced Voice over IP (VoIP) as the central topic of this
dissertation. Whilst the previous chapters gave background on telecommu-
nication and data networks, we detailed VoIP and SIP to introduce this new
online communications paradigm. Our aim was to clarify its functioning
to lead onto our own research. In particular, it would have become evident
that control and session messages traverse various networks, the public Inter-
net and are handled by many intermediaries. This has privacy implications
which we will reveal in the chapter to follow. The motivation to investigate

the privacy in VolP is that we believe there are trust issues.
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Chapter 5
Privacy in Communication

This chapter focuses on privacy in general and on the Internet. Our research
examines what is meant by privacy and how it affects the individual exchang-
ing information online. It is important to understand what users consider as
personal information, and how their ability to control this information affects

their level of privacy.

A general definition of privacy is “the ability of an individual to control

the terms under which their personal information is acquired and used” [24].

In 1967, Westin [99] already defined privacy in terms of control. He noted
that “the right of individuals to determine for themselves when, how and to
what extent information about them is communicated to others” is what
defines privacy. A privacy advocate from that era was Charles Fried [31].
He was interested in the foundation of the right to privacy, particularly in
electronic eavesdropping. Fried noted that “privacy is not simply air absence
of information about us in the minds of others, rather it is the control we

have over information about ourselves” [31].

This chapter plays a pivotal role in this dissertation. We start our research
here by giving an account of the theories of privacy. This draws on the
research in chapter 6 which justifies the need to protect privacy in VolP, and
we follow on in chapter 7 to propose a mechanism to assure privacy. Each
chapter is independent, yet we will clearly show how these continue to build

on our research.

57



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Qe YUNIBESITHI YA PRETORIA

o8 CHAPTER 5. PRIVACY IN COMMUNICATION

We first introduce the social context in section 5.1 before clarifying the
legal standing of an individual’s privacy protection in section 5.2. This leads
us to contrast available public information with private details transported in
VoIP in section 5.3 and 5.4, respectively. We briefly review existing privacy

enhancing technologies in section 5.5, and conclude with section 5.6.

5.1 Social Context

This section gives background to the views society has of privacy. It is not
easily possible to quantify privacy and thus we draw on related literature to
support our critical review. Privacy is a complex topic yet it has “become the
object of considerable concern” to society [31]. We will not however discuss
VoIP here as the section to follow will contrast these social issues in light of
the emerging digital, online communication medium.

Individuals do not view privacy uniformly and often have different types
and different degrees of concern over their personal information. Their pri-
mary concern is the unauthorised use of their data, either within a managed
network or illegally intercepted. Secondly, they have different degrees of con-
cern, dependent largely on privacy preference and attitude. Culnan et al.
23] confirm through research that some individuals might feel strongly over
a particular personal detail while others might be indifferent.

As more and more users utilise Internet services as part of their daily
routine, a growing amount of information is exposed about them. The risk
exists that remote systems and 3rd parties are able to identify and profile
individual users. Technologies collecting private information have raised dis-
putes as individuals want to protect their privacy from those who want to
profit from the gathered information [102].

It was no wonder that a study such as the one undertaken by the Federal
Trade Commission in 1998 found that the majority of e-commerce businesses
“had failed to adopt even the most fundamental elements of fair information
practices” [23]. A Business Week/Harris Poll [83] found that over 40% of
online shoppers were very concerned about the use of personal information,

and 57% wanted some sort of laws regulating how personal information is
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collected and used. Fisher [29] reported that individuals did not feel that
their information was being used wisely. He found that over 40% of web
buyers surveyed said they had contacted a site to be taken off their database.
Their concern was the misuse of their private information.

The right to privacy is for citizens and consumers to be “free from unau-
thorized intrusion”. To assure a user that his personal details are not mis-
used, “privacy involves the policies that determine what information is gath-
ered, how it is used, and how customers are informed and involved in this
process”.

Westin [99] defined three separate groups: the marginally concerned, the
privacy fundamentalists, and the pragmatic majority. These groups differ
significantly in their privacy preferences and attitudes. The marginally con-
cerned group is mostly indifferent to privacy concerns; privacy fundamental-
ists, on the other hand, are quite uncompromising about their privacy. They
are concerned about their privacy, but are willing to trade personal data for
some benefit (e.g. customer service). In Ackerman et al. [3], these groups
were 27% marginally concerned, 17% privacy fundamentalists and 56% prag-
matic majority. Indeed, in Ackerman et al., the concerns of pragmatists were
often significantly reduced by the presence of privacy protection measures
such as privacy laws or privacy policies on Web sites [3]. His work confirms
that recent studies show that concerns for privacy are “as prevalent in the
online environment as [in the] physical-world interactions”. Spiekermann et
al. [81] noted a larger group of privacy fundamentalists and fewer marginally
concerned in Germany. It should be noted that, despite these groupings,
consumers still want adequate measures to protect their information from
inappropriate sale, accidental leakage or loss and deliberate attack.

It is known that the largest extent of monitoring occurs within the private
business sector, although governments have a vested interest in monitoring
the activities of their citizens. Tuerkheimer details the “underpinnings of
privacy protection” [90] in a paper that details the motivations and reasons
for such monitoring activities, considering the legislative background of de-
veloped nations. It is clear that the issue of privacy, specifically within the

digital realm, remains a controversial issue.
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The academic ways of analysing privacy have merit and draw on fun-
damental beliefs to protect an individual’s privacy. To achieve this often
requires government support and legal protection, striving to protect the
individual at all times. At this point privacy becomes a highly discussed
topic with debates often turning heated. This is, however, not within the
scope of our research and should be left for the philosophers to debate. For

completeness we will briefly touch on the legal protection that exists.

5.2 Legal Protection

In addition to privacy, which is a social issue, individuals also require legal
protection.

Originally set out in the American Constitution, the Fourth Amendment
stipulated that the “right of the people to be secure in their persons, house,
papers and effects against unreasonable searches and seizures shall not be
violated” [90]. This fundamental right became more difficult to manage in
the emerging digital age where information flows freely. Tuerkheimer [90]
applauds the many countries that over the last two decades have adopted
a variety of strategies to achieve meaningful protection. The Organization
for Economic Cooperation and Development (OECD), for example, defined
a set of privacy principles more than 20 years ago. The aim was to strike a
balance between the need for the free flow of information and the fundamental
human right to privacy. Commonly known as the OECD Guidelines, they
were recognized by all OECD member nations, including the Europan Union
(EU) and America. They are, however, not legally binding and interpreted
differently by the various member nations.

The greatest progress was made by the EU. They drafted the EU-Directives
95/46/EC on personal data protection and 2002/58/EC on privacy in the
electronic communication sector [60]. The EU created comprehensive guide-
lines to address location information, the presentation of call identification,
data traffic and specifically unsolicited communications. The EU focuses on
the rights of individuals, often citing that attempts of communicating are

only allowed once “subscribers have given their consent” [60].
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Even though the EU had drafted these new policies, they still had to
be adopted and implemented. As with most aspects of ensuring privacy,
the EU places enforcement in the hands of governmental authorities. These,
however, have limited resources “to seriously impact the vast volume of fraud
that occurs in cyberspace, let alone pursue misuses of personally identifiable
information” [10]. This makes it difficult to take action against any privacy
breaches.

Brandeis [96] noted that the fundamentals of communication privacy are
discussed in light of the invasion thereof, thus breaching an individual’s “right
to be left alone”. Monitoring telephone communication implied that “the pri-
vacy of persons at both ends of the line is invaded” [96]. The implications of
tapping a phone line would not only compromise the privacy of the individual
being monitored, but further that of every person whom he may call or who
may call him. Brandeis motivated that an individual’s right to be left alone
was “the most comprehensive of rights and the right most valued by civilized
men” [96]. It was through this that in the early 20th century legislation was
introduced specifying the need for a court order before being allowed to tap
a phone line.

Arkin et al. [6] are of the opinion that “privacy and security are not
being correctly balanced with what is technically feasible”. This poses great
challenges as large amounts of information are already in the public domain,
and cannot be easily controlled. We will examine this in more detail in the

section to follow.

5.3 Public Information

The above social and legal discussion on personal information raises the ques-
tion: what do individuals consider as personal? Further, when do individuals
consider personal information as private, and at what point deem a breach
of their privacy?

We answer these questions through comparative research on related com-
munications technologies. The motivation for this investigation arises from

the following discussion on public information, specifically presence and avail-
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ability. For this investigation we draw on user behaviour, rhythms and pres-
ence which manifests itself in Instant Messaging (IM). Our research found
that a fine distinction exists between deducing presence information that
aids individuals in finding opportune times to interact, versus giving away
too much detail about the user.

Context-aware services can share real-time cues about individuals and op-
portune times to starting, maintaining, and ending communication sessions.
Monitoring systems can be developed into more advanced mechanisms that
go beyond simply indicating a user’s presence. They attempt to predict a
user availability and status based on a user’s historic behaviour. Such mon-
itoring systems gather data to model a user’s behaviour and indicate an
assumed availability. Prototypes [11] have been developed to demonstrate
how these would effectively integrate into the workplace, and develop a kind
of awareness of subscribing users.

Presence is a unique and compelling feature of IM systems today, but it
currently indicates only whether a person is reachable. It perfectly compli-
ments an [M service, allowing others to be informed when a user comes online
or their status changes [15]. Presence does not consider the time vector and
only indicates the current status of a user. Effective communication however
requires far richer presences information of current and future reachability,
context, and availability.

In looking at current IM systems, Tang et al. [86] looked at how the infor-
mation in a system can help coordinate to future contact when one person is
trying to reach another. The team of researchers performed a detailed analy-
sis of over 21,000 IM conversations involving 437 users, attempting to model
their behaviour and interactions. They continued their research in an at-
tempt to find more effective ways of exchanging information, particularly on
a individual availability for discussions. They found that it would be helpful
to know “whether the user has a currently scheduled appointment in their
online calendar or is engaged in a phone call”, indicating more opportune
times to make contact.

It is important to differentiate suitable times at which to disclose pres-

ence, location and availability information. These factors by themselves do
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not necessarily compromise a user’s level of privacy, yet simply enhance the
communication with temporal information.

However, the information analysed and processed through inference al-
gorithms could allow for the creation of rhythmic patterns. Systems are
being designed to "establish patterns of presence” to model user behaviour
[91]. Begole et al. [11] analyzed awareness histories of distributed groups
and found it possible to model an individual’s behaviour. He motivates that
“awareness information over time could be used to infer rhythmic patterns
that would be useful in coordinating distributed group work”. An inference
attack could draw on a user’s historic presence and predict possible future
events from recurring, for example work absenteeism or departure times.

Awareness systems, however, must assist users in understanding “the
tension between their desires for privacy and [disclosing their] availability
to others”. These advanced systems “should allow users to control the ex-
tent to which they wish to present full details about their context versus an
abstract inference of their availability” [86]. Tang notes that attributes are
examples of the growing requirement for “the sharing of awareness informa-
tion that infrastructures for future communication tools need to be capable
of supporting”.

Our concern is that IM, presences and availability will play a greater role
in ubiquitous and pervasive computing. Users need to understand and trust

the control they have over their information.

5.4 Privacy in VolP

At the start of this chapter we cited theories advocating that users should
have greater control over their private information. We then illustrated how
instant messaging systems draw heavily on intrinsic evidence of the com-
munication to model user behaviour. The stark contrast between theorists
jousting for stricter controls and the flexibility of technology to breach pri-
vacy became clear. This section extends this research to VolP, and discusses

privacy aspects considering that this is a new and emerging technology.
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In conventional telephony, tapping into a line to eavesdrop requires physi-
cal access to a wire. More sophisticated attacks involve penetrating a switch,
yet this greatly increases the malicious user’s risk of discovery. It makes the
attack “complicated because [the attacker| needs to install and operate the
wiretapping software on the exchanges without being detected”. However,
intruders in the past have successfully exploited the network on a significant
scale. [65].

In VoIP the opportunities to intercept a call are far greater. The technol-
ogy is often implemented without sufficient understanding of the security and
privacy implications. The communication is shared over a common medium
and often carried over the same logical portion of the network. Using existing
network sniffers it is notably easier to intercept both control and voice traf-
fic. Well known tools such as Wireshark or tcpdump make it possible to
capture and extract this information from a SIP session, Session Description
Protocol (SDP) or RTP stream.

Communicating over public or shared infrastructure can unknowingly ex-
pose private information. By engaging in a communications session with a
remote party, the possibility exists that private details are revealed or sensi-
tive information exposed.

Arkin [6] confirms our views that a “malicious party can take advantage
of multiple attack venues”. The network “elements and network components
pose a greater risk of misuse” than traditional telephony. These risks can
be attributed to the infrastructure and underlying signalling technology em-
ployed. A few of the risks are inherent to the traditional telephone network.
Examples of this are wire tapping or line abuse. A far larger number of
vulnerabilities and security weaknesses exist in [P networks. These are a
result of the distributed nature of the network and the limited control any
single party has over the infrastructure. Numerous risks trouble the network
ranging from software exploits such as viruses and trojans, through to net-
work layer exploits involving traffic redirection and denial of service. Third
and lastly, there are many yet undetermined risks exist which are specific to
VoIP.
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The aforementioned risks in VoIP stems from the fact that information
about users and their actions is communicated to various parties during in-
formation exchange. Some critics [6,87] have raised concerns that private
information is transmitted (insecurely) and is attainable without much dif-
ficulty. Users can no longer assume that they are anonymous when using
online services.

Not all data transmitted can be treated as the same. It is important to
differentiate the type of information transferred, which can be split into the
two types: content rich data and the signalling required for communication.
An example is Skype which draws on a video feed for content, yet uses
underlying signalling to transmit the data stream. A user can choose his
preferred application, yet not control the underlying communications [25].

Signalling information is required for two parties to communicate. In con-
trast to what could be debated as private information, devices must share
configuration or exchange predefined settings. Systems and devices often
depend on additional information about the user to enhance the user’s expe-
rience. An example of this is alternate contact details, location, pseudonyms,
preferences. It is therefore extremely difficult to evaluate what is considered
private and conceal this information without hindering the communication
mechanisms.

Signalling is almost always based on a common standard. It is usually
not a proprietary implementation by any vendor, but a protocol created by
a standards body (IETF, Institute of Electrical and Electronics Engineers
(IEEE), GSM). The nature of such standards is that weaknesses in the
protocol will be present in all implementations. We note this as this is the
risk that exists in the signalling.

A further point to stress is that most protocols are extensible. SIP for
example (similar to HTTP) will freely transmit any additional information
placed in its headers. The protocols are thus capable of transmitting infor-
mation over and above the minimum required instructions. This extensibility
has been provided in an attempt to future-proof the protocols at the risk of

the unknown.
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When using information and communication infrastructures and appli-
cations, the users personal data is exposed at various intermediaries. This
can easily be accumulated to complete profiles of the users communication,
habits, preferences or movements. Such privacy risks are significant, espe-
cially for users of location-based or context-aware services [25].

Culnan [23] argued that privacy concerns are a critical reason why people
do not go online and why they provide false information. Users feel that
these risks are inherent to online communication, and more fundamental in
that they do not have sufficient control over the medium. These concerns
can be mitigated through technology solutions that enforce stricter control.

PET have been developed in an attempt to protect a user’s privacy. These
technologies vary in their effectiveness to provide the user with an acceptable
level of privacy. Some are privacy mechanisms such as P3P, while other use

encryption, information hiding or anonymity. These will be discussed next.

5.5 Privacy Enhancing Technologies

Ackerman presents four broad categories into which privacy has been tackled
through technical enhancements. These categories are encryption and se-
curity mechanisms, anonymizing mechanisms, infrastructures, and labelling
protocols [2]. The discussion focuses on privacy in pervasive environments,
paving the way for a next generation solution to controlling privacy. In
related work, his research confirms that users greatly welcome such enhance-
ments [2]. Drawing on these categories we investigate these PET.

An early understanding for Privacy Enhancing Technology (PET) ac-
cording to Burkert [14] was that these are “technical and organizational con-
cepts that aim at protecting personal identity”. PETs could be described as
guidelines for privacy protection, either through technical or organisational
functions.

Various mechanisms exist that attempt to protect an individual’s privacy.
Some approaches include using pseudo-identities [63], encrypting sensitive
data [71] and information hiding [62]. PETs attempt to provide individuals

with an acceptable level of privacy.
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In technical terms, PETs can be viewed as technologies that aid individ-
uals in controlling the amount of personal information they disclose when
exchanging information online. On this basis the next paragraph briefly dis-
cusses mechanisms to protect a user’s privacy when using VoIP.

Our aim is to show that such PETs for VoIP can assist in protecting a
users privacy. However, the practical implications of using PETSs and the

limited benefit make them ill-suited for practical use.

5.5.1 Anonymising Proxies

The primary feature of an anonymising proxy is to offer connection anonymity.
Although frequently used in web browsing, a comparable solution could facil-
itate privacy in VoIP. The proxy would act as the first-line hop, authenticat-
ing the user and acting on his behalf. This would achieve caller anonymity,
allowing an individual to subscribe to such a service. This anonymising
gateway could further conceal sensitive private details of the called party,
similarly to JANUS providing sender anonymity [70], through the removal
of identity information from the SIP headers. An anonymising proxy would
provide plausible deniability to create sufficient doubt that the proxy was not
the source of the original request. This is achieved when using a PET such
as Polar to ensure that the communication ensures forward-secrecy even if
the path is compromised [89].

There are, however, plausible hindrances to such an implementation in
VoIP. The proxy would have to implement TLS between itself and the au-
thenticating user agent, an implementation often not supported by a hard-
ware telephony device. Secondly, an organization would have to allow the
SIP messages to traverse its boundaries, passing messages through a firewall
and possibly circumventing mandatory proxies; something unthinkable from
within a managed network. A further issue is that once the engaging parties
have established an end-to-end communications path, there is no guarantee
that the data passing between them (for example audio) is transferred either
directly or securely to the anonymising proxy. This limits the possible value
such a PET would add to an individual.
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5.5.2 Identity Concealing Gateway

An option is to masquerade the details of the source through official meth-
ods of translating user details. This is similar to network address transaction
(NAT) in firewalls where the source addresses are never exposed to the out-
side world. An Identity Concealing Gateway would therefore implement logic
to perform this masquerading.

The suggestions by Peterson et al. [63] on identity management appeared
in a draft RFC in 2005. They presented their thoughts on how a users
privacy could be hidden behind anonymous values sent to the destination.
Essentially, they envision an intermediary facilitating the communication and
masquerading the users details.

The primary concern is that a PET such as an Identity Concealing Gate-
way would actually hinder efficient communication. Certain information is
removed from the messages which might be important to the call. The desti-
nation cannot correctly validate the presented information as it was altered
en-route. We therefore do not believe that the methods presented by Pe-
terson et al. [63] would provide a suitable privacy solution. The issue re-
mains around control and thus our research shall continue to address privacy

through message validation at each intermediary.

Users assume that using (or subscribing) to a PET gives them direct
control over revealing their personal information. This is because PETs offer
new options on what information to disclose during an online transaction.
It gives the user an alternative which the user might not otherwise have. In
part, this emerges from the fact that the user has a choice about what to

present and how to use the PET.

Herman et al. [87] argue that “providing privacy-enhancing technologies
(PETSs) that seem to promote individual control may actually blur the need
for stronger privacy protection, not provide it.” They question whether pri-
vacy is increased and stand by their claim that “PETSs, though important

tools, are not adequate to fully protect personal privacy”.

Considering the views of Herman et al., one has to challenge Burkert

on his motivation that PETs give users direct control over their personal
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information. Even if a user is given more control, it does not mean that
these tools provide adequate privacy protection. Users are often not entirely

aware of the implications of the information they are disclosing.

5.6 Conclusion

This critical review of privacy arose from inherent lack of security in existing
protocols, and the methods of protecting sensitive information. This obvi-
ously now raises the question of “how private is a user’s communication”
and “what control do does the user have over his privacy”? The research
in this chapter extends on our background of VoIP of chapter 4. The aim
was to review privacy and describe why privacy in VolP is a concern. We
continue this investigation in chapter 6 to follow, specifically to classify the

information leaked during communications.



70

&

3

> 4

UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

CHAPTER 5. PRIVACY IN COMMUNICATION



UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

<+
ﬁ UNIVERSITEIT VAN PRETORIA
A~ 4

Chapter 6
Information Leakage in VolP

The growing dependence on technology by society brings with it various
privacy issues. More and more people make use of intelligent communication
services when performing their day-to-day activities [97]. They knowingly
(and unknowingly) transmit large amounts of personal information, putting

themselves at risk of being monitored.

Consider an incident reported in July 2007 in Greece which ended in
tragedy. Vodafone found that software had been illegally implanted in a
total of four of their voice call switches. The “bugging began sometime
during the fevered run-up to the August 2004 Olympic Games in Athens”
and remained undetected until 24 January 2005. The rouge code had been
installed to create two parallel streams of the digitized voice. It was put
in place to record one stream, and create another, being an exact copy,
which was directed to an unauthorised destination. It was confirmed that
the “software also routed location and other information about those phone

calls to these shadow [destinations] via automated text messages.” [65]

One technology that has the potential to considerably raise privacy con-
cerns is VolP, an emergent voice communications technology over the In-
ternet. VolP will eventually replace our current Public Switched Telephone
Network (PSTN). VoIP is however still in its infancy. The implementation of
services has not yet matured sufficiently to address the multitude of possible

privacy issues.

71
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In VoIP, details of a session such as the participating individuals are visi-
ble to various intermediaries, proxies and end-devices. Profiling can be done
through the analysis of information visible at any of the mentioned interme-
diaries. Individuals could be monitored and profiled. Records can be used to
describe the behaviour of an individual, and mined for private information.
This would make it possible to determine an individual’s activities, habits
and whereabouts. Any unauthorised use of such intercepted records is an

infringement on an individual’s right to privacy.

The risk to individuals is that their information could collected by tar-
geted research, marketing or similar companies. The collection of information
for customer relationship management (CRM) and business intelligence (BI)
has developed into valuable practises [51]. Extracting personal information
from VoIP sessions support marketing initiatives in directing and focusing
their efforts on particular user segments or individuals. Further, they could
aggregate the available information to summarise the collective activities for

specific business purposes.

One has to ask if privacy is really an issue within VoIP. This is posed in
trying to identify the particulars that are exposed when two communicating
parties establish a SIP session. Is the information part of the session, or
superfluous for VoIP communication? How can this be determined? These
can be answered by analyzing VolP, particularly SIP and its functioning in

a real world environment.

This chapter highlights the privacy implications when communicating
using SIP. We question the need for privacy in section 6.1. More specifically,
section 6.2 takes into consideration the private details which are visible when
messages are exchanged. We use the Freiburg Privacy Diamond [107] in
section 6.3 to analyse the protocol and show that the exchanged details reduce
an individual’s anonymity. A communicating party can possibly be linked
to an action, device, location and identity. There exists an obvious invasion
of privacy which we present in section 6.4. We conclude with section 6.5, in
which we motivate why adding identities to control the communication path

will enhance user privacy.
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6.1 Concerns about Profiling

Privacy in VoIP services has received limited attention, largely due to more
pressing technical challenges such voice quality [93], seamless mobility [93]
and session management such as SIP [73]. Many privacy concerns trace back
to the underlying session management protocol which is central to VolP
communication, and more specifically SIP. It will become evident in this
section that SIP headers carry various private details. We present examples of
SIP sessions, and highlight the headers revealing privacy related information.

VoIP commonly distinguishes between two types of a communication: a
control channel and a data channel. The data channel is used to transfer the
encoded audio stream between two remote parties. The channel is datagram-
oriented by design and hence often uses UDP over TCP. The data channel
is set up according to instructions received from the control channel during
session initiation.

The control channel ensures that the data channel is established, main-
tained for the duration of the session and terminated at the end. It is used to
exchange messages with the destined remote party, containing details about
the source and destination, capabilities of the communicating devices and
session information [73]. The control channel is used for what in traditional
telephony is described as signalling. A protocol commonly used for the con-
trol channel is SIP [73]. SIP is the successor to H.323 [76] and has been
adopted by the IEEE as the new signalling standard. A more detailed dis-
cussion of SIP is therefore appropriate.

An individual wishing to communicate using a SIP-enabled device would
instruct the device to call a remote party, specified by either a number or an
alias. Gartner predicts with great certainty that users will continue to use
traditional numbering schemes in VoIP [30]. This numbering will allow for
the use of the I'TU-T’s international public telecommunications numbering
plan (E.164) [27] in VoIP. This will allow for the smooth transition from
traditional PSTN to VoIP and ensure that every device is contactable. Since
devices are no longer bound to physical locations, it would be impossible to

locate the remote device without assistance from intermediaries.
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Figure 6.1: SIP Message Exchange

We refer to Fig. 6.1 to illustrate the steps involved in setting up a SIP
session between caller Alice and remote party Bob. SIP initiates a session
by sending an INVITE request (step 3). This invite is forwarded by a num-
ber of proxies (steps 3,5) until the final proxy is reached. Every proxy is
only responsible for its authoritative domain, and messages not destined for
it are passed on. In this example atlanta.com and biloxi.com are interme-
diaries responsible for their respective domains. This effectively allows for
a hierarchical structure — for example: calls destined for Bob working in
the human resources (HR) department at a company called Bilozi can be
directed to proxy biloxy.com which subsequently forwards the call to proxy
hr.biloxi.com. Therefore, proxies dynamically map out a route, from one
proxy to another, before the INVITE finally reaches the destination.

This “loose routing” established a path which is used for the exchange of
subsequent messages. Responses are sent along this path but in the reverse
direction. Every proxy, only knows the previous and next proxy. Optimal
routes are created, which allow for efficient passing of messages and fail-over
mechanisms to ensure sessions are maintained. Call status messages, such as

ringing (steps 6-8) and answered (steps 9-11), are routed back to the calling
Proxy.
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Once the call has been acknowledged (step 11), a data channel is estab-
lished between the calling and final proxy (step 12). Each proxy will interface

with the end-devices; which in our example are operated by Alice and Bob.

Various attributes are exchanged during a call and stored in SIP head-
ers. These attributes are useful to proxies, devices and users. Required
headers are To, From, Contact, Call-ID and Timestamp values. The To and
From headers are URIs identifying a device or user reachable domain (e.g.
bob@hr.biloxi.com). Additional headers can be used to convey location, al-

ternate contact numbers, device capabilities, codecs and firmware versions.

The VoIP communication paradigm bear little relation to existing PSTN
networks. Telephony operators control the PSTN network, its interconnects
and call routing. Whilst many individuals assume that their VolP calls are
private, few understand the implications which the signalling protocol has

on their privacy.

6.2 Information Leakage

In this section we discuss possible sources of information leakage and details
visible to intermediaries. We present the headers through which deductions
about a user and his actions can be made. This argument is supported by the
RFC 3261 [71] which states that “SIP messages frequently contain sensitive
information about their senders”. The RFC elaborates on the privacy of
users and that it is possible to know with whom, when, how long and from

where a user communicates.

We first discuss the explicit and implicit attributes which are exchanged
during a SIP session. Our research then examine how this can be used to

compromise a user’s privacy in section 6.4.

While known security threats exist, this section highlights the privacy

issues in SIP.
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INVITE sip:01127117931486Qatlas-east.vonage.net SIP/2.0
Via: SIP/2.0/UDP pc33.intdev.co.za;branch=z9hG4bK776asdhds;received=192.0.2.1
Record-Route: <sip:pl.vonage.net;lr>
From: "Thorsten Neumann" <sip:14169079479Qatlas-east.vonage.net>;tag=122965585
To: <sip:01127117931486Qatlas-east.vonage.net>;tag=28491840-EE2
Call-ID: a84b4c76e667100192.168.0.120
CSeq: 314159 INVITE
Contact: <sip:tozzi@intdev.co.za:5060>
User-Agent: <Motorola VT1000 mac: OOOF9F466CDO sw:VT20_1.1.16e 1n:0 cfg:1097174/100282>
Content-Type: application/sdp
Content-Length: 142
SIP/2.0 183 Session Progress
Via: SIP/2.0/UDP logging.vonage.net
;branch=z9hG4bKnashds8;received=192.0.2.3
Via: SIP/2.0/UDP pc33.intdev.co.za
;branch=z9hG4bK776asdhds ;received=192.0.2.1
From: "Thorsten Neumann" <sip:14169079479Qatlas-east.vonage.net>;tag=122965585
To: <sip:01127117931486Qatlas-east.vonage.net>;tag=28491840-EE2
Call-ID: a84b4c76e667100192.0.2.1
CSeq: 2 INVITE
Content-Type: application/sdp
Content-Length: 160

Figure 6.2: SIP Message with Headers

6.2.1 Explicit Attributes

SIP exchanges many messages during a session, thus ensuring that engaging
parties can communicate. We define explicit attributes which are fact and
which are defined by the protocol. These are connection-related properties,
exchanged among communicating parties across various networks. These
details are stipulated in SIP headers as shown in Fig. 6.2.

Each device requires an IP address to communicate giving some indication
of its location on the Internet. IP address information revealed in the SIP
header does not tie to a particular location, but does bear on a user’s locality.
It can be determined if a user is at work, communicating from a corporate
domain, on a mobile or home network. It can be argued that this information
carries little weight on its own, yet when tied to a user’s pseudo-identity has
greater implications.

A user must assume a pseudo-identity and use it when engaging in VolP
communication. This pseudo-identity is an address in the form of a SIP URI
and comparable to an email address denoted by aliasQdomain.ext. Devices
and intermediaries assisting in the session require this address to resolve the

destination and communicate with the proxy responsible for the domain.
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INVITE sip:bob@biloxi.com SIP/2.0

Via: SIP/2.0/UDP pc33.atlanta.com;branch=z9hG4bK776asdhds;received=192.0.2.2
Route: <sip:bigbox3.site3.atlanta.com;lr>

Route: <sip:cdr-svr.atlanta.com;lr>

Max-Forwards: 70

To: Bob <sip:bob@biloxi.com>

From: Alice <sip:alice@atlanta.com>;tag=1928301774
Call-ID: a84b4c76e66710@pc33.atlanta.com

CSeq: 314159 INVITE

Contact: <sip:alice@pc33.atlanta.com>
Content-Type: application/sdp

Content-Length: 142

Figure 6.3: SIP Message with Route Instructions

The communication within a realm is often controlled by an authoritative
proxy. A user has little control over what is communicated by the proxy, as
this intermediary governs over the routes and session particulars. The SIP
message can contain auxiliary headers that enhance the communication. A
user might be reachable at more than one location and provide multiple
contact points. These could be sip, mailto and tel addresses. While the
latter are not mandatory, a device must convey how it can be contacted[71].
Individuals might, however, want to conceal their name, pseudo-identity or
contact points. This is increasingly important when SIP messages are sent
outside of the realm of the domain.

Depending on vendor implementations, devices might want to inform in-
termediaries of additional device-specific functionality. Since SIP is a generic
implementation for session management, it caters for remote parties to de-
termine a device’s capabilities. A device might want to communication addi-
tional functionality such as support for video, presence information or mobil-
ity options. In our research we found that Vonage devices disclose the device

model, its MAC address, software version and latest configuration.

Protocol and Services

The SIP RFC states there are six fundamental header fields for communi-
cation. They “jointly provide for most of the critical message routing ser-
vices including the addressing of messages, the routing of responses, limiting
message propagation, ordering of messages, and the unique identification of

transactions.” [71]
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SIP/2.0 183 Session Progress
Via: SIP/2.0/UDP 192.168.10.202:5061;branch=z9hG4bK-31f-c3d55-4b44
Record-Route: <sip:180035693770216.115.25.54:5061>

Figure 6.4: SIP Message with Record-Route Instructions

The Route and Record-Route header specify paths over which a message
should be passed. The Route only specifies a route for a single message,
while the Record-Route instruction forces future requests to be sent along
the specified path. These headers can be set during session initiation, or
dynamically added once the call has been established. Our great concern is
that these instructions can be set by any intermediary, and have no visible
impact on the data channel.

The strong motivation for these headers is that these are required for
call routing and decision logic purposes. The privacy aspects are, however,
mostly ignored. The entire SIP message is passed between various, poten-
tially untrusted, remote hosts. While these hosts are instructed to forward
the request, they can record these headers and even alter the message path.
In either scenario, the particulars of the user and originating network are
vulnerable [95].

Networks

SIP places machine names, host names and device addresses in the header.
Devices are specified by IP addresses or Domain Name Service (DNS) records,
and could potentially reveal the network configuration.

The TP addresses of managed or corporate networks are often hidden
from the outside world. They are masked by Network Address Translation
(NAT) or connections relayed by proxies. However, SIP could expose details
about the network and non-public servers. While these servers might not
be accessible from outside the managed network, they reveal the network
architecture and participating intermediaries.

This is illustrated in 6.4 where a participating proxy is exposed, and the

internal IP address of this intermediary communicated to third parties.
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Devices

A proliferation of hardware devices and VolP telephones have emerged on
the market. While there are governing standards, manufacturers can add
additional information into SIP headers.

Devices communicate additional information about their capabilities. This
makes it possible to negotiate on mutually supported functionality. An ex-
ample of this is video capabilities, presents or directory integration. It further
makes it easier identify and troubleshoot supported functionality.

The concern is that devices could reveal various details about the manu-
facturer, the hardware and embedded operating system. These devices could
be fingerprinted [95] and potentially vulnerabilities easily identified.

A far greater concern surrounds audio codecs. In order for two (or more)
devices to communicate, they will share information about their available
codecs. This will be used to negotiate a commonly supported audio encoding
algorithm. The open nature of the protocol would allow third parties to lists
the available codecs and report on the employed algorithms. Certain codes
such as G.729a are, however, registered as intellectual property and must
be licensed. Querying a device for its supported codecs could be used in
scanning the network, and reporting on legitimacy of implemented encoding
algorithms. This clearly highlights it would be fairly simple to audit VolP

network without requiring physical access, or authorisation over the devices.

Location and Presence

The communication protocols implemented in VoIP are ideally suited to con-
vey locations specific information, tied to a users presence or status. This
presence can be described in terms of availability at a given location at a
particular time.

Data mining techniques can be applied to the available information in
order to determine a user’s current presence. This can be used to establish
patterns of presence through various learning approaches [91]. Inadvertently,
the network could model a user’s future presence as we discussed in chapter 5.

Within a managed environment, SIP devices would log on and off from an
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INVITE sip:01127117931486Qatlas-east.vonage.net SIP/2.0

Via: SIP/2.0/UDP 192.168.1.3:5060

From: "Thorsten Neumann" <sip:14169079479Qatlas-east.vonage.net>;tag=122965585

To: <sip:01127117931486Qatlas-east.vonage.net>

Contact: <sip:192.168.1.3>

Call-ID:3D2FC501-ECA1-4526-8257-C1FB36B567710@192.168.1.3

CSeq: 2 INVITE

User-Agent: <Motorola VT1000 mac: OOOF9F466CDO sw:VT20_1.1.16e 1n:0 cfg:1097332074174/1002226282>

Max-Forwards: 70

Content-Type: application/sdp

Content-Length: 112

Proxy-Authorization: Digest username="14169079479",realm="216.115.25.174" ,nonce="136885787",
uri="sip:011271179314860Qatlas-east.vonage.net" ,response="e260e929dc7d869a733",
algorithm="MD5"

v=0

o=- 3315231798 3315231798 IN IP4 192.168.1.3
s=-

c=IN IP4 192.168.1.3

t=0 0

m=audio 16386 RTP/AVP 8 0O

SIP/2.0 100 Trying

Via: SIP/2.0/UDP 192.168.1.3:5060

From: "Thorsten Neumann'"<sip:14169079479Qatlas-east.vonage.net>;tag=122965585
To: <sip:01127117931486Qatlas-east.vonage.net>

Call-ID: 3D2FC501-ECA1-4526-8257-C1FB36B567710192.168.1.3

CSeq: 2 INVITE

Max-Forwards: 15

Content-Length: 0

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP 192.168.1.3:5060

Record-Route: <sip:271179314860216.115.25.174:5060>

From: "Thorsten Neumann" <sip:14169079479Qatlas-east.vonage.net>;tag=122965585
To: <sip:01127117931486Qatlas-east.vonage.net>;tag=28491840-EE2
Call-ID: 3D2FC501-ECA1-4526-8257-C1FB36B567710@192.168.1.3

CSeq: 2 INVITE

Contact: <sip:271179314860216.115.23.17:5060>;rtpupdated=-
Max-Forwards: 15

Content-Type: application/sdp

Content-Length: 160

v=0

o=CiscoSystemsSIP-GW-UserAgent 9397 7747 IN IP4 216.115.23.40
s=SIP Call

c=IN IP4 216.115.23.40

t=0 0

m=audio 12712 RTP/AVP O

c=IN IP4 216.115.23.40

Figure 6.5: SIP Header Revealing Device and Software Version

Protocol Info
RTP Payload type=ITU-T G.711 PCMU

Figure 6.6: Ethereal SIP with SDP Packet Declaring G.711 Encoding
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authorative proxy, indicating a users availability. Once further augmented
with user-specified availability information (such as busy or do not disturb ),
one could detail a user’s behaviour.

The intent of the communications infrastructure is to foster better collab-
oration and optimal user interaction. This has obvious privacy implications.
While this is beneficial within a collaborative environment, such an analysis
could reveal confidential information about any user’s activities. In our anal-
ysis using the Freiburg Privacy Diamond (Freiburg Privacy Diamond) it will
become clear how location-related information in particular compromises a

user’s anonymity.

Call Data Records

The sample headers presented in this chapter reveal various details about the
communicating parties. Our great concern is that this information is passed
between various parties by means of the application layer routing performed
in SIP. Not only do these particulars pass between designated proxies, they
also transgress various network boundaries.

Each session will result in call data records, a summary of the call details
to record the event. These will be stored as reference and proof that the
communication took place. However, these will not be collected in a single,
central repository unlike PSTN networks.

Various intermediaries, proxies or devices can keep a record of these calls.
Call data records therefore have a notable implication for an individual’s

privacy.

6.2.2 Implicit Attributes

Other more subtle deductions can be made by watching the transaction
within a session. Next we identify how particulars about a user can be
inferred from these attributes.

The presented list of attributes are fact, while further conclusions could
be drawn through observing a progressing session. Implicit properties are

tacit yet could be deduced from the SIP headers. Numerous messages are
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exchanged during a session, as illustrated in Fig. 6.1, and can reveal subtle
behavioural attributes. We agree with RFC 3261 which notes that there
are also less direct ways in which private information can be divulged. Two
important factors are those of time and the duration of a session.

Observing SIP messages exchanged at a particular time has a bearing on
the user’s location. A user could have left the office, yet still be communi-
cating thus implying that he or she is possibly at home.

Secondly, the progression of a session and its cumulative duration indicate
the nature of the call. Many longer calls after work could be assumed to be
personal, while those with a duration of less than a minute are more likely
work-related. This is comparable to the usage patterns found in fixed and
mobile phone usage [45,59] and instant messaging [50].

The final state of a call plays an important role. This state can be drawn
out of responses returned by the destined device. SIP response codes are con-
sistent with, and extend to HTTP /1.1 response codes [71] and allow for both
machine and human interpretation. These give insight as to how a session
was redirected or terminated. States such as Redirected, Moved, Busy Here,
Do Not Disturb or Rejected are communicated in system-generated responses.
These will indicate a conscious action of a user when being contacted.

Section 13.3 of the now deprecated RFC 2543 talks specifically about pri-
vacy in SIP. The document notes that “location and SIP-initiated calls can
violate a callee’s privacy”. This includes revealing alternative contact num-
bers which could infringe on privacy and be of concern to the organisation.

The aforementioned attributes have been tabulated in 6.1. These either
visibly reveal details about the user (or device) and allow for the analysis of
implicit attributes.

In the section to follow, we assess the implications of the attributes, and
how they breach an individual’s privacy. The Freiburg Privacy Diamond is
used as a model to show that an attacker can launch an inference attack on a
user. This will confirm that users can indeed be profiled and their behaviour
modelled.

We pay specific attention to the SIP headers and analyse the information

that could be acquired and subsequently retrieved from the headers. Fur-
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thermore, the inadequacies of the SIP protocol allows intermediate proxies to
monitor and alter a SIP session. This raises the question about the method
in which SIP operates and the amount of personal information that is leaked.

We investigate the SIP message exchange, in particular SIP headers, in
light of the mentioned privacy concerns. We explore what sensitive data is
exchanged and how callers can be linked to a device or location. A proxy
might have no knowledge about the source or destination, but consider the
impact of aggregating messages from multiple proxies and different sources,

which could lead to identifying and profiling users.

6.3 Freiburg Privacy Diamond

We apply the the Freiburg Privacy Diamond [106] to VoIP. This model
captures the essence of anonymity with regard to device and user mobility.
We can then model and analyze the anonymity of a user.

The Freiburg Privacy Diamond considers four entities which impact on
the user’s level of privacy. They are: the action itself, the device, the location
of the device, and the user, visually (see Fig. 6.7(a)). These different entities
are related. The user performs an action, using a device at a particular
location. In order to achieve anonymity, an attacker should not be able to

link these entities when observing a single message, or complete session.

Action a

~\
ad auT . al o ‘ : ‘—_—“—/> Location
\ l/ ocation Devices © " /
Y ’ ‘\‘
©

Useru User

Device d

(a) Related entities (b) Multiple relations
Figure 6.7: The Freiburg Privacy Diamond
The model has been extended to describe the additional challenges faced

in achieving anonymity in pervasive computing [107]. It shows how commu-

nicating devices must protect privacy through working together in achieving
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anonymity. It is well suited to analyse information leakage in SIP communi-
cation.

Assessing these entities, an attacker would have to reveal the relations
between a user and his action to deduce the identity of a user. Depending on
the information captured, the attacker could correlate a user to a device or
location. Any such relationship would breach the user’s privacy by revealing
the action performed on a device and at a specific location. The flexibility
of SIP would allow a user to utilise any device from any location.

A user would be reachable within close proximity of a device. He would
further perform actions using a capable device. The user also could make
use of more than one device. A device could be mobile (cellphone or soft-
phone) or bound to a location (as is the case with traditional telephones).
It is assumed that the user is in close proximity to the device. While this
creates an immediate relation between the user and his location, it does not
imply that the user can be identified. The semantics of the Freiburg Privacy
Diamond require an attacker to determine which user or which device per-
formed the action. Here we apply the Freiburg Privacy Diamond to VolP
communication.

In order for a user to be contacted, it must be possible to locate the de-
vice being called. Considering that the utlised device will authenticate on
the user’s behalf, an implicit relation between the user and a device is cre-
ated, contravening the Privacy Diamond entities. The exchanged information
could also reveal the user’s location.

Referring to the Freiburg Privacy Diamond, we can confirm the follow-
ing: there exists a physical connection between the user and the device. The
device however is in most cases not independent of its location. There is fur-
ther a clearly wisible sequence of events in which the model classifies these as
actions. The user initiates the action, and the supporting systems will hon-
our this. These could respond with acknowledgements or further instructions
for the session to establish. The behaviour of the devices and intermediaries
could result in multiple relationships as illustrated in 6.7(b). It complicates
that matter yet does not lessen the implied relation between the four entities.

Two situations arise when a user is contacted. In the first scenario the user
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Privacy Concerns

Type Attribute Information Leakage | Privacy Implication
Protocol Medium Low
Services Medium Low
Networks Medium Medium

Explicit | Devices High Medium
Location Medium High
Presence Medium High
User High High
Duration Low Medium

Tmplicit Time of day Medium Medium
Frequency Low Medium
Status Low High

Table 6.1: Sensitive Details Revealed in a SIP Session

is contacted and accepts the incoming call. The SIP session is initiated in
which particulars about the session, therefore the user, are exchanged. This
includes the user’s name, direct contact details and device used. Further,
particulars about the user’s current location, presence and availability could
be deduced. Redirection instructions such (181 Call Is Being Forwarded, 300
Multiple Choices, 301 Moved Permanently, 302 Moved Temporarily or 380
Alternative Service) communicate this information as part of the response.
An alternate scenario is when the user can not be located or does not
accept the incoming call, thereby communicating back a state of a device
or a conscious action of a user. If the user is not present at the time (480
Temporarily Unavailable) the resulting SIP headers would reveal alternate
contact numbers or locations at which the user could be reached. In contrast,
a conscious action would indicate that the user was contacted but unreachable
(486 Busy here, 600 Busy everywhere) or declined the call (603 Decline).
Reverting to the Freiburg Privacy Diamond, the user can therefore be tied
to the action, and can be associated with a device and possibly a location.
Further assumptions can be made through observing the session, and the

extracting the implicit attributes.
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6.4 Profiling

We consider profiling of a VolP user and the possible privacy implications
thereof. The Freiburg Privacy Diamond provides a model through we we
have shown that a user’s privacy is at risk. The Voice over IP Security
Alliance [5] remarks that VoIP “faces different threats than other Internet
applications, triggering unique security and privacy concerns.” Profiling in
VolIP is the process of analysing personal information found in call data. We
have introduced explicit and implicit attributes as two sources of personal

information found in call data.

During the establishment of session, a proxy could unbeknown to the
caller, insert a Record-Route header. This instructs the participating devices
to relay subsequent SIP messages through the proxy for the duration of the
SIP session. The host specified in the Record-Route header need not be the
proxy handling the SIP message. An simple example to illustrate the risk of
information leakage is where eve.com would forward the SIP INVITE with
this additional Record-Route header. While eve.com should no longer play
a role in the session, the proxy will receive all messages and event updates
exchanged between the communicating parties. As indicated in Fig. 6.1,

neither Alice nor Bob are aware of this intermediary.

SIP devices and proxies additionally rely on the Route directive to pass
messages to specific hosts for processing and routing. A misconfigured or
compromised proxy can manipulate messages without consent from the user,
such as injecting additional headers. The SIP header will force the mes-
sage to be forwarded to a specific intermediary before reaching the intended

destination.

The possibility exists where eve.com inserts a Route instruction to have
the current SIP message forwarded to profiling.com . This allows the next
en route proxy to collect the Explicit Attributes described in Section 6.2.1.
Further, one could consider this in combination with the aforementioned
Record-Route header. This gives profiling.com the ability to monitor and
profile the user, correlating the actions and ability to deduce the implicit
attributes described in Section 6.2.2.
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The users of a SIP session are not in control of the communication envi-
ronment, often restricted to the interface of the device (or softphone). The
communicating parties might not be aware of intermediaries logging and
recording call control messages. While the mentioned records are specific to
call control events, they expose a great amount of detail about a user.

With the growing adoption of VolP, profiling becomes an increasingly
dangerous threat. Analysing a collection of calls performed or received by an
individual could expose a substantial amount of information about a user’s
behaviour, habits or preferences. Whilst these threats are currently minor,
one should consider a case where VolP becomes a truly ubiquitous commu-
nications technology.

One could consider the case whereby many household, workplace and
public devices are networked and support IP communications. Not every
device needs to be a communications device. It could be used to inform an
individual if his phone is ringing or if messages are available. If this were the
case, more personal information would be available.

Further research is required to study the implication that a widespread
acceptance of VolP has on personal privacy. An interesting case is a probable
future scenario whereby communication is possible from anywhere and by
anybody using his own unique pseudo-identity or telephone number. We
have only briefly touched on the implications hoping to stimulate ongoing

discussions.

6.5 Conclusion

Our research aimed to show that information is leakaged in VoIP and specif-
ically SIP which affects users’ privacy. Personal details are exposed and thus
compromise user anonymity. A user is therefore not assured of a sufficient
level of privacy when communicating over the Internet. We then went on
to show that a user’s action, the device used, location and identity can be
correlated.

In this chapter we identified the information revealed when communicat-

ing with a remote device. We used The Freiburg Privacy Diamond [106] to
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substantiate this argument.

The main arguments of this chapter were presented at TrustBus 2006
in support of the body of this research. The chapter drew from the paper
discussing Information Leakage in Ubiquitous Networks by Neumann et al
[84]. We have now built on this work to qualify the type and magnitude of
the risks of user profiling.

The trends indicate that the VolP will increasingly dominate cable tele-
phony and start replacing traditional telephone lines [76]. This raises con-
cerns about a user’s privacy as this pervasive technology starts replacing our

existing communications infrastructure.
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Chapter 7
Enhancements to SIP

In order to address the proprietary vendor implementations, the Internet En-
gineering Task Force (IETF) drafted a comprehensive communication proto-
col in 1998. They defined protocols that assist in the establishing of VoIP
communication, yet clearly separate the signalling from the data. They cre-
ated the SIP protocol and underlying signalling mechanism. It was designed
to work in a distributed fashion, and simply coordinates the data exchange

between communicating parties.

The greater research community recently convened to propose enhance-
ments to SIP for a new mechanism to certify the identity of a caller [63].
They wanted to create a means to provide a level of certainty amongst com-
municating parties of each other’s identities. The identity of a remote device
would therefore be assured, and changes to an individual’s details could be
validated. This noteworthy addition to SIP did not, however, guarantee that

all intermediaries assisting in the SIP session are trustworthy:.

The previous chapters built on the caveat of privacy which is our pri-
mary concern. We highlighted the risks and strongly motivated for greater

transparency on identity information of intermediaries.

The contribution in this chapter is to present a mechanism to certify the
intermediaries. Our approach is to assert the identity of intermediaries which
assist in establishing a SIP session. Thus, the intent is to create an acceptable

level of trust over the chosen path during the initiation of a SIP session. This

89
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is achieved through certifying the intermediaries and any changes which are
made to the messages (‘en route).

Originally in chapter 4, we explained the headers used in SIP messages
and their purpose. The research thus far has shown that there is concern for
the content and transfer mechanisms used in SIP communication.

We now follow on from the various discussions that have arisen about the
integrity of SIP headers, and give background to our proposed enhancements.
Firstly, we present the enhancements in section 7.1. Section 7.2 elaborates on
these concepts and details our implementation of securing SIP messages. The
adjusted state of messages in transit and methods of certifying the partici-
pating intermediaries are explained in Section 7.3. We highlight the gained

trust and how our contribution assists in securing SIP in Section 7.4

7.1 Proposed Enhancement

In order to ensure that the SIP messages remain unchanged, a new method of
securing specific message headers [63] has been proposed. The motivation for
securing the headers is to ensure that the content of the SIP message itself
has not been modified in transit. This section will explain the proposed
enhancements, which leads us to our research of certifying the intermediaries
involved in a SIP session.

A device initiating a call creates a SIP message and passes it to a proxy
server. Depending on the destination, the proxy will in turn pass the mes-
sage on. However, of concern is the integrity of the message once it has been
forwarded. The next-hop proxy determined through resolution and routing
mechanisms cannot be assured that the content has not been changed. Thus,
it and any consecutive proxy (or devices) cannot ascertain whether any of the
presented attributes are true. This raises concern about the possible manipu-
lation of SIP messages resulting in deception, abuse or denial of service. The
implication is that plausible scenarios such as the construction of deceitful
messages would arise. This would not only interfere with a caller’s credibility,
but also raise doubt as to the trustworthiness of the originating network. The

problem is that this could materialise as the abuse of VoIP services compa-
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rable to the previously unexpected creation of SPAM in email [21]. Industry
has hypothesized about SPAM in VoIP and accordingly termed this abuse
of VoIP services as SPIT [17]. This issue would have to be addressed before
the technology is too widespread to be secured.

Two new headers, namely Identity and Identity-Info have been proposed
in [63]. These enhancements to SIP do not require changes to any existing
implementations, but allow for proxies (or devices) honouring these exten-
sions, to establish a common level of trust. It is assumed that a device is
authenticated to an authoritative proxy server. Thus, the proxy server rep-
resents the device within the domain it is communicating in. The device will
communicate through this proxy, leveraging off the routing, rules and defined
policies.

The Identity header is a digest string computed from specific values within
a SIP message. This string is a hash over important attributes, and signed
using a X.509 certificate. The digest string is written into the SIP message

before being sent on.
Identity = shal WithRSA Encryption(attributes)

The calling device will provide the necessary attributes to initiate a ses-
sion. It therefore presents the source SIP URI, the destination SIP URI,
the Sequence Number, specified Caller ID and the Method headers. These
details are sufficient for the proxy to process the SIP message, and attempt

to establish a session.

attributes = source : destination : called : method : timestamp : contact :

message body

The proxy must be configured to hold a certificate valid for its author-
itative domain, and use this in signing outbound messages. The certificate
must be valid for the represented domain, and match the host name of the
proxy handling the message. The hash and signature is computed using the
shalWithRSAEncryption algorithm over the canonical string.

A remote party might not know of the caller, and would want to verify

the presented identity and integrity of the message. In order compute a
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comparable hash, the remote party must retrieve the authoritative proxy’s
public keys. The proposed enhancements draw upon the Identity-Info header
to assist in describing the location (URI) of the certificate.

This new mechanism of certifying a caller’s identity allows for the true
source of this message to be determined, and the integrity of the presented
attributes verified. It ensures that all headers remain intact without hinder-
ing the end devices in communicating. It further shifts responsibility away
from end devices, and makes it impractical to modify these headers once a
digest has been computed.

There are many benefits to confirming a user’s identity. Systems can
trust the caller and can be built to securely allow to access confidential or
private information. The caller no longer has to audibly confirm his identity,
nor confirm secrets using DTMF inputs. Misuse of telephony services would
be reduced as users are aware that their session identity is managed by an
intermediary. Although this has bearing on a user’s privacy when communi-
cating, he is assured that his details are not maliciously intercepted. It must
be noted though, that this mechanism only focuses on the caller.

In this section, we described the enhancements to SIP in order to certify
a user’s identity. In the section to follow, we apply these principles and
extend these to intermediaries. The aim is to provide a way of certifying the

intermediaries” handling of SIP messages in transit.

7.2 Identify Assertion

We detail how we propose certifying changes made to a SIP message in this
section. The attributes deemed necessary to ensure integrity are described,
and the implementation of our proposed mechanisms explained. It requires
that proxies correctly sign the traversing messages and simultaneously un-
derwrite the changes made during transit.

The obvious concern with SIP messages is that they dynamically establish
a route to the destination, thus directed over a previously undetermined path.
The routing headers are inserted into the message, as shown in Fig 4.1. To

avoid a rogue proxy modify the signaling as Goode [35] points out, one has to
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establish trust in the SIP network. Yet since the route cannot be predicted,
we propose that each proxy identify itself en route. This is achieved by
appending a digital signature to the SIP message before it is forwarded. The
Application Layer routing headers should not be modified when handled by
the next proxy, and the signature will ensure this.

A intermediary handling the SIP messages is required to insert a Via
header in order for the message exchange to continue. SIP prescribes that the
version, protocol and host name of the proxy are recorded. Our mechanism
allows us to ascertain whether a proxy claiming to have handled the message,
is indeed the true intermediary. This is achieved through the addition of a
digest string linked to this intermediary.

The proxy must confirm that it adjusted the request, inserting its par-
ticulars in a Via header. Policy might have the proxy inserting logging or
routing headers, and these must additionally be certified. Proxies process
these headers top-to-bottom — thus any new details are inserted at the top
of the request. If each proxy signs its inserted Via, a trace of modified Via,
Route and Record-Route headers can be produced.

Considering that the original headers produced by the caller and partic-
ulars about the session have been signed into the Identity header, it is not
required for the hashing to consider all SIP attributes. This is a fair perfor-
mance improvement since only the Identity header must be included, when
signing the concatenation of newly inserted headers. The signature would

similarly be formed through a digest computation.

Signature = shal WithRSAEncryption(attributes)

attributes = adjusted Method : inserted Via : inserted Routes :

inserted Record Routes : Identities

The Via header must include this signature, as well as the path to its
public X.509 certificate. The header structure of SIP messages allows for this
through semi-colon separation of attributes, and thereby inherently caters for

these extensions.



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
YUNIBESITHI YA PRETORIA

94 CHAPTER 7. ENHANCEMENTS TO SIP

Via: SIP/2.0/UDP cdr-svr.atlanta.com
;branch=z9hG4bK776asdhds;received=196.35.68.101
;identity=A50h1tSWpbmXTyXJDhaCiHjT2xR2PAwBroi5Y8tdJ+CL3

ziY72N3Y+1P8eoiX1rZ0uwb0ODicF9GGxA5vw2mCTUxcOXGOKJIOh

pBnzoXnuPNAZdcZEWsVOQAK j /ERsYROBf xNPazWmJZjGmDoFDbU

NamJRjiEPOKn13uAZIcuf9zM+
;identity-info=https://sip.atlanta.com/cert

Implementing this mechanism at every proxy along the route creates
layers of identities. Each proxy performs this computation and asserts its
changes together with those made before it. This layering produces a chain
of auditable modifications. By verifying a digest, it can now determined
where in the chain certain routing instructions were modified. This allows
for the interrogation of changes made to the dynamic route, as well as modi-
fications to instructions already inserted by hosts having previously handled
the SIP message. It further ensures that SIP messages cannot be redirect nor
intermediaries be removed from the path already traversed. This is visually
illustrated in Fig 7.1.

Via: cdr-svr.biloxi.com

Via: bighbox3.site3.atlanta.com
Record-Route: cdr-svr.biloxi.com

Via: pc33.atlanta.com

Contact: sip:bob@192.1
From: carol@carol.com
To: bob@bibloxi.com
Date: 03/04/2005

Amuaspi
alneubis
almeubis
alnrubis

Figure 7.1: Layers of Identities

In light of what has been presented, we will proceed with a discussion on
integrity of the headers. We depict the state of a SIP message while in transit,
accumulating layers of identities. This state model is used to describe the
criteria under which the intermediaries are considered as verified. It allows

for a chosen path be regarded as acceptable and trustworthy.
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7.3 Asserting Changes

To ascertain whether or not a chosen route is acceptable, the newly placed
identities must be checked. Although the actual implementation is fairly
straightforward, we believe that a policy-based evaluation of the intermedi-
aries would be best suited to verify the validity of any particular path. This
will be further explored in chapter 8.

Ideally, the SIP message would arrive entirely certified. This requires all
proxies to sign for handling the message. This might be a prerequisite when
communicating with partners or affiliates with whom confidential informa-
tion is exchanged. An organisation might wish to choose service providers
who guarantee their routes and third-party interconnections. The parties
relying on such secure communication would be assured that the caller and
remote party are indeed who they claim to be, and managed from within
their organisation. It further confirms that they have been identified, and
that their session is not handled by any unknown intermediary. Fig 7.2 de-
picts the state of the SIP message during transit, and the resulting integrity
based on the headers being entirely or partially certified.

Modified

Created UnSigned

Not Trusted
Trusted }é

Figure 7.2: States of Certified SIP Headers

Certified Signed

Callers communicating over the public Internet, or utilising services from
a VoIP provider (such as Vonage) could be partially certified. Existing secu-
rity issues surrounding access to Public Switched Telephone Network (PSTN)
and predefined access lists have been discussed in related work [8,53]. PSTN

break-in or break-out gateway and authoritative proxies should certify their
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identity. This confirms their involvement for accepting a call, while subse-
quent proxies might not certify their changes.

Should a SIP message not contain a signature over changes made to the
headers by a proxy, certain deductions can be made. Not all imply misuse,
and would be dependent on the wider acceptance of this mechanism. How-

ever, when receiving an unsigned message, it could be assumed that either:

1. A proxy was not configured to sign traversing messages yet is operating

correctly.

2. An unexpected intermediary assisted in routing the messages to reach

their destination.
3. A malicious proxy was inserted and rerouted the message.

The prior two possibilities could arise under normal operation, yet these
scenarios would be more to likely to exist when messages are forwarded by
misconfigured or compromised proxies. Thus, the header will reveal the
routing messages through unknown and untrusted intermediaries.

A policy can be defined to highlight these situations, and limit untrusted
communication. Such policies would be defined by an organisation, and im-
plemented on the authoritative proxy server. It would thus be possible to
avoid untrusted requests from being accepted. A policy requiring certifica-
tion by intermediaries ensures that users cannot by-pass the billing and call
control systems fronting the organisation. The design of such a policy is
discussed in chapter 8.

In section 7.4 following this paragraph, we will show how the above pre-
sented mechanism assists in trusted communication. We conclude that the
the discussed application of identity assertion can compliment the proposed

enhancements to further securing SIP.

7.4 Trusted Communication

The aim of the chapter was to show that many parties assist in establishing

a SIP session. The technology supports VolP communication as it facilitates
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the signalling between remote parties. It was shown that the information
exchanged is potentially at risk since the messages could be handled by un-
trusted intermediaries.

We acknowledge that these intermediaries are required, yet raise concerns
about the possible implications of call-related data being communicated to
untrusted intermediaries. Changes made to the routing headers by either
a misconfigured proxy or malicious device, would be able to redirect SIP
messages. Third parties and previously unexpected proxies would participate
in a session without the user’s knowledge.

This chapter has shown how recent discussions of certifying a user’s iden-
tity can be extended to intermediaries. Participating proxies would under-
write their host names and certify their changes. These could be audited,
and modifications attributed to a responsible intermediary.

We believe that security plays an important role in the adoption of VolP.
The underlying technologies must be adequately secured to ensure trustwor-
thy communication. Our research will thus continue to address the facades
of security in SIP to achieve this.

The following chapter will evaluate the policies required to govern of such
security enhancements. These will consider the emerging enhancements, and
motivate through the learnings of previous technologies, how to effectively

limit the abuse of VolP services.
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Chapter 8
Formalising using Z Notation

The previous chapter built on the underlying communication technology and
proposed a conceptual solution. We alluded to privacy concerns in VolP
and described a mechanism to protect an individual’s privacy. Our premise
was that if each intermediary attaches a valid signature, the communication
path was established between valid and trustworthy proxies. This mecha-
nism of applying signatures at each intermediary seems credible yet must be
expressed more formally. We aim to accurately represent our methods for

which we have chosen a formal specification language.

This final chapter formalises our previous research on privacy in VolP.
We describe our mechanism using Z notation [101]. The Z specification
is mature, structured and well suited to describe the states of our model.
7 further requires us to be precise in our notation to ensure the model is

consistent and unambiguous.

The advantage of a formal specification is that it forces us to conform
to a predefined syntax. This makes it possible to type-check the notation.
Type-checking a formalised specification gives assurance that the methods
are consistent. By evaluating both the syntax and data types, it can be
confirmed that our model conforms to the specification language. This is the
desired outcome of this chapter. All schemas in the below Z specification
have been validated with ZTC, a type-checker for the Z notation [104]. The
detailed output of the type report is provided in Appendix A.
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We start this chapter by introducing Z in 8.1, and identify and describe
the primary types in section 8.2. In section 8.3 the methods for signing mes-
sages are formalised in Z notation. The validation of signatures is specified

in section 8.4. The chapter concludes with section 8.5.

8.1 Z Notation

Z notation assists in defining methods based on set theory and first order
predicate logic [82]. In general, it is described as a non-executable speci-
fication language. It is not a programming language but defines a schema
calculus. Z notation is a set of conventions for a model based notation. It is
merely a notation, not a method, for representing states through an abstract
formal specification.

A specification in Z notation is a collection of schemas. Each schema
contains entities and shows relationships between these entities. The speci-
fication is constructed by class and object diagrams to consistently specify a
model. Relations can be expressed as functions that affect the state of the
model. Schemas can further be combined to create new specifications which
inherit the properties of the included schemas. It is, therefore, a natural and
iterative specification created by a hierarchy of referenced entities.

The rendered version of a Z specification has a unique appearance. A
schema is wrapped with a border as in Fig. 8.1. The border of each schema
contains the schema name and within its boundaries the specification. The
first section above the dividing horizontal line is the signature which in-
troduces the the names and types of the entity. The predicate below the
separating line contains the logic expressing the relationships between the

types in the signature which must always hold.

8.2 Attributes Types

In order to describe VoIP communication when using SIP, we must first

define the participants and the session. We therefore introduce the wuser
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as a participant of a SIP session and the session type which encompass all
communication events. In employing Z as an abstract notation, the definition
of these two types will be kept constant throughout the model for clarity of

the specification.

8.2.1 User

The user type represents an individual participating in the session. In the bi-
directional message flow of the SIP session, this individual can be either the
initiator or recipient of a SIP message. A required attribute to identify this
participant is the domain specified by a FQDN. We describe a participant
as a user followed by a FQDN. The model differentiates between a local and

remote user. A proxy, also referred to as an intermediary in this dissertation,

is described by only the FQDN.

[USER, DOMAIN]
LOCALE ::= Local | Remote
PARTICIPANT == (USER <+ DOMAIN) - LOCALE

PROXY == DOMAIN

This dissertation and supporting work [63] propose adding the identity of
the sender over the from header. As motivated in chapter 6, SIP messages
should further carry a signature for each intermediary. We therefore intro-

duce two signature types for the identity and the via signatures, respectively.
[IDSIGNATURE, VIASIGNATURE)|

The signatures are checksums as proposed in the previous chapter. These
are computed to certify that the contained headers are valid at the time of
signing. This mechanism was described in section 7.2 which evaluates the
information available in the message to produce a unique checksum. These

types are referenced in the specification to follow to validate signatures.
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8.2.2 Session

The second defined type is the SIP session. It represents the communication,
all participants and intermediaries. A SIP session is defined in the predicate
by the constraints listed in the schema of Fig. 8.1. A SIP session must have
a participant initiating the session and one or more intermediary facilitating

the communication.

The schema only references primary SIP headers which we determined
as mandatory in our model. The required headers including to, from, date,
sequence number and related, were identified in chapter 7. Optional headers

were not included in the Session schema as they are not required.

Unique to our model is the power set of trustedproxies. This abstract set
in Z notation represents a collection of intermediaries who can be trusted.
Initially, trustedproxiesis an empty set. Each intermediary prepares and ap-
pends its unique signature over the headers of SIP message. Each proxy is

added to this power set as the session progresses.

__SipSession
trustedprozies : P PROXY
via : PROXY -+ VIASIGNATURE
from : PARTICIPANT + IDSIGNATURE

#from =1
#uvia > 0
trustedprozries = dom via

Figure 8.1: SipSession Schema

The initial state of the model is set through an initialisation schema. The
predicate section of the schema sets the initial constraints upon the sets as

they must equal the empty set. This is specified in Fig. 8.2.
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__SessionInit
ASipSession

from' = ()

via' = ()
trustedproxies’ = ()

Figure 8.2: Sessionlnit Schema

8.3 Signing Messages

The value of our model lies it the ability to determine the trustworthiness of
a message. This concept is formalised in Z using two attributes to describe
the session state. A constant is defined to represent the result of a checksum
computation to confirm that a single message was correctly signed. A second
type determines wether the session as a whole can be trusted.

The formal specification must be consistent with our model and thereby
caters for these two possible outcomes. A message will either be signed or
unsigned. We define two new types to indicate the state of the message and
session. It is important to note that these two types affect each other as
modelled in section 7.3. The outcome bears on the trustworthiness of the

session.

SIGNED ::= Signed | Unsigned
TRUST ::= Trusted | NotTrusted

In order to confirm the identity of the initiator, a schema is required to
apply an identity signature to the from header. Drawing on headers described
in section 7.1, a computed identity checksum is append to the original from
header in the Signldentity schema in Fig. 8.3.

During the progression of a SIP session, messages will pass through vari-
ous intermediaries. We mentioned in previous chapters that it is not possible
to determine the final set of intermediaries at the start of the session. The un-

known intermediaries confirm their identity by appending a valid signature.
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—Signldentity

ASipSession

f?: PARTICIPANT

idsig? : IDSIGNATURE
s+ SIGNED

from =10
via = ()
Local € ran f7?

from' = {f? > idsig?}

s! = Signed

Figure 8.3: Signldentity Schema

In adding their signature, they become part of the set of trusted intermedi-
aries of the session. They must not previously exist in the trustedprozies set

nor in the via set else a loop would have occurred.

__SignViaMessage
ASipSession
prozy? : PROXY

viasig? : VIASIGNATURE
s+ SIGNED

(from — IDSIGNATURE) ¢ 0
proxy? ¢ (trustedprozies)
(proxzy? — wviasig?) ¢ via
Remote € dom second (from)

via' = via U {prozy? — viasig?}
trustedproxies’ = trustedproxies U {proxy?}

s! = Signed

Figure 8.4: SignViaMessage Schema
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Once the message has been verified and all headers are confirmed valid,
the via signature is appended. This new intermediary is subsequently added
to the trustedprozies set (as it is now a participant in the SIP session). This
mechanism is visually illustrated in Fig. 7.1 and specified in the SignFEachVia

schema in Fig. 8.5.

The formal specification is only correct in representing the model if all
intermediaries were added to the trustedproxies set. This can be proven by
applying the above method at every intermediary. We apply the propositional
logic of the domain function to can show that the power set of trustedprozies

is the union of all proxies with signatures.

trustedprozies’ = dom via’
= dom(via U {prozy? — wviasig?} [by SignViaMessage]
= dom via U dom{prozy? — viasig?}
= dom via U {prozy?}
= trustedproxies U { proxy?}

This iterative process of computing and appending signatures must be
expressed in Z. We can verify if each intermediary appended a valid signa-
ture by the SignFEachVia schema. This formalisation is consistent with the

method described in section 7.3.

The prory and wviasig variables are input parameters computed for the
given intermediary being evaluated, and is compared to the values of the

forall loop.

It could be argued that the return variable of the SignEachVia schema
never explicitly returns Unsigned. Our riposte is that the logic of a later
schema will identify a malicious intermediary when validating the signatures.
This validation can occur either en-route or latest at the final recipient. The
Z schema SipMessage in the next section to follow illustrates the critical

outcome of this signature evaluation.
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— SignEachVia

ASipSession

prozy? : PROXY

viasig? : VIASIGNATURFE
s+ SIGNED

Yo :via e
(proxy? = first (v) A
viasig? = second (v))
= SignViaMessage
s! = Signed

Figure 8.5: SignEachVia Schema

8.4 Assertion Framework

Our attempt at specifying the model is not complete without a mechanism
to validate the identities of each intermediary. The above schemas precisely
describe the method of applying signatures. We now attempt to formalise
the validation of SIP message to determine the trustworthiness at any give
intermediary and the participants.

Each signature can be validated in accordance to the sequence of signing,
as illustrated in Fig. 7.1. A single schema can be used to verify the received
message shown in Fig. 8.6.

Two further schemas are required to complete the model. These are used
to logically conjugate the positive results with a negative outcome. The
negative assignments can now used together with propositional operators to
determine the trustworthiness of a session.

We now combine all of the above schemas to indicate the final state
of signing and validating SIP messages. The SipMessage schema definition
appends the signatures, while PolicyAssertion validates them as discussed in
chapter 7. The outcome of this evaluation determines whether or not the

chosen communication path can be trusted.
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— ValidateMessage
=SipSession
wdsig : IDSIGNATURFE
wvasig : P VIASIGNATURE
t!: TRUST

3, f : from e second (f) = idsig
Vv : via e first (v) € (trustedprozies) N
second (v) € (viasig)

t! = Trusted

Figure 8.6: ValidateMessage Schema

__ UntrustedMessage
t!: TRUST

t! = NotTrusted

Figure 8.7: UntrustedMessage Schema

_ NotSigned
sl SIGNED
s! = Unsigned

Figure 8.8: NotSigned Schema

SipMessage = (Signldentity N SignEachVia) A NotSigned
PolicyAssertion = (ValidateMessage N\ UntrustedMessage)

Figure 8.9: Final Validation Schema

The desired outcome of the predicate logic should return Trusted and

allow the session to establish. A failure during validation resulting in Not



UNIVERSITEIT VAN PRETORIA
UNIVERSITY OF PRETORIA
Qe YUNIBESITHI YA PRETORIA

108 CHAPTER 8. FORMALISING USING Z NOTATION

Trusted should deny the call to establish.

In this section we managed to completely specify our model in Z notation.
The schemas are consistent and unambiguous in precisely representing our
previously proposed solution. We defined types and schemas to describe the
states of our model. Using ZTC [104] to validate our model, it was confirmed
that our Z notation conforms to the specification language.

In the real world, the interactions between individuals are, however, not
as black-and-white as the result of this evaluation. Policies often govern over

communication preferences, and will be mentioned briefly in the final section.

8.5 Conclusion

This chapter formalised our privacy model using Z notation. The aim of this
chapter was to describe our model using a precise and unambiguous formal
specification language. The final chapter will follow concludes this disserta-
tion. It will briefly summarise the background, own published research and

findings.
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Chapter 9

Conclusion and Future Work

9.1 Introduction

All research has been presented and it is now possible to conclude on the find-
ings of information leakage and privacy in VoIP. We believe that through this
research, we presented answers to the questions of the problem statement.
Universally solving privacy issues is difficult; however, the contribution made
by this dissertation seeks to provide additional surety to users. We conclude

this dissertation with a brief summary.

9.2 Summary

The problem considered in this dissertation was privacy in VoIP. The aim
was to show significant risk to an individual’s privacy when communicating
using SIP. This allowed us to introduce a privacy enhancement to assure
users of a greater level of privacy, and develop a model to support our work.

In addressing the problem statement, our work introduced the underlying
protocol, SIP, and gave background on the transparently exchanged headers.
These were further investigated to highlight the possible risks to an indi-
vidual’s privacy. Privacy, as commonly expressed in related research, is a
controversial topic of research, subjective in nature and a matter of social in-

terpretation. We did not research privacy exclusively yet discussed the legal
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protection and classification of private information.

We tackled the problem by identifying the private particulars of a user
visible at each intermediary. These were classified and differentiated by their
implicit and explicit properties, allowing us to determine the implications
when SIP messages are unknowingly leaked. It was established that a signif-
icant risk exists at the intermediaries where SIP sessions are managed and
manipulated. Without sufficient controls to verify the changes made by these
intermediaries, messages can be be routed through unexpected or unautho-
rised proxies. The lack of control over SIP messages was a result of limited
identity information about the intermediaries.

Our aim was to build a model to add identity information to SIP mes-
sages. We presented a solution of adding Identity Headers to the message
at each intermediary en-route to their destination. These new headers were
a signature over the original headers and routing instructions, certifying the
state of the message at the time of handling. Any irregular changes could
now be traced to the unexpected or malicious intermediary.

We presented a model as a mechanism to solved the central problem.
It was specified in Z notation to formalise the addition of our new Iden-
tity Headers. The notation provided a consistent framework allowing the

intermediaries to evaluate these new headers.

9.3 Publications

This research work was conducted in collaboration and support by the ICSA
(Information and Computer Security Architecture) Research Group at the
University of Pretoria. Tillwick, a fellow student of ICSA, assisted in the
peer review of research into PETs. This stimulated interest in privacy and
ways to mitigate the risks of information leakage. The findings lead onto
further research forming the basis of various chapters in this dissertation.
The product of published papers, ongoing research and gained knowledge is
this dissertation. The following works were published as part of our research

into information privacy and security:
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— H. Tillwick, T. Neumann, M.S. Olivier, H.S. Venter, and J.H.P. Eloff.
Polar: Proxies collaborating to achieve anonymous Web browsing. Pro-
ceedings of the Fifth International Network Conference (INC2005), pages
317-324, Samos, Greece, July 2005. SM Furnell, PS Dowland and G

Kormentzas (edt).

— T. Neumann, H. Tillwick, and M.S. Olivier. Information Leakage in
Ubiquitous Voice-over-IP Communications. Trust and Privacy in Dig-
ital Business , pages 233-242, Krakow, Poland, September 2006. S
Furnell and C Lambrinoudakis (eds).

— T. Neumann and M.S. Olivier. Enhancements to SIP to prevent abuse
of Voice-over-IP services. Southern African Telecommunication Net-
works and Applications Conference (SATNAC) Proceedings, pages 359—
364, Champagne Castle, South Africa. D Browne (ed).

The joint paper [89] presented at INC2005 on information privacy gave
general introduction to privacy in chapter 5. A second published work [84]
presented at TrustBus06 contributed towards chapter 6. This investigation
stimulated debate on how the possible risks of privacy in VoIP could be
addressed. Chapter 7 resulted from a paper [85] presented at SATNAC on a

possible way to secure SIP messages.

9.4 Future work

There is room for further research in this field. There are possible extensions
to the privacy framework, which were however, beyond the scope of this
dissertation. For example, the extent of the privacy implications should be
measurable. A good start would be a survey of how individuals respond
to pertinent privacy issues in VoIP. Studies should also evaluate device and
user interfaces. It has become clear that these should be enhanced to give the
participants more information about a call indicating security weaknesses.
Privacy enhancing technologies have their place and role to play within

the realm of protecting user’s privacy in online communication. These have
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however not sufficiently matured in VolP to provide any notable benefits.
The nature of the SIP communications architecture does not allow for the
effective placement of PETSs to hide or conceal the identity of the source.
They therefore have limited protection on the privacy of the individual. We
greatly encourage more work into this aspect of protecting privacy.

The investigation into drafting comprehensive privacy policies for VolP
must continue. There is room to address each of the headers of SIP and
postulate how these affect the communicating parties. Of broader interest
would be if existing privacy control mechanisms such as Privacy for Prefer-
ence Project (P3P) or content rating could be suitably extended into VolIP.

The criminal and forensic aspect to privacy in VolP opens an entirely
new field of research. Slay and Simon [78] are looking into the implications
of using protocol headers for forensic investigations. Their research expands
on our topic of protecting an individuals privacy into the legal realm and
electronic evidence preservation. This unexplored area of privacy is complex
to research bridging technology, privacy and law enforcement.

It would be naive to think that there is a ultimate solution to privacy
in VoIP, let alone privacy on the Internet. It will require a combination
of technologies, PETSs, organisational and legislative policies to protect an
individual’s privacy. Research must continue on all levels to improve these
facets in equal measure. This approach will not guarantee privacy, but will
set a high level of privacy protection. In the end, the fact that sensitive
information is transmitted becomes less of a contentious issue when users
have the ability to control their communication. We believe this dissertation
has brought us one step closer to achieving this goal.

In closing, the dissertation has, through a narrative discussion, taken us
from the basics of fixed line through to the truly ubiquitous and mobile nature
of telephony. All forms of communication will convey private information
about an individual and, in light of this, it has become clear that privacy

will remain a challenge.
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Appendix A

ZTC Output

given sets
USER
DOMAIN
LOCALE
IDSIGNATURE
VIASIGNATURE
SIGNED
TRUST

end given sets

global names

Local : LOCALE

Remote : LOCALE

PARTICIPANT : (P ((P (USER x DOMAIN)) +-> LOCALE))
PROXY : (P DOMAIN)

Signed : SIGNED

Unsigned : SIGNED

Trusted : TRUST

NotTrusted : TRUST

end global names

schema SipSession
trustedproxies : (P DOMAIN) ([P DOMAIN])
via :  (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE) ([P ([P ([P (USER x DOMAIN)] x LOCALE)]
x IDSIGNATURE)])
end schema

schema SessionInit
trustedproxies : (P DOMAIN) ([P DOMAINI)
via : (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE) ([P ([P ([P (USER x DOMAIN)] x LOCALE)]
x IDSIGNATURE)])

trustedproxies’ : (P DOMAIN) ([P DOMAIN])
via’ : (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from’ : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE) ([P ([P ([P (USER x DOMAIN)] x LOCALE)]

x IDSIGNATURE)])
end schema
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schema SignIdentity
trustedproxies : (P DOMAIN) ([P DOMAINI])

via : (DOMAIN +-> VIASIGNATURE)

APPENDIX A. ZTC OUTPUT

([P (DOMAIN x VIASIGNATURE)])
([P ([P ([P (USER x DOMAIN)] x LOCALE)]

([P ([P ([P (USER x DOMAIN)] x LOCALE)]

([P ([P (USER x DOMAIN)] x LOCALE)])

from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
trustedproxies’ (P DOMAIN) ([P DOMAINI)
via’ (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from’ (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
f7 : ((P (USER x DOMAIN)) +-> LOCALE)
idsig? : IDSIGNATURE (IDSIGNATURE)
s! SIGNED (SIGNED)

end schema

schema SignViaMessage
trustedproxies : (P DOMAIN) ([P DOMAINI)

via : (DOMAIN +-> VIASIGNATURE)

([P (DOMAIN x VIASIGNATURE)])
([P ([P ([P (USER x DOMAIN)] x LOCALE)]

([P ([P ([P (USER x DOMAIN)] x LOCALE)]

from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
trustedproxies’ (P DOMAIN) ([P DOMAINI)
via’ (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from’ (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
proxy? : DOMAIN (DOMAIN)
viasig? : VIASIGNATURE (VIASIGNATURE)
s! SIGNED (SIGNED)
end schema
schema SignEachVia
trustedproxies : (P DOMAIN) ([P DOMAINI)

via : (DOMAIN +-> VIASIGNATURE)

([P (DOMAIN x VIASIGNATURE)])
([P ([P ([P (USER x DOMAIN)] x LOCALE)]

([P ([P ([P (USER x DOMAIN)] x LOCALE)]

from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
trustedproxies’ (P DOMAIN) ([P DOMAIN])
via’ (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from’ (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
proxy? : DOMAIN (DOMAIN)
viasig? : VIASIGNATURE (VIASIGNATURE)
s! SIGNED (SIGNED)
end schema
schema ValidateMessage
trustedproxies : (P DOMAIN) ([P DOMAINI)

via : (DOMAIN +-> VIASIGNATURE)

([P (DOMAIN x VIASIGNATURE)])
([P ([P ([P (USER x DOMAIN)] x LOCALE)]

([P ([P ([P (USER x DOMAIN)] x LOCALE)]

from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
trustedproxies’ (P DOMAIN) ([P DOMAINI])
via’ (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from’ (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE)
x IDSIGNATURE)])
idsig : IDSIGNATURE (IDSIGNATURE)
viasig : (P VIASIGNATURE) ([P VIASIGNATURE])
t! o TRUST  (TRUST)

end schema

schema UntrustedMessage
t! o TRUST  (TRUST)
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end schema

schema NotSigned
s! SIGNED (SIGNED)
end schema

schema SipMessage
trustedproxies : (P DOMAIN) ([P DOMAIN])
via : (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE) ([P ([P ([P (USER x DOMAIN)] x LOCALE)]
x IDSIGNATURE)])

trustedproxies’ : (P DOMAIN) ([P DOMAIN])

via’ : (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])

from’ : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE) ([P ([P ([P (USER x DOMAIN)] x LOCALE)]
x IDSIGNATURE)])

£7 ((P (USER x DOMAIN)) +-> LOCALE) ([P ([P (USER x DOMAIN)] x LOCALE)])

idsig? : IDSIGNATURE (IDSIGNATURE)

s! : SIGNED (SIGNED)

proxy? : DOMAIN (DOMAIN)

viasig? :  VIASIGNATURE (VIASIGNATURE)

end schema

schema PolicyAssertion
trustedproxies : (P DOMAIN) ([P DOMAINI)
via : (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])
from : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE) ([P ([P ([P (USER x DOMAIN)] x LOCALE)]
x IDSIGNATURE)])

trustedproxies’ : (P DOMAIN) ([P DOMAIN])

via’ : (DOMAIN +-> VIASIGNATURE) ([P (DOMAIN x VIASIGNATURE)])

from’ : (((P (USER x DOMAIN)) +-> LOCALE) +-> IDSIGNATURE) ([P ([P ([P (USER x DOMAIN)] x LOCALE)]
x IDSIGNATURE)])

idsig : IDSIGNATURE (IDSIGNATURE)

viasig : (P VIASIGNATURE) ([P VIASIGNATURE])

t! o TRUST (TRUST)

end schema

Output from

C:\Masters\ztcwin>ztc "C:\Masters\dissertation\zed.tex" -VO -T
This is ZTC (version 2.03)
Copyright (c) Xiaoping Jia, 1993-1998.
. Initializing.
. Loading Z mathematical tools library: mathO.zed
Parsing main file: C:\Masters\dissertation\zed.tex
End of main file: C:\Masters\dissertation\zed.tex
Type report written in "C:\Masters\dissertation\zed.typ"

Log written in "C:\Masters\dissertation\zed.log"
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Appendix B

Acronyms

3G Third Generation

3GPP Third Generation Partnership Project

CDR Call Data Record

CLI  Caller Line Identity

DNS Domain Name Service

DoS Denial-of-Service

FCC Federal Communications Commission

Freiburg Privacy Diamond Freiburg Privacy Diamond
FQDN Fully Qualified Domain Name

GPRS General Packet Radio Service

GSM Global System for Mobile

H.323 H.323

HTTP Hyper Text Transfer Protocol

IEEE Institute of Electrical and Electronics Engineers
IETF Internet Engineering Task Force

IM Instant Messaging

IMS TP Multimedia Subsystem

IP Internet Protocol

ISP Internet Service Provider

ISDN Integrated Services Digital Network
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NAT Network Address Translation

NTIA National Telecommunications and Information Administration
NGN Next Generation Network

OECD Organization for Economic Cooperation and Development
P3P Privacy for Preference Project

PET Privacy Enhancing Technology

PSTN Public Switched Telephone Network

PVC Private Virtual Channel

QoS Quality of Service

RFC Request For Comment

RTP Real-time Protocol

SIP  Session Initiation Protocol

SDP Session Description Protocol

TCP Transmission Control Protocol

TDM Time Division Multiplexing

TLS Transport Layer Security

UDP User Datagram Protocol

URI  Uniform Resource Locator

VolIP Voice over IP

WDM Wayvelength-Division Multiplexing
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