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The focus of this article will be on existing preventative measures that aim to restrict unacceptable activities of
sexual offenders on the Internet. An Information Technology theory, namely the gratification approach of
Blumler and Katz will be employed explaining why some paedophiles will make use of the Internet to stalk
potential child victims. Since many parents and caregivers are unaware of existing aids to help them to prevent
sexual predators to communicate with children via the Internet, an exposition of existing filtering and blocking
software is highlighted in this contribution. An overview of current legislation pertaining to Internet paedophilia
as well as an outline of the importance of parental awareness with regards to this phenomenon will be put
forward. Before engaging into the above mentioned aspects, the concepts that are central to this article are
defined.

1 DEFINITION OF CONCEPTS
The following key concepts will be defined to
prevent misunderstanding, and to highlight the
meaning of the central concepts in this article:
Internet, computer software, Internet Service
Provider (ISP), newsgroups, chat, chat room,
paedophilia, hebephilia and stalking.

1.1 Internet
Casanova, Solursh, Solursh, Roy and Thigpen
(2000:245) define the Internet as “a network of
interconnected computers used primarily for
commerce, communication and information
exchange. Haupt (2001:21) elaborates on this
definition by pointing out that the Internet is a
global communications network of the
twentieth century that has made it possible for
people of all ages, cultures and orientations to
communicate with one another via the
computer.

To gain a better understanding of the concept
“Internet”, it is necessary to have an
understanding of the following Internet-related
concepts:

 Computer software
According to the Films and Publications Act
(Act No. 65 of 1996) computer software refers
to “a program and associated data capable of
generating a display on a computer monitor,
television screen, liquid crystal display or
similar medium that allows interactive use”.

Computer programs such as Microsoft
Windows, Microsoft Office, Adobe Acrobat
Reader and WinZip are examples of computer
software packages.

 Internet service provider (ISP)
In order to be connected to the Internet, the user
will have to subscribe to the services of an
Internet Service Provider (ISP). Generally this
requires payment of a subscription fee. The
user’s computer connects to an ISP via a
modem. This connection establishes access to
the Internet (101 Web advice: What is Internet,
n.d.).

 Newsgroups
Individuals who take part in a virtual discussion
via the Internet are referred to as newsgroups or
Internet discussion groups. These groups share
a common interest regarding a specific topic,
and read and send messages about the topic.
One can become a member of a newsgroup
simply by registering to this free service
(Computer assisted communication and
management: Definitions and terms, n.d.).
Specific topics are discussed by making use of
a message board where members can post
messages for the entire group.

 Chat
Chat is one of the communication tools for
using the Internet as a means of information
exchange. It can be defined as “live
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synchronised communication across the
Internet” (Chat wise street wise – Children and
Internet chat services, n.d.). Chat allows a
group of users from all over the world to talk to
each other simultaneously. This makes a text-
orientated application possible where users type
their remarks, and those remarks are shown to
everyone in the chat room (Computer assisted
communication and management: Definition of
terms, n.d.).

 Chat room
A chat room can be defined as a virtual area on
the Internet where two or more people can have
a typed conversation. In a chat room the
messages typed are shown instantly to all
members using the chat room (Internet for
beginners, n.d.).

1.2 Paedophilia
For the purpose of this contribution paedophilia
is operationally defined as a condition where a
person who is at least 16 years of age, and at
least five years older than the child, experiences
intense sexual urges, sexually arousing
fantasies or behaviours that involve sexual
activities with a child that is younger than 13
years. In order to be classified as paedophilia
the condition must be persistent in an individual
over a period of at least six months. The sexual
urges, and/or sexual activities, must cause
distress or impairment in important areas of the
individual’s day-to-day existence (Bartol
1999:295; American Psychiatric Association
2000:572; Campher 2006:9).

1.3 Hebephilia
For the purpose of this article, hebephilia is
operationally defined as sexual conduct by
males and females (that are at least 16 years of
age, and at least five years older than the
adolescent) with adolescents between the ages
of 13 and 17 years (Bartol 1999:295; Chat wise
street wise – Children and Internet chat
services, n.d). The hebephile specifically targets
children between these ages as he develops a
distinct preference for secondary sexual
development (for example breast development
and pubic hair).

Although the concept hebephile has been
developed to refer to a specific category of
paedophile, it is not widely recognised
(Campher 2006:10). However, the concept
paedophile is a widely recognised term and will
therefore be used in this article to refer to any
category of paedophile.

1.4 Stalking
Bartol and Bartol (2008:500) insist that sexual
predators, aficionados and disgruntled lovers
are increasingly using electronic means to stalk
their victims. It is therefore not uncommon for a
paedophile to stalk a child once a “relationship”
has been established. For this reason one should
conceptualise “stalking” in this paper.

The proposed definition of stalking, by the
South African Law Reform Commission
(2004:2), is as follows:

“any person who unlawfully and intentionally
engages or attempts to engage or causes another
to engage in conduct –
a. directed at a complainant or the complainant’s

relatives, acquaintances, work colleagues or
property; and

b. that –
i. is, reasonably arising in all the

circumstances, likely to cause apprehension
or fear of violence to, or against property of,
the complainant or another person; or

ii. causes detriment or distress, reasonably
arising in all the circumstances, to the
complainant or another person

is guilty of the offence of stalking…”

The important aspect of this definition includes
the unlawful and intentional actions by a person
to engage with someone else. By using the
Internet, paedophile stalkers or predators are
attempting to use electronic means to engage
with children in a sexually inappropriate way.

Next, a theoretical basis for this contribution
will be outlined. The Information Technology
theory, particularly the gratification approach of
Blumler and Katz (in De Beer, 1998:21) will be
utilized to comprehend why Internet paedophile
stalkers are motivated to use this electronic
avenue to victimise children.

2 GRATIFICATION APPROACH OF
BLUMLER AND KATZ – AN
INFORMATION TECHNOLOGY
THEORY

When looking at technology and what its
impact is on crime, in this instance the use of
the Internet for paedophilic activities, the
gratification approach of Blumler and Katz (in
De Beer 1998:21) can be functional. They insist
that viewers, listeners and readers use mass
communication, together with other resources
in their community to satisfy particular needs
(e.g. education and networking) and reach their
goals. They make the following assumptions
regarding the media and media users:

 The media is goal directed. This means that
individuals use the media to satisfy specific
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goals (e.g. entertainment or marketing) and
to gain gratification.

 In order to satisfy the needs of the audience,
the media has to compete with other sources
of information and entertainment.

 Audiences adjust the media in order to fulfil
their needs.

 Audiences are aware of their needs, and can
offer specific reasons for using a particular
medium.

The gratification approach of Blumler and Katz
(in De Beer 1998:21) can be linked to the
assumption that paedophiles utilise the
electronic media, in this case the Internet, to
gratify their sexual needs, and reach the goal of
luring a child into a meeting, which can result
in the sexual abuse of that specific child
(Getnetwise: About kid’s safety, n.d.). The
Internet is a well-established source of
information which can satisfy some of the
needs that paedophiles might have. Paedophiles
can alter or adjust the media in order to meet
their specific needs. They can gain access to
children, and interact with other paedophiles via
the Internet (Help stop pedophilia, n.d.). Due to
the anonymity granted by the Internet, as well
as the relative ease in which paedophiles can
lure victims and interact with other paedophiles,
the Internet as particular medium of
communication and interaction is used
increasingly by paedophiles (Just harmless fun?
Understanding the impact of pornography, n.d).

Blumler and Katz (in De Beer 1998:21)
identify four main kinds of needs that users of
mass media have and which they are trying to
satisfy by making use of different types of
media. These needs are diversion, personal
relationships, identity and surveillance.

 Diversion includes fantasy and imaginative
creation.

 Personal relationships imply companionship
and mediated social contact.

 Personal identity is a person’s reference
values.

 Surveillance refers to the need for
information and keeping up to date with
everyday occurrences.

With regards to the four main kinds of needs
that Blumler and Katz (in De Beer 1998:21)
identify, one must firstly discuss the matter of
diversion. Paedophiles have certain fantasies
about children (Gado n.d.). These paedophilic
fantasies can be satisfied by using the Internet
to gain access to children, and by viewing child

pornography on the Internet (Safeguarding
children on the Internet, n.d.). The second need
they identify is the establishing of personal
relationships. Paedophiles can establish
personal relationships, companionship and have
social contact with children via the Internet
(Haupt 2001:21). Thirdly, a need for a personal
identity, in order to establish personal values is
identified. Paedophiles believe that they are not
injuring the child, and are of the opinion that
they really love children. They believe that their
actions are morally justifiable. The Internet
provides an avenue for these paedophiles to
establish contact with other paedophiles that
share the same values, norms and ideas. This
can lead to the condoning and establishment of
the paedophile’s personal value system
(Mahoney & Faulkner 1997). Lastly a need for
surveillance is identified, which involves a need
for gaining of information and keeping up to
date with current issues. Paedophiles can gain
information about the modus operandi of other
paedophiles, and keep up to date with the latest
developments in the field of paedophilia. In
addition, the Internet can be used to gain
personal information, regarding children, which
the paedophile can pursue if he wants to
(Mahoney & Faulkner 1997). It also allows the
paedophile to harass or stalk a child who they
have grown fond of. Many parents and
guardians are ignorant about the ease with
which sexual predators can use the Internet to
make contact with innocent children. It is
therefore imperative to take note of the existing
available software that can be installed on home
and school computers to protect children from
being pursued by an Internet paedophile.

3 EXISTING FILTERING AND
BLOCKING SOFTWARE AS WELL
AS PERSONAL FIREWALLS

Filtering software can either be installed on a
user’s home computer or on a server at his or
her ISP (Getnetwise: About Kid’s Safety, n.d.).
According to Maree and Van der Merwe
(1999:63), software programs such as Cyber
Control, Net Nanny and Surf Watch can be
installed on any computer. Most of these
programs block predetermined sites as soon as
the program is activated. The software can also
screen other sites that are unfit for minors to
access. Parents can block sites by identifying
certain keywords and content preferences.
Furthermore, many online safety tools place
restrictions on Internet usage in order to
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promote child safety. Although this function
can be seen as a preventative measure, online
safety tools can restrict some of the Internet’s
key functions. By blocking certain keywords
and content preferences, online information can
become content poor and restrict a person in
accessing valuable information for acceptable
purposes such as school assignments
(Getnetwise: About Kid’s Safety, n.d.). In order
to ensure that Internet users do not experience
the abovementioned problems, blocking
software programs ought to permit users to
switch it on and off with a password, to delete
the block placed on certain sites, and to add
sites to the list of blocked sites (Buys
2000:356).

Although filtering software can identify
inappropriate websites, sites with deceptive
addresses can be missed. Software tools that
analyse and filter while the user is online
usually slow down browsing on the Internet. In
addition, many of these filters do not apply the
same types of analysis to other forms of
communication, such as e-mail or chat rooms,
which are the most likely forms of
communication to be used by paedophiles. For
example the paedophile will “surf” the “net”
and access existing chat rooms. He will try and
establish a regular “chat”-relationship with a
child who seems to be disgruntled with her
parents and who feels down and out. He will act
as a caring friend and will eventually suggest
that they meet face-to-face. This can potentially
lead to sexual exploitation (Getnetwise: About
Kid’s Safety, n.d.). Different types of filtering
and blocking programs are therefore essential to
prevent a possible sexual predator to start a
relationship with a child in a chat room.
Subsequently an overview of existing filtering
and blocking programs will be given. In
addition, the advantages, as well as the
shortcomings of some of the programs will be
highlighted.

One of the most advanced blocking programs
available to parents and caregivers is known as
“SurfWatch”. Despite the fact that it is a highly
developed program, it is claimed to be only
90% effective (Haupt 2001:22). The SurfWatch
program is a software program that will block
access to a list of predetermined sites that
contains indecent material. Other software
programs will block sites that contain certain
phrases or words. An example of such a content
driven program is Cyber Sentinel. This program
pre-reads the site that the child is accessing and

determines if the content is appropriate for the
child. If it is inappropriate, it takes a screen
capture of the site and saves it in a password
protected file that the parents can access. Cyber
Sentinel can also be used to assess chat rooms
or e-mails. In addition, the program allows
parents to enter prohibited content to a list
which will be used by the program when it
scans for inappropriate content. For instance,
parents can add their home address, telephone
number, the school the child attends, credit card
numbers as well as other personal information
to the prohibited list. This will ensure that a
child cannot send any personal information via
the Internet from the protected computer, as the
program will prohibit it (Safeguarding children
on the Internet, n.d.).

According to Wright (2004:50), separate e-
mail filtering software is also available. If
children use online chat services such as IRC
(Internet Relay Chat), software such as Net
Nanny’s Chat Monitor can be installed. The
software ensures that all the child’s online
conversations are recorded, and notifies the
parent of potential dangerous situations via e-
mail. In addition, advertisements and pop-up
cleaners that ensure that porn-related pop-ups
do not appear while surfing the Internet, can
also be installed (Wright 2004:50).

Cyber Patrol can be installed to limit the time
spent per day on activities via the Internet.
Thus, access can be barred outside certain
specified time slots. Unfortunately, Cyber
Patrol has no monitoring capability and does
not keep a log of what children are doing on the
Internet (Sykes n.d.). Thus, to be most
advantageous, the Cyber Patrol program must
be combined with parental supervision, as the
time-limiting capacity of the program does not
offer sufficient protection for children while
they are engaging in online activities
(Getnetwise: About kid’s safety, n.d.).
Cybersitter can also be installed. This software
package monitors children’s online activities,
and blocks inappropriate websites. Cybersitter
ensures that a complete history of Internet
activity is available so that parents can have
access to the websites and chat programs that
their children use. Attempts to access blocked
material are also recorded (Sykes n.d.).

Prodigy, which is a family-oriented Internet
service, restricts users from posting
inappropriate messages in chat rooms or public
forums. Prodigy parental control involves that
children are not allowed to access the Internet
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without permission from the parent. To
establish parental review, Prodigy records the
sites that the child accesses (Wallace & Mangan
1996:243).

Spector Professional Edition is one of the best
selling Internet monitoring and surveillance
software packages. This program takes
hundreds of snapshots (similar to pictures from
a camera) every hour in order to ensure that the
parent will be able to monitor what the user of
the computer did online and offline. The
installer of the software will be notified
immediately if any of the family members
embarked on an inappropriate or dubious
website, or engaged in potentially harmful
discussions in a chat room or via e-mail
communication (Spector will protect your
children, n.d.).

Instead of using filtering or blocking software,
one can limit children to search engines that are
specifically designed for children. Instead of
searching the whole Web for information, such
search engines will only search within a group
of pre-approved sites. Other search engines
designed for children will search the whole
Web, but will only disclose appropriate
information. Similar to other search engines
(e.g. Yahoo and Google), child appropriate
search engines can also be used at no extra cost
(Getnetwise: About Kid’s safety: n.d.). Lately,
certain programs allow the parent to utilize age
appropriate rating systems. In other words, the
parent can decide what type of age appropriate
online material can be accessed by a specific
child. This implies that different filtering
criteria can be applied when different members
of the family log into the Internet (Getnetwise:
About kid’s safety, n.d.).

Another way of protecting children against
Internet paedophilia is the installation of a
personal firewall. A firewall can prevent
unauthorized people or systems to gain access
to your computer. The main purpose of a
firewall is to prevent the spreading of viruses
and spam and to safeguard your computer
against hackers or intruders (A parent’s guide to
Internet safety 2007). ZoneAlarm Pro with web
filtering is an example of a personal firewall
that includes the function of blocking access to
inappropriate websites (the software can be
downloaded at www.zonealarm.com).

When considering the different types of
filtering and blocking software packages as well
as the option of installing a personal firewall, it
is important to realise that the monitoring of

children’s activities on the Internet amounts to
the invasion of their privacy. It might convey
the message that the parents do not trust the
child. This can also inspire the child to
investigate other opportunities to use the
Internet without parental restrictions. A teenage
Internet advocacy group, Peacefire, has been
established, which opposes the use of filtering
and blocking software by parents. They
advocate that it is more advantageous to equip
children with values and norms and to teach
them how to distinguish between acceptable
and unacceptable online content and activities,
than to invade their privacy with filtering and
blocking programs (Sykes n.d.).

Since paedophilia is seen as a mala in se
crime (evil in itself) and categorised by Garland
(2001:137) under the “criminologies of the
other” (which views the sexual offender as the
outcast and fearful stranger) legal measures to
manage this crime is inevitable. In the next
section current South African legislation will be
looked at to gauge whether the legislator can
curb this crime successfully.

4 AN OVERVIEW OF CURRENT
SOUTH AFRICAN LEGISLATION
PERTAINING TO INTERNET
PAEDOPHILIA

It was stated in an Internet article (Akdeniz
1997) that “the Internet is not a lawless place,
rather the Internet poses a fundamental
challenge for effective leadership and
governance”. Haupt (2001:23) elaborates on
this by stating that the prohibition of
indecencies on the Internet is a complex
phenomenon, especially with regards to issues
related to the rights of the adult Internet user,
the question surrounding what constitutes
pornography in the global society, as well as
censorship and freedom of speech.

Some South African laws and acts are
sometimes credited by politicians as the best in
the world (e.g. The South African Constitution).
Whether current legislation pertaining to child
sex offenders can be hailed with the same
accolades as the Constitution in preventing
paedophilic activities via the Internet will be
determined in this section of the article.

Currently the Constitution of the Republic of
South Africa (Act No. 108 of 1996) is the most
binding law in South Africa. This implies that
any law or conduct that is inconsistent with the
Constitution is invalid (Haupt 2001:25).
According to Section 28(1)(d) of the
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Constitution every child has the right to be
protected from maltreatment, neglect, abuse or
degradation. In addition to this, it is stated in
Section 14(1), that everyone has a right to
freedom and security of the person, including
the right not to be treated or punished in a cruel,
inhumane or degrading way. In Section 28(2) it
is stipulated that the child’s best interests are of
paramount importance in every matter
concerning the child. This highlights the fact
that the duty to protect children from being
abused is a constitutional obligation. The
implementation of this obligation is probably
the biggest challenge to the legislator
concerning Internet paedophilia, as this
phenomenon is difficult to detect in a virtual
world of infinity.

According to Haupt (2001:25), the Films and
Publications Act (Act No. 65 of 1996) makes
provision for the protection of children from
harmful content in visual and printed media, as
well as the sexual exploitation of children by
the media. One of the objectives of the Act is to
make the exploitative use of children in
pornographic publications, films, and on the
Internet, punishable. According to Article
27(1), a person shall be guilty of an offence if
he or she knowingly creates, produces, imports
or is in possession of a publication which
contains a visual presentation of child
pornography, or creates, distributes, produces,
imports, or is in possession of a film which
contains a scene, or scenes, of child
pornography.

Paedophiles use child pornography for own
gratification or to lure children into a network
of abuse. They often request the child victim to
share nude pictures of themselves or to view
pornography that the paedophile has forwarded
to them during the grooming process. This calls
for very specific legislation to address the
problem. The Films and Publications Act (Act
No. 65 of 1996) was amended in 1999 to
address specific issues with regard to
pornography. The Films and Publications
Amendment Act (Act No. 34 of 1999)
specifically provides a definition of child
pornography. The definition not only covers the
exploitation of children, but also their
degradation. These amended provisions of the
Act are clearly in line with the broad protection
envisaged by Section 28(1)(d) of the
Constitution. The Act defines publication in
such broad terms to include computer software
that is not a film, as well as any message or

communication, including a visual presentation,
placed on any distributed network, including
the Internet. The definition of publication now
includes any message or communication,
including a visual presentation, placed on any
distributed network including, but not confined
to the Internet. According to Buys (2000:350),
all forms of pornography on the Internet can be
regarded as a publication for purposes of the
Act. Visual presentation refers to a drawing,
picture, illustration, painting, photograph or
image or any combination thereof, produced
through, or by means of, computer software on
a screen or a computer printout. According to
Haupt (2001:26), the definition of visual
presentation also includes pseudo-photographs
or images. Pseudo-photographs refer to
photographs that are technically created by
computer software by combining more than one
picture. For example, a child’s face could be
superimposed on the naked body of an adult, or
another child’s body, and the features of the
body can be altered.

The Films and Publications Act (Act No. 65
of 1996) was amended again in 2004.
According to Meintjies (2005), President of the
South African Professional Society on the
Abuse of Children (SAPSAC), the implications
of the Films and Publications Amendment Act
(Act No. 18 of 2004) came into effect on
28 October 2004. It extends the definition of
child pornography to include images that,
within context, amount to sexual exploitation,
or that can be used for sexual exploitation. It is
not a prerequisite that the images must be an
explicit display of genitals or sexual conduct. In
other words, the circumstances might serve to
prove that the images are inappropriate.
Furthermore, the possession of publications
containing child pornography (written accounts
of sexual conduct with children) is also
prohibited. When an individual searches
Internet sites by using words such as kidporn,
childsex and teensex, or orders items of child
pornography (e.g. videos or DVD’s) an offence
is committed. In addition, the act of promoting,
advocating or advertising child pornography is
also prohibited by the Act.

A reporting duty also rests on all individuals
who have knowledge of, or reason to suspect
that an offence relating to child pornography is,
or has been committed. Parents are held
accountable, and they have to take steps to
prevent their children from accessing
pornographic material. Negligence on behalf of
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the parents is also punishable. ISP’s are
compelled to register and take steps to prevent
the hosting of child pornography websites.
They are also obligated by the Amended Act to
take steps if they have knowledge of child
pornography being hosted or distributed. This
means that they have a reporting duty to report
the existence of such websites, and to provide
the material and personal details of users who
gained, or attempted to gain access thereto. In
particular circumstances, the Act now allows
for prison sentences of up to ten years when any
of the abovementioned prescriptions are
violated (Meintjies 2005).

This paper is a product of research that was
undertaken for a Masters Dissertation. Since it
was difficult to get specific information
pertaining to South Africa on this phenomenon,
explorative field research was necessary.
Individuals who, due to their occupational
positions and expertise have knowledge of
Internet paedophilia as well as legislation
pertaining to this phenomenon were identified
and requested to take part in the research.

A purposive sample was drawn of the
research participants that showed interest in the
study, suited the above criteria and had
knowledge on preventative measures, to curb
paedophilic activities via the Internet. Five of
the ten experts in South Africa that were
approached indicated that they were willing to
be interviewed. As soon as they indicated that
they were willing to take part in the research
they were requested to sign a consent form. A
number of knowledgeable persons in this field
declined the offer to take part in the research
stating that the knowledge base regarding this
phenomenon was still in its infancy and that
they did not feel comfortable to talk freely on
the matter. In addition those participants that
did take part in the research requested that their
confidentiality should be protected. They
indicated that their position and line of business
could be mentioned but not their names.

It was initially decided to follow a combined
sampling effort of purposive sampling and
snowball sampling, as it was anticipated that
the experts that were interviewed, would be
able to identify other knowledgeable research
participants. It was also anticipated that a much
larger sample would eventually take part in the
study. However, it became evident that due to
the dearth of knowledge with regard to Internet
paedophilia, the research participants were
unable to identify other experts (snowball

sampling). This is why purposive sampling was
the only viable sampling method left to use in
this study. The fact that recognised experts in
the field of child abuse could not identify other
scholars, academics, professionals or
practitioners that could participate in the current
study is a cause for concern. This also
underlines the current lack of networking
between different departments in the criminal
justice cluster, experts in the field of Internet
paedophilia and private practice. Furthermore it
brings to light the importance of the current
investigation.

Even though a small number of research
subjects were used in this research, the research
participants made extremely valuable
contributions. The focus was to uncover
whether the phenomenon exist in South Africa,
and if so to describe the phenomenon, as well
as indicate whether measures are in place to
curb the occurrence thereof. The current study
did not intend to generalise the findings but to
describe the phenomenon through the eyes of
experts. Description is a key factor in a micro
exploratory study of this ilk (Maxfield &
Babbie 2005:274). In addition the fieldwork
research section and the writing of this paper
should be contextualised against the backdrop
of the postmodern theoretical framework. This
entails that the mere notion of objectivity is
rejected and special meaning is attributed to
subjective views, opinions and feelings.
According to Levinson (2002:437) postmodern
Criminologists have the following views:

the truth can be seen as a social construction or an
interpretation of reality that changes from teller to
teller, from time to time and from place to place.
For the criminologist then a major task is the
deconstruction of various truths paying particular
attention to how power is exercised through
language, symbols and everyday interactions to
produce the meanings and processes that people
attach to crime and justice.

Hence, different experts were asked to share
their subjective views and opinions regarding
existing preventative measures aimed at
restricting the use of the Internet as an avenue
to initiate sexual activities with adolescents.

To achieve this it was decided to follow a
semi-structured interview format to ensure that
all the relevant aspects were covered during the
interview. The questions used in the semi-
structured interview were formulated in such a
way to uncover or to explore the phenomenon
of sex predators that use the Internet as a tool or
avenue to reach children for inappropriate
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sexual interaction and to determine whether
measures are in place in South Africa to address
it. Open-ended questions were used in order to
gain better insight into the research participant’s
perspective and to offer them the opportunity to
share their knowledge of the phenomenon.

The following experts were interviewed:

 A senior member of the Family, Violence,
Child Protection and Sexual Offences Unit
(FCS), which resorted under the South
African Police Service (SAPS).

 A criminologist who works with the
assessment of sexually abused children and
has conducted extensive research on
pornography and child pornography, locally
and abroad.

 A clinical psychologist who specialises in
sexology.

 A senior academic in Criminal and Medical
Law.

 An Information Technology (IT) manager at
a Cyber Security Centre.

From the interviews with the abovementioned
experts specific selected information for this
contribution will now be offered to describe the
existing measures aimed at restricting the use of
the Internet as an avenue to initiate sexual
activities with adolescents.

One of the research participants emphasised
that there are specific legislation that regulates
sexual activities with adolescents via the
Internet. This includes the Sexual Offences Act
(Act No. 23 of 1957), the Sexual Offences
Amendment Bill (Bill No. 50 of 2003), now the
Criminal Law (Sexual Offences and Related
Matters Amendment Act) (Act No. 32 of 2007)
and the Children’s Bill (Act No. 70 of 2003),
now the Children’s Act (Act No. 28 of 2005). If
a child is approached by a paedophile via the
Internet, and the paedophile makes an indecent
proposal it will fit the criteria for prosecution
under the abovementioned Acts. This legal
expert also postulated that legislation is
sufficient to regulate sexual activities with
adolescents via the Internet. The Criminal Law
(Sexual Offences and Related Matters
Amendment Act) (Act No. 32 of 2007)
expanded and amended the scope of sexual
offences that can be committed against children
by including offences related to sexual
exploitation or grooming, exposure to or
display of child pornography or pornography to
children as well as the creation of child
pornography. In addition it criminalises the act

where adults compel children to witness certain
sexual conduct as well as where adults display
certain indecent body parts of their human
anatomy (e.g. genitalia).

When taking the above into consideration it is
clear that comprehensive legislation pertaining
to all aspects of Internet paedophilia does exist
in South Africa. With regards to this statement
one of the research participants gave the
following reply to the question whether
legislation in South Africa is sufficient to curb
Internet paedophilia:

The Films and Publications Act is the best in the
world. What happened there is that there is an
Interpol group of specialists for crimes against
children, and we looked at the legislation in one of
the sub-groups. This country, for example, said that
it has a gap in its legislation and thus they identified
certain gaps. I came back with all that information. I
was part of the group – three lawyers and myself
who composed that law. As a result of my bringing
that information with all the gaps, for example, the
written word, other countries say that if you don’t
have the child, but you have the child pornography,
you don’t have a case, because there is no victim.
We have everything included: sketches, photo-
copies, written word – all the things that other
countries had problems with, we brought in. The
same counts for the obligation to report it to the
South African Police Service (SAPS) – Article 27.
There are only about five countries that have an
obligation like that (The complete interview with this
respondent is available in Campher 2006).

In spite of this comment, one must take into
consideration that the mere existence of
legislation cannot guarantee the curbing of the
crime. It is also an open question whether
specialised legislation of this ilk will act as a
deterrent for potential Internet sex predators as
this is a very difficult crime to detect (Sexual
exploitation of children, n.d.).

The one non-legal line of attack that could
help in the fight against this phenomenon is to
focus on the current standing of morals in
society. In South Africa, one out of five
children has one or both parents that are
deceased (Jordaan 2009:14). This gives rise to
the fact that many children grow up in
fragmented families with little moral guidance
by parents or guardians. They experience
difficulty at school, they lack self esteem and
are susceptible to any authority figure or adult
who recognises them as human beings and
compliment their good qualities. This makes
them extremely vulnerable to sex predators that
specialise in enticing these children into an
initial superficial safe world of recognition,
friendship and usually pleasant converse.
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This implies that society needs to generate
ways in addressing this problem before it
occurs. A new way of thinking and a fresh
approach to morally acceptable principles
should see the light. A global stock taking if
you will of what is acceptable and not
acceptable, is needed. Acceptable conduct and
human rights are probably the most difficult
concepts to fathom. These concepts and their
true nature are guided by the level of morality
of a populace. Acceptable moral conduct refers
to a set of moral principles and behavioural
expectations that need to be adhered to by
society. To support this assumption Plug,
Meyer, Louw and Gouws (1987:225) defines
morality as the quality of behaviour pertaining
to what is regarded as right and wrong
according to the views of a certain group.
Morals are created by and define society,
philosophy, religion or individual conscience.
In addition one of the research participants
stated the following about morality:

The legal system is not a magical entity. You can
send limited messages with the legal system by
imposing sentences, but you can’t really reform
a society. That reform has to come from the
social setting being addressed by people like
criminologists, psychologists and social workers. I
think that a person must go and look in detail at the
lack, and absence of it (The complete interview
with this respondent is available in Campher 2006).

Furthermore this research participant stated
that:

This is what people don’t understand. They
vehemently criticise the legal system, but people
must remember that the legal system only kicks in
once a crime has been committed. A child has
already been molested, a child has already been
raped, already someone has been murdered and
only now the legal system kicks in. The police
come out, a charge is made, someone is arrested
and there is a trial. All it does is to process the
aftermath and now people say that the law should
do more to discourage people, but the law can only
do so much (The complete interview with this
respondent is available in Campher 2006).

The research participant was asked whether the
problem lies with the legislator or with society.
He responded as follows:

In my opinion the problem lies in the social fabric of
the country and that is where people like
sociologists, criminologists, penologists and social
workers come in. What went wrong? What
happened? To me it looks as if the factors that we
use to monitor the social order are crippled,
something is wrong. People’s relationships, their
sexuality, their responsibility, socio-economic
situations, the whole displacement and power-play
in relationships – all these type of things need to be

addressed (The complete interview with this
respondent is available in Campher 2006).

In addition he added the following:

In my opinion, I know it is a very general statement
and I don’t want to step on the toes of people who
do a lot of good work under extremely difficult
circumstances; you are expected to thatch a roof
without any straw. There is inadequate welfare and
social services, the people are not being paid
properly, and there are no proper facilities for
children who have been molested. Many of the
children’s homes have been degraded and
disestablished. There are enormous cultural and
economical problems. All of which, to me, points to
that we can have a model legal system and a
model Constitution – we most likely have the most
progressive Constitution in the world – but what
does it help? Look at what is happening on ground
level. There is a decline in the social order. Instead
of having a proactive programme where we
address paedophilia, we are overseeing all kinds of
changes in current legislation, making the process
delivery in the courts very child friendly with
anatomically correct dolls. We sit and argue about
age brackets, but we do nothing about the social
order. That is where the problem lies. There isn’t
supposed to be a child who has been molested,
there isn't supposed to be children’s bodies, there
is not supposed to be rape. It might sound
euphoric, but I think that not enough is being done
to identify these things and that something pro-
active has to be done about this. It comes back to
the level of people’s education (The complete
interview with this respondent is available in
Campher 2006).

During another interview with a different
research participant the following was alleged:

These things start in the family home. To lay the
blame at the door of the government and the laws
of the country, and to say that the laws are not
sufficient – there are voids - that is only one part of
the responsibility, the government has a
responsibility, but the biggest responsibility lies with
the parents. Parents are not the best example for
children, they are the only example, because
children do as their parents do (The complete
interview with this respondent is available in
Campher 2006).

From the above one can deduce that the
legislator has promulgated specialised laws but
the implementation thereof and the role of
society and morality is a big concern to experts.
The reactive nature of current legislation and
the moral standing of society are probably
factors that need further investigation in this
field.

In the last section of this paper the role that
parents can play in the prevention of Internet
paedophilia will be examined.
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5 PARENTAL AWARENESS
It is important for parents to realise that
children are vulnerable when they visit chat
rooms, communicate via e-mail, or register with
newsgroups. Parents have to familiarise
themselves with the online environment and
popular Internet language (online lingo) in
order to ensure the safety of their children. In
order to speed up the communication process in
a chat room or in an e-mail, certain concepts are
changed, and different symbols are used on the
Internet, or during the use of the short
messaging system (sms) on mobile phones. A
specific language of symbols and acronyms are
used to express emotions and ideas. It is a type
of short hand that has developed since the birth
of the technological era. This renders
uninformed parents helpless when they are not
equipped to interpret and understand the online

lingo that their children are using when
communicating on the Internet or their mobile
phones (Campher, 2006:65). Online lingo
includes emoticons (referring to symbols or
icons that represent certain emotions) and
acronyms (referring to abbreviations that
represent certain phrases and emotions). The
following is a list of emoticons and acronyms
commonly used while communicating on the
Internet (Cyberpatrol – Online lingo, n.d.). The
meaning of the most popular emoticons and
acronyms will be explained in Table 1 and
Table 2 hereafter. Practitioners, parents and
caregivers should enlighten themselves with
these emoticons and acronyms to equip them to
act pro-actively should they suspect that a child
is communicating in “secret” language with an
Internet paedophile or potential dangerous
person.

Table 1: Popular emoticons used in electronic communication

(( )):** Hugs and kisses
>:-( Upset or annoyed
:-ss User drools
:'-( User is crying
:-@ User is screaming
:-x User's lips are sealed

Table 2: Popular acronyms used in electronic communication

Abbreviation Meaning
AND Any day now
AFAIK As far as I know
ASAP As soon as possible
A/S/L? Age/sex/location?
B4N Bye for now
BBIAB Be back in a bit
BBL Be back later
BBN Bye bye now
BBS Be back soon
BF Boyfriend
BRB Be right back
BTDT Been there, done that
BTW By the way
CNP Continued in next post
CRB Come right back
CRBT Crying real big tears
CU See you
CUL8ER See you later
CYA See you
CYO See you online
DLTBBB Don't let the bed bugs bite
DIKU Do I know you?
DITYID Did I tell you I'm distressed?
DQMOT Don't quote me on this
DTRT Do the right thing
DWB Don't write back
EMSG E-mail message
EOM End of message
F2F Face to face
FAQ Frequently-asked question(s)
FC Fingers crossed
FMTYEWTK Far more than you ever wanted to know
FTBOMH From the bottom of my heart
FUD Fear, uncertainty, and doubt
FWIW For what it's worth
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Abbreviation Meaning
FYI For your information
G Grin GA Go ahead
GAL Get a life
GF Girlfriend
GL Good luck
GMAB Give me a break
GMTA Great minds think alike
GTSY Glad to see you
H&K Hug and kiss
HAGN Have a good night
HAND Have a nice day
HHIS Hanging head in shame
HIG How's it going?
HT Hi there
HTH Hope this helps
IC I see
IHU I hear you
ILU or ILY I love you
IMS I am sorry
IOW In other words
IPN I'm posing naked
ITIGBS I think I'm going to be sick
IWALU I will always love you
IYSWIM If you see what I mean
JIC Just in case
JK Just kidding
JTLYK Just to let you know
KISS Keep it simple stupid
KIT Keep in touch
KOTC Kiss on the cheek
KOTL Kiss on the lips
KWIM? Know what I mean?
L8R Later
LDR Long-distance relationship
LTNS Long time no see
LTR Long-term relationship
LULAB Love you like a brother
LULAS Love you like a sister
LUWAMH Love you with all my heart
LY Love you
LY4E Love you forever
MorF Male or female
MOSS Member of the same sex
MOTOS Member of the opposite sex
MTF More to follow
MUSM Miss you so much
NIFOC Naked in front of computer
NP or N/P No problem
NRN No response necessary
OIC Oh, I see
OLL Online love
OTOH On the other hand
PAW Parents are watching
PDA Public display of affection
PM Private message
PMFJIB Pardon me for jumping in but...
POAHF Put on a happy face
::POOF:: Goodbye (leaving the room)
POS Parent over shoulder
QT Cutie
RPG Role-playing games
RSN Real soon now
RT Real time
SO Significant other
SOT Short on time
SOTMG Short on time must go
STW Search the Web
SU Shut up
SUAKM Shut up and kiss me
SUP What's up?
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Abbreviation Meaning
SWAK Sealed with a kiss
SYS See you soon
TA Thanks again
TAFN That's all for now
TANSTAAFL There ain't no such thing as a free lunch
TCOY Take care of yourself
THX Thanks

TIA
Thanks in advance (used if you post a question and are expecting a helpful
reply)

TILII Tell it like it is
TLK2UL8R Talk to you later
TMI Too much information
TNT Till next time
TOY Thinking of you
TTFN Ta-Ta for now
TTT Thought that, too (when someone types in what you were about to type)
TTYL Talk to you later
TU Thank you
TY Thank you
UW You're welcome
WAYD What are you doing?
WB Welcome back
WBS Write back soon
WFM Works for me
WIBNI Wouldn't it be nice if…
WT? What/who the?
WTG Way to go!
WTGP? Want to go private?
WU? What's up?
WUF? Where are you from?
WYSIWYG What you see is what you get
YBS You'll be sorry
YW You're welcome

Parents should be committed in the upbringing
of their children. They should also stay in touch
with technological advancements and
development to ensure that they can protect
their children from sexual predators on the
Internet. Knowledge of the above emoticons
and acronyms can prevent a potential grim
incident that brings with it sorrow and self
blame.

6 CONCLUSION
The only way to prevent children from
becoming the victim of a sexual offender via
the Internet is by acting in a pro-active way and
preventing paedophiles from gaining access to
children via the Internet. Preventative measures
that can curb the use of the Internet as an
avenue to initiate sexual activities with
adolescents do exist. However, the mere
existence of these measures does not ensure
children’s safety. It is therefore imperative that
parents are made aware of these tools and
software that can be utilised in order to
safeguard their children.

Research pertaining to existing measures
aimed at restricting the use of the Internet as an
avenue to contain sexual activities with
adolescents proved that there is a perception

that Internet paedophilia is not a common
occurrence in SA (Campher 2006). In this paper
it was indicated that new legislation was
promulgated to address this phenomenon.
However it was highlighted that the problem is
usually only addressed once a charge is laid
with the police. Thus, a reactive approach is
followed. It is, however, of paramount
importance that proactive approaches like a
moral regeneration of the populace takes place.
Furthermore awareness campaigns should see
the light in order to prevent the problem before
it occurs. If parents are not aware of filtering
and blocking software that they can install, to
monitor their children’s online behaviour, the
presence of the software is of no use. We have
indicated that various software programmes
have been developed, and according to the
literature it seems as though these programmes
are effective. Unfortunately not even the
experts in this field that were interviewed are
familiar with these programmes.

At present, more than three million South
Africans have access to the Internet, and this
figure increases drastically every year (Aanlyn
in Afrika die plek om te wees 2006:9). A large
number of children spend the majority of their
leisure time using computers and being on the
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Internet, which makes them vulnerable to
Internet predators. At the mentioned growth
tempo this problem can only become worse in
future. It is important that we take note of the
fact that the three million people who have
current access to the Internet refers to those
who have home connections. It excludes those
who have access to the Internet via an Internet
café or via a computer at someone else’s house.
Thus, the current number of people who have
access to the Internet is much higher than the
three million mentioned by the above source.

It also deserves to be mentioned that a
significant number of these “invisible” crimes
against children are not reported, as most of the
interactions do not lead to a face-to-face
meeting. This does not mean that no harm was
inflicted on the child. Due to this a large dark
figure exists with regard to Internet paedophilia.
Thus more research of this nature is essential in
order to gain a clear understanding of the extent
of the problem in SA.

The Internet gives children the opportunity to
explore a new world filled with information and
endless possibilities to interact with people
across the world. In support of the above
statement a research participant said that the
Internet is a wonderful medium with countless
possibilities and positive features, but on the
other hand also believes that it contains an “evil
side”. The Internet can be the child’s best
friend, or worst enemy. Therefore it is the
responsibility of all parents, caregivers and the
community to protect children against the “evil
side” of the Internet. This can only be achieved
by having a multi-disciplinary approach where
parents, caregivers, the SAPS, the government
and the Information Technology (IT) industry
take hands and unite in protecting children
against the “evil side” of the Internet. Our
commitment might save a child from being
abused, our complacency might ruin a
significant number of children’s lives (Campher
2006:164).
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