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Agenda

• Why analyze logs?

• Logs from Millennium server
– Setup and retrieving logs
– Tools to analyze logs– Tools to analyze logs

• Robots, Crawlers and Spiders
– Control by Systems Administrator
– Robot.txt file on server



Why analyze logs?

• Support web development
– Pages most used
– What scopes are patrons searching
– What browsers are used by clients
– Where traffic is coming from

• Control over who is accessing your WebPAC
– Robots (Web wanderers, Crawlers or Spiders used by 

search engines to index web content)



Set-up and retrieving Millennium logs

• Web server logs available as from Release 2007
– Must run Millennium Rel. 2007 behind Apache WebServer
(Innovative does not provide a log analyzer)

Setup to access logs

�Login Manager

�Web Master

�Activate Web Server Logs



Retrieving Millennium logs 

In Web Master Mode - Web Server Logs



Retrieving Millennium logs

Download files and Download files and 
save to your PC



What the logs look like

Use a log analyzer to interpret eg.

Webalizer (only analyze one log at a time) 

or 

Web Expert  LiteWeb Expert  Lite
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• Reports than can be retrieved
– Traffic sources
– Visitors
– Map overlay

Or go the Google Analytics way

– Map overlay
– Site usage
– What browsers were used
– And more (can set various filters)



Google Analytics set-up

Copy code to    
web page



Google Analytics Reports
(Trial log for restricted period)



Google Analytics Reports
(Trial log for restricted period)



Google Analytics Reports
(Trial log for restricted period)



• Known as Web Wanderers, Crawlers or Spiders

• Used by search engines to index web content

• Crawlers try to follow every link embedded in 

Robots

catalog pages

• Used by spammers to scan for email addresses

• Increase load on OPAC and slow system down



List non-local access attempts allowed

Limit NETWORK access

Are there many postings for the SAME
IP address in very short time span?



Look up the host info

XXXXXXXXX



Restrict Access on Innopac

Limit NETWORK access

Added entry for IP 
will block access will block access 
immediately



Robots.txt file on server

• http://<your server/>robots.txt
• Allow legitimate search engines to index main 

page of catalog (set by III)



From: Mark Welge, Robots, Crawlers and 
spiders…Oh My! Automated Searches and 
your WebPAC, IUG Anaheim, 17-20 May 2009
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